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(57) ABSTRACT

A data protection application creates backups of assets. Each
asset 15 mapped 1n a directory service to one or more asset
owners. The directory service 1s separate from the data
protection application. A search query from a user seeking to
search the backups 1s received at the data protection appli-
cation. The directory service 1s consulted to 1dentify assets
having the user as an asset owner. A search filter 1s generated
including a list of the identified assets. The search filter 1s
applied to the search query to exclude from a search result
backups of assets not having the user as the asset owner. The
search result 1s returned to the user, the search result thereby
including backups of assets having the user as an asset
owner and excluding other backups of other assets not

having the user as the asset owner.
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Create backups of assets owned by users of an organization to a data protection

storage system
210

!

Define and store, within a directory service separate from the data protection
application, mappings between the assets and objects managed by the active
directory service, where the objects include user and group objects and the

mappings specify levels of access to the backups
215

v

Authenticate a login by a user to the data protection storage system
220

v

Receive, at the data protection storage system, a search query from the user to
search the backups created by the data protection storage system
225

Consult the directory service to identify, according to the mappings, assets
associated with the user
230

!

Generate a search filter including a list of the identified assets
235

Apply the search filter to the search query to exclude from a search result backups

of assets not associated with the user
240

Return the search result to the user, the search result including backups of assets
associated with the user, and excluding backups of assets not associated with the

user
245

!

Enforce, according to the mappings, a level of access to a backup included in the

search result
250

FIG. 2
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User logs onto a search {ool
510

_ . 2

{ Authenticate against a direclory

: service

R T S SR S S A SO T SO S S T SO S S U S S SUR S S T S S S S S S SN S S S AP SO S S SUJ S S SO S S ST SO S S S S S SN U SO S S S S SN SUP SO S SO A S S S S S S SN SO SN S SO S SO U S S SO S S S S

| Authorize via the directory service
: 520

R + _____________________
Conduct an accounting of activity
: 525

FIG. 5

Retrieve AssetOwner fields from the
directory service for the user
610
Query the directory service {o determine Retrieve AssetOwner fields from the

groups that the user is in — directory service for each group
615 | 620

Save the search filter in the user session/
cookie
03

635

1
1
1
1
1
1
1
I ]

Upon completion of the search query, use |

the AssetOwner list to filter the search by
asset ?
640

FIG. 6
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CONTROLLING SEARCH ACCESS TO
ASSETS IN A DATA PROTECTION
PRODUCT

TECHNICAL FIELD

The present mmvention relates generally to information
processing systems, and more particularly to conducting
searches of backups created by a data protection system.

BACKGROUND

Many, if not all, organizations rely on backup or data
protection systems to create backups of the devices used by
users ol the organization. Backups can be used to help
recover from accidental deletions, data corruption, hardware
tailures, or other events that may cause a loss of data. For
example, i a user accidentally deletes a file from their laptop
or a lile becomes corrupted, the file can presumably be
recovered from a previous backup of the laptop.

There 1s a need, however, to secure the backups against
unauthorized access. For example, when the user of the
laptop 1s searching for a backup of the their laptop to restore,
that user should not be able to access backups of other
laptops or other devices that the user does not own or 1s not
authorized to use.

Each backup system may include a configuration module
that an administrator can use to i1dentity which user has
access to which backup. Typically, the responsibility for
configuring such permissions 1s assigned to an administrator
or information technology (I'T) department of the organiza-
tion. A large organization, however, may be conducting
backups across many thousands of users and thousands or
even tens of thousands of laptops, desktops, virtual
machines, databases, mailboxes, and so forth. The admin-
istrator may not necessarily be familiar with the particular
backup system used by the organization. These factors and
others can make 1t very time-consuming to properly config-
ure a backup system. There 1s a need for improved systems
and techniques to facilitate securing access to backups 1n a
backup or data protection application.

The subject matter discussed 1n the background section
should not be assumed to be prior art merely as a result of
its mention 1n the background section. Similarly, a problem
mentioned in the background section or associated with the

subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The subject matter 1n the background section merely repre-
sents different approaches, which in and of themselves may
also be mventions.

BRIEF DESCRIPTION OF THE FIGURES

In the following drawings like reference numerals desig-
nate like structural elements. Although the figures depict
various examples, the one or more embodiments and 1mple-
mentations described herein are not limited to the examples
depicted 1n the figures.

FIG. 1 shows a block diagram of an information process-
ing system comprising a system for controlling search
access 1n a data protection system, according to one or more
embodiments.

FIG. 2 shows an overall flow of a process for controlling
search access 1n a data protection system, according to one
or more embodiments.
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FIG. 3 shows an example of writing asset mappings 1nto
a directory service object, according to one or more embodi-

ments.

FIG. 4 shows an example of properties for the directory
service object, according to one or more embodiments.

FIG. 5 shows another flow of a process for controlling
search access 1n a data protection system, according to one
or more embodiments.

FIG. 6 shows further detaill of an authorization flow,
according to one or more embodiments.

FIG. 7 shows an example of a search having search terms
including assets for filtering, according to one or more
embodiments.

FIG. 8 shows a block diagram of an example for control-
ling search access to assets 1n a data protection system,
according to one or more embodiments.

FIG. 9 shows a block diagram of a processing platform
that may be utilized to implement at least a portion of an
information processing system, according to one or more
embodiments.

FIG. 10 shows another block diagram of a processing
platiorm that may be utilized to implement at least a portion
of an information processing system, according to one or
more embodiments.

FIG. 11 shows a block diagram of a computer system
suitable for use with the system, according to one or more
embodiments.

DETAILED DESCRIPTION

A detailed description of one or more embodiments 1s
provided below along with accompanying figures that illus-
trate the principles of the described embodiments. While
aspects of the invention are described 1n conjunction with
such embodiment(s), 1t should be understood that it 1s not
limited to any one embodiment. On the contrary, the scope
1s limited only by the claims and the invention encompasses
numerous alternatives, modifications, and equivalents. For
the purpose of example, numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the described embodiments,
which may be practiced according to the claims without
some or all of these specific details. For the purpose of
clanty, technical material that i1s known in the technical
fields related to the embodiments has not been described 1n
detail so that the described embodiments are not unneces-
sarily obscured.

It should be appreciated that the described embodiments
can be mmplemented 1n numerous ways, cluding as a
process, an apparatus, a system, a device, a method, or a
computer-readable medium such as a computer-readable
storage medium containing computer-readable instructions
or computer program code, or as a computer program
product, comprising a computer-usable medium having a
computer-readable program code embodied therein. In the
context of this disclosure, a computer-usable medium or
computer-readable medium may be any physical medium
that can contain or store the program for use by or in
connection with the instruction execution system, apparatus
or device. For example, the computer-readable storage
medium or computer-usable medium may be, but 1s not
limited to, a random access memory (RAM), read-only
memory (ROM), or a persistent store, such as a mass storage
device, hard drives, CDROM, DVDROM, tape, erasable
programmable read-only memory (EPROM or ({lash
memory), or any magnetic, electromagnetic, optical, or
clectrical means or system, apparatus or device for storing
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information. Alternatively or additionally, the computer-
readable storage medium or computer-usable medium may
be any combination of these devices or even paper or
another suitable medium upon which the program code 1s
printed, as the program code can be electronically captured,
via, for instance, optical scanning of the paper or other
medium, then compiled, interpreted, or otherwise processed
in a suitable manner, 1f necessary, and then stored i a
computer memory. Applications, software programs or com-
puter-readable instructions may be referred to as compo-
nents or modules. Applications may be hardwired or hard
coded 1n hardware or take the form of software executing on
a general purpose computer or be hardwired or hard coded
in hardware such that when the software i1s loaded into
and/or executed by the computer, the computer becomes an
apparatus for practicing the invention. Applications may
also be downloaded, 1n whole or in part, through the use of
a software development kit or toolkit that enables the
creation and implementation of the described embodiments.
In this specification, these implementations, or any other
form that the invention may take, may be referred to as
techniques. In general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Aspects of the one or more embodiments described herein
may be implemented on one or more computers executing,
soltware 1nstructions, and the computers may be networked
in a client-server arrangement or similar distributed com-
puter network.

Disclosed herein are methods and systems for controlling
search access to assets 1n a data protection product. Modern
data protection solutions typically include the ability to
index backups at the item (file, email, etc.) level. The
indexing may include, for example, cataloging each indi-
vidual file of a file system or virtual machine that 1s backed
up (e.g., recording metadata about the file such as a file
name, creation date, last modified date, size, and so forth).
The mdexing may include, for example, cataloging each
individual message within a mailbox (e.g., Exchange Mail-
box) that 1s backed up. This allows customers to search for
individual items (e.g., particular file) within the index, and
then take an action on those items (such as restore). An
example of a data protection product includes ProtectPoint
as provided by Dell EMC of Hopkinton, Mass.

Typically there 1s a requirement to control access to the
items—that 1s, only allow users with permissions to particu-
lar 1tems to search and/or restore them. That permission can
be at the 1item level (e.g., access control lists (ACLs)) or at
the index level, but for most users the asset (host, VM,
mailbox, etc.) level 1s the most practical. Where there are
1000s of assets, a flexible way to manage this 1s desirable.
In other words, given that a data protection system may
include 1000s or 10s of 1000s of assets, there are needs for
systems and techniques that facilitate a customer manager’s
access to those assets and that allow management of the
visibility of the assets from search activities.

In a specific embodiment, systems and techniques are
provided that allow for defining the users and/or groups
allowed to access items on those assets. In this specific
embodiment, access may be at multiple levels, such as: 1)
ability to search and display the metadata for items from
those assets; 2) ability to search and display full text content
for items from those assets; 3) ability to restore 1tems from
those assets to original and/or alternate locations; and 4)
ability to conduct other actions such as export, legal hold,
and so forth. In a specific embodiment, systems and tech-
niques are provided to control search access per asset.
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FIG. 1 shows a block diagram of an information process-
ing system 100 configured 1n accordance with an 1llustrative
embodiment. The variable N and other similar index vari-
ables herein such as M are assumed to be arbitrary positive
integers greater than or equal to two. The information
processing system may be provided within an organization,
company, or other enterprise. The information processing
system 1ncludes host computing devices 103A-N connected
via a network 106 to a data protection storage system 109
which, 1 turn, 1s connected to a directory service 112,
separate from the data protection storage system. The data
protection storage system includes backup agents 112A-N
installed at the host computing devices, backup engine 115,
search tool 118, and backup storage media 121. It should be
appreciated that the modules and components shown 1n FIG.
1 may be functional and there can be many different hard-
ware and software configurations to implement the functions
described.

The host computing devices may be operated by users
124 A-N. A user may be referred to as an end user. Examples
ol host computing devices include laptops, desktops, serv-
ers, smartphones, portable communication devices, tablet
computing devices, or other types of processing devices
capable of communicating with the data protection storage
system, active directory service, or both.

Each host may include one or more assets (e.g., assets
127A-N), where each asset may include multiple items (e.g.,
items 128 A-N) such as files, emails, or other individual units
of data. The backup agents coordinate with the backup
engine to backup or copy the assets (and all items within an
asset) to the data protection storage system. The backups of
the assets may be indexed by the data protection storage
system and stored in backup storage media.

Some examples of assets include virtual machines (VMs),
filesystems or filesystem host (e.g., laptop or desktop),
databases, containers (e.g., a container within a Docker
Swarm, Kubernetes, or virtualized computing environment),
mailboxes (e.g., an individual Microsoit Exchange mail-
box). An asset may include, have, store, or generate many
items of data 1n which 1t 1s desirable to create backup copies
as a precaution against accidental deletion, corruption, or
other data loss event.

For example, backing up a virtual machine asset may
include backing up a virtual hard disk of the virtual machine
to the data protection storage system. Backing up a filesys-
tem asset may include backing up all the files within the
filesystem to the data protection storage system. Backing up
a database asset may include backing up all the records 1n
the database to the data protection storage system. Backing
up a mailbox may include backing up all the email messages
in the mailbox to the data protection storage system.

The search tool allows users to perform a self-service
search of the backups created and managed by the data
protection storage system. For example, 11 the user acciden-
tally deleted a file from their laptop, the user can use the
search tool to search for a backup of their laptop to restore
the file from the backup. The user does not have to contact
a backup administrator to perform the search.

The directory service, also referred to as a name service,
maps the names ol network resources to their respective
network addresses. The directory service provides a shared
information infrastructure for locating, managing, adminis-
tering, and organizing everyday items and network
resources, which can include volumes, folders, files, print-
ers, users, groups, devices, telephone numbers and other
objects. A directory service 1s an important component of a
network operating system. A directory server or name server
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1s a server which provides such a service. Each resource on
the network 1s considered an object by the directory server.
Information about a particular resource 1s stored as a col-
lection of attributes associated with that resource or object.

More particularly, a directory service defines a namespace
for the network. The namespace 1s used to assign a name
(unique 1dentifier) to each of the objects. Directories typi-
cally have a set of rules determining how network resources
are named and 1dentified, which usually includes a require-
ment that the 1dentifiers be unique and unambiguous. When
using a directory service, a user does not have to remember
the physical address of a network resource as providing a
name locates the resource. Some directory services include
access control provisions. These access control provisions
can limit the availability of directory information to autho-
rized users.

In a specific embodiment, the directory service uses the
Lightweight Directory Access Protocol (LDAP) for access-
ing and maintaining distributed directory information ser-
vices over an Internet Protocol (IP) network. An example of
a directory service 1s active directory (AD) as provided by
Microsoit Corporation of Redmond, Wash. for Windows
domain networks. Specific embodiments are described 1n
conjunction with active directory. It should be appreciated,
however, that the described systems and techniques can be
applied to other directory services including other LDAP-
based directory services.

The directory service includes a directory database 130 in
which objects 133 A-N tracked by the directory are stored. In
a specific embodiment, the objects include user objects and
groups. A group 1s a collection of other directory objects.
Groups can be used to collect user accounts, computer
accounts, and other groups into manageable umts. Working
with groups imstead of with individual users helps simplify
network maintenance and administration.

In this specific embodiment, the objects are stored 1n a
hierarchical data structure or tree. Other examples of objects
that may be tracked by the directory service include printers
and network devices. Each object includes a set of attributes
(c.g., attributes 136 A-N) storing descriptive information
about a respective object. The user objects correspond to or
represent the users (e.g., users A-N) of the organization.
Group objects represent groups that a user may be a member
of.

When, for example, a user attempts to log into a computer
that 1s part of a domain managed by the directory service, a
domain controller of the directory service can check the
login credentials of the user to determine whether the user
should be allowed to log into the network and, if so, the
security policies that should attach to the user as defined 1n
the attributes associated with a user object representing the
user. For example, some users may be allowed to install or
update software. Other users may be blocked from installing,
or updating software.

The directory service 1s typically managed by a network
administrator user 139. A console 142 of the directory
service provides a user interface through which the network
administrator can create and manage domains, users, and
objects within a network. For example, when a new
employee joins an organization, the network administrator
may create i the directory a new user object representing,
the new employee. User rights and permissions may be
attached as attributes to the new user object 1n order to limait
or control the new employee’s access to the network and
other computers or devices connected to the network. Spe-
cifically, the network administrator may create a user
account within the directory service that allows the new
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employee to log 1n to the organization’s network and sign 1n
to a computer (e.g., laptop or desktop) given or assigned to
the new employee by the organization.

When an employee leaves the organization, the network
administrator may delete, remove, or otherwise update a
user object from the directory representing the employee so
that the now former employee will not be able to log 1n to
the network. When an employee moves to a diflerent depart-
ment within the organization, the network administrator may
update 1n the directory attributes associated with a user
object representing the employee to retlect a new set of
rights or permissions that the employee may now have. The
user interface can be a graphical user interface (GUI) or a
programmatic user interface. For example, the network
administrator may run executable scripts that help automate
the updating of the directory service.

As discussed, the data protection system can protect/
backup a wide variety of asset types. The data protection
system may include a management console 143 through
which the organization may define, among other things,
access rights or access levels that the various users of the
organization may have on the asset backups. For example,
the organization may allow a particular user of the organi-
zation to have access to backups created for a laptop owned
by the particular user; but block access to backups created
for other laptops not owned by the particular user.

In some cases, 1t 1s desirable to manage permissions at the
asset-level. Typically, the most prevalent will be entities that
are “owned” by a single user or group of users. Examples
may 1nclude a virtual machine (VM); a filesystem host (e.g.,
laptop or desktop); a container within Docker Swarm,
Kubernetes, etc.; or an individual mailbox. Such entities
may include access control lists (ACLs), but restricting
access at that level can be overkill or excessive because of
the administrative overhead associated with managing per-
missions at such a granular level.

For example, 1n some cases even though the files on a
particular user’s laptop may have a variety of permissions,
many local to that machine, that particular user should
reasonably expect to be able to search and restore any file on
that particular laptop (or other asset, e.g., VM) that the
particular user owns. In other words, consider there 1s a user
that “owns” a laptop, desktop, or virtual machine asset. The
asset (e.g., desktop) may contain millions of files with
differing permissions. It may be desirable, however, to grant
the user ultimate authority over any of those files—e.g.,
allow the user to search any backup of their desktop and
restore any {ile from the backup of their desktop. An
exception to this rule may include file servers, which are
generally shared by many users, and may be better restricted
by ACLs or at the home directory level.

It can require a significant amount of time and training to
acquire the skillset necessary to properly configure the
directory service product and understand i1ts particular
schema. A schema 1s like a blueprint that describes the rules
about the type of objects that can be stored in the directory
service as well as the attributes associated with these objects.
The schema thus defines the content, and the structure of the
object classes and the object attributes used to create an
object. While creating a new object, the directory service
references the classes defined 1n the schema and utilizes the
retrieved information to create the object. The orgamzation
may have invested resources to train various employees in
the organization so that these employees can fulfill the role
ol a network administrator.

In a specific embodiment, the directory service and data
protection system are separate or different products. For
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example, the directory service and data protection system
may be provided by different vendors, have different inter-
faces, use different terminology, execute independently of
each other, have diflerent schemas, have diflerent libraries,
and so forth. These differences may require an administrator
to learn and interface with the data protection system in

order to properly secure the backups of assets from unau-
thorized access.

It 1s desirable to leverage knowledge of the directory
service 1nto other areas in order to reduce that amount of
retraining and duplicative work that the organization may
have to perform. In a specific embodiment, systems and
techniques are provided to allow mappings between assets
and LDAP-based users/groups. In this specific embodiment,
the LDAP objects themselves are leveraged to provide those
mappings. This allows administrators to use native tools and
scripting to maintain the mappings. This does not preclude
the data protection software from also providing the ability
to assign ownership via a user interface. Assets may be
identified by name, internet protocol (IP) address, or other
identifier (ID). Systems and techniques are provided that
include the ability to define roles 1n those mappings.

Diflerent levels of access to a backup may allow a user to
search and view metadata of items 1n the backup, but not
view full text content of the items. Another level of access,
however, may allow viewing of full text content. Another
level of access may allow restoring items in the backup or
other actions such as exporting items 1n the backup. In a
specific embodiment, an access level of “Read” allows
search/display of metadata but no restore. An access level of
“Admin” allows search/display of metadata and restore. An
access level of “ReadFull” allows search/display of full
content but no restore. An access level of “AdminFull”
allows search/display of full content and restore.

In other words, 1n a specific embodiment, the network
administrator uses the directory service to add metadata
about the assets and, more particularly, to 1dentity, associate,
or map assets—that are to be backed up by the data
protection system—with objects managed by the directory
service. These objects may include user objects, group
objects, or both. The network administrator can further
define, within the directory service, levels of access a user or
group ol users (as represented by a user object or group
object, respectively) should have for a backup of a particular
asset.

Generally, the network administrator will already be
tamiliar with the directory service. Thus, the asset mappings
can be accomplished with relatively little training because
the asset mappings are performed and stored within the
directory service 1itself. The network administrator will not
have to learn a new interface of a third party product.
Mapping assets can be performed contemporaneously with
updates to the directory service as may be performed in
connection with, for example, the onboarding of a new
employee or a change in status of an existing employee.
These events can occur frequently because people join,
leave, and move around in organizations on an on-going
basis. When such events occur, the network administrator
will not have to also access a separate third party application
(e.g., data protection system) 1n order to associate assets to
the new employee or update asset assignments of an existing,
employee whose status has changed. For example, the
removal of a user object from the directory service for an
employee that has left the organization will automatically
result 1n the now former employee from being unable to
access backups managed by the data protection system.
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More particularly, when a user wishes to search for a
backup created by the data protection system for an asset
(e.g., laptop, desktop, mailbox, or other asset type), the user
uses the search tool of the data protection system to enter a
search query. The search tool includes a communication
handler 145, user interface 148, filter generator 152, and
security enforcer 155. The communication handler 1s
responsible for consulting with the directory service to
identify assets owned or associated with the user, along with
the levels of access to the backups of those assets as stored
and specified in the directory service. The data protection
system recerves from the directory service the 1dentification
of the assets and levels of access allowed.

The filter generator 1s responsible for generating a search
filter having a list of the 1dentified assets. The search filter 1s
applied to the search query to exclude from a search result
backups of assets not owned or associated with the user. The
search result may then be displayed 1n the user interface, the
search result thereby excluding or omitting the backups of
assets not owned or associated with the user and including
backups of assets owned or associated with the user.

The security enforcer 1s responsible for enforcing the
various levels of access to the backups as defined 1n the
directory service. For example, 1 a level of access for a
particular asset 1s specified as “read,” the user may be
allowed to view metadata associated with the backup of the
particular asset, view item content 1n the backup, or both; but
may be blocked from restoring the backup. If the level of
access 1s specified as “admin,” the user may be allowed to
restore the backup. As discussed, 1 a specific embodiment,
security 1s enforced at the asset-level as defined within the
directory service. For example, a user object may be mapped
to an asset and a first level of access may be specified 1n an
attribute associated with the user object. The asset may
include a set of items (e.g., files or email messages) and the
first level of access 1s applied to all items within the asset.

An administrator of the organization does not have to
access the data protection system in order to define the
access levels or security policies that should be attached to
the asset backups. Instead, the administrator can define the
security within the directory service and thus via an interface
that the administrator may already be familiar with.

If, however, an orgamization wishes for a more granular
level of access, such as at an 1tem level, an administrator can
access the data protection system to further specity the level
of access. For example, the administrator may, via the data
protection system, specily that for a particular user certain
items 1n a backup of an asset are “read,” while other 1tems
in the backup are “admin.” The particular user 1s thus able
to read or view some 1tems 1n the backup of the asset, but not
able to restore them; whereas for other items in the backup
of the same asset the user will be able to restore them. Thus,
the system provides a high-level of flexibility and control.
Organizations that do not have a need for controlling access
at the i1tem-level can simply work within the directory
service to specily access at the asset-level. Other organiza-
tions that have such a need can use the data protection
application to further define the access levels at a more
granular level.

FIG. 2 shows an overall flow of operations for controlling
search access to assets 1n a data protection product. Some
specific flows are presented 1n this application, but 1t should
be understood that the process 1s not limited to the specific
flows and steps presented. For example, a flow may have
additional steps (not necessarily described in this applica-
tion), different steps which replace some of the steps pre-
sented, fewer steps or a subset of the steps presented, or
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steps 1n a different order than presented, or any combination
of these. Further, the steps in other embodiments may not be
exactly the same as the steps presented and may be modified
or altered as appropriate for a particular process, application
or based on the data.

In brief, 1n a step 210, a data protection storage system
creates backups of assets owned or associated with users of
an organization. In a step 215, there 1s a directory service,
separate from the data protection storage system. Mappings
between the assets and objects managed by the directory
service are created, defined, and stored in the directory
service. The mappings 1dentily assets to be associated with
a particular directory service object and specily levels of
access that the directory service object should have on
backups of the assets. The directory service objects may
include user objects, groups of user objects (1.e., group
objects), or both.

Assets may be mapped to multiple (e.g., two or more)
objects. For example, there can be a first asset mapped to a
first user object having an attribute specilying a first level of
access to backups of the first asset. The first asset may be
mapped to a second user object having an attribute speci-
tying a second level of access to the backups of the first
asset, different from the first level of access. The first asset
may be mapped to a group object having a collection of
other user objects and having an attribute specifying, for
example, the first level of access. In this case, each of the
user objects that are members 1n the group object will have
the first level of access to the backups of the first asset.

In a step 220, a login by a user to the data protection
storage system 1s authenticated. For example, the user may
access the data protection storage system and input login
credentials (e.g., username and password). The data protec-
tion storage system may consult the directory service to
determine whether the credentials are valid. If so, the user 1s
allowed to continue their login to the data protection storage
system. If not, the user may be blocked from further access-
ing the data protection storage system. In a step 225, upon
a successiul authentication, the data protection storage sys-
tem recerves from the user a search query to search backups
created and managed by the data protection storage system.

In a step 230, the data protection storage system consults
the directory service to identily, according to the mappings,
assets associated with the user. An asset may be associated
with the user as a result of a user object representing the user
having been mapped to the asset. An asset may be associated
with the user as a result of a group object having been
mapped to the asset, where the user 1s a member of a group
represented by the group object. In a specific embodiment,
the data protection storage system retrieves, from the direc-
tory service, a listing of assets whose backups the user 1s
allowed at least some level of access. In a step 235, the data
protection storage system generates a search filter including
a list of the identified assets.

In a step 240, the search filter 1s applied to the search
query to exclude from a search result backups of assets not
associated with the user. In a step 245, the data protection
storage system returns or displays the search result to the
user, the search result including backups of assets associated
with the user, and excluding backups of assets not associated
with the user.

It should be appreciated that the user may input search
criteria with the search query to filter out backups that the
user 1s not interested . For example, the user may be
interested 1n backups created during a specific time period,
e.g., backups created between Oct. 7, 2019 and Feb. 3, 2020.

The user-inputted search critenia i1s different from the search
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filter generated by the data protection storage system to
exclude from the search result backups of assets not asso-
ciated with the user.

In a step 250, the data protection storage system enforces,
according to the mappings, a level of access to a backup
included 1n the search result. For example, the data protec-
tion storage system may prevent or block an attempt to
restore a backup of an asset 11 the user’s level of access 1s
“read.” In this case, the data protection application of the
storage system may disable or not display an option, control,
or other graphical widget for restoring a backup. Alterna-
tively, the data protection storage system may allow the
attempt to restore the backup 11 the user’s level of access 1s
“admin.” In this case, the data protection application may
ecnable or display the option, control, or other graphical
widget for restoring the backup.

As discussed, 1 a specific embodiment, the directory
service 1s Active Directory. Active Directory 1s widely used
to manage users and groups in the enterprise. The AD
schema can be customized, but existing fields can also be
leveraged to store custom information. FIG. 3 shows an

example of writing asset mappings to the “info” field of a
user (or user object) 1n the command-line shell known as
Powershell and provided by Microsoft (step 215, FIG. 2).
FIG. 4 shows an example of reading those mappings back 1n
Powershell.

In the example of FIG. 4, a set of properties 405 are shown
for a directory service user object corresponding to a user
named “James Morton.” As one of skill in the art will
recognize, these properties show Active Directory fields
such as DistinguishedName, GivenlName, ObjectClass,
ObjectGUID, and so forth.

The properties further include an “info™ field 410. In a
specific embodiment, the “info™ field 1s used to store an
identification of assets associated with or owned by the user
and a specification of a level of access that the user may have
to backups of those assets. The “info” (or other user object
field) may include any number of entries identifying any
number of assets to map to the user, along with correspond-
ing levels of access to backups of the assets. Thus, 1n a
specific embodiment, existing metadata fields in objects
managed by the directory service are leveraged to add
additional information to indicate asset owner, asset i1denti-
fier (e.g., IP address or other identifier), and the level of
access to backups of the asset.

In the example shown 1n FIG. 4, the “info” field includes
a first entry 415A and a second entry 415B. The first entry
includes an asset owner flag 420A containing an 1dentifica-
tion of an asset 425A, (e.g., IP address ©10.25.250.22”), and
an 1dentification of a level of access 430A allowed on
backups of the respective asset (e.g., “read”).

The second entry likewise includes an asset owner flag
420B containing an 1dentification of an asset 4258, (e.g., IP
address “10.25.244:56”), and an identification of a level of
access 430B allowed on backups of the respective asset
(e.g., “admin”). It should be appreciated that the use of IP
addresses to 1dentily assets 1s merely an example. An asset
may 1instead be identified by name or other identifier. For
example, some assets backed up by the data protection
system may not necessarily be identified via an IP address
and may instead be 1dentified via another identifier within a
namespace specified by the data protection system through
which assets are identified for backup. An asset may be
identified via a string, a name of a virtual machine host, a
name of a database, a name of a mailbox, or host name of
a laptop or desktop—just to name a few examples.
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As discussed, 1n a specific embodiment, an existing object
field (e.g., “info” field) 1s used for the asset mappings. Some
directory services, however, allow for adding custom fields
or otherwise extending the schema so that an organization
can tailor the directory service to their own particular needs.
Thus, asset mappings may instead be added to other custom
fields within the directory service.

FIG. 5 shows an overall flow for leveraging LDAP-based
permissions for a search tool of a data protection system
according to one or more embodiments. In a step 310, a user
logs onto a search tool such as a search tool provided by a
data protection or backup application. In a step 513, the user
1s authenticated against a directory service. In a step 520, the
user 1s authorized via the directory service. In a step 525, an
accounting 1s conducted (e.g., auditing, logging) of their
activity.

FI1G. 6 shows further detail of a flow for the authorization
step according to one or more embodiments. Consider, as an
example, that the directory service 1s Active Directory and
fields, e.g., AssetOwner, have been added to or mserted nto
objects within Active Directory to create mappings between
assets and objects. Specifically, an AssetOwner field of an
object may include first and second values. The first value
may include an identification of an asset to associate with the
object. The second value may include an i1dentification of a
level of access a user or group represented by the object
should have on backups of the asset.

In a step 610, the data protection storage system commu-
nicates with the directory service (e.g., active directory) to
retrieve AssetOwner fields from the directory service for the
user. For example, the data protection storage system may
1ssue a request to the directory service for a listing of assets
(and corresponding access levels) that have been mapped to
the user.

In a step 613, the data protection storage system queries
the directory service to determine groups that the user 1s 1n.
For example, the data protection system may issue a request
to the directory service for a listing of groups 1n which the
user 15 a member of.

In a step 620, for each identified group in which the user
1s a member of, the data protection storage system commu-
nicates with the directory service to retrieve AssetOwner
fields from the directory service for each group. The direc-
tory service may then return another listing of assets (and
corresponding access levels) that have been mapped to the
group 1n which the user 1s a member of. Step 620 1s repeated
for each identified group 1n order to i1dentity all the assets
that the user may be associated with. Step 620, however,
may be optional as in some cases a user might not be a
member ol any group.

In a step 625, the lists of AssetOwner are combined to
form a search filter that 1s saved 1n the user session/cookie.
For example, there can be a first list identifying assets that
have been mapped to the user. There can be one or more
second lists 1dentitying assets that have been mapped to
groups having the user as a member. As part of the com-
bining operation, duplicate assets may be removed. For
example, an asset may be listed 1n a user object representing
a user. The same asset may be listed 1n a group object
containing the user object. When the asset lists are combined
to combined to form the search filter, a duplicate asset may
be removed.

In a step 633, the search query 1s executed. In a step 640,
upon completion of the search query, the combined Asse-
tOwner list 1s used to filter the search by asset. In other
words, a backup of an asset, though satistying the user’s
search query, may be excluded from a search result pre-
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sented to the user 1f the asset 1s not listed in the AssetOwner
list. As an example, consider that a user included the
keyword search term “Potwin.doc” 1n their search query and
the term happened to be located 1n a backup of a laptop not
owned or associated with the user. That 1s, the laptop 1s not
listed 1n any of the AssetOwner fields of a user object
representing the user or group objects of groups the user 1s
a member of. The backup will then be omitted from a search
result displayed to the user.

In a specific embodiment, a method may 1nclude recerv-
ing, at a data protection application, a search query from a
user seeking to search backups of assets managed by the data
protection application; reading a user object representing the
user to obtain a first listing of assets, stored with the user
object; reading each of one or more group objects containing
the user object and representing one or more groups that the
user 1s a member of to obtain a second listing of assets,
stored with a respective group object; combining the first
and second listings of assets; removing any duplicate assets
in the combined listings of assets to form a search filter; and
applying the search filter to the search query.

FIG. 7 shows an example of filtering a search by asset.
The example shown in FIG. 7 1s of an Flasticsearch® as
provided in Dell EMC ECS—an object store platform from
Dell EMC. Elasticsearch® 1s a distributed, RESTtul search
and analytics engine. As shown in the example of FIG. 7, the
search includes query terms 710 input by the user that
“must” be present and also a listing of assets 715 associated
with the user (e.g., assetl, asset3, asset25, asset 42, and asset
54). Thus, a backup of an asset may satisiy the user’s query
terms, but 1f the asset does not appear 1n the listing of assets
the backup for the asset will be excluded from a search result
displayed to the user. Conversely, 1n cases where a backup
ol an asset satisfies the query terms and the asset does appear
in the listing of assets, the backup will be included in the
search result displayed to the user.

FIG. 8 shows a block diagram 1llustrating operations for
controlling search access to assets in a data protection
product according to one or more embodiments. There 1s a
directory service (e.g. Active Directory) 805, managed
assets 810, and flow 815.

The directory service supports and manages various com-
ponents of an organmization’s network as objects. The
example 1n FIG. 8 shows a user object 820, representing a
user named “James,” and first, second, and third group
objects 825A-C representing groups in which the user 1s a
member. The objects have been mapped to assets by adding
to each object one or more AssetOwner fields, where each
AssetOwner field 1includes an 1dentification of an asset and
specifies a level of access allowed on backups of the asset.

For example, the user object includes an AssetOwner field
830A and an AssetOwner field 830B. AssetOwner field
830A includes a value 1dentitying Assetl as being associated
with the user object, and another value specitying a “Read”
level of access to backups of Assetl. AssetOwner ficld 8308
includes a value 1dentifying Asset2 as being associated with
the user object, and another value specilying an Admin level
ol access to backups of Asset2.

Group object 825A 1ncludes an AssetOwner field 830C.
AssetOwner field 830C 1ncludes a value 1dentitying Asset13
as being associated with group object 825A, and another

value specilying a “Read” level of access to backups of
Assetl 3.

Group object 8258 includes AssetOwner fields 830D-F.
AssetOwner field 830D includes a value identifying Asset2
as being associated with group object 825B, and another
value specitying a “Read” level of access to backups of
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Asset2. AssetOwner field 830F includes a value 1dentifying
Assetl3 as beimng associated with group object 825B, and
another value specifying an “Admin™ level of access to
backups of Assetl3. AssetOwner field 830F includes a value
identifying Assetl9 as being associated with group object

8258, and another value specitying a “Read” level of access
to backups of Assetl9.

Group object 825C includes AssetOwner fields 830G-H.
AssetOwner field 830G includes a value 1dentitying Assetl S
as being associated with group object 825C, and another
value specitying an “Admin” level of access to backups of
Assetl 5. AssetOwner field 830H includes a value 1dentify-
ing Asset20 as being associated with group object 825C, and
another value specitying a “Read” level of access to backups
ol Asset20.

The managed assets lists all the assets backed up by the
data protection system, €.g., assets 1-20. Assets 1, 2, 13, 15,
19, and 20 are shown with a fill pattern to indicate that these
assets have been mapped or associated, within the directory
service, to user “James.” Assets 1, 19, and 20 are shown with
a fill pattern of diagonal lines to indicate “Read” access to
backups of these assets. Assets 2, 13, and 15 are shown with
a 11l pattern of vertical lines to indicate “Admin™ access to
backups of these assets.

In a step 835, the user logs 1in and 1s authenticated. In a
step 840, the data protection system communicates with the
directory service to get groups (e.g., LDAP groups) that the
user 1s a member of, e.g., groups 825A-C.

In a step 845, the AssetOwner fields are retrieved for the
user and groups that the user 1s a member of. A listing 850
ol assets 1s generated that includes an identification of all
assets associated with the user and a level of access that
should be granted to the user on backups of the assets. In the
example shown 1n FIG. 8, Assetl3 having a “Read” level of
access and Asset2 having a “Read” level of access are shown
with a strike through to indicate that there was a conflict with
the levels of access and another level of access has taken
precedence (e.g., “Admin”). Specifically, Assetl3 was
mapped to group object 825 A and assigned the “Read” level
ol access. Assetl3 was also mapped to group object 8258
and assigned the “Admin” level of access.

Similarly, Asset2 was mapped to user object 820 and
assigned the “Admin” level of access. Asset2 was also
mapped to group object 825B and assigned the “Read” level
of access. In a specific embodiment, 1n cases of contlict, the
access oflering the higher level of access takes precedent
(e.g., “Admin™). The system may be configured, however, to
instead default to the access oflering the lower level of
access (e.g., “Read”).

In a step 855, a filter for the search 1s generated. The filter
includes the listing of associated assets as search terms so
that backups of other assets not associated with the user will
be excluded from the search result.

In a step 860, the data protection system enforces the level
ol access to the backups as specified 1n the directory service.
In this example, assets having the “Admin” or “restore”
access 1nclude Asset2, Assetl3, and Assetl5.

In a specific embodiment, roles can be used separately to
determine what assets are applicable for actions including,
for example, full content, view metadata only, restore, and so
forth. Further, the use of the directory service to define
access levels does not preclude the data protection system
from also providing the ability to assign ownership via a user
interface.

In a specific embodiment, the data protection system may
include a synchronization module that synchronizes asset
ownership assignments made 1n the data protection system
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with the directory service. For example, an administrator
may use the data protection system to assign ownership of
an asset to a user and specily a level of access the user
should have on backups of the assets. Upon the administra-
tor confirming the assignment, the data protection system
may automatically execute a script or other commands to
programmatically interface with the directory service and
update a user object 1n the directory service representing the
user. In other words, attributes may be added to the user
object which identily the asset and the level of access.

In another specific embodiment, the data protection sys-
tem may be used to assign levels of access at a finer or more
granular level as compared to assigning from within the
directory service. For example, 1f the administrator wishes to
define finer levels of access, the administrator can access a
user interface from within the data protection application to
do so. Such finer levels of access may include, for example,
limiting a restore of a backup of an asset to particular
computing devices, limiting a number of restores that may
be performed, limiting a restore to specific items (e.g., files)
within a backup, and so forth.

Below 1s a discussion of advantages of leveraging the
directory service or LDAP properties to control access to
search 1 a data protection product. Ownership of assets
change frequently. In particular, new assets are on-boarded
for a new user, users lose ownership when they leave the
company or replace devices, additional ownership may be
assigned to a manager, IT resource, auditor, etc. These
events are typically handled by the LDAP/network admin-
istrator. It 1s desirable that resources are not needed to
additionally make such changes 1n software products.
Instead, 1n a specific embodiment, the changes can be driven
in the directory service (e.g., AD/LDAP) with small modi-
fications to existing scripts/workflows.

In various specific embodiments, systems and techniques
are provided to define the roles with different level access
control for search result per asset; map defined roles with
access control of search result per asset; restrict search
results to those a search user has read permissions to; restrict
search actions (such as restore) to those a search user has
admin permissions to; store access permissions 1n the direc-
tory service itselt; and allow the I'T admin to self-service the
role/assets mappings with native tools.

In a specific embodiment, there 1s a method comprising:
creating, by a data protection application, a plurality of
backups corresponding to a plurality of assets, wherein each
asset 1s mapped 1n a directory service, separate from the data
protection application, to one or more objects managed by
the directory service, the one or more objects comprising at
least one of a user object or a group object; receiving, at the
data protection application from a user, a search query
comprising one or more search terms input by the user;
retrieving from the directory service a first list comprising an
identification of assets that have been mapped to a user
object representing the user; querying the directory service
to 1dentity group objects having the user as a member;
retrieving from the directory service for each identified
group a second list comprising an 1dentification of assets that
have been mapped to a group object having the user as a
member; moditying the search query by adding to the search
query all assets 1dentified 1n the first list as first additional
search terms; modilying the search query by adding to the
search query all assets 1dentified in the second list as second
additional search terms; and executing the modified search
query, the modified search query thereby including the one
or more search terms mput by the user, the first additional
search terms, and the second additional search terms.
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In a specific embodiment, there 1s a method comprising:
creating, by a data protection application, a plurality of
backups corresponding to a plurality of assets, wherein each
asset comprises one or more asset owners, the asset owners
and levels of access allowed on the backups being defined 1n
an active directory service, diflerent from the data protection
application; receiving, at the data protection application, a
search query from a user seeking to search the backups
created by the data protection application; consulting the
active directory service to 1dentify assets having the user as
an asset owner and a level of access allowed on backups of
the 1dentified assets; generating a search filter comprising a
list of the identified assets; applying the search filter to the
search query to exclude from a search result backups of
assets not having the user as the asset owner; returning the
search result to the user, the search result comprising back-
ups of assets having the user as the asset owner and
excluding other backups of other assets not having the user
as the asset owner; and enforcing, by the data protection
application, a level of access allowed on a backup included
in the search result, the level of access having been defined
in the active directory service.

In another specific embodiment, there 1s a method com-
prising: creating, by a data protection application, a plurality
of backups corresponding to a plurality of assets of an
organization; instructing an administrator of the organiza-
tion to modily objects of a directory service of the organi-
zation by inserting into the objects one or more asset owner
fields, each asset owner field comprising a first value 1den-
tifying an asset to be mapped to a respective object, and a
second value 1dentifying a level of access that the respective
object should have on backups of the asset, the objects
comprising one or more of user objects or group objects;
receiving, at the data protection application, a search query
from a user seeking to search the backups created by the data
protection application; retrieving, from the directory service,
first asset owner fields from a user object representing the
user; extracting, from the first asset owner fields, 1dentifi-
cations of first assets that have been mapped to the user
object and levels of access to backups of the first assets;
retrieving, from the directory service, second asset owner
fields from each group object containing the user object;
extracting, from the second asset owner fields, 1dentifica-
tions of second assets that have been mapped to group
objects containing the user object and levels of access to
backups of the second assets; generating terms for a search
filter, the terms comprising the identifications of first assets
and the 1dentifications of second assets; adding the terms to
the search query; executing the search query having the
added terms, a result of the search query thereby excluding
backups of assets not i1n the i1dentified first assets or the
identified second assets; and enforcing a level of access for
cach backup of an asset included in the result according to
the extracted levels of access.

In a specific embodiment, there 1s a method comprising:
creating, by a data protection application, a plurality of
backups corresponding to a plurality of assets, wherein each
asset 1s mapped 1n a directory service, separate from the data
protection application, to one or more objects managed by
the directory service, the one or more objects comprising at
least one of a user object or a group object; receiving, at the
data protection application, a search query from a user
secking to search the backups created by the data protection
application; retrieving from the directory service a first list
comprising an identification of assets that have been mapped
to a user object representing the user; querying the directory
service to 1dentily group objects representing groups having
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the user as a member; retrieving from the directory service
for each 1dentified group a second list comprising an i1den-
tification of assets that have been mapped to a group object
having the user as a member; creating a search filter by
combining the first and second lists; and applying the search
filter to the search query to exclude from a search result
backups of assets not mapped to the user object representing
the user and backups of assets not mapped to group objects
representing groups having the user as a member.

The method may further include: retrieving, from the
directory service, a level of access that the user should have
to backups of the assets listed 1n the first and second lists;
and enforcing, by the data protection application, the level of
access. Each asset may include a plurality of items to be
backed up and mndexed by the data protection application.

In a specific embodiment, each of the one or more objects
comprises a field having a first value and a second value,
wherein the first value 1dentifies an asset to be mapped to a
respective object, and the second value 1dentifies a level of
access the respective object should have on backups of the
asset.

The assets may 1include at least one of a file system, virtual
machine, container, database, table within a database, or
mailbox. The one or more objects may be stored by the
directory service and the backups may be stored by the data
protection application.

In a specific embodiment, there 1s a method comprising:
creating, by a data protection application, a plurality of
backups corresponding to a plurality of assets, wherein each
asset 15 mapped 1n a directory service to one or more asset
owners, and the directory service 1s separate from the data
protection application; receiving, at the data protection
application, a search query from a user seeking to search the
backups; consulting the directory service to 1dentily assets
having the user as an asset owner; generating a search filter
comprising a list of the 1dentified assets; applying the search
filter to the search query to exclude from a search result
backups of assets not having the user as the asset owner; and
returning the search result to the user, the search result
thereby comprising backups of assets having the user as an
asset owner and excluding other backups of other assets not
having the user as the asset owner.

In an embodiment, each asset 1s mapped to one or more
objects managed by the directory service, the one or more
objects comprise at least one of a user object or a group
object, and the consulting the directory service comprises:
retrieving from the directory service a first list comprising,
first identifications of assets that have been mapped to a user
object representing the user; querying the directory service
to 1dentily group objects representing groups having the user
as a member; retrieving from the directory service for each
identified group second identifications of assets that have
been mapped to a group object representing a group having
the user as a member; and combining the first and second
identifications of assets to form the list of identified assets
for the search filter.

The method may further include retrieving, from the
directory service, a level of access that the user should have
to backups of assets in the list of identified assets, the level
of access thereby having been specified in the directory
service; and enforcing, by the data protection application,
the level of access.

In an embodiment, each asset 1s mapped to one or more
objects managed by the directory service, the one or more
objects comprise at least one ol a user object or a group
object, wherein each of the one or more objects comprises
an asset owner field comprising a first value, and a second
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value, wherein the first value 1in the asset owner field of an
object comprises an 1dentification of an asset to be mapped
to the object, and wherein the second value in the asset
owner field of the object comprises an identification of a
level of access the object should have on backups of the
asset.

In an embodiment, each asset comprises a plurality of
items backed up and indexed by the data protection appli-
cation. In an embodiment, mappings of the assets to the one
or more asset owners are stored by the directory service, and
the backups of the assets are stored by the data protection
application.

In another specific embodiment, there 1s a system com-
prising: a processor; and memory configured to store one or
more sequences of istructions which, when executed by the
processor, cause the processor to carry out the steps of:
creating, by a data protection application, a plurality of
backups corresponding to a plurality of assets, wherein each
asset 15 mapped 1n a directory service to one or more asset
owners, and the directory service 1s separate from the data
protection application; receiving, at the data protection
application, a search query from a user secking to search the
backups; consulting the directory service to 1dentify assets
having the user as an asset owner; generating a search filter
comprising a list of the 1dentified assets; applying the search
filter to the search query to exclude from a search result
backups of assets not having the user as the asset owner; and
returning the search result to the user, the search result
thereby comprising backups of assets having the user as an
asset owner and excluding other backups of other assets not
having the user as the asset owner.

In another specific embodiment, there 1s a computer
program product, comprising a non-transitory computer-
readable medium having a computer-readable program code
embodied therein, the computer-readable program code
adapted to be executed by one or more processors to
implement a method comprising: creating, by a data pro-
tection application, a plurality of backups corresponding to
a plurality of assets, wherein each asset 1s mapped 1 a
directory service to one or more asset owners, and the
directory service 1s separate from the data protection appli-
cation; receiving, at the data protection application, a search
query from a user seeking to search the backups; consulting
the directory service to identily assets having the user as an
asset owner; generating a search filter comprising a list of
the 1dentified assets; applying the search filter to the search
query to exclude from a search result backups of assets not
having the user as the asset owner; and returning the search
result to the user, the search result thereby comprising
backups of assets having the user as an asset owner and
excluding other backups of other assets not having the user
as the asset owner.

Hlustrative embodiments of processing platforms waill
now be described 1n greater detail with reference to FIGS. 9,
10, and 11. Although described 1n the context of system 100,
these platforms may also be used to implement at least
portions of other information processing systems in other
embodiments.

FIG. 9 shows an example processing platform comprising
cloud mfrastructure 900. The cloud infrastructure 900 com-
prises a combination ol physical and wvirtual processing
resources that may be utilized to implement at least a portion
of the mnformation processing system 100. The cloud infra-
structure 900 comprises virtual machines (VMs) 902-1,
902-2, . .. 902-L implemented using a hypervisor 904. The
hypervisor 904 runs on physical infrastructure 905. The
cloud mfrastructure 900 further comprises sets ol applica-
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tions 910-1, 910-2, . . . 910-L running on respective ones of
the virtual machines 902-1, 902-2, . . . 902-L. under the

control of the hypervisor 904.

Although only a single hypervisor 904 1s shown in the
embodiment of FIG. 9, the system 100 may of course
include multiple hypervisors each providing a set of virtual
machines using at least one underlying physical machine.
Different sets of virtual machines provided by one or more
hypervisors may be utilized 1 configuring multiple
instances of various components of the system 100.

An example of a commercially available hypervisor plat-
form that may be used to implement hypervisor 904 and
possibly other portions of the information processing system
100 1n one or more embodiments 1s the VMware®
vSphere® which may have an associated virtual 1nfrastruc-
ture management system such as the VMware® vCenter™.
The underlying physical machines may comprise one or
more distributed processing platforms that include one or

more storage systems.

As 1s apparent from the above, one or more of the
processing modules or other components of system 100 may
cach run on a computer, server, storage device or other
processing platform element. A given such element may be
viewed as an example of what 1s more generally referred to
herein as a “processing device.” The cloud infrastructure
900 shown 1n FIG. 9 may represent at least a portion of one
processing platform. Another example of such a processing
platform 1s processing platform 1000 shown i FIG. 10.

The processing platform 1000 1n this embodiment com-
prises a portion of system 100 and includes a plurality of
processing devices, denoted 1002-1, 1002-2, 1002-3, . . .
1002-K, which communicate with one another over a net-
work 1004.

The network 1004 may comprise any type ol network,
including by way of example a global computer network
such as the Internet, a WAN, a LAN, a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as a WiF1 or WiIMAX network, or various
portions or combinations of these and other types of net-
works.

The processing device 1002-1 1n the processing platform
1000 comprises a processor 1010 coupled to a memory
1012.

The processor 1010 may comprise a miCroprocessor, a
microcontroller, an application-specific integrated circuit
(ASIC), a field-programmable gate array (FPGA) or other
type ol processing circuitry, as well as portions or combi-
nations ol such circuitry elements.

The memory 1012 may comprise random access memory
(RAM), read-only memory (ROM) or other types of
memory, i any combination. The memory 1012 and other
memories disclosed herein should be viewed as 1llustrative
examples of what are more generally referred to as “pro-
cessor-readable storage media” storing executable program
code of one or more software programs.

Articles of manufacture comprising such processor-read-
able storage media are considered 1illustrative embodiments.
A given such article of manufacture may comprise, for
example, a storage array, a storage disk or an integrated
circuit containing RAM, ROM or other electronic memory,
or any ol a wide variety of other types of computer program
products. The term “article of manufacture” as used herein
should be understood to exclude transitory, propagating
signals. Numerous other types of computer program prod-
ucts comprising processor-readable storage media can be
used.
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Also included 1n the processing device 1002-1 1s network
interface circuitry 1014, which 1s used to interface the
processing device with the network 1004 and other system
components, and may comprise conventional transceivers.

The other processing devices 1002 of the processing
plattorm 1000 are assumed to be configured in a manner
similar to that shown for processing device 1002-1 1n the
figure.

Again, the particular processing platform 1000 shown 1n
the figure 1s presented by way of example only, and system
100 may include additional or alternative processing plat-
forms, as well as numerous distinct processing platiforms 1n
any combination, with each such platiorm comprising one or
more computers, servers, storage devices or other processing,
devices.

For example, other processing platiorms used to imple-
ment 1llustrative embodiments can comprise diflerent types
of virtualization infrastructure, in place of or 1n addition to
virtualization infrastructure comprising virtual machines.
Such virtualization infrastructure i1llustratively includes con-
tainer-based virtualization infrastructure configured to pro-
vide Docker containers or other types of LXCs.

As another example, portions of a given processing plat-
form 1n some embodiments can comprise converged infra-
structure such as VxRail™, VxRack™, VxRack™ F[ EX,
VxBlock™, or Vblock® converged infrastructure from
VCE, the Virtual Computing Environment Company, now
the Converged Platform and Solutions Division of Dell
EMC.

It should therefore be understood that in other embodi-
ments different arrangements of additional or alternative
clements may be used. At least a subset of these elements
may be collectively implemented on a common processing,
platform, or each such element may be implemented on a
separate processing platiorm.

Also, numerous other arrangements ol computers, serv-
ers, storage devices or other components are possible in the
information processing system 100. Such components can
communicate with other elements of the information pro-
cessing system 100 over any type ol network or other
communication media.

As 1ndicated previously, components of an information
processing system as disclosed herein can be implemented at
least 1 part 1n the form of one or more software programs
stored 1n memory and executed by a processor of a process-
ing device. For example, at least portions of the functionality
of one or more components of the compute services platiform
105 are illustratively implemented in the form of software
running on one or more processing devices.

FIG. 11 shows a system block diagram of a computer
system 1105 used to execute the software of the present
system described herein. The computer system includes a
monitor 1107, keyboard 1115, and mass storage devices
1120. Computer system 1105 further includes subsystems
such as central processor 1125, system memory 1130, input/
output (I/0) controller 1135, display adapter 1140, serial or
universal serial bus (USB) port 1145, network interface
1150, and speaker 1155. The system may also be used with
computer systems with additional or fewer subsystems. For
example, a computer system could include more than one
processor 1125 (1.e., a multiprocessor system) or a system
may include a cache memory.

Arrows such as 1160 represent the system bus architecture
of computer system 1105. However, these arrows are 1llus-
trative of any interconnection scheme serving to link the
subsystems. For example, speaker 1155 could be connected
to the other subsystems through a port or have an internal
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direct connection to central processor 1125. The processor
may include multiple processors or a multicore processor,
which may permit parallel processing of information. Com-
puter system 1105 shown 1 FIG. 11 1s but an example of a
computer system suitable for use with the present system.
Other configurations of subsystems suitable for use with the
present invention will be readily apparent to one of ordinary
skill 1 the art.

Computer soitware products may be written 1 any of
various suitable programming languages. The computer
soltware product may be an independent application with
data mput and data display modules. Alternatively, the
computer software products may be classes that may be
instantiated as distributed objects. The computer software
products may also be component software.

An operating system for the system may be one of the
Microsoit Windows®. family of systems (e.g., Windows
Server), Linux, Mac OS X, IRIX32, or IRIX64. Other
operating systems may be used. Microsolt Windows 1s a
trademark of Microsoit Corporation.

Furthermore, the computer may be connected to a net-
work and may interface to other computers using this
network. The network may be an intranet, internet, or the
Internet, among others. The network may be a wired net-
work (e.g., using copper), telephone network, packet net-
work, an optical network (e.g., using optical fiber), or a
wireless network, or any combination of these. For example,
data and other information may be passed between the
computer and components (or steps) of a system of the
invention using a wireless network using a protocol such as

Wi-F1 (IEEE standards 802.11, 802.11a, 802.11b, 802.11e¢,
802.11g, 802.111, 802.11n, 802.11ac, and 802.11ad, just to
name a few examples), near field communication (NFC),
radio-frequency 1dentification (RFID), mobile or cellular
wireless. For example, signals from a computer may be
transierred, at least in part, wirelessly to components or
other computers.

In the description above and throughout, numerous spe-
cific details are set forth in order to provide a thorough
understanding of an embodiment of this disclosure. It will be
evident, however, to one of ordinary skill 1n the art, that an
embodiment may be practiced without these specific details.
In other instances, well-known structures and devices are
shown 1n block diagram form to facilitate explanation. The
description of the preferred embodiments 1s not imtended to
limit the scope of the claims appended hereto. Further, 1n the
methods disclosed herein, various steps are disclosed illus-
trating some of the functions of an embodiment. These steps
are merely examples, and are not meant to be limiting in any
way. Other steps and functions may be contemplated without
departing from this disclosure or the scope of an embodi-
ment. Other embodiments include systems and non-volatile
media products that execute, embody or store processes that
implement the methods described above.

What 1s claimed 1s:

1. A method comprising:

creating, by a data protection application, a plurality of
backups for a plurality of assets, wherein each asset 1s
mapped 1n a directory service to one or more asset
owners, and the directory service 1s separate from the
data protection application, wherein the directory ser-
vice 1s a lightweight directory access protocol (LDAP)
directory service of an organization, the mapping of an
asset 1s stored within LDAP objects of the LDAP
directory service, the LDAP objects correspond to users
and user groups of the organization, and the mapping 1n
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an LDAP object comprises an identifier for the asset
and a level of access granted to the LDAP object on
backups of the asset;
receiving, at the data protection application, a search
query from a user seeking to search the backups;

consulting, by the data protection application, the direc-
tory service to identify assets having the user as an asset
OWNET;

generating a search filter comprising a list of the identified

assets;

applying the search filter to the search query to exclude

from a search result backups of assets not having the
user as the asset owner; and

returning the search result to the user, the search result

thereby comprising backups of assets having the user as
an asset owner and excluding other backups of other
assets not having the user as the asset owner, wherein
consulting the directory service comprises:

retrieving from the directory service a first list comprising

first 1dentifications of assets that have been mapped to
an LDAP user object representing the user;

querying the directory service to identity LDAP group

objects representing groups having the user as a mem-
ber:

retrieving from the directory service for each identified

LDAP group second 1dentifications of assets that have
been mapped to an LDAP group object representing a
group having the user as a member; and

combining the first and second identifications of assets to

form the list of i1dentified assets for the search filter.

2. The method of claim 1 further comprising;:

enforcing, by the data protection application, the level of

access granted to the LDAP object 1n the LDAP direc-
tory service on backups of the asset.

3. The method of claim 1 wherein each asset comprises a
plurality of items backed up and indexed by the data
protection application.

4. The method of claim 1 wherein mappings of the assets
to the one or more asset owners are stored by the directory
service, and the backups of the assets are stored by the data
protection application.

5. The method of claim 1 wherein the level of access in
the LDAP object indicates whether the LDAP object 1s
permitted to restore a backup of the asset.

6. The method of claim 1 wherein the identifier for the
asset comprises an Internet Protocol (IP) address, the level
of access granted to the LDAP object on backups of the asset
thereby applying to all items backed up from the IP address.

7. The method of claim 1 wherein the level of access
comprises a first level of access that allows the LDAP object
to view metadata of items in the backups of the asset, a
second level of access that allows the LDAP object to view
text content of the items in the backups of the asset, or a third
level of access that allows the LDAP object to restore the
backups of the asset.

8. A system comprising: a processor; and memory con-
figured to store one or more sequences ol nstructions which,
when executed by the processor, cause the processor to carry
out the steps of:

creating, by a data protection application, a plurality of

backups for a plurality of assets, wherein each asset 1s
mapped 1n a directory service to one or more asset
owners, and the directory service 1s separate from the
data protection application, wherein the directory ser-
vice 1s a lightweight directory access protocol (LDAP)
directory service of an organization, the mapping of an

asset 1s stored within LDAP objects of the LDAP
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directory service, the LDAP objects correspond to users
and user groups of the organization, and the mapping in
an LDAP object comprises an 1dentifier for the asset
and a level of access granted to the LDAP object on
backups of the asset;
recerving, at the data protection application, a search
query from a user seeking to search the backups;

consulting, by the data protection application, the direc-
tory service to identify assets having the user as an asset
OWNEr;

generating a search filter comprising a list of the identified

assets;

applying the search filter to the search query to exclude

from a search result backups of assets not having the
user as the asset owner; and
returning the search result to the user, the search result
thereby comprising backups of assets having the user as
an asset owner and excluding other backups of other
assets not having the user as the asset owner, wherein
the consulting the directory service comprises:

retrieving from the directory service a first list comprising
first 1dentifications of assets that have been mapped to
an LDAP user object representing the user;

querying the directory service to identity LDAP group

objects representing groups having the user as a mem-
ber:

retrieving from the directory service for each identified

LDAP group second 1dentifications of assets that have
been mapped to an LDAP group object representing a
group having the user as a member; and

combining the first and second 1dentifications of assets to

form the list of identified assets for the search filter.

9. The system of claim 8 wherein the processor further
carries out the steps of:

enforcing, by the data protection application, the level of

access granted to the LDAP object 1n the LDAP direc-
tory service on backups of the asset.

10. The system of claim 8 wherein each asset comprises
a plurality of items backed up and indexed by the data
protection application.

11. The system of claim 8 wherein mappings of the assets
to the one or more asset owners are stored by the directory
service, and the backups of the assets are stored by the data
protection application.

12. The system of claim 8 wherein the LDAP directory
service 15 an active directory managed by a network admin-
istrator of the organization.

13. A computer program product, comprising a non-
transitory computer-readable medium having a computer-
readable program code embodied therein, the computer-
readable program code adapted to be executed by one or
more processors to implement a method comprising:

creating, by a data protection application, a plurality of

backups for a plurality of assets, wherein each asset 1s
mapped 1n a directory service to one or more asset
owners, and the directory service 1s separate from the
data protection application, wherein the directory ser-
vice 1s a lightweight directory access protocol (LDAP)
directory service of an organization, the mapping of an
asset 1s stored within LDAP objects of the LDAP
directory service, the LDAP objects correspond to users
and user groups of the organization, and the mapping 1n
an LDAP object comprises an 1dentifier for the asset
and a level of access granted to the LDAP object on
backups of the asset;

recerving, at the data protection application, a search

query from a user seeking to search the backups;
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consulting, by the data protection application, the direc-
tory service to identify assets having the user as an asset
OWNEr;

generating a search filter comprising a list of the identified
assets;

applying the search filter to the search query to exclude
from a search result backups of assets not having the
user as the asset owner; and

returning the search result to the user, the search result
thereby comprising backups of assets having the user as
an asset owner and excluding other backups of other
assets not having the user as the asset owner, wherein
the consulting the directory service comprises:

retrieving from the directory service a first list comprising
first 1dentifications of assets that have been mapped to
an LDAP user object representing the user;

querying the directory service to identity LDAP group
objects representing groups having the user as a mem-
ber:;

retrieving from the directory service for each identified
LDAP group second identifications of assets that have
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been mapped to an LDAP group object representing a
group having the user as a member; and

combining the first and second 1dentifications of assets to

form the list of 1dentified assets for the search filter.

14. The computer program product of claim 13 wherein
the method further comprises:

enforcing, by the data protection application, the level of

access granted to the LDAP object 1n the LDAP direc-
tory service on backups of the asset.

15. The computer program product of claim 13 wherein
cach asset comprises a plurality of items backed up and
indexed by the data protection application.

16. The computer program product of claim 13 wherein
mappings of the assets to the one or more asset owners are
stored by the directory service, and the backups of the assets
are stored by the data protection application.

17. The computer program product of claim 13 wherein
the level of access 1n the LDAP object indicates whether the

LDAP object 1s permitted to restore a backup of the asset.
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