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SYSTEMS AND METHODS FOR
PRIORITIZING AND DETECTING FILE
DATASETS BASED ON METADATA

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Application No. 62/653,341, filed Apr. 5, 2018, the disclo-
sure of which 1s incorporated, 1n 1ts entirety, by this refer-
ence.

BACKGROUND

Many orgamzations store and use an exponentially
increasing amount of data across a number of platforms and
locations, including internally managed on-premise storage
solutions, externally managed cloud-based services, or a
mixture of one or more of the same. Due to the large scale
of this data, gaining insights into new or old data and/or
controlling a data lifecycle 1s becoming increasingly chal-
lenging. For example, organizations may oiten read the
content of company files to determine whether certain
conditions exist for executing one or more actions such as
deletion, moving, or classifying (e.g., for sensitive data
files). However, reading the content from each of a large
number of files to identily these conditions i1s often a
resource and time-consuming process.

SUMMARY

As will be described in greater detail below, the 1nstant
disclosure describes various systems and methods for pri-
oritizing and detecting file datasets based on metadata.

In one embodiment, a method for prioritizing and detect-
ing file datasets based on metadata may include (1) receiving,
by a computing device, a group of files from a data storage,
(1) training, by the computing device, a machine-learning
model utilizing a set of properties derived from metadata
associated with the files, (111) 1dentifying, by the computing
device and utilizing the machine-learning model, a dataset
comprising at least one candidate file that performs an action
in a set of predetermined actions, and (1v) prioritizing, by the
computing device, the action based on the dataset.

In some examples, the machine-learning model may be
trained by (1) scanning the metadata to identily the proper-
ties, where the properties are features to include in the
training data, (1) utilizing training data to build a classifier
for each of the predetermined actions, and (111) veriiying the
classifier. In some embodiments, the metadata, which may
include file metadata, user metadata, and access metadata,
may be one or file directory service data, file directory data,
access control list data, and file access data. In some
examples, the features included in the training data may be
one or more of file owner attribute data, file user attribute
data, file type data, file activity data, file permission data, file
age data, filename classification data, and file share risk data.

In some embodiments, the dataset may be identified by
predicting the dataset utilizing the machine-learning model.
For example, the dataset may be predicted by that the
candidate file 1s included 1n the dataset. In some examples,
the predetermined actions may include a file remediation
action and/or a file classification action.

In one example, a system for prioritizing and detecting file
datasets based on metadata may include several modules
stored 1n memory, including (1) a recerving module, stored 1n
memory, that receives a group of files from a data storage,

10

15

20

25

30

35

40

45

50

55

60

65

2

(11) a training module, stored in the memory, that trains a
machine-learning model utilizing a set of properties dertved
from metadata associated with the files, (111) an 1dentification
module, stored in the memory, that utilizes the machine-
learning model to 1dentity a dataset comprising at least one
candidate file that performs an action 1n a set of predeter-
mined actions, (1v) a prioritization module, stored in the
memory, that prioritizes the action based on the dataset, and
(v) at least one physical processor that executes the recerv-
ing module, the traimning module, the classifier module, the
identification module, and the prioritization module.

In some examples, the above-described method may be
encoded as computer-readable 1nstructions on a non-transi-
tory computer-readable medium. For example, a computer-
readable medium may include one or more computer-ex-
ecutable instructions that, when executed by at least one
processor of a computing device, may cause the computing
device to (1) recerve a group of files from a data storage, (11)
train a machine-learning model utilizing a set of properties
derived from metadata associated with the files, (111) identify,
utilizing the machine-learning model, a dataset comprising
at least one candidate file that performs an action 1n a set of
predetermined actions, and (1v) prioritize the action based on
the dataset.

Features from any of the above-mentioned embodiments
may be used 1n combination with one another 1n accordance
with the general principles described herein. These and other
embodiments, features, and advantages will be more fully
understood upon reading the following detailed description
in conjunction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate a number of
example embodiments and are a part of the specification.
Together with the following description, these drawings
demonstrate and explain various principles of the instant
disclosure.

FIG. 1 1s a block diagram of an example system for
prioritizing and detecting file datasets based on metadata.

FIG. 2 1s a block diagram of an additional example system
for prioritizing and detecting file datasets based on metadata.

FIG. 3 1s a flow diagram of an example method for
prioritizing and detecting file datasets based on metadata.

FIG. 4 15 a block diagram showing file features utilized 1n
an example system for prioritizing and detecting file datasets
based on metadata.

Throughout the drawings, i1dentical reference characters
and descriptions indicate similar, but not necessarily 1den-
tical, elements. While the example embodiments described
herein are susceptible to various modifications and alterna-
tive forms, specific embodiments have been shown by way
of example 1n the drawings and will be described 1n detail
herein. However, the example embodiments described
herein are not imtended to be limited to the particular forms
disclosed. Rather, the instant disclosure covers all modifi-
cations, equivalents, and alternatives falling within the scope
of the appended claims.

DETAILED DESCRIPTION OF EXAMPL.
EMBODIMENTS

L1l

The present disclosure i1s generally directed to systems
and methods for prioritizing and detecting file datasets based
on metadata. As will be explained 1n greater detail below, by
training a machine-learning model utilizing a set of proper-
ties derived from a combination of file metadata, user
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metadata, and access metadata associated with a group of
files, the various systems and methods described herein may
be able to identify datasets including candidate files for
performing an action and further prioritize the action based
on the dataset. By utilizing the combination of metadata 1n
this way, the machine-learning model may be utilized to
categorize and/or classily even large amounts of data into
various datasets to evaluate conditions for performing vari-
ous actions without wasting the valuable resources and/or
time associated with traditional methods that rely on reading,
file content.

The following will provide, with reference to FIGS. 1-2,
detailed descriptions of example systems for prioritizing and
detecting file datasets based on metadata. Detailed descrip-
tions of corresponding computer-implemented methods will
also be provided in connection with FIG. 3. In addition, a
detailed description of example file features utilized 1n an
example system for prioritizing and detecting file datasets
based on metadata, will also be provided in connection with
FIG. 4.

FIG. 1 1s a block diagram of an example system 100 for
prioritizing and detecting file datasets based on metadata.
For example, and as will be explained in greater detail
below, example system 100 may include a recerving module
104 that receives a plurality of files from a data storage.
Example system 100 may additionally include a training
module 106 that trains a machine-learning model by utiliz-
ing a set of properties derived from file metadata. Example
system 100 may also include an i1dentification module 108
that utilizes the machine-learning model to 1dentily a dataset
comprising a candidate file that performs an action 1n a set
of predetermined actions. Example system 100 may addi-
tionally include a prioritization module 110 that that priori-
tizes the action based on the dataset. Although illustrated as
separate elements, one or more of modules 102 1n FIG. 1
may represent portions of a single module or application.

In certain embodiments, one or more of modules 102 1n
FIG. 1 may represent one or more software applications or
programs that, when executed by a computing device, may
cause the computing device to perform one or more tasks.
For example, and as will be described in greater detail
below, one or more of modules 102 may represent modules
stored and configured to run on one or more computing
devices, such as the devices illustrated in FIG. 2 (e.g.,
computing device 202). One or more of modules 102 1n FIG.
1 may also represent all or portions of one or more special-
purpose computers configured to perform one or more tasks.

As 1illustrated 1n FIG. 1, example system 100 may also
include one or more memory devices, such as memory 140.
Memory 140 generally represents any type or form of
volatile or non-volatile storage device or medium capable of
storing data and/or computer-readable instructions. In one
example, memory 140 may store, load, and/or maintain one
or more of modules 102. Examples of memory 140 include,

without limitation, Random Access Memory (RAM), Read
Only Memory (ROM), flash memory, Hard Disk Drives

(HDDs), Solid-State Drives (SSDs), optical disk drives,
caches, variations or combinations of one or more of the
same, or any other suitable storage memory.

As 1llustrated 1n FIG. 1, example system 100 may also
include one or more physical processors, such as physical
processor 130. Physical processor 130 generally represents
any type or form of hardware-implemented processing unit
capable of interpreting and/or executing computer-readable
instructions. In one example, physical processor 130 may
access and/or modily one or more of modules 102 stored 1n
memory 140. Additionally or alternatively, physical proces-
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sor 130 may execute one or more of modules 102 to
facilitate prioritizing and detecting file datasets based on
metadata. Examples of physical processor 130 include,
without limitation, microprocessors, microcontrollers, Cen-
tral Processing Units (CPUs), Field-Programmable Gate
Arrays (FPGAs) that implement softcore processors, Appli-
cation-Specific Integrated Circuits (ASICs), portions of one
or more of the same, variations or combinations of one or
more of the same, or any other suitable physical processor.

As 1illustrated 1 FIG. 1, example system 100 may also
include a data storage 120. In one example, data storage 120
may store files 114 along with associated metadata 116. Data
storage 120 may also store a machine learning model 118, a
classifier 122, and a dataset 124. Data set 124 may include
one or more candidate files 126.

Example system 100 1in FIG. 1 may be implemented 1n a
variety ol ways. For example, all or a portion of example
system 100 may represent portions of example system 200
in FIG. 2. As shown 1n FIG. 2, system 200 may include a
computing device 202 in communication with a network
204. In one example, all or a portion of the functionality of
modules 102 may be performed by computing device 202
and/or any other suitable computing system. As will be
described 1n greater detail below, one or more of modules
102 from FIG. 1 may, when executed by at least one
processor ol computing device 202, enable computing
device 202 to prioritize and detect file datasets based on
metadata.

For example, receiving module 104 may receive files 114.
Then training module 106 may train machine-learning
model 118 utilizing properties 208 from files 114. Next,
identification module 108 may utilize machine-learning
model 118 to identify dataset 124 including one or more
candidate files 126 that may perform actions 212. Finally,
prioritization module 110 may prioritize an action 212 based
on dataset 124.

Computing device 202 generally represents any type or
form of computing device capable of reading computer-
executable 1nstructions. In some examples, computing
device 202 may be an endpoint client device capable of
executing files for performing a variety tasks (e.g., action)
for an organmizational department or business unit, such as
human resource functions. Additional examples of comput-
ing device 202 include, without limitation, laptops, tablets,
desktops, servers, cellular phones, Personal Digital Assis-
tants (PDAs), multimedia players, embedded systems, wear-
able devices (e.g., smart watches, smart glasses, etc.), smart
vehicles, so-called Internet-of-Things devices (e.g., smart
appliances, etc.), gaming consoles, variations or combina-
tions ol one or more of the same, or any other suitable
computing device.

Network 204 generally represents any medium or archi-
tecture capable of facilitating communication or data trans-
fer. In one example, network 204 may facilitate communi-
cation with computing device 202. In this example, network
204 may facilitate communication or data transfer using
wireless and/or wired connections. Examples ol network
204 1include, without limitation, an intranet, a Wide Area
Network (WAN), a Local Area Network (LAN), a Personal
Area Network (PAN), the Internet, Power Line Communi-
cations (PLC), a cellular network (e.g., a Global System for
Mobile Communications (GSM) network), portions of one
or more of the same, variations or combinations of one or
more of the same, or any other suitable network.

Many other devices or subsystems may be connected to
system 100 1n FIG. 1 and/or system 200 in FIG. 2. Con-

versely, all of the components and devices illustrated in
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FIGS. 1 and 2 need not be present to practice the embodi-
ments described and/or illustrated herein. The devices and
subsystems referenced above may also be mterconnected 1n
different ways from that shown in FIG. 2. Systems 100 and
200 may also employ any number of software, firmware,
and/or hardware configurations. For example, one or more
of the example embodiments disclosed herein may be
encoded as a computer program (also referred to as com-
puter software, software applications, computer-readable
instructions, and/or computer control logic) on a computer-
readable medium.

The term “computer-readable medium,” as used herein,
generally refers to any form of device, carrier, or medium
capable of storing or carrying computer-readable instruc-
tions. Examples of computer-readable media include, with-
out limitation, transmission-type media, such as carrier
waves, and non-transitory-type media, such as magnetic-
storage media (e.g., hard disk drives, tape drives, and tloppy
disks), optical-storage media (e.g., Compact Disks (CDs),
Digital Video Disks (DVDs), and BLU-RAY disks), elec-
tronic-storage media (e.g., solid-state drives and flash
media), and other distribution systems.

FIG. 3 1s a flow diagram of an example computer-
implemented method 300 for prioritizing and detecting file
datasets based on metadata. The steps shown 1n FIG. 3 may
be performed by any suitable computer-executable code
and/or computing system, including system 100 in FIG. 1,
system 200 in FIG. 2, and/or variations or combinations of
one or more of the same. In one example, each of the steps
shown 1n FI1G. 3 may represent an algorithm whose structure
includes and/or 1s represented by multiple sub-steps,
examples of which will be provided 1n greater detail below.

As 1llustrated 1n FIG. 3, at step 302 one or more of the
systems described herein may receive files from a data
storage. For example, receiving module 104 may, as part of
computing device 202 1n FIG. 2, recerve files 114 from data
storage 120.

Receiving module 104 may receive files 114 1n a variety
of ways. In some examples, receiving module 104 may
receive files 114 over network 204 from an organizational
server configured for maintaining employee and managerial
personnel records for an organization. In some embodi-
ments, files 114 may include various metadata 116 describ-
ing various features (e.g., attributes) including 1dentifying a
department, business unit, job title, and/or any other attri-
bute that may be used for grouping people.

At step 304, one or more of the systems described herein
may train a machine-learning model utilizing a set of
properties derived from metadata associated with the files.
For example, training module 106 may, as part of computing
device 202 1n FIG. 2, train machine learning model 118
utilizing properties 208 derived from metadata 116 associ-
ated with files 114. In some examples, metadata 116 may
include file metadata, user metadata, and access metadata.

Training module 106 may train machine-learning model
118 1n a variety of ways. In some examples, training module
106 may scan metadata 116 to identily properties 208. In one
example, properties 208 may include features to include 1n
training data 210. Training module 106 may further utilize
training data 210 to build classifier 122 for each of a number
of predetermined actions 212. Traiming module 106 may
then verily classifier 122. For example, training module 106
may, in an initial phase of model training, scan for and
gather activity information for a large number of files 114 on
which an action 212 was performed on the same or diflerent
content sources. Once a suflicient number of tramning
samples has ben obtained, training module 106 may build
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classifier 122 on the tramning set. If training module 106
(upon veritying classifier 122) determines that the accuracy
of classifier 122 i1s low, training module 106 may discard
classifier 122, wait for new data, and then rebuild classifier
122 based on the new data. In some examples, actions 212
may include one or more of a file remediation action and a
file classification action.

At step 306, one or more of the systems described herein
may 1dentily, utilizing the machine-learning model, a dataset
comprising at least one candidate file that performs an action
in a set of predetermined actions. For example, identification
module 108, as part of computing device 202 1n FIG. 2, may
identify dataset 124 including at least one candidate file 126
that performs an action 212, utilizing machine learning
model 118.

Identification module 108 may identily dataset 124 1n a
variety of ways. In some examples, 1dentification module
108 may 1dentity dataset 124 based on the various features
utilized 1n tramning machine-learning model 118, such as
teatures 400 shown 1n FIG. 4.

Turning now to FIG. 4, features 400 may include file
owner attribute data 402, file user attribute data 404, file type
data 406, file activity data 408, file age data 410, filename
classification data 412, file permission data 414, and file
share risk data 416. In some examples, file owner attribute
data 402 may include attributes associated with the owner of
a file 114 (e.g., the owner as indicated by a filesystem or
inferred by activity on a file 114). For example, file owner
attribute data 402 may include, without limitation, one or
more of the following attributes: Department, Business Unit,
Job Title, Manager. In some examples, these attributes from
directory services (e.g., Active Directory) or be supplied by
a customer.

In some examples, {ile user attribute data 404 may include
a hierarchical order of attribute values such as a tree (e.g.,
Software Engineer<Sr. Software Engineer or Software
Engineer<Product Manager). In some embodiments, the
hierarchy may be provided by a customer or inferred during
a directory scan. A tree hierarchy, in some examples, may
include a largest attribute distance between active users and
the top of the tree, a depth of the owner, and a depth of the
closest common ancestor of all users having access to a
common {ile path.

In some examples, file type data 406 may include a type
of file 114 such as an oflice suite document, a portable
document file (pdf) document, etc. In some embodiments,
file activity data 408 may include features based on file
activity such as read-write percentage, whether a file 114 1s
collaborative (e.g., more than one user i1s active on a file
114), whether a parent file folder 1s collaborative, whether a
file 114 has been accessed by risky users (e.g., when a score
or ranking of users based on the amount of risk they pose 1s
available), whether a file 114 has been accessed by a
watch-listed user (e.g., a pre-configured list of users), and/or
a distribution of access counts by a primary attribute (e.g.,
file access counts by a department 1n an organization.

In some examples, file age data 410 may include an age
of a file 114 from the first file access. In some embodiments,
filename classification data 412 may include topics derived
from a filename. For example, a filename may be correlated
with the nature of the content of a file (e.g., sales_{fig-
ures.xls).

In some examples, file permission data 414 may be
determined by utilizing access control lists (ACLs) and
group membership data to derive a tree on which distances
are created. For each user that has access to a given file path,
the memberships through which a user gains access may be
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computed. Then, for each file path, the distance as the
number of memberships that have to be traversed to reach
the user, may be computed. In some embodiments, file
permission data 414 may include a largest distance between
a fille owner and other active users and/or a distribution of an
active user with respect to other active users. In some
examples, file share risk data 416 may include an 1informa-
tion risk score of a share to which a file 114 belongs.

Returming now to FIG. 3, at step 308, one or more of the
systems described herein may prioritize an action based on
the dataset. For example, prioritization module 108, as part
of computing device 202 in FIG. 2, may prioritize an action
212 based on dataset 124.

Prioritization module 108 may prioritize an action 212 in
a variety of ways. For example, an action 212 for remedi-
ating one or more candidate files 126 may be prioritized
based on dataset 124. Additionally or alternatively, an action
212 for classiiying one or more candidate files 126 may be
prioritized based on dataset 124.

As explained above in connection with FIGS. 1-4, a
seli-learming method may utilize using properties derived
from file metadata, user metadata, and file access metadata
(c.g., read/writes/updates per (user, file, timestamp). The
properties may be utilized to train a classification algorithm
that correlates the properties to generate a seli-learning
model (e.g., a machine-learming model). The model may
then be utilized to identity a dataset containing candidate
files for performing certain actions. In some examples, this
may be achieved by training a multiclassification model to
predict whether a given file 1s a candidate for an action
needing prioritization such as file remediation and classifi-
cation actions. By training the model 1n thus way, sample
data may be correlated with various metadata information
that may be used to predict useful facts such as detecting that
a file user belongs to the human resources department for an
organization based on file metadata correlating to the term
“Offer” and including a file extension correlating to sensitive
information (1.e., “dark data” wvisibility). Moreover, the
model may be utilized to categorize and/or classity data in
various datasets (e.g., buckets) and provide unique 1nsights
based on that data.

While the foregoing disclosure sets forth various embodi-
ments using specific block diagrams, flowcharts, and
examples, each block diagram component, flowchart step,
operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collec-
tively, using a wide range of hardware, software, or firmware
(or any combination thereot) configurations. In addition, any
disclosure of components contained within other compo-
nents should be considered example 1n nature since many
other architectures can be implemented to achieve the same
functionality.

In some examples, all or a portion of example system 100
in FIG. 1 may represent portions of a cloud-computing or
network-based environment. Cloud-computing environ-
ments may provide various services and applications via the
Internet. These cloud-based services (e.g., software as a
service, platform as a service, infrastructure as a service,
etc.) may be accessible through a web browser or other
remote interface. Various functions described herein may be
provided through a remote desktop environment or any other
cloud-based computing environment.

In various embodiments, all or a portion of example
system 100 1n FIG. 1 may facilitate multi-tenancy within a
cloud-based computing environment. In other words, the
modules described herein may configure a computing sys-
tem (e.g., a server) to facilitate multi-tenancy for one or
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more of the functions described herein. For example, one or
more of the modules described herein may program a server
to enable two or more clients (e.g., customers) to share an
application that 1s running on the server. A server pro-
grammed 1n this manner may share an application, operating
system, processing system, and/or storage system among
multiple customers (1.e., tenants). One or more of the
modules described herein may also partition data and/or
configuration information of a multi-tenant application for
cach customer such that one customer cannot access data
and/or configuration information of another customer.

According to various embodiments, all or a portion of
example system 100 1 FIG. 1 may be implemented within
a virtual environment. For example, the modules and/or data
described herein may reside and/or execute within a virtual
machine. As used herein, the term ““virtual machine™ gen-
crally refers to any operating system environment that i1s
abstracted from computing hardware by a virtual machine
manager (e.g., a hypervisor).

In some examples, all or a portion of example system 100
in FIG. 1 may represent portions of a mobile computing
environment. Mobile computing environments may be
implemented by a wide range of mobile computing devices,
including mobile phones, tablet computers, e-book readers,
personal digital assistants, wearable computing devices
(e.g., computing devices with a head-mounted display,
smartwatches, etc.), vaniations or combinations of one or
more of the same, or any other suitable mobile computing
devices. In some examples, mobile computing environments
may have one or more distinct features, including, for
example, reliance on battery power, presenting only one
foreground application at any given time, remote manage-
ment features, touchscreen features, location and movement
data (e.g., provided by Global Positioning Systems, gyro-
scopes, accelerometers, etc.), restricted platforms that
restrict modifications to system-level configurations and/or
that limit the ability of third-party software to ispect the
behavior of other applications, controls to restrict the instal-
lation of applications (e.g., to only originate from approved
application stores), etc. Various functions described herein
may be provided for a mobile computing environment
and/or may interact with a mobile computing environment.
The process parameters and sequence of steps described
and/or 1llustrated herein are given by way of example only
and can be varied as desired. For example, while the steps
illustrated and/or described herein may be shown or dis-
cussed 1n a particular order, these steps do not necessarily
need to be performed in the order illustrated or discussed.
The various example methods described and/or illustrated
herein may also omit one or more of the steps described or
illustrated herein or include additional steps in addition to
those disclosed.

While various embodiments have been described and/or
illustrated herein in the context of fully functional comput-
ing systems, one or more of these example embodiments
may be distributed as a program product i a variety of
forms, regardless of the particular type of computer-readable
media used to actually carry out the distribution. The
embodiments disclosed herein may also be implemented
using modules that perform certain tasks. These modules
may include script, batch, or other executable files that may
be stored on a computer-readable storage medium or 1n a
computing system. In some embodiments, these modules
may configure a computing system to perform one or more
of the example embodiments disclosed herein.

The preceding description has been provided to enable
others skilled 1n the art to best utilize various aspects of the
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example embodiments disclosed herein. This example
description 1s not intended to be exhaustive or to be limited
to any precise form disclosed. Many modifications and
variations are possible without departing from the spirit and
scope of the mstant disclosure. The embodiments disclosed
herein should be considered 1n all respects illustrative and
not restrictive. Reference should be made to the appended
claims and their equivalents 1n determining the scope of the
instant disclosure.

Unless otherwise noted, the terms ‘“connected to” and
“coupled to” (and their dernivatives), as used 1n the specifi-
cation and claims, are to be construed as permitting both
direct and indirect (1.e., via other elements or components)
connection. In addition, the terms “a” or “an,” as used 1n the
specification and claims, are to be construed as meaning “‘at
least one of.” Finally, for ease of use, the terms “including”
and “having” (and their dertvatives), as used in the specifi-
cation and claims, are interchangeable with and have the
same meaning as the word “comprising.”

What 1s claimed 1s:

1. A computer-implemented method for prioritizing and
detecting file datasets based on metadata, at least a portion
of the method being performed by a computing device
comprising at least one processor, the method comprising:

receiving, by the computing device, a plurality of files

from a data storage;

training, by the computing device, a machine-learning

model utilizing a set of properties derived from meta-
data associated with the files, wherein training the
machine-learning model comprises:
scanning the metadata to i1dentity the properties, the
properties comprising features to include 1n training
data;
utilizing the training data to build a classifier for each
action 1n a set of predetermined actions; and
verilying the classifier, wherein veritying the classifier
COMprises:
determining an accuracy of the classifier for the each
action;
discarding the classifier when the classifier 1s 1nac-
curate:
receiving new traiming data in the machine-learning
model; and
rebuilding the classifier based on the new training
data;
identifying, by the computing device and utilizing the
machine-learning model, a dataset comprising at least
one candidate file that performs an action 1n a set of
predetermined actions; and

prioritizing, by the computing device, the action based on

the dataset.

2. The computer-implemented method of claim 1,
wherein scanning the metadata comprises scanning at least
one of file metadata, user metadata, and access metadata.

3. The computer-implemented method of claim 2,
wherein the file metadata, the user metadata, and the access
metadata comprise at least one of:

file directory service data;

file directory data;

access control list data; and

file access data.

4. The computer-implemented method of claim 1,
wherein the features comprise at least one of:
le owner attribute data:
le user attribute data;:
le type data;
le activity data;
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file permission data;
file age data;
filename classification data; and

file share risk data.

5. The computer-implemented method of claim 1,
wherein i1dentifying the dataset comprises predicting the
dataset utilizing the machine-learning model.

6. The computer-implemented method of claim 3,
wherein predicting the dataset comprises predicting that the
candidate file 1s included 1n the dataset.

7. The computer-implemented method of claim 1,
wherein the predetermined actions comprise at least one of:

a file remediation action; and

a file classification action.

8. A system for prioritizing and detecting file datasets
based on metadata, the system comprising:

a receiving module, stored 1 memory, that receives a

plurality of files from a data storage;

a training module, stored in the memory, that trains a
machine-learning model utilizing a set of properties
derived from metadata associated with the files,
wherein training module trains the machine-learning
model by:
scanning the metadata to i1dentify the properties, the

properties comprising features to include 1n training
data;
utilizing the training data to build a classifier for each
action 1n a set of predetermined actions; and
veritying the classifier, wherein veritying the classifier
COMprises:
determining an accuracy of the classifier for the each
action;
discarding the classifier when the classifier 1s 1nac-
curate:
receiving new training data in the machine-learning
model; and
rebuilding the classifier based on the new training
data;

an 1dentification module, stored 1in the memory, that
utilizes the machine-learning model to i1dentify a data-
set comprising at least one candidate file that performs
an action 1n a set of predetermined actions;

a prioritization module, stored 1n the memory, that pri-
oritizes the action based on the dataset; and

at least one physical processor that executes the receiving
module, the traiming module, the 1dentification module,
and the prionitization module.

9. The system of claim 8, wherein the training module
scans the metadata by scanning at least one of file metadata,
user metadata, and access metadata.

10. The system of claim 9, wherein the file metadata, the
user metadata, and the access metadata comprise at least one
of:

file directory service data;

file directory data;

access control list data; and

file access data.

11. The system of claim 8, wherein the features comprise
at least one of:
le owner attribute data;
le user attribute data;
le type data;
le activity data;
le permission data;
le age data;
lename classification data; and
le share risk data.
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12. The system of claim 8, wherein the identification
module 1dentifies the dataset by predicting the dataset uti-
lizing the machine-learning model.

13. The system of claam 12, wherein the identification
module predicts the dataset by predicting that the candidate
file 1s 1ncluded in the dataset.

14. The system of claim 8, wherein the predetermined
actions comprise at least one of:

a file remediation action; and

a file classification action.

15. A non-transitory computer-readable medium compris-
Ing one or more computer-executable mstructions that, when
executed by at least one processor ol a computing device,
cause the computing device to:

receive a plurality of files from a data storage;

train a machine-learning model utilizing a set of proper-

ties derived from metadata associated with the files,
wherein the one or more computer-executable nstruc-
tions cause the computing device to train the machine-
learning model by:
scanning the metadata to i1dentity the properties, the
properties comprising features to include 1n training
data:
utilizing the training data to build a classifier for each
action 1n a set of predetermined actions; and
veritying the classifier, wherein verifying the classifier
COmprises:
determining an accuracy of the classifier for the each
action;
discarding the classifier when the classifier 1s 1nac-
curate:
recerving new training data in the machine-learning
model; and

rebuilding the classifier based on the new training
data;
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identity, utilizing the machine-learning model, a dataset
comprising at least one candidate file that performs an
action 1n a set of predetermined actions; and
prioritize the action based on the dataset.

16. The non-transitory computer-readable medium of
claim 15, wherein the metadata comprises at least one of file
metadata, user metadata, and access metadata.

17. The non-transitory computer-readable medium of
claim 16, wherein the file metadata, the user metadata, and
the access metadata comprise at least one of:

file directory service data;

file directory data;

access control list data; and

file access data.

18. The non-transitory computer-readable medium of
claim 15, wherein the features comprise at least one of:
le owner attribute data:
le user attribute data;
le type data;
le activity data;
le permission data;
le age data;
lename classification data; and
le share risk data.

19. The non-transitory computer-readable medium of
claam 15, wherein the one or more computer-executable
instructions cause the computing device to identify the
dataset by predicting the dataset utilizing the machine-
learning model.

20. The non-transitory computer-readable medium of
claim 19, wherein predicting the dataset comprises predict-
ing that the candidate file 1s included in the dataset.
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