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forcement action policy and system status to determine what
reinforcement action to take, and performing the remforce-
ment action.

20 Claims, 4 Drawing Sheets

MEMORY

ggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggggg

SIGNAL
NTEGRITY
CONTROLLER |

rrrrr

SYSTEM
MANAGEMENT |
UNIT

110

, TOOTHER
v’ DEVICES

130



| Ol
SRR

310 01 S SI0IC 1NdINO. | S30IAZQ

| HIHLO OL
Hmmmgzag:.mmp xuwngag;.mmp

LN
LNARHDYNYA
FEIRTAS

US 11,487,605 B2

SENHE T

Sheet 1 of 4

LEREO AL 0N
ALDA LN
TYNDIS

Nov. 1, 2022

-

P E

U.S. Patent
= |
&=
S



US 11,487,605 B2

L i i e e i B e o i [ Ek e i o e ] i i e N N N o I e e o I i o e N i e
L N A I N O N N N N N N ar NN I E  O a a  a - T N N N T N N N O N N N N N FgE N B PR B E R B R E DR R R R E R R T T E R R DR R R R D PR R R T e BB R R R B R R F R R R KR TR R R R R R PR R R
Fa F] d .
r - w
Iy * * s
Fl
* ' ‘. .
] r E
T ’ . a
._..- [l -._. )
. N NN NN N ; o T ] Bt F AP AL E P B AP AP FF P A S S PSP A SR P A AP P RSP S AP F S EFE P AN PSP AL S AP EEF a
L . + ‘. .__. r ]
r " , 1
»* L] L] L ]
r - - a
Fl * [l
[ 3 " ' - * 1
] L] L] * r H
ﬁ._. - - r ._.i o *
- L *
» * L] * -+
e L] ] r r * "
- 7l
Ta * L] d N
r L . r w
i L] L] L . . .
F] * d
- " ‘. * 1
o ] ] * e - A
Fl
5 L . T ] ‘-. . ._.
-+ L] L] * F
r J L , a
n L] r . . N
a * ] [l [l
r - -, s
-, r L] L r
Fa * n * d . ﬂ v A
r - * .
- L] L] * e - .
Fl -
5 L ] L .
] L] L] * r
ﬁ._. - - r ._.| r *
* + o T
r * L] * 1
e r L] r r * "
Tl
Fa * L] d N +
r " , 1
] L] L] L ]
Fa r ¥ [l N - *
[ 3 -, * 1
] L] L] * +
ﬁ._. - Ly ] ._.i o -
- r * -
- L] L] * r
r - - a
__..__ r .__.__ N
F] d Fi
e r iy -
r, . K T
r - .
- o * .
Fl [l Fi
* - T
- -+ E
e L] M -
d T
> L] ..._.
e b4 - -
Fa Fl at
r " -~
»* -+ -
r
Fl x at r
[ 3 -
ﬁ.- o .-._. -’
-
N " A
» - »
. . ey s
a B
T ! a. ‘
- o = - r n L 3 .
F] F] d
- - r
- oy * .
+L r ‘-. .
- » e .
FAFSFAAF AL A AR PAAE AR AT AP A AF ST A AT PSP AFART FRA TS A AFrF A AR FAAr A AF R FF A AR S AF AR AR A AFAF A A AF A AT AFAFErAAaf Ay AF S fARAfAFSArAFSFFAAFASAFSFrAAfAdAF S Pl F AP FfF S PP T FAFAF M AfAF S Frf AfAaFdf FFfFrfAafArAF s AasT FSEFFASAFATF
o
L]

Sheet 2 of 4

[ -
o+ & o & FF FAdFEFFF

I..-.J.‘.il.“h‘..l

e T T I

]

ko P FLFFF FAdF AP T FAFLF Y FFF SR b FA FFF T kA FAd Rk FFFAF kP kY kA F T F R Y FAd F T FFF FAFA Rk PR AP P e FF P AT Y T FAF S
L NN N N N N N O B L L N LB O O L L L L L O O LR O L L O O O O B LR L L L B N L L O L L L

B FF FAF DS AP F AT A EREF A PN PFPTF T S F AP AP AP F AT b PR AL F TP PR FA PP FFFEF PN P P FFFA AP

JBIOAUOND

{(7ibL Auboyu

BB

[ NN NN NSNS BN NN BN BB NENFEEEE LSRN NEE SR SEENNEEBEBEEBEBNEBEENEBEEBENSENNLNSN.

Nov. 1, 2022

L

T e T e T T T e T T U R N

L
a
L]
-
*
r
*
L
*
L
-
*
-
*
L]
*
L
L
-
-
*
r
*
L
F]
L
-
*
r
*

% % T W AR LA R OREANEET TR OAEYORT W AY AR AW AN

LA AU PR T T N P NI N S N MO U T T P R )

o w ke y khph o kW koh kh ol d e ke hdwh ke ke leh

& 100 L aoner bupndwion

ERL

U.S. Patent

Lm o omom ERE R R R Wy EE R REE Y R ok d ok

4 kb o omhom ok kR d e m ko khody R EE R EE R Ry ERW

I O L e O

Wk oh wch L h % Rh AL E L RYh AL

=

L w owm

LR IR I R R B B BT B B B B B L B B B B N AL U B B BN I BRI BT

R N R L N R N N O O T L e e

L |

o F P AP TP FFFLFTF A FAd P Y FF P F P Y FF PSP EFF Y PSS FLF T kA FAF R P TR R Y PP AT b P T Y FS PP R FFFTF R T kY ST RS F
L N L N L N N N o L R B O L N R L R L P T L R L L R L T L

A o FFAd L APPSR P AT F Y AN AT FTF A F AP F P AT P PR ISR

JBHOAUON

LA e A v wch Rk

(Li0yL Aube

[ B NN NN NS LN RN NE LSS N E SN ENEEEEEBNEENEEEBESNEEBEBNEESBSEEBEBNEBESEENEEBENBNEBERNNE,)

4w w4 kw kE W kE e A WA w kY Wh WOk AW

L0 L 201A80] BUNCIOT

4k oh hh o wchh bk



US 11,487,605 B2

U.S. Patent

L
+ &

IBAST] BROT
oS0 IO IShiDy

ASUBNDSL- S0 SNY 18niDy

ioAS™] B0BHOA SN 1ISNIDY

OIS BSOS

+ + + + + + + + + + + + ++ +t ++ +t+F A+ttt ettt ottt ottt sttt ettt ottt ettt ottt ottt o+t

+ + + + + + ¥ + + + F +F F FF A+ FFFFFFFEFEFFEFEFFEFEAFFEFEFFEFEFFEFEFFEFEFFEFEFEFEFEFFEFEFFE A

* % ¥ F F N

* + + *+ + + F + + F F FFFFFEFEFFENR

* % F F KB

L
+ + *+ + + F + + + + + F + + FFFFF

+* + F ¥ +F F ¥ FFFFFFFFEFFFEFEFFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEEFEFEFEFEFEFEFEFEFFEFEFEFEEFEFEEFEFEEFEFEFEFEFEFEFEFEEFEFEFEFFEFEFEFEEFEEEFEFEEFEFFFEFEFFEF

LA I N N B N BB BB BB EEBEEBEBEEEBEEBEEBERBEBEBEBEBEBEERBEBEEBEBEEEBELERBEEEBEBEEBEEBEBEEBEBEBEEEBEEBEBEEREBEBEEBEBEBEEBBEBEEREBEEREBEREBEEEBEEBIEIREBIEBIEIBIEIEIEDZIEDZS.,.

ATHOd UOHOY
IBLISOICIUIBY

S — ISHOHUCTS
b RuBe) pubig

ATy B

2AS™ SDBH0A 8NE

* + + F ¥+ FFFFFFFEFFFFFF

[
*
[
[

[
[
*
[
[
*

*
[
[
*
[
[

*
[
*
[
[
*

*
[
[
*
[

+ + + + + + + + + + F F F FFFFFFFFEFFFEFFFEFEFEFEFEFFEFEFEFEFEFEFEFEFFEFEFEFEFEFFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEFEF A

+ &
+
L

siasgy bunndwion Ul sbusun
SR JOLT 1O UOIBSUION

sbuBy APHUNE
0 simeisdius)

158nbex sbUBUT DEODUIOAA

1senbay ebusyn SIS SNy

TV P —
&Emmdﬁ&n
LSS DRUBIA WBSISAS

:q {Slabbu

+ + + + + + + + + + + + + + + + +F F+tF S+ttt ottt ettt sttt ettt ottt sttt ottt ottt sttt sttt ottt Ett

+* + + ¥ F F FFFFFFFFFFEFFFFFEFFFEFEFEFEFEFEFEFEAFFEFEFEFEFEFEFEFEFFEFEFFEFEFFEFEFEFEFEFEFEFEFFEFEFEFEFEFFEFEFEFEFEFEFEFEAFFEFEFEFEFEFFEFEFFEFEFFEFEFFEFEFFEFEFFEFEFFEFEFFEFEFFEEFFEFEFFEFEFFEFFFEEFFFFF



U.S. Patent Nov. 1, 2022 Sheet 4 of 4 US 11,487,605 B2

identify one or more buses (o perform
a reinforcement action for based on
one or both of trigger type and
reinforcement action policy

identity reinforcement action {o take
based on one or more of trigger
type, system status, and
reinforcement action policy

LUetermine whether reinforcement
action is {0 be reveried based on
guration-driven reversion or
avent compigtion-ariven reversion

Revert reinforcement action based ..... W & B
on determined reversion mode
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PREEMPTIVE SIGNAL INTEGRITY
CONTROL

STATEMENT REGARDING FEDERALLY
SPONSORED DEVELOPMENT

This 1nvention was made with government support under
the PathForward Project with Lawrence Livermore National

Security (Prime Contact No. DE-AC52-07/NA27344, Sub-
contract No. B620717) awarded by DOE. The government
has certain rights 1n this invention.

BACKGROUND

Computer systems include buses that carry signals
between components. Such buses are subject to signal
degradation. Signal degradation may come from a number
ol sources, such as power supply voltage tluctuations, elec-
tromagnetic cross-talk, ambient electromagnetic noise, or
from other sources. Such signal degradation can lead to
errors 1n signal transmission, ultimately resulting in reduced
performance. Thus, improving signal integrity 1s an 1mpor-
tant task for a computer system.

BRIEF DESCRIPTION OF THE DRAWINGS

A more detailed understanding can be had from the
tollowing description, given by way of example in conjunc-
tion with the accompanying drawings wherein:

FIG. 1 1s a block diagram of an example device in which
one or more features of the disclosure can be implemented;

FIG. 2 1s a block diagram of a networked system of
computing devices, each of which includes a signal integrity
controller, according to an example;

FIG. 3 illustrates aspects of a signal integrity controller,
according to an example; and

FIG. 4 1s a flow diagram of a method for reinforcing one
or more buses of a computing device 1n response to a
triggering event, according to an example.

DETAILED DESCRIPTION

Techniques are disclosed herein for pre-emptively rein-
forcing one or more buses of a computing device against the
cllects of signal noise that could cause a reduction 1n signal
integrity. The techniques generally include detecting an
event (or “trigger”) that would tend to indicate that a
reduction 1 signal integrity will occur, examining a rein-
forcement action policy and system status to determine what
reinforcement action to take, and performing the remnforce-
ment action.

The triggers generally include activity within the com-
puting device or external to the computing device that may
tend to induce noise on one or more of the buses of the
computing device. Some example triggers generally include
activity that changes utilization of computing resources
(e.g., processing resources or the like) of the computing
device, requests for changes to operating characteristics
(e.g., voltage, clock frequency, utilization, or the like) of one
or more buses of the computing device, temperature or
humidity change, or the like. Another example of a trigger
includes a different computing device (or even another
device that 1s not a computing device) mforming the com-
puting device that the different computing device experi-
enced signal noise (manifested, for example, as an increased
error rate), where the two computing devices are in close
physical proximity (e.g., in the same room or within a
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2

threshold physical distance from each other). Such a noti-
fication would be useful because the fact that the other
computing device experienced the signal noise indicates the
existence of an eflect (e.g., ambient electromagnetic inter-
ference) that could also cause signal noise on the computing
device that did not yet experience the signal noise. Note,
cach of the above triggers 1s capable of acting as a predictive
hint 1indicating that signal noise may occur at some point
after actually detecting such a trigger. This allows the
computing device to reinforce one or more buses determined
to have a likelihood of being affected signal noise associated
with the trigger.

In response to detecting the trigger, the computing device
performs one or more reinforcement actions according to a
reinforcement action policy. A reinforcement 1s an action
that reinforces the bus to which 1t 1s applied against signal
noise on that bus. The policy dictates what reinforcement
actions are to be taken 1n response to which triggers, and
which bus or buses the reinforcement actions are to be
applied to. In determining what action to take, the comput-
ing device considers system status. The reinforcement
actions that can be taken include increasing voltage of a bus,
reducing clock speed of a bus, and adjusting the error code
level of error correcting code of a bus. The system status
includes current bus voltage level of the bus for which a
reinforcement action 1s to be performed, bus clock frequency
of the bus for which a reinforcement action 1s to be per-
formed, bus error correcting code level of the bus for which
a reinforcement action 1s to be performed, and total power
utilization of the computing device or portion of the com-
puting device. The system status determines which rein-
forcement actions can be taken. For example, 11 a maximum
voltage level for a particular bus has already been reached,
then, the computing device will not increase the bus voltage
level turther and has to perform a different reinforcement
action.

After a duration that is set by the reinforcement policy and
1s based on which triggers occurred, or after the adverse
condition that caused the trigger goes away, the computing
device reverts the reinforcement action that has been per-
formed. For example, if the voltage for a bus has been
increased pursuant to a reinforcement action, then atfter the
determined duration, or after the adverse condition that
caused the trigger goes away, the computing device would
reverse that remnforcement action by reducing the voltage of
the bus to the voltage prior to increasing the voltage. By
performing these reinforcement actions, the buses are rein-
forced against signal noise predicted to occur.

FIG. 1 1s a block diagram of an example computing
device 100 that 1s capable of implementing one or more
features of the disclosure, according to an example. In
various examples, the computing device 100 1s embodied as,
or 1s at least a portion of, a computer, a gaming device, a
handheld device, a set-top box, a television, a mobile phone,
or a tablet computer. The computing device 100 includes a
processor 102, a memory 104, a storage 106, one or more
input devices 108, and one or more output devices 110. The
computing device 100 also optionally includes input drivers
112 and output drivers 114. In various examples, the com-
puting device 100 also includes additional components not
shown 1 FIG. 1.

In various alternatives, the processor 102 includes or 1s
embodied as a central processing unit (CPU), a graphics
processing unit (GPU), a CPU and GPU located on the same
die, or one or more processor cores, wherein each processor
core 1s a CPU or a GPU. In various alternatives, the memory
104 is located on the same die as the processor 102, or 1s
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located separately from the processor 102. The memory 104
includes a volatile or non-volatile memory, for example,
random access memory (RAM), dynamic RAM, or a cache.

The storage 106 1includes a fixed or removable storage, for
example, a hard disk drive, a solid state drive, an optical
disk, or a flash drive. The mput devices 108 include, without
limitation, a keyboard, a keypad, a touch screen, a touch pad.,
a detector, a microphone, an accelerometer, a gyroscope, a
biometric scanner, or a network connection (e.g., a wireless
local area network card for transmission and/or reception of
wireless IEEE 802 signals). The output devices 110 include,
without limitation, a display, a speaker, a printer, a haptic
teedback device, one or more lights, an antenna, or a
network connection (e.g., a wireless local area network card
for transmission and/or reception of wireless IEEE 802
signals).

The 1nput drnivers 112 communicate with the processor
102 and the mnput devices 108, and permait the processor 102
to receive mput from the input devices 108. The output
drivers 114 communicate with the processor 102 and the
output devices 110, and permit the processor 102 to send
output to the output devices 110.

The computing device 100 includes a number of buses
that communicate data either between components of the
computing device 100 or from and/or to devices external to
the computing device. Some examples of these buses are
now described. Input driver buses 120 couple the input
drivers 112 to the processor 102, allowing communication
therebetween. As described above, the input driver 112
includes one or more hardware or software components that
control mput devices. Examples of mput drivers include
external communication controllers such as network inter-
tace controllers or other controllers for controlling commu-
nication to/from external computing devices of a network, as
well as controllers controlling devices such as input devices
like keyboards, mice, audio input devices, or the like. Output
driver buses 122 couple the output driver 114 to the pro-
cessor 102, allowing communication therebetween.
Examples of output drivers include controllers controlling
output devices such as displays, audio output devices, or the
like. It should be noted that some devices perform both input
and output functions. In such a situation, buses communi-
catively coupled to such devices would be both mput driver
buses and output driver buses.

Other buses are 1illustrated 1n FIG. 1, and include input
device buses 124, which commumcatively couple input
devices 108 to mput drivers 112, and output device buses
126, which communicatively couple output devices 110 to
output drivers 114. Examples of other buses illustrated 1n
FIG. 1 include output device external buses 130, which
couple output devices 110 to one or more devices external to
the computing device 100, and input device external buses
128, which couple mnput devices 110 to one or more devices
external to the computing device 100. As with the output
driver buses 122 and input driver buses 120, some input
devices 108 are also output devices 110. For such devices,
corresponding output device buses 126 would also be 1nput
device buses 124, and output device external buses 130
would also be mput device external buses 128.

The buses described above are subject to signal degrada-
tion as a result of various events that may occur. Examples
of such events include ambient electromagnetic noise,
power tluctuations within the device, change 1n usage of one
or more buses, change in processing workload within the
computing device 100, changes 1n temperature or humidity
in the vicimity of the computing device 100, changes 1n the
level of cosmic ray exposure experienced by the device (e.g.,
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4

traveling into outer space), or detection of a change in
ambient radiation by a radiation detector device. Signal
degradation may lead to errors 1n transmission and/or a loss
1n transmission bandwidth and 1s thus undesirable. Note, all
of the buses described herein, including the mput driver
buses 120, the output driver buses 122, the mput device
buses 124, the output device buses 126, the output device
external buses 130, and the 1nput device external buses 128,
may be referred to herein collectively as the term “the buses™
or just “buses” herein. The term “the buses” may also refer
to additional buses not listed, such as connections from a die
to another element of the computer device, connections
within dies, or other communication lines within or associ-
ated with the computing device 100.

A system management unit 150 1s present 1n the comput-
ing device 100. The system management unit 150 controls
operating characteristics of the buses and the processor 102,
as well as other elements of the computing device 100. Such
operating characteristics include power mode changes, oper-
ating voltage, clock speed, clock gating of elements of the
computer device, as well as other characteristics. Although
illustrated as being external to the processor 102, in some
implementations, the system management unit 150 1s
located within the processor 102. The system management
unit 150 1s 1llustrated as being communicatively coupled to
the processor 102 although it should be understood that this
1s just 1llustrative and that the system management unit 150
may alternatively or additionally be communicatively
coupled to any portion of the computing device 100 to
control aspects of various buses as described herein.

The present disclosure provides techniques for mitigating
the eflect of signal degradation by pre-emptively reinforcing
one or more of the buses 1n response to one or more events.
A signal integrity controller 140 detects triggering events
and performs remnforcing actions in response to the trigger-
ing events. The signal integrity controller 140 1s 1llustrated
as being communicatively coupled to the processor 102
although 1t should be understood that this 1s just illustrative
and that the signal integrity controller 140 may alternatively
or additionally be communicatively coupled to any portion
of the computing device 100, such as to the input drivers 112
and/or mput device 108 to control and/or monitor buses of
those elements. The signal integrity controller 140 1s also
coupled to the system management unit 150 to both read
system status (e.g., system status 304 described below) and
to control various aspects of the buses (e.g., voltage, clock
speed, assuming those aspects are controlled by the system
management unit 150) where applicable. The triggering
events are events that tend to indicate a signal disturbance
will occur 1n the future. The remnforcing actions are actions
to reduce the eflect of the signal disturbance on one or more
buses. Additional details are provided elsewhere herein (for
example, 1n FIG. 3).

The signal integrity controller 140 and the system man-
agement unit 150 are each implemented as software instruc-
tions executing on a processor, as fixed function hardware
(e.g., a custom circuit) or as a combination of both.

FIG. 2 1illustrates a networked system of computing
devices 100, each of which includes a signal integrity
controller 140, according to an example. The computing
devices 100 each include components such as those 1llus-
trated i FI1G. 1, though 1t should be understood that each of
the different computing devices 100 may have a differing set
of components. Each of the computing devices 100 1is
capable of communicating with one or more of the other
computing devices 100 via the network fabric 202. The
network fabric 202 i1s any collection of network hardware,
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software, firmware, or other element that allows communi-
cation between the computing devices 100 1n any technically
feasible manner (such as a computer network based on
cthernet or some other computer networking technology).

As described above, each computing device 100 has a
signal integrity controller 140 that adjusts aspects of buses
in response to receiving trigger events. Some trigger events
are detected by the same computing device 100 as the signal
integrity controller 140, and other trigger events are received
from a different computing device 100, such as one coupled
via the network fabric 202. Thus, 1t 1s possible for one
computing device 100 to provide another computing device
100 with a signal indicating that signal degradation may
OCCUL.

FIG. 3 illustrates aspects of a signal integrity controller
140, according to an example. The signal integrity controller
140 accepts triggers 302, examines system status 304, and
takes one or more remforcement actions 306 in response.

The triggers 302 include: activity by the system manage-
ment unit 150, interrupt activity, a bus status change request,
communication occurring over a bus, a workload change
request, a temperature or humidity change, and a notification
of an error rate change 1n a signal integrity controller 140 at
a different computer device 100.

The activity by the system management unit 150 includes
the system management unit 150 performing various actions
to control operations on the computing device 100.
Examples of such actions include changing power gating
status for one or more portions of the electronic device 100
(e.g., switching a core of the processor 102 on or ofl via
clock gating), changing the clock frequency of one or more
clements of the computing device 100, changing the power
supply voltage supplied to one or more elements of the
computing device 100, or changing some other power state
for one or more elements of the computing device 100. Any
of the above activities could cause a transient voltage drop
at one or more parts of the computing device 100, or could
trigger other etlects that could reduce the signal integrity on
one of the buses of the electronic device 100, which 1s why
such an activity has the capability to cause the signal
integrity controller 140 to perform a reinforcement action.

The interrupt activity includes receiving a notification that
a particular interrupt 1s occurring, or otherwise determining
that a particular interrupt 1s to occur at a particular time.
Thus, particular interrupts act as a trigger to the signal
integrity controller 140 to perform a reinforcement action.
One iterrupt that 1s capable of acting as a trigger 1s the
interrupt generated by an interrupt controller to cause the
operating system (“OS”) executing on the processor 102 to
perform a context switch. More specifically, operating sys-
tems typically include a scheduler component that periodi-
cally switches control between different programs or
threads. The scheduler component 1s triggered by periodi-
cally generated interrupts. Upon receiving such an interrupt,
the scheduler assumes control of the processor and deter-
mines which thread to execute next. Part of this operation
includes determining whether new computing resources
need to be activated because the amount of demand for
processing resources has increased. Activating new com-
puter resources could draw further on the power supply of
the computer device 100, which could cause a transient
voltage drop, thereby reducing signal integrity on one or
more of the buses. For this reason, an interrupt to trigger an
OS scheduler 1s one of the trigger events that could cause the
signal integrity controller 140 to perform one or more
reinforcement actions. Other interrupts, besides those that
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trigger the OS scheduler, could act as a trigger to the signal
integrity controller 140 as well.

The bus change status request includes a request to
change aspects of one or more of the buses. These aspects
include features such as the clock frequency, voltage, or
other power-related aspect of a bus. A request to change such
features could cause 1nterference with one or more buses of
the computing device 100, which could degrade system
integrity. Thus, such a request, when detected by the signal
integrity controller 140, could act as a trigger to cause the
signal integrity controller 140 to perform a reimnforcement
action. Note, the bus on which the change occurs does not
need to be the same bus as the bus on which the reinforce-
ment action occurs.

Communication over a bus includes transmission or
receipt or both of communication over one or more of the
buses. In some implementations, the buses which, when
communication occurs over them, act as a trigger, are
limited to those over which communication i1s not constant
or 1s infrequent as compared with other buses. One example
of such a bus 1s the external communication link for a
network interface controller. This link 1s the link over which
the network interface controller communicates with other
computing devices over a network (such as network fabric
202). Thus, when the network interface controller 1s about to
transmit a network packet, or when the network interface
controller receives an 1ndication that 1t 1s about to receive
another packet (for example, receiving a portion of one
packet may indicate that additional packets are incoming),
the signal integrity controller 140 receives an indication that
such an event 1s occurring. In some situations, that indica-
tion acts as a trigger to perform a reinforcement action.

A workload change request includes a request by an
clement of the computing device 100 to change the work-
load being performed by processing units of the computing
device 100. Any such workload change request could cause
interference on one or more of the buses. For example, an
increase 1 workload being performed could cause a pro-
cessing umit such as a core of the processor 102 to be
powered on, which would result 1n increased power draw
and a transient voltage drop within the computing device
100. This transient voltage drop could cause signal degra-
dation on one or more of the buses. Thus, 1n response to
receiving an indication that a workload change request 1s
occurring, the signal integrity controller 140 may perform a
reinforcement action.

A temperature or humidity change may cause signal
degradation on one or more of the buses. Therefore, when
the signal itegrity controller 140 detects a change in
humidity or temperature (1.e., through one or more sensors,
not shown), 1n some situations, such a detection acts as a
trigger to perform a remforcement action.

A notification of error rate change 1n another computing
device includes a noftification, from another computing
device 100, that an error rate change has occurred in that
other computing device 100. An error rate 1s measured 1n
various buses. One mechanism for measuring error (which
1s also a mechanism for correcting errors) 1s error correcting
code (“ECC”). When a component for managing ECC on
one computing device detects an increase in measured error
(1.., number or rate of observed errors), that computing
device 100 notifies the signal integrity controller 140 of one
or more other computing devices 100 of such a change 1n
measured error. The computing device 100 receiving this
notification 1s capable of using this notification as a trigger
to perform a remnforcement action. The rationale behind such
a scheme 1s that i one computing device 100 detects an
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increase 1n measured error, 1t 1s likely that some eflect has
caused that measured error to increase. That eflect may be
clectromagnetic noise or some other effect that would lead
to reduced signal integrity. That same eflect could cause a
reduction 1n signal integrity a different computing device
100. Thus, the computing device 100 that detects the eflect
sends a notification to a diflerent computing device 100,
which 1s then capable of using that notification to perform a
reinforcement action.

In the present description, 1t 1s sometimes stated that an
entity “performs a reinforcement action.” This statement, or
similar statements, means that the entity performs an action
to reinforce a bus against signal noise, such as one of the
reinforcement actions 306 described herein.

The reinforcement actions 306 include adjusting the bus
voltage level, adjusting the bus clock, and adjusting the error
correcting code level. The bus voltage level includes the
voltage for signals being transmitted over the bus. Increas-
ing this voltage reduces the effect of signal noise on the bus.

Adjusting the bus clock frequency also mitigates the
ellect of signal noise on a bus. More specifically, a lowered
clock frequency stabilizes the signal, bracing the signal
against noise.

Adjusting the error correcting code level also 1s able to
mitigate the effects of signal noise. The “level” of the ECC
refers to the strength of the protection. In some examples,
ECC uses ECC bits to check and potentially correct errors 1n
a signal. A greater ECC protection utilizes a greater number
of ECC baits. Thus, strengthening the level of ECC 1nvolves
increasing the number of ECC bits used, which can reinforce
against increased signal noise that would lead to data errors.
A greater ECC protection may also use a different ECC
encoding as well.

The system status 304 includes bus voltage level, bus
clock, bus error correcting code level, and total power
utilization. These elements of status inform what remnforce-
ment actions can or should be taken 1n response to a trigger
302. There are a lot of ways 1n which the signal integrity
controller 140 takes system status 304 into consideration 1n
determining which reinforcement action to take. Some such
ways include system status limiting what particular actions
can be taken, or system status informing a decision based on
priority.

In one example, bus voltage level has reached a maxi-
mum, so increasing voltage on the bus would be impossible.
In this situation, the signal integrity controller 140 takes a
reinforcement action other than increasing the bus voltage.
In other examples, bus clock frequency has reached a
mimmum, so the signal integrity controller 140 takes an
action other than adjusting the bus clock frequency, or the
ECC level has reached a maximum, so the signal integrity
controller 140 takes an action other than adjusting the ECC
level. In yet another example, total power utilization has
reached a total power budget, so that a reinforcement action
that increases power draw (such as increasing bus voltage)
cannot be taken. In that situation, a diflerent reinforcement
action would occur.

In some 1implementations, the reinforcement actions 306
are prioritized. Priorntizing reinforcement actions means that
the signal integrity controller 140 performs a particular
reinforcement action 306 with a higher prionty instead of
another reinforcement action 306 with a lower prionty, 1f
possible. In one example of priorty, adjusting bus voltage
level has the highest priority, followed by adjusting bus
clock frequency, and then followed by adjusting ECC level.
The rationale behind such a priority ordering 1s that adjust-
ing the voltage level only aflects power draw, but does not

10

15

20

25

30

35

40

45

50

55

60

65

8

impact performance. Adjusting the bus clock frequency
impacts performance (e.g., bandwidth) but does not require
additional processing. Adjusting the ECC level both impacts
performance (e.g., bandwidth, by reserving additional bits to
the ECC coding) and requires additional processing. Any
other prioritization, as well as no prioritization, 1s possible as
well.

The signal itegrity controller 140 has an associated
reinforcement action policy 310 that dictates the manner in
which the signal integrity controller 140 perform remnforce-
ment actions 306 in response to the triggers 302 and system
status 304. In addition to what reinforcement actions 306 to
take, the policy 310 also indicates the duration of such
reinforcement actions 306, where such duration 1s defined
for different events, as described elsewhere herein. In some
implementations, the policy 310 also indicates which buses
to apply the remforcement actions 306 to, mn response to
which specific triggers 302 occur.

Note that use of the triggers to decide to perform one or
more reinforcement actions 1s a form of pre-emptive reme-
dial action. In other words, the triggers 302 include events
that would tend to indicate that signal disturbance may or
will occur on one or more buses of a computing device 100
after the event 1s detected. In other words, 1t 1s possible for
the actual eflect that causes signal interference to occur after
the trigger(s) 302 are detected by the signal integrity con-
troller 140. Of course, 1t 1s also possible that signal inter-
ference occurs approximately at the same time as, or belore,
the corresponding trigger 302 1s detected by the signal
integrity controller 140. Further, because the triggers 302
may be considered “hints” that signal that interference may
occur 1n the future, 1t 1s even possible for no interference to
occur after a particular trigger 302 1s signaled to the signal
integrity controller 140.

The reinforcement actions 306 performed by the signal
integrity controller 140 have associated durations. The dura-
tion for any particular remnforcement action i1s dependent on
the type of remforcement action and/or the type of trigger
that triggers the remnforcement action, and may also be
dependent on the priority of the data being communicated,
with a higher priority being associated with a greater dura-
tion and a lower priority being associated with a lower
duration (1.e., some transmissions over a bus are sent with a
“high” priority and others are sent with a “lower” priority).

Some durations are based on a timeout mechanism, with
reinforcement actions having a timeout mechanism being
sustained for a pre-specified period of time and then being
reverted. In one example, the signal integrity controller 140
of one computing device 100 performs a reinforcement
action 1n response to detecting that a communication over
the bus, specifically, a network packet being transmitted to
another computing device 100, 1s going to occur. The
network interface controller 1s able to inform the signal
integrity controller 140 both when the transmission will
begin and when the transmission will end. Thus, the signal
integrity controller 140 performs the reinforcement action
for the period between when the transmission begins and
ends. After the transmission ends, the signal integrity con-
troller 140 reverts the reinforcement action (for example, 1T
the reinforcement action 1s to increase bus voltage, then
reverting the reinforcement action would be reducing the
bus voltage back to the voltage prior to increasing the bus
voltage).

In another example, the signal integrity controller 140 of
a computing device 100 receives a notification that an event
1s going to occur, where the event 1s associated with a known
or estimated duration of signal interference. In one example,
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the signal integrity controller 140 receives a notification
from an interrupt controller that the interrupt controller 1s
going to generate an interrupt triggering the operating sys-
tem to execute a scheduler. In response, the signal integrity
controller 140 performs a reinforcement action for a set
duration (a duration associated with an estimated duration of
signal noise that would occur when the OS scheduler
executes and potentially changes processing resource utili-
zation, resulting 1n signal noise on one or more buses) and
then reverts the reinforcement action. Herein, reverting the
reinforcement action after a set duration 1s referred to as
“duration-driven reversion” and reverting the remnforcement
action alter a particular event 1s complete will be referred to
as “event completion-driven reversion.” The type of rever-
s1on (duration-driven or event-driven) 1s referred to herein as
a “reversion mode.”

FI1G. 4 15 a flow diagram of a method 400 for reinforcing
one or more buses of a computing device 100 1n response to
a triggering event, according to an example. Although
described with respect to the system of FIGS. 1-3, it should
be understood that any system capable of performing the
method 400 1n any technically feasible order could alterna-
tively perform the method 400.

As shown, the method 400 begins at step 402, wherein the
signal integrity controller 140 of a computing device 100
detects one or more triggers 302. The triggers 302 could be
one or more of any of the triggers described elsewhere
herein, such as system management umt activity (e.g.,
change 1n utilization of processing or other resources that
would result 1n a change 1 power drawn from a power
source), mterrupt activity (which could include any interrupt
activity that would result 1n signal noise experienced by one
or more buses—one example includes a timing interrupt that
triggers an OS scheduler, which could result 1n additional
processing resources being utilized due to a new thread or
application being scheduled, thereby resulting in a change 1n
power drawn Irom a power source and/or another source of
signal noise experienced on one or more buses), a bus status
change request (which includes, for example, a request by a
component of the computing device 100 to change the
status, such as voltage level, clock frequency, ECC level, or
other aspect of one or more buses of the computing device
100, which could result 1n a disturbance within the comput-
ing device 100 and thus signal noise on one or more of the
buses), communication over a bus (which could result in
signal noise over other buses due to cross-talk), a workload
change request for one or more processing components of
the computing device 100 (which could result 1n a change in
power drawn from a power source, thereby inducing noise
on one or more buses ol the computing device 100, a
temperature or humidity change, or a notification of an error
rate change 1n a different computing device 100 (which
could be a hint that some event 1s occurring that could
induce signal noise in one or more buses of the computing
device 100 on which the method 400 1s occurring).

At step 404, 1n response to the one or more triggers, the
signal mtegrity controller 140 identifies one or more buses
on which to perform a reinforcement action. This 1dentifi-
cation 1s made based on one or both of the trigger type and
the reinforcement action policy 310.

At step 406, the signal integrity controller 140 1dentifies
the reinforcement action to take based on one or more of the
trigger type, the system status 304, and the reinforcement
action policy 310. The reinforcement action policy 310
indicates what reinforcement actions to take based on these
tactors. The system status 304 indicates what actions can be
taken. For example, 11 the bus voltage level of the bus for
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which a reinforcement action 1s to be taken 1s already at
maximum voltage, then a reinforcement action to increase
the bus voltage cannot be taken. The reinforcement action
policy 310 indicates priority of reinforcement action based
on the system status 304, as described elsewhere herein.

At step 408, the signal integrity controller 140 determines
whether the reinforcement action 1s to be reverted based on
a duration-driven reversion or an event completion-driven
reversion. This determination 1s based on the reinforcement
action policy 310, which specifies the reversion mode that
should occur for any particular trigger.

At step 410, the signal integrity controller 140 triggers the
reinforcement action, which includes performing the 1den-
tified action for the identified one or more buses. At step 412,
the signal integrity controller 140 reverts the reinforcement
action based on the determined reversion mode. As
described elsewhere herein, reversion includes “resetting™ or
reversing the effect of the reimnforcement action previously
applied.

Although some example buses are described, i1t should be
understood that the techmiques described herein can be
applied to any bus of the computing device 100.

One specific configuration in which the techniques dis-
closed herein can be used 1s now provided. In this configu-
ration, the buses for which reinforcement actions are applied
are external input/output buses that link a computing device
100 to another device (e.g., through a connection such as
Ethernet, high definition multimedia interface (“HDMI™),
RS232 senal, or any other connection type). Upon receiving
one or more triggers 302, the signal integrity controller 140
performs one or more reinforcement actions for one or more
of the external input/output buses, based on the reinforce-
ment action policy 310 and the system status 304. In this
configuration, buses other than the external input/output
buses do not have remforcement actions applied.

A method for pre-emptively reinforcing one or more
buses of a computing device against signal noise 1s provided.
The method includes detecting a triggering event that 1s
predictive of signal noise occurring on one or more buses of
the computing device, 1dentitying one or more buses of the
computing device on which to perform a reinforcement
action to reinforce against signal noise, based on a rein-
forcement action policy and a type of the triggering event,
identifyving one or more reinforcement actions to be taken
based on the remnforcement action policy, the type of the
triggering event, and a system status of the computing
device, and performing the reinforcement action on the
identified one or more buses.

A computing device for pre-emptively reinforcing one or
more buses of a plurality of buses of the computing device
against signal noise 1s provided. The computing device
includes the plurality of buses and a signal integrity con-
troller. The signal integrity controller detects a triggering,
event that 1s predictive of signal noise occurring on the one
or more buses, 1dentifies one or more buses of the plurality
of buses on which to perform a reinforcement action to
reinforce against signal noise, based on a reinforcement
action policy and a type of the triggering event, identifies
one or more reinforcement actions to be taken based on the
reinforcement action policy, the type of the triggering event,
and a system status of the computing device, and perform
the reinforcement action on the identified one or more buses.

A non-transitory computer-readable medium storing
instructions that, when executed by a processor, cause the
processor to pre-emptively reimnforce one or more buses of a
computing device against signal noise 1s provided. Pre-
emptively reinforcing the one or more buses of the comput-
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ing device against signal noise 1s performed by detecting a
triggering event that 1s predictive of signal noise occurring
on one or more buses of the computing device, 1dentifying
one or more buses of the computing device on which to
perform a remnforcement action to reinforce against signal
noise, based on a remnforcement action policy and a type of
the triggering event, identifying one or more reinforcement
actions to be taken based on the reinforcement action policy,
the type of the triggering event, and a system status of the
computing device, and performing the remnforcement action
on the identified one or more buses.

It should be understood that many variations are possible
based on the disclosure herein. Although features and ele-
ments are described above 1n particular combinations, each
feature or element can be used alone without the other
features and elements or 1n various combinations with or
without other features and elements.

The methods provided can be implemented in a general
purpose computer, a processor, or a processor core. Suitable
processors include, by way of example, a general purpose
processor, a special purpose processor, a conventional pro-
cessor, a digital signal processor (DSP), a plurality of
MICroprocessors, one or more miCroprocessors in associa-
tion with a DSP core, a controller, a microcontroller, Appli-
cation Specific Integrated Circuits (ASICs), Field Program-
mable Gate Arrays (FPGAs) circuits, any other type of
integrated circuit (IC), and/or a state machine. Such proces-
sors can be manufactured by configuring a manufacturing
process using the results of processed hardware description
language (HDL) istructions and other intermediary data
including netlists (such mstructions capable of being stored
on a computer readable media). The results of such process-
ing can be maskworks that are then used 1n a semiconductor
manufacturing process to manufacture a processor which
implements features of the disclosure.

The methods or flow charts provided herein can be
implemented 1n a computer program, software, or firmware
incorporated 1n a non-transitory computer-readable storage
medium for execution by a general purpose computer or a
processor. Examples of non-transitory computer-readable
storage mediums include a read only memory (ROM), a
random access memory (RAM), a register, cache memory,
semiconductor memory devices, magnetic media such as

internal hard disks and removable disks, magneto-optical
media, and optical media such as CD-ROM disks, and

digital versatile disks (DVDs).

What 1s claimed 1s:

1. A method for pre-emptively reinforcing one or more
buses of a computing device against signal noise, the method
comprising;

detecting a triggering event that 1s predictive of signal

noise occurring on one or more buses of the computing
device;

identifying one or more buses of the computing device on

which to perform a reinforcement action to reinforce
against signal noise, based on a remforcement action
policy and a type of the triggering event;

identifying one or more reinforcement actions to be taken

based on the reinforcement action policy, the type of
the triggering event, and a system status of the com-
puting device; and

performing the reinforcement action on the 1dentified one

Or more buses.

2. The method of claim 1, turther comprising;:

reverting the reinforcement action after a determined

duration.
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3. The method of claim 2, wherein the determined dura-
tion 1s one of a duration-driven reversion or an event
completion-driven reversion.

4. The method of claim 3, further comprising determining,
whether the duration 1s a duration-driven reversion or an
event completion-driven reversion based on the type of the
trigger.

5. The method of claim 1, wherein the triggering event
comprises one or more of system management unit activity,
interrupt activity, a bus status change request, communica-
tion over a bus, a workload change request, a temperature or
humidity change, or a notification of an error rate change in
a second computing device.

6. The method of claim 1, wherein the reinforcement
action comprises one or more of increasing the voltage of a
bus, reducing the clock frequency of a bus, or increasing the
error correcting code level of the bus.

7. The method of claim 1, wherein the one or more
identified buses are 1dentified from a group of external buses
that couple the computing device to a device external to the
computing device.

8. The method of claim 1, wherein identifying the one or
more reinforcement actions based on the system status
comprises determining whether an aspect of system status
has reached a bound and not performing a reinforcement
action for an aspect of system status for which the bound has
been reached.

9. The method of claim 1, wherein the reinforcement
actions are prioritized.

10. A computing device for pre-emptively reinforcing one
or more buses of a plurality of buses of the computing device
against signal noise, the computing device comprising:

the plurality of buses, including the one or more buses;

and

a signal 1ntegrity controller configured to:

detect a trniggering event that 1s predictive of signal
noise occurring on the one or more buses;

identily one or more buses of the plurality of buses on
which to perform a reinforcement action to reinforce
against signal noise, based on a reinforcement action
policy and a type of the triggering event;

identily one or more reinforcement actions to be taken
based on the reinforcement action policy, the type of
the triggering event, and a system status of the
computing device; and

perform the reinforcement action on the identified one
or more buses.

11. The computing device of claim 10, wherein the signal
integrity controller 1s further configured to:

revert the reinforcement action after a determined dura-

tion.

12. The computing device of claim 11, wherein the
determined duration 1s one of a duration-driven reversion or
an event completion-driven reversion.

13. The computing device of claim 12, wherein the signal
integrity controller 1s configured to determine whether the
duration 1s a duration-driven reversion or an event comple-
tion-driven reversion based on the type of the trigger.

14. The computing device of claim 10, wherein the
triggering event comprises one or more of system manage-
ment umit activity, mnterrupt activity, a bus status change
request, commumnication over a bus, a workload change
request, a temperature or humidity change, or a notification
ol an error rate change in a second computing device.

15. The computing device of claim 10, wherein the
reinforcement action comprises one or more ol increasing
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the voltage of a bus, reducing the clock frequency of a bus,
or increasing the error correcting code level of the bus.

16. The computing device of claim 10, wherein the one or
more 1dentified buses are 1dentified from a group of external
buses that couple the computing device to a device external
to the computing device.

17. The computing device of claim 10, wherein the signal
integrity controller 1s further configured to identily the one
or more reinforcement actions based on the system status by
determining whether an aspect of system status has reached
a bound and not performing a reinforcement action for an
aspect of system status for which the bound has been
reached.

18. The computing device of claam 10, wherein the
reinforcement actions are prioritized.

19. A non-transitory computer-readable medium storing
instructions that, when executed by a processor, cause the
processor to pre-emptively reinforce one or more buses of a
computing device against signal noise, by:

detecting a triggering event that 1s predictive of signal

noise occurring on one or more buses of the computing
device;
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identifying one or more buses of the computing device on
which to perform a reinforcement action to reinforce
against signal noise, based on a reinforcement action
policy and a type of the triggering event;

identilying one or more reinforcement actions to be taken
based on the reinforcement action policy, the type of
the triggering event, and a system status of the com-
puting device; and

performing the reinforcement action on the identified one
or more buses.

20. The non-transitory computer-readable medium of

claim 19, wherein:

the triggering event comprises one or more of system
management unit activity, interrupt activity, a bus status
change request, communication over a bus, a workload
change request, a temperature or humidity change, or a
notification of an error rate change 1 a second com-
puting device; and

the reinforcement action comprises one or more of
increasing the voltage of a bus, reducing the clock
frequency of a bus, or increasing the error correcting
code level of the bus.
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