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ALERTING MOBILE DEVICES BASED ON
LOCATION AND DURATION DATA

DESCRIPTION OF THE RELATED ART

Information regarding people’s whereabouts, contact with
cach other, etc. can be useful to determine 1n a variety of
contexts, e.g., emergency warnings, contact-tracing, and the
like. Such information can be gleaned from mobile device
usage, which has become ubiquitous. Early on, several
barriers prevented use of location solutions—accuracy,
power consumption, and privacy among them. However, a
previous barrier to the use of mobile device information was
that location data (traditionally) was only a small fraction of
the total data on the movement of persons. In recent times,
accuracy has improved through both improved location
triangulation from the network and by more ubiquitous use
ol native positionming capabilities on the mobile device 1tself.
These changes also addressed the power concern issues
which made earlier location solutions cause excessive bat-
tery drain on the mobile device for end users.

BRIEF DESCRIPTION OF THE DRAWINGS

The technology disclosed herein, in accordance with one
or more embodiments, 1s described 1n detail with reference
to the following figures. The drawings are provided for
purposes of illustration only and merely depict typical or
example embodiments of the disclosed technology. These
drawings are provided to facilitate the reader’s understand-
ing of the disclosed technology and shall not be considered
limiting of the breadth, scope, or applicability thereof.

FI1G. 1 1llustrates an example communications network in
which various embodiments may be implemented.

FIG. 2A 1s an example computing component that may be
used to implement location information collection and ano-
nymization in accordance with one embodiment of the
disclosed technology.

FIG. 2B illustrates an example system architecture used to
implement mobile device-based alerting 1n accordance with
one embodiment of the disclosed technology.

FIG. 3A 1llustrates an example of centralized data aggre-
gation and collection 1n accordance with one embodiment of
the disclosed technology.

FIG. 3B 1s an example computing component that may be
used to implement location information collection and data
set flattening 1n accordance with one embodiment of the
disclosed technology.

FIG. 3C 1llustrates an example of data set flatteming and
obfuscation in accordance with one embodiment of the
disclosed technology.

FIG. 3D 1illustrates an example system architecture and
worktlow for remotely-executable correlation 1n accordance
with one embodiment of the disclosed technology.

FIG. 4 1s an example computing component that may be
used to implement various features of embodiments of the
present disclosure.

The figures are not itended to be exhaustive or to limit
embodiments to the precise form disclosed. It should be
understood that the mvention can be practiced with modi-
fication and alteration, and that the disclosed technology be
limited only by the claims and the equivalents thereof.

DETAILED DESCRIPTION

As alluded to above, information regarding people’s
whereabouts can be obtained or derived from mobile device
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2

usage 1nformation. Although location accuracy has
improved, what remains, primarily, are privacy concerns in
the use of location data in conjunction with personally
identifiable information (PII), as opposed to anonymized
aggregated views of the location data that in absence of
identifiers could not be used for targeted communications to
mobile device users.

Moreover, as 1s the case 1n many contexts/scenarios,
pre-emptive alerting/notification based on determined con-
tact/presence at an event-of-interest/etc. rather than post-/
alter-the-fact reporting 1s preferable. For example, emer-
gency systems, such as the Amber Alert system, 1s premised
on regional notification regarding historical sightings/infor-
mation of persons-oi-interest. While still a viable tool for
determining contact and tracking movement, the Amber
Alert system 1s less-equipped to predict future locations/
contact. That said, the Amber Alert system 1s representative
of a system that 1s publicly accepted from a privacy per-
spective since only the service providers, e.g., cellular
carriers, that broadcast alerts to cellular subscribers are
aware of those cellular subscriber identities/locations.

Various embodiments are directed to a system/method,
whereby a user/person-of-interest can be identified, and
upon recerving consent from that user, identification infor-
mation of a device(s) used by the user 1s collected along with
related/relevant information. Once gathered from the user’s
provider, this information can be anonymized and posted for
sharing with other mobile device service providers. A cor-
relation engine located inside each provider can identify
those cellular subscribers that were near/in the same location
as the user. Location-based services/location determinative
techniques, e.g., WikF1 triangulation, can be used to deter-
mine the location of a user. Various mechanisms/schemes
can be used to define geo-fences around locations of rel-
evance. A notification alert can be sent, e.g., via an Amber
Alert-like system to cellular subscribers that have been in
proximity to the user or known areas in which events-oi-
interest have occurred. Such a system/method can be applied
to any context where anonymized location-based iforma-
tion 1s desired.

Location-based datasets can be flattened 1nto an optimized
data structure reflecting preferred location logics. Because
different carriers may have different data structures, an
application programming interface (API) and obfuscation
layer for mobile device identification lookup and location
information retrieval can be used based on the flattened
datasets. Correlation logic can be customized/determined by
a relevant entity depending on the events-of-interest/users
being tracked and monitored. In particular, a remotely-
executable correlation model can be used, where an algo-
rithm kernel 1s constructed, passed to a data collection entity,
and executed within the privacy constraints of that data
collection entity. This remotely executable correlation
model can be instantiated within the data collection entity’s
information technology (IT) systems or within their remote
edge locations. Model parameters can be put into priority
sequences for a given analysis.

In operation, analysis metadata 1s defined, 1.e., definitions
can be established for: tracking functions; specific events of
an analytic kernel; kernel version; and source/destination
output pointers. The logic and sequence of execution to
correlate variables 1s determined, as are parameter defini-
tions for the variables, parameter ranges, and parameter data
translations. It should be noted that the parameter data
translations can be specific to the remotely-executable cor-
relation model, where upon delivery of the execution logic,
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the entity will supply the data field mappings to the param-
eters within the execution kernel.

Before describing particular details of the wvarious
embodiments alluded to above, 1t would useful to describe
a conventional wireless communication system/network 1n
which various embodiments may be implemented. FIG. 1 1s
a block diagram illustrating an exemplary communication
system 1n which various embodiments may be implemented
in accordance with the present disclosure. Referring to FIG.
1, there 1s shown a commumnication system 300 which
includes a plurality of mobile devices, of which the mobile
devices 102-108 are illustrated. One or more of the 1llus-
trated mobile devices 102-108 can include an eco-system
enabled application or applications according to various
embodiments described 1n more detailed herein. Exemplary
mobile devices may include a cellular device 102, a personal
digital assistant (PDA) 104, a tablet computer 106, and/or a
Smartphone 108. Also shown 1n the communication system
300 1s a mobile core network 110, a wireless access point
(AP) 112, a cellular base station (BS) 114, a Bluetooth®
emitter 116, a Near Field Communication (NFC) terminal
118, a GNSS network 120, a plurality of GNSS satellites
122a-122n, an internet 130, a location server 140, and a
satellite reference network (SRIN) 150. One or more of the
mobile core network 110, wireless AP 112, cellular BS 114,
Bluetooth® emitter 116, NFC terminal 118, GNSS network
120, GNSS satellites 1224-122#, internet 130, location
server 140, and/or satellite reference network (SRIN) 150 can
be used 1n assisting to determine the location of one or more
of the mobile devices 102-108 for use 1n the eco-system
enabled application and/or to provide communications links
to the mobile devices 102-108 for allowing the mobile
devices 102-108 to communicate as described 1n more detail
herein with respect to an eco-system enabled application.

The wireless AP 112 may include suitable logic, circuitry,
interfaces, and/or code that are operable to provide data
services to communication devices, such as one or more of
the mobile devices 102-108, 1n adherence with one or more
wireless LAN (WLAN) standards such as, for example,
IEEE 802.11, 802.11a, 802.11b, 802.11d, 802.11¢, 802.11n,
802.11 ac, 802 11v, and/or 802.11u. The wireless AP 112
may communicate with the mobile core network 110 and/or
the internet 130, via one or more links and/or associated
devices for example. In this manner, the wireless AP 112
may provide network access to the mobile devices 102-108.
The wireless AP 112 may also communicate with the dis-
penser 100 and provide the dispenser 100 the ability to
communicate with the mobile devices 102-108, via the
mobile core network 110 and/or the internet 130. In this
manner, the dispenser 100 can provide storage status updates
to a mobile device running the eco-enabled application, such
as Smartphone 108.

The cellular BS 114 may include suitable logic, circuitry,
interfaces, and/or code that are operable to provide voice
and/or data services to communication devices, such as one
or more of the mobile devices 102-108, 1n adherence with
one or more cellular communication standards. Exemplary
cellular communication standards may include Global Sys-
tem for Mobile communications (GSM), General Packet

Radio Services (GPRS), Universal Mobile Telecommunica-

tions System (UMTS), Enhanced Data rates for GSM Evo-
lution (EDGE), Enhanced GPRS (EGPRS), and/or 3GPP

Long Term Evolution (LTE). The cellular BS 114 may
communicate with the mobile core network 110 and/or the
internet 130, via one or more backhaul links and/or associ-
ated devices for example. In this manner, the cellular BS 114
may provide network access to the mobile devices 102-108,
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4

enabling a mobile device running the eco-enabled applica-
tion, such as Smartphone 108, to communicate with the
dispenser 100.

The Bluetooth® emitter 116 may include suitable logic,
circuitry, interfaces, and/or code that are operable to provide
Bluetooth® based connectivity to communication devices,
such as one or more of the mobile devices 102-108, 1n
adherence with various Bluetooth® and/or Bluetooth® Low
Energy (BLE) standards. The Bluetooth® emitter 116 may
communicate with the mobile core network 110 and/or the
internet 130, via one or more backhaul links and/or associ-
ated devices for example. In this manner, the Bluetooth®
emitter 116 may provide network access to the mobile
devices 102-108, enabling a mobile device running the
eco-enabled application, such as Smartphone 108, to com-
municate with the dispenser 100.

The NFC terminal 118 may include suitable logic, cir-
cuitry, interfaces, and/or code that can provide NFC-based
connectivity to communication devices, such as one or more
of the mobile devices 102-108, 1n adherence with various
short range communication standards such as the Near Field
Communications standards. The NFC terminal 118 may
communicate with the mobile core network 110 and/or the
internet 130, via one or more backhaul links and/or associ-
ated devices for example. In this manner, the NFC terminal
118 may provide network access to the mobile devices
102-108. One example implementation of an NFC terminal
119 1s for use 1n a contactless payment system.

The mobile core network 110 may include suitable logic,
circuitry, mterfaces, and/or code that 1s operable to provide
interfacing and/or connectivity servicing between access
networks, which may be utilized by the mobile devices
102-108, and external data networks such as packet data
networks (PDNs) and/or the mternet 130. The mobile core
network 110 may correspond to one or more service pro-
viders that provide, control, and/or manage network acces-
sibility available via the mobile devices 102-108. In this
regard, the mobile devices 102-108 may access the mobile
core network 110 via the wireless AP 112, the cellular BS
114, the Bluetooth® emitter 116, and/or the NFC terminal
118. The mobile core network 110 may communicate vari-
ous data services, which are provided by external data
networks, to associated user devices such as, for example,
the mobile devices 102-108. In an exemplary aspect of the
disclosure, 1n 1nstances where an eco-system application 1s
provided to a user device such as Smartphone 108, the
mobile core network 110 may be operable to communicate
with the location server 140 to obtain location information
that can be used by the eco-system enabled application.

Each of the mobile devices 102-108 may include suitable
logic, circuitry, interfaces, and/or code for implementing
various aspects of the embodiments disclosed herein. In this
regard, each of the mobile devices 102-108 may be operable
to communicate via a plurality of wired and/or wireless
connections. Each of the mobile devices 102-108 may be
operable, for example, to transmit to and/or receive signals
from one or more of the wireless AP 112, the cellular BS
114, the Bluetooth® emitter 116, NFC terminal 118, the
GNSS network 120, and/or the internet 130. Also, each of
the mobile devices 102-108 may be operable to communi-
cate with, and/or receive services provided by the iternet
130 and/or the mobile core network 110. In this regard, the
mobile devices 102-108 may be operable to utilize eco-
system applications, which can utilize the location server
140.

The GNSS network 120 may include suitable logic,
circuitry, interfaces, and/or code that may provide naviga-
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tion information to land-based devices via satellite links. In
this regard, the GNSS network 120 may include, for
example, the plurality of GNSS satellites 122a-122#, each of
which 1s operable to provide satellite transmissions based on
a global navigation satellite system (GNSS). Exemplary
GNSS systems may include, for example, GPS, GLONASS,
Galileo-based satellite system, Beidou and/or Compass sys-
tems. Accordingly, the GNSS network 120 may be operable
to provide positioning information via downlink satellite
links transmitted from one or more of the plurality of GNSS
satellites 122a-122n to enable land-based devices, such as
the mobile devices 102-108, to determine their locations.
The plurality of GNSS satellites 122q-122» may directly
provide positioning information and/or a land-based device
may utilize satellite transmissions from different satellites to
determine 1ts location using, for example, triangulation
based techniques.

The SRN 150 may include suitable logic, circuitry, inter-
taces, and/or code that 1s operable to collect and/or distribute
data for GNSS satellites on a continuous basis. The SRN 150
may include a plurality of GNSS reference tracking stations
located around the world to provide continuous A-GNSS
coverage 1n both a home network and/or any visited net-
work. In this regard, the SRN 150 may utilize satellite
signals recerved from various GNSS constellations, such as,
for example, the plurality of GNSS satellites 122a-1227 of
the GNSS network 120.

The location server 140 may include suitable logic, cir-
cuitry, interfaces, and/or code that are operable to provide
and/or support location based services (LBS). In this regard,
the location server 140 may be operable to store and/or
process location related information pertaining to commu-
nication devices 1n the system 300, such as one or more of
the mobile devices 102-108. The location information may
be stored 1n a location reference database 142 1n the location
server 140. The location server 140 may be operable to
collect and/or retrieve location imformation from communi-
cation devices. The location server 140 may also be operable
to access additional and/or dedicated entities, such as the
SRN 150 for example, to collect GNSS satellite data, and
may be operable to utilize the collected GNSS satellite data
to generate GNSS assistance data (A-GNSS data) including,
for example, ephemeris data, long term orbit (LTO) data,
reference positions and/or time information. The location
server 140 may communicate the stored location data when
requested to do so.

In operation, the location server 140 may be utilized to
provide location based services (LBS) in the system 300,
such as locating and/or providing directions to a nearby
store, e.g., store 360. The location server 140 may maintain,
for example, the location reference database 142, which may
include elements corresponding to each of the mobile
devices 102-108. The location server 140 may access the
SRN 150 to collect GNSS satellite data, and may utilize the
collected GNSS satellite data to generate GNSS assistance
data (A-GNSS data) pertaining to the mobile devices 102-
108. The location server 140 may also collect and/or retrieve
location mformation directly from the mobile devices 102-
108, and/or from other associated entities that interact with
the mobile devices 102-108 1n the system 300, such as, for
example, the wireless AP 112, the cellular BS 114, the
Bluetooth® emitter 116, and/or the NFC terminal 118. The
retrieved location information may be stored in the location
reference database 142 in the location server 140. The
location server 140 may commumnicate the stored location
data, e.g., when requested to do so. The location reference
database 142, maintained 1n the location server 140, may be
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modified, refined, and/or updated using retrieved location
information. The location information stored and/or main-
tained by the location server 140 may be utilized to augment
and/or substitute for location information received and/or
generated based on communication with the GNSS network
120, for example, when communication with the GNSS
network 120 1s disturbed.

The location data may also be locally generated, and/or
maintained thereaiter by devices and/or entities other than
the location server 140. In this regard, location related data,
which typically may be generated and/or maintained by the
location server 140, may be locally generated, maintained,
and/or used by the mobile devices 102-108, and/or by
service providers thereof. Accordingly, devices and/or enti-
ties that typically may be serviced by the location server
140, such as the mobile devices 102-108, may also perform
location related servicing locally. Furthermore, the locally
generated and/or maintained location related data may be
uploaded from the mobile devices 102-108, and/or service
providers thereot, to the location server 140. Uploading the
location related data may be performed periodically, on
request, and/or based on configuration of the client devices
or entities, and/or the location server 140 1itself.

The location information stored and/or maintained 1n the
location server 140 may be utilized to authenticate, for
example, one or more of the mobile devices 102-108, users
thereof, and/or locations thereof during operations per-
formed by the mobile devices 102-108. In this regard,
service providers, who may provide access servicing to the
mobile devices 102-108, may contact the location server 140
to request that the location server 140 perform authentica-
tion procedures, and/or to obtain information necessary for
performing the authentication procedures. The service pro-
viders may include, for example, cellular, Bluetooth®,
WLAN, and/or NFC services providers. For example, a
service provider of one of the mobile devices 102-108 may
request authenticating the mobile device, 1ts user, and loca-
tion at a given instance. The location server 140 may then
perform the necessary authentication procedures, which may
be based on existing information in the location reference
database 142, which 1s maintained by the location server
140. The location server 140 may also perform authentica-
tion procedures based on current information, which may be
obtained by, for example, communicating with the mobile
device, to verily 1ts present location and/or connectivity
status or parameters. In this regard, the location server 140
may communicate with the mobile device using IP packets
that may be communicated via the imternet 130, which may
be transmitted to and/or received by the mobile device via its
internet connectivity, and/or via 1ts network access via the
wireless AP 112, the cellular BS 114, the Bluetooth® emutter
116, and/or NFC terminal 118.

The internet 130 may include a system of interconnected
networks and/or devices that enable exchange of informa-
tion and/or data among a plurality of nodes, based on one or
more networking standards, including, for example, Internet
Protocol (IP). The internet 130 may enable, for example,
connectivity among a plurality of private and public, aca-
demic, business, and/or government nodes and/or networks,
wherein the physical connectivity may be provided via the
Public Switched Telephone Network (PSTN), utilizing cop-

per wires, fiber-optic cables, wireless interfaces, and/or other
standards-based interfaces.

Various devices and/or user 1dentification information
may be utilized during network access and/or communica-
tions, which may be structured, allocated, and/or assigned
based on the specific wired and/or wireless protocols that are



US 11,477,615 B2

7

used to facilitate any such network access and/or commu-
nication. For example, in GSM and/or WCDMA based
networks, International Mobile Equipment Identity (IMEI)
parameters may be utilized to uniquely i1dentily mobiles
devices, and these IMEI parameters may also be used and/or
traced back to the mobile devices’ users. Service providers
may utilize the device and/or user identification information
to track mobile devices and/or users. The service providers
may track devices and/or users for various reasons, includ-
ing, for example, billing or usage monitoring, and/or to help
locate mobile devices, and/or their users, 1n cases of emer-
gency and/or law enforcement purposes. Tracking of devices
may also be used to provide authorized LBS and/or real-time
device location information which can be utilized by loca-
tion tracking, contact tracing, and notification systems, such
as various embodiments described herein.

FIG. 2A 1s an example computing component 200 that
may be used to implement various features of user location/
contact tracking in accordance with one embodiment of the
disclosed technology. FIG. 2B illustrates an example user
location/contact tracking system architecture 220, and will
be described 1n conjunction with FIG. 2A.

Computing component 200 may be, for example, a server
computer, a controller, or any other similar computing
component capable of processing data. In the example
implementation of FIG. 2A, the computing component 200
includes a hardware processor 202, and machine-readable
storage medium 204. In some embodiments, computing
component 200 may be an embodiment of processor system
implemented 1n a location imnformation requesting entity.

Hardware processor 202 may be one or more central
processing units (CPUs), semiconductor-based micropro-
cessors, and/or other hardware devices suitable for retrieval
and execution of instructions stored in machine-readable
storage medium 204. Hardware processor 202 may fetch,
decode, and execute instructions, such as instructions 206-
212, to control processes or operations for correlating per-
sons and/or events of interest with other persons using
anonymized location-based/cellular usage information. As
an alternative or in addition to retrieving and executing
instructions, hardware processor 202 may include one or
more electronic circuits that include electronic components
for performing the functionality of one or more 1nstructions,
such as a field programmable gate array (FPGA), application
specific integrated circuit (ASIC), or other electronic cir-
cuits.

A machine-readable storage medium, such as machine-
readable storage medium 204, may be any electronic, mag-
netic, optical, or other physical storage device that contains
or stores executable instructions. Thus, machine-readable
storage medium 204 may be, for example, Random Access
Memory (RAM), non-volatile RAM (NVRAM), an Electri-
cally Frasable Programmable Read-Only Memory (EE-
PROM), a storage device, an optical disc, and the like. In
some embodiments, machine-readable storage medium 204
may be a non-transitory storage medium, where the term
“non-transitory” does not encompass transitory propagating
signals. As described in detail below, machine-readable
storage medium 204 may be encoded with executable
instructions, for example, mstructions 206-212. It should be
understood that 1n some embodiments, implementation of
computing component 200 may occur at, or may be part of
mobile core network 110. As noted above, mobile core
network 110 may correspond to one or more service pro-
viders that provide, control, and/or manage network acces-
sibility available via the mobile devices 102-108. Various
embodiments enable action(s) to be taken within individual
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businesses (such as service providers) to identily and/or
gather information regarding events and persons of interest.
One example advantage of this type ol implementation,
versus, €.g., the use of smartphone apps, 1s that users may
choose not to download or not to use an app for location
tracing purposes.

Hardware processor 202 may execute instruction 206 to
retrieve the location history associated with an i1dentified
person of interest, e.g. upon receiving consent, and upon
collection of mobile device 1dentification information asso-
ciated with the person of interest, along with relevant
personal information. Referring to FIG. 2B, a person of
interest may be i1dentified at 222. Identification of a person
of interest can occur through a variety of mechanisms. In the
context of a missing person, 1dentification may come
through a municipal or governmental entity imtiating a
missing persons search/alert. In other embodiments, person
of interest identification information may occur vis-a-vis a
911 dispatcher entering information into a dispatch terminal.
In some embodiments, 1dentification of a person of interest
may come from citizen report, even the person of interest
him/herself, e.g., 1n the case of self-reporting, such as 1 a
contagion context, in which case i1dentification may occur
vis-a-vis reporting by a health care provider/system.

Collection of mobile device information along with other
relevant information (with consent) at 224 may occur by
way of human interviewing, requesting the person of interest
or related person with authority to provide the requisite
information personally, and/or through an automated mecha-
nism, such as via website, over a commumcations (e.g.,
telephony, video conference, etc.) session, and the like. In
some embodiments, and 1n the event consent 1s not received,
location information may still be approximated as that where
consent was sought. Mobile device information may be
certain 1dentification information, such as the user’s cellular
telephone number associated with his/her mobile device.
Although there may be other identilying information asso-
ciated with mobile devices, e.g., International Mobile Equip-
ment Identity (IMEI) information, or the 5G equivalent,
permanent equipment identifier (PEI), etc., such information
can be discovered using the telephone number, and tele-
phone numbers are more easily recalled.

In order to determine other persons that may have shared
a location(s) with a person of interest or who may have been
present at an event of interest, this collected information can
be used to determine a carrier(s) associated with the mobile
device information. Accordingly, a federal database, e.g., the
Federal Communications Commission’s full mobile number
portability (FMNP) database 226 may be accessed with the
collected information to discern what carrier 1s currently
providing service to the cellular telephone number. There-
aiter, location history retrieval can be eflectuated by access-
ing or querying the appropnate carrier LBS archive 228 to
obtain location-based services records associated with the
collected mobile device information. In the context of events
ol iterest, persons known to have been present/attended
vis-a-vis guest lists, for example, may be contacted, asked
for their consent, and their respective cellular telephone
numbers may be used to retrieve location mformation (so
that other persons not covered/included on such lists may be
correlated and ultimately notified).

In some embodiments carrier LBS archive 228 may
contain data derived from cellular telephone macro-cell
location data and GPS data. The amount of data maintained
in carrier LBS archive 228 can difler depending on the
situation. When there 1s no recent event of interest for
example, two weeks of rolling data may be suflicient to
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maintain. However, data captured across a larger time win-
dow can be maintained when a recent event of interest has
occurred.

Returning to FIG. 2A, hardware processor may execute
instruction 208 to anonymize the mobile device identifica-
tion information and relevant personal information. In some
embodiments, a cellular telephony number may be used,
only mitially, to retrieve prior location history associated
with the mobile device. Thereafter, this mobile device
identification information can be anonymized using various
mechanisms, €.g., hashing, association with random index
number, etc. In some examples, to protect the privacy of a
subscriber, the name or any other 1dentifying information of
a user/subscriber 1s not shared. As will be described 1n
greater detail below, a person of mterest’s cellular telephone
number may be visible to a carrier only 1nitially 1n order to
retrieve the person of interest’s location history. Afterwards,
the person of interest’s cellular telephone number and/or
other 1dentilying information known then (or later-obtained
alter accessing a carrier’s LBS archuve (228) may be
scrubbed or otherwise anonymized. Thus, any resulting
notifications sent to other users/subscribers regarding the
person ol interest’s location, the location of an event of
interest, etc. are devoid of any identifying information. In
some embodiments, even the timing (precise or within some
determined window) of contact with a person of interest or
presence at an event of interest 1s not shared vis-a-vis the
notifications to prevent a notified user/subscriber.

Each carrier may implement 1ts own specific data struc-
ture(s). Thus, an API can be used by an entity, such as a
health organization, a municipal or governmental enforce-
ment agency, or any other entity interested in determiming,
such location information to access the location history
information contained in the carrier LBS archive 228 data-
sets. In some embodiments, the API can be configured for
single and batch pulls of particular mobile device identifiers,
¢.g., an 1nternational mobile subscriber 1dentity (IMSI) or
similar 1dentifier, e.g., subscriber permanent identifier
(SUPI), etc. For example, for a person of interest location
history retrieval, a single IMSI may be pulled by the API,
whereas 1n the case of an event of interest-associated loca-
tion history, a batch IMSI pull may be used. Thus, using the
API, a requesting entity can obtain location (and time of
presence/contact at a location) information associated with
the person of interest or the event of interest. In addition to
IMSI retrieval, media access control (MAC)-derived records
indicative ol WikF1 usage may also be obtained.

It should be noted that carrier LBS archive 228, in some
embodiments, uses the API layer as a security function by
replying to queries only via the API received from a source,
¢.g., requesting enftity, that has an appropriate encryption
key. Key holders may include national or state authorities
that are legally authorized to govern, e.g., tracking efforts.
Encryption use can be twoiold. First, preventing (via the
API), the exposure of location histories of anyone not
participating in tracking interviews enables dual traceability
in such queries from both the originating agency and the
responding carrier. Second, security governance can be
established 1n the context of limiting those entities that are
cnabled to implement/run tracking queries to a list/*“inven-
tory” of legally authorized health entities. In some embodi-
ments, the API provides an interface between a requesting,
entity information technology (IT)-type API call and a
RADIUS/Diameter-type request typically used 1n telecom-
munications networks for accessing carrier LBS archive
228. For example, a convergent mediation mechanism/
plattorm typically used by carriers to integrate prepaid/
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postpaid services over its networks can be adapted for use in
obtaining the location history. The use of a Diameter mes-
sage broker to retrieve both the relevant subscriber details
and the location-based services history enables compatibil-
ity with the existing messaging standards governming produc-
tion cellular networks. Moreover, the use of such a message
broker enables the creation of a viable translation layer to
adapt data formats housed within a given carrier’s subscriber
and/or location-based services data structures, and the stan-
dardized format used in tracking systems/apparatuses of
relevant agencies.

A further, optional mechanism for securing the environ-
ment can be provided by aligning to networks using cloud
implementations that can include a secure API layer, fire-
walled access, dedicated or air-gapped network circuits,
where the cloud implementations may be instantiated with a
soltware-defined perimeter or architecture. In other embodi-
ments, the cloud implementation can simply involve an API
bonded to matching cryptographic keys on Multiprotocol
Label Switching (MPLS) routes between network nodes/
clements. Ultimately, any implementation should be 1nac-
cessible via public internet pathways, and should not be
vulnerable to public attempts to gain malicious access or
eflectuate an attack on the environment. Moreover, there
should be a clear security demarcation between carrier data
and any use (e.g., governmental use) of the carrier data so
that other entities, like a government resource cannot access
the carner data for another purpose(s).

As one example, securing the environment can be pro-
vided by aligning to networks already secured for govern-
mental use 1n FEDRAMP cloud network pathways. By
placing agency applications within the FEDRAMP cloud as
secured by the carrier networks, the interchange of data
between the carrier message broker and the cloud recipient
application can be partitioned from the public internet and/or
security vulnerabilities of said networks.

Once the location of a person of interest has been deter-
mined and the personal information of the person of interest
has been anonymized, that location history information can
be shared with the carrier so that the carrier can eflectuate
subscriber correlation based on the location history infor-
mation. As illustrated 1n FIG. 2B, and as alluded to above,
a carrier’s location-based services archive 228 may be
accessed upon receipt of the person of interest (or event of
interest) information being collected and anonymized.

In some embodiments, additional information collection
at 207 can be performed by the location information request-
ing entity. Such additional information collection may
involve refining the information regarding the person or
event of interest. For example, 1n the case of a person who
has had contact with a person tleeing custody or a kidnapee/
kidnapper, an interviewer, such as an enforcement or 1mnves-
tigatory agent may be guided to ask further questions to
refine a risk vector, contact vector, etc. associated with the
person or event of interest. A vector 1n this case may include
the following: a location frequently visited by a person of
interest, a location that person of interest may have recently
visited for extended periods of time, a last known direction
said individual was travelling when last visible to the
location service, etc.

As 1illustrated 1n FIG. 2A, hardware processor 202 may
execute instruction 210 to request and receive correlation
information regarding current/past neighboring persons and
the 1dentified person of interest (ol event of interest). Cor-
relation 1n some embodiments can mvolve a determination
regarding correlating personal contact and/or presence near
a person ol interest/event of interest. That 1s, and 1n the case
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of a carrier implementation, the carrier may correlate the
presence of a person of interest to other subscribers in
specific proximities for specific durations and/or in common
locations if mutual presence within such common locations
occurred within a defined span of time. Hardware processor
202 may also execute mnstruction 212 to perform location-
based correlation. That 1s, correlation could occur at an
aggregate level from a health agency as they see the results
of the tracking or tracing interviews, correlating common
location or events of interest that spawn or result 1n contact
between persons of interest, for example. As such, agencies
are enabled to make a decision on whether to notity all
individuals/subscribers (including those who may not have
been using a mobile device) that were at a given event to
seek advice, testing, to notily relevant personnel of a need to
address and/or perform remediation actions at such loca-
tions.

Regarding subscriber correlation, a carrier, upon receiv-
ing mobile device identification information/relevant person
ol interest information, may apply a correlation model/logic
via a correlation engine to determine (based on a particular
context around which a location history request 1s made)
what other subscribers/users may have been co-located with
the person of interest and/or also present at an event of
interest. The details of such a correlation model/logic are
described 1n greater detail below, but 1t should be understood
that the correlation model 1s executed at the respective
carrier(s). In this way, the location imnformation requesting
entity has no authority to access/see an underlying data set.
Rather, a correlation model, which can be developed/con-
figured by the location imnformation requesting entity, may
comprise an algorithm kernel that can be passed to the
carrier(s) and executed therein. Moreover, a geo-fence can
be set by the location information requesting entity to
provide the boundanes/thresholds for determining sub-
scriber correlation relative to a particular location(s).

Referring again to FIG. 2B, at 230, notifications can be
sent to subscribers determined to be correlated to the person
ol mterest/event of 1nterest upon confirmation of a correla-
tion to one or more other users/subscribers. For example, a
carrier may transmit a message, €.g., email, short message
service (SMS) message, or other notification to a mobile
device of a subscriber that may have had contact with the
person of interest, may have been present at the event of
interest, etc. In some embodiments, the content of such
notifications can vary and can be configured according to the
particular context/specifics of situation. For example, the
notification may contact a link to additional detail regarding,
¢.g., a contact location, generalized time ranges (recalling
exact times of contact/presence are not revealed), as well as
a provision to opt out of any further notifications. Accord-
ingly, notifications can be sent through a carrier’s IP mul-
timedia subsystem 232 to the subscribers 234 confirmed to
be correlated with the person or event of interest. A web
portal 236 can be used to host the additional detail regarding,
the person or event of interest. It should be noted that in
accordance with some embodiments, traditional notifica-
tions may be used at 238 to supplement the aforementioned
notification at 230, e.g., broadcast alerts, print-based noti-
fications, etc.

It should be noted that FIG. 2B illustrates a single carrier
instance, but various embodiments contemplate the ability to
retrieve location history, perform subscriber/location corre-
lation, etc. across multiple carriers/carrier instances. For
example, a person ol interest may use multiple mobile
devices associated with different service providers/carriers.
Additionally, 1n order to perform accurate/complete corre-
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lation to other subscribers that may have been proximate to
the person of interest and/or the event of interest, known
carriers providing service 1n a determined location(s) may be
accessed and informed so that each of the carriers may
perform the requisite correlation to their own subscribers/
users.

FIG. 3A illustrates an example cellular network 300 from
which a carrier LBS archive 306 (which may be an embodi-
ment of carrier LBS archive 228) can be derived. FIG. 3B 1s
an example computing component 310 that may be used to
implement various features of user location/contact tracking
in accordance with one embodiment of the disclosed tech-
nology, such as, e.g., a carrier network management server/
plattorm. It can be assumed that carriers will seek to
implement a new location-based services archive system
(parallel to existing location-based services data reposito-
ries) specific to the disclosed tracking/correlation system,
and to execute correlation logics local to that system. In this
way, data and execution logic can be partitioned from
commercial applications associated with location-based ser-
vices, using regulated/mandated governance of the data 1n a
manner that does not entangle theirr commercial location
assets. FIG. 3C illustrates an example of data flattening 1n
accordance with one embodiment. FIGS. 3A-3C will be
described in conjunction with each other.

Computing component 310 may be, for example, a server
computer, a controller, or any other similar computing
component capable of processing data. In the example
implementation of FIG. 3A, the computing component 300
includes a hardware processor 302, and machine-readable
storage medium 304. In some embodiments, computing
component 300 may be an embodiment of processor system
implemented 1n a location information requesting entity.

Hardware processor 302 may be one or more central
processing units (CPUs), semiconductor-based micropro-
cessors, and/or other hardware devices suitable for retrieval
and execution of instructions stored in machine-readable
storage medium 304. Hardware processor 302 may fetch,
decode, and execute instructions, such as instructions 306-
212, to control processes or operations for collecting, tlat-
tening, and obfuscating data sets, as well as transmitting
targeted noftifications. As an alternative or in addition to
retrieving and executing instructions, hardware processor
302 may include one or more electronic circuits that include
clectronic components for performing the functionality of
one or more instructions, such as a field programmable gate
array (FPGA), application specific integrated circuit (ASIC),
or other electronic circuits.

A machine-readable storage medium, such as machine-
readable storage medium 304, may be any electronic, mag-
netic, optical, or other physical storage device that contains
or stores executable instructions. Thus, machine-readable
storage medium 304 may be, for example, Random Access
Memory (RAM), non-volatile RAM (NVRAM), an Electri-
cally Erasable Programmable Read-Only Memory (EE-
PROM), a storage device, an optical disc, and the like. In
some embodiments, machine-readable storage medium 304
may be a non-transitory storage medium, where the term
“non-transitory” does not encompass transitory propagating
signals. As described 1 detail below, machine-readable
storage medium 304 may be encoded with executable
istructions, for example, mstructions 306-312.

As noted above, the data sets required for location and
subscriber correlation tend to be heavy columnar structures
sitting on top of write-intensive distributed nodes across
carrier network aggregation sites. Referring to FIG. 3A, cell
towers 302a-302; may represent cell towers from which
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subscribers of a carrier may receive communications ser-
vices via their mobile devices, e.g., cellular telephones.
Carrier network aggregation sites may be mobile switching
centers (MSCs) 304A-304D. MSCs 304A-304D may be
used as carrier network aggregation sites because MSCs are
generally the primary service delivery node for wireless
telecommunications services, and are responsible for routing,
calls and other communications to/from mobile devices.
Hence, information relevant or pertinent to determining
locations of users or subscribers and correlating those users
or subscribers to persons or events of interest can be gleaned
from MSCs. As described above with reference to FIG. 1,
location server 140 may be operable to store and/or process
location related information pertaining to mobile devices of
a carrier’s network(s), and the location mnformation may be
stored 1n a location reference database 142 in the location
server 140. Thus, MSCs 304A-304D may access this loca-
tion information or this location information may be
accessed through MSCs 304A-304D. MSCs 304A-304D
may each oflload the requisite location-based services data
to central archive 306.

That 1s, hardware processor 312 may execute instruction
316 to collect datasets from distributed nodes at a central
repository.

Referring to FIG. 3C, an 1nitial data structure may include
an account number, €.g., a subscriber account number, IMSI,
MAC, and/or service start date information. That 1nitial data
structure 300 can be mapped to the following information
which, as noted above, can be derived from MSC data:
source type; source ID; time (duration); LBS location lati-
tude reference; LBS location longitude reference; time
stamp; GPS latitude reference; GPS longitude reference; and
E911 floor reference. It should be noted that the presence of
a subscriber at a location of interest may be gathered
periodically, e.g. every few minutes, or continuously. Thus,
the mmitial data structure 300 may include both a time
(duration) data as well as specific time stamp data.

Once centralized, the 1nitial data structure 330 1s flattened
into a flattened data structure 332. That 1s, hardware pro-
cessor 312 may execute instruction 318 to flatten the data
structure of the collected datasets 1into a location and dura-
tion-optimized structure. The flattened data structure 332
can be optimized for providing location and time-at-loca-
tion/duration information. That 1s, rather than accessing
multiple layers/levels of information, and having to consider
mappings/relationships between different layers/levels/
tuples, a single data structure can be referenced to determine
location (and time) information in response to a location
information request from a requesting entity. As 1llustrated
in FI1G. 3C, the flattened data structure 332 includes a single
layer or table (or less than that of the initial data structure
330). Moreover, the resulting dataset may include the fol-
lowing information: account; IMSI; MAC; latitude refer-
ence; longitude reference; E911 floor reference; begin time
(at the location); geographical ID source type; and/or dura-
tion (at the location). The geographical ID source type data
can refer to the source of the location coordinates: whether
they came from a Wi-F1 location, cellular triangulation, or
GPS coordinates supplied by a subscriber’s handset. It
should be understood that each source may have a different
accuracy radius, and may produce different correlation logic
tolerances. Flatteming of the data server to shiit from having
a record of each known location by the time 1t was gathered
into specific defined periods during which a subscriber was
at a particular location (in a given coordinate set). As such,
what might have been a large number of rows, e.g., hundreds
or thousands, for an individual who spent a significant
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period of time 1n a given location, e.g., on the order of hours,
can be reduced to a single row signifying the beginning and
end of their presence 1n a given location.

It should be noted that a particular order sequencing
associated with preferred location logics 1 order of fine-
grained location attribute can be effectuated. For instance,
small-cell location based services information or distributed
antenna system location based service information may be
prioritized first, followed by GPS information, followed by
microcell location based services information. Because RF
location technologies may have different accuracies (e.g.,
+/-2 meters versus, €.g., +/—10 meters, for istance), when
multiple location types are available, 1t may be preferable to
use more accurate and narrower location coordinate sets
rather than similar location data obtained from a source with
a wider error range in the same time period.

As alluded to above, personal identifying information 1s
to be scrubbed, hidden, or otherwise kept from the location
information requesting entity (in terms of subscribers cor-
related to a person or event of interest) and from the carrier
during the correlation phase. That 1s, as described above, a
person ol interest, for example, may be identified and a
location information regarding the person of interest may be
obtained. However, operations thereafter, even at the carrier
level, are devoid of any personally 1dentifiable information,
e.g., so the carrier 1s not aware of to whom (or to what event)
subscribers are being correlated. Thus, when a person of
interest’s location data set 1s retrieved pursuant to a request,
the location requesting entity may provide a cross-record
“case-ID” that can be transmitted to the carrier(s) for cor-
relation and notification purposes.

That 1s, hardware processor 312 executes instruction 320
to perform a correlation operation. In particular, the corre-
lation operation functions to relate a person or event of
interest to one or more wireless communication carrier
subscribers. As 1llustrated 1n FIG. 3C, flattened and obfus-
cated data structure 334 includes location and time infor-
mation, but no longer includes 1dentitying information, e.g.,
account number, IMSI, or MAC information.

In terms of correlation, and as alluded to above, the
correlation of subscribers or users to a person or event of
interest can include parameter-driven remote correlation. In
conventional correlation models, queries and correlation are
executed centrally. However, engines that execute correla-
tion logic based on conventional correlation models typi-
cally have direct authority to view and query the underlying
data set. In accordance with various embodiments, the
correlation model/logic assumes the location information
requesting entity seeking to execute the correlation has no
authority to see the underlying dataset, either in full or
obfuscated capacity.

In accordance with some embodiments, an algorithm
kernel 1s constructed which can be passed to a remote
location and executed within the privacy of that environ-
ment. Moreover, the contemplated correlation engine
executing the remotely executable correlation model 340
(1llustrated in FIG. 3D) may be configured as a set of nested
execution logics, such that parameters can be modified
and/or placed in different priority sequences for a given
analytic run. That 1s, instead of passing just the parameters
themselves (e.g., distance, time, duration, location type), the
parameters can be passed 1n a specific logical ordering that
might be different depending the context, event of interest,
person of interest, particular request(s), etc. For example, in
the case of non-contact-based event, the shared presence of
two individuals 1n the same place at the same time can
represent a correlation sequence—time and location at an
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equivalent level. In the case of a contact-based event, for
example, the common location may be the first variable 1n
the correlation logic, even after several hours of contact with
a person ol interest. By enabling the correlation algorithm
kernel to specily such parameters, threshold values associ-
ated with the parameters, and the sequence by which the
parameters are used in sequence, the remotely executed
correlation model 340 can be adapted for use with a wide
range of different scenarios.

In particular, remotely executed correlation model 340
may include an analysis metadata component 342 that can
establish defimitions for the tracking functions of a particular
correlation run or instance. The established definitions can
include definitions of specific events of this analytic kernel,
the version of the kernel, and pointers associated to its
source and destination outputs. Execution logic sequence
344 can refer to the code execution function of the variables/
parameters to be correlated, inclusive of secondary logic that
can be used when portions of source parameters are not
available. A parameter set definition 346 can refer to param-
cter definitions for all variables included in the execution
logic, while parameter range specifications 348 can refer to
test values and value ranges used within an execution layer.

Parameter data translation map 350 can refer to a trans-
lation map of the parameters in the execution kernel to the
data structures inside the commercial entity that will execute
the correlation. This enables the use of varniable data struc-
tures found in different businesses, while still enabling a
common correlation logic to be executed consistently
despite the variability between those business’ data struc-
tures. Parameter data translation map 350 can be unspecified
until the remotely executed correlation model 340 1s defined
and distributed, as 1t must be supplied by those inside the
business 1n question based upon their mastery of their own
data structures and definitions. Upon delivery of the execu-
tion logic/sequence 344 to the separate businesses 1nto
which the logic will be executed, the individual companies
supply the data field mappings to the parameters within the
execution kernel, completing the remote execution correla-
tion model.

Thereafter, hardware processor 312 may execute instruc-
tion 322 to transmit a targeted notification to those subscrib-
ers or users correlated with the person or event of interest.

FIG. 4 depicts a block diagram of an example computer
system 400 1n which various embodiments described herein
may be implemented. The computer system 400 1ncludes a
bus 402 or other communication mechanism for communi-
cating information, one or more hardware processors 404
coupled with bus 402 for processing information. Hardware
processor(s) 404 may be, for example, one or more general
PUrpose miCroprocessors.

The computer system 400 also includes a main memory
406, such as a random access memory (RAM), cache and/or
other dynamic storage devices, coupled to bus 402 {for
storing information and instructions to be executed by
processor 404. Main memory 406 also may be used for
storing temporary variables or other intermediate informa-
tion during execution ol instructions to be executed by
processor 404. Such structions, when stored in storage
media accessible to processor 404, render computer system
400 mto a special-purpose machine that 1s customized to
perform the operations specified 1n the instructions.

The computer system 400 further includes a read only
memory (ROM) 408 or other static storage device coupled
to bus 402 for storing static information and instructions for
processor 404. A storage device 410, such as a magnetic
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disk, optical disk, or USB thumb drive (Flash drive), etc., 1s
provided and coupled to bus 402 for storing information and
instructions.

The computer system 400 may be coupled via bus 402 to
a display 412, such as a liquid crystal display (LCD) (or
touch screen), for displaying information to a computer user.
An input device 414, including alphanumeric and other
keys, 1s coupled to bus 402 for communicating information
and command selections to processor 404. Another type of
user input device 1s cursor control 416, such as a mouse, a
trackball, or cursor direction keys for communicating direc-
tion information and command selections to processor 404
and for controlling cursor movement on display 412. In
some embodiments, the same direction information and
command selections as cursor control may be implemented
via recerving touches on a touch screen without a cursor.

The computing system 400 may include a user interface
module to implement a GUI that may be stored 1n a mass
storage device as executable software codes that are
executed by the computing device(s). This and other mod-
ules may include, by way of example, components, such as
soltware components, object-oriented software components,
class components and task components, processes, fons,
attributes, procedures, subroutines, segments ol program
code, drivers, firmware, microcode, circuitry, data, data-
bases, data structures, tables, arrays, and variables.

In general, the word “component,” “engine,” “system,”
“database,” data store,” and the like, as used herein, can refer
to logic embodied in hardware or firmware, or to a collection
of software 1instructions, possibly having entry and exit
points, written 1n a programming language, such as, for
example, Java, C or C++. A soltware component may be
compiled and linked 1nto an executable program, installed 1n
a dynamic link library, or may be written 1n an interpreted
programming language such as, for example, BASIC, Perl,
or Python. It will be appreciated that software components
may be callable from other components or from themselves,
and/or may be invoked in response to detected events or
interrupts. Software components configured for execution
on computing devices may be provided on a computer
readable medium, such as a compact disc, digital video disc,
flash drive, magnetic disc, or any other tangible medium, or
as a digital download (and may be originally stored 1n a
compressed or installable format that requires installation,
decompression or decryption prior to execution). Such sofit-
ware code may be stored, partially or fully, on a memory
device of the executing computing device, for execution by
the computing device. Software 1nstructions may be embed-
ded 1n firmware, such as an EPROM. It will be further
appreciated that hardware components may be comprised of
connected logic units, such as gates and tlip-tlops, and/or
may be comprised of programmable units, such as program-
mable gate arrays or processors.

The computer system 400 may implement the techniques
described herein using customized hard-wired logic, one or
more ASICs or FPGAs, firmware and/or program logic
which in combination with the computer system causes or
programs computer system 400 to be a special-purpose
machine. According to one embodiment, the techniques
herein are performed by computer system 400 in response to
processor(s) 404 executing one or more sequences of one or
more instructions contained in maimn memory 406. Such
instructions may be read nto main memory 406 from
another storage medium, such as storage device 410. Execu-
tion of the sequences of instructions contained 1n main
memory 406 causes processor(s) 404 to perform the process
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steps described herein. In alternative embodiments, hard-
wired circuitry may be used in place of or 1n combination
with software instructions.

The term “‘non-transitory media,” and similar terms, as
used herein refers to any media that store data and/or
instructions that cause a machine to operate 1 a specific

fashion. Such non-transitory media may comprise non-
volatile media and/or volatile media. Non-volatile media
includes, for example, optical or magnetic disks, such as
storage device 410. Volatile media includes dynamic
memory, such as main memory 406. Common forms of
non-transitory media include, for example, a tloppy disk, a
flexible disk, hard disk, solid state drive, magnetic tape, or
any other magnetic data storage medium, a CD-ROM, any

other optical data storage medium, any physical medium
with patterns of holes, a RAM, a PROM, and EPROM, a
FLASH-EPROM, NVRAM, any other memory chip or

cartridge, and networked versions of the same.

Non-transitory media 1s distinct from but may be used 1n
conjunction with transmission media. Transmission media
participates 1n transferring information between non-transi-
tory media. For example, transmission media includes
coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 402. Transmission media can also
take the form of acoustic or light waves, such as those
generated during radio-wave and infra-red data communi-
cations.

The computer system 400 also includes a communication
interface 418 coupled to bus 402. Network interface 418
provides a two-way data communication coupling to one or
more network links that are connected to one or more local
networks. For example, communication interface 418 may
be an integrated services digital network (ISDN) card, cable
modem, satellite modem, or a modem to provide a data
communication connection to a corresponding type of tele-
phone line. As another example, network interface 418 may
be a local area network (LAN) card to provide a data
communication connection to a compatible LAN (or WAN
component to communicate with a WAN). Wireless links
may also be implemented. In any such implementation,
network interface 418 sends and receives electrical, electro-
magnetic or optical signals that carry digital data streams
representing various types of information.

A network link typically provides data communication
through one or more networks to other data devices. For
example, a network link may provide a connection through
local network to a host computer or to data equipment
operated by an Internet Service Provider (ISP). The ISP 1n
turn provides data communication services through the
world wide packet data communication network now com-
monly referred to as the “Internet.” Local network and
Internet both use electrical, electromagnetic or optical sig-
nals that carry digital data streams. The signals through the
vartous networks and the signals on network link and
through communication mterface 418, which carry the digi-
tal data to and from computer system 400, are example
forms of transmission media.

The computer system 400 can send messages and receive
data, including program code, through the network(s), net-
work link and communication interface 418. In the Internet
example, a server might transmit a requested code for an
application program through the Internet, the ISP, the local
network and the communication interface 418.

The received code may be executed by processor 404 as
it 1s received, and/or stored in storage device 410, or other
non-volatile storage for later execution.
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Each of the processes, methods, and algorithms described
in the preceding sections may be embodied 1n, and fully or
partially automated by, code components executed by one or
more computer systems or computer processors comprising
computer hardware. The one or more computer systems or
computer processors may also operate to support perfor-
mance of the relevant operations 1 a “cloud computing”
environment or as a “software as a service” (SaaS). The
processes and algorithms may be implemented partially or
wholly 1n application-specific circuitry. The various features
and processes described above may be used independently
of one another, or may be combined in various ways.
Different combinations and sub-combinations are intended
to fall within the scope of this disclosure, and certain method
or process blocks may be omitted 1n some 1implementations.
The methods and processes described herein are also not
limited to any particular sequence, and the blocks or states
relating thereto can be performed 1n other sequences that are
appropriate, or may be performed 1n parallel, or in some
other manner. Blocks or states may be added to or removed
from the disclosed example embodiments. The performance
of certain of the operations or processes may be distributed
among computer systems or computers processors, not only
residing within a single machine, but deployed across a
number of machines.

As used herein, a circuit or component might be 1mple-
mented utilizing any form of hardware, software, or a
combination thereof. For example, one or more processors,
controllers, ASICs, PLAs, PALs, CPLDs, FPGAs, logical
components, soltware routines or other mechanisms might
be implemented to make up a circuit. In implementation, the
various circuits or components described herein might be
implemented as discrete circuits/components or the func-
tions and features described can be shared in part or 1n total
among one or more circuits/components. Even though vari-
ous features or elements of functionality may be individually
described or claimed as separate circuits/components, these
teatures and functionality can be shared among one or more
common circuits/components, and such description shall not
require or 1mply that separate circuits/components are
required to implement such features or functionality. Where
a circuit/component 1s implemented in whole or 1n part using
soltware, such software can be implemented to operate with
a computing or processing system capable of carrying out
the functionality described with respect thereto, such as
computer system 400.

As used herein, the term “or” may be construed 1n either
an 1nclusive or exclusive sense. Moreover, the description of
resources, operations, or structures 1n the singular shall not
be read to exclude the plural. Conditional language, such as,
among others, “can,” “could,” “might,” or “may,” unless
specifically stated otherwise, or otherwise understood within
the context as used, 1s generally intended to convey that
certain embodiments include, while other embodiments do
not include, certain features, elements and/or steps.

Terms and phrases used 1n this document, and variations
thereof, unless otherwise expressly stated, should be con-
strued as open ended as opposed to limiting. Adjectives such
as ‘“‘conventional,” “traditional,” “normal,” ‘“standard,”
“known,” and terms of similar meaning should not be
construed as limiting the item described to a given time
period or to an 1tem available as of a given time, but 1nstead
should be read to encompass conventional, traditional, nor-
mal, or standard technologies that may be available or
known now or at any time in the future. The presence of
broadening words and phrases such as “one or more,” “at
least,” “but not limited to” or other like phrases 1n some
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instances shall not be read to mean that the narrower case 1s
intended or required 1n instances where such broadening
phrases may be absent.

What 1s claimed 1s:

1. A system, comprising:

a processor; and

a memory unit storing computer code that when executed

causes the processor to:

aggregate a plurality of location-based data elements
assoclated with usage of a mobile device mnto a
location and duration information dataset;

flatten the location and duration information dataset
into a location and duration information dataset
consumable by a plurality of entities;

anonymize the location and duration information data-
set;

based on correlation logic specific to each of the
plurality of enfities, define a remotely executable
correlation model and construct an algorithm kernel
representative of the remotely executed correlation
model, wherein the remotely executable correlation
model comprises an analysis metadata component
defining tracking functions of an executed instance
of the remotely executable correlation model, event
categories, algorithm kernel version, and algorithm
kernel source and destination output pointers; and

execute the remotely executable correlation model at
cach of the plurality of entities.

2. The system of claim 1, wherein the remotely executable
correlation model comprises a set of nested execution logics
ecnabling at least one of customized modification of param-
eters reflecting the location and duration information dataset
and customized logical ordering of the parameters.

3. The system of claim 1, wherein the customized logical
ordering represents a priority sequence according to which
the parameters are passed to the nested execution logics
during execution of the remotely executable correlation
model depending upon an event of interest or person of
interest associated with the location and duration informa-
tion dataset.

4. The system of claim 1, wherein the remotely executable
correlation model comprises a parameter data translation
component, the parameter data translation component com-
prising a translation map relating parameters reflecting the
location and duration information dataset to entity-specific
data structures.

5. The system of claim 1, wherein the computer code that
when executed causes the processor to flatten the location
and duration information dataset further causes the proces-
sor to generate a flattened data structure comprising a single
layer location and duration information dataset retlecting
mapped relationships between mobile device identifying
information, and location and duration information associ-
ated with the mobile device relative to at least one of an
event of interest and a person of interest.

6. The system of claim 5, wherein the computer code
turther causes the processor to obiuscate the tlattened data
structure such that the mobile device identifying information
1s removed from the flattened data structure.

7. The system of claim 1, wherein the aggregated plurality
of location-based data elements further 1s obtained pursuant
to determining a carrier providing service to the mobile
device, and querying of a location-based services archive of
the carrier.

8. The system of claim 7, wherein the querying of the
location-based services archive further 1s performed pursu-
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ant to accessing the location-based services archive using an
application programming interface (API).

9. The system of claim 8, wherein the API comprises one
of a single-pull or batch-pull API, the single-pull or batch-
pull API providing an interface between an information
technology (IT)-type API call of the system and a message
broker-type request of the carrier.

10. The system of claim 1, wherein the computer code that
when executed causes the processor to execute the remotely
executable correlation model further causes the processor to
correlate presence of a person of interest to a subscriber of
a carrier providing service to a mobile device 1n accordance
with at least one of an entity-specified proximity and entity-
specified duration.

11. The system of claim 10, wherein the computer code
that when executed causes the processor to execute the
remotely executable correlation model further causes the
processor to correlate location of an event of interest to a
subscriber of a carrier providing service to the mobile device
in accordance with at least one of the enfity-specified
proximity and the entity-specified duration.

12. The system of claim 1, wherein the remotely execut-
able correlation model comprises a parameter data transla-
tion component, the parameter data translation component
comprising a translation map relating parameters reflecting
the location and duration information dataset to enfity-
specific data structures set forth by an entity from which a
request for historical location information was received.

13. A system, comprising:

a processor; and

a memory unit storing computer code that when executed

causes the processor to:

collect datasets from distributed nodes at a central
repository of a wireless communications carrier in
response to receiving a request for historical location
information associated with an identified person of
interest or event of interest at a wireless communi-
cations carrier location-based services archive;

flatten a data structure of the collected datasets into a
location and duration-optimized structure, wherein
the location and duration-optimized structure com-
prises a single layer location and duration informa-
tion dataset reflecting mapped relationships between
mobile device 1dentifying information, and location
and duration information associated with each of the
one or more subscribers and the event of 1nterest of
the person of interest;

obfuscate the flattened data structure such that the
mobile device identilying information 1s removed
from the flattened data structure;

correlate the person of interest or the event of interest
to one or more subscribers of the wireless commu-
nications carrier; and

transmit a targeted notification to the one or more
subscribers regarding the correlation.

14. The system of claim 13, wherein the computer code
that when executed causes the processor to correlate the
person of interest or the event of interest to the one or more
subscribers of the wireless communications carrier further
causes the processor to execute a remotely executable cor-
relation model comprising an analysis metadata component
defining tracking functions of an executed instance of the
remotely executable correlation model, event categories, a
version of an algorithm kernel instantiating the remotely
executable correlation mode, and the algorithm kemnel
source and destination output pointers.
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15. The system of claim 14, wherein the remotely execut- flatten the location and duration information dataset
able correlation model comprises a set of nested execution into a location and duration information dataset
logics enabling at least one of customized modification of consumable by a plurality of entities:

parameters reflecting the location and duration information

dataset and customized logical ordering of the parameters. s anonymize the location and duration information data-

16. The system of claim 135, wherein the customized set;
logical ordering represents a priority sequence according to based on correlation logic specific to each of the
which the parameters are passed to the nested execution plurality of entities, define a remotely executable
logics during execution of the remotely executable correla- correlation model, wherein the remotely executable
tion model depending upon the event of interest or the correlation model comprises a set of nested execu-
person of interest. o tion logics enabling at least one of customized modi-
I'7. A system, comprising: fication of parameters reflecting the location and
a processor; and duration information dataset and customized logical

a memory unit storing computer code that when executed
causes the processor to:
aggregate a plurality of location-based data elements
assoclated with usage of a mobile device mto a
location and duration information dataset; I

ordering of the parameters; and

15 execute the remotely executable correlation model at
cach of the plurality of entities.
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