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FIG. 4A
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Create CTI-FQDN-DB Database
From CTI-INDICATOR-DB

405

Initialize EDCL
410

Query DNS For Existence of ESNI RR
Record for each FOQDN in CTI-FQDN-DB
415

Does
FOQDN’s Domain
Support ESNI?
420

NO

YES

Query DNS to Resolve FQDN’s IP Address
425

Does
P Address Exist in
EDCL?

430

YES

Append FQDN to the List of FQDNs

in CTI-ESNI-Domains Field
440
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Create New E.ntry in EDCL
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FIG. 4B

Increment Value in #CTI-ESNI-Domains Field

445

More FQDNSs
in CT-FQDN-DB?
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Access CTI-INDICATOR-DB Database
500 Derived from CTI-REPORT-DB Database

! 510

Create a Packet Filtering Rule For Each Indicator

with the Indicator as the Matching Criterion
520

Insert the Packet Filtering Rule into CTI-POLICY
530

Are There
More Indicators in CTI-
INDICATOR DB?
540

YES

NO

Organize & Encode Rules in CTI-POLICY to
Optimize Performance and Meet Constraints
550

Distribute CTI-POLICY to One or More ESNI-G/W's
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Create Database DNS-REG-DB by Collecting and
Aggregating All DNS-registered Domain Names

! 610

Query DNS For Existence of ESNI RR Record for
Each Domain Name in the Database DNS-REG-DB
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630
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640
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Collect CTl Reports From Multiple CTIPs
to create CTI-REPORT DB
710

Extract Network Threat Indicators
including Domain Names from CTl-
REPORT-DB to Create CTI-INDICATOR-DB
720

Operate EDCL-5YS Operate CTI-POLICY-SYS
725

Operate DNS-ESNI-SYS
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120-2
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120-n




- W AL m :
3 . . ’ : :
” . N 1 ‘ -3 4
6 = 2 2 ...__L.._..._......__L._..._.T.._._....u........._,.x..__._..,..D.L.__.._...h.__._._..__.._.L._.u...__._,..___..__._...\.__.____.__..u.__._.h.,_....__,L.____...._...m.__.._....__.__.L._..._.._..1.._._..__.._.L._.u...__._,.‘__.\u@i&.\iﬁiﬁuﬁi\\i&wﬂnﬂ%\\%\\%.1___.._....__.__...._...__..."L.___.__._..._EH___.._...‘.___E_..___..h»...._..__._m.___.__._...__uh___.....‘.___u._..__...m.._..__.__,L.___._______._EL__.___..._..__.___.1___EH%HL&RE\\\E&T\HTEE\;&E&EE...___ i ;
: “?ﬁm. 14z _,m CEREIEY Y REANICR Y 130 AN LAY B : :
: 2705l 3Rk 2 DI USRI R ¥ ) : ‘
- - M«.\ gl e RS ol gt aglhe, TN .m-.n.w,ﬁ.\._. .\A \n....... F Pt e g ¥ )
y— : BRIV UARG SRR PNIIIRAL LYY SRR LS Sa N u...@ 1255 3§ B 3 ¥
- A Sa i Vﬂ w2 \q..m..-_mﬂ.f.-_. o w.-.m_.,._._ ﬂt.ﬁm&m\% ' o “...N ..% MM.__% . ,..-_....“.-nv -
H " F r - t._ - » . - 4 -,
‘...; . “. \\\H\\\\\\\\\\1\\%\\\\H\\\\\\\\\\E\\\\\\\\\\E\\\\\H\\\\\\\H\\\H\%\\1\%\\\\\\\\\\H\\E\\\\\\\H\\\\\%\\1\%\\1\\%\\\\H\\H\\\\\\\\\\\Jt M
- : / -
. P _
. ¥ ”“
. ' i
- s
: B RN ERRRRRERES L RS SRR R
: : A R PEP R AR RSP TR SRR LD AP E O E AT R EDPE AT O PO AT OEROAT L AT R PEATE DTS EE PO PLE PR E O AT POV ER T EPPEATLRE PP EAREATIS R EAPE AT LS P
: : : 7 AL B AR T ETC e  E T L XSS R <¥ LAY B G S 4t
: ; 4 VAP VR R A S A i iy m. ArcAE L n Srdly
: " .mw. LR S R TRI oCh % 2 u_.\w s G ‘.._.__.q .u A .__C______x A% m....__..mm 3 el W m %.__._, nm
] r
. . .."._.. .u.p_...ﬁa\ﬁhﬁ&\\&hﬁ.&\ﬁhxaiiwh\&,_...__...31._..,_.._.__....,1\___..\ﬁﬁﬁi%x?f??\ﬁhxi%\...,1._..11....&H\\\ﬁ&i&\ﬁ%ﬁ\\\h&hﬁ\\h,._,....._....._.___..1...:...3.._._..,:....._..._..._..,_..._...h..,...__....,,1....._..1..__..__.,\._..1._...33...._..1........1?1......33...1..._.....1}_..\
. o W
L iﬂ:...ﬁ“ _'...”_..
L} ..“.HI..I.._...
2 A
: ; L :
.-|” l!1v.-—.|.-_vl—.1.__—..-—.Ivl—.1—._v.-—..-—._1l—.1.__—..-—.Ivl—.1—._v.-—..-—._1l—.1.__—..-—.Ivl—.1—._v.-—..-—._-_l—.1.__—..-—.Ivl—.1—._v.-—..-—._vl—.1h_—..-—.Ivl—.1—._v.-—..-—._vl—.1h _Tdrlal—.l—.Hvl—..-T_vl—.1h_—..-—..rvl—.1—.-v.-—..-—._vl—.1.—._—..-—.|._|—.|—.1v.-—.|—._v.-—.|.-_—..-—..rv|—.1—.-v.-—..-—._vl—.1.—._?.-—.|._|—.|—.1v|—..-—._vl—.1.—._u|.-.|.-|—.I—.1._|—..-—.-v|—.1.—._71h% ‘.rhh... - ”.
v WA ko Pk A A A A B A R A A AP A A A A A YOI et e A Pl o o A AL A A A A bt H_._.,._m.... a
W i SN T
: o HH__...,___“.. .
1
”. . H.-..-.....W.o. 8 A S T Ty el L A Fiax b My YR ety et n.u..ﬂ
. : LA TG AL Wil ) WL S L W) ﬂm ERPRALY “
, : R ER ALK, _ rd el S, VA TR v i P PP L -G W SVPLY P a &
: “ A AN WY BRI D) BELNEI 470 2 ”
g . 5 &\W .__._.__-,_-,L ik m LA Er ».__n..._w L._..,‘..___m___. bﬁn R¥E o ”.._.-M. w _r.\ P hw. -
S - B A A A A A A A M At A Al A A A A A A Al A L A oty ; o~
A v
o _” z ” ”
: s v o
-~ : - - " :
] Tl - ¥
. 5 & 35 5 b SRR .I.:.1.Z¢:*i11,:4I.:.:.J.f.:.:.:*1iHHiHﬁEiEiE@E@E@E@H%H@EiHﬁHﬂHﬁHﬂEQE@R@E@E@E@E@H@E@H@R@H@Qm_ -
i . N - A K M o Ky
=) .,_ m m 4 LY LR SRR, 15T AR R TR IS ARG £
: % 2 b_v._f —_— b e A Ll A 5 i o » : 7 -
' 4 - ' .__.qﬂ__. PP ELLLLLELEELELEELTELEEECELEETELPLETELEETELELLPELELSEEELECLLEEPELELLELLOLIELELLEOLOELELEEESELECLOCEEEOEEEELELEEOEELEEEESEEE L OLEEEEIES y - 5
& ] : : s : ;
: g r “» A ;
> . ”H“\,_.____...., . -
; . ! e L T
A - .. I R - e L - - e e - L s o e p R Jam,u.
79 : _.
C . . . . . e -
; _ £ t__.ﬁu.ﬂ. . u:._..n..‘:_.__..n.. ___._.iu AR Ay w .__f“__xm ___,. o u.nm ..:..x w Rl Al A _...w .
: y M\.W..M Wit 3% IRRLEE v IR T PR L .\Mx 2 5435 “ .m__, b w.m S o
. Ix
L hﬂtlkklﬁﬂtﬁﬁh\Ekﬁl\E%\NKK\\\KHEK\ \ht\l\\Kﬁﬂhthktl\W%\WK\lkﬁlk\iﬁﬂﬂ\htthkﬂi\WK\\K‘K\\%\WK\\K\HEK%\WKK\K\KH\%\HK\%K‘KE Hﬂiﬁﬂhkﬂtﬂikﬂh\lt\htﬁikﬂi\WK\KI\%\NK\NK\EK\%\HK\WK\IK\%KHK\11\11‘%1%%\%1\11\%1\1\\1\ﬁtﬂ%t%ﬁ\%ﬁ\lt\%t\ﬂ\\h\ﬁtﬂﬂt\ﬂ\%ﬁ\ﬁ\tﬁtﬁﬁt%ﬂ\lh\ltﬁ%tﬁ. hﬁ :
”l ..n“ .1___..-..__ 1
. £
_ e e e R e e L L e L e o D PP P PP PR
. F N . —_._. Y
.I “ Ll.vr _
. ¥ o Y T L A 2 Lo, Py ._._. _.:____._..__, Ay : .
; 2 TVET Crn s SURemasy ik w«ﬁ AT F AR w §3% :
. e s : u_, w .____. m PR :
. - ht...t L A ! oo vﬂ - ¢ ._L._.‘m h._ -.__.m : .v...____.__.._ o e ..N -
2 ”- . ...t__....._r. .._-........1..._....._..1...__...._“_........._...._.__...._.._..“.._.._.__.......__...._T......,l.__.__...._.,_..“.___.._._.......1..1\.1.1.-..1.1.1.1.-.1.1\.1.1._1.1._..._.__._.__._.1._.__...__.._1.....1._._...._..1._._....__...._.__..._.1.1.1._.__..._..1__.__..._.,_...._.__.__._._._1.__._.__-._.__..._.,1._.__..._.Hh\\\\h\hh\.ﬁh\\\\h\hh\H..-......T..\.-.-..,.....__..l.._....\.._.....__...._W..\...-..\..l..l.\..\.h..n...._“\..\..n..\..l.\. A
— Y “§ : _
. ._-_ .‘..I_...‘a.... ! L
- g . - :
e~ : e B ‘
= I1‘L.—_1‘11L‘l‘1rL‘_1‘.;.—-1‘1‘;.—.1‘1';.—..‘1.—-;‘1‘;11‘1‘;.—.1‘1‘;‘.1‘1&&‘1‘.;.7.‘-1‘.1.—.1‘_1-Ll.1‘_1.TL‘_1‘_1.—-1‘_1‘.;.!1‘1';.7.‘1.—1;‘.1‘1&1&‘1‘.;.—_1‘_1-L‘_1‘_1EL‘_1‘_L.T1‘_1‘L.—_1‘1-L‘ \ LL !
: R I B B B o O o B O B R R B O R P R P F P E R AP P A I T AR TP rp pa .JE: ] :
& : oo . e : o :
. F_E L IE_F " e E ol -y e ’ :
2E Y B . . ¥ " v,
4 . m-” ks .-—.-M_.  Tw, .ﬁ.-l.\\mm ¥ ] t.i Ry 4 ﬁ..u_, . Y
> pt » e apn Whed  SalRGLR Y g
. ; £y § % SR SRy ; g
— r ¥ -4 i, .nAc. L.q.___;__...a_._._‘_n. v O ¥y v a
c ¥ 4 g’ ....wmmh\m%\mxx%m‘.mmm%\mmxm%m&xmmxm\}x}.m\m..{m.,_.x._..m..,1&&%\&1\&%&%&&%\&1}‘}.&“ .m g
. - | =F L ] o - . P o .
: S gt m 2 _ ¥ 24 :% ‘
¥ A . .MHW P .
. _ . A “ ‘
o %1% N i T | 3N
* Foa S RPN Y . . 5 £
¥ 4 % . B s
(O S 3 ) . ¥ LG
“ y a . ﬁd\ “ gt i KR I8 . R .._.“ Wy .m“.nn. W r O g AR -
: FdS 1TeT Y 3 patadiends mmw.w
* : . ) . :
1 A 4 I Mg LN 1 <
”-. & £ r m. -
: .o I L . ,
L A A A *r Ky K W
. Fd gk Ly \
n . : : m : W Nu M; :
- - : : o & x : LA

};t..l.u\.‘h.i{-.t.tpt.uq.. WAt gyt e

%Eamﬁ e e M AT

Ml T ol
TR R e .
o R A R R Y

L

N P P P B
AR AL AR AL

i

V38 9l

U.S. Patent

o T




k

i
S g M__-.__.__ﬁ..__. ‘;u. v £ ‘ G \____,.__..,_- AT L r Y ‘t.___. G ¥ ek w_"h.,.,._.._u_t “. YRS -
% Ak : ..__.n_,.i..______,%u\:_... ¥ g, .n“ m, ....Www M__,..__...u.‘..____T ...,.. o Mﬂ v ey Wx“ﬁq L2 u_ . % - .-_.T.qV...__M o .m...____:....._.__ e £
o TS, o o g waks ¥ o il i A o b <
%hxhH\kh&th&hhﬁhﬁuhx\kHﬁhxhh\kixhi\hhﬁh\kkﬁkkh&hxhh&khax\xhh&hh&kﬁkhﬁkhﬁk\&kh&kh&h_ SRLLELLILLELLELEELELLELRSSLLLEILEELLELELLLLLELLSSLLLLIELELAILSLSLELELLSLLLLLILLELRISEESSLLELLIELEELILLELSOLEPSELLELLILLLSLISLPLLELLLLELLYy

o 4+ d & + d P+ hhFhoh Fhh A+ ko Fdoh S d Y R+ EFhh o+ F kR hFA A h o+ d A Fdh R h FEh Aok d A+ d A A A r ..._ b hd A+ d ok Fd Y A hFd A Eh Rk Fwoh A d R d A dhFdhFhhF R+ Ed A Fd o Fd Y+ ++r*+l.r.-..l.r.—..L.—.-.r-r-.-..-.-.r.—.l.r.—.l-r.—.r.-.‘.r.r-—.l.—.l-r.r.—..l.—.-.r-—.-.r.-.r.r+r.r+r.r+a-+-.r.r+l+l.r+li+-i‘

ot S o ot i i i o i i i o i it i it it i _.._._.._._.__._.._._..___1._.._._.._.t_._.._._.___.u..u._.._.h...._.._._.._f_._.._.1-1_._.._._...u.._._.._._.__._.._._.._._._1_.._._..__r.._.._.1.1___.._._.._f.._.._.1.1_._.._._..__f_._.._._..._.._._....1-_.._.RHEEEEKREMKRHKR\KRRKERR

€ Y W\m wyGhITUBInY 08 CRIBRITET LY YRS DRSS SR Y5 | Hfﬁw AT W B (Y

i mmlﬁ.q T A A A R nqiqt.iuiunu.lqiqiuiqiquqiql....qi..i.__ﬂiuiiuiqi.iqiqiuiqlqt.iqiqiqiuiquqiqi.tqiqituiql.iqiqiuiuiuiuiqiuﬂu.iqlqiqiqlquqiuquqiqi.tiqiiqiqiiuiuiquiqt.iqiuiqiqiqluiqlq

' L

Mﬁuﬂqiut.iqiuiuiuiqnqiqi....qi.ui_....u.i.q..___........ql__tiqiquiut.iqiqiuiqiqmqiql.tqiuitqiqi....qi.qi_....u.iu.............1u...q...u.iu.t_....u.iu.ﬁ._.iu.i.._._._.iu....u.u..1u...___...u.iu.lntuiutiqiqﬁ.iqiqﬁ.ﬂqiqt.iuiqiiqiquqiqi\iqiqiQuiqiiqiqiqiqiuiuiqiqﬁqiqiqiqiqiquqiuifuiuiﬂiqiiuiqiiqiqiuiuiqnuiqiqnqiqiunqiqi........w :

r
P rTErpyprEgy

..................
s gRF r r r a4 m r 4 r rJ4r rar r 4 r rFd4rFrdrF rF Fr r 4 r Fr1rFr FJdrFr FrdrFrrdF F 4 F d 8 FdF FdFF FF P4 F F 4 F F 1 F FF Fr 4 8 F FF FJ4dF F FF F 4 F F 4 F F 4 F FF Fr 48 Fd4dF F 4 F F 1 F F 4 F F 4 F r e r rJdr a8 F FF Fr 4 rF r 4 r rdrra
- BB F ¥ + F F +F rF e+ FAF Y FE Ak FF RS FF RS FF R F A F FAF A R A RS FrF R At FAFFFREFFEAF A F R L F R FFAF A A F A RS L R F A FAFFFEF A FF S FdF

e ¥ i .._.,_..,__...._.i_......,..J__..,....__.....__,...,__.....,.,,.,__...__._‘_.‘__.....,,‘..._...._.‘_..._.,‘._.,._.....,.._r,__.....,....‘_.....,.....__..,..._.,.‘..,..,_...,__.....,,_..,._..*__.u.._.‘__...._.,___.._.,.._,,._.....,‘.,.,__..,._.,._J__.....,.._.l..,_.,_...._.....,....___.,.__.u....,.__..__.,,_..,,..,._.J_..._....dJ___.‘..,..,,.__.,..,....,._...._,....,._..*__,;...,,_..,.__.u._..._...._.u_....___,,.__r,__..._....,J__.....,.,J_..._....d..__.‘._.,_..,.__.,..,;...,._..*__J__........__.‘___.,__.,.._.i__..,....._f...._,.__c_..1 £

" Y g ] R ..,.:.___. "__.._._ vy e
ol W Sl it SLIIRIEALY IR IR AR ATAL iﬂmﬁw LR s A

v ¥

. “ e ++.-.» P B W A A N S . K .....__... bl _Foghe gk P e L e et
. ¢ % .___._..ﬂ.-\hu ,_.__m. N .:?nu.;. M.JM ,n_.n.u.m..‘}m mw.m _.,um‘\-. % A%Mw“‘\_w‘xvﬁmy ,ﬁ \.vh_.h..u....u.,.._..ﬂ..w.

US 11,463,405 B2

k] -
|
LT
i
ena

e,
x -
\-«'2'
.
>
o
W,

._._. um..____.‘?_.

7T 1T T iR W momw
-

B4 8 k4

11111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

L]
I*ll.‘llhlllllhlilllllhl .l.lI.‘llhlllllhllll.ﬁll.-.ll.l.llhll.l.lllllhllll.ﬁll.ﬁl ~+ d d 1 4 i d b o ddJ ddddiddLAdFAJdIddAAd g ddd b o d FJ4d 4 LA JAddad -+ 4 & 4 4 d lilllhl

h\‘h“h““-“.‘-‘q““‘h“-!..I-I.I._I-I-I...I-l.-.l.-l-l.‘.-l-l...l-l-!..l-l-!..l-l-!..‘-l-l.-.l-l-I.I-‘-I.-I-I-.l.-l-l.._l-l-!..l.-l-I.._I-I-!..I-I-I...I-I-!.I-I-I.-I-l.‘.-l-l.q.l:l-l.l.-l-!..l-l-!..‘-l-I..I-I-!.‘-I-I.-I-I..I‘-I..I-I-‘.I.-I-!._I-I-!..I-I-lrl-I-!..I-I-!‘h\‘h““‘

‘ 1 . Tl Ry A ,.. u._.._.}__, ; o ..._.n .J. o A AN Y Xk’ - A 8
D25 GBS SRRY ST PREIA R GRS PURS 4

1 2T R R R LE

~‘+1_f+r'r'rr1'|
LI N DA N B B N "y I T R B B B |

L

.‘i\.._. ._1- -_-.i.m.-__._-.-.

lllllllll‘ll‘lllll‘_lll.lll_ll.ll‘lll.lllll‘lll_lll_lll_ll.lll-ll‘lllll‘ll‘lll.lll.ll.ll‘lll.ll‘ll‘ll‘lll.lll.ll.lllll‘ll‘lllll Tl e e e e e o
. 1

1

S FY MY R+ e ke

1

1 ¢f 4 4

o
2
&
S

| I i B B B B |

..____._-. ._1.._1-.-“_.. -5 oy | ._,__....qi__._r ...,r_.__... .._q._..r_.. Lo " r
GRS BNLISIAITY § 1 SUNAULISE 0) SATTIRL Y pUAY

.....-_._.._..._..l...._.h_......-_.t_..._..-_._....._r....t..._..._._....-_...-_.._..._.....____._.._r....-_...._.ﬂﬂﬁﬂﬂﬁﬁﬂﬂk\ﬁ\ﬂﬂﬂt.ﬂh‘;‘ﬁﬂ.....-_...-..._r....ﬂ.._..._.-_...-_..._r-_...-_..._.u...-_._.n_.._.._.....-___...»ﬂ\ﬁﬂﬂﬂﬁﬂﬁﬁﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁk._.m.-_.t...._.....h_..._.ﬂn.l.knuimﬁt.lmkuaﬂku‘.ﬂu‘ﬁ.ﬂt.l.k _n_......-_.t_.-__..-_..__._..__.

11111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111
-++r++L++t+¥r+¥r+f++n++T++r++T++{+‘.r++._-+T+.-.-.—..—.L.r.—.n++r|++.__.-.‘..l.r.—..__.—.f.—..—.‘..-.—.T.—..—.r+.—.T++.—-+‘.r.—.‘.r.—.f.—..—.n.—..—.n.—..—.;.—.+T++.-_+¥r+¥t+‘l+-t+f++-++T++r+¥r+¥t+$r+

. e o ot et ot A ot o A A P i A o A it o i A o it kA o A A ot A A o ot A A A o A o A At ot A o i A o A o o

i IS RPN SRR 104% paBAombau ) sppet (s s §

. : L B
s - Mi_-..-_-_._._-_.._-..-_-_.._-..-_H._-_.-_-_._-_H._-_l_-_..-_.._._-_..__...-__.._-..._-..-_-_.-_-_._._-....-_.-_-_.._-..._-_.._-_.-__r.\..._-_iﬁ\i‘h\‘h“h“ﬁ.ﬁlﬁt\‘l‘\l‘i“.\i\ W a2 A A T A s F o B o ol T A T T P A AT S T A A A e

Sheet 10 of 15

S R Nk N’ Ry I i N ST S
-.-,-v-‘-‘-‘-“- -‘
,
:
.
.
L ]
:
5
;
5
;
:
.
:
5
5
5
5
5
;
:
:
5
f
f
f
.
:
,
5
:
.
5
:
.
:
5
5
;
;
:
.
5
:
;
5
5
5
5
:
.
:
f
f
f
f
.
L |

F 3 el B Shir Sl e Y
L N

otk
Ay
i)
s
)
i
o
X
S S
T
;‘._ﬁ'q-,h
ot
oy
T
s
e
ot
L3
i
Ty,
-k:\
)0
Wi

. : _“.”m Falr b Sy Ry o T A .,___.___...___-. . AR el i ﬁ\m‘v 4 £ g ..,...” _m”
% z ¥ 3 ¥ 3 T.ﬂi i WG W}.u.mﬁ, fi g _E.,mm.w FxrEs ﬁm{.&%_ BT ¢ ._,.“ mﬁxﬂ v, P 2 3

) “ R W W W W A W W e W W o ol o o o e o

LI | LI I

X
Y
*
x
X
x5
t
a,
it
T
%,
*
*
A
l|,,
g
..‘-.

L I A

t_t_:...t._.,_t_..__._....i.:.._____....__....____.._......t_:_...._..t_:_..t_.:._.__.__.t_:_.____.__._.Et.t;:‘t_:wt‘t‘a.“l.x_.l.t_:,.tqi.t_lqt‘l.tt.. e - e g

-'
Ff.l*

» gt . A ‘ . : ._.___..r“q.x ' = ol Ty A
CVG CEARS FROBNEE R ﬁum. RS IES S S RALIEY PR

.‘.I‘...l.................. . . l - ....l.............l.. . ..’ . .. . . . - . . . ..l . - ....l.........-... ... - ... - . . - ................................ . . . - . . . .. . [ 3 .. . . - ....-. . .... - .. . .... .... . . . - . . . -. . ... . .. .. - ......l...................l..l......... il

Oct. 4, 2022

A \ix\\hl\hhkﬂ - 5 5 K 5 : A A T o A

e 3 313
@&%mﬁ %\m ._w.,.._.wmﬁm NMM

- ._._.._.. o
i Xk E}w

E y .W x % - " ) ) .
i _am.“»mw L4
B, e, i b o ol LR el

M L5

g A A A

48 Sl

S N T W W R W W W W WW R
i T T T T e T T e e e T

e L,

e 3
S
L
i
L §
[
i
]
L
L
[ ]
[ ]
[ ]
L
]
]
]
[ ]
]
L}
[
]
n
I.
L |
]
[ ]
1
n
1
]
M
i
[ ]
[

[ g

o T i e i i D
L A LS R Lk ) "h.-

T

Py

5

-

T A

z &5

LT Ly ...1_._._... LERET R Y

% m.w..n \\.‘m

A A P R0 P i o B N R

A e e e bl e e e ok e s B e

,h,-'i,-,h.:.' h
AT A

Fﬂﬁﬁﬁﬂhﬂﬂﬂﬁﬂhﬁ%ﬁﬂ

™

w7

e

m.‘!:t

u\"E‘h"

b

.

%

ERCR

%
;
i
:
z
<
-

:":---:q L I L E L LY S L E L L]
O
L&
Y

E
E
z
%
{
i

U.S. Patent



US 11,463,405 B2

Sheet 11 of 15

Oct. 4, 2022

U.S. Patent

Lol o R P o e

uf oFf o of a* 2F oFf oFf oFf oF ot

£-3¥0dh ”

T by b, - Y hhhiq'-l-'hj

|
:

L& LB B L]

R OF T o e D TR TELTE, R

St Ty e

ftltttlllil*tllllittltti

S5t RS 4] L

:

F

F

1

+

+

+

* - r -,

- LY -

: *.wﬁm , ‘__....1...,,_‘.‘

1ql_.+.“|1. “r.—. [ ‘. ln.sn.rl.rr+rl.1‘. nn.rn.r-.rr.r-..—.r‘.rnnln.r - .r .-. ‘. F_r._.a.-.lr.r .r 1 -.1';1;#;#1#-.-.-.-. nnln.rr.—.r!r‘.1‘.1‘.rrn.sn.—. - .-. ‘. F Lnln.rr.rr‘.r‘.1‘.1‘.rrn.l + .r + ‘. F nn.rn.r-.rn.r1.-.r‘.1l.rrnln.—. - .-. ‘. - an-.rn.rr.rr.-.r‘.r‘. lnln.r-.rn.-.r- ln.sn.rn.r-.rn‘.rlr‘.r‘. -ntn.rl.rn.-.rh.—_ * n.rr.rrl.rl.1‘.1‘.rtnr - 4 + d -Llntn.rr.rr.rr.-.r‘.r‘. -nln.r-.rn.-.rl.rl. nn.rn.rr.rl.r1.-.r‘.1‘.rfnr - .l1.—. L Ln.rn.rr.rni.nt.1‘.1‘.1an‘.--_.--_.1_-._F_Tn.sn.rr.rr.rr.-.r‘.rl. d o F .r1+1‘.1‘.1tnr .lll.n‘.r‘.1‘.1‘.1'nr‘.l‘.l‘.1—_+ l_:.-.l._.lrl.l‘.r‘.1‘.1‘.1fnrn.rl.rn+r- [ Fn.sn.rr.rr‘.r‘.r‘.1‘.rnnln.'l+r.r1l.1l. d & .l-.l.-‘.rlr‘.r‘. d oA A 4+ h.h.h-r
. ,_.n-t e e o o i e e R e L T e e o g i e e e e e e 0 e o B e e T e el o e e i T e i e e e i e e e e L e -..__._-..._.__....___..r_._r..u_h-_.______.-._..._nt-.._-.__-_-1..___._..__._..____..._.__.._-.___.E-_-____.._____.._____.._.___..r_._r.._._-}.._..._____.._____.__.._..___-.___r..wh-_...-_.-.__.._____.._:.___r_._._-...r.._.__-..._.__.._.___._r_._r..u_-_.______.-_....__..t_._rl._u-_.__._.__.____.._____.._.___._.___._r.._-_L___.______.______.._.__.__.r..t_._._-}__.._._.__.__..__.._._._._-Lr..-_-_.______.-.L_..._._..___r.._._-....__._.u.__.._.__....___._.Er..w-_.______.-.._._._..._._..._rHﬁiﬂ%\\%\iﬁﬁ\\\\ﬂiﬂ\ﬁﬁt‘h ._...1 "
fal LIS,

1‘” ‘.\.\.—.
e -

h.ll.

”
.. J o

..l-_' "] “ of 1 \__.Hi. _lrI..l" . e W) ....1 o
.__:,.ﬁ__. a“.tw .nmi._ k\f.mﬂw mw.ﬂin..h o T M,...._.._..____.___, M.mwvm“;#...;t a“u__-m

m”uh.W«m._. .:.V..n,w

.-.I.- “‘i-l.-l.-l A R i e R R R S R O R R Rt i R i o e R R i e e R R i e R R R it bt it i il e i  ailallat b l L il L P e e
v x
.-t“ .
?l * =
1 1
—..—..—. .11+1+ 1‘..111._. n+1+1+1.—|1a..1+.11.|.-.1+1+ 1.-.1#1‘...1...11.—. 1.-.1.11.—. 1#1#11 ...T1+1+1.1 .!1...;.—-1.—. 1.—.1.—.1# 1#11...—-1.—.1.—.1.—.1‘. 1#11.-.1;.—.1.—.1.—. 1.—.1#1#.11 .|.-.1+1+1+1J.1J. 11...1;.-. 1.11.—. 1+ 1#1#11 ...T1+1+ 1.-.1:.1# 11...1.;.—.1.—. 1.-.1.—. 1# 1#.111.—-1.—.1.—.1.—. 1#1#11...11.-.1.—.1.1 1.-.1#1‘..1-.-.-.1.—. 1.—.1.—.1# 1#11..11*1.-.1.—.1.—. 1I 111 —.i1.‘ 1.11.1.1.1.11.-.11.11.1 1.11.'11 11.. 1.1.1 1.11.11.1 111].1.-...- 1.11.11.1 1.1.111‘..1.1.11.1 1.11.111 11.1-...-1.1.1.11.11.1 11.1%.1-..;.11.11.1 1.11]11.1*.11..-.1 1.11.11.1 1111.1-..;.1 1.11.11.1 1114.14.-.-1.11.1 1.11#1.1...1..11.;....1.1 1.1111.1.1‘.1%.-.- 1.11.11.1 1.11]1‘.11.;.-11.11.‘ 1.11.1.1.1.11..1._...-.1 1.11.11.1 11...!.. TL..11.1 1.‘ 1.11.1.1.1.11.1.-1...11.1 1.11.111 1|.11.n....1.11.‘1i 1.1.1.1.11.1..1...11.11.1 1.1—.
oh - ', T 3 P R A, T g e B I A ol g R P g g i ’
4 8
1- .-L
{70 O USn s Rotk 74,533 S8 705554 353 AROLTY SOy RIS Y TARAESD, D A AT ER L2 CHLDRE B3 O
r - : r ““ .—“ ¥
e 4T ELIAA 20 11 FHS TGS 00 BN A WEEPABIL L PR
3 .
I.t.... AR T A AT AT TR T AT EL T E TS A A T A AT T A AT T TSN E A BT T A TSR A A AT EE T T T AT HNAAAEETFTEA AT LA A A
K" .
[ A
..ws o,
- Ly, "
s e,
.-.-..1 .|I1.1-.1 + J..ra...i. '1.1 +-_J.1a —.a ._.-._..1.-.1 L .1 .—.1:. L] .-.-.1 L .—. .—. J. a li-_.11._. a 1!..11.-.1 1.11.—.—.‘. L] —.1.111.1 I-_iHi-_.-. a.-.T A4 ¥ .1-_.-. L] a.-.f T.rl .1-_.1 -, .1-_- 11..-..- .-x t.t.t.l.-..
o VLA PREAAA L EL LA PRER LSS s KR
&4 i.-. 4
» L - a
lll I“ “‘ A ﬂl ._‘. ll _l' - L = &5 l_.l.-.l_. i
4 o ) Ty ¢ L
1 e fa - Henir s 7
t RTAST P, PR T
“.q m .._,.__._q t. .ﬂuﬁ l.uw..._-.._ﬁ.“ hiu.u_-_. e
Hon, .x £ AL,

r ._.....__.t.....l.l.t.l_.._.___.._..l.l.t..l.l.h__...l.t.....l.l.l__._.___..__.t.l.l.t...._....__.._.-.l.l.t..l.l.i_.l.l.l.l.l.l.t.t._l.t..l.l.t..l.n._.l._._..l.l.l.l.l____.._..-.l.t..l.l.t.._....-mt

L,

F1Y
” 7 150

A EEEEEE R R R A E R R R E R R R EE FEAEEEEFEERER R §RE§R§B AEEEEEREEEEEREFER}ERER§:R};E§;RE;®:H;:

..r‘..i. ﬁt ..I.“.._
ML 4
-,

F N

nC
5SS

LERL TR LN FFE 8 NN

A E E E EE R R

LECERERELEEEEELERY L EE LY RN RN

LS EE R R R

L
'
"
L
*
'
L
'
'
L
L
N
Sy

il
i 150

LEE A EE RN PP L L EEE S LR N T

T T e e T i i e e e i

6 Old



US 11,463,405 B2

Sheet 12 of 15

Oct. 4, 2022

U.S. Patent

L]

J .-.. H 1
'
i Y ..{i._.__.._Tu.__..._.._.____{._...__..__f.___......._...,.,___...:.__..,._u.....___._......__..__z.__{...._....._tr.pz..__,.k..._....._p_,t.............Tua......._{..:.___..___..__,......_...,.,___...:..,..,._._._......._.u_..._...._..{w...._.wy_.....r.k..........._..._m..r_...__,_..___.._._,_._..._:___{_._.‘..._..__{&Eﬂh&kﬂﬂ%tﬂh%ﬂh&h.._.u.__.._..__,..__ffu....:.._rp.t#r_%vr_#v.r:vwwvwwvvWW%?E#FWW#WMV##&EV# . .
” SONT UALIRVLAT AT UNODIEA]
: .h.n,._‘. 7 ._% }___ {e rhe o N
” ._unn...
| xmm;_“ﬁa_ﬁwmﬁf 13 BIRURLLIDG O pHELLY % &
! % 2 * 127 .rn 25 n... . w..... _...L‘w .n, A
_ | Db e U NI 4 5 MERRLEA YL PN
_ - _..___.__.,.____._____.__._\-__...__._.___._\-__...__._________.___r.___...._l_...___r.___ik\iﬁ\ﬁi\\\ik\\i\\\\\\ii____-.____-.__._.___.\-_____._.__\\\Hk\kii\iﬁ\\\i\\i\ -__._.____.__._.\-__...__.________l._r._.,___________r__.,-.__k\\iﬁ\\ﬁk\\iﬁ\ii‘\\\iﬁ\ik\-__._._.__.___...__.r_-_....________‘___.-._.11\\%\\11\\&%\&1\\\\ﬂ\ii\k\t‘\\i\\\ii\. . ..t._n._......
“ - S
.. N
: o )
“ s B .
” ff—l‘. hr‘.nhr‘. r‘.n.ﬁnl_ l-r‘.nh.nl r‘.r‘.nh Ll- ‘.r‘.Lh Llr‘.r‘.L.‘ L‘. L .l.nhr‘.r‘.n.ﬁn! lr‘.nhnlr‘. r‘.nh Ll_ l. [ ] h [ ‘. ‘ l_ l- ‘. .‘. 4 ‘.ﬂ‘.-h -_ll-_l_ L h h ‘. l. &, ‘. ‘. .‘. L | ‘. l. l l_ l.r‘.n.r.nl rh -.‘.LL [ ‘. ‘. 4 l. ‘. ‘. T 1 4 * h ‘.l ‘. .ﬁ [ l_ ‘. h I h l. | l_ ‘. ‘.th L‘. r‘.n.‘.nl L l. -| L] h ‘. o l- 1 ‘. .“- [ ] ‘. ‘. .1 l ‘. .‘.Lh;‘.-.‘.;.ﬁ;! [ l. .H 4 h ‘. o4 l_ l. .‘. .-. * ‘. ‘. 4 l- ‘. ‘ L 3 ‘.r‘.n.ﬁn.l -_1 r‘.nhlnlrhq‘.n.l -_1 ..‘._h 3
. .M%m? “ﬁﬁiﬁ M t.1 .xf ﬂb J— -y 4 F “— wa?nh.ﬁw ~u I ﬂl#: F .ﬂnfﬁ oy ﬁhv na M ﬂx ‘hitnf
: R ._n... .t LYy , ,u y Aw v A ‘ W : .__:__ 5 4
: r > ﬂ . £ i# . -
. .-_l-.._. ....._..._‘1 .“\.__i_._ﬁ i #\.\- ¥, M .-. . ._-.‘. ...‘..l.. % I:.\m .‘.... .ﬁ -.‘.1“ T I._u ! -.‘.___...._L..” - ﬁ -..‘.... .ﬁ ...-1......_“ ..-.\_F“ .-.l' -.__\_-ﬁ i.m .1..-._-___-.-
3 “_... R L Ll L L L T L T L L O e T e L T e T e T e T L L T T I L e L T T s
4 e
r - ILL La--.i..-.i.-i‘a- 1.- ‘.1‘ ..1..-..1‘ 11._ - LLJ. r 1.-.1‘ 4_1.—..1‘ r -1 _114‘111.-.1‘ ‘.I1a.li1 ‘._.-.1.-.1 -._1 _ J._i..-.l‘i‘ -.1..-..1 ‘ _1._ ‘ ‘ -. r i‘ ‘ P .-. ‘ _ ‘ . i I r # -.a.-.l.- 1411...!1 ’ -.1.L for _ v -.1.—_l.- L] l-.-.l1 L] 11..-.1‘ r _1L.r‘ Li._.-.-.i‘ 1-._1 L -.1.—. L] 1._.-1 L] -.I..-i‘ 1-._1.- L] -.I.—.l.- ‘\1 1 r ‘._.11._.1‘ r _1L.l1 L -.1.-.11 1!.-.1.I L -.1._ LI 11_1‘ ‘.-.-.1.-.l._ r 11-_.r‘ -.1-.!..-..1‘ 1I._ Ll ‘i-.a.-.l._ r 11I.I‘i‘ -.1..-.11 11_1._l‘a.‘1._l..- L] 1]._ - -.1|1l‘ 11.11 ‘ ‘ -.1.-|.I‘ r 1 ‘ 1. -. 1 ‘.1‘ ..1.-..1‘ 14_11 ‘._.11._ Ll ‘411II‘ L -.1L LI _1. 4 ‘f
e AL LA u_. \..E\;-.ihh\..i.t\u:?&\ r ol Latas \_\‘\\MHE?H\TVH u._._.“__ ..._.,.1.____...._.“____.“..__.__. _,._._“..uu____u_i B B B B Y B O B b A O Bl s L .______..1.___,_. u_..__. e N A Mo o et .__"_...___n..__,
.....1.1 .-__..-‘. ~
: .m\\ e
” L+ ‘l_._i. .T .__.11 .‘_.I‘.._. ._‘ x__.f“..-.h.l. “l l". ‘. !ﬁ -w .l-. ‘i “.l_ .11‘-\ . ._...I_ :...WW.‘ ”‘.‘. ._._I.-I W‘m .‘iﬂ.ﬁ.‘ “.-I w ..l‘..l_ .l..%_l WI .-...‘. ...1.‘_ ..-.. +*
2 £ w .____.____ .t\\xu.nm ._.-._v..m.__. ..__..ﬁ.-.._n by um;....\ cEw .._._..n..__.__. ..uw __E.M..___I...n .n..... .% w W o d
> S * T .
R AR e PAEPBIELIPIPS PP PSSP PRSP PRIP RIS PRI ISE PP EOI PSP PP PP IPRS PSSP I IR FI PP ED DI P PP P ..____}._}_._...._._xx%xxtxxxm}_{m\xx}_{}.{xx}_._}_..}_._x}_.{xx1xx%xxt,...._____t._}.{x}.__\x}_.{}.:_._x}.{_}.xxxx..{xt}.{}.{}..._.{,.____...{x}..{,.____}..,._._x},._}_._x}____}{xx}_{x\xx}_.{}_..._,._:____.._:_._}_._._{x}._xx}.xxmtxxmtxxxxxx}.ﬂm
. g 2 b :
% s
¥ Z
R -
- J‘. * + ¥ .1.—.|. |.—. |.—. l.—. l.-..l.—. |.—. li_ |1.|.—. l.—. |J. |I |.—. l.—. |1.|-|.—. |.—. |l. |.-. l.—. |.—. |I. l.—. |.—. |l. I- l.—. |.—.|J.|T|.-.|.—.|J. |.-. |.-.|.—.|T |.-|.—.|.—. |1.|.-.|.—.|J. |1...—. l.—. |-.|-|.—. |.—.1 .—.1.—.|-.|.-. |.—. |-.|T|.—. |.—. |.—. li.l.- |.-.|J.|T..—. |.—. IJ. |I |.—. l.—. l- |.—. |.—. l.—. |J.|I|.—. |.—. |1. |+ l.—. |.—. I.-..l.—. |.-. |l. I- l.—. |.-.|-.|- |.—.|.—.|T |- |.-.|.—.|T |.- |.—. IJ. |1...-.|.—.|J. |I |.—. l.—. |-. |I|.—.|.—. |-.|-|.—. |.—. |I. l.-. l.—. |.-.|T|.-. |.—. |l. I- l.—. |.-.|-.|- |.—. |.—. l- : A" ‘1{ |J|.—.|.—. |‘_ |._r|.—. |.—. |l. I- l.—. |.-.|-.|- |.—. |.—. IJ.I.-. |.-.|J.|T |.—. |.—. l.—. |- |.-.|.—.|J. |1.|.—. l.—. |. |.-.|.—.|.—. |- |I l.—. |.—. |-|.—.|.—. |‘|T|.—. |.—. |l. I- l.—. |.-.|-.|.-. |.T|.—.|-. |.- |.—. l.—. |J. |.-.|.—.|.—. |1.|.-. l.—. |J. |I...—.|.—. |-.|-|.—. |.—. |I. l.-. l.—. |.-.|T|.-. |.—. |l. la |.—. |.-.|.—.|T|.—. |.—. li_ |.-r|.-.|.—.la. |.- |.—. l.—. |1. |.-.|.—.|.—. |1.|.-. l.—. |J. |I...—.|.—. |-.|- l.—. |.-.|-.|- |.—. |.—. IJ.I.-. |.-.|.—.|J. |.- |.—. l.—. |1.|.-.|.—.|J. |1...—. l.—. |J. |I|.—.|.—. |1.|-|.—. |.—. |l. l.-. l.—. |.-.|T|.—. |.—. |l. I- l.—. |.-.|J.|T..—. |.—. IJ. |- |.-.|.—.|T |I |.—. l.—. |.L
e Hld "ol o el W ™ W o o o3 o 0 o o ol o o o o o W0 o e el o e o el o "1 o ol e L) Ll < o el o v L . Ll e o ol sl ol ol el o e ) "o ol o L
-_‘l*.l. ..ﬂ‘- “1‘_‘ F wig “. Ly HF“ M..-l_-.-'f ﬁa—. .-1‘_.1 ..n“..\—_l_-.r\..-t_. .‘-.l._-..\ .ﬁ“&‘\ ..I“ _..l___-.q‘ %..N.. " -t ¥ .__P. L Vh-.. oy, F) .-_1.. -_._‘.. ‘. "N 2 " Yo -~ ady LT R v alby ardl “
. * 4 4 ﬂ.‘mm N WAL A IR AR A8 .n_._W\., £ Fn =t M.Lu. TR O3 - -_tu. Ma__:___._.. w\% YR Ry x o
..~...... FARY, PRI [ ARG PR FORI, - SO BB BPARAASE SR YR OB P :
o
X - K .
g ) y wlf .
) el ﬂ,_,.._;.,,.n...,,.,.,..,....,.,,,.,,w“,,.,,,_,,,.,.,.,.,.,.,,.,.,.h.,.,:,__,.,.,.,.,.,_,.....,_,,,.,.__,...,.,.,.,.“...:.h._.,.,.,.,.,,,.,,...,_,,,_,.#w,.,.,.,.,.,..._.,.r,,_,....+.,.,,,.,._.,..x..,.,.,.,..“.,.,.,.,,,.,,“.,.,.,_,,...,_,,.,.,.,.,.,..._.,.,.,.,.,.,.,.,.,.,,,_,,_.,.“,,.,,,_,.._.,.,.,.,,,.,n.,.,.,.,.h....,.,,,.,,h...,,_,.,_,.,.,.,.,.,.,.,.,....h.,.,.h.w.p.,.,.,.,..;_.,.,.,.,,_.,....,.,.,.,.”....,,_,,h._.,.,.,.,.,.,.,.p.,.,,,.,.w...,.,.,_,ﬂ..,,.,;n.n...,.,.,.,.,.,.._.+.+,._.+.+.,.,.“.,.,,+:.n_. Nli .
- L X . i ddadddiaa FrPAr A AR A A A Fd A A A A r i i A F A P A Fe A P A A A e A P A A R F A P B A AP P A AR P P P A A P AP F A A P P P B A A A A A A A AR A A A F i A P A A A P A B A A i o P P P _-._-u._-.__-.__-h .ﬂmﬂ. -
- ¥ 3 . . . . Fa Trgts
: N X . o . . A e g PR S R £ g .___ . ,_.. R A gt . . - e . e
§ o ooonT e LW DUEMBED DUAS 0F §- 15000 SO0 oy 2PRasans B puas ‘
¥ 3 . L MR AT A S S i S A " adl - weed 3 - : - : e e Ty £
y - xxwwﬂ...ﬁ\\\}_{%\}.1\\1}:{1}:}:{1\\1\ﬂﬂﬂﬂ\\}_{x11\}..}{...\\1&\\1._.,w*___,}_.,\1\__.,\1.....x\ﬁx\ﬁt\\\t%ﬁtx\\ﬂxﬂﬂx\\\m._.,,._.,}..\\}._{x}..\\x}___,}.._..x}___.t\\t}.{.__.\\,._..x,.___,\ﬂt}_‘xhxn}_{t_m\nw\\}{nwﬁ. )
Tl L
: 52 M\ .....
_ : ._mﬂ on O N e P S W M M W S e e M MM S M M VS W W N T e M R S M R
E - e . Y % . ) . . .
o %M... S T A AL T sl A B m r a.,....m\uw w nw P A AN w____...._‘____. Pl 2 G o A M B e el u__._ux. o i
; ¢ : ¥ Ko Gl Py UL . .“ __1 I L R Ly e £ ; gy
” ¥ | ”.-_-..... & X, __“.._.. ._-...____.n.. L.Mﬁ._‘-u.ﬁl“ -v .-_w ) .-. -..11..% l W..__I\.M - l._h.._.-_.— '] .-ﬁ...._\._%- » .l.l-__p”ﬁ. . . -..M.._- .ﬁ.-‘_.ﬁ..“._ . MI._ i..._..l“ l“._-.-.-.l_.. .
_ . A i & ..__,.,.. ﬁﬂhﬂt\t&kk&tkﬂt&%k&k.__.x..._._..._..h.__.E\t&&k&%t&ﬂk\ﬂhkk&&kﬂﬂhﬂ.._...‘R.__..._.u_{.._.ﬂt._.,.._{....n,.._{&ﬂk&kk\k&kﬂhkﬂ\ttk&tk\t&ﬂk&%:ﬂ.ﬂhﬂﬂhhkﬂ&&kﬂhx\xaﬂﬂtkkkiﬂkhn.n{xt..ﬂt.,..._.&k._...__..__,u__..,.._.\htkﬂhk\t&ﬂﬂtkk\k&ﬂ&. _
_ o ¢ 3 x S . ¥ 2
1 e . ' ¥ R .
; g ¥ : o> B o A
1 . 4 .__' 1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 .I‘ . ] .
- . h..+ H&_\\‘x\‘t“\hﬂnﬁ__‘l&?‘ﬂﬂ...__.._______..__..-_.u__..___.__..___.__.....__.__.h.___.__.\1\‘\‘\“&?‘\3\‘\‘\11%‘11%?5 .______,_._.u_.___‘.__..___.__..____._._._.n..__.._..._______.....-\ﬁ.....___.__..__.__.._._1.___.__..___.__.._.__.._..__..___.__..__.._._._._..\_...____....__-_.__w.__.__..___.__..____._,._.w.___.__..___.__.._.._-_._u...___.__..____._.t._.._.."....__.._..__.___.._....__..__.._______..._.._,_._.__..___.__..___.__..._.._,._.u.___.__..___.__..__.__,._....._.__..._.._...__._,____.__..___.__..__.._..._____.._u._*..__.__..___.__..-_..m??u.-w\_va\"‘wu?u\-\ua\‘h\&‘\ ._.._._._.m.___.__..___.__..___.._..1..___.__..___.__..__.._,____.__u.__..___.__..______.___L..___.__..___.__..__.n_,...__..___.__..____._,._.__..___._u.._______..__.._,._.m._,.__..___.__..__.__,_._._u..___.__..__.._.....u.__..___.__..._.._....__.._u._,..___.__..___.__..___,..___..__...__.__..__.._._._.w.m__..______....___,a.n...__.__..___.__....___,.__.w.___.__.._______..__...,_.u_..___.__..____._.._.__..__._u.___.__..._.._.._._....__.__..___.__..__.._,.__._1.___.__...__.__..__..._,x__*.___.__..___.__..._.__.._.__u.._.__.,__..__..____,_.___u_..___.__..__.._._._.w...__...____....___,a.ﬂ.__..___.__..__.__,._._u_,.___.__..___.__..__.,_,...._..___.__..__..u.__.\.*.___.__..___.__..__.m._..__..___.__..__.._._._.m\_..______.,.._._,_.1..___.__..___.__..._..._.1..._.__..__‘__..____..m.__..____._.\_.._.__....__...___.__.._______._._.,,_._..__..___.__..._.._.._._...__.__..___.__..__.._,_._.....___.__..._.._.._.__.____.__,..___.__..___.__..____..1\5&1&??..&%&1\.‘???"&&&\\\‘1% .nn__.._..... A
] . ) 1I.F .l. |.1.
k. B P
g & . ui 0r Qo e “4
¥ PIYTSY VSEY DINREG-NT S ST (A8 CIBITNL Y RIS Y 3
. E K ._...._._ LR/ NS " .____-.n.? .._.-..-v %ol .“ e L, -
. N ..___.__.._.r HEEEEEEEEEETAE DI EGELT LTSI ECTASEEGE LA EEEEA TSR LA EASEALAEE LI EL LA LS LA LGS EELLEEEEAEAEEESAEEEEEEA L OO G LA G EELL G LA .._..__1.1._...._..._11...._,._1.__.....1___..1.._,.__..__,,..7...._..ﬂxﬁﬂﬂx%ﬁﬂxﬁt{ﬂﬂ‘_{ihﬁxﬁﬁ\k%ﬁkﬁiﬂhﬁtﬁ%ﬁﬁﬂ%i.__..___,,.___,...,___..._:...tﬁﬂiﬁﬂxﬁxﬂ.\xﬁﬂxﬂﬂ.{iﬂﬂkh.__J........._:__:...._...._,,.._{..__...__T.E.._,.___..__,,._..._._,.___..__T..,.___..__,,.._:......_{:..,.__..._{.__:__.}.......__...__,,....1...._:...___..__,,.__.Hiﬂh%ﬁ\ﬁﬁﬂtﬁtﬁ\ﬁﬂ‘_{thﬂ :
] . ] .1-
o Yo & N X e 5 L
R g x ¥ L
i ﬂ .ﬂ.ﬂlm\ X
" N T T . I O e e .
1 ] . Fl ; + bk + + b+ + b+t At Rt b kRt A A o RE o+ o+ F  + b+ F Pk F R+ kRt FrF Ak A kRt AP F Ak At A YA R+ -
; ,“ . W“.nr b L b Ll L b Ll )
g g ¢ W
T3 . + .bq_. 4 m___. e o v > e diay
g 2 -, & ..\_l ,._n_. .-n u..ll._‘ .‘. -"«W.Tl.$ w. Wﬁh— .__.....““u.__l-ﬂ .-.._..-. ._ru-.lvﬁ .‘_-...n ................................................................................................................................................................................................................................................................................................... -
g 2 y K8 _._.._ ._.___w ..................
" . . -
x
. F, i
P : . g4 At L R L b by s,
" O .nww. \w f.m w MJ. H ,.w ,.“w ﬂm .m 3508 3 m .QE | ...,.
4 ) - _ . - F T.__ﬂ.-_ .. .—_
” i . . .‘ ' ¥ |-_.-...-..-_.-_._l.-.-_.-_.-.l.-.-_. . -.1 -.1 1 .. - -_ - .-. -_ ._.-..-_.-. .-.l-_.1._|.-..-_ -_ L R T T I e _.Lln_.-.._ *.1.1.“.“‘\.‘%‘.‘..1.—.— “ h\.‘. mw.‘h Q— ' ..‘_” h ‘. t h. B . . H. .‘.I. ‘l*..x LI ‘“ ‘-“& ' .\H .‘ {
. o e g ddp w ._. L L ‘ -t __ R M M B BN N N A A N N N ._. PR R N B N DL N B B R B | . I T T T T T T T T T T T T T T T T T T T T T T e T T T S T T T T ' .
' . . -4 L
L i

OO INI-SHI B

..____r;__.-.__..____.._..;?__...-._1._11.._..._1._1.1...___.._1.._\\._1._1;_..-.__..___..____r-\‘_...___.;__.t_..____..____.-___.t..___.._____.-___.-...__...___.-___.._____..___.-___..__1..._..___..___.;..‘___.._1;_11__..__-_____.\Hati.t-ﬁt:t.\t.i.ﬁt.ﬂﬂ\-\t.t.ﬁ“-..
E

DE 3
™
“} g

mrw m

\. %
L%
g \ﬂ\i\\\i\\%

£ BN

A SO i SE S g B S g g g

A Py o g P, Wi

347
“ddhn

RN RN R ST E R RN

;.' LY EY R YR YR Y LR YN YA

38%
#5 wﬁé& %

e ey}

ﬂﬂllulﬂllﬂllﬂ
W o e g T g e
LA TS A S T A A A A A A L
ﬂ_"h.‘l‘h‘!.*h‘h‘h’h‘l‘t‘h‘ﬂ-.‘l‘t‘h‘ﬁ"ﬁ.

m
¢
:
:
3

AR E R AR AT E R

OT 'Ol



U.S. Patent Oct. 4, 2022 Sheet 13 of 15 US 11,463,405 B2

FIG. 11

1100
Receive One or More Threat Indicators
1110

Receive A Plurality of Packets with an

Encrypted Hostname
1120

Determine Plaintext

Hostname
1130

s the

NO Plaintext Hostname

YES

Apply Packet Filtering
Operation to the Plurality

Forward the Plurality of

Packets to its Destination
1150

of Packets
1160




U.S. Patent Oct. 4, 2022 Sheet 14 of 15 US 11,463,405 B2

1200
Receive One or More Policies
‘ 1210

Receive, from a First Device, a First Plurality

of Packets With a Plaintext Hostname
1220

Determine
hether a Destination
Supports ESNI?
1230

NO Forward the Plurality of

Packets to the Destination
1235

YES

Transmit, to the First Device, a
Message Indicating Use of ESNI
1240

Receive, from the First Device, a Second Plurality

of Packets with an Encrypted Hostname
1250

Forward the Second Plurality of
Packets to its Destination

1260




U.S. Patent Oct. 4, 2022 Sheet 15 of 15 US 11,463,405 B2

FIG. 13
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FIELD

Aspects described herein generally relate to computer
hardware and software and network security. In particular,
one or more aspects of the disclosure generally relate to
computer hardware and software for eflicient packet filtering
of Transport Layer Security (TLS) handshake messages
containing ciphertext that corresponds to Server Name Indi-
cation (SNI) (e.g., encrypted SNI (eSNI)) values in relation
to cybersecurity applications and more generally to network
communications policy enforcement applications.

BACKGROUND

Network security 1s becoming increasingly important as
the information age continues to unifold. Network threats
and/or attacks may take a variety of forms (e.g., unauthor-
ized requests or data transfers, viruses, malware, large
volumes of trailic designed to overwhelm resources (e.g.,
DDoS), and the like). Many of these threats use the Internet
to access and attack enterprise computer resources and/or
assets. For example, enterprise hosts, such as desktop com-
puters, mobile devices, on-premises or cloud enterprise
applications servers, public-facing web servers, and the like,
may be directly connected (e.g., attached) to private net-
works (e.g., TCP/IP networks) that are owned and/or oper-
ated and administrated by enterprises, such as commercial
businesses, governments, nation-states, and the like. These
enterprise networks are, in turn, directly connected to the
Internet so that an enterprise’s hosts may, for example,
access other publicly addressed Internet-attached hosts (e.g.,
public-facing web servers, application servers, etc.). In some
instances, however, the enterprise hosts may be accessing
Internet-attached hosts, or Internet hosts, that are malicious
in nature, for example, when an enterprise host’s operator/
user has been socially engineered to click on a phishing
e-mail link that communicates with a malicious Internet
host. In other instances, the enterprise hosts may be com-
municating with Internet hosts 1n violation of the enter-
prise’s network communication policies.

Enterprises may attempt to protect their networks from
malicious actors, or otherwise enforce network communi-
cations policies, by, for example, nstalling network packet
filtering devices at the boundary (e.g., at or near one or more
Internet access links) between an enterprise network and the
Internet that can mspect host-to-host communications (in the
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2

form of in-transit L2/L3 packets) crossing the boundary.
These packet filtering devices may determine 11 the com-
munications are malicious in nature, or otherwise 1n viola-
tion of enterprise communications policies, and, if so,
enforce policies that protect the enterprise network from the
threat or violation (e.g., block the communications by drop-
ping associated IP packets). Enterprises may also use such
network devices to enforce an enterprise’s communications
policies, for example, by controlling and/or monitoring
access to certain Internet hosts. One approach to enforcing
such policies may be for network packet filtering devices to
ispect, or filter, the communications’ in-transit packets for
instances of domain names (e.g., fully qualified domain
names (FQDNs)), such as malicious-adware-site.net, that
are associated with packet-filtering rules in the policies. If a
match 1s found between a packet and a rule, then a network
packet filtering device may drop the packet. The popular
HTTP protocol, used to transfer and mediate many web,
e-commerce, social media, etc. communications, often
includes such domain names of Internet hosts in the HITP
messages. Filtering in-transit packets for domain names that
are contaimned i HTTP messages 1s a policy enforcement
technique. Stmilarly, other application-layer protocols (e.g.,
DNS, SMTP, SIP, and the like) may include domain names
that may be used during policy enforcement. Enterprise
communications policies may also include privacy protec-
tion & preservation (P3) policies that may be defined by the
enterprise itself or by, for example, external entities that
have regulatory or compliance authority over the enterprise,
c.g., HIPAA, PCI DSS, etc. Enterprise communications
policies may also include support for law enforcement (LE)
applications, e.g., lawiul intercept.

In-transit network tratic may be secured via encryption,
for example, using the Transport Layer Security (TLS)
protocols. The TLS handshake protocol may be used first to
establish a secure encrypted connection, or tunnel, between
two hosts connected by a network (e.g., TCP/IP network).
The TLS record protocol may be used to securely transfer
application-layer data comprising the communications
through the tunnel. When an HTTP session 1s secured by
TLS, the combination 1s labeled “HTTPS” and 1s generally
considered to be an extension of HI'TP. The application
layer of the in-transit HT'TPS packets contains the encrypted
HTTP messages (which are encapsulated in TLS record
protocol packets). The plaintext HT'TP messages, and thus
any domain names, contained in the m-transit HI'TPS pack-
ets cannot be read by an observer. This secures the HI'TP
sessions from malicious actors that may be eavesdropping,
but also prevents non-malicious/legitimate packet filtering
devices and associated applications from reading any
domain names contained in the HI'TP messages. This may
prevent enterprises from enforcing theirr communications
policies and protecting their networks.

The TLS handshake protocol ClientHello message, how-
ever, may include the (plaintext) domain name, or hostname,
associated with the to-be-secured/encrypted application (e.g.
HTTP) session 1n a ClientHello message’s Server Name
Indication (SNI) extension (RFC 6066). Enterprise packet
filtering devices and associated applications, as well as
cavesdroppers, may continue to read and potentially act on
domain names associated with TLS-secured sessions by
ispecting the cleartext SNI field of a ClientHello message
contained in an in-transit packet. To further secure TLS,
however, one or more extensions to TLS are being devel-
oped that will support encryption of the SNI value while
in-transit. A skilled artisan would generally understand this
extension(s) and associated technologies as “ESNI.” A pri-
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mary purpose of ESNI 1s to mitigate the risk of domain name
cavesdropping by malicious actors. But enterprises that
protect their networks and enforce their communications
policies by reading and potentially acting on cleartext
domain names contained i SNI extensions of in-transit
packets can no longer do so when ESNI 1s used because the
domain names are encrypted.

Thus, enterprises need a way to use cleartext/plaintext
domain names to protect their networks and enforce com-
munications policies when enterprise hosts use ESNI when
establishing TLS-secured communications.

SUMMARY

The following presents a simplified summary 1n order to
provide a basic understanding of some aspects of the dis-
closure. It 1s intended neither to identity key or critical
clements of the disclosure nor to delineate the scope of the
disclosure. The following summary merely presents some
concepts of the disclosure 1n a simplified form as a prelude
to the description below.

Methods, devices, systems, and/or computer-readable
media disclosed herein describe protecting enterprise net-
works from threats (e.g., Internet threats) and enforcing
enterprise communications policies, for example, 1n some
cases where domain names contained in in-transit packets
are encrypted (e.g., encrypted Server Name Indication
(eSNI) extensions 1 TLS handshake protocol messages,
encrypted TLS protocol messages, etc.). Cybersecurity
applications may detect an encrypted hostname in one or
more packets. Based on detecting the encrypted hostname
(c.g., domain name), the cybersecurity applications may
resolve a plaintext hostname (e.g., domain name) corre-
sponding to the encrypted hostname. The cybersecurity
applications may use the plaintext hostname to determine
whether the plaintext hostname 1s associated with any com-
munications policies. For example, cyber security applica-
tions that protect networks from threats identified 1n reports
(e.g., cyber threat intelligence reports) may use the plaintext
hostname to determine whether the plaintext hostname 1s
associated with one or more threat indicators. When the
plaintext hostname 1s associated with one or more threat
indicators, the cybersecurity applications may apply one or
more packet-filtering rules to the one or more packets. By
resolving a plaintext hostname from an encrypted hostname,
the cybersecurity applications may, for example, protect
enterprise networks from threats (e.g., Internet threats) and
from privacy breaches such as malicious eavesdropping,
enforce enterprise communications policies, and/or assist
law enforcement.

There are many possible variants to the above process,

some of which are detailed below 1n the Detailed Descrip-
tion section.

BRIEF DESCRIPTION OF THE DRAWINGS

The present disclosure 1s described by way of example
and not limited 1n the accompanying figures 1n which like
reference numerals indicate similar elements and 1n which:

FIG. 1 shows an illustrative environment for a threat
protection and policy enforcement system for TLS-secured
communications and associated enterprise networks 1n
accordance with one or more aspects of the disclosure.

FI1G. 2 shows an illustrative eflicient eSNI packet filtering
gateway for executing cybersecurity applications 1n accor-
dance with one or more aspects of the disclosure.
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FIG. 3 shows a representative eSNI Domain Name Cor-
respondence List (EDCL) used by cybersecurity applica-

tions to determine correspondence between eSNI ciphertext
and plaintext domain names.

FIGS. 4A and 4B show a flowchart of an exemplary
process for creating, distributing, and maintaining EDCLs.

FIG. 5 shows a flowchart of an exemplary process for
creating, distributing, and maintaining policies composed of
packet-filtering rules derived from CT1 databases.

FIG. 6 shows a flowchart of an exemplary process for
creating, distributing, and maintaining DNS-ESNI set data
structures containing elements that are DNS-registered
domain names that support eSNI.

FIG. 7 shows a flowchart of an exemplary process for
creating, distributing, and maintaining EDCLs, CTI-derived
policies, and DNS-ESNI set data structures.

FIGS. 8A and 8B show a method for configuring and
operating eflicient eSNI gateways 1in accordance with one or
more examples described herein.

FIG. 9 shows a method for configuring and operating
cllicient eSNI gateways in accordance with one or more
aspects described herein.

FIG. 10 shows a method for configuring and operating
ellicient eSNI gateways 1n accordance with one or more
examples described herein.

FIG. 11 shows an example of a process for determining
whether encrypted network trathic 1s associated with one or
more threats.

FIG. 12 shows an example of a process for enforcing a
policy of using encrypted hostnames in accordance with one
or more examples described herein.

FIG. 13 shows an example of a method for storing packets
in accordance with one or more examples described herein.

DETAILED DESCRIPTION

In the following description of wvarious illustrative
embodiments, reference 1s made to the accompanying draw-
ings, which form a part hereof, and in which 1s shown, by
way of 1llustration, various embodiments 1n which aspects of
the disclosure may be practiced. It 1s to be understood that
other embodiments may be utilized, and structural and
functional modifications may be made, without departing
from the scope of the disclosure. In addition, reference 1s
made to particular applications, protocols, and embodiments
in which aspects of the disclosure may be practiced. It 1s to
be understood that other applications, protocols, and
embodiments may be utilized, and structural and functional
modifications may be made, without departing from the
scope of the disclosure.

Various connections between elements are discussed 1n
the following description. These connections are general
and, unless specified otherwise, may be direct or indirect,
wired or wireless, physical or logical (virtual/software-
defined). Similarly, the network elements, such as hosts and
appliances, may be physical or virtual. In this respect, the
specification 1s not intended to be limiting.

The present disclosure describes techniques for cyberse-
curity applications acting on domain names contained 1in
in-transit packets composing TLS-secured communications
when the domain names may be encrypted. Some network
cybersecurity applications enforce TCP/IP communications
policies composed of packet-filtering rules that include
plaintext domain names as rule-matching criteria. If domain
names contained in in-transit packets are encrypted, for
example, encrypted Server Name Indication (SNI) extension
field values 1n TLS ClientHello messages, then the policies
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cannot be enforced. Additionally or alternatively, cyberse-
curity applications may selectively enforce encrypted SNI
usage, for example, to thwart eavesdropping associated with
cleartext domain names.

Throughout this specification, the term “domain name”
may be used interchangeably with the network domain that
1s 1dentified by the domain name. Context determines 1f
“domain name” refers to the actual name, or i1dentity, of a
domain or if “domain name” refers to the domain 1tself. The
interchangeability of this terminology would be appreciated
by those skilled 1n the art. Also, “domain name” may be used
interchangeably with hostname, fully qualified domain name
(FQDN), etc., with the precise meaning defined by the
context. For example, a domain name observed in a struc-
tured field of an in-transit L.2/L.3 packet may be an FQDN.
Similarly, a domain name that 1s a CTI indicator may also be
an FQDN.

As used heremn, encrypted Server Name Indication
(“eSNI”) may generally refer to the technology and logic
associated with encrypted SNI and not to a particular
protocol, i1mplementation, or standard. Further, “eSNI
ciphertext” may generally refer to one or more encrypted
portions (e.g., fields, values, etc.) of a message (e.g., TLS
ClientHello message) associated with establishing a secure
communication channel between two or more parties. The
one or more encrypted portions may comprise the SNI value,
as well as other portions of the message (e.g., ClientHello
message), including, for example, the entire message (e.g.,
ChientHello message). Applicant recognizes that eSNI pro-
tocols are currently being developed by the Internet Engi-
neering Task Force (IETF), and which portions of messages
will be encrypted has not yet been finalized and/or become
classified as part of a standard. One of ordinary skill 1n the
art would recognize that the processes, methods, techniques,
devices, apparatuses, and/or systems described herein may
apply to detecting threats (e.g., Internet threats), protecting
enterprise networks, mitigating privacy breaches, enforcing
enterprise communications policies, and/or assisting law
enforcement in communications comprising an encrypted
Server Name Indication (eSNI), regardless of which por-
tions of such communications are encrypted.

Aspects of this disclosure relate to methods, devices,
systems, and/or computer-readable media for protecting
enterprise networks from Internet threats and enforcing
enterprise communications policies, for example, 1n cases
where domain names contained in the communications’
in-transit packets are encrypted. Applications, such as cyber-
security applications, operating in-line and/or in-transit
packet filtering devices may detect when eSNI 1s being used
to encrypt a domain name. Based on detecting the use of
eSNI, the applications and/or in-transit packet filtering
devices may determine the plaintext domain name corre-
sponding to the eSNI ciphertext and enforce communica-
tions policies associated with the plaintext domain name.

Aspects of the disclosure may also describe methods,
devices, systems, and/or computer-readable media for pro-
tecting enterprise networks from threats, such as malicious
cavesdropping, and enforcing enterprise communications
policies, for example, in cases where domain names con-
tained 1n the communications are not encrypted. Cyberse-
curity applications operating in-line and/or 1n-transit packet
filtering devices may detect when €SNI 1s not being used to
encrypt a domain name. The cybersecurity applications
and/or 1n-transit packet filtering devices may determine if
eSNI 1s supported by the associated domain. If eSNI 1s
supported, the cybersecurity applications operating in-line
and/or 1n-transit packet filtering devices may enforce com-
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6

munications policies associated with transmitting cleartext
domain names, for example, by causing the communications
to use eSNI (when available).

The 1dentification of communications that are associated
with Internet threats may leverage databases of cyber threat
intelligence (CTI) reports that are available from many CTI
provider organizations. These CTI reports may include
indicators, or threat indicators, or Indicators-of-Compromise
(I0Cs), that are unique 1dentifiers of Internet hosts or Internet
hosts’ resources (e.g. services, application instances, and the
like) that are associated with malicious activity. The CTI
indicators may include Internet network addresses—in the
form of IP addresses, S-tuples (host/resource identifiers
specifying 1.3 host IP addresses, L4 ports, and/or associated
L3 protocol types), hostnames/domain names, URIs, and the
like—of resources that may be controlled and/or operated by
threat actors, or that otherwise may be associated with
malicious activity. The CTI indicators may also include
identifiers for certificates and associated certificate authori-
ties that are used to secure some TCP/IP communications
(e.g., X.509 certificates used by the TLS protocol to secure
HTTP-mediated sessions). In addition to threat indicators,
C'TI reports may include additional information associated
with the threat, such as the type of threat, threat attribution
and threat actor(s), characteristic behaviors, attack targets,
geographic and geo-political information, and the like.

The present disclosure may describe methods, devices,
systems, and/or computer-readable media for deriving
packet-filtering rules from domain name 1ndicators received
in the CTI. The present disclosure may also describe meth-
ods, devices, systems, and/or computer-readable media for
enforcing the derived packet-filtering rules on packets com-
prising TLS-secured communications (e.g. HI'TPS commu-
nications). In this regard, an enterprise may receive CTI
indicators via a subscription to a cyber threat intelligence
provider (CTIP). The enterprise may create policies com-
posed of packet-filtering rules derived from the CTI indica-
tors, configure packet filtering devices with the policies, and
protect its enterprise networks from Internet threats by
enforcing the policies on in-transit packets crossing the
networks’ boundaries.

The use of eSNI to encrypt domain names 1n TLS-secured
communications may be realized via the joint participation
of the communicating hosts and the Internet’s Domain
Name System (DNS). That 1s, a first host (e.g., an HTTP
client, such as a web browser application executing on an
enterprise host) and a second host (e.g., an Internet-attached
HTTP server such as a web application server hosting a
domain named www.web-domain-X.com) may support
eSNI to establish a TLS-secured communication between
the two hosts. The second host (e.g., the web server) may
publish a public key in 1ts associated DNS entry (e.g.,
www.web-domain-X.com). Clients may use the public key
to encrypt, for example, the domain name (e.g., www.web-
domain-X.com) contained 1n the SNI extension and other
information (e.g., a ClientHello message, data and/or infor-
mation 1n the ClientHello message, etc.). Belore communi-
cating with the second host (e.g., www.web-domain-
X.com), the first host (e.g., the HI'TP client) may 1ssue a
query to the DNS to obtain (e.g., retrieve, resolve) the IP
address—1tor example, 12.34.56.78 of www.web-domain-
X.com—and the eSNI public key of the second host. The
first host (e.g., the HTTP client) may establish a TCP
connection to a well-known port (e.g., port 443 (HT'TPS)) of
12.34.56.78. The first host may use the public key to encrypt
the FQDN (e.g., www.web-domain-X.com) contained 1n the
SNI extension. In some examples, the public key may be
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used to encrypt other data 1n addition to the FQDN, such as
the ClientHello message and/or data and information con-
tained therein. After encrypting the FQDN, and any addi-
tional data, with the public key, the first host may insert the
resulting eSNI ciphertext into a communication, such as a
ClientHello message. The communication (e.g., the Clien-
tHello message) may be encapsulated 1n a TCP packet with
a destination port of 443. The TCP packet may be encap-
sulated 1n an IP packet with a destination IP address of
12.34.56.78. The IP packet may be sent (e.g., transmitted) to
the second host (e.g., web server) via a connection (e.g.,
TCP connection). Upon receipt of the ClientHello message,
the second host (e.g., web server) may use the private (e.g.,
secret) key associated with the public key to decrypt the
ciphertext to obtain (e.g., determine) the plaintext domain
(e.g., www.web-domain-X.com) of the second host (e.g.,
domain) that the first host (e.g., web browser) would like to
communicate with.

An application operating a packet {filtering device may
derive (e.g., determine) a plaintext domain name from eSNI
ciphertext by correlating the L3 destination IP address of the
in-transit packet (e.g., containing the ClientHello message)
with eSNI-related information. For example, a cybersecurity
application operating a packet filtering device may correlate
a cyber threat mtelligence (CTI) database of domain name
indicators with TCP/IP communications to identily potential
threat communications and/or decide how to process the
identified potential threat communications (e.g., block/drop
or allow/forward the communications). The CTI database
may contain a plurality of domain names and the content of
the CTI1 database may be dynamic. That 1s, new entries (e.g.,
domain names and any associated information) may be
added to the CTI database and existing entries may be
deleted from the CTI database on a continual basis. The
present disclosure describes packet filtering techniques that
may be computationally eflicient such that in-transit packets
are not dropped because of overtlowing buflers and network
security 1s not compromised due to lag. The applications
and/or 1n-line packet-filtering devices described herein may
filter m-transit L.2/L.3 packets on a packet-by-packet basis.
That 1s, an L2/L3-transparent device filters, or applies a
packet-filtering rule to, each in-transit packet in arrival order
(e.g., FIFO queueing) and determines each packet’s dispo-
sition/action (e.g., block/drop, allow/forward, etc.) before
filtering the next packet. It will be appreciated that commu-
nications, such as a ClientHello message, may be Irag-
mented across several packets. Packet-by-packet processing,
as described herein, may apply to communications, such as
ClientHello messages, that are fragmented over a plurality
packets.

An eSNI Domain Name Correspondence List (EDCL)
may be generated from a CTI database of domain names.
The EDCL may be a data structure. The data structure may
be a data organization, management, and/or storage format
that enables eflicient access and/or modification. The data
structure may be a collection of data values, the relationships
among them, and/or the functions or operations that can be
applied to the data. In some examples, the data structure may
be a 2-D table comprising at least two (2) columns labeled
{1P-address, cti-esni-domain-names-list} that is uniquely
indexed by IP address. In other examples, the data structure
may be a database. To generate the EDCL, a DNS may be
queried for each domain name (e.g., fully qualified domain
name (FQDN)) in the CT1 database. The DNS query may
determine at least one of the domain name’s IP address and
whether the associated domain supports eSNI. Determining,
whether the domain supports eSNI may comprise querying,

10

15

20

25

30

35

40

45

50

55

60

65

8

for a resource record that comprises an eSNI public key for
encryption. If the associated domain supports eSNI, an entry
(e.g., row) 1n the EDCL may be created and/or updated by
placing the IP address in the IP-address column and the
domain name 1n the cti-esni-domain-names-list column.
Because of virtual domain technology, where multiple
domain names may resolve to the same IP address, there
may be multiple domain names, or a list of domain names,
associated with each IP address in the EDCL. For exemplary
purposes, assume for this summary example that there 1s
only one domain name in the cti-esni-domain-names-list
associated with an (unique) IP address 1n the EDCL. In order
to process in-transit packets quickly to avoid bufler over-
flows and packet drops and to minimize packet transit
latency, the EDCL may be organized as an eflicient data
structure, such as a hash table, to support fast searches
indexed by IP address that check for the existence of EDCL
entries and return the list of domain names associated with
an IP address.

When an (in-line) packet filtering device inspects an
in-transit packet that contains a ClientHello message with
eSNI ciphertext, the packet filtering device may determine
the plaintext domain name corresponding to the eSNI
ciphertext by extracting the destination IP address from the
.3 packet, and searching for the destination IP address 1n the
EDCL. If the destination IP address i1s not found in the
EDCL, then the cybersecurity application logic may decide
to allow (e.g., forward) the packet towards 1ts destination
because there 1s no CTI-based threat associated with the
packet. If the destination IP address 1s found in the EDCL,
then the associated domain name may be the plaintext
domain name corresponding to the eSNI ciphertext. To
determine how to handle the packet, the cybersecurity
application may search one or more network security poli-
cies comprising a plurality of in-transit packet-filtering rules
(that are dernived from the CTI database) for a rule with
packet-matching criteria that corresponds to the plaintext
domain name. A matching rule may indicate a packet
disposition (e.g. allow/forward/pass or block/drop/deny). A
matching rule may also indicate additional (network protec-
tive) actions, or packet transformation functions (PTFs), for
the packet, such as log, capture, mirror/re-direct, forward-
to-proxy, spooi-tcp-rst, and the like.

Multiple domain names may be associated with a single
IP address in the EDCL. For example, domain hosting

services often host many domains on a single IP address.
Some of these many domains may be 1 a CTI database or
other cybersecurity-related databases, such as privacy pro-
tection databases, law enforcement databases, corporate
usage policy databases, etc. Additionally, some of these
domains may support eSNI. The plaintext domain name
corresponding to the eSNI ciphertext may not be unambigu-
ously determined from the associated IP address in the
EDCL. A cybersecurity application may select among sev-
eral different actions to disambiguate the plaintext domain
name and/or otherwise mitigate the potential threat. These
actions may be based on augmented EDCL information,
additional ethicient data structures, TLS messages, and the
like. For example, the cybersecurity application may: send a
TCP RST to the client that tears down the TCP connection
and terminates the TLS handshake session; send a TLS
message (e.g., TLS alert protocol message with a “hand-
shake failure” (code 40) alert) to the client that terminates
the TLS handshake session; send a TLS message to the
client that causes the client to use a TLS version (e.g., TLS
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v.1.2) that does not support eSNI; send a TLS message to the
client that causes the client to send a plaintext SNI instead
of an encrypted SNI; etc.

The application that operates the packet filtering device
may ispect the in-transit packet containing the ClientHello
message, determine that eSNI 1s being used, and determine
that the packet’s L3 destination IP address 1s 1in the EDCL.
The eSNI ciphertext may correspond to a (plaintext) domain
name of interest, such as one contained in a CT1 database.
There are several actions that the application may take to
disambiguate the plaintext domain name and/or otherwise
mitigate the threat. For example, the application may drop
the packet containing the ClientHello message and spoot, or
(transparently) proxy for, the intended host of the Clien-
tHello message.

Additionally or alternatively, the security application may
torward the ClientHello message to a (transparent) interme-
diary TLS Man-In-The-Middle (MITM) proxy function. The
MI'TM proxy function may decrypt a TLS-secured applica-
tion session, examine the session 1n the clear, re-encrypt the
session, and forward the TLS-secured session toward its
destination. While the MITM proxy function may not be
able to decrypt the eSNI ciphertext, the MITM proxy
function may inspect (e.g., examine) the decrypted applica-
tion session and extract a plaintext domain name that
corresponds to the eSNI ciphertext from the session’s con-
tents. For example, an HTTPS session may be decrypted by
the MITM proxy function to expose the cleartext HT'TP
session. In this regard, HT' TP method requests, such as GET,
POST, PUT, etc., may include domain names. The security
application may extract plaintext domain names from the
cleartext and filter the plaintext domain names through any
policies being enforced by the packet filtering device.

In another example, the security application may operate,
or otherwise have access to, a system DNS-QUERY-
TRACKER that may be used to disambiguate plaintext
domain names corresponding to eSNI values. The DNS-
QUERY-TRACKER system may monitor DNS queries that
originated from enterprise hosts that may also originate TLS
sessions that pass through the packet filtering device. The
DNS-QUERY-TRACKER system may store records of data
associated with any DNS queries for domain names that
support eSNI, for example, 1n a table (e.g., hash table) and/or
database. Each record may include the IP address of the host
that originated the DNS query, the domain name, the domain
name’s resolved IP address, and/or the query time. The
DNS-QUERY-TRACKER system may provide an interface
to the table and/or database that stores the records with a
tfunction call that accepts an IP address as iput and returns
one or more records corresponding to the mput IP address.
In some examples, the DNS-QUERY-TRACKER may be
configured to account for the use of encrypted DNS proto-
cols, such as DNS Queries over HI'TPS (DoH) (e.g., RFC
8484) and/or DNS over Transport Layer Security (Do'T)
(e.g., RFC 7858). These protocols may encrypt DNS com-
munications, such as DNS query requests and/or replies.
That 1s, the configuration may be such that a DNS-QUERY-
TRACKER system may access the plaintext and/or cleartext
of DoH and DoT communications.

Prior to immitiating a TLS-secured session (e.g., HI'TPS
communication) associated with a domain name, an enter-
prise host may i1ssue a DNS query to resolve the domain
name to an IP address and obtain (e.g., retrieve, acquire) the
domain’s public key (e.g., eSNI public key). As noted above,
the public key may be used to encrypt the domain name and
other data and/or information included in a ClientHello
message. It there 1s a public key (e.g., eSNI public key), the

10

15

20

25

30

35

40

45

50

55

60

65

10

DNS-QUERY-TRACKER system may insert a record of the
public key (e.g., €SNI public key) 1n 1ts table and/or data-
base. A packet filtering device may receive an L3 packet
comprising a ClientHello message with eSNI ciphertext.
The security application executing on the packet filtering
device may extract the destination IP address from the
packet and query the DNS-QUERY-TRACKER for one or
more records indexed by the destination IP address. The
query may be time-limited. That 1s, the record may have
been created and/or updated within a predetermined time of
receiving the L3 packet. A record that 1s time-correlated with
the ClientHello message and/or matches the origin host IP
address with the L3 packet’s source IP address may contain
a plaintext domain name associated with the eSNI cipher-
text. The security application may filter the plaintext domain
name through any policies being enforced by the packet
filtering device. The DNS-QUERY-TRACKING systems
and methods described above may be used 1n conjunction
with, or as an alternative to, the EDCL-based systems and
methods for estimating plaintext domain names correspond-
ing to eSNI ciphertext.

In some instances, the EDCL may be generated from a
database of domain names that may be relevant to an
application. For example, the database may be a collection
of domain names for which law enforcement (LE) has
authorization to intercept, decrypt, and store the plaintext of
associated communications sessions (€.g., HI'TPS sessions)
for a lawtul intercept application. Since law enforcement
may not be authorized to intercept, decrypt, and/or store
sessions that are not associated with the domain names, an
EDCL may be generated from a lawiul intercept database of
domain names to determine if the session may be associated
with a plaintext domain name 1n the lawiul intercept data-
base. If the session 1s associated with a domain name 1n the
lawtul intercept database, then the application may take the
appropriate action (e.g., mtercept, decrypt, and store the
plaintext of the associated communications).

In a privacy protection & preservation (P3) application,
the database may be a collection of domain names associ-
ated with encrypted communications sessions (e.g., HITPS
sessions) that shall not be decrypted and stored to protect
and preserve privacy. When a TLS-secured session uses
eSNI, an EDCL may be generated from the P3 database of
domain names to determine if the session 1s associated with
a plaintext domain name in the P3 database. If the domain
name 1s associated with a domain name 1n the P3 database,
then the application may take appropriate actions to ensure
that the session 1s not decrypted and/or stored.

In some examples, enterprises may seek to enforce an
eSNI usage policy that mitigates and/or prevents eavesdrop-
ping by malicious actors. The €SNI usage policy enforce-
ment may be used in conjunction with the EDCL-based
eSNI security function and/or DNS-QUERY-TRACKER -
based security function described above. In addition to
having access to an EDCL, the application may have access
to, for example, a data structure named DNS-ESNI that
comprises one or more elements of the domain names
registered 1n the DNS with associated domains that support
eSNI. For example, the application operating the packet
filtering device may detect a ClientHello message with an
SNI value (e.g., a (cleartext) domain name) that 1s not in the
CTI database but has an entry in the DNS-ESNI data
structure. The domain name 1s being sent in the clear when
it could be sent as ciphertext. Additionally or alternatively,
the application may query DNS to resolve the domain name
and determine 11 the domain supports eSNI. Based on the
response to the query, the application may determine if the
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domain name 1s an element, or member, of an abstract or
actual DNS-ESNI data structure. It the application deter-
mines that the domain supports eSNI, the application may
drop the packet containing the ClientHello message (with
the cleartext domain name), spool/transparently proxy for
the host that the ClientHello message 1s being sent to, and/or
send a TLS message to the client that causes the client to use
an encrypted SNI 1nstead of a plaintext SNI.

In some examples, enterprises may seek to enforce an
eSNI usage policy that implements eSNI for TLS sessions.
That 1s, enterprise hosts may only access domains that
support eSNI. The application operating the packet filtering
device may enforce such a policy, for example, by detecting
a ClientHello message with an SNI value (e.g., a plaintext
domain name, that 1s not an element of DNS-ESNI) and
sending a TLS message to the client that terminates the TLS
handshake session and/or sending a TCP RST message to the
client that terminates the associated TCP session. The f{il-
tering rules and/or the enforcement policies described herein
may find application 1n a system that performs rule-based
network-threat detection, for example, using the techniques
disclosed by the Applicant 1n U.S. Ser. No. 14/757,638,
entitled “Rule-Based Network-Threat Detection {for
Encrypted Communications” and filed on Dec. 23, 2015
(now U.S. Pat. No. 9,917.856), the entirety of which 1s
incorporated herein by reference.

FIG. 1 shows a system 100 for eSNI filtering for cyber-
security applications. System 100 may include Network A
102 and Network B 104, which may be connected by one or
more network links 106 providing internetwork access and/
or interconnection. System 100 may also include one or
more hosts. As used herein, “host” (or “hosts”) refers to any
type ol network device or node or computing device con-
nected to a network, with an L3 network address assigned to
their network interfaces. The one or more hosts may be
computing devices and/or network devices, such as, servers,
desktop computers, laptop computers, tablet computers,
mobile devices, smartphones, routers, gateways, proxies,
firewalls, switches, access points, or the like. In some
examples, some computing devices may have network inter-
faces without network addresses, such as the PSG/ESNI
G/W 120. The computing devices without network
addresses may not be considered hosts. A network interface
without an assigned network address may be considered to
be “transparent” with respect to the network level (e.g., L3
and/or L2).

Network A 102 may comprise one or more networks (e.g.,
Local Area Networks (LANs), Wide Areca Networks
(WANSs), Virtual Private Networks (VPNs), Software-De-
fined Networks (SDNs), or combinations thereof) associated
with one or more individuals and/or entities (e.g., govern-
ments, corporations, service providers, and the like). Net-
work B 104 may comprise one or more networks (e.g.,
LANs, WANs, VPNs, SDNs, or combinations thereof) that
interface and/or interconnect Network A 102 with one or
more other networks (not illustrated). For example, Network
B 104 may comprise the Internet, or a similar network,
and/or portions thereof.

As shown 1n FIG. 1, network A 102 may comprise hosts
110, 112, and/or 114 and one or more packet filtering
network gateway devices, such as a packet security gateway
(PSG). Hosts 110, 112, and/or 114 may be configured to
function as TLS clients and/or TLS tunnel terminals. The
PSG may comprise an eSNI-Gateway (ESNI-G/W) 120
function for processing in-transit packets associated with
TLS-secured communications that may use eSNI. In some
embodiments, the eSNI-Gateway network devices (e.g.,
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ESNI-G/W 120 or their incorporating PSGs) may not have
L3 network addresses and/or L2 network addresses assigned
to their network interfaces that ingress and/or egress the
in-transit packets to which the eSNI-Gateway functions. The
eSNI Gateways (and incorporating PSGs) may be L3-trans-
parent.

Similarly, Network B 104 may include, or provide net-
work access to, hosts 130, 131, and/or 139. Hosts 130, 131,
and/or 139 may be configured to function as TLS servers
and/or TLS tunnel terminals. Hosts 130, 131, and/or 139
may host one or more domains, and may register the
associated domain names with a DNS (e.g. DNS 160). Hosts
130, 131, and/or 139 may also associate eSNI support for the
domains on the Internet DNS (e.g., create a resource record
for a domain that includes an €SNI public key for encryp-
tion). Network B 104 may also include, or provide network
access to, systems 140, 142, and/or 144. Systems 140, 142,
and/or 144 may be collections of networked hosts config-
ured to provide various services. For example, CTIP(s) 140
may be one or more CTI providers (CTIPs) that provide CTI
reports that include network threat indicators (e.g. domain
names) to subscribers (such as SPMS 1350). Similarly, law
enforcement 1ntelligence providers (LEIP(s)) 142 and pro-
tection & preservation intelligence providers (P31Ps) 144
may provide intelligence reports, which include network
indicators (e.g., domain names), to subscribers (such as
Security Policy Management Server (SPMS) 150). Intelli-
gence providers (not shown) for other applications 1 addi-
tion to CTI, LE, and P3 applications may also provide
intelligence reports including network indicators 1n the form
of domain names to subscribers.

Security Policy Management Server (SPMS) 150 may be
a system that creates and distributes policies comprising one
or more packet-filtering rules. The one or more packet-
filtering rules may be derived from CTI supplied by CTIPs
140, from LEI supplied by LEIPs 142, from P31 supplied by
P3IPs 144, and the like. These policies may be distributed to
subscribers, such as ESNI-G/W 120. SPMS 150 may also be
a system that creates and distributes data to subscribing
eSNI-Gateways (e.g. ESNI-G/W 120) that support eSNI-
Gateway functions. For example, EDCL-SYS 152 may
represent a module, device, system, or subsystem of SPMS
150 that creates and distributes EDCLs derived from domain
name indicators included in CTI, LEI, P31, and/or the like to
subscribing eSNI-Gateways ESNI-G/W 120. In another
example, CTI-POLICY-SYS 154 may be a module, device,
system, or subsystem of SPMS 150 that creates policies
comprising one or more packet-filtering rules derived from
C'TT indicators (including domain name indicators). In yet
another example, DNS-ESNI-SYS 156 may represent a
module, device, system, or subsystem of SPMS 150 that
creates and distributes set data structures (e.g., tables, data-
bases, etc. and associated functions) containing DNS-regis-
tered domain names of domains that support eSNI. For
example, a law enforcement policy creation system (e.g.,
LEI-POLICY-SYS (not shown)) associated with law
enforcement applications, a privacy policy creation system
(e.g., P3I-POLICY-SYS (not shown)) associated with P3
applications, and other policy creation systems may be
similar to CTI-POLICY-SYS 154, but different in the
sources and/or types of intelligence, which may include
domain name indicators.

Domain Name Server (DNS) 160 may be one or more
computers that comprise the Internet Domain Name System
(DNS). DNS 160 may be used by various hosts to resolve
domain names into IP addresses. Additionally or alterna-
tively, DNS 160 may be used to obtain (e.g., retrieve,
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acquire) encryption keys (e.g., public encryption keys) for
use 1n creating eSNI ciphertext included in TLS ClientHello
messages.

ESNI-G/W 120 may be located at or near a network
boundary that interfaces between a first network (e.g., Net-
work A 102) and a second network (e.g., Network B 104).
For example, ESNI-G/W 120 may connect (e.g., interface)
network 102, or one or more hosts located therein, with
network 104, or one or more hosts located therein. As
discussed above, network B 104 may include hosts 130, 131,
and/or 139. Hosts 130, 131, and/or 139 may host one or
more networked application servers and/or associated
domains. The one or more application servers and/or asso-
ciated domains may be configured to support TLS-secured
communications. Network A 102 may include hosts 110,
112, and/or 114. Hosts 110, 112, and/or 114 may host
network application clients (e.g., web browsers) and may be
configured to support TLS-secured communications. ESNI-
G/W 120 may be 1nserted in-line on network link 106 and

may {ilter in-transit packets in order to enforce policies
associated with domain names associated with TLS-secured
communications. In some embodiments, the ESNI-G/W 120
may be a subcomponent or subfunction of a more general
packet filtering gateway system, such as a Packet Security
Gateway (PSG), for enforcing policies on all TCP/IP packet
communications between hosts associated with Network A
102 and hosts associated with Network B 104. A PSG may
be an interface between a protected network, such as Net-
work A 102, and unprotected networks connected to the
protected network, such as Network B 104. One or more
PSGs may be located at the one or more boundaries of the
protected network and filter (e.g., apply policies comprised
of packet-filtering rules to) m-transit packets traversing the
one or more boundaries in either direction. As shown in FIG.
1, a PSG may incorporate ESNI-G/W 120. The ESNI-G/W
120 function of a PSG may apply to one or more packets
associated with TLS-secured communications using eSNI.

Although not shown, i1t will be appreciated that additional
network components may be present in FIG. 1. These
network components may include devices, such as network
firewalls and associated network address translation (NAT)
functions, proxies, and the like, located at, or near, network
boundaries that may alter packet header information. Alter-
ing packet header imformation may impact the methods,
devices, systems, and/or computer-readable media described
herein. As will be described 1n greater detail below, the
systems, components, functions, data, and the like described
in relation to the CTI-based application may be applied to
other applications, such as law enforcement (LE) applica-
tions, privacy protection & preservation (P3) applications,
and the like. These applications (e.g., LE applications, P3
applications, etc.) may be substituted for and/or operated
concurrently with the CTI-based network protection appli-
cation. The methods, devices, systems, and/or computer-
readable media described herein may be implemented 1n any
suitable system that may determine the correspondence
between eSNI ciphertext contained 1n 1n-transit TLS Clien-
tHello messages/packets and plamtext/cleartext domain
names that are associated with the applications and com-
munications. Based on the determination of a correspon-
dence between eSNI ciphertext and a plaintext domain
name, the system may handle the packets according to a
packet-filtering rules.

FIG. 2 shows an example of an ESNI-G/W 120 for
enforcing policies on communications between Network A
102 and a Network B 104. The communications may be
TLS-secured communications with an encrypted hostname
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(e.g., an encrypted SNI value that may be mcluded 1n eSNI
ciphertext). ESNI-G/W 120 may comprise a processor and
main memory (CPU-w/MEM) 121, which may execute
logic for configuring and operating ESNI-G/W 120, network
interfaces NTWK-I/F 127, a management interface MGMT-
I'F 129. The CPU-w/MEM 121 may execute logic for
configuring and operating the ESNI-G/W 120 1n accordance
with one or more communications policy enforcement appli-
cations. These applications may be executed concurrently
and co-operatively/collaboratively. Additionally or alterna-
tively, a processor and main memory (CPU-w/MEM) 121
may execute logic for configuring and operating a collection
of systems and services, such as PK'T-FILTER 122, EDCL-
SVC 123, DNS-ESNI-SVC 124, DNS-QUERY-TRACKER
125, and/or TLS-MITM-PROXY 126, which may support
operation of ESNI-G/W 120 and 1ts associated applications.
These components may communicate using BUS 128. BUS
128 may be used to transfer data, including packets, between
the components of ESNI-G/W 120. BUS 128 may provide a

data communications channel between the components of
ESNI-G/W 120. In some examples, BUS 128 may be an

on-chip silicon bus connecting processor logic (e.g., a pro-
cessor and main memory (CPU-w/MEM) 121) with on-chip
cache memory, which provides fast and compact processing.
Additionally or alternatively, BUS 128 may be a network
connection (e.g., a TCP/IP network), such as Network A 102
or Network B 104. In further examples, BUS 128 may
comprise an integrated/embedded data bus on a printed
circuit board (PCB), a parallel data cable connecting com-
puters and/or peripheral devices, a serial optical cable con-
necting ports and/or interfaces of network switches and
routers, an [.2/[.3 switched network, [.3 routed network,
etc., and any combination thereof. BUS 128 may be silicon,

wired, wireless, physical, logical, virtual, software-defined,
etc.

ESNI-G/W 120 may be located in-line with network link
106, which may interconnect Network A 102 and Network
B 104 via network interface ports NTWK-I/F 127. In some
embodiments, network interface ports NTWK-I/F 127 may
be transparent at L3 and/or L.2. That 1s, network interface
ports NTWK-I/F 127 may not have IP addresses and/or
MAC addresses assigned to them. According to these
examples, in-transit L.2/1.3 packets may pass through ESNI-
G/W 120 without modifying L2/L.3 packet headers. The
ESNI-G/W 120 in-transit packet processing logic may pro-
vide time-etlicient and memory-eflicient packet processing
that allows packet filtering at the peak packet transmission
rate of Link 106 without dropping packets, for example, due
to 1nternal buller overtlows due to latency. In some
examples, management interface MGMT-I/F 129 may be
assigned an L3/IP address. The management interface
MGMT-I/F 129 may allow ESNI-G/W 120 to communicate
with hosts providing services, such as SPMS 150 and/or
DNS 160.

The PK'T-FILTER 122 system may apply policies com-
prising one or more packet-filtering rules to in-transit pack-
ets traversing the ESNI-G/W 120. The policies may be
supplied by servers and/or services, such as the SPMS 150.
A policy’s packet-filtering rules may be derived from 1ndi-
cators included 1n various types of intelligence reports, for
example, CTI reports, LEI reports, P31 reports, and the like.
PKT-FILTER 122 may be configured to concurrently sup-
port one or more different cybersecurity applications, such
as CTI-based network protection, lawiul intercept, privacy
protection & preservation, and the like.

The EDCL-SVC 123 service may manage queries for
information associated with one or more EDCLs. The
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EDCLs may be provided (via MGMT-I/F 129) by EDCL-
SYS 152. EDCL-SYS 152 may be part of SPMS 150.
EDCL-SVC 123 may service queries from ESNI-G/W 120.
EDCL-SVC 123 may receive one or more query requests
from one or more applications executing on ESNI-G/W 120.
The one or more query requests may be received via BUS
128. A query request may include an IP address. EDCL-SVC
123 may transmit query responses to the applications. A
query response may include ESNI-related information asso-
ciated with the IP address stored in one or more EDCLs
managed by EDCL-SVC 123.

The DNS-ESNI-SVC 124 service may manage queries for
eSNI support mformation associated with domain names
that may be registered in the Internet DNS 160. EDCL-SVC
123 may receive one or more query requests from one or
more applications executing on ESNI-G/W 120. The query
requests may be received via BUS 128. A query request may
comprise a domain name. EDCL-SVC 123 may transmit
query responses to the one or more applications. A query
response may include information that indicates whether the
domain associated with the domain name supports eSNI.
The DNS-ESNI-SVC 124 may determine whether the
domain name supports eSNI by determining whether the
domain name 1s a member of a DNS-ESNI set managed by
the DNS-ESNI-SVC. A DNS-ESNI set may be provided, for
example by DNS-ESNI-SYS 156 via MGMT-I/F 129. DNS-
ESNI-SYS 156 may be a component of SPMS 150. Addi-
tionally or alternatively, the DNS-ESNI-SVC 124 may
determine whether the domain name supports eSNI by
querying the DNS 160 to determine 1f the domain name 1s
associated with any resource records for eSNI support.

The DNS-QUERY-TRACKER 125 system may manage
information associated with DNS quernies that may have
been 1ssued by hosts connected to Network A 102. Addi-
tionally or alternatively, the DNS-QUERY-TRACKER 125
system may service queries for information associated with
DNS queries that may have been 1ssued by hosts connected
to Network A 102. The DNS-QUERY-TRACKER 125 may
observe DNS query requests and responses for resolving
domain names into IP addresses. For each DNS query,
DNS-QUERY-TRACKER 1235 may store, in an eflicient
data structure—such as a table (e.g., hash table) or data-
base—a record for the query. The record may include: (1)
the IP address of the host that originated the DNS query; (2)
the domain name; (3) the domain name’s resolved IP
address; (4) the query tlme(s) and/or (35) additional infor-
mation for managing and/or improving the system and/or
service. For example, the additional information may com-
prise eSNI-support information associated with the domain
name. The DNS-QUERY-TRACKER 125 may help disam-
biguate plaintext domain names that may correspond to
eSNI ciphertext. For example, an eSNI-Gateway application
may process an in-transit packet that contains a ClientHello
message comprising €SNI ciphertext. The application may
query EDCL-SVC 123 and determine that multiple domain
names may correspond to the eSNI ciphertext. To disam-
biguate which of the multiple domain names may corre-
spond to the eSNI ciphertext, the application may query
DNS-QUERY-TRACKER 1235 for records that correspond
to the packet’s L3 source IP address and/or 1.3 destination IP
address. To service the query, DNS-QUERY-TRACKER
125 may search 1ts data structure (e.g., table and/or database)
for one or more records that match either the packet’s source
IP address with the record’s origin host IP address and/or the
packet’s destination IP address with the record’s resolved 1P
address. Any such records may be included in the query
response sent to the application. The application may then
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determine a plaintext domain name corresponding to the
eSNI ciphertext from the most recent record. Based on the
determined plaintext domain name, the application may
send the packet and domain name to PK'T-FILTER 122 for
filtering and handling.

The TLS-MITM-PROXY 126 (transparent) proxy system
may be used by an eSNI-Gateway application to perform a
deeper 1mspection of the packet and/or associated commu-
nication. For example, TLS-MITM-PROXY 126 may
decrypt the TLS-secured communications, examine the
plaintext of the TLS-secured communications, and re-en-
crypt the TLS-secured communications. The application
may determine the plaintext domain name(s) corresponding
to eSNI ciphertext associated with a TLS-secured commu-
nication using this Man-in-The-Middle approach. For
example, the application may receive an in-transit packet
containing an encrypted hostname (e.g., a ClientHello mes-
sage that includes eSNI ciphertext). To determine 11 there 1s
correspondence between a plamtext domain name associ-
ated with the application and the eSNI ciphertext, the
application may invoke the EDCL-SVC 123 and/or the
DNS-QUERY-TRACKER 125. However, the EDCL-SVC
123 and/or the DNS-QUERY-TRACKER 125 may not
determine the plaintext domain name corresponding to the
encrypted hostname (e.g., domain name). In some examples,
the EDCL-SVC 123 and/or the DNS-QUERY-TRACKER
125 may not be able to determine the plaintext domain name
within a certain degree of certainty. The application may
then forward the TLS-secured communication to the TLS-
MITM-PROXY 126. The TLS-MITM-PROXY 126 may
decrypt the TLS-secured communications to obtain (e.g.,
determine) plaintext domain names that correspond to the
e¢SNI ciphertext. As will be discussed 1n greater detail below,
one or more ESNI-G/W applications, such as LE and P3
applications, may use the TLS-MITM-PROXY 126 to
acquire the plamtext of TLS-secured communications ses-
S1011S.

FIG. 3 shows a representative example of an eSNI
Domain Name Correspondence List (EDCL) 300. The
EDCL data structure may be represented as a two-dimen-
sional table. EDCL 300 may be used by an eSNI Gateway
(e.g., ESNI-G/W 120) to determine if an encrypted host-
name (e.g., eSNI ciphertext) corresponds to a plaintext
domain name 1n a database of domain names associated with
cybersecurity applications, such as CTI-based network pro-
tection, law enforcement (LE), privacy protection & pres-
ervation (P3), and the like. The determination of whether an
encrypted hostname (e.g., encrypted domain name) corre-
sponds to one or more plaintext domain names in the
database may be a factor for how an eSNI-Gateway (e.g.,
ESNI-G/W 120) handles an in-transit packet comprising an
encrypted domain name (e.g., a ClientHello message with
eSNI ciphertext). As discussed herein, EDCL 300 may be
used with one or more cybersecurity applications associated
with CTI-based network protection, as well as one or more
applications like law enforcement (LE) applications and/or
privacy protection & preservation (P3) applications.

The EDCL 300 may comprise a plurality of columns. A
first column 301, labeled “IP-Address,” may contain one or
more unique IP addresses that index each row and/or entry
of the table. Each IP address in first column 301 may

correspond to a DNS record (e.g., Internet DNS A (IPv4) or

AAAA (IPv6)) for one or more domain names in the CTI
database that are associated with domains that support eSNI.
The second column 302, labeled “CTI-ESNI-Domains,”
may contain domain names in the CT1 database that support

eSNI. Elements 1n the second column 302 are the name(s) of
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the domain(s) hosted at the corresponding IP address 1n first
column 301. For example, the domains {pgorlzex.cn, x-ad-
vice.onln, bmb27.com} in the (311, 302) element location of
EDCL 300 may be hosted at the IP address 40.07.25.13, as
shown by the (311, 301) clement location. For example, i1 an
ESNI-G/W 120 detects an encrypted hostname (e.g., eSNI
ciphertext i a ClientHello message) and the associated
packet’s L3 destination IP address 1s 40.07.25.13, the EDCL
300 may indicate that one of the plaintext domain names
Ipgorlzex.cn, x-advice.onln, bmb27.com} may correspond
to the encrypted hostname (e.g., eSNI ciphertext). There
may be additional domains hosted at the same IP address
40.07.25.13 with domain names that may correspond to the
eSNI ciphertext. However, those domains names may not be
listed at element (311, 302) because the domain names are
either not in the CTI database or do not support eSNI.
The remaining columns 1n the EDCL 300 are 1llustrative
and may be used by ESNI-G/W 120 for decision support on
how to handle a packet contaiming an encrypted hostname
(c.g., a ClientHello message with eSNI ciphertext). A third
column 303, labelled “#CTI-ESNI-Domains,” may include a
count of the domain names in the second column 302,
“CTI-ESNI-Domains.” For example, the three (3) domain
names represented 1n element (311, 302), may define ele-
ment (311, 303) as 3. A fourth column 304, labelled “#CTI-
Domains,” may include a count of the domain names 1n the
C'T1 database that are hosted at the corresponding IP address
in first column 301. For example, element (313, 304) may be

15, which means that 15 domain names 1n the CTI database
are hosted at IP address 6203:7400:3340::8618:46¢f (e.g.,

clement (313, 301)). While 15 domain names may be hosted
at IP address 6203:7400:3340::8618:46¢f, there are six (6)
domains 1n the CTI database that are hosted at IP address
6203:7400:3340::8618:46¢f that do not support eSNI. This
may be indicated at element (313, 303), which may indicate
the number of domain names that support eSNI at a given IP
address. A fifth column 303, labelled “#Reverse-1P-Lookup-
Domains,” may include a count of all domains hosted by the
IP address according to a reverse IP lookup service. In some
embodiments, there may be additional columns 1n EDCL
300 that ESNI-G/W 120 may use for decision support.

As shown by the example 1llustrated in row 314, ESNI-
G/W 120 may receive a communication with an encrypted
hostname (e.g., a ClientHello message with eSNI cipher-
text). ESNI-G/W 120 may use a network address (e.g.,
source 1P address, destination IP address, etc.) to determine,
with a high degree of probability, a plaintext domain name
corresponding to a received €SNI ciphertext. As shown,
ESNI-G/W 120 may determine that the plaintext domain
associated with the received eSNI ciphertext 1s toplipts.com.
In this regard, ESNI-G/W 120 may query EDCL 300 using
IP address 22.74.02.18 to determine a plaintext domain
name corresponding to the eSNI ciphertext. ESNI-G/W 120
logic may decide that since #CTI-ESNI-Domains (314,
303)=1 and #CTI-Domains (314, 304)=1 and #Reverse-IP-
Lookup-Domains (314, 305)=1, then (314, 302)=toplipts-
.com, the received encrypted hostname (e.g., eSNI cipher-
text) corresponds to toplipts.com.

In another example, ESNI-G/W 120 may receive a com-
munication with an encrypted hostname (e.g., a ClientHello
message with eSNI ciphertext). ESNI-G/W 120 may use a
network address (e.g., source IP address, destination IP
address, etc.) to determine that additional methods may be
necessary to determine the plaintext domain name corre-

sponding to the encrypted hostname. As shown in the
example 1llustrated by Row 312, ESNI-G/W 120 may query
EDCL 300 using IP address 14.99.65.22 to determine one or
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more plamntext domain names corresponding to the
encrypted hostname (e.g., eSNI ciphertext). ESNI-G/W 120

logic may decide that since #CTI-ESNI-Domains (312,
303)=5 and #CTI-Domains (312, 304)=3 and #Reverse-1P-
Lookup-Domains (312, 305)=20, then ESNI-G/W 120 may
determine that the domains hosted at IP address 14.99.65.22
support eSNI. Additionally, ESNI-G/W 120 may determine
that the plamntext domain name corresponding to the eSNI
ciphertext 1s likely not 1n the CT1 database. In this regard,
ESNI-G/W 120 may decide to use additional methods to
determine the plaintext domain name corresponding to the
encrypted hostname (e.g., eSNI ciphertext).

As shown by the example illustrated 1n row 310, ESNI-
G/W 120 may receive a communication with an encrypted
hostname (e.g., a ClientHello message with eSNI cipher-
text). ESNI-G/W 120 may use a network address (e.g.,
source IP address, destination IP address, etc.) to determine
that the communication may be malicious. ESNI-G/W 120
may query EDCL 300 using IP address 102.2.18.81 to
determine one or more plaintext domain names associated
with the encrypted hostname (e.g., eSNI ciphertext). ESNI-
G/W 120 logic may decide that since #CTI-ESNI-Domains
(310, 303)=8 and #CTI-Domains (310, 304)=8 and
#Reverse-1P-Lookup-Domains (310, 305)=0, then ESNI-
G/W 120 may determine that the IP address has been
assigned to malicious actors that have taken measures and
actions to obfuscate their Internet presence. Based on this
determination, ESNI-G/W 120 may determine that the com-
munication 1s most likely malicious.

As shown by the example illustrated 1n row 311, ESNI-
G/W 120 may recerve a communication with an encrypted
hostname (e.g., a ClientHello message with eSNI cipher-
text). ESNI-G/W 120 may use a network address (e.g.,
source IP address, destination IP address, etc.) to determine
that the communication may be malicious. ESNI-G/W 120
may query EDCL 300 using IP address 40.07.25.13 to
determine one or more plaintext domain names associated
with an encrypted hostname (e.g., eSNI ciphertext). ESNI-
G/W 120 logic may decide that since #CTI-ESNI-Domains
(311, 303)=3 and #CTI-Domamns (311, 304)=3 and
#Reverse-IP-Lookup-Domains (311, 305)=3, then ESNI-
G/W 120 may determine that the communication 1s directed
to an IP address that has been assigned to a content delivery
and/or adware service operator that does not aggressively
vet or monitor 1ts clients. The ESNI-G/W 120 may deter-
mine that the communication 1s most likely malicious.

FIGS. 4A and 4B show an example of a process 400 of a
system (e.g., EDCL-SYS 152) that creates, distributes, and
maintains EDCLs. In some embodiments, the system (e.g.,
EDCL-SYS 152) may be integrated with, or comprise a
subsystem of, the SPMS 150 that creates, distributes, and
maintains policies of packet-filtering rules dertved from CTI
databases and/or other intelligence databases. CT1 databases
may include a plurality of threat indicators, including a
plurality of threat indicators in the form of domain names.
Additionally, the CTI1 databases may be updated continually,
for example, by cyber threat intelligence providers (e.g.,
CTIP(s) 140) producing new threat intelligence reports
and/or associated network threat indicators. CTI-derived
policies and EDCLs may be created and/or managed by
individual eSNI-Gateways. Additionally or alternatively,
EDCLs and/or CTI-derived security policies may be created
and/or managed by centralized servers, such as CTIPs.

At step 405, the system (e.g. EDCL-SYS 152) creates a
database (e.g., CTI-FQDN-DB) by accessing a current CT1
indicator database (e.g., CTI-INDICATOR-DB) of SPMS
150, extracting the fully qualified domain names (FQDNs)
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from the current CTI indicator database (e.g., CTI-INDI-
CATOR-DB), and inserting the FQDNs into the database
(e.g., CTI-FQDN-DB). In step 410, the system may initial-
ize the EDCL, which may be associated with metadata
including creation time, SPMS 1dentity, CTI-INDICATOR -
DB and CTI-FQDN-DB identifiable information, and the
like. Once the EDCL 1s 1nitialized, the system may 1nitiate
a looping, or iterative, process through each FQDN 1n
CTI-FQDN-DB, to populate the EDCL.

In step 415, the system may query DNS (e.g., Internet
DNS 160) to determine whether the current FQDN has a
resource record (RR) associated with eSNI. At step 420, the
system may determine whether the resource record indicates
whether the associated domain supports eSNI. If the
resource record indicates that the associated domain does
not support eSNI, then process 400 returns to step 415 to
query the DNS for the next entry in the CTI-FQDN-DB.
However, 1f the resource record indicates that the associated
domain supports eSNI, then process 400 proceeds to step
425, during which the system may query the DNS {for the
domain record (e.g., resp. A and AAAA record) of the
FQDN. The system may receive a response. The response
may include the IPv4 IP address and/or the IPv6 IP address
associated with the FQDN. In some examples, 11 both an A
(IPv4) and AAAA (IPv6) record exists for the FQDN, then
step 425 may be repeated i1f the domain name has both an
IPv4 IP address and an IPv6 IP address.

In step 430, the system may determine whether the IP
address exists 1n the EDCL. For example, the system may
search for the record/row/entry indexed by the IP address. If
an entry does not exist, then the system creates a new record
in the EDCL 1n step 435. The entry may be indexed by the
IP address.

After creating a new entry for the IP address or discov-
ering that an entry already exists, the system may append the
FQDN to the list of FQDNs 1n the CTI-ESNI-Domains 302
ficld 1n step 440. In step 445, the system may increment the
#CTI-ESNI-Domains 303 field to indicate the new IP
address associated with the entry. In step 430, the system
may determine whether there are more FQDNSs to process in
the CTI-FQDN-DB. If there are more FQDNs to process,
process 400 returns to step 415 to repeat the process with the
next FQDN 1n CTI-FQDN-DB. If there are no more FQDNSs,
process 400 proceeds to step 455.

In step 455, the system may populate additional fields
and/or columns 1n the EDCL. The additional fields and/or
columns may be 1n addition to IP-Address 301, CTI-ESNI-
Domains 302, and #CTI-ESNI-Domains 303. Continuing an
example discussed above with respect to FIG. 3, row 313
may be indexed by IP address 6203:7400:3340::8618:46¢f
in element (313, 301). Row 313 may have nine (9) domain
names (the value of element (313, 303) that are in the CTI
database and are associated with domains that support eSNI.
Element (313, 305)=15 1s the number of domains hosted at
IP address 6203:7400:3340::8618:46¢ef, according to some
Reverse-IP-Lookup service. In step 460, the system (e.g.,
SPMS 150) may distribute the EDCL to one or more
ESNI-G/Ws (e.g., ESNI-G/W 120). In some examples,
ESNI-G/Ws may have a subscription to receive the EDCL.
Process 400 may be repeated to change, modily, alter, or
otherwise update the EDCL.

Process 400 may be performed 1n a different order and/or
in different combinations than as described above. The
dynamics of C'TI, eSNI support, and/or mappings of domain
names to IP addresses suggest that process 400 may be
performed often, or even continually, 1n order to minimize
lag and/or synchronization 1ssues. In this regard, process 400
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may use a continual dynamic update model. Additionally or
alternatively, process 400 may use batch processing to
update EDCL. While process 400 was described 1n terms of
a cybersecurity application for CTI-based network protec-
tion, 1t will be appreciated that other applications, such as
lawtul intercept and privacy protection & preservation appli-
cations, may be use process 400 to update an EDCL, or an
equivalent thereol.

FIG. 5 shows an example of a process 300 of a system
(e.g., CTI-POLICY-SYS 154) that creates, distributes, and
maintains policies comprising one or more packet-filtering
rules derived from CT1 databases. CTI-based policies may
be distributed to packet security gateways (PSGs) that are
located at network boundaries and that apply the policies to
one or more packets crossing the boundary in either direc-
tion. When PSGs are configured with CTI-derived policies
such as the policies created by a CTI-POLICY-SYS 156,
then the PSGs may be identified as threat intelligence
gateways (11Gs). ESNI-G/W 120 may be a subsystem,
subcomponent, or subfunction of a TIG that 1s tasked with
filtering only packets associated with TLS-secured commu-
nications or TLS-secured communications that use eSNI.
PKT-FILTER 122, which may be used by the ESNI-G/W
120 to filter packets against plaintext domain names corre-
sponding to eSNI ciphertext, may be used by the TIG, or
PSG, to filter packets based on one or more CTI-derived
indicators (e.g., IP addresses, 5-tuples, domain names, URIs,
and the like). The policies created by a CTI-POLICY-SYS
154 may be used directly, commonly, and concurrently by
ESNI-G/Ws 120 and the systems that integrate ESNI-G/W
120, such as TIGs and/or PSGs. In some examples, the
system (e.g., CTI-POLICY-SYS 154) may be integrated
with, or comprise a subsystem of, the SPMS 150 that
creates, distributes, and/or maintains policies derived from
C'T1I databases.

In step 510, the system may initiate the CTI-POLICY
creation process by accessing the current CTI indicator
database CTI-INDICATOR-DB of SPMS 150. It will be
appreciated that the system may be adapted for other appli-
cations (e.g., law enforcement, privacy protection & pres-
ervation, etc.) and the databases associated therewith. Once
the CTI-POLICY 1s mitialized, the system may initiate a
looping, or iterative, process through each indicator 1in
CTI-INDICATOR-DB to create the CTI-POLICY.

In step 520, the system may create a packet-filtering rule
with the current indicator as the matching criteria. In step
530, the system may insert the rule mto CTI-POLICY. In
terms of a typical packet-filtering rule syntax, such as
OpenBSD PF syntax, the rule may specily at least one action
and at least one packet matching criterion. The action, or
disposition, may comprise allowing (e.g., passing, forward-
ing, etc.) the packet (e.g. in-transit L2/L.3 packet) to 1ts
intended destination. Alternatively, the action may comprise
blocking (e.g., denying, dropping, etc.) the packet (e.g.
in-transit L.2/L.3 packet) from reaching 1ts intended destina-
tion. The packet-matching criteria may comprise L3, L4,
and/or application-layer packet field values that correspond
to the CTI indicators (e.g., IP addresses, S-tuples, host-
names/FQDNs, URIs, and the like). Depending on the
capabilities and purposes (e.g., network security) of the
target packet filtering devices (e.g., the PSGs, TIGs, and
ESNI-G/Ws), additional rule components may be specified.
These rule components may comprise such as: packet trans-
formation functions (PTFs) and metadata. The PTFs may
comprise logging, capturing, mirroring, re-directing, tunnel-
ing, and the like. Additionally or alternatively, the PTFs may
comprise proxy functions. For example, a PTF “tcp-rst” may
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transparently spoof the TCP packet’s destination host by
creating and forwarding a TCP RST packet toward the
source host that causes the source host to drop the TCP
connection. Metadata may be used to inform the application
logic of the packet filtering device and/or gateway of prop- 5
erties associated with the packet that cannot be derived
directly from the contents of the packet. Metadata may
include, for example, mnformation derived from the associ-
ated CTI reports for the indicator, the CT1 provider that
supplied the indicator, the type of attack associated with the 10
indicator, attribution, etc.

In step 540, the system may determine whether there are
more indicators in CTI-INDICATOR-DB. If there are more
indicators 1n the CTI-INDICATOR-DB, the process returns
to step 520 to process the additional indicators in the 15
CTI-INDICATOR-DB. If there are no additional indicators
in the CTI-INDICATOR-DB, process 300 proceeds to step
550, wherein the system may organize rules in the CTI-
POLICY. Additionally or alternatively, the system may
encode the rules in the CTI-POLICY to meet constraints 20
and/or improve performance of the packet filtering applica-
tion (executed by a PSG/TIG/ESNI-G/W) that applies CTI-
POLICY to in-transit packets. For example, duplicate rules
may be removed, rules may be merged, and/or order depen-
dencies may be identified. Additionally, rules may be re- 25
ordered and/or grouped and ordered to support fast search by
the packet-filtering application. Step 550 may be performed
by the target packet filtering device/gateway. In some

examples, step 550 and step 530 may be combined. In step
560, the system (e.g., SPMS 150) may distribute CTI- 30

POLICY to one or more subscribing ESNI-G/Ws 120.
Process 500 may be repeated to change, modily, alter, or
otherwise update the CTI-POLICY.

Process 5300 may be performed 1n a different order and/or
in different combinations than as described above. The 35
dynamics of CTI suggest that process 500 be performed
often, or even continually, 1n order to minimize lag and/or
synchronization issues. In this regard, process 500 may use
a continual dynamic update model. Additionally or alterna-
tively, process 500 may use batch processing to update 40
CTI-POLICY. While process 500 was described 1n terms of
a cybersecurity application for CTI-based network protec-
tion, 1t will be appreciated that other applications, such as
lawtul intercept and privacy protection & preservation appli-
cations, may be use process 500 to update an CTI-POLICY, 45
or an equivalent thereof.

FIG. 6 shows an example of a process 600 of a system
(e.g., DNS-ESNI-SYS 156) that creates, distributes, and
maintains DNS-ESNI set data structures. In some examples,
the DNS-ESNI-SYS 156 system may be integrated with, or 50
comprise a subsystem of, the SPMS 150 that creates, dis-
tributes, and maintains policies of packet-filtering rules
derived from CTI databases. The DNS-ESNI set data struc-
tures may comprise entries for DNS-registered domain
names that support eSNI. A DNS-ESNI data structure may 55
determine whether a domain name registered 1n the Internet
DNS 1s associated with a domain that supports eSNI. DNS-
ESNI sets may be dernived from dynamic databases com-
prising registered domain names 1n the Internet DNS, as well
as from dynamic eSNI support information dertved from 60
querying the DNS for eSNI support status on registered
domain names. ESNI-G/Ws may create and/or maintain a
DNS-ESNI. Additionally or alternatively, a centralized
approach, for example, via a SPMS (e.g., SPMS 150), may
be employed to create and/or manage DNS-ESNI. 65

The DNS-ESNI set data structure may be a Bloom filter
(B/F), a Cuckoo filter (C/F), and/or any suitable set data
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structure. These types of filters may efliciently store the
elements of a data set, insert elements into the data set, and
determine 1f an element 1s a member of a set. In particular,
Cuckoo filters may support time-eflicient deletion, or
removal, of an element from a set. It will be appreciated that
similar set data structures with properties similar to those of
Bloom filters or Cuckoo filters may be used.

In step 610, the system (e.g., DNS-ESNI-SYS 156) may
generate a database (e.g., DNS-REG-DB) by collecting
and/or aggregating lists of domain names registered in the
DNS. Sources of these lists include, for example, zone files
discovered by DNS registry operator orgamizations and/or
associated delegates and/or authoritative name servers,
domain list aggregator services, 3"“-party services that dis-
cover country code domains (CCDs), ICANN, and the like.
Once the DNS-registered domain names are obtained (e.g.,
determined), the system may initiate a looping, or 1terative,
process to generate the DNS-ESNI.

In step 620, the system may query the DNS (e.g., Internet
DNS 160) for the existence of an eSNI resource record (RR)
for each domain in the database DNS-REG-DB. The RR
may indicate that the associated domain supports eSNI. In
step 630, the system may determine if the RR associated
with eSNI exists for the current domain name. If the system
determines that the domain does not support eSNI, process
600 returns to step 620 where the DNS 1s queried for the next
domain name entry in the database DNS-REG-DB. If the
system determines that the domain supports eSNI, then the
system may insert the domain name 1nto the set DNS-ESNI,
in step 640. In step 6350, the system may determine ii there
are more domain names to process 1n DNS-REG-DB. If
there are, process 600 returns to step 620 to process the next
entry in DNS-REG-DB. If there are no more domain names,

then the system proceeds to step 660, wherein the system
(e.g., SPMS 150) may distribute DNS-ESNI to one or more

subscribing ESNI-G/Ws 120. Process 600 may be repeated
to change, modily, alter, or otherwise update the DNS-ESNI.

Process 600 may be performed 1n a different order and/or
in different combinations than as described above. The
dynamics of DNS and eSNI indicate that process 600 may
be performed often, or even continually, 1n order to mini-
mize lag and/or synchronization issues. In this regard,
process 600 may use a continual dynamic update model. In
some examples, an ESNI-G/W (e.g., ESNI-G/W 120) may
determine the information contained 1n a DNS-ESNI on an
as-needed basis by directly querying the DNS for eSNI
support status when 1t observes a cleartext SNI contained 1n
an 1n-transit packet.

FIG. 7 shows an example of a process 700 of a system
(e.g., SPMS 150) that creates, distributes, and maintains
EDCLs, CTI-derived policies, and/or DNS-ESNI set data
structures. While the examples describe below are related to
CTI-based network protection applications, it will be appre-
ciated that the systems and methods described below may be

incorporated into SPMS 150 operation and/or associated
ESNI-G/W operation.

In step 710, the system (e.g., SPMS 150) may collect CT1
reports from multiple CTI Providers 140 and creates a
database (e.g., CII-REPORT-DB) of these reports. A CTI
report may contain one or more network threat indicators in
the form of IP addresses, S-tuples, domain names, URIs, and
the like. The threat imndicators may 1dentily network hosts
and/or resources associated with a threat, as well as addi-
tional information associated with the threat, such as the
threat attack type, attribution, etc. CTI reports may include
network threat indicators that indicate domain names that
may be threats.
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In step 720, the system (e.g., SPMS 150) may extract the
network threat indicators from the reports in CTI-REPORT-
DB to create the database CTI-INDICATOR-DB. CTI-
INDICATOR-DB may be the mput, for example, described
above 1n steps 405 and 510. CT1 Providers may create new
and/or update existing CTI reports. In this regard, the system
(e.g., SPMS 150) may return to step 710 after completing
step 720.

In step 725, the system (e.g., SPMS 150) may operate
EDCL-SYS 152. In step 730 the system (e.g., SPMS 150)
may operate CTI-POLICY-SYS 154. In step 735, the system
(c.g., SPMS 150) may operate DNS-ESNI-SYS 156. Steps
725, 730, and/or 735 may operate concurrently. In step 725,
the system may distribute EDCL-SYS 152 to one or more
subscribing ESNI-G/Ws 120 via the MGMT-I/F 129. In step
730, the system may distribute CTI-POLICY to one or more
subscribing ESNI-G/Ws 120 via the MGMT-I/F 129. In step
735, the system may distribute DNS-ESNI to one or more
subscribing ESNI-G/Ws 120 via the MGMT-I/F 129. Each

of the one or more subscribing ESNI-G/Ws may receive the
EDCL, CTI-POLICY, and DNS-ESNI and transfer the data

(e.g., via BUS 128) to EDCL-SVC 123, PKT-FILTER 122,
and DNS-ESNI-SVC 124, respectively.

FIGS. 8A and 8B show an example of a process for
configuring ESNI-G/W 120 with one or more packet filter-
ing policies and an EDCL and executing a network threat
protection application based on the one or more packet
filtering policies and EDCL dernived from one or more CTI

indicators.

In step 805, the SPMS 150 may distribute at least one of
a CTI-dennved packet filtering policy (e.g., CTI-POLICY)
and an associated CTI-dertved EDCL to ESNI-G/W 120.
SPMS 150 may also distribute DNS-ESNI to ESNI-G/W
120. Based on at least one of the CTI-derived packet filtering
policy (e.g., CTI-POLICY), the associated CTI-derived
EDCL, and/or the DNS-ESNI, ESNI-G/W 120 may config-
ure 1ts PKT-FILTER 122, EDCL-SVC 123, and/or DNS-
ESNI-SVC 124.

In step 810, the user of a web browser executing on
HOST-1 110 may attempt to access site SRVR-0 130.
SRVR-0 130 may host a domain (e.g., www.legitimate-non-
CTI-site.net) that supports eSNI. That 1s, the DNS entry for
the domain may include a public encryption key. The user
may enter the domain as part of a URI (e.g., https://
www.legitimate-non-CTI-site.net/) in a browser window.
The browser may query DNS 160 for the IP address of the
domamn (e.g., www.legitimate-non-CTI-site.net). In
response to the query, the browser may receive the IP
address (e.g., 87.65.43.21) and a public encryption key (e.g.,
SITE-O-KEY). In some examples, the DNS query may be
captured by a DNS-QUERY-TRACKER 123 instance (not
shown). After receiving the IP address and the public
encryption key, the browser may establish a TCP connection
with port 443 (HTTPS) of 87.65.43.21. To establish the
TLS-secured session, the browser may generate a Clien-
tHello message, encrypt the domain name and/or other
portions of the message using the SITE-O-KEY key, encap-

sulate the message 1n a TCP packet and an IP packet PK'T-0
with the (L3/IP) destination IP address field set to

87.65.43.21, and forward the packet PKT-0 towards SRVR-0
130.

In step 815, ESNI-G/W 120 may intercept the packet
PKT-0. The ESNI-G/W 120 may examine the ClientHello
message and determine that the message includes an
encrypted hostname (e.g., €SNI ciphertext). In response to
detecting the encrypted hostname (e.g., encrypted domain

name), ESNI-G/W 120 may extract the (LL3/IP) destination
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IP address (e.g., 87.65.43.21) from PKT-0 and search the
EDCL for an entry indexed by 87.65.43.21 by querying the
EDCL-SVC 123. If the search returns no results, ESNI-G/W
120 may determine that the plaintext domain name (e.g.,
www.legitimate-non-CTI-site.net) 1s not associated with any

domain name threat indicator 1n the associated policy CTI-

POLICY. The ESNI-G/W 120 may make this determination
even though i1t does not know the plaintext domain name
corresponding to the encrypted hostname (e.g., encrypted
domain name). At the conclusion of step 815, ESNI-G/W
120 may allow PKT-0 to proceed towards its destination
87.65.43.21 (SRVR-0 130). In step 820, a TLS tunnel
between HOST-1 110 and SRVR-0 130 may be established,
and a (TLS-secured) HT'TP session (e.g. HI'TPS) 1s con-
ducted. Upon completion of the HTTP session, the TLS
tunnel and the TCP connection may be torn down.

In step 825, the user of the web browser executing on
HOST-1 110 may attempt to access site SRVR-1 131.
SRVR-1 131 may host a second domain (e.g., toplipts.com)
that supports eSNI. As discussed above, the DNS entry for
the second domain may include a second public encryption
key for the second domain name. The user may enter the
second domain as part of a URI (e.g., https://toplipts.com/)
in the browser window. The browser may query DNS 160
tor the IP address of the second domain (e.g., toplipts.com).
In response to the query, the browser may receive a second
IP address (e.g., 22.74.02.18) and the second public encryp-
tion key (e.g., SITE-1-KEY). Similar to the first query
above, the DNS query may be captured by a DNS-QUERY-
TRACKER 125 1nstance (not shown). After receiving the
second IP address and the second public encryption key, the
browser may establish a TCP connection with port 443
(HT'TPS) of the second IP address (e.g., 22.74.02.18). To
establish the TLS-secured session, the browser may generate
a ClientHello message, encrypt the second domain name
(e.g., toplipts.com) and/or one or more portions ol the
message using the second public encryption key (e.g., SITE-
1-KEY), encapsulate the message 1n a TCP packet and an IP
packet PK'T-1 with the (L3/IP) destination IP address field
set to the second IP address (e.g., 22.74.02.18), and forward
the packet PKT-1 towards SRVR-1 131.

In step 830, ESNI-G/W 120 may intercept the packet
PK'T-1. ESNI-G/W 120 may examine the ClientHello mes-
sage and determine that the message includes eSNI cipher-
text. ESNI-G/W 120 may extract the (LL3/IP) destination IP
address (e.g., 22.74.02.18) and search the EDCL for an entry
indexed by 22.74.02.18 by querying the EDCL-SVC 123.
The search may return an entry from the EDCL. For
example, the search may return row 314 from EDCL 300
discussed above with respect to FIG. 3. After examining the
contents of the entry, the ESNI-G/W 120 may determine that
the eSNI ciphertext corresponds to the plaintext domain
name toplipts.com. The ESNI-G/W 120 may call the PK'T-
FILTER 122 system. As discussed above, PKT-FILTER 122
may be configured with the CTI-POLICY 1 step 805.
ESNI-G/W 120 may search for a packet-filtering rule in
CTI-POLICY that matches the criterion “toplipts.com.”
According to this example, a matching rule may be found
that has a (network protective) “block™ action for handling
the matching packet (PK'T-1). Additionally or alternatively,
the matching rule may include a packet transformation
function (PTF) “tcp-rst.” ESNI-G/W 120 may spool, or
transparently proxy for, SRVR-1 131 and may send to
HOST-1 110 a TLS Alert protocol message with a (fatal)
alert code (e.g., code 40 “handshake failure™), which causes
HOST-1 110 to close the TLS session. A TCP RST may
cause HOST-1 110 to tear down the TCP connection. Alter-
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natively, the ESNI-G/W 120 may send the TCP RST, which
closes the TLS session without signaling. In this regard, the
ESNI-G/W 120 may not want to provide any data and/or
information to the HOST-1 110, which may have been
compromised. 5

In step 835, the user of the web browser executing on
HOST-1 110 may attempt to access site SRVR-2 132.
SRVR-2 132 may host a third domain name (e.g., kotto-
qui.ga) that supports eSNI. That 1s, the DNS entry for the
third domain name may include a public encryption key. The 10
user may enter the third domain name as part of a URI (e.g.,
https://kottoqui.ga/) 1n a browser window. The browser on
HOST-1 110 may query DNS 160 for a third IP address (e.g.,
102.2.18.81) of the third domain name (e.g., kottoqui.ga)
and a third public encryption key (e.g., SITE-2-KEY). As 15
described above, the DNS query may be captured by a
DNS-QUERY-TRACKER 125 (not shown). After receiving
the third IP address and the third public encryption key, the
browser may establish a TCP connection with port 443
(HTTPS) of 102.2.18.81. To establish the TLS-secured 20
session, the browser may generate a ClientHello message,
encrypt the third domain name (e.g., kottoqui.ga) and/or one
or more other portions of the message using the third public
encryption key (e.g., SITE-2-KEY), encapsulate the mes-
sage 1 a TCP packet and an IP packet PK'T-2 with the 25
(L3/IP) destination IP address field set to 102.2.18.81, and
forward the packet PK'T-2 towards SRVR-2 132.

In step 840, ESNI-G/W 120 may intercept the packet
PK'T-2. ESNI-G/W 120 may examine the ClientHello mes-
sage and determine that the message comprises an encrypted 30
hostname (e.g., eSNI ciphertext). ESNI-G/W 120 may
extract the (L3/IP) destination IP address (e.g., 102.2.18.81)
and search the EDCL for an entry indexed by 102.2.18.81 by
querying the EDCL-SVC 123. The search may return an
entry from the EDCL. For example, the search may return 35
row 310 from EDCL 300 discussed above with respect to
FIG. 3. After examining the contents of the entry, ESNI-
G/W 120 may determine that the plaintext domain name

corresponding to the eSNI ciphertext cannot be determined
from the EDCL. ESNI-G/W 120 may determine that all the 40

domains hosted at IP address 102.2.18.81 have domain
names that are in the C'T1 indicator database and associated
CTI-POLICY and that support eSNI. Any of the eight (8)
domain names in element {Row 310, Column 302} of
EDCL 300 could be the plaintext domain name correspond- 45
ing to the eSNI ciphertext. The ESNI-G/W 120 may select
any one of the eight domain names as a likely correspondent
and then proceed. Additionally or alternatively, ESNI-G/W
120 may check 11 the DNS-QUERY-TRACKER 125 has any
entries that may determine the correspondent. In this 50
example, ESNI-G/W 120 may check the DNS-QUERY-
TRACKER 125 to determine that the third domain name
(e.g., kottoqui.ga) 1s highly likely to be the correspondent.
The ESNI-G/W 120 may call the PKT-FILTER 122 system,
configured with the CTI-POLICY i step 805, to search for 55
a packet-filtering rule 1n CTI-POLICY with matching crite-
rion “kottoqui.ga.” A matching rule may be found that has a
(network protective) “block™ action for handling the match-
ing packet (PKT-2) and a packet transformation function
(PTF) “tcp-rst.” ESNI-G/W 120 may spool, or transparently 60
proxy for, SRVR-2 132. Additionally or alternatively, ESNI-
G/W 120 may send a TLS Alert protocol message with a
(fatal) alert code (e.g., code 40 “handshake failure™) to
HOST-1 110. The TLS Alert protocol message may cause
HOST-1 110 to close the TLS session. Additionally or 65
alternatively, ESNI-G/W 120 may send a TCP RST that
causes HOST-1 110 to tear down the TCP connection.
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Turning to FIG. 8B, the user of the web browser executing,
on HOST-1 110 may attempt to access site SRVR-3 133 1n
step 845. SRVR-3 133 may host a fourth domain name (e.g.,
cakbacon.cn) that supports eSNI. As with the examples
above, the DNS entry for the fourth domain name may
comprise a public encryption key. The user may enter the
fourth domain name as part of a URI (e.g., https://cakba-

con.cn/) in a browser window. The browser may query DNS
160 for the fourth IP address (e.g., 14.99.65.22) and a fourth

public encryption key (e.g., SITE-3-KEY). The DNS query
may be captured by a DNS-QUERY-TRACKER 1235
instance (not shown). The browser may establish a TCP
connection with port 443 (HTTPS) of 14.99.65.22. To
establish the TLS-secured session, the browser may generate
a ClientHello message, encrypt the fourth domain name
(e.g., cakbacon.cn) and/or one or more portions of the
message using the fourth public encryption key (e.g., SITE-

3-KEY key), encapsulate the message in a TCP packet and
an IP packet PK'T-3 with the (L3/IP) destination IP address

field set to 14.99.65.22, and forward the packet PK'-3
towards SRVR-3 133.

In step 850, ESNI-G/W 120 may intercept the packet
PKT-3 and examine the ClientHello message. ESNI-G/W
120 may determine that the message includes an encrypted
hostname (e.g., eSNI ciphertext). ESNI-G/W 120 may
extract the (L3/IP) destination IP address 14.99.65.22 and
search the EDCL for an entry indexed by 14.99.65.22 by
querying the EDCL-SVC 123. The search may return an
entry, such as row 312 in EDCL 300 described above 1n FIG.
3. After examiming the contents of row 312, the ESNI-G/W
120 may determine that the plaintext domain name corre-
sponding to the encrypted hostname (e.g., eSNI ciphertext)
cannot be determined from the EDCL. ESNI-G/W 120 may
determine that there are one or more domains hosted on
14.99.65.22 that are not in CT1. Additionally or alternatively,
ESNI-G/W 120 may determine that the plaintext domain
name corresponding to the encrypted hostname (e.g., eSNI
ciphertext) shall be resolved to properly enforce policy

associated with the communications. ESNI-G/W 120 may
spool, or transparently proxy for, SRVR-3 133. ESNI-G/W

120 may send a TLS message to HOST-1 110. The TLS
message may cause HOST-1 110 to 1ssue a ClientHello that
does not encrypt the SNI. The TLS message may comprise
a TLS Alert protocol message with a (fatal) alert code (e.g.,
code 70 “protocol version™). The TLS Alert protocol mes-
sage may also cause HOST-1 110 to use a TLS version, such
as TLS 1.2, that does not support encrypted SNI. Addition-
ally or alternatively, ESNI-G/W 120 may send a TLS
message that causes HOST-1 110 to not use the encrypted
SNI option.

In step 860, the browser on HOST-1 110 may generate a
ClientHello message with the SNI extension field set to

(plaintext) cakbacon.cn, encapsulate the message in a TCP
packet and an IP packet PK'T-3.1 with the (LL3/IP) destination

IP address field set to 14.99.65.22, and forward the packet
PKT-3.1 towards SRVR-3 133. In step 865, ESNI-G/W 120
may intercept the packet PK'1-3.1 and examine the Clien-
tHello message. ESNI-G/W 120 may determine that the
message includes a cleartext SNI value cakbacon.cn. The
ESNI-G/W 120 may call the PKT-FILTER 122 system,
which was configured with the CTI-POLICY 1n step 803, to
search for a packet-filtering rule i CTI-POLICY with
matching criterion “cakbacon.cn.” According to this
example, a matching rule may be found that has a (network
protective) “block™ action for handling the matching packet
(PKT-3.1) and a packet transformation function (PTF) “tcp-
rst.” .

ESNI-G/W 120 may spoof, or transparently proxy for,
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SRVR-3 133 and send a TLS Alert protocol message with a
(fatal) alert code (e.g., code 40 “handshake failure™) to
HOST-1 110. The TLS Alert protocol message may cause
HOST-1 110 to close the TLS session. Additionally or
alternatively, ESNI-G/W 120 may send a TCP RST to
HOST-1 110, which causes HOST-1 110 to tear down the
TCP connection.

In step 870, the user of the web browser executing on
HOST-1 110 may attempt to access site SRVR-4 134.

SRVR-4 134 may host a fifth domain name (e.g., not-a-CTI-
threat-site.net) that supports eSNI. As with previous discus-
s1ons, the DNS entry may comprise a fifth public encryption
key. The fifth domain name may not be listed 1n the CTI
database and/or associated CTI-POLICY. The user may
enter the fifth domain name as part of a URI (e.g., https://
not-a-CTI-threat-site.net/) 1 a browser window. The
browser on HOST-1 110 may query DNS 160 for the IP
address (e.g., 14.99.65.22) of the fifth domain name (e.g.,
not-a-CTI-threat-site.net) and the fifth public encryption key
(e.g., SITE-4-KEY). DNS 160 may return an entry, such as
row 312 from EDCL 300 shown in FIG. 3. The DNS query
may be captured by a DNS-QUERY-TRACKER 125
instance (not shown). After receiving the response to the
DNS query, the browser on HOST-1 110 may establish a
TCP connection with port 443 (HT'TPS) of 14.99.65.22. 'To
establish the TLS-secured session, the browser may generate
a ClientHello message, encrypt the domain name (e.g.,
not-a-CTI-threat-site.net) and/or one or more additional
fields the message using the fifth public encryption key (e.g.,
SITE-4-KEY), encapsulate the message in a TCP packet and
an IP packet PKT-4 with the (L3/IP) destination IP address
ficld set to 14.99.65.22, and forward the packet PKT-4
towards SRVR-4 134.

In step 875, ESNI-G/W 120 may intercept the packet
PKT-4. ESNI-G/W 120 may examine the ClientHello mes-
sage and determine that the message includes an encrypted
hostname (e.g., eSNI ciphertext). ESNI-G/W 120 may
extract the (LL3/IP) destination IP address 14.99.65.22 and
search the EDCL for an entry mdexed by 14.99.65.22.
Searching the EDCL may comprise querying the EDCL-
SVC 123 using the IP address 14.99.65.22. The search may
return an entry from the EDCL. The entry may be row 312
of EDCL 300 discussed above with respect to FIG. 3. After
examining the contents of row 312, the ESNI-G/W 120 may
determine that the plaintext domain name corresponding to
the eSNI ciphertext cannot be determined from the EDCL.
Additionally or alternatively, the ESNI-G/W 120 may deter-
mine that there are a plurality of domains hosted on
14.99.65.22 that are not in CTI. The ESNI-G/W 120 may
also determine that the plaintext domain name correspond-
ing to the encrypted hostname (e.g., eSNI ciphertext) shall
be resolved to properly enforce one or more policies asso-
ciated with the communications. ESNI-G/W 120 may spoot,
or transparently proxy for, SRVR-4 134 and send to HOST-1
110 a TLS message that may cause HOST-1 110 to 1ssue a
ChientHello that does not encrypt the SNI. For example,
ESNI-G/W 120 may send a TLS Alert protocol message
with a (fatal) alert code (e.g., code 70 “protocol version™) to
HOST-1 110. The TLS Alert message may cause HOST-1
110 to use a TLS version (e.g., TLS 1.2) that does not
support encrypted SNI. Additionally or alternatively, ESNI-
G/W 120 may send a TLS message to HOST-1 110 that
causes HOST-1 110 to not use the encrypted SNI option.

In step 880, the browser on HOST-1 110 may generate a
ClientHello message with the SNI extension field set to
(plaintext) not-a-CTI-threat-site.net, encapsulate the mes-
sage 1n a TCP packet and an IP packet PKT-4.1 with the
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(L3/IP) destination IP address field set to 14.99.65.22, and
forward the packet PKT-4.1 towards SRVR-4 134. In step
885, ESNI-G/W 120 may intercept the packet PK'T-4.1 and
examine the ClientHello message. Based on examining the
ClientHello message, ESNI-G/W 120 may determine that
the message includes a cleartext SNI value not-a-C'TI-threat-
site.net. The ESNI-G/W 120 may call the PK'T-FILTER 122
system, configured with the CTI-POLICY 1n step 805, to
search for a packet-filtering rule i CTI-POLICY with
matching criterion “not-a-CTI-threat-site.net.” The search
may return no results. ESNI-G/W 120 may allow PKT-4.1 to
proceed towards 1ts destination 14.99.65.22 (SRVR-4 134).

In step 890, the TLS tunnel between HOST-1 110 and
SRVR-4 134 may be established, and a (TLS-secured)
HTTP session may be conducted. Upon completion of the
HTTP session, the TLS tunnel and the TCP connection may
be torn down.

In some examples, organizations may have a policy that
does not allow for the use of eSNI technology because the
organization wants to track and police the external sites that
its internal users access and/or attempt to access. In this
example, the policy may be enforced by an ESNI-G/W
application that executes a process similar to that described
above 1n steps 870 through 890, but without the use of an
EDCL and/or with policies that are different than CTI-
POLICY. For example, in step 875, when the ESNI-G/W
application determines that the ClientHello message
includes eSNI ciphertext, the application may skip the
search through an EDCL and have ESNI-G/W 120 spoot
SRVR-4 134 1n step 875. As noted above, ESNI-G/W may
send a TLS message to HOST-1 110 that may cause HOS'T-1
110 to 1ssue a ClientHello that does not include an encrypted
SNI. Step 880 may execute without modification, while step
8835 may apply a diflerent policy than CTI-POLICY. If the
policy applied 1n step 883 allows the communication session
to proceed, then step 890 may execute without modification.

FIG. 9 shows an example of a process for configuring
ESNI-G/W 120 with a packet filtering operation 1n support
of one or more applications. The one or more applications
may comprise, for example, a law enforcement (LE) appli-
cation, such as lawful intercept, or (2) a privacy protection
& preservation (P3) application. For LE applications, the
packet filtering policy and/or EDCL may be derived from
LEI indicators. Similarly, the packet filtering policy and/or
EDCL may be derived from P3 indicators (P31) for P3
applications. Such LE and P3 applications may include logic
that depends on observing domain names associated with
communications. If a communications 1s associated with a
domain name that 1s included 1n some LEI database and/or
P31 database, then the application may act on the commu-
nications.

This description of FIG. 9 1s similar 1n form and func-
tionality to the CTI application described in FIGS. 8A and
8B. For example, the CTI and/or associated CTI-POLICY
and EDCL of FIGS. 8 A and 8B may be analogous to the LEI
and/or associated LEI-POLICY and LEI-EDCL of FIG. 9.
The TLS-MITM-PROXY 126 may be used differently 1n
FIG. 9 than 1n the examples discussed above. CT1 and P3
and other applications may use the TLS-MITM-PROXY 126
component for similar reasons as LEI application, including,
for example, (1) to decrypt communications ciphertext into
cleartext so that the application may further examine the
communications to determine the domain name that corre-
sponds to eSNI ciphertext and then handle accordingly (e.g.,
invoke the PKT-FILTER 122 on the associated cleartext
packets); and (2) to decrypt the communications and further
examine the cleartext for other information besides domain
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names, such as user IDs, 1n order to make communications
handling decisions (e.g., whether to capture/store the cleart-
ext communications).

In step 910, the SPMS 150 may distribute an LEI-derived
packet filtering policy (e.g., LEI-POLICY) and associated 5
LEI-derived LEI-EDCL to ESNI-G/W 120. Additionally or
alternatively, SPMS 150 may distribute DNS-ESNI. ESNI-
G/W 120 may configure 1its PK'T-FILTER 122, EDCL-SVC
123, and/or DNS-ESNI-SVC 124, for example, based on the
LEI-derived packet filtering policy (e.g., LEI-POLICY), the 10
associated LEI-derived LEI-EDCL, and/or the DNS-ESNI.

In some examples, the SPMS 150 may distribute additional
LEI data, including, for example, one or more lists of user
1Ds.

In step 920, the user of a web browser executing on 15
HOST-2 112 may attempt to access site SRVR-6 136.
SRVR-6 136 may hosts a seventh domain name (e.g.,
LEI-watchlist-site.net) that supports eSNI. That 1s, the DNS
entry for the seventh domain may comprise a seventh public
encryption key. The user may enter the seventh domain 20
name as part of a URI (e.g. https://LEI-watchlist-site.net/) in
a browser window. The browser may query DNS 160 for the
seventh IP address (e.g., 21.43.65.87) of LEI-watchlist-
site.net and the seventh public encryption key (e.g., SITE-
6-KEY). The DNS query may be captured by a DNS- 25
QUERY—TRACK R 125 instance (not shown). After
receiving a response from DNS 160, the browser on HOST-2
112 may establish a TCP connection with port 443 (HTTPS)
of 21.43.65.87. To establish the TLS-secured session, the
browser may generate a ClientHello message, encrypt the 30
domain name and/or one or more portions of the message
using the seventh public encryption key (e.g., SITE-6-KEY),
encapsulate the message 1 a TCP packet and an IP packet
PKT-6 with the (LL3/IP) destination IP address field set to
21.43.65.87, and forward the packet PK'T-6 towards SRVR-6 35
136.

In step 930, ESNI-G/W 120 may intercept the packet
PKT-6 and examine the ClientHello message contained
theremn. ESNI-G/W 120 may determine that the message
includes an encrypted hostname (e.g., eSNI ciphertext). 40
ESNI-G/W 120 may extract the (L3/IP) destination IP
address 21.43.65.87 and search the LEI-EDCL for an entry
indexed by 21.43.65.87 by querying the EDCL-SVC 123.
The search may return an entry (indexed by 21.43.65.87) of
the LEI-EDCL.. Based on the search result, ESNI-G/W 120 45
may determine (resolve) the (plaintext) domain name as
“LEI-watchlist-site.net.” ESNI-G/W 120 may call the PK'I-
FILTER 122, which was configured with the LEI-POLICY
in step 910, to search for a packet-filtering rule 1n LEI-
POLICY with matching criterion “LEI-watchlist-site.net.” A 50
matching rule may be found that indicates an “allow” action
for handling the matching packet (PKT-6) and a packet
transformation function (PTF) “tls-mitm-proxy.” The PTF
“tIs-mitm-proxy” may signal the ESNI-G/W 120 to forward

PK'T-6 and subsequent packets associated with the same 55
flow/communications as PKT-6 to TLS-MITM-PROXY

126. After passing through TLS-MITM-PROXY 126, PK'T-6
may be forwarded by ESNI-G/W 120 towards SRVR-6 136.

In some examples, a proxied version ol PKT-6 may be
forwarded to SRVR-6 136. 60
In step 940, a TLS tunnel between HOST-2 112 and

SRVR-6 136 may be established, and a (TLS-secured)
HTTP session may be conducted. The packets comprising
the session pass through the TLS-MITM-PROXY 126, and
the application may capture and store the decrypted cleartext 65
messages/packets. The application may also inspect the
cleartext for additional information, for example user IDs, to

30

determine 1f 1t 1s permissible to capture and store the
cleartext. If 1t 1s not permissible, then the capture and store
functions may be terminated and any stored data erased
and/or otherwise made 1naccessible. Upon completion of the
HTTP session, the TLS tunnel and the TCP connection may
be torn down.

FIG. 10 illustrates an example of packet filtering by
ESNI-G/W 120 that minimizes eavesdropping. A first appli-
cation may enforce the use of eSNI whenever eSNI 1s
available. A second application may enforce the use of eSNI
for all TLS-secured communications. That 1s, the second
application may only allow TLS-secured communications
that support eSNI and eSNI may be used to access those
sites.

In step 1005, the SPMS 150 may distribute DNS-ESNI to
ESNI-G/W 120. The DNS-ESNI may be an updated version
of the DNS-ESNI. ESNI-G/W 120 may configure the DNS-
ESNI-SVC 124 with DNS-ESNI. ESNI-G/W 120 may be
executing the first application (e.g., that enforces use of
e¢SNI whenever eSNI 15 available).

In step 1010, the user of a web browser executing on
HOST-4 114 may attempt to access site SRVR-7 137.
SRVR-7 137 may host an eighth domain name (e.g., non-
eSNI-site.net) that does not support eSNI. The user may
enter the eighth domain name as part of a URI (e.g.,
https://non-eSNI-site.net/) in a browser window. In response
to rece1ving the eighth domain name, the browser may query
DNS 160 for the IP address (e.g., 78.56.34.12) of the eighth
domain name (e.g., non-eSNI-site.net). Upon receiving the
IP address, the browser may establish a TCP connection with
port 443 (HTTPS) of 78.56.34.12. To establish the TLS-
secured session, the browser may generate a ClientHello
message with the SNI field set to the plaintext “non-eSNI-
site.net,” encapsulate the message 1n a TCP packet and an IP
packet PK'T-7 with the (L3/IP) destination IP address field
set to 78.56.34.12, and forward the packet PK'T-7 towards
SRVR-7 137.

In step 1015, ESNI-G/W 120 may intercept the packet
PKT-7 and examine the ClientHello message contained
therein. ESNI-G/W 120 may determine that the message
includes a cleartext SNI value, “non-eSNI-site.net.” ESNI-
G/W 120 may query the DNS-ESNI-SVC 124 to determine
that the domain “non-eSNI-site.net” does not support eSNI.
ESNI-G/W 120 may allow PK'T-7 to proceed towards its
destination 78.56.34.12 (SRVR-7 137). In step 1020, a TLS
tunnel between HOST-4 114 and SRVR-7 137 may be
established, and a (TLS-secured) HTTP session may be
conducted. Upon completion of the HT'TP session, the TLS
tunnel and the TCP connection may be torn down.

In step 10235, the user of a web browser executing on
HOST-4 114 may attempt to access site SRVR-8 138.
SRVR-8 138 may host a ninth domain name (e.g., supports-
eSNI-site.net) that supports eSNI. The user may enter the
ninth domain name as part of a URI (e.g., https://supports-
eSNI-site.net/) 1n a browser window. Next, the browser may
query DNS 160 for the IP address (e.g., 12.34.43.21) of the
ninth domain (e.g., supports-eSNI-site.net). Upon receiving
the IP address, the browser may establish a TCP connection
with port 443 (HTTPS) of 12.34.43.21. To establish the
TLS-secured session, the browser may generate a Clien-
tHello message with the SNI field set to the plamntext
“supports-eSNI-site.net,” encapsulate the message in a TCP
packet and an IP packet PKT-8 with the (LL3/IP) destination
IP address field set to 12.34.43.21, and forward the packet
PK'T-8 towards SRVR-8 138.

In step 1030, ESNI-G/W 120 may intercept the packet

PKT-8 and examine the ClientHello message contained
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therein. ESNI-G/W 120 may determine that the message
includes a cleartext SNI value “supports-eSNI-site.net.”

ESNI-G/W 120 may query the DNS-ESNI-SVC 124 to

determine that the domain “supports-eSNI-site.net” supports
¢SNI. Because the first application requires using eSNI
when 1t 1s available, ESNI-G/W 120 may spoof, or trans-
parently proxy for, SRVR-8 138. ESNI-G/W 120 may send
a TLS message to HOST-4 114 that may cause HOST-4 114
to 1ssue a ClientHello that uses eSNI. The TLS message may
comprise a TLS alert protocol message that signals HOST-4
114 that eSNI 1s required.

In step 1035, the browser executing on HOST-4 114 may
query DNS 160 for the public encryption key (e.g., SITE-
8-KEY) for the domain ‘“supports-eSNI-site.net.” The
browser may generate a ClientHello message, encrypt the
domain name “supports-eSNI-site.net” and/or one or more
other portions of the message using the public encryption
key (e.g., SITE-8-KEY), encapsulate the message 1n a TCP
packet and an IP packet PK'T-8.1 with the (L3/IP) destination
IP address field set to 12.34.43.21, and forward the packet
PKT-8.1 towards SRVR-8 138.

In step 1040, ESNI-G/W 120 may intercept the packet
PKT-8.1 and examine the ClientHello message contained
theremn. ESNI-G/W 120 may determine that the message
includes eSNI ciphertext. ESNI-G/W 120 may allow PKT-
8.1 to proceed by forwarding PK'T-8.1 towards 1ts destina-
tion 12.34.43.21 (SRVR-8 138).

In step 1045, the TLS tunnel between HOST-4 114 and
SRVR-8 138 may be established, and a (TLS-secured)
HTTP session may be conducted. Upon completion of the
HTTPS session, the TLS tunnel and the TCP connection
may be torn down.

During steps 1050 and 1055, ESNI-G/W 120 may be
operating the second application that only allows access to
sites that support eSNI and requires eSNI usage.

In step 1050, the user of a web browser executing on
HOST-4 114 may attempt to access site SRVR-7 137.
SRVR-7 137 may host a tenth domain name (e.g., non-eSNI-
site.net) that does not support eSNI. The user may enter the
domain name as part of a URI (e.g., https://non-eSNI-

site.net/) in a browser window. The browser may query DNS
160 for the IP address (e.g., 78.56.34.12) of non-eSNI-
site.net. Upon recerving the IP address, the browser may
establish a TCP connection with port 443 (HTTPS) of
78.56.34.12. To establish the TLS-secured session, the
browser may create a ClientHello message with the SNI
field set to the plaintext “non-eSNI-site.net,” encapsulate the
message 1 a TCP packet and an IP packet PK'T-9 with the
(L3/IP) destination IP address field set to 78.56.34.12, and
forward the packet PKT-9 towards SRVR-7 137.

In step 1055, ESNI-G/W 120 may intercept the packet
PKT-9 and examine the ClientHello message contained
therein. ESNI-G/W 120 may determine that the message
includes a cleartext SNI value “non-eSNI-site.net.” ESNI-
G/W 120 may query the DNS-ESNI-SVC 124 to determine
that the domain “non-eSNI-site.net” does not support eSNI.
Because the second application may only allow access to
sites that support eSNI, then ESNI-G/W 120 may spoof, or
transparently proxy for, SRVR-7 137. The second applica-
tion may perform similarly to the first application, described
above, when accessing a site that supports eSNI. ESNI-G/W
120 may send a TLS Alert protocol message with a (fatal)
alert code (e.g., code 40 “handshake failure”) to HOST-4
114. The TLS Alert protocol message may cause HOST-4
114 to close the TLS session. Additionally or alternatively,
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ESNI-G/W 120 may send a TCP RST to HOST-4 114. The
TCP RST may cause HOST-4 114 to tear down the TCP
connection.

As noted above, a packet filtering system may receive
packets that comprise ciphertext that includes an encrypted
server name indication (SNI) value. The packet filtering
system may determine a plaintext hostname associated with
the encrypted hostname to determine whether the plaintext
hostname 1s associated with one or more threats. FIG. 11
shows an example of a process 1100 for determining
whether encrypted network tratlic 1s associated with one or
more threats. Some or all of the steps of process 1100 may
be performed using one or more computing devices, such as
packet security gateway 120.

In step 1110, a packet-filtering device may receive one or
more threat indicators. For example, the packet filtering
device may receive threat indicators (e.g., raw threat 1ndi-
cators) directly from one or more cyber threat intelligence
providers (CTIPs) and create one or more packet-filtering
rules. The packet-filtering rules may be received from a
security policy management server (SPMS). Additionally or
alternatively, the one or more threat indicators may be
received indirectly as matching criteria in packet-filtering,
rules. In further examples, the packet filtering device may
receive one or more policies composed of packet-filtering
rules derived from threat indicators. The one or more
policies may comprise an enterprise communication policy;
a privacy, protection, and preservation policy; a law enforce-
ment policy; or an equivalent thereof. The packet-filtering
device may reside at a boundary that interfaces between a
first network and a second network. In this regard, the
packet-filtering device may be a gateway, a firewall, a router,
or any other type of edge device. Additionally or alterna-
tively, the packet-filtering device may be a pass-through
device located on one or more network segments. As dis-
cussed above, the one or more threat indicators may com-
prise a plurality of domain names (e.g., hostnames) associ-
ated with one or more threats. Additionally or alternatively,
the one or more threat indicators may comprise a plurality of
network addresses (e.g., IP addresses) associated with one or
more threats.

In step 1120, the packet-filtering device may receive a
plurality of packets that comprise ciphertext that includes an
encrypted Server Name Indication (SNI) value. The plural-
ity of packets may be associated with a single communica-
tion and/or message, such as a ClientHello message. As
noted above, the plurality of packets may comprise cipher-
text that includes an encrypted Server Name Indication
(SNI) value.

In step 1130 the packet-filtering device may determine
whether a plaintext hostname can be resolved from the
encrypted hostname (e.g., an encrypted SNI (eSNI)). The
packet-filtering device may use one or more ol the tech-
niques described above with respect to FIGS. 8A and 8B.
For example, the packet-filtering device may determine a
destination network address (e.g., IP address) associated
with the plurality of packets. The packet-filtering device
may query a data structure indexed by the destination
network address to determine the plaintext hostname asso-
ciated with or corresponding to the encrypted hostname.
Based on the query, the packet-filtering device may receive
a response comprising the plaintext hostname associated
with the encrypted hostname. The queried data structure
may be an eSNI Domain Name Correspondence List
(EDCL), as discussed above. In some examples, the
response may comprise a plurality of plaintext hostnames
that may correspond to the encrypted hostname. That 1s, a
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plurality of hostnames may be associated with the destina-
tion network address. The packet-filtering device may indi-
cate that the encrypted hostname corresponds to one of the
plurality of hostnames associated with the destination net-
work address. Additionally, there may be other domain
names hosted at the destination network address with
domain names that may correspond to the ciphertext; how-
ever, these domains names may not be listed 1n the EDCL
because the domain names are either not 1n the C'11 database
or they do not support eSNI.

In another example, the packet-filtering device may
receive a DNS query request from a first device and may
receive a corresponding DNS query reply from the DNS.
The DNS query request and/or reply may be received before
receiving the plurality of packets. The DNS query request
and/or reply may be stored 1n a data structure. In response
to receiving the plurality of packets, the packet-filtering
device may query the data structure to determine the plain-
text hostname based on receiving the plurality of packets
with the encrypted hostname from the first device. In this
regard, the packet-filtering device may determine that the
encrypted hostname corresponds to the plaintext hostname
that was the subject of the DNS query.

In some examples, the packet-filtering device may deter-
mine a destination network address associated with the
plurality of packets. With the examples above, the packet-
filtering device may query a data structure to determine the
plaintext hostname associated with the encrypted hostname
using the destination network address. In response to the
query, the packet-filtering device may receive a response
that the destination network address could not be located in
the data structure. The packet-filtering device may transmit
a response to the first device. The response may request
retransmission of the plurality of packets with a plaintext
hostname (e.g., an unencrypted Server Name Indication
(SNI)). The packet-filtering device may receive the retrans-
mission ol the plurality of packets with the plaintext host-
name (e.g., SNI).

In step 1140, the packet-filtering device may determine
whether the plaintext hostname matches one or more threat
indicators. The determination may be based on at least one
of: the plaintext hostname resolved from the an encrypted
server name 1ndication (eSNI) value, the plaintext hostname
associated with a destination network address, a DNS query,
ctc. As discussed above, a plurality of plaintext hostnames
may be associated with one or more threat indicators. As
discussed above, a plurality of plaintext hostnames may be
determined from the ciphertext that comprising an encrypted
Server Name Indication (eSNI) value, for example, 1f a
plurality of domains are hosted on a network destination
address. In this regard, the packet-filtering device may
compare each of the plurality of hostnames to the one or
more threat indicators. If one of a plurality of plaintext
hostnames 1s associated with one or more threat indicators,
the packet-filtering device may determine that the plurality
ol packets are associated with one or more threat indicators.
If the plaintext hostname does not match at least one of the
one or more threat indicators, the packet-filtering device
may forward the plurality of packets toward 1ts destination
in step 1150. In some examples, allowing the communica-
tions to proceed toward their destination may allow a secure
communication channel (e.g. TLS) to be established
between the first device and the hostname. When the plain-
text hostname matches one or more threat indicators, the
packet filtering device may apply a packet filtering operation
to the plurality of packets. The packet filtering operation
may comprise blocking the plurality of packets from con-
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tinuing toward 1ts intended destination. Additionally or
alternatively, the packet-filtering device may allow the plu-
rality of packets to continue to its intended destination, while
forwarding a copy of the plurality of packets to a first proxy
system for monitoring. Additionally or alternatively, the
packet-filtering device may forward the plurality of packets
to a second proxy for further processing and/or analysis.

In some 1nstances, enterprise hosts may be required to use
encrypted hostnames when communicating with destina-
tions that support ciphertext that includes an encrypted
Server Name Indication (SNI) value. FIG. 12 shows an
example of a process 1200 for enforcing a policy of using
encrypted hostnames in accordance with one or more
examples described herein. Some or all of the steps of
process 1200 may be performed using one or more com-
puting devices, such as packet security gateway 120.

In step 1210, the packet-filtering device may receive one
or more policies, as described above with respect to FIG. 9.
The packet-filtering device may be configured with a plu-
rality of packet-filtering rules.

In step 1220, the packet-filtering device may receive a
first plurality of packets intended for a destination from a
first device. The first plurality of packets may be associated
with a communication or message, such as a ClientHello
message. The first plurality of packets may comprise a
plaintext hostname.

In step 1230, the packet-filtering device may determine
whether the destination supports eSNI. For example, the
packet-filtering device may query a domain name service to
determine whether an entry for the destination comprises a
public key. IT the entry comprises a public key, the packet-
filtering device may determine that the destination supports
eSNI. Additionally or alteratively, the packet-filtering
device may query a data structure (e.g., table, database, etc.)
to determine whether the destination supports eSNI. The
packet-filtering device may determine that the destination
supports eSINI when an entry for the destination exists 1n the
data structure. If the destination does not support eSNI, the
packet-filtering device may forward the plurality of packets
to the destination 1n step 1235. The plurality of packets may
comprise one or more communications associated with
creating a secure communication channel (e.g., TLS)
between the first device and the destination. If the destina-
tion does support eSNI, the packet-filtering device may
transmit a message comprising an indication that the first
device use eSNI 1n step 1240.

In step 1250, the packet-filtering device may receive a
second plurality of packets intended for the destination from
the first device. The second plurality of packets may com-
prise ciphertext that includes an encrypted Server Name
Indication (SNI) value (e.g., eSNI ciphertext). In some
examples, the packet-filtering device may perform the
analysis discussed above with respect to FIG. 11 to deter-
mine the plaintext hostname and whether the plaintext
hostname 1s associated with one or more threat indicators.
The policy enforcement aspects and the filtering aspects may
be performed concurrently or consecutively. In some
examples, the packet-filtering device may store plaintext
hostname from the first plurality of packets and correlate the
plaintext hostname with the eSNI ciphertext in the second
plurality of packets. As noted above, 1f the destination 1s not
associated with one or more threat indicators, the packet-
filtering device may forward the second plurality of packets
toward the destination 1n step 1260. Additionally or alter-
natively, the second plurality of packets may be forwarded
in response to a determination that the second plurality of
packets comprises an encrypted SNI (e.g., eSNI ciphertext).
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The second plurality of packets may comprise one or more
communications associated with creating a secure commu-
nication channel (e.g., TLS) between the first device and the
destination.

The packet-filtering device may store one or more packets
in accordance with a policy, such as an enterprise policy
(e.g., data retention policy, regulatory compliance policy,
etc.), a law enforcement policy, or a privacy, protection, and
preservation (P3) policy. FIG. 13 shows an example of a
process 1300 for storing packets. Some or all of the steps of
process 1300 may be performed using one or more com-
puting devices, such as packet security gateway 120.

In step 1310, the packet-filtering device may receive one
or more policies. The packet-filtering device may be con-
figured with a plurality of packet-filtering rules. The one or
more policies may comprise an enterprise communication
policy; a privacy, protection, and preservation policy; a law
enforcement policy; or an equivalent thereof. In step 1320,
the packet-filtering device may receive a plurality of
encrypted packets. The plurality of encrypted packets may
comprise an encrypted hostname (e.g., eSNI ciphertext). As
noted above, the packet-filtering device may perform the
analysis discussed above with respect to FIG. 11 to deter-
mine the plamtext hostname and whether the plaintext
hostname 1s associated with one or more threat indicators.

In step 1330, the packet-filtering device may decrypt the
plurality of encrypted packets to obtain a plurality of cleart-
ext packets. The packet-filtering device may forward the
plurality of encrypted packets to a (transparent) intermediary
TLS Man-In-The-Middle (MITM) proxy function. The
MI'TM proxy function may decrypt a TLS-secured applica-
tion session, examine the session 1n the clear, re-encrypt the
session, and forward the TLS-secured session toward its
destination. In step 1340, the packet-filtering device (e.g.,
the MITM proxy function) may mnspect (e.g., examine) the
cleartext packets. In some examples, the packet-filtering
device may extract a plaintext domain name that corre-
sponds to the eSNI ciphertext 1n the session’s contents. In
some 1nstances, the packet-filtering device may perform the
analysis discussed above with respect to FIG. 11 using the
extracted plaintext domain name.

In step 13350, the packet-filtering device may determine 1
the plurality of packets are allowed to be capture and stored.
The determination may be based on policy, such as an
enterprise communication policy; a privacy, protection, and
preservation policy; a law enforcement policy; or an equiva-
lent thereof. In this regard, the enterprise communication
policy may require logging and/or archiving of communi-
cations to comply with regulatory schemes (1.e., HIPAA,
Sarbanes-Oxley, etc.). In another example, the law enforce-
ment policy may be based on whether law enforcement 1s
authorized to store the communications. If a rationale exists
for storing the plurality of packets, the packet filtering
device may store a copy of the plurality of decrypted packets
in step 1360. After the decrypted packets are stored, process
1300 may proceed to step 1370. It the plurality of decrypted
packets 1s not permitted to be stored or after storing the
decrypted packets, the packet-filtering device may forward
the plurality of encrypted packets to its destination. As noted
above, the plurality of encrypted packets may allow a secure
communication channel (e.g., TLS) between the first device
and the destination.

The techniques described herein allow packet-filtering
devices to resolve plaintext hostnames from encrypted host-
names. The plamtext hostname may be used to determine
whether the network traflic 1s malicious in nature. This
allows packet-filtering devices to prevent malware from

10

15

20

25

30

35

40

45

50

55

60

65

36

using secure communication channels to bypass packet
filtering devices when attempting to communicate with
malicious hosts. Further, the techniques described herein
allow packet-filtering devices to monitor encrypted network
traflic for known threats. This provides improved network
monitoring and reduces the spread of malware. Additionally,
enforcing €SNI when supported by destinations reduces the
threat of privacy breaches, such as through malicious eaves-
dropping. Moreover, the techniques described herein may
enforce communications to comply with privacy laws and/or
regulations. Finally, the techniques described herein may
assist law enforcement 1n its monitoring of encrypted net-
work traflic.

One or more features discussed herein may be embodied
in computer-usable or readable data and/or computer-ex-
ecutable instructions, such as 1n one or more program
modules, executed by one or more computers or other
devices as described herein. Program modules may com-
prise routines, programs, objects, components, data struc-
tures, and the like that perform particular tasks or implement
particular abstract data types when executed by a processor
in a computer or other device. The modules may be written
in a source code programming language that 1s subsequently
compiled for execution, or may be written 1 a scripting
language such as (but not limited to) HIML or XML. The
computer executable instructions may be stored on a com-
puter readable medium such as a hard disk, optical disk,
removable storage media, solid-state memory, RAM, and
the like. The functionality of the program modules may be
combined or distributed as desired. In addition, the func-
tionality may be embodied 1n whole or 1n part in firmware
or hardware equivalents such as integrated circuits, field
programmable gate arrays (FPGA), and the like. Particular
data structures may be used to more eflectively implement
one or more features discussed herein, and such data struc-
tures are contemplated within the scope of computer execut-
able 1nstructions and computer-usable data described herein.
Various features described herein may be embodied as a
method, a computing device, a system, and/or a computer
program product.

Although the present disclosure has been described 1n
terms of various examples, many additional modifications
and variations would be apparent to those skilled 1n the art.
In particular, any of the various processes described above
may be performed in alternative sequences and/or in parallel
(on different computing devices) in order to achieve similar
results 1n a manner that 1s more appropriate to the require-
ments ol a specific application. It 1s therefore to be under-
stood that the present disclosure may be practiced otherwise
than specifically described without departing from the scope
and spirit of the present disclosure. Although examples are
described above, features and/or steps of those examples
may be combined, divided, omitted, rearranged, revised,
and/or augmented 1n any desired manner. Thus, the present
disclosure should be considered 1n all respects as 1llustrative
and not restrictive. Accordingly, the scope of the disclosure
should be determined not by the examples, but by the
appended claims and their equivalents.

The mvention claimed is:

1. A method comprising:

recerving, by a packet filtering device and from a server
external to a network protected by the packet filtering
device, a security policy, wherein the security policy
comprises a plurality of packet-filtering rules based on
one or more indicators received from one or more
intelligence providers;
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receiving, from a first device, a plurality of packets,
wherein the plurality of packets comprises a first mes-
sage for establishing a secure communication channel
and comprising an encrypted server name indication
(eSNI) value;

determining, based on a determination that the plurality of
packets comprises the eSNI value, a destination net-
work address associated with the plurality of packets;

querying, using the destination network address, a data
structure to determine a plamntext hostname corre-
sponding to the eSNI value, wherein the data structure
comprises one or more hostnames and corresponding
network addresses:;

receiving, based on the querying the data structure, a
response 1ndicating a plurality of plaintext hostnames
associated with the destination network address;

determining a {irst plaintext hostname, of the plurality of
plaintext hostnames, based on records indicating one or
more prior domain name service (DNS) queries asso-
ciated with the first device;

determining whether the first plaintext hostname corre-
sponds to at least one of the one or more indicators; and

applying, to the plurality of packets and based on a
determination that the first plamntext hostname corre-
sponds to at least one of the one or more indicators, a
packet filtering operation specified by one or more of
the plurality of packet-filtering rules corresponding to
the at least one of the one or more i1ndicators.

2. The method of claim 1, further comprising:

receiving the one or more DNS queries for resolving the
first plaintext hostname; and

creating a record associated with the one or more DNS
queries 1 a second data structure, wherein the record
comprises the first plamtext hostname and an internet
protocol (IP) address to which the first plaintext host-
name resolved.

3. The method of claim 2, wherein the determining the

first plaintext hostname further comprises:

querying the second data structure to determine the
recordings indicating one or more prior DNS queries
from the first device; and

receiving, based on the querying the second data struc-
ture, the record comprising the first plaintext hostname
and the IP address to which the first plaintext hostname
resolved, wherein the first plaintext hostname 1s deter-
mined to correspond to the eSNI value based on the
destination address corresponding to the IP address to

which the first plaintext hostname resolved.

4. The method of claim 3, wherein determining that the
first plaintext hostname corresponds to the eSNI value 1s
turther based on a time correlation between recording the
one or more DNS queries and receiving the plurality of
packets.

5. The method of claim 1, wherein the first message
comprises an encrypted ClientHello message.

6. The method of claim 1, wherein at least two of the one
or more 1ntelligence providers are managed by different
organizations.

7. The method of claim 1, wherein the one or more
intelligence providers comprise at least one of:

a cyber threat intelligence provider, wherein the one or
more indicators provided by the cyber threat intelli-
gence provider comprise one or more threat indicators;

a law enforcement intelligence provider, wherein the one
or more indicators provided by the law enforcement
intelligence provider comprise one or more network
indicators; or
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a privacy, protection, and preservation intelligence pro-
vider, wherein the one or more indicators provided by
the privacy, protection, and preservation intelligence
provider comprise one or more network indicators.
8. The method of claim 1, further comprising:
recerving, from a server external to a network protected
by the packet filtering device, the data structure.
9. The method of claim 1, wherein:
the packet filtering device resides at a boundary between
a protected network and an unprotected network; and
the packet filtering device interfaces between the pro-
tected network and the unprotected network.
10. A packet filtering device comprising:
one or more processors; and
memory storing instructions that, when executed by the
one or more processors, cause the packet filtering
device to:
receive, from a server external to a network protected
by the packet filtering device, a security policy,
wherein the security policy comprises a plurality of
packet-filtering rules based on one or more indicators
received from one or more intelligence providers;

receive, from a first device, a plurality of packets,
wherein the plurality of packets comprises a first
message for establishing a secure communication
channel and comprising an encrypted server name
indication (eSNI) value;

determine, based on a determination that the plurality
of packets comprises the eSNI value, a destination
network address associated with the plurality of
packets;
query, using the destination network address, a data
structure to determine a plaintext hostname corre-
sponding to the eSNI value, wherein the data struc-
ture comprises one or more hostnames and corre-
sponding network addresses;
receive, based on the querying the data structure, a
response indicating a plurality of plaintext host-
names associated with the destination network
address;
determine a first plaintext hostname, of the plurality of
plaintext hostnames, based on records indicating one
or more prior domain name service (DNS) queries
assoclated with the first device;
determine whether the first plaintext hostname corre-
sponds to at least one of the one or more indicators;
and
apply, to the plurality of packets and based on a
determination that the first plaintext hostname cor-
responds to at least one of the one or more indicators,
a packet filtering operation specified by one or more
of the plurality of packet-filtering rules correspond-
ing to the at least one of the one or more indicators.
11. The packet filtering device of claim 10, wherein the
instructions, when executed by the one or more processors,
cause the packet filtering device to:
receive the one or more DNS queries for resolving the first
plaintext hostname; and
create a record associated with the one or more DNS
queries 1 a second data structure, wherein the record
comprises the first plamntext hostname and an internet
protocol (IP) address to which the first plaintext host-
name resolved.
12. The packet filtering device of claim 11, wherein the
instructions, when executed by the one or more processors,
cause the packet filtering device to:
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query the second data structure to determine the record-
ings indicating one or more prior DNS queries from the
first device; and

receive, based on the querying the second data structure,
the record comprising the first plaintext hostname and
the IP address to which the first plaintext hostname
resolved, wherein the first plaintext hostname 1s deter-
mined to correspond to the eSNI value based on the
destination address corresponding to the IP address to
which the first plaintext hostname resolved.

13. The packet filtering device of claim 12, wherein
determining that the first plaintext hostname corresponds to
the eSNI value 1s further based on a time correlation between
recording the one or more DNS queries and recerving the
plurality of packets.

14. The packet filtering device of claim 10, wherein the
first message comprises an encrypted ClientHello message.

15. The packet filtering device of claim 10, wherein at
least two of the one or more intelligence providers are
managed by different organizations.

16. The packet filtering device of claim 10, wherein the
one or more ol intelligence providers comprise at least one
of:

a cyber threat intelligence provider, wherein the one or
more indicators provided by the cyber threat intelli-
gence provider comprise one or more threat indicators;

a law enforcement intelligence provider, wherein the one
or more indicators provided by the law enforcement
intelligence provider comprise one or more network
indicators; or

a privacy, protection, and preservation intelligence pro-
vider, wherein the one or more indicators provided by
the privacy, protection, and preservation intelligence
provider comprise one or more network indicators.

17. The packet filtering device of claim 10, wherein the
instructions, when executed by the one or more processor,
cause the packet filtering device to:

receive, from a server external to a network protected by
the packet filtering device, the data structure.

18. The packet filtering device of claim 10, wherein:

the packet filtering device resides at a boundary between
a protected network and an unprotected network; and

the packet filtering device interfaces between the pro-
tected network and the unprotected network.

19. A non-transitory computer-readable media comprising
instructions that, when executed, cause a packet-filtering
device to:
receive, from a server external to a network protected by
the packet filtering device, a security policy, wherein
the security policy comprises a plurality of packet-
filtering rules based on one or more indicators received
from one or more intelligence providers;
receive, from a first device, a plurality of packets, wherein
the plurality of packets comprises a first message for
establishing a secure communication channel and com-
prising an encrypted server name indication (eSNI)
value:
determine, based on a determination that the plurality of
packets comprises the eSNI value, a destination net-
work address associated with the plurality of packets;

query, using the destination network address, a data
structure to determine a plamntext hostname corre-
sponding to the eSNI value, wherein the data structure
comprises one or more hostnames and corresponding
network addresses;
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receive, based on the querying the data structure, a
response indicating a plurality of plamntext hostnames
assoclated with the destination network address;

determine a first plaintext hostname, of the plurality of
plaintext hostnames, based on records indicating one or
more prior domain name service (DNS) queries asso-
clated with the first device;

determine whether the first plaintext hostname corre-
sponds to at least one of the one or more indicators; and

apply, to the plurality of packets and based on a determi-
nation that the first plamntext hostname corresponds to
at least one of the one or more indicators, a packet
filtering operation specified by one or more of the
plurality of packet-filtering rules corresponding to the
at least one of the one or more 1ndicators.

20. The non-transitory computer-readable media of claim
19, wherein the instructions, when executed, cause the
packet filtering device to:

receive the one or more DNS queries for resolving the first
plaintext hostname; and

create a record associated with the one or more DNS
queries 1n a second data structure, wherein the record
comprises the first plamntext hostname and an internet

protocol (IP) address to which the first plaintext host-
name resolved.

21. The non-transitory computer-readable media of claim
20, wherein the instructions, when executed, cause the
packet filtering device to:

query the second data structure to determine the record-
ings indicating one or more prior DNS queries from the
first device; and

recerve, based on the querying the second data structure,
the record comprising the first plaintext hostname and
the IP address to which the first plaintext hostname
resolved, wherein the first plaintext hostname 1s deter-
mined to correspond to the eSNI value based on the
destination address corresponding to the IP address to
which the first plaintext hostname resolved.

22. The non-transitory computer-readable media of claim
21, wherein determiming that the first plaintext hostname
corresponds to the eSNI value 1s further based on a time
correlation between recording the one or more DNS queries
and recerving the plurality of packets.

23. The non-transitory computer-readable media of claim
19, wherein the first message comprises an encrypted Cli-
entHello message.

24. The non-transitory computer-readable media of claim
19, whereimn at least two of the one or more intelligence
providers are managed by diflerent organizations.

25. The non-transitory computer-readable media of claim
19, wherein the one or more of intelligence providers
comprise at least one of:

a cyber threat intelligence provider, wherein the one or
more indicators provided by the cyber threat intell:-
gence provider comprise one or more threat indicators;

a law enforcement intelligence provider, wherein the one
or more 1ndicators provided by the law enforcement
intelligence provider comprise one or more network
indicators; or

a privacy, protection, and preservation intelligence pro-
vider, wherein the one or more indicators provided by
the privacy, protection, and preservation intelligence
provider comprise one or more network indicators.

26. The non-transitory computer-readable media of claim
19, wherein the instructions, when executed, cause the
packet filtering device to:
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receive, from a server external to a network protected by
the packet filtering device, the data structure.

277. The non-transitory computer-readable media of claim

19, wherein:

the packet filtering device resides at a boundary between 5
a protected network and an unprotected network; and

the packet filtering device interfaces between the pro-
tected network and the unprotected network.
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