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SIGNATURE GENERATION BY A DATA
PROCESSING DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to United King-
dom Patent Application No. GB2109198.8, filed Jun. 25,
2021, the disclosure of which 1s hereby incorporated herein
by reference in its entirety.

TECHNICAL FIELD

The present disclosure relates to a data processing device,
and 1n particular, to a data processing device in which a data
verification signature 1s generated using data written to
memory of the data processing device.

BACKGROUND

When executing an application on a data processing
device, there 1s the possibility that errors can occur during
processing. There are two different types of error that
commonly occur, these being random errors and hardware
errors. Random errors result from 1onising radiation that
causes the values of bits of data to change. For example,
such 10onising radiation may cause the value of a bit stored
in a memory cell or a register to flip froma “1’ to a *0” or vis
versa. The 1onising radiation may be received from sources
external to the device on which processing 1s performed or
may be emitted by the materials used to package electronics.
Random errors are rare, but can be problematic, since it 1s
not possible to predict whether a random error will occur 1n
any particular bit of data.

Hardware errors, which are more predictable, could result
from numerous different sources. Some examples of sources
of hardware errors include: clock signal timing errors, noise
on a bus for transporting data, entire regions of the memory
module becoming faulty due to aging, dirty connections, and
dry soldier joints.

One approach to detected errors is to generate and check
error detection codes. An error detection code 1s calculated
by performing certain operations on a set of the data
(referred to as message data) to be written to memory. The
error detection code 1s then stored 1n memory along with the
message data 1n a codeword. The error detection code
represents certain redundant information that allows for the
detection of one or more errors that may be present in the
message data. Some error detection codes are also error
correction code (ECCs), which as well as allowing for the
detection of one or more errors 1n the message, may also
allow for the correction of one or more errors in the message
data.

Since the error detection codes are stored alongside the
message data in memory, they are useful for detecting errors
that cause the values of memory cells to change. However,
error detection codes have limitations in that they may fail

to detect all of the errors that occur inside a processing
device. For example, an error may occur outside of the
memory, 1n for example an execution unit of the machine.
Random errors caused by 1onising radiation can cause
changes to the values held temporarily in an execution unait.
Such errors occurring within the execution unit will go
undetected 11 error detection code 1s relied upon as the sole
means ol detecting errors.

SUMMARY

One proposal for detecting errors 1s to run two copies of
the application on separate machines and to periodically
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2

compare the results from the two copies to determine 1if the
results from the two copies match. If the results fail to
match, this indicates that an error has occurred on at least
one of the machines. However, such checking has the
potential to introduce large overheads, significantly increas-
ing the time taken to complete processing of the application.

There 1s, therefore, a need for a techmique that would
ecnable a comparison between the results of applications
executing on separate machines, whilst minimising the
overhead associated with such a comparison.

According to a first aspect, there 1s provided a data
processing device comprising: an execution unit configured
to execute computer readable instructions to operate on
input values to generate results; a memory for storing at least
some of the input values and at least some of the results;
signature generation circuitry; a signature storage for storing,
a signature updated by the signature generation circuitry in
response to each of a plurality of writes to the memory;
processing circuitry configured to receive the plurality of
writes and, for each of the plurality of writes: cause data to
be written to the memory; and provide at least some bits of
the data to the signature generation circuitry, wherein the
signature generation circuitry i1s configured to, for each of
the plurality of writes: generate updated values for bits of the
signature by performing operations between current values
for the bits of the signature and the at least some of the bits
of data to be written to the memory; and overwrite the
current values for the bits of the signature held in the
signature storage with the updated values for the bits of the
signature, wherein the operations are such that a result for
the signature after the plurality of writes 1s independent of
the order in which the writes are used to update the signa-
ture.

According to embodiments, signature generation circuitry
1s configured to update a signature 1n response to each of a
plurality of writes to memory. The signature 1s updated by
performing operations using current bit values of the signa-
ture and at least some of the bits written to memory in
response a write. The operations are order-independent such
that the resulting signature 1s the same rrespective of the
order in which the writes are used to update the signature.
The signatures are performed 1n an order-independent man-
ner such that, 1f no errors have occurred in generating the
data to be written to be memory, the signatures will match.
In this way, a compact signature 1s developed that 1s suitable
for export from the data processing device for checking
against a corresponding signature generated by a data pro-
cessing device of a machine running a duplicate application.
The compact signature provides for error detection in a
manner that avoids the high overheads associated with
exporting and checking the entire state of the application.

In some embodiments, the plurality of writes comprise at
least one of: a plurality of write requests; and a plurality of
read completions.

In some embodiments, the data processing device com-
prises a memory controller comprising the processing cir-
cultry.

In some embodiments, for each of the plurality of writes,
the at least some of the bits of data for the respective write
comprises a set of error detection code bits generated for the
respective write by the processing circuitry.

In some embodiments, the error detection code bits com-

prise error correction code.
In some embodiments, the operations are bitwise opera-
tions.
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In some embodiments, each of the bitwise operations
comprises a XOR operation between a bit of the at least
some of the bits of data and one of the current values for the
bits of the signature.

In some embodiments, the signature generation circuitry
1s configured to update further bits of the signature using an

address 1n the memory at which the data contained 1n one of
the writes 1s to be written.

In some embodiments, the signature generation circuitry
1s configured to update the further bits of the signature by
performing bitwise operations between bits of the address
and current values for the further bits of the signature.

In some embodiments, each of the bitwise operations
comprises a XOR operation between one of the bits of the
address and one of the current values for the bits of the
signature.

In some embodiments, the data processing device com-
prises a plurality of processors, wherein each of the proces-
sors comprises an instance of the execution unit; an istance
of the memory; an instance of the signature generation
circuitry; and an instance of the signature storage.

In some embodiments, the memory comprises a plurality
of memory banks, wherein the signature generation circuitry
1s configured to, for each of the plurality of memory banks:
update signature bits associated with the respective memory
bank in response to each of a plurality of writes to that
memory bank, wherein the updating the signature bits asso-
ciated with the respective memory bank comprises using at
least some of the bits of data to be written to that memory
bank for the plurality of writes to that memory bank to
update signature bits associated with the respective memory
bank.

In some embodiments, wherein the data processing device
comprises: signature combiner circuitry configured to com-
bine the signature bits for each of the memory banks of the
respective processor to generate a signature for the proces-
sor, the signature for the processor having fewer bits than a
total number of the signature bits for each of the memory
banks.

In some embodiments, the execution unit of each of the
processor 1s configured to: upon reaching each of a plurality
of predefined points 1n the computer readable 1nstructions,
copy a current value of the signature to a storage external to
the processor.

In some embodiments, the plurality of predefined points
represent barriers 1 the computer readable instructions
beyond which execution of an application runmng, at least
in part, on the data processing device may not progress until
receipt of confirmation that the signature matches a further
signature 1s received at the data processing device.

In some embodiments, the barriers are barrier synchroni-
sations, which represent barriers between a compute phase
tor the data processing device and an exchange phase for the
data processing device.

In some embodiments, at least some of the predefined
points are checkpoints, wherein the execution unit 1s con-
figured to, at a first of the checkpoints, cause checkpoint data
to be exported 1n response to receipt of an indication that the
signature matches a further signature generated by a further
data processing device of a data processing machine running
a duplicate version of the application.

In some embodiments, at least some of the predefined
points are checkpoints, wherein the execution unit 1s con-
figured to, at one of the predefined points, load from external
storage, checkpoint data corresponding to a preceding one of
the checkpoints 1n response to receipt of an indication that
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4

the signature does not match a further signature generated by
a data processing machine running a duplicate version of the
application.

In some embodiments, the data processing device 1s a tile
of a multi-tile processing unit.

According to a second aspect, there 1s provided a data
processing system comprising: a first data processing
machine comprising the data processing device according to
the first aspect; a second data processing machine compris-
ing a further data processing device; and an external device
configured to interface with both the first data processing
machine and the second data processing machine, wherein
the first data processing machine and the second data
processing machine are configured to run a same applica-
tion, wherein the further data processing device 1s config-
ured to generate a further signature by performing a same set
of steps performed by the data processing device of the first
data processing machine to generate the signature generated
the data processing device of the first data processing
machine, wherein the external device 1s configured to:
receive the signature and the further signature; and compare
the signature and the further signature to determine if an
error has occurred on at least one of the first data processing
machine and the second data processing machine.

In some embodiments, the first data processing machine
comprises a plurality of instances of the data processing
device, and the second data processing machine comprises
a plurality of instances of the further data processing device,
wherein the external device 1s configured to compare each of
a plurality of signatures generated by the plurality of
instances of the data processing device with a corresponding
one of a plurality of further signatures generated by the
plurality of instances of the further data processing device.

According to a third aspect, there 1s provided a method
comprising: executing computer readable instructions to
operate on put values to generate results; storing 1in
memory at least some of the input values and at least some
of the results; storing a signature updated 1n response to each
of a plurality of writes to the memory; receive the plurality
of writes and, for each of the plurality of writes: cause data
to be written to the memory; and generate updated values for
bits of the signature by performing operations between
current values for the bits of the signature and the at least
some of the bits of data to be written to the memory; and
overwrite the current values for the bits of the signature held
in a signature storage with the updated values for the bits of
the signature, wherein the operations are such that a result
for the signature after the plurality of writes 1s independent
of the order 1n which the writes are used to update the
signature.

According to a fourth aspect, there 1s provided a computer
program storing computer readable instructions, which
when executed by a processor cause a method to be carried
out, the method comprising: executing computer readable
instructions to operate on input values to generate results;
storing 1n memory at least some of the input values and at
least some of the results; storing a signature updated 1n
response to each of a plurality of writes to the memory;
receive the plurality of writes and, for each of the plurality
of writes: cause data to be written to the memory; and
generate updated values for bits of the signature by per-
forming operations between current values for the bits of the
signature and the at least some of the bits of data to be
written to the memory; and overwrite the current values for
the bits of the signature held 1n a signature storage with the
updated values for the bits of the signature, wherein the
operations are such that a result for the signature after the
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plurality of writes 1s independent of the order in which the
writes are used to update the signature.

According to a fifth aspect, there 1s provided a non-
transitory computer readable medium for storing the com-
puter program according to the fourth aspect.

BRIEF DESCRIPTION OF DRAWINGS

To aid understanding of the present disclosure and to
show how embodiments may be put into effect, reference 1s
made by way of example to the accompanying drawings in
which:

FIG. 1 1s a schematic block diagram of a multi-tile
processing unit;

FI1G. 2 1s a schematic block diagram of one of the tiles that
may be implemented in the multi-tile processing unit;

FIG. 3 illustrates the compute and exchange phases
between which tiles 1n the processing unit may alternate;

FIG. 4 1s a schematic 1llustration of a bulk synchronous
parallel (BSP) computing model;

FIG. § illustrates a bulk synchronous parallel (BSP)
computing model;

FIG. 6 A illustrates an example of circuitry for maintain-
ing a signature from writes to memory

FIG. 6B illustrates an example of circuitry for maintain-
ing a signature from writes to memory by using error
detection code bits to update the signature;

FI1G. 7 1llustrates an example of circuitry for updating the
signature using error detection code;

FIG. 8 1llustrates an example of circuitry for updating the
signature using an address for a write to memory;

FI1G. 9 illustrates an example of circuitry for producing a
signature for multiple memory banks;

FIG. 10 1llustrates an example of circuitry for combining,
signatures for different memory banks;

FIG. 11 illustrates an example of a system comprising
multiple machines, each configured to run a copy of the
same application;

FIG. 12 1illustrates an example of processing apparatus,
which may be used to implement multiple different compo-
nents described; and

FIG. 13 1llustrates an example of a method according to
embodiments of the application.

DETAILED DESCRIPTION

Embodiments of the application are implemented 1n a
processor. In some example embodiments described, this
processor 1s one of a plurality of tile processors belonging to
a single processing unit. Reference 1s made to FI1G. 1, which
illustrates an example processing unit 2. This example
processing unit 2 1s a multi-tile processing unit 2. The
processing unit 2 1s described in more detail in our earlier
U.S. application Ser. No. 15/886,0635, the contents of which
are mncorporated by reference. The processing unit 2 may be
an Intelligence Processing Unit (IPU). Each such processing
unit 2 1s formed on a separate integrated circuit.

The processing unit 2 comprises an array 6 of multiple
processor tiles 4 and an mterconnect 34 connecting between
the tiles 4. The processing unit 2 may be implemented alone
as one ol multiple dies packaged 1n the same IC package.
The interconnect 34 may also be referred to herein as the
“exchange fabric” 34 as 1t enables the tiles 4 to exchange
data with one another. Each tile 4 comprises a respective
instance of an execution unit and memory. For instance, by
way of illustration, the processing unit 2 may comprise of
the order of hundreds of tiles 4, or even over a thousand. For
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completeness, note also that an “array” as referred to herein
does not necessarily imply any particular number of dimen-
sions or physical layout of the tiles 4.

In embodiments, each processing unit 2 1s also associated
one or more external links, enabling the processing unit 2 to
be connected to one or more other processing units (e.g. one
or more other instances of the same processing unit 2). These
external links may enable the processing unit 2 to be
connected to: a host system; and one or more other instances
ol the processing unit 2 on the same 1C package or card, or
on different cards. The processing unit 2 receives work from
the host, 1n the form of application data which it processes.

Each of the processor tiles 4 comprises processing cCir-
cuitry and memory. In some example embodiments, the
processing circuitry 1s a multi-threaded processor 10. FIG. 2
illustrates an example of a processor tile 4 1n accordance
with embodiments of the present disclosure. The processor
tile 4 comprises a multi-threaded processor 10 1n the form of
a barrel-threaded processor 10, and a local memory 11 (i.e.
on the same tile 4 1n the case of a multi-tile array, or same
chip 1n the case of a single-processor chip). A barrel-
threaded processor 10 1s a type of multi-threaded processor
10 1n which the execution time of the pipeline 1s divided 1nto
a repeating sequence of interleaved time slots, each of which
can be owned by a given thread. This will be discussed 1n
more detail shortly. The memory 11 comprises an instruction
memory 12 and a data memory 22 (which may be imple-
mented 1n different addressable memory unit or different
regions of the same addressable memory unit). The memory
11 may be an SRAM memory. The instruction memory 12
stores machine code to be executed by the barrel-threaded
processor 10, whilst the data memory 22 stores both data to
be operated on by the executed code and data output by the
executed code (e.g. as a result of such operations).

The memory 12 stores a variety of different threads of a
program, each thread comprising a respective sequence of
instructions for performing a certain task or tasks. Note that
an istruction as referred to herein means a machine code
instruction, 1.e. an instance of one of the fundamental
istructions of the processor’s mstruction set, consisting of
a single opcode and zero or more operands.

Within the multi-threaded processor 10, multiple different
ones of the threads from the mstruction memory 12 can be
interleaved through a single execution pipeline 13 (though
typically only a subset of the total threads stored in the
istruction memory can be iterleaved at any given point 1n
the overall program). The multi-threaded processor 10 com-
prises: a plurality of context register files 26 each arranged
to represent the state (context) of a different respective one
of the threads to be executed concurrently; a shared execu-
tion pipeline 13 that 1s common to the concurrently executed
threads; and a scheduler 24 for scheduling the concurrent
threads for execution through the shared pipeline 1n an
interleaved manner, preferably 1n a round robin manner. The
multi-threaded processor 10 1s connected to a shared instruc-
tion memory 12 common to the plurality of threads, and a
shared data memory 22 that 1s again common to the plurality
of threads.

The execution pipeline 13 comprises a fetch stage 14, a
decode stage 16, and an execution stage 18 comprising an
execution unit which may perform arithmetic and logical
operations, address calculations, load and store operations,
and other operations, as defined by the instruction set
architecture. Each of the context register files 26 comprises
a respective set of registers for representing the program
state of a respective thread.
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Referring back to FIG. 1, the interconnect 34 1s config-
ured to enable the different tiles 4 i the array 6 to commu-
nicate with one another. However, as well as there poten-
tially being dependencies between threads on the same tile

4, there may also exist dependencies between the portions of 5

the program running on different tiles 4 in the array 6. A
technique 1s therefore required to prevent a piece of code on
one tile 4 runming ahead of data upon which it 1s dependent
being made available by another piece of code on another
tile 4. This 1s achieved using a data consistency model.

Parallel programming models for Al and Data Science
usually follows a 3-phase iterative execution model: Com-
pute, Barrier, and Exchange. The implications are that data
transter to and from a processor 1s usually barrier dependent
to provide data-consistency between the processors and
between each processor and an external storage. Typically
used data consistency models are Bulk Synchronous Parallel
(BSP), Stale Synchronous Parallel (SSP) and Asynchronous.
The processing unit 2 described herein uses a BSP model,
but 1t will be apparent that the other sync models could be
utilised as an alternative.

Reference 1s made to FIGS. 3 and 4, which illustrate an
implementation of a BSP exchange scheme 1n which each
tile 4 performs a compute phase 33 and an exchange phase
32 1n an alternating cycle, separated from one to the other by
a barrier synchronization 30 between tiles. In the case
illustrated by FIGS. 3 and 4, a barrier synchronization 1s
placed between each compute phase 33 and the following
exchange phase 32. During the compute phase 33, each tile
4 performs one or more computation tasks locally on-tile,
but does not communicate any results of these computations
with any others of the tiles 4. In the exchange phase 32, each
tile 4 1s allowed to exchange one or more results of the
computations from the preceding compute phase to and/or
from one or more others of the tiles 4, but does not perform
any new computations until it has received from other tiles
4 any data on which its task(s) has/have dependency. Neither
does i1t send to any other tile 4, any data except that
computed in the preceding compute phase. It 1s not excluded
that other operations such as internal control-related opera-
tions may be performed in the exchange phase 32. The
communication external to the tile group may optionally
utilise the BSP mechanism, but alternatively may not utilize
BSP and may instead use some other synchronization
mechanism of 1ts own.

According to the BSP principle, a barrier synchronization
30 1s placed at the juncture transitioning from the compute
phase 33 into the exchange phase 32, or the juncture
transitioning from the exchange phase 32 into the compute
phase 33, or both. That 1s to say, either: (a) all tiles 4 are
required to complete their respective compute phases 33
before any 1n the group 1s allowed to proceed to the next
exchange phase 32, or (b) all tiles 4 1n the group are required
to complete their respective exchange phases 32 before any
tile 1n the group 1s allowed to proceed to the next compute
phase 33, or (¢) both of these conditions are enforced. In all
three varniants, 1t 1s the individual tiles 4 which alternate
between phases, and the whole assembly which synchro-
nizes. The sequence of exchange and compute phases may
then repeat over multiple repetitions. In BSP terminology,
cach repetition of exchange phase and compute phase is
sometimes referred to as a “superstep” (though note that 1n
the literature the terminology 1s not always used consis-
tently: sometimes each individual exchange phase and com-
pute phase individually 1s called a superstep, whereas else-
where, as 1n the terminology adopted herein, the exchange
and compute phases together are referred to as a superstep).
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Note also, i1t 1s not excluded that multiple different inde-
pendent groups of tiles 4 on the same processing umt 2 or
different processing units could each form a separate respec-
tive BSP group operating asynchronously with respect to
one another, with the BSP cycle of compute, synchronize
and exchange being imposed only within each given group,

but each group doing so imndependently of the other groups.
I.e. a multi-tile array 6 might include multiple internally
synchronous groups each operating independently and asyn-
chronously to the other such groups (discussed in more
detail later). In some embodiments there 1s a hierarchical
grouping of sync and exchange, as will be discussed in more
detail later.

FIG. 4 1illustrates the BSP principle as implemented
amongst a group 41, 4ii, 4iii ol some or all of the tiles in the
array 6, 1n the case which imposes: (a) a barrier synchroni-
zation from compute phase 33 to exchange phase 32 (see
above). Note that, in this arrangement, some tiles 4 are
allowed to begin computing 33 whilst some others are still
exchanging.

The BSP model 1s used for exchange of data between tiles
4 on the processing unit 2. The communication between tiles
4 of a processing unit 2 occurs in time deterministic fashion
in which data packets are transmitted without headers as 1n
our earlier application U.S. patent application Ser. No.
15/886,315. Additionally, the BSP model may also be used
for the exchange of data between processing units 2.

Reference 1s made to FIG. 5 illustrates an example BSP
program flow involving both internal (on-chip) and external
(1inter-chip) synchronizations. As shown, the flow comprises
internal exchanges 50 (of data between tiles 4 on the same
chip 2) and an external exchange 50' (of data between tiles
4 on different chips 2). The program flow 1n FIG. 5 illustrates
a program flow for a first processing unit 2; and a second
processing unit 2ii.

As 1llustrated 1n FIG. 5, the internal BSP supersteps
(comprising the internal exchanges 50 of data between tiles
4 on the same chip 2) are kept separate from the external
sync and exchange (comprising the external exchanges 50
ol data between tiles 4 on different chips 2).

The program may be arranged to perform a sequence of
synchronizations, exchange phases and compute phases
comprising, 1n the following order: (1) a first compute phase,
then (11) an 1nternal barrier synchronization 30, then (111) an
internal exchange phase 50, then (1v) an external barrier
synchronization 80, then (v) an external exchange phase 30'.
The external barrier 80 i1s mmposed after the internal
exchange phase 50, such that the program only proceeds to
the external exchange 50' after the internal exchange 50.
Note also that, as shown with respect to chip 21 1n FIG. §,
optionally a compute phase may be included between inter-
nal exchange (111) and external barrier (1v).

This overall sequence 1s enforced by the program (e.g.
being generated as such by the compiler). In embodiments,
the program 1s programmed to act in this way by means of
a SYNC 1nstruction executed by the tiles 4. The internal
synchronization and exchange does not extend to any tiles or
other entities on another chip 2. The sequence (1)-(v) (with
the aforementioned optional compute phase between 111 and
1v) may be repeated 1n a series of overall iterations. Per
iteration there may be multiple 1nstances of the internal
compute, sync and exchange (1)-(111) prior to the external
sync & exchange. I.e. multiple instances of (1)-(111) (retaining
that order), 1.e. multiple internal BSP supersteps, may be
implemented before (1v)-(v), 1.e. the external sync and
exchange. Note also, any of the tiles 4 may each be per-




US 11,461,175 Bl

9

forming their own instance of the internal synchronization
and exchange (11)-(111) 1n parallel with the other tiles 4.

Thus per overall BSP cycle (1)-(v) there 1s at least one part
of the cycle (11)-(111) wherein synchronization 1s constrained
to being performed only internally, 1.e. only on-chip.

Note that during an external exchange 50 the communi-
cations are not limited to being only external: some tiles may
just perform internal exchanges, some may only perform
external exchanges, and some may perform a mix.

Also, as shown 1n FIG. 5, some tiles 4 may perform local
input/output during a compute phase. For example, they may
exchange data with a host or other type of external storage.

Note also that, as shown 1n FIG. 3, 1t 1s 1n general possible
for any or all tiles to have a null compute phase 52 or a null
exchange phase 50 1n any given BSP superstep.

Each of the synchronisation barriers shown in FIG. 5 1s
passed by the tiles 4 once an exchange of transmission of
sync requests and acknowledgments has completed. For an
internal barrier synchronisation, each tile 4 1n a processing
unit 2, once 1t reaches an internal barrier synchronisation,
sends an 1nternal sync request to the internal synchronisation
controller 36 1n the interconnect 34. When the internal
synchronisation controller 36 has received sync requests
from all of the tiles 4 that are part of the processing unit 2,
the sync controller 36 returns sync acknowledgments to each
of the tiles 4. Upon receiving the sync acknowledgments,
cach of the tiles 4 then enters the exchange phase in which
data exchange between the tiles 4 occurs. This technique
ensures the each tile 4 must reach the barrier before any of
the tiles can progress to the exchange phase.

For an external barrier synchronisation, the exchange of
sync requests and acknowledgments takes place between a
group ol processing units 2, referred to as a synchronisation
group. Following the exchange of sync requests and
acknowledgments, the processing units 2 exchange data
during an exchange phase.

Each of the tiles 4 on the processing unit 2, once 1t reaches
the external synchronisation barrier, 1ssues an external sync
request to external sync logic (not shown in FIG. 1) that 1s
associated with the processing unit 2. Once the external sync
logic has received a sync request from all of the tiles 4 on
the processing umt 2, 1t either acknowledges those sync
requests or propagates a sync request to a further entity that
1s part of the sync group. The further entity could be a proxy
for exchanging data with a host system or external sync logic
associated with another processing unit 2.

When a sync request 1s propagated to external sync logic
associated with another processing unit 2, the action taken
by the external sync logic 1n that other processing unit 2 in
response to the sync request depends upon whether the logic
1s defined as the master for the sync group or as a propa-
gation node for that group. The propagation nodes propagate
their received sync requests towards the master defined for
the sync group. The sync master, once 1t has received
external sync requests for each of the processing units 2 that
are part of the sync group, returns sync acknowledgments to
the external sync logic associated with each of the other
processing units 2 in the sync group. The sync master also
returns sync acknowledgments to each of the tiles 4 1n its
own processing unit 2. Each external sync logic (1.e. the
propagation nodes) of the other processing unit 2 1n the sync
group, upon receiving a sync acknowledgment, returns sync
acknowledgments to the tiles 4 of its processing unit 2. In
response to receiving the sync acknowledgements, the tiles
4 pass the barrier synchronisation and exchange data with
the other processing units 2 of the sync group during the
exchange phase.
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According to embodiments of the application, a data
processing device 1s provided with signature generation
circuitry for maintaiming a signature generated in depen-
dence upon writes to tile memory. This signature provides
for a low overhead way of checking that data generated and
written to memory across different machines 1s the same and
that no errors have occurred. The signature 1s overwritten in
response to each write to memory and is therefore compact
and low overhead.

Reference 1s made to FIG. 6A, which illustrates an
example of circuitry that is part of the data processing device
for generating the signature as discussed. The data process-
ing device that includes the components shown 1n FIG. 6 A
may be the tile 4 that has been discussed. FIG. 6 A shows the
memory 11, into which data may be written, and from which
data may be read. The data read from and written into the
memory 11 may include application data, which 1s processed
by, or constitutes the results of processing by, mstructions
held in the mnstruction memory 12. The application data 1s
held 1n the data memory 22 part of the memory 11. The data
read from and written into the memory 11 also includes
instructions, which are retrieved from the memory 11 for
execution by the execution umt 18 of the tile processor 4.
The instructions are held in the 1nstruction memory 12 part
of the memory 11.

A memory controller 61 1s provided 1n the tile processor
4. The memory controller 61 1s configured to write data to
the memory 11 and read data from the memory 11. The
memory controller 61 receives writes to write data to the
memory 11 at addresses indicated in each write. Writes may
be recerved at the memory controller 61 from the execution
unit 18 or may be received from an entity external to the tile
4, e.g. another tile 4 of the same processing unit 2 or a tile
4 on a different processing umt 2. The memory controller 61
also receives read requests to read data from the memory 11
at an address indicated 1n the read request.

FIG. 6 A shows an example of a write 62 received at the
memory controller 61. The write 62 comprises an address
field and a set of message data to be written to a location 1n
memory 11 indicated 1n the address field. In some embodi-
ments, the address field 1s 16 bits, and the message data 1s
64 bits 1n size. The write 62 may be the result of a write
request or a read completion received at the tile 4 from an
external processor, ¢.g. another tile 4 or an external storage.
Alternatively, the write 62 may contain data generated
during processing by the execution unit 18.

When it receives a write 62, the memory controller 61
causes data 63 generated 1n response to the write 62 to be
written to the memory 11. The data 63 written to the memory
11 includes data from the write 62. The data 63 may also
includes error detection code generated by the memory
controller 61 in dependence upon data (referred to as mes-
sage data) extracted from the write 62. Together, the error
detection code and the message data form a codeword that
1s written to the memory 11.

At least part of the data 63 written to the memory 11 1s
provided from the memory controller 61 to a signature
generator 64 of the tile 4. The at least part of the data 63
provided to the signature generator 64 may be message data
from the write 62. Alternatively, the at least part of the data
63 provided to the signature generator 64 may be error
detection code associated with the message data.

The signature 63 generate performs operations to update
a current value of a signature held 1n signature storage 65 of
the tile 4. The signature storage 63 1s a register holding the
current value of the signature at all times. When the appli-
cation 1s started, the signature storage 65 may be mnitialised
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to hold a predefined pattern (e.g. all zeros) before it 1s
updated as the application executes and data 1s written to
memory 11. The operations to update the signature comprise
bitwise operations between the at least part of the data 63
provided by the memory controller 61 and bits of the current
value of the signature. The operations are used to update the
signature held 1n the storage 635 by overwriting the bits of the
current value of the signature with the result of the bitwise
operations.

The signature generator 64 updates the signature in an
order independent manner. In other words, the order in
which writes are received at the memory controller 61 and,
therefore, the order in which the different writes are used to
update the signature does not aflect the final value of the
signature. For example, if the signature generator 64
receives a first set of data derived from a first write and uses
this to update the signature, followed by receiving a second
set of data derived from a second write and uses this to
update the signature, the resulting signature 1s the same as
the signature that would result from first receiving the
second set of data and updating the signature, followed by
receiving the first set of data and updating the signature.

In some embodiments, 1n addition to bits that are updated
using error detection code bits, the signature may also
include bits that are updated using the bits of the address of
a write. As shown in FIG. 6B, the memory controller 61
provides the address 66 1n memory 11, to which data of write
62 1s to be written, to the signature generator 64.

The signature generator 64 uses the address 66 to update
bits of the signature held 1n the signature storage 65. The bits
of the signature updated using the bits of the data 63 written
to memory 11 are referred to herein as the “Data signature™.
The bits of the signature updated using the address bits are
referred to hereimn as the “Index Signature™.

As with the bits of the data signature, the bits of the index

signature are updated in an order independent manner. In
other words, the order in which writes are received at the
memory controller 61 and, therefore, the order 1n which the
different address fields are used to update the signature does
not affect the final value of the signature.

The use of the address bits for updating the signature 1s
uselul for ensuring that the same data in different machines
1s written to the same memory locations. If the index
signatures match, this verifies that the data from writes was
stored to the same locations in memory across the machines.

As noted, 1n some embodiments the message data bits
derived from the write 62 may be used by the signature
generator 64 to update the signature held in the signature
storage 65. However, in other embodiments, error detection
code generated for the message data bits may be used to
update the signature held in the signature storage 65. Using,
the error detection code bits to update the signature may
provide for lower overheads, since the error detection code
would typically comprise fewer bits than the message data,
and therefore, the number of bits used to update the signa-
ture and the size of the signature 1s minimised. It 1s suilicient
to use the error detection code bits for this purpose, since any
error occurring in the message data bits that could not be
detected by checking the message data against the error
detection code bits, would necessarily be reflected 1n erro-
neous error detection code bits. For example, an error
occurring due to 1onising radiation changing the value of a
bit 1n the execution unit, would be reflected in the error
detection code bits that are generated by the memory con-
troller 61 when the erroneous one or more data bits output
from the execution unit are written to memory 11.
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Reference 1s made to FIG. 6B, which illustrates an
embodiment 1n which the error detection code 1s used to
update the signature. In this case, the memory controller 61
implements the error detection algorithm. In doing so, the
memory controller 61 generates error detection code bits for
the data (referred to as message data) recerved 1 a write to
be written to the memory 11. The memory 11 causes the
message data received 1n a write to be written to the memory
11 with the generated error detection code. When reading
out the message data from the memory 11, the memory
controller 61 also reads out the corresponding error detec-
tion code for that message data. The memory controller 61
checks that the message data 1s as expected given the error
detection code and, theretore, that no errors have occurred.
In embodiments in which the error detection code 1s also an
error correction code (ECC), and 1f an error has occurred, the
memory controller 61 may correct this error, provided that
a sullicient amount of ECC 1s available given the number of
bits subject to the error.

The memory controller 61 generates from the message
data 1n the write 62, two codewords 63a, 635. Each of these
codewords 63a, 635 comprises a set ol message data and
error detection code for that set of message data. The
message data from the write 62 1s split between codeword
63a, which contains half of the message data (shown as
message data 1) from the write 62, and codeword 635, which
contains the other half of the message data (shown as
message data 2) from the write 62. The memory controller
61 calculates a first error detection code (shown as ECC 1)
over the message data 1 and combines this with message
data 1 to form codeword 63a. The memory controller 61
calculates a second error detection code (shown as ECC 2)
over the message data 2 and combines this with message
data 2 to form codeword 6354. In some embodiments, the first
and the second error detection code each comprises 7 bits of
error detection code. Although in FIG. 6B, the error detec-
tion code 1s labelled as ECC, which stands for “Error
Correction Code”, 1n some embodiments the error detection
code may not be capable of correcting errors.

The memory controller 61 writes both of the codewords
63a, 636 to consecutive memory locations in memory 11
starting from the address indicating in the write 62.

The memory controller 61 causes the error detection code
bits (ECC 1 and ECC 2 1n the example) to be provided to a
signature generator 64. The signature generator 64 operates
to update a signature held 1n signature storage 65 using the
error detection code bits it receives from the memory
controller 61. The signature generator 64 produces updated
signature bits by applying bitwise operations between each
bit of the error detection code bits generated for a write and
a bit of the current signature (which i1s held 1n signature
storage 65). The signature generator 64, having generated
the updated signature bits causes these to be stored in
signature storage 65, overwriting the corresponding bits of
the signature previously held in the signature storage 65.

Reference 1s made to FIG. 7, which illustrates an example
of circuitry 70 that may be used to update bits of the
signature using error detection code bits. FIG. 7 shows a
storage 71 for storing these bits that are updated 1n response
to each write to memory 11. The storage 71 i1s part of the
signature storage 65. The circuitry 70 includes a plurality of
XOR gates 72, which are part of the signature generator 64,
for generating bits of the signature. The circuitry 70 includes
a plurality of tlip tlops 73, which are part of the signature
generator 64, for holding the signature bits that are output by

the XOR gates 72.
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To generate a bit of the signature, any one of the XOR
gates 72 receives two mputs. As a first input, each XOR gate
72 receives one of the error detection code bits generated
from a write. These error detection code bits are labelled
ECC, to ECC,, mn FIG. 7. As a second 1mnput, each XOR gate
72 receives a bit of the signature generated by that XOR gate
72 1n response to the previous receipt of an error detection
code bit at that XOR gate 72. This bit of the signature
represents a value of the current signature held in storage 65.
The bit 1s held 1 the flip tlop 73 corresponding to the XOR
gate 72, which outputs 1ts value to one of the mputs of 1ts
corresponding XOR gate 72. The signature bits held 1n the
flip flops 73 are labelled Sig, to Sig,, 1n FIG. 7.

In response to receiving one of the bits of error detection
code and one of the bits of the signature from 1ts corre-
sponding flip flop 73, each XOR gate 72 outputs an updated
value for 1ts corresponding bit of the signature. This updated
value overwrites the previous value of 1ts corresponding bit
of the signature held 1n the associated flip tlop 73.

Each flip flop 73 outputs 1ts bit of the signature to a
location 1n the storage 71. When the value held in each flip
flop 73 1s updated 1n response to receipt at the signature
generator 64 of a new set of error detection code bits, the
updated values 1n the flip tlops 73 are output to storage 71
so as to cause the current values of the corresponding bits of
the signature held 1n storage 71 to be updated. In this way,
the previous values of the signature held 1n storage 71 are
overwritten with new values of the signature 1n response to
a write to memory 11.

Reference 1s FIG. 8, which illustrates an example circuit
80 that may be used to update bits of the signature using
address bits. FIG. 8 shows a storage 81 for storing these
signature bits that are updated 1n response to each write to
memory 11. The storage 81 1s part of the signature storage
65, and stores the index signature part of the signature. The
circuitry 80 includes a plurality of XOR gates 82, which are
part of the signature generator 64, for generating bits of the
index signature. The circuitry 80 includes a plurality of flip
flops 83, which are part of the signature generator 64, for
holding the signature bits that are output by the XOR gates
82.

To generate a bit of the signature, each XOR gate 82
receives two mputs. As a first mput, each XOR gate 82
receives one of the address bits for a write. These address
bits are labelled Add, to Add,  in FIG. 8. As a second input,
cach XOR gate 82 recerves a bit of the signature generated
by that XOR gate 82 1n response to the previous receipt of
an address bit at that XOR gate 82. This bit of the signature
represents a value of the current signature held in storage 63.
The bit 1s held 1n the flip tlop 83 corresponding to the XOR
gate 82, and that flip tlop 83 outputs the bit to be provided
to 1ts corresponding XOR gate 82 as the second 1input for that
XOR gate 82. The signature bits held in the tlip flops 83 are
labelled Sig, . to Sig,, in FIG. 8.

In response to receiving one of the bits of address and one
of the bits of the signature from its corresponding flip flop
83, each XOR gate 82 outputs an updated value for its
corresponding bit of the signature. This updated wvalue
overwrites the previous value of 1ts corresponding bit of the
signature held 1n the associated thp flop 83.

Each tlip flop 83 outputs its held bit of the signature to a
location 1n the storage 81. When the value held 1n each flip
flop 82 1s updated 1n response to receipt at the signature
generator 64 of a new set of error detection code bits, the
updated values 1n the flip tlops 83 are output to storage 81
so as to cause the current values of the corresponding bits of
the signature held 1n storage 81 to be updated. In this way,
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the previous values of the index signature held in storage 81
are overwritten with new values of the signature 1n response
to a write to memory 11.

In the embodiments 1llustrated 1n FIGS. 7 and 8, the data
signature 1s 14 bits in length, with one bit of data signature
per bit of error detection code generated for a write. The
index signature 1s 16 bits, with one bit of index signature per
bit of the address for a write.

In the embodiments described above with respect to
FIGS. 3 to 5, the update of the signature 1s performed with
respect to all of the writes to a single memory 11 of the tile
4. However, in some embodiments, the tile 4 may be
comprise a plurality of memory banks with a separate
signature being maintained for each of the memory banks. In
this case, the processes described above with respect to
FIGS. 3 to § as being performed with respect to memory 11
are independently performed for each of the memory banks
in the tile 4.

In some embodiments where a separate signature 1s
maintained for each memory bank, circuitry may be pro-
vided in the tile 4 for combining the separate signatures in
order to form a combined signature for the entire tile 4. This
reduces the number of bits for the tile signature, hence
reducing the overhead associated with exporting signatures
and performing comparisons of signatures between two
machines.

Reference 1s made to FIG. 9, which illustrates a plurality
of memory banks 11a-114 of the tile 4. Each of the memory
banks 11a-114d may be part of the memory 11 described
above with respect to FIGS. 2 and 3. Fach of the memory
banks 11a-11d 1s associated with an 1nstance 91a-91d of the
memory controller 61 and signature generator 65 described
above. Each such istance 91a-91d 1s configured to perform
the operations described with respect to FIG. 6 to maintain
a signature 1ts associated memory bank 11a-11d. Each
instance 91a-91d updates the signature for 1ts memory bank
11a-11d 1n response to a write to that memory bank 11a-114.
Each maintained signature 1s stored in an instance of a
signature storage 65 (not shown 1n FIG. 9) associated with
the corresponding memory bank 11a-114d.

A plurality of signature combiners 92a-92¢ are shown 1n
FIG. 9 for producing, from the individual signatures main-
tained for each memory bank 11a-114, a signature for the tile
4, with this signature being held in storage 93. In the
example, a first signature combiner 92a receives the signa-
ture generated for memory bank 1la and the signature
generated for memory bank 115 and performs bitwise opera-
tions between these two signatures to produce an output. The
output has the same number of bits (e.g. 30) as each of the
signatures that are used as inputs to the signature combiner
92a. Also shown in the example i1s a second signature
combiner 925, which receives the signature generated for
memory bank 11c¢ and the signature generated for memory
bank 114 and performs bitwise operations between these two
signatures to produce an output. The output has the same
number of bits (e.g. 30) as each of the signatures that are
used as iputs to the signature combiner 92b. A third
signature combiner 92¢ receives the outputs of the signature
combiners 92a-92b6 and performs bitwise operations using
these outputs to generate the tile signature, which is stored
in tile signature storage 93. The tile signature has the same
number of bits (e.g. 30) as the signatures generated from
cach of the memory banks 11a-114.

Reference 1s made to FIG. 10, which illustrates an
example of the signature combiner 92a. The signature
combiner 92a comprises a plurality of XOR gates 100,
which are each configured to receive one bit of the signature
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for one memory bank 11a and another bit of the signature for
another memory bank 115. The bits of signature for memory
bank 11a are labelled 1n FIG. 10 as S1g, , to S1g,, ., whereas
the bits of signature for memory bank 115 are labelled in
FIG. 10 as Si1g,, to S1g,,,. Each XOR gate 100 receives
corresponding bits of these two signatures and generates a
bit of the output from the signature combiner 92a. The bits
of the output are shown 1n FIG. 10 as comb, to comb,,.

The same operations illustrated mm FIG. 10 as being
performed by signature combiner 92a are also performed by
signature combiner 925 with respect to the signatures for
memory bank 11¢ and memory bank 11d. Signature com-
biner 92¢ may comprise a plurality of XOR gates, which are
configured to perform bitwise operations to combine each
bit output by signature combiner 92a with a corresponding
bit output by signature combiner 925.

The result from signature combiner 92¢ 1s stored 1n tile
signature storage 93, and constitutes the signature for the tile
4. In example embodiments, each signature for one of the
memory banks 11a-11d may be 30 bits in length, yielding
120 bits across the tile 4. The tile signature resulting from
the signature combination operations may be 30 bits in
length.

FIGS. 9 and 10 relate to example 1n which the signatures
generated for diflerent memory banks 11a-11d are combined
into a smaller signature for the tile 4. However, in other
embodiments, the signatures generated for each of the
memory banks 11a-11d4 may collectively form the signature
for the entire tile 4. In this case, the signature for the entire
tile 4 may comprise 120 bits.

During the running of the program, each tile 4 1s config-
ured to repeatedly exports 1ts signature to an external device.
This external device could be a host system. The external
device recerves signatures from both of the machines run-
ning the duplicate applications and compares these signa-
tures. If the signatures match, an indication of the match 1s
provided to all of the tiles 4 1n both of the machines. In
response to the indication, each tile 4 may exports its current
state (including the application data held 1n 1ts memory 11)
to a storage. This state forms checkpoint data for a check-
point. The tiles 4 of a machine will, at a later time, reload the
checkpoint data 11 an error 1s detected. If the external device
finds that the signatures do not match, then each tile 4 1s
configured to reload the checkpoint data for the last check-
point and continue processing from the last checkpoint.

Reference 1s made to FIG. 11, which illustrates an
example of a system 115 comprising two machines 110a,
1105 and an external device 111. Each of the machines 1104,
1105 constitutes a data processing system 110a, 1105. Both
of the machines 110a, 1105 run the same application on the
same application data. In the example, each machine 110a,
1105 comprises a plurality of processing devices 112. Each
of the plurality of processing devices 112 may be an 1nte-
grated circuit (1.e. chip). Each of the processing devices 112
comprises a processing unit 2 comprising a plurality of tile
processors 4. Each processing device 112 may also comprise
a memory (e.g. DRAM) 113 for storing signatures and/or
checkpoint data exported by the tiles 4 of 1ts processing unit
2.

Both of the machines 110a, 11054 interface with an exter-
nal device, which 1n this example, 1s a host system 111. The
host system 111 performs a comparison of signatures
exported by the tiles 4.

The compiled code, which forms the application 1nstruc-
tions executing on each of the machines 110aq, 1105,
includes a set of predefined points during execution of the
application at which signature data 1s to be exported. These
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predefined form barriers 1 execution of the application
beyond which computation will not proceed until the sig-
nature check has passed. At least some of the predefined
points may also be checkpoints, in which case, in response
to a match of the signatures, the tiles 4 export checkpoint
data to form a new checkpoint. This process 1s described 1n
more detail below.

During execution of the application on machine 110a,
cach tile 4 performs computations according to a subset of
the compiled code for the application that has been allocated
to that tile 4. Whalst performing these computations, data 1s
read from and written to memory 11 1n each tile 4, resulting
in updates to the signature held in the signature storage 65
of the tile 4. When 1t reaches a predefined point in 1ts
compiled code, the execution unit on each tile causes the
tile’s signature to be exported to external storage. In some
embodiments, each tile 4 may write 1ts signature directly to
the host 111. In other embodiments, each tile 4 may write its
signature to memory 113 of 1ts processing device 112, with
the signatures of the tiles 4 of the processing device 112
subsequently being transierred from the memory 113 to the
host 111. The result, in either case, 1s that the host 111
receives the signatures from all of the tiles 4 of the machine
110a.

The same processes performed by machine 110qa to export
its signatures to the host 111 at the predefined points are also
performed by the machine 1105 to export its signatures to
the host 111. The result 1s that the host 111 stores the
signatures from all of the tiles 4 of machine 110a and the
signatures from all of the tiles 4 of the machine 1105. These
signatures are expected to match unless an error has taken
place during application execution on either or both of the
machines 1104, 1105.

The host 111 compares the signatures from the tiles 4 of
machine 110a to the corresponding signatures from the tiles
4 of machine 1105. If the signatures match, an indication of
the match 1s provided from the host 111 to each of the tiles
4 of the machines 110a, 1105. Each of the tiles 4, in response
to receipt of the indication of the match, continues with the
computations in 1ts compiled code set. Each of the tiles 4
may also, prior to continuing with the computations, export
checkpoint data to form a new checkpoint. The checkpoint
data comprises the data required to restart the application
given a detected error. The checkpoint data includes the
application data on which the application instructions are
executed. The checkpoint data includes the state of the
registers 26 in the tiles 4. The checkpoint data may be
exported by each tile 4 to the host 111 or may be exported
to memory 113 of the processing device 112 to which the
respective tile 4 belongs. Exporting the checkpoint data may
comprise overwriting checkpoint data corresponding to a
previous checkpoint. Once the tiles 4 of a machine 110aq,
1105 have exported their checkpoint data, that machine
1104, 1105 then continues with the execution of the appli-
cation past the checkpoint. Each machine 110a, 11056 will
continue with 1ts computation until reaching the next pre-
defined point 1n the compiled code sets executed on the tiles
4 at which a signature check 1s again performed. At this point
the signatures are again exported from the tiles 4, and a
check performed to determine whether the checkpoint data
of the most recent checkpoint should be reloaded.

If the host 111 determines that the signatures do not
match, an indication of the failure to match 1s provided from
the host 111 to each of the tiles 4 of the machines 110q, 11054.
Each of the tiles 4, in response to receipt of this indication,
1ssues read requests to read checkpoint data corresponding
to a previous checkpoint from storage (either from the
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memory 113 of its processing device 112 or from the host
111). This checkpoint data was written by the tiles 4 at the
previous checkpoint in the compiled code running on the
tiles 4.

Therefore, the tiles 4 are configured to export their
signatures in response to reaching predefined barriers 1n
their compiled code, beyond which the computations sched-
uled to be performed by a tile 4 may not proceed until the
signature check has been performed and has passed. The
barriers may be barrier synchronisations, discussed above
with respect to FIGS. 3 to 5. Such barrier synchronisations
are 1mposed between all of the tiles 4 data of a machine
110a. For example, 1n response to the tiles 4 of machine
110a reaching a barrier synchronisation imposed for a
synchronisation group comprising all of tiles 4 of the
machine 110q, the tiles 4 may export a signature and either
1) continue with their computations past the predefined point
(and, optionally, export checkpoint data) i1f the signature
check passes or 11) load checkpoint data for a last checkpoint
if the signature check fails.

Reference 1s made to FIG. 12, which illustrates an
example ol a processing device 120 that may be used to
implement various components described above. The
memory controller 61 may be implemented comprise such a
processing device 120 for performing the operations
described. The host 111 may comprise such a processing
device 120 for performing the operations described with
respect to FIG. 12. The signature 64 may comprise such a
processing device 120 for performing the operations
described with respect to FIG. 12.

The processing device 120 comprises processing circuitry
121 and storage 122. The processing circuitry 121 may
comprises circuitry, e.g. a field programmable gate array
(FPGA) or application specific integrated circuit (ASIC), for
implementing one or more lunctions in hardware. The
processing circuitry 121 may comprise a processor for
executing computer readable mnstruction for performing one
or more functions in software. The storage 122 may com-
prise data to be processed by the processing circuitry 121
and/or results of processing by the processing circuitry 121.
The storage 122 may comprise computer readable instruc-
tions for execution by a processor of the processing circuitry
121.

It will be appreciated that the above embodiments have
been described by way of example only. In particular
embodiments have been described 1n terms of a multi-tile
processing unit 2. However, some embodiments may be
implemented 1n a processing unit having only a single
processor, with this single processor having the features
described, with respect to FIGS. 6 to 12, as being possessed
by the tile processor 4. Furthermore, although with respect
to FIG. 11, 1t 1s described that each machine 110a, 11056
running a duplicate copy of the application comprises a
plurality of devices 112, in some embodiments each
machine may comprise only a single device 112, which 1s
configured to run the entire application.

Reference 1s made to FIG. 13, which illustrates a method
1300 according to embodiments of the application.

At S1310, the execution unit 18 executes computer read-
able 1instructions to operate on input values to generate
results.

At 51320, the memory 11 stores at least some of the input
values and at least some of the results.

At S1330, the signature storage 65 stores a signature
updated 1n response to each of a plurality of writes to the
memory 11.
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At S1340, for each of the plurality of writes, the memory
controller 61 causes data to be written to the memory 11.

At S1350, for each of the plurality of writes, the signature
generation circuitry 64 generates updated values for bits of
the signature by performing operations between current
values for the bits of the signature and the at least some of
the bits of data to be written to the memory 11.

At S1360, for each of the plurality of writes, the signature
generation circuitry 64 overwrites the current values for the
bits of the signature held 1n the signature storage 635 with the
updated values for the bits of the signature.

The above embodiments have been described by way of
example only.

The mnvention claimed 1s:

1. A data processing system comprising:

a first data processing device that includes:

a memory for storing data and a set of computer readable
istructions providing at least part of an application;

signature generation circuitry;

a signature storage for storing a signature updated by the
signature generation circuitry in response to each of a
plurality of writes to the memory; and

processing circuitry configured to receive the plurality of
writes and, for each of the plurality of writes:
cause data to be written to the memory; and
provide at least some bits of the data to the signature

generation circultry;
wherein the signature generation circuitry 1s configured
to, for each of the plurality of writes:
generate updated values for bits of the signature by
performing operations between current values for the
bits of the signature and the at least some of the bits
of the data to be written to the memory; and

overwrite the current values for the bits of the signature
held 1n the signature storage with the updated values
for the bits of the signature;

wherein the operations are such that a result for the
signature after the plurality of writes 1s independent of
an order i which the writes are used to update the
signature,

wherein the first data processing device 1s configured to,
upon reaching each of a plurality of points 1n the set of
computer readable instructions, cause the current val-
ues for the bits of the signature to be copied to a further
device.

2. The data processing system of claim 1, wherein the
plurality of writes comprise at least one 1tem selected from
a list consisting of:

a plurality of write requests; and

a plurality of read completions.

3. The data processing system of claim 1, wherein the first
data processing device comprises a memory controller com-
prising the processing circuitry.

4. The data processing system of claim 1, wherein for a
first write of the plurality of writes, the at least some of the
bits of the data for the first write comprises a set of error
detection code bits generated for the first write by the
processing circuitry.

5. The data processing system ol claim 4, wherein the
error detection code bits comprise error correction code.

6. The data processing system of claim 1, wherein the
operations include bitwise operations.

7. The data processing system of claim 6, wherein each of
the bitwise operations comprises a XOR operation between
a bit of the at least some of the bits of the data and one of
the current values for the bits of the signature.
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8. The data processing system of claim 1, wherein the
signature generation circuitry is configured to update further
bits of the signature using an address 1n the memory at which
the data contained in one of the writes 1s to be written.

9. The data processing system of claim 8, wherein the
signature generation circuitry i1s configured to update the
turther bits of the signature by performing bitwise opera-
tions between bits of the address and current values for the
turther bits of the signature.

10. The data processing system of claim 9, wherein each
of the bitwise operations comprises a XOR operation
between one of the bits of the address and one of the current
values for the further bits of the signature.

11. The data processing system of claim 1, wherein the
first data processing device comprises a plurality of proces-
sors, wherein each of the plurality of processors comprises:

an 1nstance of the memory;

an 1nstance of the signature generation circuitry; and

an 1nstance of the signature storage.

12. The data processing system of claim 1, wherein the
memory comprises a plurality of memory banks, wherein
the signature generation circuitry 1s configured to, for a first
memory bank of the plurality of memory banks:

update a first part of the signature that i1s associated with

the first memory bank in response to ones of the
plurality of writes that are made to the first memory
bank, including using at least some of the bits of the
data to be written to the first memory bank for the ones
of the plurality of writes to the first memory bank to
update the first part of the signature associated with the
first memory bank.

13. The data processing system of claim 12, wherein the
first data processing device comprises:

signature combiner circuitry configured to generate a

combined signature by combining the first part of the
signature with other parts of the signature associated
with others of the memory banks, the combined sig-
nature for the first data processing device having fewer
bits than a total number of bits of the first part of the
signature and the other parts of the signature.

14. The data processing system of claim 1, wherein the
plurality of points represent barriers 1n the computer read-
able 1nstructions beyond which execution of the application
running, at least in part, on the first data processing device
may not progress until receipt of confirmation that the
signature matches a further signature 1s received at the first
data processing device.

15. The data processing system of claim 14, wherein the
barriers are barrier synchronisations, which represent barri-
ers between a compute phase for the first data processing
device and an exchange phase for the first data processing
device.

16. The data processing system of claim 14, wherein at
least some of the points are checkpoints,

wherein the first data processing device 1s configured to,

at a first of the checkpoints, cause checkpoint data to be
exported 1n response to receipt of an indication that the
signature matches a further signature generated by a
further data processing device of a data processing
machine running a duplicate version of the application.

17. The data processing system of claim 14, wherein at
least some of the points are checkpoints,

wherein the first data processing device 1s configured to,

at a first point of the points, load from external storage,
checkpoint data corresponding to a preceding one of
the checkpoints 1n response to receipt of an indication
that the signature does not match a further signature
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generated by a data processing machine running a
duplicate version of the application.

18. The data processing system of claim 1, wherein the
first data processing device 1s a tile of a multi-tile processing
unit.

19. The data processing system of claim 1 comprising:

a lirst data processing machine comprising the first data

processing device;

a second data processing machine comprising a second

data processing device; and

the further device configured to interface with both the

first data processing machine and the second data

processing machine,

wherein the first data processing machine and the second
data processing machine are configured to run dupli-
cates of the application such that the data written to the
memory of the first data processing device by the
plurality of writes 1s also written to a memory of the
second data processing device,

wherein the second data processing device 1s configured

to generate a further signature by performing a same set
of steps performed by the first data processing device to
generate the signature,

wherein the further device i1s configured to:

compare the signature and the further signature to
determine 11 an error has occurred on either or both
of the first data processing machine and the second
data processing machine.

20. The data processing system of claim 19, wherein the
first data processing machine comprises a plurality of
instances of the first data processing device, and the second
data processing machine comprises a plurality of instances
of the second data processing device,

wherein the further device 1s configured to compare a {irst

plurality of signatures generated by the plurality of
instances of the first data processing device with a
second plurality of signatures generated by the plurality
of instances of the second data processing device.

21. A method performed by a data processing device, the
method comprising:

executing a set of computer readable instructions provid-

ing at least part of an application;

storing a signature updated 1n response to each of a

plurality of writes to a memory;

recerving the plurality of wrtes and, for each of the

plurality of writes:

causing data to be written to the memory;

generating updated values for bits of the signature,
including performing operations between current
values for the bits of the signature and at least some
bits of the data to be written to the memory; and

overwriting the current values for the bits of the sig-
nature held 1n a signature storage with the updated
values for the bits of the signature;

wherein a result for the signature after the plurality of

writes 1s independent of an order of the writes,
wherein the method further comprises, upon reaching
cach of a plurality of points 1n the set of computer
readable 1nstructions, causing the current values for the
bits of the signature to be copied to a further device.

22. The method of claim 21, wherein for a first write of
the plurality of writes, the at least some bits of the data for
the first write comprises a set of error detection code bits
generated for the first write.

23. The method of claim 21, wherein the operations
include bitwise operations.
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24. The method of claim 23, wherein each of the bitwise
operations comprises a XOR operation between a bit of the
at least some bits of the data and one of the current values
for the bits of the signature.

25. The method of claim 21, further comprising updating,
turther bits of the signature using an address 1n the memory

assoclated with a first one of the writes.

26. The method of claim 25, wherein updating the further
bits of the signature includes performing bitwise operations
between bits of the address and current values for the further
bits of the signature.

27. The method of claim 26, wherein each of the bitwise

operations comprises a XOR operation between one of the
bits of the address and one of the current values for the

turther bits of the signature.

28. The method of claim 21, wherein the memory com-
prises a plurality of memory banks, the method further
comprising, for a first memory bank of the plurality of
memory banks:

updating a part of the signature that 1s associated with the

first memory bank in response to ones of the plurality
of writes that are made to the first memory bank,
including using at least some of the bits of the data to
be written to the first memory bank for the ones of the
plurality of writes to the first memory bank to update
the part of the signature associated with the first
memory bank.

29. The method of claim 21, wherein the plurality of
points represent barriers 1in the computer readable 1nstruc-
tions beyond which execution of the application running, at
least 1n part, on the data processing device may not progress
until receipt of confirmation that the signature matches a
turther signature is recerved at the data processing device.

30. The method of claim 29, wherein the barriers are
barrier synchronisations, which represent barriers between a
compute phase for the data processing device and an
exchange phase for the data processing device.

31. The method of claim 29, wherein at least some of the
points are checkpoints, and the method further comprises, at
a first of the checkpoints, causing checkpoint data to be
exported 1n response to receipt of an indication that the
signature matches a further signature generated by a further
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data processing device of a data processing machine running
a duplicate version of the application.

32. The method of claim 29, wherein at least some of the
points are checkpoints, and the method further comprises, at
a first pomnt of the points, load from external storage,
checkpoint data corresponding to a preceding one of the
checkpoints 1n response to receipt of an indication that the
signature does not match a further signature generated by a
data processing machine running a duplicate version of the
application.

33. A non-transitory computer readable storage medium
storing computer readable instructions, which when
executed by at least one processor cause a method to be
carried out, the method comprising:

executing a set of computer readable instructions provid-

ing at least part of an application;
storing a signature updated 1n response to each of a
plurality of writes to a memory;
recerving the plurality of wrtes and, for each of the
plurality of writes:
causing data to be written to the memory;
generating updated values for bits of the signature by
performing operations between current values for the
bits of the signature and at least some bits of the data
to be written to the memory; and
overwriting the current values for the bits of the sig-
nature held in a signature storage with the updated
values for the bits of the signature,
wherein a result for the signature after the plurality of
writes 1s independent of an order of the writes,
wherein the method further comprises, upon reaching
cach of a plurality of points 1n the set of computer
readable 1nstructions, causing the current values for the
bits of the signature to be copied to a further device.
34. The data processing system of claim 1, wherein the
data processing system comprises the further device,
wherein the further device comprises processing circuitry
configured to, for each of the plurality of points 1n the
set of computer readable instructions, compare the
current values of the bits of the signature to further
values of the bits of the signature generated by a
duplicate instance of the application.
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