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SECURE PUF-BASED DEVICE
AUTHENTICATION USING ADVERSARIAL
CHALLENGE SELECTION

BACKGROUND

Physically Unclonable Functions (PUFs) are emerging as
attractive solutions for low-cost device authentication which
does not require computationally expensive public key cryp-
tography. PUFs harness manufacturing process variations to
provide a unique device-specific response for a given input
(known as challenge) to enable authentication over an
insecure communication channel. A class of PUFs com-
monly referred to as a “strong PUF” provides an exponen-
tially large number of Challenge-Response pairs (CRPs).
This ensures a given CRP 1s used only once to eliminate the
risk of replay attacks, while still supporting a large number
of authentications per device. Although PUF CRPs are used
only once to avoid replay attacks, a sophisticated malicious
attacker can monitor the challenge response pairs and use
machine learning or neural network models to learn the
behavior of the PUF. A predictive model can then be used to
clone a device, even 1f previously unused challenges are
used for authentication.

Early PUF designs based on delay chains and ring oscil-
lators were easily modelled using support vector machine
and logistic regression. More sophisticated PUFs with non-
linear behavior are still vulnerable to modelling attacks
using genetic algorithm and deep neural network. Thus,
additional PUF-based authentication techniques may find
utility, e.g., 1n secure computing applications.

BRIEF DESCRIPTION OF THE DRAWINGS

The concepts described herein are illustrated by way of
example and not by way of limitation in the accompanying
figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale.
Where considered appropriate, reference labels have been
repeated among the figures to indicate corresponding or
analogous eclements.

FIG. 1 1s a simplified schematic diagram of an example
system including an authentication system in accordance
with an embodiment.

FIG. 2 1s a simplified block diagram illustrating genera-
tion ol a multi-voltage/multi-temperature dark-bit mask in
accordance with an embodiment.

FIG. 3A 1s a simplified data flow diagram of at least one
embodiment of a method for secure PUF-based authentica-
tion using adversarial challenge selection according to an
embodiment.

FIG. 3B 1s a simplified block diagram of at least one
embodiment of a method for secure PUF-based authentica-
tion using adversarial challenge selection according to an
embodiment.

FIG. 4A 1s a simplified data flow diagram of at least one
embodiment of a method for secure PUF-based authentica-
tion using adversarial challenge selection according to an
embodiment.

FIG. 4B 1s a simplified block diagram of at least one
embodiment of a method for secure PUF-based authentica-
tion using adversarial challenge selection according to an
embodiment.

FIG. § 1s a simplified block diagram of a non-linear
cascaded PUF architecture according to an embodiment.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 6 1s a simplified diagram of at least one embodiment
of a configurable cross-coupled verter according to an

embodiment.

FIG. 7 1s an 1llustration of a model attack using a 128-bit
PUF, according to an embodiment.

FIG. 8 1s a block diagram illustrating a computing archi-
tecture which may be adapted to provide a method for secure
PUF-based authentication using adversarial challenge selec-
tion according to an embodiment.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are suscep-
tible to various modifications and alternative forms, specific
embodiments thereof have been shown by way of example
in the drawings and will be described herein 1n detail. It
should be understood, however, that there 1s no intent to
limit the concepts of the present disclosure to the particular
forms disclosed, but on the contrary, the intention 1s to cover
all modifications, equivalents, and alternatives consistent
with the present disclosure and the appended claims.

References 1n the specification to “one embodiment,” “an
embodiment,” “an illustrative embodiment,” etc., indicate
that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment
may or may not necessarily include that particular feature,
structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when
a particular feature, structure, or characteristic 1s described
in connection with an embodiment, 1t 1s submitted that it 1s
within the knowledge of one skilled 1n the art to effect such
feature, structure, or characteristic 1n connection with other
embodiments whether or not explicitly described. Addition-
ally, 1t should be appreciated that items included 1n a list 1n
the form of *“at least one A, B, and C” can mean (A); (B);
(C); (A and B); (A and C); (B and C); or (A, B, and C)
Similarly, 1tems listed 1n the form of “at least one of A, B,
or C” can mean (A); (B); (C); (A and B); (A and C); (B and
C); or (A, B, and C).

The disclosed embodiments may be implemented, 1n
some cases, 1n hardware, firmware, software, or any com-
bination thereof. The disclosed embodiments may also be
implemented as instructions carried by or stored on a
transitory or non-transitory machine-readable (e.g., com-
puter-readable) storage medium, which may be read and
executed by one or more processors. A machine-readable
storage medium may be embodied as any storage device,
mechanism, or other physical structure for storing or trans-
mitting information 1n a form readable by a machine (e.g.,
a volatile or non-volatile memory, a media disc, or other
media device). In the drawings, some structural or method
features may be shown 1in specific arrangements and/or
orderings. However, 1t should be appreciated that such
specific arrangements and/or orderings may not be required.
Rather, in some embodiments, such features may be
arranged 1n a different manner and/or order than shown 1n
the illustrative figures. Additionally, the inclusion of a
structural or method feature in a particular figure 1s not
meant to 1imply that such feature i1s required 1n all embodi-
ments and, 1n some embodiments, may not be included or
may be combined with other features.

As described above, physically unclonable functions
(PUFs) are emerging as attractive solutions for low-cost
device authentication which does not require computation-
ally expensive public key cryptography. PUFs harness
manufacturing process variations to provide a unique
device-specific response for a given mput (known as chal-
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lenge) to enable authentication over an insecure communi-
cation channel. A class of PUFs commonly referred to as a
“strong PUF” provides an exponentially large number of
Challenge-Response pairs (CRPs). This ensures a given
CRP 1s used only once to eliminate the risk of replay attacks,
while still supporting a large number of authentications per
device. Although PUF CRPs are used only once to avoid
replay attacks, a sophisticated malicious attacker can moni-
tor the challenge response pairs and use machine learning or
neural network models to learn the behavior of the PUF. A
predictive model can then be used to clone a device, even 1t
previously unused challenges are used for authentication.

Early PUF designs based on delay chains and ring oscil-
lators were easily modelled using support vector machine
and logistic regression. More sophisticated PUFs with non-
linear behavior are still vulnerable to modelling attacks
using genetic algorithm and deep neural network.

To address these and other 1ssues, described herein are
two stability-based adversarial challenge selection tech-
niques which are rendered resistant to model-based attacks
by (1) using unstable CRPs during device authentication to
force an attacker to train the model on maccurate responses
and/or (1) using unstable CRPs as part of the authentication
requirement by requiring a specific portion of device
responses to be incorrect. Techniques described herein uti-
lize a stability-aware adversarial challenge selection pro-
cess. During an enrollment process, the PUF device 1is
characterized across a range of voltage and temperature
values to identily unstable CRPs. These unstable CRPs are
used during authentication to (1) to disrupt the machine
learning model of an attacker; or (11) increase the complexity
of modelling by requiring incorrect responses as part of
authentication.

Techniques described herein utilize the native instability
of PUF circuits to improve resistance to machine-language
(ML) based attack. No additional changes to the PUF
circuit(s) are required, and response reliability 1s not
degraded. Since the PUF characterization happens during
the enrollment phase, there 1s no additional cost involved at
the edge device to improve ML-based attack resistance. The
overhead of stability-aware challenge selection may be
managed by the resourceful authentication server. Further-
more, the proposed techniques are agnostic to PUF archi-
tecture and entropy source, making them extremely versatile
tor PUF-based authentication.

FIG. 1 1s a simplified schematic diagram of an example
system 100 including an authentication system in accor-
dance with an embodiment. Referring to FIG. 1, 1n some
examples, system 100 comprises an edge device 110 which
1s communicatively coupled to an authentication server 130.
A detailed description of components of an authentication
server 130 1s provided with reference to FIG. 8, below.

In some examples, edge device 110 an electronic device
such as a one or more components of a computing system.
In other examples, edge device 110 may comprise an elec-
tronically activatable device such as an mtegrated circuit
that 1s to be mounted on a credit card, identification card, or
the like. Edge device 110 comprises one or more physically
unclonable functions (PUFs) such as a non-linear cascaded
PUF 115. A more detailed description of PUF 115 1s pro-
vided with reference to FIG. 5 and FIG. 6, below.

During the course of an enrollment process, authentica-
tion server 130 generates a large number of records 1nclud-
ing CRPs for each device that 1s enrolled with the authen-
tication server. In the example depicted in FIG. 1, the
authentication server 130 generates a first device record
132 A that comprises a first challenge 134 A stored 1n logical
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4

association with a first response 136 A, a second challenge
134B stored 1n logical association with a second response
1368, and so on up to an Nth challenge 134N stored 1n
logical association with an Nth response 136N. A second
device record 132B contains a similar set of CRPs for the
second device, and so on up to an Nth device record contains
a similar set of CRPs for the Nth device. In subsequent
authentication processes, the authentication server 130 uses
the CRPs for a device to securely authenticate the device
without the need for computationally expensive public key
cryptography, 1.e., over an msecure communication channel.

In some examples, PUF devices may be constructed using,
delay chains, SRAM bitcells, or cross-coupled inverters as
an entropy source. While the enrollment process 1s con-
ducted 1n a controlled environment, the authentication pro-
cess may take place in an uncontrolled environment which
exhibits a wide range of voltage and/or temperature condi-
tions. This variation in the operating environment introduces
error 1n the responses generated on the PUF device, resulting
in mismatch with a locally computed golden value generated
under standardized conditions. In the adversanial challenge
technique, this native instability in the PUF response may be
harnessed to inhibit ML-based attacks.

FIG. 2 1s a simplified block diagram illustrating genera-
tion of a multi-voltage/multi-temperature dark-bit mask in
accordance with an embodiment. In some examples, during
PUF enrollment, a dark-bit (DB) mask 1s generated at a
variety of different voltages and/or temperatures. The DB
masks at different temperatures and/or voltages are com-
bined to generate a single multi-voltage/temperature dark-

bit mask for each PUF device.

Each cell in the bitmask
represents an entropy source which may be implemented
using, ¢.g., delay chains, SRAM bitcells, or cross-coupled
iverters as an entropy source.

Referring to FIG. 2, 1n one example a first dark bitmask
210A may be generated at a first temperature of zero degrees
Celsius (0° C.), a second dark bitmask 210B may be
generated at a second temperature of 25 degrees Celsius (25°
C.), and a third dark bitmask 210C may be generated at a
third temperature of 100 degrees Celsius (100° C.). In some
examples the three dark bitmasks 210A, 210B, 210C may
comprise state information that indicates whether a chal-
lenge-response pair (CRP) generated from the value of any
given cell in the PUF device 1s stable at the given tempera-
ture and/or voltage or whether the CRP 1s unstable at the
given temperature and/or voltage. In FIG. 2, cells which
produce stable CRP values are indicated as blank cells while
cells which produce unstable CRP values are indicated with
diagonal shading. The three dark bitmasks 210A, 210B,
210C may be combined to generate a multi-temperature dark
bitmask 220. During PUF authentication, this multi-voltage/
temperature dark-bit mask 220 may be for adversarial chal-
lenge selection using techniques described in FIGS. 3A-3B
and FIGS. 4A-4B.

FIGS. 3A-3B 1illustrate a technique 300 which implements
adversarial challenge selection in which CRPs which pro-
duce unstable responses are rejected, 1.e., not used in the
authentication process. FIG. 3A 1s a simplified data tlow
diagram of at least one embodiment of a method 30 for
secure PUF-based authentication using adversarial chal-
lenge selection according to an embodiment. FIG. 3B 1s a
simplified block diagram of at least one embodiment of a
method for secure PUF-based authentication using adver-
sarial challenge selection according to an embodiment.

Referring to FIGS. 3A-3B, at operation 310 a dark bait
mask 1s generated during an enrollment process. In some
examples the dark bit mask comprises a plurality of state
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information values derived from a plurality of entropy
sources at a plurality of operating conditions for an elec-
tronic device. In some examples this dark bitmask 220 may
be generated as described with reference to FIG. 2.

At operation 315 at least a portion of the plurality of state
information values in the dark bitmask 220 are used to
generate a set of challenge-response pairs for use i an
authentication process for the electronic device. In some
examples at least a portion of the state information values of
the dark bitmask 220 are mput to a stability aware adver-
sarial challenge selection process 350, which generates a set
of challenges [C ,C, _,...C5, C,, C,, C,] that includes state
information from entropy sources that generate stable
responses and from entropy sources that generate unstable
responses. Thus, at operation 320 a set of state information
values from entropy sources that exhibit a stable response at
the plurality of different operating conditions for the elec-
tronic device and from entropy sources that exhibit an
unstable response at one or more operating conditions for
the electronic device are selected for use 1n an authentication

procedure (operation 325). In some examples, the set of
challenges [C , C, _, ... C,, C,, C,, C,] 1s used by the
authentication server to generate (operation 330) a corre-
sponding set of responses [R,, R__, ... R;, R,, R, R,j] to
generate challenge-response pairs (CRPs) that include both
stable CRPs and unstable CRPs.

In some examples only the challenge-response pairs
(CRPs) that originated from entropy sources that generate a
stable response are used 1n the authentication process. Thus,
at operation 335 the authentication server uses, in the
authentication process, only a subset of the challenge-
response pairs generated from entropy sources that exhibit a
stable response at the plurality of different operating condi-
tions for the electronic device. Referring to FIG. 3B, at
decision box 352 the authentication server determines
whether a particular challenge 1s a stable challenge, 1.e., 11 it
generates a stable response. If a particular challenge 1s
stable, then the authentication server 130 uses the response
for authentication. By contrast, 1f the challenge 1s not stable
then the authentication server 130 discards the response and
does not use it for authentication.

As 1llustrated 1n FIG. 3B, a malicious actor attempting to
snoop 1nto the CRP exchange between the PUF device 360
and the authentication server 130 cannot distinguish
between a challenge that generates a stable response and a
challenge that generates an unstable response. Thus, the
malicious actor will train the predictive model generated by
the machine language deep neural network 120 using both
stable challenges and unstable challenges, which signifi-
cantly impedes the predictive model from generating useful
results.

FIGS. 4A-4B illustrate a technique 400 which implements
adversarial challenge selection in which CRPs which pro-
duce unstable responses are utilized in the authentication
process. FIG. 4A 1s a simplified data tlow diagram of at least
one embodiment of a method for secure PUF-based authen-
tication using adversarial challenge selection according to an
embodiment. FIG. 4B 1s a simplified block diagram of at
least one embodiment of a method for secure PUF-based
authentication using adversarial challenge selection accord-
ing to an embodiment.

Referring to FIGS. 4A-4B, at operation 410 a dark bt
mask 1s generated during an enrollment process. In some
examples the dark bit mask comprises a plurality of state
information values derived from a plurality of entropy
sources at a plurality of operating conditions for an elec-
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tronic device. In some examples this dark bitmask 220 may
be generated as described with reference to FIG. 2.

At operation 415 at least a portion of the plurality of state
information values in the dark bitmask 220 are used to
generate a set of challenge-response pairs for use 1n an
authentication process for the electronic device. In some
examples at least a portion of the state information values of
the dark bitmask 220 are mput to a stability aware adver-
sarial challenge selection process 450, which generates a set
of challenges [C,,C, _, ...C,, C,, C,, C,] that includes state
information from entropy sources that generate stable
responses and from entropy sources that generate unstable
responses. Thus, at operation 420 a set of state information
values from entropy sources that exhibit a stable response at
the plurality of diflerent operating conditions for the elec-
tronic device and from entropy sources that exhibit an
unstable response at one or more operating conditions for
the electronic device are selected for use 1n an authentication

procedure (operation 425). In some examples, the set of
challenges [C , C, _, ... C,, C,, C,, C,] 1s used by the
authentication server to generate (operation 330) a corre-
sponding set of responses [R_, R, _, ... Ry, R,, R, R ] to
generate challenge-response pairs (CRPs) that include both
stable CRPs and unstable CRPs.

In some examples the authentication process uses the
challenge-response pairs (CRPs) that originated from
entropy sources that generate a stable response and CRPs
that originated from entropy sources that generate an
unstable response. Thus, at operation 435 the authentication
server uses, 1n the authentication process, challenge-re-
sponse pairs generated from entropy sources that exhibit a
stable response at the plurality of different operating condi-
tions for the electronic device and from entropy sources that
exhibit an unstable response at one or more operating
conditions for the electronic device. Referring to FIG. 4B, at
decision box 452 the authentication server determines
whether a particular challenge 1s a stable challenge, 1.e., 111t
generates a stable response.

In some examples the authentication protocol may be
adapted to require a pre-determined percentage (11 not all) of
the responses that result from an unstable CRPs to not match
with the golden response 1n order to pass authentication. As
illustrated 1n FIG. 4B, a malicious actor attempting to snoop
into the CRP exchange between the PUF device 460 and the
authentication server 130 cannot distinguish between a
challenge that generates a stable response and a challenge
that generates an unstable response. Since the unstable
responses are also used for authentication, the malicious
actor will need to model not just the stable behavior of the
PUF, but also the unstable behavior across a large operating
range, which significantly impedes the predictive model
from generating useful results.

Instead of 1gnoring all challenges that are stable/unstable
only 1n few operating conditions, in some examples the
authentication server may also select challenges from a
non-overlapping group of unstable challenges. For instance,
the server may choose a challenge C1 (and a corresponding
response R1) that 1s stable at 25° C., but unstable at 100° C.
It can also choose a second challenge C2 (and a correspond-
ing response R2) that 1s unstable at 25° C., but stable at 100°
C. So, depending on the operating temperature on the
in-field PUF device, either R1 1s stable or R2 1s stable. It 1s
not expected that both R1, R2 are stable or both R1, R2 are
unstable. This adds an additional characteristic for an
attacker to learn, making modelling attacks more challeng-
ing.
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FIG. 5 1s a simplified block diagram of a non-linear
cascaded PUF 500 architecture according to an embodiment.
Referring to FIG. 5, 1n one example the non-linear cascaded
PUF 500 consists of a first stage 510 of 64 entropy sources
(ES1.;, ES1., ..., ES1,,, ES1;, ... ES1,) and a second
stage 530 of 64 entropy sources (ES2.,, ES2., ..., ES2,,,
ES2,, ... ES2,) cascaded via a non-linear transformation
520. In the example depicted in FIG. 5 the non-linear
transformation may be implemented using an advanced
encryption standard (AES) substitute-box (Sbox) operation.
The input challenge bits (CH) configure the entropy source
in the first stage 510. The output of the first stage 510 1s
non-linearly transformed by the non-linear transformation
520 betfore being applied as the challenge to the second stage
530.

In one example the entropy source may comprise Cross-
coupled 1nverter-pair with two configurable NMOS legs and
two configurable clock delays. FIG. 6 1s a simplified dia-
gram ol at least one embodiment of a configurable cross-
coupled mverter 600 according to an embodiment. In some
examples, two challenge bits are used to generate one-hot
select signals to enable one of the NMOS legs 1 each
inverter, while two additional challenge bits select the delay
cell on the clock path, providing 16 unique response bits per
entropy source.

FIG. 7 1s an 1illustration 700 of a model attack using a
128-bit PUF, according to an embodiment. Modelling attack
was performed using a 6-layer DNN with 4096 neurons per
layer on a scaled down version of the PUF with 16, 24 and
32-bit challenges, where adversarial challenge selection
with response rejection showed 4x increase in modelling
complexity. Attack on the full 128-bit PUF using DNN,
Support Vector Machine, Logistic Regression and Evolution
Strategy shows that adversarial challenge selection with
response rejection limits prediction accuracy to 50%, which
1s approximately equivalent to a random guess.

Exemplary Computing Architecture

FIG. 8 1s a block diagram 1llustrating a computing archi-
tecture which may be adapted to implement a secure address
translation service using a permission table (e.g., HPT 135
or HPT 260) and based on a context of a requesting device
in accordance with some examples. The embodiments may

include a computing architecture supporting one or more of

(1) verification of access permissions for a translated request
prior to allowing a memory operation to proceed; (11)
prefetching of page permission entries of an HP'T responsive
to a translation request; and (111) facilitating dynamic build-
ing of the HPT page permissions by system soltware as
described above.

In various embodiments, the computing architecture 800
may comprise or be implemented as part of an electronic
device. In some embodiments, the computing architecture
800 may be representative, for example, of a computer
system that implements one or more components of the
operating environments described above. In some embodi-

ments, computing architecture 800 may be representative of

one or more portions or components 1n support of a secure
address translation service that implements one or more
techniques described herein.

As used i this application, the terms “system” and
“component” and “module” are intended to refer to a

computer-related entity, either hardware, a combination of

hardware and software, software, or software 1n execution,
examples of which are provided by the exemplary comput-
ing architecture 800. For example, a component can be, but
1s not limited to being, a process running on a processor, a
processor, a hard disk drive or solid state drive (SSD),
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multiple storage drives (of optical and/or magnetic storage
medium), an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an
application running on a server and the server can be a
component. One or more components can reside within a
process and/or thread of execution, and a component can be
localized on one computer and/or distributed between two or
more computers. Further, components may be communica-
tively coupled to each other by various types of communi-
cations media to coordinate operations. The coordination
may 1mvolve the unidirectional or bi-directional exchange of
information. For instance, the components may communi-
cate imnformation in the form of signals communicated over
the communications media. The information can be imple-
mented as signals allocated to various signal lines. In such
allocations, each message 1s a signal. Further embodiments,
however, may alternatively employ data messages. Such
data messages may be sent across various connections.
Exemplary connections include parallel interfaces, serial
interfaces, and bus interfaces.

The computing architecture 800 includes various com-
mon computing elements, such as one or more processors,
multi-core processors, co-processors, memory units, chip-
sets, controllers, peripherals, interfaces, oscillators, timing
devices, video cards, audio cards, multimedia 1nput/output
(I/0) components, power supplies, and so forth. The
embodiments, however, are not limited to implementation
by the computing architecture 800.

As shown i FIG. 8, the computing architecture 800
includes one or more processors 802 and one or more
graphics processors 808, and may be a single processor
desktop system, a multiprocessor workstation system, or a
server system having a large number of processors 802 or
processor cores 807. In on embodiment, the system 800 1s a
processing platform incorporated within a system-on-a-chip
(SoC or SOC) integrated circuit for use in mobile, handheld,
or embedded devices.

An embodiment of system 800 can include, or be 1ncor-
porated within, a server-based gaming platform, a game
console, including a game and media console, a mobile
gaming console, a handheld game console, or an online
game console. In some embodiments system 800 1s a mobile
phone, smart phone, tablet computing device or mobile
Internet device. Data processing system 800 can also
include, couple with, or be integrated within a wearable
device, such as a smart watch wearable device, smart
eyewear device, augmented reality device, or virtual reality
device. In some embodiments, data processing system 800 1s
a television or set top box device having one or more
processors 802 and a graphical interface generated by one or
more graphics processors 808.

In some embodiments, the one or more processors 802
cach include one or more processor cores 807 to process
instructions which, when executed, perform operations for
system and user software. In some embodiments, each of the
one or more processor cores 807 1s configured to process a
specific mstruction set 814. In some embodiments, mnstruc-
tion set 809 may facilitate Complex Instruction Set Com-
puting (CISC), Reduced Instruction Set Computing (RISC),
or computing via a Very Long Instruction Word (VLIW).
Multiple processor cores 807 may each process a different
instruction set 809, which may include 1nstructions to facili-
tate the emulation of other instruction sets. Processor core
807 may also include other processing devices, such a
Digital Signal Processor (DSP).

In some embodiments, the processor 802 includes cache
memory 804. Depending on the architecture, the processor
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802 can have a single mternal cache or multiple levels of
internal cache. In some embodiments, the cache memory 1s
shared among various components of the processor 802. In
some embodiments, the processor 802 also uses an external
cache (e.g., a Level-3 (L3) cache or Last Level Cache
(LLC)) (not shown), which may be shared among processor
cores 807 using known cache coherency techniques. A
register file 806 1s additionally included 1n processor 802
which may include different types of registers for storing
different types of data (e.g., integer registers, floating point
registers, status registers, and an instruction pointer regis-
ter). Some registers may be general-purpose registers, while
other registers may be specific to the design of the processor
802.

In some embodiments, one or more processor(s) 802 are
coupled with one or more interface bus(es) 810 to transmit
communication signals such as address, data, or control
signals between processor 802 and other components 1n the
system. The interface bus 810, 1n one embodiment, can be a
processor bus, such as a version of the Direct Media
Interface (DMI) bus. However, processor buses are not
limited to the DMI bus, and may include one or more
Peripheral Component Interconnect buses (e.g., PCI, PCI
Express), memory buses, or other types of interface buses.
In one embodiment the processor(s) 802 include an 1inte-
grated memory controller 816 and a platform controller hub
830. The memory controller 816 facilitates communication
between a memory device and other components of the
system 800, while the platform controller hub (PCH) 830
provides connections to I/O devices via a local I/O bus.

Memory device 820 can be a dynamic random-access
memory (DRAM) device, a static random-access memory
(SRAM) device, flash memory device, phase-change
memory device, or some other memory device having
suitable performance to serve as process memory. In one
embodiment the memory device 820 can operate as system
memory for the system 800, to store data 822 and instruc-
tions 821 for use when the one or more processors 802
execute an application or process. Memory controller hub
816 also couples with an optional external graphics proces-
sor 812, which may communicate with the one or more
graphics processors 808 1n processors 802 to perform graph-
ics and media operations. In some embodiments a display
device 811 can connect to the processor(s) 802. The display
device 811 can be one or more of an internal display device,
as 1n a mobile electronic device or a laptop device or an
external display device attached via a display interface (e.g.,
DisplayPort, etc.). In one embodiment the display device
811 can be a head mounted display (HMD) such as a
stereoscopic display device for use in virtual reality (VR)
applications or augmented reality (AR) applications.

In some embodiments the platform controller hub 830
enables peripherals to connect to memory device 820 and
processor 802 via a high-speed 1/0 bus. The I/O peripherals
include, but are not limited to, an audio controller 846, a
network controller 834, a firmware intertface 828, a wireless
transceiver 826, touch sensors 825, a data storage device 824
(e.g., hard disk drive, flash memory, etc.). The data storage
device 824 can connect via a storage interface (e.g., SATA)
or via a peripheral bus, such as a Peripheral Component
Interconnect bus (e.g., PCI, PCI Express). The touch sensors
825 can include touch screen sensors, pressure sensors, or
fingerprint sensors. The wireless transceirver 826 can be a
Wi-F1 transceiver, a Bluetooth transceiver, or a mobile
network transceiver such as a 3G, 4G, Long Term Evolution
(LTE), or 3G transceirver. The firmware interface 828
enables communication with system firmware, and can be,
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for example, a unified extensible firmware mterface (UEFI).
The network controller 834 can enable a network connection
to a wired network. In some embodiments, a high-perfor-
mance network controller (not shown) couples with the
interface bus 810. The audio controller 846, 1n one embodi-
ment, 1s a multi-channel high definition audio controller. In
one embodiment the system 800 includes an optional legacy
I/O controller 840 for coupling legacy (e.g., Personal Sys-
tem 2 (PS/2)) devices to the system. The platform controller
hub 830 can also connect to one or more Universal Serial
Bus (USB) controllers 842 connect iput devices, such as
keyboard and mouse 843 combinations, a camera 844, or
other USB 1nput devices.

The following clauses and/or examples pertain to turther
embodiments or examples. Specifics 1n the examples may be
used anywhere 1n one or more embodiments. The various
features of the different embodiments or examples may be
variously combined with some features included and others
excluded to suit a variety of different applications. Examples
may include subject matter such as a method, means for
performing acts of the method, at least one machine-read-
able medium including instructions that, when performed by
a machine cause the machine to perform acts of the method,
or of an apparatus or system for facilitating hybrid commu-
nication according to embodiments and examples described
herein.

Example 1 1s method comprising generating, during an
enrollment process conducted in a controlled environment,
a dark bit mask comprising a plurality of state information
values derived from a plurality of entropy sources at a
plurality of operating conditions for an electronic device and
using at least a portion of the plurality of state information
values to generate a set of challenge-response pairs for use
in an authentication process for the electronic device.

Example 2 includes the subject matter of Example 1,
wherein the plurality of entropy sources comprises at least
one ol one or more delay chains, one or more static random
access memory (SRAM) memory bitcells, or one or more
cross-coupled inverters.

Example 3 includes the subject matter of Examples 1-2,
wherein the plurality of operating conditions comprises at
least one of one or more operating voltages, one or more
operating temperatures, or one or more age-related param-
eters.

Example 4 includes the subject matter of Examples 1-3,
further comprising selecting, from the plurality of state
information values, a set of state information values from
entropy sources that exhibit a stable response at the plurality
of different operating conditions for the electronic device
and from entropy sources that exhibit an unstable response
at one or more operating conditions for the electronic device,
and using the set of challenge-response pairs 1n an authen-
tication procedure for the electronic device.

Example 5 includes the subject matter of Examples 1-4,
wherein the authentication procedure generates a set of
challenge-response pairs from the set of state information
values, and uses, 1n the authentication process, only a subset
of the challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device.

Example 6 includes the subject matter of Examples 1-3,
wherein the authentication procedure generates a set of
challenge-response pairs from the set of state information
values; and uses, 1n the authentication process, challenge-
response pairs generated from entropy sources that exhibit a
stable response at the plurality of different operating condi-
tions for the electronic device and from entropy sources that
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exhibit an unstable response at one or more operating
conditions for the electronic device.

Example 7 includes the subject matter of Examples 1-6
wherein authentication procedure requires that at least a
portion of the challenge-response pairs generated include a
generated response that does not match an expected
response.

Example 8 1s an apparatus, comprising a processor; and a
computer readable memory comprising instructions which,
when executed by the processor, cause the processor to
generate, during an enrollment process conducted 1 a
controlled environment, a dark bit mask comprising a plu-
rality of state information values derived from a plurality of
entropy sources at a plurality of operating conditions for an
clectronic device and use at least a portion of the plurality of
state information values to generate a set of challenge-
response pairs for use 1n an authentication process for the
clectronic device.

Example 9 includes the subject matter of Example 8,
wherein the plurality of entropy sources comprises at least
one ol one or more delay chains, one or more static random
access memory (SRAM) memory bitcells, or one or more
cross-coupled inverters.

Example 10 includes the subject matter of Examples 8-9,
wherein the plurality of operating conditions comprises at
least one of one or more operating voltages, one or more
operating temperatures, or one or more age-related param-
eters.

Example 11 includes the subject matter of Examples 8-10,
select, from the plurality of state information values, a set of
state information values from entropy sources that exhibit a
stable response at the plurality of different operating condi-
tions for the electronic device and from entropy sources that
exhibit an unstable response at one or more operating
conditions for the electronic device, and use the set of
challenge-response pairs 1n an authentication procedure for
the electronic device.

Example 12 includes the subject matter of Examples 8-11,
turther comprising instructions which, when executed by the
processor, cause the processor to generate a set of challenge-
response pairs from the set of state information values; and
use, 1 the authentication process, only a subset of the
challenge-response pairs generated from entropy sources
that exhibit a stable response at the plurality of different
operating conditions for the electronic device.

Example 13 includes the subject matter of Examples 8-12,
the computer readable memory comprising instructions
which, when executed by the processor, cause the processor
to generate a set ol challenge-response pairs from the set of
state information values; and use, in the authentication
process, challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device and
from entropy sources that exhibit an unstable response at
one or more operating conditions for the electronic device

Example 14 includes the subject matter of Examples 8-13,
wherein authentication procedure requires that at least a
portion of the challenge-response pairs generated include a
generated response that does not match an expected
response.

Example 15 1s one or more computer-readable storage
media comprising instructions stored therecon that, in
response to being executed, cause a computing device to
generate, during an enrollment process conducted 1 a
controlled environment, a dark bit mask comprising a plu-
rality of state information values derived from a plurality of
entropy sources at a plurality of operating conditions for an
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clectronic device and use at least a portion of the plurality of
state information values to generate a set of challenge-
response pairs for use 1n an authentication process for the
clectronic device.

Example 16 includes the subject matter of Examples
13-15, wherein the plurality of entropy sources comprises at
least one of one or more delay chains, one or more static
random access memory (SRAM) memory bitcells, or one or
more cross-coupled inverters.

Example 17 includes the subject matter of Examples
15-16, wherein the plurality of operating conditions com-
prises at least one of one or more operating voltages, one or
more operating temperatures, or one or more age-related
parameters.

Example 18 includes the subject matter of Examples
15-17, further comprising instructions stored thereon that, 1n
response to being executed, cause the computing device to
select, from the plurality of state information values, a set of
state information values from entropy sources that exhibit a
stable response at the plurality of different operating condi-
tions for the electronic device and from entropy sources that
exhibit an unstable response at one or more operating
conditions for the electronic device; and use the set of
challenge-response pairs 1n an authentication procedure for
the electronic device.

Example 19 includes the subject matter of Examples
15-18, further comprising instructions stored thereon that, 1n
response to being executed, cause the computing device to
generate a set of challenge-response pairs from the set of
state 1nformation values; and use, in the authentication
process, only a subset of the challenge-response pairs gen-
erated from entropy sources that exhibit a stable response at
the plurality of different operating conditions for the elec-
tronic device.

Example 20 includes the subject matter of Examples
15-19, further comprising nstructions stored thereon that, 1n
response to being executed, cause the computing device to
generate a set of challenge-response pairs from the set of
state information values; and use, 1in the authentication
process, challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device and
from entropy sources that exhibit an unstable response at
one or more operating conditions for the electronic device.

Example 21 includes the subject matter of Examples
15-20, wherein authentication procedure requires that at
least a portion of the challenge-response pairs generated
include a generated response that does not match an
expected response.

In the description above, for the purposes of explanation,
numerous specific details are set forth 1n order to provide a
thorough understanding of the described embodiments. It
will be apparent, however, to one skilled 1n the art that
embodiments may be practiced without some of these spe-
cific details. In other instances, well-known structures and
devices are shown in block diagram form. There may be
intermediate structure between illustrated components. The
components described or illustrated herein may have addi-
tional 1mputs or outputs that are not illustrated or described.

Various embodiments may include various processes.
These processes may be performed by hardware components
or may be embodied in computer program or machine-
executable instructions, which may be used to cause a
general-purpose or special-purpose processor or logic cir-
cuits programmed with the instructions to perform the
processes. Alternatively, the processes may be performed by
a combination of hardware and software.




US 11,455,431 B2

13

Portions of various embodiments may be provided as a
computer program product, which may include a computer-
readable medium having stored thereon computer program
instructions, which may be used to program a computer (or
other electronic devices) for execution by one or more
processors to perform a process according to certain
embodiments. The computer-readable medium may include,
but 1s not limited to, magnetic disks, optical disks, read-only
memory (ROM), random access memory (RAM), erasable
programmable read-only memory (EPROM), electrically-
crasable programmable read-only memory (EEPROM),
magnetic or optical cards, flash memory, or other type of
computer-readable medium suitable for storing electronic
instructions. Moreover, embodiments may also be down-
loaded as a computer program product, wherein the program
may be transierred from a remote computer to a requesting,
computer.

Many of the methods are described 1n their most basic
form, but processes can be added to or deleted from any of
the methods and information can be added or subtracted
from any of the described messages without departing from
the basic scope of the present embodiments. It will be
apparent to those skilled in the art that many further modi-
fications and adaptations can be made. The particular
embodiments are not provided to limit the concept but to
illustrate 1t. The scope of the embodiments 1s not to be
determined by the specific examples provided above but
only by the claims below.

If 1t 1s said that an element “A” 1s coupled to or with
clement “B,” element A may be directly coupled to element
B or be indirectly coupled through, for example, element C.
When the specification or claims state that a component,
feature, structure, process, or characteristic A “causes” a
component, feature, structure, process, or characteristic B, 1t
means that “A” 1s at least a partial cause of “B” but that there
may also be at least one other component, feature, structure,
process, or characteristic that assists 1n causing “B.” If the
specification indicates that a component, feature, structure,
process, or characteristic “may”, “might”, or “could” be
included, that particular component, feature, structure, pro-

cess, or characteristic 1s not required to be included. It the
specification or claim refers to “a” or “an” element, this does
not mean there 1s only one of the described elements.

An embodiment 1s an implementation or example. Ret-
erence 1 the specification to “an embodiment,” “one
embodiment,” “some embodiments,” or

“other embodi-
ments” means that a particular feature, structure, or charac-
teristic described in connection with the embodiments 1s
included in at least some embodiments, but not necessarily
all embodiments. The various appearances of “an embodi-
ment,” “one embodiment,” or “some embodiments™ are not
necessarily all referring to the same embodiments. It should
be appreciated that in the foregoing description of exem-
plary embodiments, various features are sometimes grouped
together 1 a single embodiment, figure, or description
thereot for the purpose of streamlining the disclosure and
aiding 1n the understanding of one or more of the various
novel aspects. This method of disclosure, however, 1s not to
be iterpreted as reflecting an intention that the claimed
embodiments requires more Ieatures than are expressly
recited in each claim. Rather, as the following claims retlect,
novel aspects lie 1n less than all features of a single fore-
going disclosed embodiment. Thus, the claims are hereby
expressly incorporated into this description, with each claim
standing on 1ts own as a separate embodiment.
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What 1s claimed 1s:

1. A method comprising:

generating, during an enrollment process conducted 1n a
controlled environment, a dark bit mask comprising a
plurality of state immformation values dernived from a
plurality of entropy sources at a plurality of operating
conditions for an electronic device:

using at least a portion of the plurality of state information
values to generate a set of challenge-response pairs for
use i an authentication process for the electronic
device;

selecting, from the plurality of state information values, a
set of state information values from entropy sources
that exhibit a stable response at the plurality of different
operating conditions for the electronic device and from
entropy sources that exhibit an unstable response at one
or more operating conditions for the electronic device;
and

using the set of challenge-response pairs in an authenti-
cation procedure for the electronic device.

2. The method of claim 1, wherein the plurality of entropy

sources comprises at least one of:

one or more delay chains;
one or more static random access memory (SRAM)

memory bitcells; or

one or more cross-coupled inverters.

3. The method of claim 1, wherein the plurality of
operating conditions comprises at least one of:

one or more operating voltages;

one or more operating temperatures; or

one or more age-related parameters.

4. The method of claim 1, wherein the authentication

procedure:
generates a set of challenge-response pairs from the set of

state information values; and

uses, 1n the authentication process, only a subset of the
challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device.

5. The method of claim 1, wherein the authentication
procedure:

generates a set of challenge-response pairs from the set of

state information values; and

uses, 1n the authentication process, challenge-response

pairs generated from entropy sources that exhibit a
stable response at the plurality of different operating
conditions for the electronic device and from entropy
sources that exhibit an unstable response at one or more
operating conditions for the electronic device.

6. The method of claim 5, wherein authentication proce-
dure requires that at least a portion of the challenge-response
pairs generated include a generated response that does not
match an expected response.

7. An apparatus comprising:

a processor; and

a computer readable memory comprising instructions

which, when executed by the processor, cause the

processor to:

generate, during an enrollment process conducted 1n a
controlled environment, a dark bit mask comprising
a plurality of state information values derived from
a plurality of entropy sources at a plurality of oper-
ating conditions for an electronic device;

use at least a portion of the plurality of state informa-
tion values to generate a set of challenge-response
pairs for use 1 an authentication process for the
electronic device;

select, from the plurality of state information values, a
set of state information values from entropy sources
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that exhibit a stable response at the plurality of
different operating conditions for the electronic
device and from entropy sources that exhibit an
unstable response at one or more operating condi-
tions for the electronic device; and

use the set of challenge-response pairs 1n an authenti-
cation procedure for the electronic device.

8. The apparatus of claim 7, wherein the plurality of
entropy sources comprises at least one of:

one or more delay chains;

one or more static random access memory (SRAM)

memory bitcells; or

one or more cross-coupled 1nverters.

9. The apparatus of claim 7, wherein the plurality of
operating conditions comprises at least one of:

one or more operating voltages;

one or more operating temperatures; or

one or more age-related parameters.

10. The apparatus of claim 7, the computer readable
memory comprising instructions which, when executed by
the processor, cause the processor to:

generate a set of challenge-response pairs from the set of

state information values; and

use, 1n the authentication process, only a subset of the

challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device.

11. The apparatus of claim 7, the computer readable
memory comprising instructions which, when executed by
the processor, cause the processor to:

generate a set of challenge-response pairs from the set of

state information values; and

use, 1n the authentication process, challenge-response

pairs generated from entropy sources that exhibit a
stable response at the plurality of diflerent operating
conditions for the electronic device and from entropy
sources that exhibit an unstable response at one or more
operating conditions for the electronic device.

12. The apparatus of claim 11, wherein authentication
procedure requires that at least a portion of the challenge-
response pairs generated include a generated response that
does not match an expected response.

13. One or more computer-readable storage media com-
prising instructions stored thereon that, 1n response to being
executed, cause a computing device to:

generate, during an enrollment process conducted in a

controlled environment, a dark bit mask comprising a
plurality of state information values dernived from a
plurality of entropy sources at a plurality of operating
conditions for an electronic device:

use at least a portion of the plurality of state information

values to generate a set of challenge-response pairs for
use 1n an authentication process for the electronic
device;
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select, from the plurality of state information values, a
set of state information values from entropy sources
that exhibit a stable response at the plurality of
different operating conditions for the electronic
device and from entropy sources that exhibit an
unstable response at one or more operating condi-
tions for the electronic device; and

use the set of challenge-response pairs 1n an authenti-
cation procedure for the electronic device.

14. The one or more computer-readable storage media of
claim 13, wherein the plurality of entropy sources comprises
at least one of:

one or more delay chains;

one or more static random access memory (SRAM)
memory bitcells; or

one or more cross-coupled nverters.

15. The one or more computer-readable storage media of
claam 13, wherein the plurality of operating conditions
comprises at least one of:

one or more operating voltages;
one or more operating temperatures; or

one or more age-related parameters.

16. The one or more computer-readable storage media of
claim 13, further comprising 1nstructions stored thereon that,
in response to being executed, cause the computing device
to:

generate a set of challenge-response pairs from the set of
state information values; and

use, 1n the authentication process, only a subset of the
challenge-response pairs generated from entropy
sources that exhibit a stable response at the plurality of
different operating conditions for the electronic device.

17. The one or more computer-readable storage media of
claim 13, further comprising instructions stored thereon that,
in response to being executed, cause the computing device
to:

generate a set of challenge-response pairs from the set of
state information values; and

use, 1n the authentication process, challenge-response
pairs generated from entropy sources that exhibit a
stable response at the plurality of different operating
conditions for the electronic device and from entropy
sources that exhibit an unstable response at one or more
operating conditions for the electronic device.

18. The one or more computer-readable storage media of
claim 13, wherein authentication procedure requires that at
least a portion of the challenge-response pairs generated
include a generated response that does not match an

expected response.
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