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MULTI-ENTRY POINT NAVIGATION FOR
USER INTERFACES

BACKGROUND

Today, large numbers of computing devices connect to
cach other over the Internet. As a result, those computing
devices have access to various types of electronic documents
and other files that can be viewed 1n a browser-based user
interface. A user can interact with a web-based application
through a browser-based user interface to access to nfor-
mation provided by the application. In some examples, a
user 1nterface can be designed to include different layers of
views. These views can be can be hierarchically-related such
that information 1ncluded in a lower-layer view 1s related to
information associated with a higher-level view.

For example, a web-application can correspond to an
enterprise environment that includes multiple software
defined datacenters distributed over various geographic
locations. Datacenters include physical and virtual compo-
nents that, when executed, provide web services, cloud
computing environments, virtualization environments, as
well as other computing systems. Data centers can also
include virtual machines (VMs), which include emulations
of a computer system. A user interface for the web-appli-
cation can have hierarchically-related views that correspond
to the structure of the enterprise environment based on the
different datacenters and VIMs.

While a user interface can facilitate navigation through
the hierarchy of views, a visual summary of the hierarchy
through which the user navigates may not be available as the
user proceeds through the hierarchy. Further, the informa-
tion corresponding to the views can be modified rendering a
particular view 1nvalid. For example, 1n an enterprise envi-
ronment, a VM may be deleted by an administrator or a
datacenter at a particular site may be subject to a power
outage. When a view 1s no longer available, the structure of
the user interface and underlying layers can become obso-
lete.

BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the present disclosure can be better
understood with reference to the following drawings. The
components 1 the drawings are not necessarily to scale,
with emphasis mstead being placed upon clearly illustrating,
the principles of the disclosure. Moreover, 1n the drawings,
like reference numerals designate corresponding parts
throughout the several views.

FIG. 1 1s a drawing of an example user interface that
provides multiple independent entry points for navigation
through a hierarchy of views.

FIG. 2 1s a drawing of an example of a network infra-
structure including components connected through a net-
work.

FIG. 3 1s an example of a drawing that visually illustrates
actions by a user and the navigation system of FIG. 2 with
respect to navigating through the hierarchy of views.

FIGS. 4A, 4B, and 5 are flowcharts that illustrate func-
tionality implemented by components of the networked
environment of FIG. 2.

DETAILED DESCRIPTION

The present disclosure relates to a user interface naviga-
tion system that facilitates navigation of hierarchically-
related views within a user interface. Navigation 1s facili-

10

15

20

25

30

35

40

45

50

55

60

65

2

tated using multiple independent entry points. A user can
interact with a user interface to access information available
through hierarchically-related views of the user interface. In
a situation where a user interface contains only one navi-
gation component that provides an entry point for a user to
navigate through a hierarchy, a visual summary of the
hierarchy through which a user navigates may not be avail-
able. Therefore, another navigation component that also
provides an entry point into the navigation hierarchy can
improve usability of the user interface. However, to avoid
inconsistency, each navigation component should be
updated following navigation events associated with one
navigation component.

FIG. 1 illustrates an example. User interface 100 1s

generated by a client application 103 (FIG. 2) executed on
a client device 106 (FI1G. 2). The user interface 100 1includes
multiple navigation components 109 that represent a point of
entry to a hierarchy of views available through the user
interface 100. Each navigation component 109 graphically
represents the available views within the hierarchy of views
by using navigation entries 112 (e.g., 112a . . . 112/) that are
displayed 1n a format corresponding to the hierarchy struc-
ture.

A navigation component 109 can build navigation entries
112 corresponding to the different views using a navigation
hierarchy 115 (FIG. 2) as a data source. The navigation
hierarchy 1135 can be built from navigation data 118 (FIG. 2)
obtained from a server or other backend functionality. The
navigation entries 112 can be represented by buttons, links,
dropdown boxes, or other selectable elements that can
reference a path to each of the available navigation end-
points 121 (FIG. 2) or views. A user selection of a navigation
entry 112 1n a navigation component 109 can trigger a
request for the view associated with the selected navigation
entry 112. If the view remains valid, an instance of the view
can be dynamically generated and displayed in the user
interface 100. When a user selects a navigation entry 112 1n
one navigation component 109, all navigation components
109 can be updated to be consistent with the selected
navigation entry 112 and corresponding view.

The navigation hierarchy 1135 can be represented in the
navigation components 109 1n the form of list views, gnd
views, 1mage views, or other type ol graphical representa-
tions that can provide a user a view of the hierarchy
structure. The navigation components 109 can differ in the
type of format used to display the navigation hierarchy 115.
For example, 1n FIG. 1, navigation component 1094 displays
the navigation entries 112 in a list view that 1s structured
according to navigation hierarchy 115. In contrast, naviga-
tion component 10956 of FIG. 1 displays the navigation
hierarchy 115 using a grid view. In this format, each gnd
clement 124 (e.g., 124a, 1245, 124¢) graphically represents
the next level of available views 1n the hierarchy 115. Each
orid element 124 can further include navigation entries 112
associated with views that branch off from the higher-level
navigation entries 112.

In FIG. 1, the current view 1s the home view 127 which
corresponds to “entry level 1.” In this example, the home
view 127 1s the root of the navigation hierarchy 115. In the
navigation hierarchy 115, the home view 127 branches ofl
into views associated with “entry level 2.1, “entry level
2.2” and “‘entry level 2.3.” The gnd elements 124 for the
navigation component 1095 graphically represent the next-
level available views (e.g., “entry level 2.1,” “entry level
2.2” and “entry level 2.3,”) that branch off the home view
127 (e.g., “entry level 1.17). Each grid element 124 includes
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navigation entries 112 corresponding to the different avail-
able views 1n accordance to the navigation hierarchy 115.

The navigation components 109 included in the user
interface 100 can have two different states. A read-only or
non-active state 130q displays a reference to the last active
view. For example, the last activated view corresponds to the
navigation entry 112 associated with the view. When the
home view 127 1s last selected or 1s the user interface 100 1s
torced to display the home view 127 due to a detected error,
the navigation entry 112 displayed in the non-active state
130 corresponds to with the home view 127. In some
examples, the read-only state 130a can include a detailed
presentation related to the placement of the navigation entry
112 in the navigation hierarchy 115.

A modilying or active state 1305 displays an entire
hierarchical structure of available navigation entries 112
corresponding to the hierarchy of views. In this state, a
navigation component 109 provides a visual distinction to
the currently-selected navigation entry 112. FIG. 1 illustrates
an example of the read-only state 130q and the moditying
state 1306 with respect to the navigation component 109a4.

When a user selects a navigation entry 112 that 1s different
from the previously-selected navigation entry 112, the navi-
gation component 109 can mnitiate a corresponding naviga-
tion action. For example, the navigation component 109 can
initiate an action to generate and display an instance of the
view associated with the selected navigation entry 112.
When the navigation action i1s completed, the navigation
component 109 can transition to a read-only state 130a and
display a reference to the currently-represented navigation
entry 112. In the example of FIG. 1, 1f a user selects “entry
level 2.1, the read-only state 130a of the navigation com-
ponent 109a would be updated to replace “entry level 17
with “entry level 2.1.”

As navigation data 118 can be changed in a computing
environment 133 (FIG. 2), a selected navigation entry 112
can become invalid. For example, a view can be invalid 1f
data associated with the view or other aspect of the branch
1s deleted by an administrator or inaccessible due to an
unexpected event (e.g., power outage, natural disaster).
When the view 1s determined to be invalid, the user interface
100 can return to the static home view 127, and the navi-
gation hierarchy 115 can be rebuilt according to updated
navigation data 118 that does not include a reference to the
invalid view or branch. In addition, any time that a user
selects the navigation entry 112 corresponding to the home
view 127, the navigation hierarchy 1135 can be refreshed
using updated navigation data 118 received from the com-
puting environment 133. The user interface 100 and corre-
sponding navigation components 109 can be updated 1n real
time to be consistent with the current navigation hierarchy
and views.

Moving on to FIG. 2, shown 1s an example of a networked
environment 200. The networked environment 200 includes
a computing environment 133 and a client device 106, which
are 1n data communication with each other across a network
203. The network 203 1ncludes wide area networks (WANSs)
and local area networks (LLANs). These networks can
include wired or wireless components or a combination
thereof. Wired networks can include Fthernet networks,
cable networks, fiber optic networks, and telephone net-
works, such as dial-up, digital subscriber line (DSL), and
integrated services digital network (ISDN) networks. Wire-
less networks can include cellular networks, satellite net-
works, Institute of Electrical and Flectronic Engineers
(IEEE) 802.11 wireless networks (e.g., WI-FI®), BLU-

ETOOTH® networks, microwave transmission networks, as
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well as other networks relying on radio broadcasts. The
network 203 can also include a combination of two or more
networks 203. Examples of networks 203 can include the
Internet, intranets, extranets, virtual private networks
(VPNSs), and similar networks.

The computing environment 133 can include a server
computer or any other system providing computing capa-
bility. Alternatively, the computing environment 133 can
employ a plurality of computing devices that can be
arranged 1n one or more server banks, computer banks or
other arrangements. The computing devices of the comput-
ing environment 133 can be located 1n a single installation
or can be distributed among many different geographical
locations local or remote from the other components. The
computing environment 133 can include a grid computing
resource or any other distributed computing arrangement.
The computing environment 133 can also include or be
operated as one or more virtualized computer instances. For
purposes ol convenience, the computing environment 133 1s
referred to herein in the singular.

The components executed on the computing environment
133 can 1nclude a backend navigation service 212 as well as
other applications, services, processes, systems, engines, or
functionality not discussed in detail herein. The backend
navigation service 212 can be stored in the data store 215 of
the computing environment 133. The backend navigation
service 212 can interact with the client application 103
executed by the client device 106 to provide data requested
by the client application 103. In some examples, the backend
navigation service 212 can interact with the client applica-
tion 103 through a client navigation service 105 executed by
the client application 103. The client navigation service 1035
can include client-side executable code provided by the
backend navigation service 212 or other suitable software
component of the computing environment 133. For
example, the client navigation service 105 can comprise a
package of executable code containing hypertext markup
language (HTML), cascading style sheets (CSS), JavaScript
(JS) or any other language suitable for creating content.
When executed by the client application 103, the client
navigation service 105 can be used to generate the user
interface 100 that allows a user to navigate through a
hierarchy of views through multiple points of entry.

The backend navigation service 212 can provide view
data 218 associated with a view. The view data 218 can be
used by the client navigation service 105 to build the
instance of the view displayed by the user interface 100. The
backend navigation service 212 can provide the view data
218 1n response to a view data request 221 sent by the client
navigation service 105. The view data request 221 can
contain a current navigation endpoint or view associated
with a selected navigation entry 112.

The backend navigation service 212 can also determine 11
the view or hierarchy branch associated with the view 1s still
valid by determining 1f the current navigation endpoint 121
or view 1s still included in the navigation data 118. If the
navigation data 118 has changed and the navigation endpoint
121 or view 1s no longer available, the backend navigation
service 212 can notily the client application 103 or client
navigation service 105 that the view 1s mnvalid.

The backend navigation service 212 can further interact
with the client application 103 to provide updated navigation
data 118 which can be used to rebuild a navigation hierarchy
115. The client application 103 or client navigation service
105 can send a navigation data request 224 requesting
updated navigation data 118 to the backend navigation
service 212. Upon receipt of the request 224, the backend




US 11,449,569 B2

S

navigation service 212 can send the updated navigation data
118 to the client application 103 or client navigation service
105.

Also, various data 1s stored in a data store 215 that 1s
accessible to the computing environment 133. The data store
215 can be representative of a plurality of data stores, which
can 1nclude relational databases, object-oriented databases,
hierarchical databases, hash tables or similar key-value data
stores, as well as other data storage applications or data
structures. The data stored 1n the data store 213 1s associated
with the operation of the backend navigation service 212, as
well as potentially other applications or functional entities
described later. This data can include navigation data 118,
view data 218, and potentially other data.

The navigation data 118 includes data that can define the
available views and relationships between the available
views. The navigation data 118 can be used to build a
navigation hierarchy 115 that defines to the structure or
topology associated with the views of the user itertace 100
generated by the client application 103 or the client navi-
gation service 105 executed by the client application 103.
For example, 1n an enterprise environment that comprises
various software-defined datacenters distributed over mul-
tiple sites and geographic locations, the navigation data 121
can correspond to the data and structure or topology of the
software-defined datacenters and associated workloads.

The view data 218 represents data that 1s used to generate
an instance of a view requested by a user interacting with
user interface 100 generated by the client navigation service
105. The view data 218 can include data that can be used to
generate content that visually represents information asso-
ciated with requested view. For example, the view data 218
can 1nclude files for generating content in hypertext markup
language (HI' ML), cascading style sheets (CSS), JavaScript
(IS) or any other language suitable for creating content. The
view data 218 can also include content data that can be fed
into a view template to generate the mstance of the view. For
example, 1n the case of software-defined datacenter of an
enterprise environment, the view data 218 can include data
that can be used to visually represent information associated
with a particular workload or workload pairing that corre-
spond to a selected view. The view data 218 can be sent to
the client application 103 executed by the client device 106.
The client navigation service 105 executed by the client
application 103 can use the view data 218 to dynamically
generate an mstance of the view.

The client device 106 1s representative of a plurality of
client devices 106 that can be coupled to the network 203.
The client device 106 can include a processor-based system
such as a computer system. Examples of these computer
systems can include a personal computer (e.g., a desktop
computer, a laptop computer, or similar device), a mobile
computing device (e.g., personal digital assistants, cellular
telephones, smartphones, web pads, tablet computer sys-
tems, music players, portable game consoles, electronic
book readers, and similar devices), or other devices with like
capability. The client device 106 can include one or more
displays 227, such as liquid crystal displays (LLCDs), gas
plasma-based flat panel displays, organic light emitting
diode (OLED) displays, electrophoretic ink (“E-ink™) dis-
plays, projectors, or other types of display devices. In some
instances, the display 227 can be a component of the client
device 106 or can be connected to the client device 106
through a wired or wireless connection.

The client device 106 can execute various applications
such as a client application 103. The client application 103
can render a user interface 100 on the display 227. The client
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application 103 can represent various types of applications
executable by the client device 106. For example, the client
application 103 could be a web browser and the user
interface 100 could include content rendered within a
browser window. In some examples, the client application
103 can execute a client navigation service 103 to generate
the user interface 100 and facilitate navigation through a
hierarchy of views within the user interface 100. The client
navigation service 105 can comprise client-side executable
code provided 1n conjunction with a browser-based 1nterface
served by the backend navigation service 212 or other
suitable software component 1n the computing environment
133.

In some examples, the client navigation service 105 can
generate the views of the user itertace 100 to be displayed
within the browser window according to the user interface
data 230 and the view data 218 received from the backend

navigation service 212. The client navigation service 103

can be based on a front-end web application framework such
as ANGULAR or other type of front-end web application
framework. The client navigation service 103 can include
HTML, CSS, JavaScript, or any other language suitable for
creating content to be displayed 1n a browser window. The
client device 106 can execute applications beyond the client
application 103 such as email applications, instant message
applications, or other applications.

The client data store 239 can include memory of the client
devices 106 or other storage resources on which data can be
stored by the client device 106. In some examples the data
store 239 includes the navigation hierarchy 1135, user inter-
face data 230, and other data. The navigation hierarchy 115
corresponds to the structure or topology of the hierarchy of
views associated with the user interface 100. The navigation
hierarchy 115 includes the navigation endpoints 121 and the
relationship between the navigation endpoints 121 in the
navigation hierarchy 115. A navigation endpoint 121 can
corresponds to a view that 1s displayable within the user
interface 100.

The user interface data 230 can include 1images, text, code,
graphics, audio, video, and other content that can be used by
the client application 103, client navigation service 105, or
other suitable software component 1n the client device 106.
To this end, user interface data 230 can include static content
or static elements of content in HTML, extensible markup
language (XML), CSS, JavaScript, or any other language
suitable for creating content. User interface data 230 can
also 1nclude code configured to be executed or interpreted
within a client device 106 1n order to render dynamic content
or user interface elements. In some examples, the user
interface data 230 can include client side execution code
corresponding to the client navigation service 105 and
provided by the computing environment 133. The user
interface data 230 can also include code for generating the
different navigation components 109 of the user interface
100. Each component 109 can be build its navigation entries
112 corresponding to the navigation endpoints 121 using the
navigation hierarchy 115 as a data source. The code can be
referred to as applets and can be written in any suitable
programming language, such as TypeScript, JavaScript,
Java, efc.

The user interface data 230 can include static content that
corresponds to the home view 127. The user interface data
230 can also include templates 243 that can be used to
dynamically generate instances of views for display. For
example, 1 response to receiving view data 218 from the
backend navigation service 212, the client navigation ser-
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vice 105 can dynamically generate the instance of the view
based on a template 243 and the received view data 218.

Next, a general description of the operation of the various
components of the networked environment 200 1s provided.
To begin, a user interacting with the client application 103
can request access to content associated with the navigation
system. In response, the backend navigation service 212 can
send client-side executable code to the client device 106.
The client-side executable code corresponds to the client
navigation service 105 and can be executed by the client
application 103. The client navigation service 103 executed
by the client application 103 generates a user interface 100
that includes multiple navigation components 109 and the
client application 103 renders the user interface 100 on the
display 227 of the client device 106. The home view 127 o
the user interface 100 corresponds to the root of the navi-
gation hierarchy 115 and 1s the view that 1s mitially dis-
played. The client navigation service 105 can send a navi-
gation data request 224 using an API call or other suitable
communication across a network 203 to the backend navi-
gation service 212 in the computing environment 133 to
request the current navigation data 118. In response to
receiving the navigation data 118 from the backend naviga-
tion service 212, the client navigation service 105 can build
the navigation hierarchy 115 using the navigation data 118.
Each navigation component 109 can use the navigation
hierarchy 115 to generate the respective navigation entries
112 for navigating through the hierarchy of views.

Each navigation component 109 can provide a point of
entry 1nto the hierarchy of views. A user interacting with the
user interface 100 can select a navigation entry 112 through
interaction with one of the navigation components 109. With
reference to the example user interface 100 of FIG. 1, a user
can 1nteract with the list view of navigation entries 112 in the
navigation component 109a or the grid view of navigation
entries 112 displayed 1n the navigation component 1095. By
interacting with any navigation component 109 of the user
intertace 100, the user can select a navigation entry 112 that
corresponds to a navigation endpoint 121 or view that the
user would like to be displayed on the user interface 100.

In some examples, another point of entry into the hierar-
chy of views can be triggered from interactions outside of
the client application 103. For example, a point of entry can
include a uniform resource locator (URL) that a user can
enter into a browser window. The URL can corresponds to
a selection of navigation entry 112. Assuming the view
associated with the URL 1s valid, the client application 103
can generate a user interface 100 displaying the view
associated with the URL. In addition, the navigation com-
ponents 109 can be updated to be consistent with the
displayed view and level within the hierarchy 115.

In response to i1dentifying the selection of a navigation
entry 112, the client navigation service 105 can generate and
send a view data request 221 to the backend navigation
service 212. The view data request 221 includes an 1denti-
fication of the navigation endpoint 121 or view that a user
has requested to be displayed. In addition, the view data
request 221 can include a location within the hierarchy that
1s associated with the selected view. The client navigation
service 105 can send the request 221 to the backend navi-
gation service 212 in the form of an application program-
ming interface (API) call.

The backend navigation service 212 can analyze the
navigation data 118 to determine whether the navigation
endpoint 121 1s still included in the navigation data 118. If
the navigation endpoint 121 i1s still included 1n the naviga-
tion data 118, the backend navigation service 212 can send
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the view data 218 associated with the requested view to the
client application 103 or client navigation service 105. In
some examples, the backend navigation service 212 can
dynamically generate the view to be displayed on the user
interface 100 and transmit the view to the client device 106.
In other examples, the client navigation service 105
executed by the client application 103 can dynamically
generate the mstance of the view and display the instance of
the view on the user interface 100 based on the view data
218 received from the backend navigation service 212. The
navigation components 109 can be updated to reflect the
available set of views 1n the navigation hierarchy 1135 based
on the selected navigation entry 112 such that each naviga-
tion component 109 1s consistent with the current view that
1s displayed.

In some examples, each navigation component 109 can
listen for navigation events associated with other navigation
components 109. Upon identifying an occurrence of a navi-
gation event associated with another navigation component
109, each navigation component 109 can be updated to be
consistent with the set of available views in the hierarchy 1n
response to the navigation event. An occurrence 1n a navi-
gation event 1 one navigation component 109 can be
translated into a service call that informs the other naviga-
tion components 109 of the navigation event to allow each
component 109 to update accordingly.

If the backend navigation service 212 determines that the
requested view 1s no longer valid, the backend navigation
service 212 can send a response to the client navigation
service 105 executed by the client application 103 to notily
the client navigation service 1035 that the view 1s no longer
valid. When there 1s a detected change in the navigation data
118 that results 1n a requested view or branch being mvalid,
the client navigation service 105 causes the user interface
100 to display the home view 127. In addition, the client
navigation service 105 executed by the client application
103 sends a navigation data request 224 to the backend
navigation service 212 1n the computing environment 133 to
request the updated navigation data 118.

The backend navigation service 212 sends the updated
navigation data 118 to the client application 103 or client
navigation service 105. The client navigation service 1035
then rebuilds the navigation hierarchy 115 using the received
navigation data 118. In particular, the client navigation
service 105 analyzes the data 1n the updated navigation data
118 received from the computing environment 133 to deter-
mine the updated structure or topology of the views. The
navigation components 109 can be updated such that the
navigation entries 112 for each of the navigation compo-
nents 109 can correspond to the updated navigation hierar-
chy 115.

It should be noted that each time the user interface returns
to the home view 127, the navigation hierarchy 115 can be
refreshed. The user interface 100 can return to the home
view 127 by user selection or 1n response to a selected view
being invalid. Each time the user interface returns to the
home view 127, the client navigation service 105 sends a
request for updated navigation data 118 to the backend
navigation service 212, and rebuilds the navigation hierar-
chy 115 as discussed above.

FIG. 3 illustrates an example drawing that visually 1llus-
trates the actions by the user and the navigation system with
respect to navigating through the hierarchy of views. The
solid lines represent actions that are performed by the user
and the dotted lines represent actions of the navigation
system, which 1s collectively the client application 103, the
client navigation service 105, and the backend navigation
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service 212. In particular, the home view 127 of the user
intertace 100 can be rendered and the user can interact with

the different navigation components 109 to view diflerent
navigation endpoints 121 (e.g., 121a, 1215, . . . 121N). As
long as the requested views are valid, the client navigation
service 105 dynamically generates the instances of the views

using the view data 218 received from the computing
environment 133.

If a branch 1n the hierarchy 1s no longer valid, the home
view 127 of the user interface 100 can be displayed and the
client navigation service 105 can send the navigation data
request 224 to the computing environment 133 which in turn
provides the navigation data 118 to the client application 103
or client navigation service 105 executed by the client
application 103. The current navigation data 118 can be used
as a data source to rebuild the navigation hierarchy 1135
stored on the client device 106 and the navigation compo-
nents 109 are all updated to reflect the updated navigation
hierarchy 115. Once the user interface and navigation com-
ponents 109 are updated to reflect the updated navigation
hierarchy 115, the user can proceed to navigation through
with the user interface 100 through interactions with any one
of the navigation components 109.

Moving on to FIG. 4A, shown 1s a flowchart 400a that
provides one example of the operation of a portion of the
network environment 200. The flowchart of FIG. 4A can be
viewed as depicting an example of elements of a method
implemented by the client application 103, client navigation
service 105, or other components executing in the client
device 106. The separation or segmentation of fTunctionality
as discussed herein 1s presented for illustrative purposes
only.

Beginning with step 403, the client application 103 gen-
crates a user interface 100. The user interface 100 1s gen-
erated to include multiple navigation components 109 that
cach represent an entry point for accessing the hierarchi-
cally-related views. The root of the navigation hierarchy 1135
includes a home view 127. The home view 127 1s a static
view and 1s the only view within the navigation hierarchy
1135 that 1s not dynamically generated. The client navigation
service 105 can generate the user interface 100 by executing
client-side executable code provided up by the backend
navigation service 212.

At step 404, the client application 103 renders the user
interface 100 on a display 227 of the client device 106.

At step 406, the client application 103 receives a user
selection of a navigation entry 112. The navigation entry 112
corresponds to a view 1n a subset of views that are available
in the navigation hierarchy 115 according the home view or
a previously-selected view. A user can select a navigation
entry 112 that corresponds to a desired view by interacting
with any of the navigation components 109 since each
navigation component 109 provides 1ts own presentation of
the available views in the navigation hierarchy 115.

At step 409, the client navigation service 105 executed by
the client application 103 sends a view data request 221 to
the backend navigation service 212 in the computing envi-
ronment 133. The view data request 221 can include a
navigation endpoint 121 that 1s associated with the selected
navigation entry 112. The client navigation service 105 can
use view data 218 from the computing environment 133 to
dynamically generate the instance of the view associated
with the requested navigation endpoint 121.

At step 412, the client navigation service 103 receives a
response associated with the view data request 221 from the
backend navigation service 212. The response can include
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the view data 218 or a notification the corresponding navi-
gation endpoint 121 1s 1nvalid.

At step 415, the client navigation service 105 determines
if the view 1s still valid. The client navigation service 105
can determine 11 the view 1s still valid based on the response
received from the backend navigation service 212. If the
view 1s invalid, the client application 103 proceeds to step A
which 1s discussed 1n further detail with reference to FIG.
4B. If the client navigation service 105 determines that the
view 1s still valid, the process proceeds to step 418.

At step 418, all navigation components 109 are updated to
be consistent and up-to-date with the selected navigation
entry 112 and corresponding view. When a user selects the
navigation entry 112 by interacting with one navigation
component 109, the other navigation components 109 are
updated to reflect the current view and navigation entry
selection. The selection of navigation entry 112 can change
the subset of available views 1n the navigation hierarchy 1135
based on the location of the navigation entry 112 within the
navigation hierarchy 115. Fach navigation component 109
can build the navigation entries 112 associated with the
views available based on the selected navigation entry 112.

At step 421, the client navigation service 105 dynamically
generates an instance of the view associated with the
selected navigation entry 112. The instance of the view can
be dynamically generated based on the view data 218
received from the backend navigation service 212. In some
example, the client navigation service 105 uses a view
template and the view data 218 to dynamically generate the
instance of the view.

At step 424, the client navigation service 105 renders and
updated user interface 100. The updated user interface 100
includes a display of the dynamically generated view
instance. In addition, each navigation components 109 visu-
ally represents the navigation hierarchy 115 with respect to
the current view. Upon rendering of the updated user inter-
face, the process proceeds towards completion.

Moving on to FIG. 4B, shown 1s a flowchart 40056 that
provides one example of the operation of a portion of the
network environment 200. The flowchart of FIG. 4B can be
viewed as depicting an example of elements of a method
implemented by the client application 103, the client navi-
gation service 105, or other components executing in the
client device 106. The separation or segmentation of func-
tionality as discussed herein 1s presented for illustrative
purposes only.

Beginning with step 427, after the client navigation ser-
vice 105 determines that a requested view 1s invalid, the
client application 103 renders a home view 127 of the user
interface 100. The home view 127 of the user interface 100
corresponds to the root of the navigation hierarchy 1135 and
1s a static view. In some examples, the client application 103
or client navigation service 105 generates an error notifica-
tion that can be rendered alongside the home view 127. The
error notification can provide notice to the user that there
was an error associated with the most recent view request.
The error notification can be included 1n a popup box or
other type of user interface element.

At step 430, the client application 103 or client navigation
service 105 sends a navigation data request 224 to the
backend navigation service 212. The navigation data request
224 requests that the backend navigation service 212 send
the navigation data 118 to the client application 103 or client
navigation service 105.

At step 433, the client application 103 or client navigation
service 105 receives the updated navigation data 118 from
the backend navigation service 212.
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At step 436, the client navigation service 105 executed by
the client application 103 rebuilds the navigation hierarchy
115 according to the updated navigation data 118. For
example, the client navigation service 1035 can analyze the
navigation data 118 to identily the structure and topography
of the views. For example, the navigation data 118 can
describe the relationships between the different navigation
endpoints 121 which can be used to generate the navigation
hierarchy 115.

At step 439, the navigation components 109 of the user
interface 100 are updated based on the rebuilt navigation
hierarchy 115. In particular, each navigation component 109
rebuilds the navigation entries 112 that provide access to the
different navigation endpoints 121 or views in the user
interface 100. Once updated, each navigation component
109 1s consistent with the rebuilt navigation hierarchy 115.
Accordingly, a user can begin to navigate through hierarchy
of views of the user mterface 100 according to the rebuilt
navigation hierarchy 115 instead of an out-of-date naviga-
tion hierarchy 115 that contained views that were no longer
available. Upon updating the navigation components 109,
the process proceeds to completion.

Turning now to FIG. 5, shown 1s a flowchart 500 that
provides one example of the operation of a portion of the
network environment 200. The flowchart of FIG. 5 can be
viewed as depicting an example of elements of a method
implemented by the backend navigation service 212 or other
components executing 1n the computing environment 133.
The separation or segmentation of functionality as discussed
herein 1s presented for 1llustrative purposes only.

Beginning with step 503, the backend navigation service
212 sends client-side executable code to the client device
106. The client-side executable code corresponds to the
client navigation service 105 and can be executed by the
client application 103. The client application 103 can cor-
respond to a browser and the backend navigation service 212
can send the client-side executable code 1n response to a
request to interact with the navigation system associated
with the computing environment 133. The client-side
executable code can generate a user interface 100 with
multiple components 109 that each provide a point of entry
to navigation through a hierarchy of views of the user
interface 100.

At step 506, the backend navigation service 212 receives
a view data request 221 from the client application 103 or
client navigation service 105 executed by the client appli-
cation. The view data request 221 corresponds to a request
for view data 218 that can be used by the client navigation
service 105 to generate an instance of a requested view. The
view data request 221 can include the navigation endpoint
121 that 1dentifies the view and an identification of a branch
of the hierarchy associated with the view.

At step 509, the backend navigation service 212 compares
the navigation endpoint 121 included in the view data
request 221 to the navigation data 118 stored 1n the data store
215. The navigation data 118 stored 1n the data store 215 can
be modified by external interactions such as administrator
interactions, power outage, natural disaster, or other inter-
actions. For example, 1n an enterprise environment that
comprises various software-defined datacenters distributed
over multiple sites and geographic locations, the navigation
data 121 can correspond to the data and structure or topology
of the software-defined datacenters and associated work-
loads. In this example, an administrator can modily or
redefine the structure or topology of the datacenters and
associated workloads which can result in a change in the
navigation data 118. Additionally, there can be a power
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outage 1n a datacenter site which can result 1n the datacenter
data or corresponding workload data to be non-existent.
Accordingly, the backend navigation service 212 compares
the navigation endpoint 121 with the navigation data 118 to
determine 1f the view 1s still available and valid. IT the
underlying data corresponding to the view 1s no longer
available in the navigation data 118, the view will be
considered 1nvalid.

At step 512, the backend navigation service 212 deter-
mines 11 the view 1s still valid. If the navigation endpoint 121
1s still included 1n the navigation data 118, the view 1is
considered valid and the process proceeds to step 515. If the
navigation endpoint 121 1s no longer included 1n the navi-
gation data 118 or there 1s a change 1n the branch associated
with the navigation endpoint 121, the view 1s considered
invalid and the process proceeds to step 518.

At step 515, the backend navigation service 212 obtains
view data 218 from the data store 215 and transmuits it to the
client application 103 or client navigation service 105
executed by the client application 103. Thereafter, the pro-
cess proceeds to competition

At step 518, the backend navigation service 212 sends a
notification to the client application 103 or client navigation
service 105 executed by the client application 103 that the
view 1s 1nvalid. The notification can be sent in the form of
an API call or other suitable means of communication.

At step 521, the backend navigation service 212 receives
a navigation data request 224 from the client application 103
or client navigation service 105. The navigation data request
224 1ncludes a request for the navigation data 118 that is
stored 1n the data store 215. Since the navigation data 118
stored 1n the data store 215 can be modified by interactions
(e.g., administrator modifications, power outages) that are
independent from those of the navigation system, the navi-
gation data 118 stored in the data store 215 can differ
overtime from the navigation data 118 used to generate the
navigation hierarchy 115 stored in the client data store 239.
The navigation data request 224 can come from the client
application 103 or client navigation service 105 1n response
to determining that the navigation hierarchy 115 generated
by the client navigation service 105 1s out-of-date or other-
wise stale.

At step 524, the backend navigation service 212 sends the
navigation data 118 stored in the data store 215 to the client
application or client navigation service 1035. The navigation
data 118 sent by the backend navigation service 212 repre-
sent the most up-to-date navigation data 118 and can be used
by the client navigation service 105 to rebuild the navigation
hierarchy 115 so that the navigation hierarchy 115 used to
generate the user interface 100 1s no longer obsolete.

Stored 1n the memory device are both data and several
components that are executable by the processor. Also stored
in the memory can be a data store and other data. A number
of software components are stored in the memory and
executable by a processor. In this respect, the term “execut-
able” means a program file that 1s in a form that can
ultimately be run by the processor. Examples of executable
programs can be, for example, a compiled program that can
be translated into machine code 1n a format that can be
loaded 1nto a random access portion of one or more of the
memory devices and run by the processor, code that can be
expressed 1n a format such as object code that 1s capable of
being loaded mto a random access portion of the one or more
memory devices and executed by the processor, or code that
can be interpreted by another executable program to gener-
ate 1structions 1n a random access portion of the memory
devices to be executed by the processor. An executable
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program can be stored 1n any portion or component of the
memory devices including, for example, random access
memory (RAM), read-only memory (ROM), hard dnive,
solid-state drive, USB flash drive, memory card, optical disc
such as compact disc (CD) or digital versatile disc (DVD),
floppy disk, magnetic tape, or other memory components.

Memory can include both volatile and nonvolatile
memory and data storage components. In addition, a pro-
cessor can represent multiple processors and/or multiple
processor cores, and the one or more memory devices can
represent multiple memories that operate 1n parallel process-
ing circuits, respectively. Memory devices can also represent
a combination of storage devices, such as RAM, mass
storage devices, flash memory, or hard disk storage. In such
a case, a local interface can be an appropriate network that
facilitates communication between any two of the multiple
processors or between any processor and any of the memory
devices. The local interface can include additional systems
designed to coordinate this communication, icluding, for
example, performing load balancing. The processor can be
of electrical or of some other available construction.

Client devices can be used to access user interfaces
generated to configure or otherwise interact with the com-
puting environment 133. These client devices can include a
display upon which a user interface generated by a client
application for providing a virtual desktop session (or other
session) can be rendered. In some examples, the user inter-
face can be generated using user interface data provided by
the computing environment 133. The client device can also
include one or more mput/output devices that can include,
for example, a capacitive touchscreen or other type of touch
input device, fingerprint reader, or keyboard.

Although the client application 103, the client navigation
service 103, the backend navigation service 212, and other
systems described herein can be embodied in software or
code executed by general-purpose hardware as discussed
above, as an alternative, the same can also be embodied in
dedicated hardware or a combination of software/general
purpose hardware and dedicated hardware. If embodied in
dedicated hardware, each can be implemented as a circuit or

state machine that employs any one of or a combination of

a number of technologies. These technologies can i1nclude
discrete logic circuits having logic gates for implementing
logic functions upon an application of one or more data
signals, application specific integrated circuits (ASICs) hav-
ing appropriate logic gates, field-programmable gate arrays
(FPGASs), or other components.

The flowcharts show an example of the functionality and
operation ol an implementation of portions ol components
described herein. If embodied 1n software, each block can
represent a module, segment, or portion of code that can
include program istructions to implement the specified
logical function(s). The program instructions can be embod-
ied 1n the form of source code that can include human-
readable statements written 1n a programming language or
machine code that can include numerical instructions rec-
ognizable by a suitable execution system such as a processor
in a computer system or other system. The machine code can
be converted from the source code. If embodied 1n hardware,
cach block can represent a circuit or a number of 1ntercon-
nected circuits to 1mplement the specified logical
function(s).

Although the flowcharts show a specific order of execu-
tion, 1t 1s understood that the order of execution can differ
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In succession can be executed concurrently or with partial
concurrence. Further, 1n some examples, one or more of the
blocks shown 1n the drawings can be skipped or omitted.

Also, any logic or application described herein that
includes software or code can be embodied 1n any non-
transitory computer-readable medium for use by or in con-
nection with an instruction execution system such as, for
example, a processor 1n a computer system or other system.
In this sense, the logic can include, for example, statements
including program code, instructions, and declarations that
can be fetched from the computer-readable medium and
executed by the mnstruction execution system. In the context
of the present disclosure, a “computer-readable medium”™
can be any medium that can contain, store, or maintain the
logic or application described herein for use by or 1in
connection with the instruction execution system.

The computer-readable medium can 1nclude any one of
many physical media, such as magnetic, optical, or semi-
conductor media. More specific examples of a suitable
computer-readable medium include solid-state drives or
flash memory. Further, any logic or application described
herein can be implemented and structured in a variety of
ways. For example, one or more applications can be imple-
mented as modules or components of a single application.
Further, one or more applications described herein can be
executed 1n shared or separate computing devices or a
combination thereof. For example, a plurality of the appli-
cations described herein can execute in the same computing
device, or 1n multiple computing devices.

It 1s emphasized that the above-described examples of the
present disclosure are merely possible examples of 1mple-
mentations set forth for a clear understanding of the prin-
ciples of the disclosure. Many variations and modifications
can be made to the above-described embodiments without
departing substantially from the spirit and principles of the
disclosure. All such modifications and variations are
intended to be included herein within the scope of this
disclosure.

Therefore, the following 1s claimed:

1. A system for navigating through a hierarchy of views
ol a user interface, comprising;

at least one computing device that comprises a processor

and memory;

at least one application executable by the at least one

computing device, wherein, when executed, the at least
one application causes the at least one computing
device to at least:
send executable code to a client, the executable code
being configured to:
generate the hierarchy of views for the user interface
based on navigation data;
generate the user interface comprising navigation
components providing an entry point for naviga-
tion of the hierarchy of views;
receive a selection of a view within the hierarchy, the
selection recerved from a user interaction with one
of the navigation components;
send a request to the at least one computing device
for data associated with the view; and
update the user interface and the navigation compo-
nents based on a response received from the at
least one computing device;
receive the request from the client for the data
associated with the view, wherein the request
comprises a navigation endpoint for a requested
view and an 1dentification of a branch in the
hierarchy of views;
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determine data that corresponds to the navigation
endpoint for the requested view or the branch 1n
the hierarchy of views 1s inaccessible from the
navigation data;

determine that the requested view 1s an invalid view
based at least 1n part on the data that corresponds
to the navigation endpoint for the requested view
or the branch in the hierarchy of views being
inaccessible from the navigation data;

recerve a navigation data request from the client for
updated navigation data for rebuilding the hierar-
chy of views 1n an instance which the requested
view 1s 1ndicated as invalid to the client; and

send the updated navigation data to the client for
rebuilding the hierarchy of views stored in the

client, the updated navigation data being sent 1n an
instance in which the navigation data request for
the updated navigation data has been receirved
from the client, the updated navigation data com-
prising an updated structure of the hierarchy of
VIEWS.

2. The system of claim 1, wherein the executable code 1s
turther configured to at least determine that the view 1is
invalid.

3. The system of claim 2, wherein the executable code 1s
turther configured to:

generate an updated hierarchy of views based on the

updated navigation data; and

update the user interface and the navigation components

based on the updated hierarchy of views.

4. The system of claim 2, wherein the response indicates
that the view 1s ivalid, and the executable code being
turther configured to update the user 1nterface to display a
home view of the hierarchy of views 1n an 1nstance 1n which
the view 1s 1invalid, wherein the home view 1s static.

5. The system of claim 1, wherein:

the navigation components comprise an active state and a

non-active state;

during the active state, the navigation components
display an entire hierarchal structure of available
navigation entries corresponding to the hierarchy of
views; and

during the non-active state, the navigation components
display a reference to a last activated view.

6. A non-transitory computer-readable medium embody-
ing executable instructions, which, when executed by a
processor, cause at least one computing device to at least:

send executable code to a client, the executable code

being configured to:

generate a hierarchy of views for a user interface based
on navigation data;

generate the user imterface comprising navigation coms-

ponents providing an entry point for navigation of

the hierarchy of views;
receive a selection of a view within the hierarchy, the

selection received from a user interaction with one ot

the navigation components;

send a request to the at least one computing device for
data associated with the view:

update the user interface and the navigation compo-
nents based on a response received from the at least
one computing device;

receive the request from the client for the data associated

with the view, wherein the request comprises a navi-

gation endpoint for a requested view and an i1dentifi-

cation of a branch in the hierarchy of views;
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determine data that corresponds to the navigation end-
pomnt for the requested view or the branch in the
hierarchy of views 1s 1mnaccessible from the navigation
data;

determine that the requested view 1s an 1nvalid view based

at least in part on the data that corresponds to the
navigation endpoint for the requested view or the
branch in the hierarchy of views being inaccessible
from the navigation data;

recetve a navigation data request from the client for

updated navigation data for rebuilding the hierarchy of
views 1n an instance i which the requested view 1s
indicated as invalid to the client; and

send the updated navigation data to the client for rebuild-

ing the hierarchy of views stored i the client, the
updated navigation data being sent in an instance 1n
which the navigation data request for the updated
navigation data has been received from the client, the
updated navigation data comprising an update structure
of the hierarchy of views.

7. The non-transitory computer-readable medium of claim
6, wherein the executable code 1s further configured to at
least determine that the view 1s invalid.

8. The non-transitory computer-readable medium of claim
7, wherein the executable code 1s further configured to:

generate an updated hierarchy of views based on the

updated navigation data; and

update the user interface and the navigation components

based on the updated hierarchy of views.

9. The non-transitory computer-readable medium of claim
7, wherein the response indicates that the view 1s nvalid,
and the executable code being further configured to update
the user interface to display a home view of the hierarchy of
views 1n an instance 1 which the view 1s invalid, wherein
the home view 1s static.

10. The non-transitory computer-readable medium of
claiam 6, wherein the navigation components display the
hierarchy of views 1n different formats from one another.

11. The non-transitory computer-readable medium of
claim 6, wherein the response includes the data associated
with the view, and the executable code further 1s configured
to dynamically generate an instance of the view based on the
data, and wherein updating the user interface comprises
displaying the instance of the view.

12. A computer-implemented method for navigating
through a hierarchy of views of a user interface, comprising;:

sending, by at least one computing device, executable

code to a client, the executable code being configured

to:

generate the hierarchy of views for the user interface
based on navigation data;

generate the user iterface comprising navigation coms-
ponents providing an entry point for navigation of
the hierarchy of views;

receive a selection of a view within the hierarchy, the
selection recerved from a user interaction with one of
the navigation components;

send a request to the at least one computing device for
data associated with the view; and

update the user interface and the navigation compo-
nents based on a response recerved from the at least
one computing device;

recerving, by the at least one computing device, the

request from the client for the data associated with the
view, wherein the request comprises a navigation_end-
point for a requested view and an identification of a
branch 1n the hierarchy of views;
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determining, by at least one computing device, data that
corresponds to the navigation endpoint for the
requested view or the branch 1n the hierarchy of views
1s 1naccessible from the navigation data;
determining, by at least one computing device, that the
requested view 1s an mvalid view based at least 1n part
on the data that corresponds to the navigation endpoint
for the requested view or the branch 1n the hierarchy of
views being inaccessible from the navigation data;

receiving, by at least one computing device, a navigation
data request from the client for updated navigation data
for rebuilding the hierarchy of views 1n an instance 1n
which the requested view 1s indicated as mnvalid to the
client; and

sending, by the at least one computing device, the updated

navigation data to the client for rebuilding the hierarchy
of views stored 1n the client , the updated navigation
data being sent 1n an 1nstance 1 which the navigation
data request for the updated navigation data has been
received from the client, the updated navigation data
comprising an updated structure of the hierarchy of
VIEWS.

13. The computer-implemented method of claim 12,
wherein the executable code 1s further configured to deter-
mimng that the view 1s invalid.

14. The computer-implemented method of claim 13, fur-
ther comprising;:

sending the updated navigation data to the client in an

instance 1n which the view 1s invalid; and

the executable code being further configured to:

generate an updated hierarchy of views based on the
updated navigation data; and

update the user interface and the navigation compo-
nents based on the updated hierarchy of views.
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15. The computer-implemented method of claim 13,
wherein the response indicates that the view 1s mvalid, and
the executable code being further configured to update the
user interface to display a home view of the hierarchy of
views 1n an instance in which the view 1s invalid, wherein
the home view 1s static.

16. The computer-implemented method of claim 12,
wherein the navigation components display the hierarchy of
views 1n different formats from one another.

17. The computer-implemented method of claim 12,
wherein the response includes the data associated with the
view, and the executable code further i1s configured to
dynamically generate an instance of the view based on the
data, and wherein updating the user interface comprises
displaying the instance of the view.

18. The computer-implemented method of claim 12,
wherein:

the navigation components comprise an active state and a

non-active state:

during the active state, the navigation components
display an enftire hierarchal structure of available
navigation entries corresponding to the hierarchy of
views; and

during the non-active state, the navigation components
display a reference to a last activated view.

19. The computer-implemented method of claim 12,
wherein the hierarchy of views correspond to a structure of
an enterprise environment for a datacenter.

20. The computer-implemented method of claim 12,
wherein generating an updated hierarchy of views further
comprises feeding the updated navigation data into a view
template.
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