12 United States Patent

US011431857B2

(10) Patent No.: US 11,431,857 B2

Naito 45) Date of Patent: Aug. 30, 2022
(54) INFORMATION TERMINAL CONFIGURED (52) U.S. CL.
TO TRANSMIT DATA WITH USE OF CPC ... HO4N 1/00228 (2013.01); HO4L 51/22
WIRELESS COMMUNICATION, IMAGE (2013.01); HO4N 1/00307 (2013.01);
PROCESSING APPARATUS, IMAGE (Continued)
PROCESSING SYSTEM, AND STORAGE (58) Field of Classification Search

MEDIUM

(71) Applicant: CANON KABUSHIKI KAISHA,
Tokyo (IP)

(72) Inventor: Yosui Naito, Nagareyama (JP)

(73) Assignee: Canon Kabushiki Kaisha, Tokyo (JP)

(*) Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 0 days.

(21)  Appl. No.: 17/181,575
(22) Filed:  Feb. 22, 2021

(65) Prior Publication Data
US 2021/0176369 Al Jun. 10, 2021

Related U.S. Application Data

(63) Continuation of application No. 16/549,648, filed on
Aug. 23, 2019, now Pat. No. 10,972,617, which 1s a

None
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

2005/0054342 Al1* 3/2005 Otsuka .................. HO4W 76/11
455/426.2
2009/0036056 Al1* 2/2009 Oshimma ................ GO03G 15/502
455/41.3

(Continued)

Primary Examiner — Miya ] Williams

(74) Attorney, Agent, or Firm — Canon U.S.A., Inc. L.P.
Division

(57) ABSTRACT

An 1mnformation terminal transmits information relating to
user authentication to an i1mage processing apparatus via
short-range wireless communication. The 1image processing
apparatus performs processing for the user authentication
using the received information, and transitions to a status
where a function of the 1mage processing apparatus 1s used
via an operation unit upon condition that the user authenti-
cation has succeeded. The information terminal transmits
data to be used 1n any one of individual functions included
in the 1image processing apparatus to the image processing
apparatus based on receipt of mmformation indicating suc-
cessiul user authentication from the 1mage processing appa-
ratus. After receiving the data from the information terminal,
the 1mage processing apparatus uses the received data as a
setting of the function of the image processing apparatus that
corresponds to the data.

9 Claims, 22 Drawing Sheets

(Continued)
(30) Foreign Application Priority Data
Mar. 11, 2016 (JP) e, 2016-048340
(51) Int. CL
HO4N 1/00 (2006.01)
HO4N 1/32 (2006.01)
(Continued)
101
e N
._.J.:..a.z..-:.-:-:-::,u...._,;."*““"',,fl
O
\
R




US 11,431,857 B2
Page 2

(1)

(52)

Related U.S. Application Data

continuation of application No. 15/451,213, filed on
Mar. 6, 2017, now Pat. No. 10,447,870.

Int. CI.

HO4N 1/44 (2006.01)
HO4W 4/80 (2018.01)
HO4W 12/06 (2021.01)
HO4W 12/50 (2021.01)
HO4L 51/42 (2022.01)
HO4W 36/14 (2009.01)
HO4W 12/63 (2021.01)
HO4W 84/12 (2009.01)
HO4W 8§88/02 (2009.01)
U.S. CL

CPC ... HO4N 1/00315 (2013.01); HO4AN 1/32117

(2013.01); HO4IN 1/4426 (2013.01); HO4N
174433 (2013.01); HO4W 4/80 (2018.02);

HO4W 12/06 (2013.01); HO4W 12/50
(2021.01); HO4W 36/14 (2013.01); HO4N
2201/0041 (2013.01); HO4N 2201/0055
(2013.01); HO4N 2201/0094 (2013.01); HO4W
12/63 (2021.01); HO4W 84/12 (2013.01):
HO4W 88/02 (2013.01)

(56) References Cited

U.S. PATENT DOCUMENTS

2011/0271324 Al1* 11/2011 Ikeda ...................... HO4L 63/08
726/3

2013/0258381 Al* 10/2013 Sato ........coeovvvvvinnnn, HOAN 1/001
358/1.13

2016/0286056 Al* 9/2016 Sasase ............... HO4N 1/00103

* cited by examiner



U.S. Patent Aug. 30, 2022 Sheet 1 of 22 US 11,431,857 B2

103



U.S. Patent Aug. 30, 2022 Sheet 2 of 22 US 11,431,857 B2

| OPERATION UNIT | |

205 N pamren

SCANNER

| WIRELESS |

218




U.S. Patent Aug. 30, 2022 Sheet 3 of 22 US 11,431,857 B2

301

OPERATION
PANEL

CAMERA

FLASH
MEMORY

WIRELESDS
LAN I




US 11,431,857 B2

Sheet 4 of 22

Aug. 30, 2022

U.S. Patent

o e __z@,ﬁqgmgmzm_ 1 Mwaemons
= . e
____________________________________________________________________________________________________________________________________________________________________________________________________________________ —

LIND Jﬁm%zﬁu ,ﬁzm TOHLNOD |
zm@%wmz - Qﬁaﬁmém m

| [INNOOOV] 3o1au3s

4450




U.S. Patent

Aug. 30, 2022 Sheet 5 of 22

USER AUTHENTICATION | 1000
© SERVICE 1000

1001

- 1002

1003

RequestiD 1004

ResuitlD 1005

Wi-Fi ACCESS POINT MODE |

START/STOPR SERVICE

Wi-Fi CONNECTION §
 INFORMATION -~ 1008
ACQUISITION SERVICE |

US 11,431,857 B2



U.S. Patent Aug. 30, 2022 Sheet 6 of 22 US 11,431,857 B2

407

402

O~ 404

405




U.S. Patent Aug. 30, 2022 Sheet 7 of 22 US 11,431,857 B2

SET APPLICATION 412




U.S. Patent Aug. 30, 2022 Sheet 8 of 22 US 11,431,857 B2

441

4447

~448

442

Fit ENANE: MATERIAL pdf 444
MESSAGE BODY:

{ SEND THE MATERIAL FOR IR

THE MEETING. —443

| TRANSMIT TO PRINTER 445




U.S. Patent Aug. 30, 2022 Sheet 9 of 22 US 11,431,857 B2

| ENTER YOUR USERNAME AND
| PASSWORD, AND PRESS
| “LOGIN” BUTTON.

“LOGIN

< __PROCESSING _—

7?5 St CCES -s;' .

| MAIN MENU

709~



U.S. Patent Aug. 30, 2022 Sheet 10 of 22 US 11,431,857 B2

L L L L L feessosaanasssasnsssnmansntannnosnannsontanns '''''' QEHEG‘EQQ%NECTQG% ;

STATE: THE WIRELESS DIRECT
CONNECTION CAN BE USED

» SSID: XXXYYYZZZ
» KEY: ZZZYYYXXX

| THE WIRELESS DIRECT CoMNECTIONCAN  [m] T [m]
| BE STARTED BY IMAGING THE OR CODEBWITH bSF, aHE
| APPLICATION” OF THEMOBILE TERMINAL [ 5™

[ DIRECT CONNECTION J |

| IP ADDRESS: 192.168.xxx.yyy




U.S. Patent Aug. 30, 2022 Sheet 11 of 22 US 11,431,857 B2

5?7

'SCAN AND TRANSMIT

| PDF (H1GH COMPRESSION) |

| [ DOUBLE-SIDED
| ORIGINAL DOCUMENT

72.L| SPECIFY DESTINATION | | ¥ | | MIXED ORIGINAL
608 11 tR0H HOBILE APPARATUS | | | DOCUMENTS

300 x 300 dpi

‘_ 00 YAMADA | AUTO SIZE

602 jamada@example.c e —
yamada@example.com | | POF (HIGH COMPRESSION) |

| [DOUBLE-SIDED
| | ORIGINAL DOCUMENT

.| [SPECIFY DESTIATION | w | | MIXED ORIGINAL
608~ FRok OBILE apswws | | DOCUMENTS




US 11,431,857 B2

Sheet 12 of 22

Aug. 30, 2022

U.S. Patent

. -
e ag g gz g g d [ ]
L] '“-.-.-.-_-.-.u.-...-.-.-_u.-.-l._.“ ”. ”.-.I.-_._..-_I.-.._..-_II._..-.I.-_._..-_I.-.._..-_II._..-_I.-_H. ”.-.I.-_._..-_._..-.I.-_....-_I.-.._..-_._..-_._..-.I.-_._..-_I.-.._..-_“.-_._..-.I.-_._..-_I.-.._..-_I.-_._..-.I.-_._.II.-.._..-_II._.II L L L L .-_._..-.I.-_._..-_“.-.._..-_._..-_._..-.I.-_._..-_I.-.._..-_I.-_._..-.I.-_._.III._..-_“ —_“.-_._..-_I.-.._..-_l.-_._..-.l.-_._..-_l.-.._..-_l.-_._..-.l.-_._. ..._..-.._..-_._..-_._..-.I.-_._..-_I.-.._..-_II._..-.I.-_._.III._..-_“
.
) [ LI | LI | i ' ] » ] » -
a a4 &K x* n - - L) a - L] i
“ ' Foa st o - " Y L . - ......_......_._....-............-4.-............-4.-............-4.-............-“
3 3 [N | [N | ] i b » 3 » &, ' a a - a
i a 4 &K F ) - - L] 4 & a [] L) T |
¥ » [ | [ | i i ) 1] » 1] » ' A a2 & & &8 &8 a s aaaa
= ] A, B F Y 'y [y [ F ] [y [ ] ] B = = = = = =m = m m = = ®m ®m &
k k [ | [ | [] s ] " k 1] * ' A a2 a2 a2 a2 aaaaaaa
" 'A —_A *, -... *, i.. *, -, 'l - *"a"a - -_l —_l -_l - L L L L L
" -.. —_.. * -_.. * -_.. * h '.-_ - N -_.. —_.-_ -_.. » e e
= ] 4 & K + B 'y [y [ LN F ] [y [ ] ] B = = = = = =m = m m = = ®m ®m &
k k [ | [ | [] s ] .. " k 1] » ' A a2 a2 a2 a2 aaaaaaa
« L) L) - L] L] P q & L] i L I I |
3 3 [N | [N | ] i b O » 3 » &, ' A 2 = m &8 2 2 =2 & = aa
i a 4 &K F ) - - L] amn 4 & a [] L N |
¥ » [ | [ | i i ) i 1] » 1] » ' A a2 & & &8 &8 a s aaaa
2 A R LN ) - - L) - L] LI L] i = = o= omomomomomowomomomom A
k k [ | [ | [] s ] a * " k 1] » I'm s 2 a2 2 a2 a2 &2 a2 aaaa
| A &K RN
. '.. —_.. .-.. -_.. T S N N S S S S S S N W S N N N N N N N N S N N WA N W W M= = = = = 2= & a .
i .
. ".__ ".__ * 4“ |
] AN i = T '
‘N LA + T |
= GG I IC I R . A - -P |
L] .-.. -... - .....t.-.- .-..-.I....._.....I._.. L] . LI |
. ah e - T |
‘o
" * 4.. . . .-_....-_l." ' P - 3 r R r mr R PR P "y
. L) L BN - [] ., . |
. * -.“ .-.......-..-_.-._.. wrateTt . |
. . -
. -, o ST . |
- * e, - .
. L LI * * . |
. * 4“ . |
" ”. T T T T T T T T T T T " atata" “
. . e omom
i
“ ”. e T “ “ “
. .-.“ . e m ...__..
. .-.. . ._l-l e -l..
. - . |
. .-.“ . ...__..
. .-.. . 'y .
" ”. " -l“...-.-.“i .-_.- Lt “
. . . . e omom
L] ‘“ L] " -*-‘-*-'-I llllll l.il
. - . T T T T ...__..
] Me = B 2 a2 2 2 =2 a
" * " o gt ...__..
. 'y . R
[] e’ 2 2 2 a n 2 a
. - . L N |
d . [Jr & = & = & = & a
. * . F 2 o2 n omononomond
. 'y . " ll._l-..__.-.l e -l..
[] = 2 a2 B a aaa
. - . PR R |
] M & & B F 2 =2 o= o
. * . mom homomomomomon A
i e 2 2 a2z s a
. 'y . = = o= omomomom o= d
2 a2 a2 2 aaa
. - . N |
d & & & & & & &
. * . N
i a a8 a2 & & aa
. 'y . = s omomomom o= A
2 a2 a2 2 aaa
. - . N |
d & & & & & & &
. * . N
i a a8 a2 & & aa
. 'y . = s omomomom o= A
[] 2 a2 a2 2 aaa
. . N |
. . SR B N
. e —— . a

T W W

EEEEEE NN

. A : :
. - ow . ]
4 2 = 2 2 % s moaoaoaa . . ¥
. oo omowom o mowom . []
- a . . ¥
. - .
b L] L Fr = 1
. - . ]
. . . ¥
" *, . " . 'l
. - . i A
. - . ]
. . ¥
. - E TR [}
- . ¥
. - [}
4 om o= oa oa oa . ¥
. i M . % 1....... :
. O] ] rn ]
a2 = oaoa a . PR Y ¥
. P ataTe [
“ a amaa N - a = ¥
. o momoEomom [ - ™ ]
h aomoaoa d . . [y ¥
" ”.._-i atataa .t .}.-_......l.l._ '“
. .
. .-..._-n - L] I.-_ ...lI-_...._.-_-.... '..
h aomoaoa « IRUACHE AN ) ¥
" e _.T P T, '..
. O] ]
“ aomoaoaoa . . . »
. - i o
. - . W
. - . .
h =
. - JEICE I KL R
. . : .
" *, . '..
= .-.l . ._..-_."..._.l._..- '..
- i ot a
. H Y ;
- L] .-.........__.-.....-. '..
. . .
a2 = oaoa a . ) ¥
N P P ]
: PICICRCRCIC . RN [
h aomoaoa . » ¥
. » . : TR
. - T [}
- . B 1 ¥
= . - .-_...-..__..-_.-. '..
L] . . .-.-._.-..__l. - '..
" "I ) .
« s ¥
" R v - L T 'l
" . P N N '..
= . o .'._ '..
. ) ._._.__....___...___...__... A
. Fia ) ]
. . " ...-._l} “ll._.“. "..
. . \
. ' Twa" & K
F [}
i NN “» I
] B s’ aaaaa '..
.
Er- ¥
. . i T+ - LI
= -._.-l -....--_.-._.--_.- '..
. . .
. A
d .
. W W

A SETTING IS RECEIVED FROM

naaomm
.-..__nnnnn.-_l.-.._.-_
- " onn B E R
4 a2 = aom oa o
& n ononomon Bom nmomn
4 2 = a a s Mgl oy aomoa
R .
et N
R
4 a2 = aoaoa 2 a2 a2 s aa

W w e w e owompor
e s s s a & a a s

B AT AT
Ll "= = =" omom
4 2 2 2 & & a
"= = = oo omm
2 2 a2 a2 = aa

= =

. ..__.- LI amow
: PR ) Qb r AL A A e A e e s DRI R I
o NN RN NN
" Y S
N R
"R N

R

o N
.

.

E ] l“l

‘.‘l

o onon B n
3 =P W N )
N . -n-nu.._ .._“...”lll-n...__

(]
o
-
L ]
4
L
4
-

L
> a
(o]

*

He &g a2 B 2 2 a2 a
--.__..-_.__-.-_...._.__
.

atataa "y
.. .

E ]
LI |
==
‘.‘l“ll

-I-I.-I-I
]
L]
L
]
.
.
]
.
L
]
*
.
L

. ) P

.
.
4
-
&
A
.
+
L]
]
X ¥
]
.

LI I O IE NE N A N

-
&
-
-
+
[

l - -
-.i..l..l..l..l-n-i
a4 a & & & aa

]
- a2 & a 2 a = aa
Vatatalatalata et ata a Ve

L R IR I K N R

L NE IR N O

L N
22 PP

L T ——

- T e T T T o ToToToToT
ol ke o o e R R R R R R R R R R R R R R

-
ol e o o e o R R

[l A Sl A Sl Al Al A i g A A A A o e R A A Sl A A il Al Al Al A )

\

\

&

H

Tt e s

3 )



U.S. Patent Aug. 30, 2022 Sheet 13 of 22 US 11,431,857 B2

615




U.S. Patent Aug. 30, 2022 Sheet 14 of 22 US 11,431,857 B2

START RECENING RADIOWAVES ]
OF Blustooth® LOW ENERGY

TS UFP DISCOVERED FROW
. Bluetooth® LOW ENERGY SEARCH? "

DISPLAY LISTOF %F?B ﬁiSﬁB‘JEREQ

T cea&@
FRON Bluelooh LOW ENERGY SEARCH |

ﬁiﬁ?LM‘EB ON %’FP

T ACQUREWiF
CONNECTION INFORWATION

azsm.mgssm
| PROMBTING USER T |
L MOVE CLOSETOMFP |

TRTNCE RO ]
< WHICK DATA TRANSISSION >
S POSSBLE?_——




U.S. Patent Aug. 30, 2022 Sheet 15 of 22 US 11,431,857 B2

< 5 LOGH POSS

“HAS AUTHENTICATION ™

) YES ¥ —S3016

T BWEAPMODEN T N0 -
. STARTED STATE?




U.S. Patent Aug. 30, 2022 Sheet 16 of 22 US 11,431,857 B2

REMOTELY LOG INTO MFP
AND ACQUIRE SESSION D

51023

TRANSMIT USERNAME, SESSION ID

DESTINATION, SUBJECT, MESSAGE
B0DY, AND FILENAME TO MFP

" HAS DATA TRANSMISSION
~_ SUCCEEDED? = __—

"; ¥ YES y S 1025
DISPLAY ERROR RETURN TO APPLICATION
MESSAGE MENU SCREEN

-~ IS CONNECTION ™
INFORMATION OF MFP
STORED IN MOBILE

- TERMINAL? __—

 STORE ACQUERED
CONNECTION INFORMATION

(" PROCEED TO END OF PROCESSING

ON MOBILE TERMINAL



U.S. Patent Aug. 30, 2022 Sheet 17 of 22 US 11,431,857 B2

e BATA TRANSMISSION REQUEST e
e FROMMOBILETERMINALY

e st-maw —
e ORIGINALLY IN STOPPED STATE? "

54015
LI gmmsszam T ——

YESy -84016 _
CLEAR STORED SESSIONID

 ENDPROCESSING ONWFP



U.S. Patent Aug. 30, 2022 Sheet 18 of 22 US 11,431,857 B2

| GENERATE SESSION ID AND ﬁﬁwﬂﬁ GENERATED SESSION |
- IDTO MOBILE TERMINAL IN RESPONSE TO REMOTE LOGIN |

e B0 AUTHENTICATION ——<
INFORMATION OF REMOTE LOGIN AND

e AUTHENTHCATBGN INFORMATION OF LGCAL P,

— wﬁm MATCH EACH QTHER? . |
YES ¥ sgmﬁ |
- ﬁEGUEﬁT”“~-_ NO
RECEWED FIRST? > o
' 52015 1-52025 5

YE

- SM%E SESSION ﬁS S
“~_REQUEST REGEWEI
me -

STORE 858830?‘5 HE

PROCEED TO STEP 54008




U.S. Patent Aug. 30, 2022 Sheet 19 of 22 US 11,431,857 B2




U.S. Patent Aug. 30, 2022 Sheet 20 of 22 US 11,431,857 B2

START RECENING RADIO WAVES
OF Eme‘iﬁath@ LOW ENERGY

P, swmscwﬁm ~—
“~—___Bluetoot LOW ENERGY SEARCH? "

READ T O CG&E@
DISPLAYED ON FP

DISPLAY LISTOF MF?S DiSﬁG‘J’EREB
FROM Blustooth® LGW ENERGY $EAF’£QH

COUREWE
CONNECTION NFORIATION

SELECT MFP CDRHESPG&E (NG
0 TﬁﬁﬂSNiSSiﬂN DESTINATION

e QESTQNGE Fﬁﬁ el | . 5 QERM%EQS;&GE g
<< WHICH DATA TRANSIISSION _>"—={ PROMPTING USER TO |
— iSPGSSEBLE? e | MOVE CLOSETOMFP |




U.S. Patent Aug. 30, 2022 Sheet 21 of 22 US 11,431,857 B2

< 5 LOGH POSS

“HAS AUTHENTICATION ™

) YES ¥ —S3016

T BWEAPMODEN T N0 -
. STARTED STATE?




U.S. Patent Aug. 30, 2022 Sheet 22 of 22 US 11,431,857 B2

T ammmsaazsszmsﬁﬁ@ﬂss? T ———
— meﬁan,marﬁmw I

RETURN ERRQR 10
MOBILE TERMINAL

I HE~§.FPEE?J —
e ORIGNALLYNSTOPPEDSTATE?

STOP Wi AP WODE

(B PROCESSNG ON UFP )



US 11,431,857 B2

1

INFORMATION TERMINAL CONFIGURED
TO TRANSMIT DATA WITH USE OF
WIRELESS COMMUNICATION, IMAGE
PROCESSING APPARATUS, IMAGE
PROCESSING SYSTEM, AND STORAGE
MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 16/549,648, which was filed on Aug. 23, 2019,
which 1s a continuation of U.S. patent application Ser. No.
15/451,213, which was filed on Mar. 6, 2017 and 1ssued as
U.S. Pat. No. 10,447,870 on Oct. 15, 2019, and which claims
priority to Japanese Patent Application No. 2016-048340,
which was filed on Mar. 11, 2016. These applications are
hereby incorporated by reference herein in their entireties.

BACKGROUND

Field

The present disclosure relates to an information process-
ing technique using wireless communication.

Description of the Related Art

It 1s becoming common that multifunctional peripheral
apparatuses (heremafter referred to as “MFP”) are provided
with a function of transmitting data of an 1mage of an
original document read in by a scanner to a set transmission
destination (hereinafter referred to as a transmission func-
tion).

In recent years, there have been increasing needs for
utilizing data 1n a mobile terminal for use on the MFP, which
has led to emergence of a function of enabling the MFP and
the mobile terminal to cooperate with each other, e.g., a
function discussed in Japanese Patent Application Laid-
Open No. 2015-207875.

The MFP discussed in Japanese Patent Application Laid-
Open No. 2015-207875 recerves data containing a transmis-
sion destination of an electronic mail (E-mail) or the like
from the mobile terminal via wireless communication. The
MEFP sets the transmission destination to which the MFP
transmits original document image data based on the
received data.

In some 1nstances, MFPs will, 1n view of security issues,
conduct authentication management requiring a user’s login
as a prerequisite. Such MFPs determine whether to permait
the user’s login based on user credential information
received from the user. Once the user’s login 1s permitted,
the MEP 1s brought into a state where each function included
in the MFP, such as a copy function and/or the transmission
function, can be used via an operation panel of the MFP.

SUMMARY

According to an aspect of the present invention, a control
method for controlling an information terminal includes
transmitting information relating to user authentication to an
image processing apparatus by a first communication
method for short-range wireless communication, wherein
the 1image processing apparatus performs processing for the
user authentication with use of the transmitted information
relating to the user authentication, and, upon condition that
the user authentication has succeeded, the 1mage processing,
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apparatus transitions to a status i which at least one
function included 1n the 1image processing apparatus can be
used via an operation unit of the image processing apparatus,
and transmitting data to be used in any one of individual
functions included 1n the 1mage processing apparatus to the
1mage processing apparatus based on receipt of information
indicating the successiul user authentication from the image
processing apparatus, wherein the 1mage processing appa-
ratus uses the transmitted data as a setting of the at least one
function of the 1image processing apparatus that corresponds
to the data.

Further features will become apparent from the following
description of exemplary embodiments with reference to the
attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example of a configuration of a
system to which an exemplary embodiment 1s applicable.

FIG. 2 1s a block diagram illustrating a hardware con-
figuration of a multifunction peripheral (MFEP).

FIG. 3 1s a block diagram illustrating a hardware con-
figuration of a mobile terminal.

FIGS. 4A and 4B are block diagrams 1llustrating software
configurations of the MFP and the mobile terminal, respec-
tively.

FIG. § 1illustrates examples of services of Bluetooth that
the MFP includes.

FIG. 6 illustrates an example of an application menu
screen ol the mobile terminal.

FIG. 7 illustrates an application setting screen of the
mobile terminal.

FIG. 8 illustrates an example of a screen of the mobile
terminal for transmitting a destination.

FIG. 9 illustrates an example of a screen transition on the
MEFP regarding a login and a logout.

FIGS. 10A and 10B illustrate an example of a screen of
the MFP displaying information for a Wireless Fidelity
(W1-F1®) connection.

FIGS. 11A and 11B 1illustrate an example of a transmis-
sion screen of the MFP.

FIG. 12 illustrates an example of a pop-up screen dis-
played on the MFP when data 1s received from the mobile
terminal.

FIG. 13 illustrates an example of an address book screen
of the MFP

FIGS. 14 (14A and 14B) 1s a flowchart illustrating an
example of processing of a destination transmission function
on the mobile terminal side.

FIG. 15 1s a flowchart exemplarly illustrating details of a
process performed 1n step S3022 illustrated in FIGS. 14
(14A and 14B).

FIG. 16 1s a flowchart 1llustrating an example of process-
ing of the destination transmission function on the MFP side.

FIG. 17 1s a flowchart exemplanly illustrating details of a
process performed 1n step S4008 illustrated in FIG. 16.

FIG. 18 illustrates an example of a print screen of the
mobile terminal.

FIGS. 19 (19A and 19B) 1s a flowchart illustrating an
example of processing of a print function on the mobile
terminal side.

FIG. 20 1s a flowchart 1llustrating an example of process-
ing of the print function on the MFP side.

DESCRIPTION OF TH

EMBODIMENTS

(Ll

Exemplary embodiments will be described below with
reference to the drawings.
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For an MFP configured to conduct authentication man-
agement that requires a user’s login as a prerequisite, the
user’s login to the MFP becomes necessary even when a
mobile terminal transmits data, e.g., a destination of an
clectronic mail (E-mail), to the MFP.

When performing processing in cooperation with the
mobile terminal on the MFP configured to conduct the
authentication management that requires the user’s login as
the prerequisite, a user typically transmits the data to the

MEFP by logging into the MFP and then operating the mobile
terminal. The user typically performs the operation directed
to the MFP and the operation directed to the mobile terminal,
which makes the procedure cumbersome.

Under these circumstances, the present inventor(s) have
considered, 1n view of the recent widespread use of mobile
terminals equipped with a wireless communication function,
enabling the user to log into the MFP from the mobile
terminal and transmit data from the mobile terminal to the
MFP would improve convenience and would address the
above-described conventional operability. In other words,
the present mventor(s) have considered that enabling the
user to log into the MFP and transmit the data to the MFP
by simply performing the user operation from the mobile
terminal would simplify the conventional cumbersome user
operation necessitating the user operations directed to the
two devices, making this technique more user-friendly.

In light of the above, exemplary embodiments described
below are constructed to, 1n a cooperation between an
information processing apparatus and an external apparatus,
cnable the user to easily achieve the cooperation with the
mobile terminal via wireless communication suitable for a
situation without being forced to engage 1n a cumbersome
operation.

After logging into the MFP, the user can perform pro-
cessing by selecting any of individual functions included 1n
the MFP from an operation panel of the MFP. Therefore, the
user will typically log 1n while staying close to the MFEP.

Theretfore, login from a user located at a position away
from the MFP 1s typically not permitted, even when the MEFP
1s configured to enable the user to log into the MFP wvia
wireless communication. In other words, wireless commu-
nication covering a relatively narrow communication range
1s more suitable for the login using the wireless communi-
cation than wireless communication covering a relatively
wide communication range.

When the user transmits data from the mobile terminal to
the MFP via wireless communication, the amount of data
being transmitted can be large. In other words, high-speed
wireless communication, which can transmit a large amount
of data 1n a short time period, 1s suitable for the wireless
communication to be used to transmit the data. In this
manner, a characteristic of the wireless communication 1s
different between when the login 1s attempted from the
mobile terminal to the MFP and when the data 1s transmitted
from the mobile terminal to the MFEP.

The exemplary embodiments described below are con-
structed to, in the cooperation between an information
processing apparatus and an external apparatus, enable a
user to easily achieve the cooperation with the mobile
terminal via wireless communication suitable for the situa-
tion without being forced to engage 1n cumbersome opera-
tion(s).
<System Configuration According to First Exemplary
Embodiment>

FIG. 1 1llustrates one example of a configuration of a
system to which a first exemplary embodiment 1s applicable.
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As exemplified 1n FIG. 1, 1n the system according to the
present exemplary embodlment a mobile terminal 101, an
MEFP 102, and an access point 103 are communicable via
respectively corresponding Wi-Fi® communication (com-
munication in conformity to the communication standards
defined as the Institute of Electrical and Electronics Engi-
neers (IEEE) 802.11 series). The configuration illustrated in
FIG. 1 1s merely an example of a common configuration.
Therefore, for example, the mobile terminal (a portable
terminal) 101 can be any other type of information appara-
tus.

The mobile terminal 101 and the MFP 102 can connect to
and communicate with each other 1n the Wi-Fi® 1nfrastruc-
ture mode via the access point 103. The MFP 102 can itself
operate 1n the access point mode of Wi-Fi®, 1.e., the Wi-Fi®
AP mode. In this case, the mobile terminal 101 and the MFP
102 can also directly connect to and communicate with each
other via the direct Wi-Fi® connection without using the
access point 103. The Wi-Fi® AP mode 1s also called the
soltware access point mode.

Next, hardware configurations of the MFP 102 and the
mobile terminal 101 will be described with reference to
FIGS. 2 and 3, respectively.
<Hardware Configuration of MFP 102>

FIG. 2 illustrates one example of the hardware configu-
ration of the MFP 102.

As 1llustrated 1n FIG. 2, the MFP 102 includes a central
processing unit (CPU) 201, which executes software stored
in a read only memory (ROM) 202 or, for example, a hard
disk (a hard disk drive (HDD)) 213. The CPU 201 compre-
hensively controls each device connected to a system bus
216.

A random access memory (RAM) 203 functions as a main
memory, a work area, and/or the like of the CPU 201. An
operation unit controller 208 controls, for example, various

kinds of buttons (not illustrated), or an operation panel 209
and a display 211 provided on the MFP 102. A disk con-
troller 212 controls the HDD 213. The HDD 213 can also be
used as a location where an 1mage 1s temporarily stored. The
MEFP 102 can include another storage device, such as a solid
state drive (SSD), instead of or together with the HDD 213.

A network mtertace (I/F) 207 bi-directionally exchanges
data with another network apparatus, a file server, or the like
via a network 220.

The MFP 102 also includes a wireless local area network
(LAN) I’F 206. When operating in the infrastructure mode,
the wireless LAN I/F 206 connects to the network 220 via
an access point, and bi-directionally exchanges data with
another network apparatus, a file server, or the like via the
access point. When the wireless LAN I/F 206 1s operating 1n
the W1-Fi® AP mode, the MFP 102 can operate as the access
point, and carry out the wireless communication connection
directly with the mobile terminal 101 or the like. In other
words, the MFP 102 includes a function of carrying out the
communication between the mobile terminal 101 and the
MEFP 102 without going through an access point outside the
mobile terminal 101 and the MFP 102. This communication
function 1s enabled, as described 1n detail below, when the
MEFP 102 recerves a request to start the Wi-F1i® AP mode
from the mobile terminal 101.

A printer 214 1s a printing unit for printing data onto paper
or the like that 1s realized by, for example, an electropho-
tographic method. The printing method however 1s not
limited to the electrophotographic method, and can be any
printing method.

A scanner 215 1s an 1image reading unit for reading in an

image printed on paper or the like. In many cases, the
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scanner 215 1s equipped with an automatic document feeder
(ADF) (not illustrated) as an option, and can automatically

read 1n a plurality of original documents.

The MFP 102 also includes a Bluetooth® I/'F 205. The
MEFP 102 can transmit and receive data to and from various
kinds of peripheral devices via the Bluetooth® I'F 203.
Regarding Bluetooth®, devices supporting Bluetooth® Low
Energy designed for power saving communication have
started becoming also common 1n recent years.
<Hardware Configuration of Mobile Terminal 101>

FIG. 3 illustrates one example of the hardware configu-
ration of the mobile terminal 101. The mobile terminal 101
according to the present exemplary embodiment 1s assumed
to be an apparatus such as a smart-phone and a tablet-type
computer, but can be any other apparatus as long as it 1s an
information processing apparatus that carries out Wi-Fi®
communication and Bluetooth® Low Energy communica-

tion.

Referring to FIG. 3, the mobile terminal 101 includes a
CPU 307. The CPU 307 reads out a control program stored

in a flash memory 310, and performs various kinds of
processing for controlling an operation of the mobile termi-
nal 101. The flash memory 310 stores the control program.
A RAM 309 15 used as a temporary storage area, such as a
main memory and a work area of the CPU 307. The flash
memory 310 1s also used to store various kinds of data, such
as digital images and electronic documents.

An operation panel 301 includes a touch panel function
that detects, for example, a user touch operation, and dis-
plays various kinds of screens provided by an operating
system (OS) and various kinds of applications, e.g., an
E-mail transmission application. The user can imput a
desired operation 1nstruction to the mobile terminal 101 by
inputting the touch operation onto the operation panel 301.
The mobile terminal 101 1ncludes a not-1llustrated hardware
key, and the user can also input the operation instruction to
the mobile terminal 101 using this hardware key. The user
can also input the instruction with a voice from a not-
illustrated microphone.

A camera 304 captures an 1mage according to an 1maging
instruction from the user. The 1image captured by the camera
304 i1s stored 1n a predetermined area 1n the flash memory
310. The CPU 307 can also acquire information from a
Quick Response (QR) Code® read out by the camera 304
with use of a program capable of analyzing the QR Code®.

The mobile terminal 101 also includes a Bluetooth® I/F
306. The mobile terminal 101 can transmit and receive data
to and from various kinds of peripheral devices via the
Bluetooth® I/F 306. The Bluetooth® I'F 306 can support
Bluetooth® Low Energy communication. The mobile ter-
minal 101 also includes a wireless LAN I/F 311. The mobile
terminal 101 can transmit and receive data to and from
various kinds of peripheral devices via the wireless LAN I/F
311. The wireless LAN I'F 311 can connect to the MFP 102
via the access point 103 or directly without going through
the access point 103.
<Software Configurations According to Present Exemplary
Embodiment>

Next, software configurations of the MFP 102 and the
mobile terminal 101 will be described with reference to
FIGS. 4A and 4B, respectively.

FI1G. 4A 1s a block diagram 1illustrating one example of the
software configuration of the MFP 102 and a data area
managed by the software. The CPU 201 executes the pro-
gram stored in the ROM 202 or the like, by which the
software 1llustrated 1n FIG. 4A functions.
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In FIG. 4A, a platform 806 can be constructed 1n the form
of including an operating system, such as Linux®, a JAVA®
virtual machine, an Open Services Gateway intiative
(OS(G1) framework, and/or a group of device drivers. The
platiorm 806 includes device drivers for controlling various
kinds of hardware, and provides an application program-
ming interface (API) for using the hardware to an applica-
tion running on the platform 806.

For example, the Bluetooth® control unit 807 1s a device
driver for controlling the Bluetooth® I'F 205. A network
control unit 808 1s a device dniver for controlling the
wireless LAN I/F 206 and the network I/'F 207. In addition,

while not 1llustrated, a printer module for controlling the
printer 214, a scanner module for controlling the scanner
215, and the like are also prepared 1n the platform 806. The
platform 806 also provides an API for reading and writing
data from and 1nto a document 809 and a print job 810 to the
application. The document 809 and the print job 810 indicate

data areas of data managed while being recorded in the
RAM 203 or the HDD 213 by the platform 806.

Copy 801, transmission 802, and print 803 are applica-
tions that run on the platform 806, and display user inter-
faces for presenting various kinds of functions on the display
211. For example, the copy 801 carries out copying by
controlling the scanner 215 and the printer 214 wvia the
platform 806. The transmission 802 provides a function of
transmitting the read document data to the network 220 by
controlling the scanner 215 and the network I'F 207. The
print 803 provides a function for printing the document data

stored 1n the document 809 and a print job held in the print
j0b 810.

A menu 800 1s a module that displays a menu for selecting
an application, e.g., the copy 801, the transmission 802, and
the print 803, from the display 211. A remote user interface
(UI) 811 provides a user interface for managing settings of
the MFP 102 and a user interface for printing the document
data stored 1n the document 809 to, for example, the mobile
terminal 101. A login service 804 1s a module that provides
a login function for using the MFP 102. A user account 805
indicates a data area of data managed while being recorded
in the RAM 203 or the HDD 213 by the login service 804.
<Description of Overview of Login Service 804>

The login service 804 includes (1) a function of managing,
a user account, (2) a local login function, (3) a login function
for accessing a service of the Bluetooth® Low Energy
communication, and (4) a remote login function.

(1) Function of Managing User Account

The login service 804 provides a user interface to the user
for registering and managing the user’s account. The login
service 804 records information registered via the user
interface in the user account 805 and manages 1t. Examples
of the managed information include a username, a password,
and a role, like examples 1ndicated in the following table 1
(a user information list).

TABLE 1

User Information List

Username Password Role

Alice Passwordl Administrator
Bob Password? General User
Carol Password3 General User
Dave Password4 (Guest User
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(2) Local Login Function

The login service 804 provides a login/logout function to
the user using the operation unit. The login service 804
displays a login screen 701 (FIG. 9) on the display 211, and
blocks a user not logged in from using the function. The
number of users permitted to locally log 1n at the same time
1s one, and a plurality of users cannot locally log in at the
same time. IT the user’s login succeeds, the login service 804
causes the display 211 to transition from the login screen 701
to a menu screen 7035 (FIG. 9), thereby bring the MEFP 102
into a status where the user can use the MFP 102. The login
service 804 provides a plurality of login methods as methods
for locally logging 1n. For example, the login service 804
provides the login methods like the following examples:
a. Keyboard Login Method
11) The login service 804 performs login processing by
displaying a soitware keyboard on the login screen 701 on
the display 211, acquiring the username and the password
input thereon, and authenticating the user.
b. Mobile Login Method
111) The login service 804 performs login processing by
receiving a login request together with user authentication
information from the mobile terminal 101 via the Blu-
ctooth® Low Energy communication, and authenticating the
user.
1v) The login service 804 1s a mechanism that permits or
rejects the login depending on a status of the MFP 102 when
the above-described login i1s attempted. The MFP 102
records StatusID indicated in the following table 2 (a list of
statuses 1n which the login 1s possible or impossible) into the
RAM 203, and manages 1t. The mobile login 1s realized with
use of a user authentication service 1000 1llustrated in FIG.

5, which will be described below.

TABLE 2

List of Statuses 1n which Login 1s Possible or Impossible

StatusID Meaning

1 Login 1s possible

2 Login i1s impossible because another user i1s logged 1n

3 Login 1s impossible because the login screen 1s not displayed
NOW

4 Login 1s impossible because the mobile login 1s prohibited

The MFP 102 conducts status management that controls
the status of the MFP 102 1n such a manner that the status
transitions to a status capable of recerving the transmission
of the data from the mobile terminal 101 based on whether
the local login processing has succeeded. More specifically,
the MFP 102 controls the status of the MFP 102 1n such a
manner that the status remains a status incapable of receiv-
ing the transmission of the data from the mobile terminal
101 1f no user 1s locally logged i, and transitions to the
status capable of receiving the transmission of the data from
the mobile terminal 101 1f the local login succeeds.

The login service 804 includes the following plurality of
methods as logout methods after the local login:

A method that displays a logout button on the operation
panel 209 and performs logout processing upon detecting,
that the button 1s pressed.

A method that performs the logout processing 11 no opera-
tion 1s input on the operation panel 209 and the display 211
for a predetermined time period.

A method that performs the logout processing 1n response to
a logout request from the mobile terminal 101.
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After the logout processing, the login service 804 displays
the login screen 701.

(3) Remote Login Function

The login service 804 provides a login/logout function
when the remote UI 811 1s used with regard to the remote
login function. For example, when detecting access from the
mobile terminal 101 to the remote Ul 811, the login service
804 transmits a login screen written in Hypertext Markup
Language (HTML) to the mobile terminal 101. The login
service 804 acquires a username and a password input on the
above-described login screen and authenticates the user,
thereby permitting the login to the remote Ul 811. The login
service 804 1s configured to allow a plurality of users to
remotely log 1 at the same time with regard to the remote
login function.

(4) Login Function for Accessing Service ol Bluetooth®
Low Energy Communication

The login service 804 provides a login/logout function for
accessing a service published via Bluetooth® Low Energy
(FIG. 5) with regard to the login function for accessing the
service of the Bluetooth® Low Energy communication. The
present function also carries out the authentication via the
Bluetooth® Low Energy communication, but does not
switch the screen displayed on the display 211 after the
login, unlike the “mobile login method™ 1n the local login
function.
<Software Configuration of Mobile Terminal 101>

FIG. 4B 15 a block diagram 1llustrating one example of the
soltware configuration of the mobile terminal 101.

The mobile terminal 101 includes a platform 902 and an
MEFP cooperation application (hereinafter referred to as an
application) 900 as software. The CPU 307 executes the
program stored in the flash memory 310, by which the
platform 902 functions. The application 900 1s also a pro-
gram stored 1n the flash memory 310, and functions by being
executed by the CPU 307 under control by the platform 902.
The platform 902 can be embodied by a platform (an OS
1 the like) such as Android® and 10S®. The platform 902

and
udes a group of device drivers for controlling various

1NC.
kinds of hardware of the mobile terminal 101, and provides
APIs for using the various kinds of hardware to the appli-
cation 900 running on the platform 902.

The application 900 1s software that performs each pro-
cessing by controlling the hardware of the mobile terminal
101 wvia the API provided by the plattorm 902. More
specifically, the application 900 requests the platform 902 to
perform processing via the API, and the platform 902
performs the desired processing by the hardware using a
device driver according to a content of the requested pro-
cessing. Then, the platform 902 returns a result of this
processing to the application 900 via the API.

In the present exemplary embodiment, the group of
device drivers includes a Bluetooth® control unit 903 and a
wireless network control umt 904. The Bluetooth® control
unit 903 1s a device driver for controlling the Bluetooth® I/F
306. The wireless network control unit 904 1s a device driver
for controlling the wireless LAN I/F 311.

To carry out the data transmission and reception with an
apparatus external to the mobile terminal 101, ¢.g., the MFP
102, via the Bluetooth® Lowe Energy communication, the
application 900 first requests the platform 902 to carry out
the data transmission and reception with the external appa-
ratus via the Bluetooth® Low Energy communication. Then,
the platform 902 controls the Bluetooth® I/F 306 with the
Bluetooth® control unit 903 to carry out the data transmis-
sion and reception with the external apparatus via the

Bluetooth® Low Energy communication. In the following
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description, unless otherwise indicated, the data transmis-
sion and reception between the application 900 and the
external apparatus are assumed to be carried out via the
Bluetooth® Low Energy communication according to such
a processing procedure when the application 900 carries out
the data transmission and reception with the external appa-
ratus via the Bluetooth® Low Energy communication.

To carry out the data transmission and reception with an
apparatus external to the mobile terminal 101, e.g., the MFP
102, via the Wi-Fi® communication, the application 900
first requests the platform 902 to carry out the data trans-
mission and reception with this external apparatus via the
Wi-Fi® communication. Then, the platform 902 controls the
wireless LAN I'F 311 using the wireless network control
unit 904 to carry out the data transmission and reception
with the external apparatus via the Wi1-Fi® communication.
In the following description, unless otherwise indicated, the
data transmission and reception between the application 900
and the external apparatus are assumed to be carried out via
the W1-Fi® communication according to such a processing
procedure when the application 900 carries out the data
transmission and reception with the external apparatus via
the W1-F1i® communication.

The application 900 includes, for example, the following
functions:

(1) A function of connecting to the MFP 102 wvia the
Bluetooth® Low Energy communication and 1ssuing the
login request and the logout request. The user can prerecord
the user authentication information (the username and the
password) to be used at the time of the login request into the
flash memory 310 as authentication information 901 with
use of the application 900. For example, the user prerecords
information like examples indicated in the following table 3

(authentication information):

TABLE 3

Authentication Information

[tem Value
Username Alice
Password Passwordl

1) (2) A function of connecting to the MFP 102 via the
Bluetooth® Low Energy communication and performing
processing for starting/stopping the Wi-Fi® AP mode. A
Wi-Fi® AP mode start/stop service 1006 illustrated in FIG.

5 1s used 1n this processing. Details thereot will be described
below.

11) (3) A function of launching a web browser 905 and
connecting to the remote UI 811.

1v) (4) A function of transmitting information such as
destination data registered with an address book 906 of the
mobile terminal 101, a subject, a message body, and a name
of an attached file when an F-mail 1s transmaitted, to the MFP
102 using the Wi-F1® communication. In the present exem-
plary embodiment, the address book 906 1s managed by the
application 900, but can be managed by the platform 902. In
this case, the application 900 1s configured to request the
destination data 1n the address book 906 to the platform 902
to acquire the destination data registered with the address
book 906. Assume that the application 900 holds, for
example, a setting value like examples indicated in the
tollowing table 4 (a list of Bluetooth® connection settings
for the destination transmission). The following table 4
means that, when the data, e.g., the destination, 1s transmuit-
ted using the Bluetooth® Low Energy communication, this
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transmission 1s possible only when a distance between the
mobile terminal 101 and the MFP 102 1s less than 50 cm.
The mobile terminal 101 1s configured 1n such a manner that
the data transmission can be used only when the distance 1s
less than 50 cm for the purpose of guaranteeing that the user
using the data transmission stays by the MFP 102. This 1s
because, 1f the destination transmission can be used from a
distant location contrary thereto, the destination can be
unknowingly set to the MFP 102 while another user 1s using
the MFP 102, and the E-mail can be accidentally transmuit-
ted. In the present exemplary embodiment, the mobile

terminal 101 estimates the distance between the mobile
terminal 101 and the MFP 102 using the Bluetooth® Low
Energy communication before attempting the login of the
above-described tunction (1). Then, the distance 1s estimated
to be less than a predetermined distance (less than 50 cm 1n
the example indicated in the table 4), the mobile terminal
101 attempts the login of the above-described function (1).
If this distance 1s estimated to be the predetermined distance
or longer, the mobile terminal 101 does not attempt the login
of the above-described function (1).

TABLE 4

List of Bluetooth ® Connection Settings
for Destination Transmission

Distance Status

Less than 50 ¢cm Data transmission 1s possible
Greater than or equal to 50 cm Data transmuission is impossible

The mobile terminal 101 can be configured 1n such a
manner that the user of the mobile terminal 101 can change
the distance in the above-described list of Bluetooth® con-
nection settings for the destination transmission, or can be
configured to acquire the setting from the MFP 102. The
mobile terminal 101 uses a received signal strength indicator
(RSSI) (a strength of a received signal) of Bluetooth® 1ssued
from the MFP 102 for the measurement of the distance from
the MFP 102. For example, data indicating a relationship
between the RSSI and the distance from the MFP 102 can be
created like data indicated 1n the following table 5 (a list of
RSSIs and estimated distances), with use of such a property
that, as the distance between the MFP 102 and the mobile
terminal 101 increases, the RSSI attenuates. Then, the
mobile terminal 101 measures the distance from the MFP
102 by using this data.

TABLE 5

List of RSSIs and Estimated Distances

RSSI (dBm) Estimated Distance
—-40 10 cm
—-50 S50 cm
-59 1 m
-62 2 m

<Functions and Services of Bluetooth® that MFP 102
Includes>

When the MFP 102 according to the present exemplary
embodiment 1s powered on, the platform 806 activates
Bluetooth® and transmits an advertising packet ol Blu-
ctooth® at predetermined time intervals via the Bluetooth®
control unit 807. The advertising packet contains data like
the following examples: Local Name: indicates a device

name or the like, such as “Canxn MFP CXXX”.
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Manufacturer Specific Data: an 1dentifier of a company and
arbitrary data are stored therein.

TX Power Level: mdicates a strength of transmitted radio
waves, such as =38 dBm.

Service Universally Unique Identifiers (UUIDs): indicate
UUIDs 1dentifying tunctions of the device.

FIG. 5 illustrates one example of services ol the Blu-
ctooth® Low Energy communication that the MFP 102
includes.

The MFP 102 according to the present exemplary embodi-
ment publishes various kinds of services defined 1n Generic
Attribute Profile (GATT) to the mobile terminal 101 con-
nected via the Bluetooth® Low Energy communication.
These services are the user authentication service 1000, the
Wi-Fi® AP mode start/stop service 1006, and a Wi-Fi®
connection 1nformation acquisition service 1008. Next,
details thereof will be described.

First, the user authentication service 1000 will be
described.

The user authentication service 1000 includes the follow-
ing characteristics defined in the GAT'T profile. A profile and
a characteristic in GATT are 1n a relationship to each other
like a relationship between a class and a member variable 1n
an object-oriented concept. The login service 804 reads and
writes a value of each of the characteristics via the API
provided by the platform 806 and the Bluetooth® control
unit 807.

StatusID 1001 1s a characteristic indicating a status
regarding whether the login to the MFEP 102 1s possible. The
mobile terminal 101 acquires StatusID 1001 by a read
operation, thereby acquiring the status regarding whether the
login to the MFEFP 102 1s possible. The MFP 102 stores the
value indicated 1n the table 2 (the list of statuses 1n which the
login 1s possible or impossible) as the value of StatusID
1001. The login service 804 changes this value according to
a change in the status. When the value 1s changed, the
Bluetooth® control unit 807 notifies the currently connected
mobile terminal 101 of the change 1n the value by Notifi-
cation 1n Attribute Protocol (ATT).

UserName 1002 and Password 1003 are characteristics
used for the mobile terminal 101 to 1nput the username and
the password by a write operation when issuing the login
request, respectively. UserName 1002 and Password 1003
can be configured as characteristics requiring encryption for
a write operation.

RequestID 1004 1s a characteristic used for the mobile
terminal 101 to mput a request to the user authentication
service 1000 by a write operation. For example, the mobile
terminal 101 inputs a value of RequestlD, like examples
indicated 1n the following table 6 (a list of RequestIDs) into
RequestID 1004 by a write operation as the request to the
user authentication service 1000.

TABLE 6

[ist of RequestIDs

RequestID Meaning
1 Login Request
2 Logout Request
3 Login Request for Accessing Bluetooth Service

ResultID 1005 1s a characteristic used for the MFP 102 to
store an authentication result when carrying out the user
authentication (whether the user authentication succeeds) 1n
response to the login request from the mobile terminal 101.

For example, the MFP 102 stores a value of ResultlD like
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examples indicated i1n the following table 7 (a list of
ResultlDs) into ResultID 1005 as the authentication result.

TABLE 7

List of ResultIDs

ResultID Meaning
1 Success m Login
2 Failure 1n Login
3 Cancel
4 Another Error

When the MFP 102 stores the authentication result nto
ResultID 1005, the Bluetooth® control unit 807 notifies the
currently connected mobile terminal 101 of the change in the

value of the authentication result by Notification 1n ATT.
Next, the Wi1-Fi® AP mode start/stop service 1006 will be

described.

The W1-Fi® AP mode start/stop service 1006 includes the
following characteristic defined in the GATT profile.

Status 1007 stores therein a value like examples indicated
in the following table 8 (a list of Statuses of the Wi-Fi® AP
mode).

TABLE 8

List of Statuses of the Wi-F1 ® AP mode

Status Meaning
1 Started Status
2 Stopped Status

The MFP 102 provides a function of enabling the direct
Wi-F1® connection between the MFP 102 and the mobile
terminal 101 according to a request from the mobile terminal
101 using the Bluetooth® Low Energy communication by
the W1-Fi® AP mode start/stop service 1006.

Next, the Wi1-Fi® connection information acquisition ser-
vice 1008 will be described.

The Wi-Fi® connection information acquisition service
1008 includes the following characteristics defined 1n the
GATT profile.

Primary IP Address 1009 and Primary MAC address 1010
are characteristics indicating an Internet Protocol (IP)
address and a media access control (MAC) address when the
MFP 102 1s connected to the access poimnt 103 in the
infrastructure mode, respectively.

SSID 1011 and KEY 1012 are characteristics indicating
an 1dentifier (a service set identifier (SSID)) 1dentilying a
direct network and a key for connecting to the direct network
when the MFP 102 1s in operation in the Wi1-Fi® AP mode,
respectively.

Direct IP Address 1013 and Direct MAC Address 1014

are characteristics indicating an IP address and a MAC
address when the MFP 102 1s 1n operation 1in the Wi1-Fi® AP
mode, respectively.
<Screens of Mobile Terminal 101>

Screens of the mobile terminal 101 will be described with
reference to FIGS. 6, 7, and 8.
<Application Menu Screen of Mobile Terminal 101>

FIG. 6 illustrates one example of a mobile application
menu screen 406 on the mobile terminal 101. The user can
select a setting of a mobile application and a function that
the user wants to use using the present screen. This screen
1s displayed, for example, when the mobile application 1s
launched.
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Function selection buttons 401, 402, 403, and 404 are
cach a button with which the user can i1ssue an instruction to
start use of a function provided by the mobile application.

For example, the function selection button 401 1s a button
for selecting a “destination transmission” application for
setting the destination and the mail information to be trans-
mitted from the mobile terminal 101 to the MFP 102. When
the function selection button 401 1s pressed, the mobile
terminal 101 causes the screen to transition to a destination
transmission screen 480 1llustrated in FIG. 8, which will be
described below.

The function selection button 402 1s a button for selecting

a “print” application for transmitting print data from the
mobile terminal 101 to the MFP 102. When the function

selection button 402 1s pressed, the mobile terminal 101

causes the screen to transition to a print screen 1llustrated 1n
FIG. 18, which will be described below. The function

corresponding to this function selection button 402 will be
described 1n a description of a second exemplary embodi-
ment.

The tunction selection buttons 403 and 404 are buttons for
selecting an application A and an application B, respectively.

The mobile terminal 101 keeps a record of each MFEP that
the mobile application has ever previously communicated
with 1n the flash memory 310, and an MFP list display
section 405 displays a list thereof. The user can specily the
MFP 102 that 1s the communication destination by selecting
it from this MFP list display unit 405.

When a mobile application setting button 407 1s pressed,
the mobile terminal 101 causes the screen to transition to a
screen 450 for setting the mobile application, which 1s
illustrated 1n FIG. 7.
<Application Setting Screen of Mobile Terminal 101>

FI1G. 7 1llustrates one example of the mobile application
setting screen 4350 on the mobile terminal 101.

When the user presses an application setting button 412,
the mobile terminal 101 displays a list of setting 1tems of the
mobile application (not i1llustrated). The setting 1tems of the
mobile application include, for example, registration of a
setting of the user authentication information (the authenti-
cation information such as the example indicated 1n the table
3) for the MFP 102.

When the user presses a return button 411, the mobile
terminal 101 holds the setting of the mobile application
configured via the mobile application setting screen 450, and
causes the screen to transition to the mobile application
menu screen 406 1llustrated in FIG. 6.
<Destination Transmission Screen of Mobile Terminal 101>

FIG. 8 illustrates one example of the destination trans-
mission screen 480 on the mobile terminal 101.

The user can 1nput information required to transmit the
E-mail using the destination transmission screen 480.

The destination transmission screen 480 includes an
E-mail address field (*To””) 441 for selecting a destination 1n
the address book 906 stored 1n the flash memory 310 of the
mobile terminal 101 and inputting the selected destination.

A plurality of destinations can be specified at the same time
in the E-mail address field (*To”") 441.

Similarly, an E-mail address field (“Cc”) 447 1s a field for
selecting a destination 1n the address book 906 stored 1n the
mobile terminal 101 and inputting the selected destination.
A plurality of destinations can be specified at the same time

in the E-mail address field (*Cc”) 447.

Similarly, an E-mail address field (*Bcc”) 448 1s a field
for selecting a destination 1n the address book 906 stored 1n
the mobile terminal 101 and inputting the selected destina-
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tion. A plurality of destinations can be specified at the same
time 1n the E-mail address field (“Bcc™) 448.

The E-mail address field (*“10”) 441, the E-mail address
field (*“Cc”) 447, and the E-mail address field (“Bcc”) 448
can also be specified by mputting a new destination from a
soltware keyboard on the mobile terminal 101.

A subject field 442 1s a field for inputting a subject of the
E-maail.

A message body field 443 1s a field for putting a
message body of the E-mail.

A filename field 444 1s a field for inputting a name of a file
attached to the E-mail.

The user can mput a character string into the subject field
442, the message body field 443, and the filename field 444
using the software keyboard on the mobile terminal 101.

The 1nput can be entered 1nto any of the fields using not
only the software keyboard but other input methods as well,
such as voice recognition.

The system can be configured in such a manner that,
besides the information (the destination and the like)
required to transmit the E-mail 1llustrated 1n FI1G. 8, another
information, like a scan setting when the MFP 102 scans the
original document, such as a resolution and a color mode,
can also be set from the mobile terminal 101 to the MFP 102.
While details thereof will not be described herein, this
information can be set by a similar method to the informa-
tion required to transmit the E-mail.

When the user presses a button 445 for transmitting the
data to the printer, the mobile terminal 101 performs pro-
cessing for transmitting the data, such as the destination
input on the destination transmission screen 480, to the MFP
102, which will be described below with reference to FIGS.
14 (14A and 14B). Upon completing the data transmission
to the MFP 102, the mobile terminal 101 clears all of the
inputs on the destination transmission screen 480, and
returns the screen display to the mobile application menu
screen 406 illustrated 1n FIG. 6. If the data transmission
fails, the mobile terminal 101 displays an error, and keeps
the screen display presenting the destination transmission
screen 480 without clearing the inputs on the destination
transmission screen 480.
<Screens of MFP 102>

Next, screens displayed on the display 211 of the MFP
102 will be described with reference to FIGS. 9, 10A and
10B, 11A and 11B, and 12.
<Screens of MFP 102 During Login/Logout>

FIG. 9 1llustrates one example of the screens and a screen
transition regarding the login and logout.

For example, 1n a state before the user logs into the MFP
102, the MFP 102 displays the login screen 701 and waits to
receive inputs 1nto a user identification (ID) 702, a password
703, and an event that a login button 704 1s pressed, or to
receive the login request from the mobile terminal 101 via
Bluetooth®.

The MFP 102 performs the login processing upon receipt
of the pressing of the login button 704 or the login request
via Bluetooth®. Then, the MFP 102 controls the display so
as to cause the screen to transition to the menu screen 705
if the login succeeds, and display the onginally displayed
login screen 701 1f the login fails.

The menu screen 705 includes buttons for calling various
kinds of applications (a copy button 706, a transmission
button 707, and a print button 708 1n the case of the example
illustrated 1 FIG. 9), and a logout button 709. When
detecting that the logout button 709 1s pressed, the MFP 102
performs the logout processing and displays the login screen
701.
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<Portal Screen for Mobile Connection on MFP 102>
FIGS. 10A and 10B illustrate one example of a portal
screen for carrying out the Wi-Fi® connection between the
MFP 102 and the mobile terminal 101. This screen 1is
displayed by pressing a button 608 for specitying the

destination from the mobile apparatus on a transmission
screen 601 illustrated 1in FIG. 11 A, which will be described
below.

A mobile portal screen 501 includes an infrastructure
connection mode button 504 and a direct connection mode
button 505. The inirastructure connection mode button 504
1s a button for switching the screen to a display for con-
necting to the mobile terminal 101 1n the Wi1-Fi® infrastruc-
ture mode (FIG. 10B). The direct connection mode button
505 1s a button for switching the screen to a display for
connecting to the mobile terminal 101 via the Wi-Fi® direct
communication (FIG. 10A).

FIG. 10A illustrates an example of the display when the
direct connection mode button 505 1s pressed.

When the user presses a Wi-F1i® direct communication
operation button 502, the MFP 102 starts or ends the Wi-Fi®
direct communication. The example 1llustrated in FIG. 10A
indicates a state 1n which the Wi-Fi® direct communication
1s started, whereby pressing the Wi-Fi® direct communica-
tion operation button 302 results 1n the end of the Wi-Fi®
direct communication.

When the Wi-Fi® direct communication 1s started, the
MFP 102 displays information required for the Wi-Fi®
direct communication on the mobile portal screen 501, and,
along therewith, displays a QR Code® 503 1n which these
pieces of information are embedded. The information
required for the Wi-Fi® direct communication 1s, for
example, the SSID and the key, but 1s not limited thereto.
When the Wi-Fi® direct communication ends, the displays
of these pieces of information required for the Wi-Fi® direct
communication and the QR Code® 503 are removed.

FIG. 10B 1illustrates the display when the infrastructure
connection mode button 504 1s pressed. On this screen, the
MEFP 102 displays information for carrying out the Wi-Fi®
infrastructure connection between the mobile terminal 101
and the MFP 102 wvia the access pomnt 103, and, along
therewith, displays a QR Code® 506 1n which these pieces
ol information are embedded. The mformation required for
the Wi-Fi® infrastructure connection 1s, for example, the 1P
address of the MFP 102, but 1s not limited thereto.

For example, 1n the case of the Wi-Fi® direct connection,

the mobile terminal 101 can automatically acquire the SSID
and the key by reading out the QR Code® 3503, and hand

over the connection to the Wi-Fi® direct network to be
brought into a state communicable with the MFP 102.

In the case of the Wi1-Fi® infrastructure connection, the
mobile terminal 101 can automatically acquire the IP
address of the MFP 102 by reading out the QR Code® 506,
and be paired with the MFP 102 to determine the connection
destination.

As long as the Bluetooth® I/F 205 1s ready to be used on
the MFP 102, the mobile terminal 101 can acquire the same
information as the information acquirable from the above-
described QR Code® 503 or 506 using the Bluetooth® Low
Energy communication function of the mobile terminal 101,
and carry out the Wi-Fi® connection.
<Transmission Screen of MFP 102>

FIGS. 11A and 11B illustrate one example of the trans-
mission screen 601 of the MFP 102.

FIG. 11A corresponds to a display example of the screen
betfore the destination 1s set on the transmission screen 601
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of the MFP 102. For example, the user presses the trans-
mission button 707 illustrated 1n FI1G. 9 to display the screen.

In FIGS. 11 A and 11B, the transmission screen 601 1s a
screen for configuring destination and scan settings. A
destination set as the transmission destination 1s displayed 1n
the form of a list 1n a destination list 602. The destination 1s
an address of an E-mail, facsimile (FAX), a server, or the
like. The display example 1llustrated 1n FIG. 11 A indicates
the destination list 602 with the transmission destination not
yet set therein. When the user presses a destination speci-
tying button 609, the screen transitions to an address book
screen 614 1llustrated in FIG. 13, which enables the user to
select a destination from destinations registered with an
address book of the MFP 102 to add the selected destination
to the destination list 602.

Scan setting buttons 603 enable the user to change the
scan settings.

When a detailed information button 6035 1s pressed, the
MEFP 102 causes the screen to transition to a screen where
detailed information of the selected destination 1s displayed.
When a destination deletion button 606 1s pressed, the MFP
102 can delete the selected destination. When an other
settings button 607 1s pressed, the MEP 102 displays a screen
presenting a menu list of changes in the contents of the
transmission (not illustrated). When the button 608 for
specifying the destination from the mobile apparatus 1s
pressed, the MEP 102 causes the screen to transition to the
mobile portal screen 501 illustrated 1n FIG. 10A or 10B.
<Transmission Screen when Destination Data 1s Received™>

Next, a screen of the MFP 102 after the data 1s received
from the mobile terminal 101 via the Wi-F1® communica-
tion will be described with reference to FIGS. 11B and 12.

FIG. 11B corresponds to a display example of the screen
after the destination 1s set on the transmission screen 601 of
the MFP 102.

When receiving the data from the mobile terminal 101 via
the wireless LAN, the MFP 102 displays the E-mail address
contained in the recerved data in the destination list 602 on
the transmission screen 601 as illustrated 1n FIG. 11B. At
this time, the subject, the message body, the filename, and
the like contained 1n the recerved data are not displayed on
the transmission screen 601. However, the user can confirm
and correct the received transmission settings by selecting
respective transmission setting functions from the screen
presenting the menu list of changes in the contents of the
transmission (not 1llustrated), which 1s displayed by pressing
the other settings button 607.

When receiving the data from the mobile terminal 101 via
the W1-Fi® communication, the MFP 102 displays a pop-up
notifying the user that the data 1s received from the mobile
terminal 101, like an example illustrated in FIG. 12.

FIG. 12 illustrates one example of the pop-up displayed
immediately after the setting of the E-mail transmission
from the mobile terminal 101 1s reflected on the transmission
screen 601 of the MFP 102.

In FIG. 12, a message field 611 1s a field for notifying the
user that the data i1s received from the mobile apparatus.
When the user presses an OK button 612, the MFP 102
closes the pop-up including the message field 611, and
displays the transmission screen 601 1llustrated in FIG. 11B.
<Address Book Screen of MFP 102>

FIG. 13 illustrates one example of the address book screen
614 of the MFP 102. The user presses the destination
speciiying button 609, by which this screen 1s displayed.

A destination display field 615, which displays the des-
tinations registered with the address book held 1n the HDD
213 of the MFP 102, 1s prepared on the address book screen
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614, and one or more destination(s) can be selected there-
from. When the user presses an OK button 616, the MFP 102
closes the address book screen 614, and sets the destination
selected from the destination display field 615 into the
destination list 602 on the transmission screen 601 as
illustrated 1 FIG. 11B. When the user presses a cancel
button 617, the MFP 102 closes the address book screen 614,
and does not update the destination list 602 on the trans-
mission screen 601.
<Processing of Destination Transmission Function on
Mobile Terminal 101 Side>

FIGS. 14 (14A and 14B) 1s a flowchart illustrating one
example of processing of the destination transmission func-
tion on the mobile terminal 101 according to the first
exemplary embodiment. The CPU 307 executes the appli-
cation 900 under the control by the platiorm 902, by which
a series ol processes illustrated 1n the flowchart of FIGS. 14
(14A and 14B) and a flowchart of FIG. 15, which will be
described below, 1s realized. In the following description,
processing performed by the application 900 executed by the
CPU 307 will be described assuming that the application
900 serves as a performer thereof. Further, processing per-
formed by the platform 902 executed by the CPU 307 will
be described assuming that the platform 902 serves as a

performer thereof.

In step S3000, upon detecting an input into each of the
fields for mputting the E-mail addresses (441, 447, and 448
illustrated 1n FIG. 8) and the fields for mnputting the mail
information, such as the subject, the filename, and the
message body (442, 444, and 443 illustrated 1n FIG. 8) on
the operation panel 301, the application 900 stores the input
data into the RAM 309.

Next, 1n step S3001, the application 900 detects that the
button 445 for transmitting the data to the printer (FIG. 8) 1s
pressed on the operation panel 301. Upon this detection, the
processing proceeds to step S3002.

In step S3002, the application 900 starts recerving radio
waves of the Bluetooth® Low Energy communication. More
specifically, to receive the radio waves, the application 900
first requests the platform 902 to receive the radio waves of
the Bluetooth® Low Energy communication. Then, the
plattorm 902 controls the Bluetooth® I/F 306 using the
Bluetooth® control unit 903 to start receiving the radio
waves of the Bluetooth® Low Energy communication. The
application 900 starts receiving the radio waves of the
Bluetooth® Low Energy communication in this manner. The
platform 902 transiers an advertising packet of Bluetooth®
that 1s received during this started reception of the radio
waves ol the Bluetooth® Low Energy communication to the
application 900. Then, the application 900 analyzes this
received advertising packet.

Next, i step S3003, the application 900 determines
whether the iformation of Local Name and Manufacturer
Specific Data 1s contained 1n the advertising packet received
in the above-described step S3002, and the MFP 102 cor-
responding to the destination transmission 1s discovered. In
other words, the application 900 determines whether the
MFP 102 1s discovered from a Bluetooth® Low Energy
search. If the application 900 determines that the MFP 102
1s discovered from the Bluetooth® Low Energy search (YES
in step S3003), the processing proceeds to step S3006.

In step S3006, the application 900 displays a list of MFPs
102 discovered from the above-described Bluetooth® Low
Energy search on the operation panel 301.

Next, 1 step S3007, the application 900 detects that one
MEFP 102 1s selected from the displayed MFPs 102. Upon

this detection, the processing proceeds to step S3008.
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The mobile terminal 101 can be configured to, if only one
MFP 102 1s discovered from the above- descrlbed Blu-
ctooth® Low Energy search, determine that this MFP 102 1s
the MFP 102 corresponding to the destination of the trans-
mission without the user inputting the operation of selecting
the MFP 102. Alternatively, the mobile terminal 101 can be
configured to register the MFP 102 corresponding to the
destination of the data transmission with the mobile terminal
101 (store this MFP 102 in the flash memory 310) 1n
advance, and, 11 the registered MFP 102 1s discovered from
the Bluetooth® Low Energy search, determine that this MFP
102 1s the MFP 102 corresponding to the destination of the
transmission without the user mputting the operation of
selecting the MFP 102. These configurations enable the
application 900 to omit the processes 1n the above-described
steps S3006 and S3007, 1.¢., the user’s operation of selecting
the MFP 102.

In step S3008, the application 900 determines whether the
distance between the mobile terminal 101 and the MFP 102
selected 1n the above-described step S3007 15 a distance for
which the data transmission is possible. The application 900
makes this determination by determining whether the value
of the RSSI of recerved Bluetooth® Low Energy i1s lower
than a threshold value stored in the flash memory 310 (=50
dBm 1n the case of the example indicated 1n the table 5). If
the value of the RSSI 1s less than the threshold value, the
application 900 determines that this distance 1s the distance
for which the data transmission 1s possible (YES 1 step
S3008). I the value of the RSSI 1s the greater than or equal
to the threshold value, the application 900 determines that
this distance 1s not the distance for which the data transmis-
s10n 1s possible (NO 1n step S3008).

If the application 900 determines that the distance
between the mobile terminal 101 and the MFP 102 1s not the
distance for which the data transmission 1s possible in the
above-described step, (NO 1n step S3008), the processing
proceeds to step S3009. In step S3009, the application 900
displays a message promptmg the user to move closer to the
MEFP 102. Then, the processing returns to step S3008.

If the application 900 determines that the distance
between the mobile terminal 101 and the MFEP 102 1s the
distance for which the data transmission 1s possible 1n the
above-described step S3008 (YES in step S3008), the pro-
cessing proceeds to step S3010.

In this manner, only the user of the mobile terminal 101
who stays within the distance less than the threshold value
(the distance less than 350 cm 1n the present exemplary
embodiment) can log into the MFP 102 in step S3010 and
steps subsequent thereto, which can guarantee that the login
user stays in front of (close to) the MFP 102. This 1s one of
merits brought about from the use of the Bluetooth® Low
Energy communication.

In step S3010, the application 900 starts GATT commu-
nication of Bluetooth® Low Energy via the Bluetooth® I/F
306, c.g., Bluetooth® Low Energy connection. More spe-
cifically, to start the Bluetooth® Low Energy communica-
tion, the application 900 first requests the platform 902 to
start the Bluetooth® Low Energy communication with the
MEFP 102. Then, the platform 902 controls the Bluetooth®
I’F 306 using the Bluetooth® control unit 903 to start the
Bluetooth® Low Energy communication with the MFP 102.

Next, 1n step S3011, the application 900 acquires the local
login status of the MFP 102 via the Bluetooth® Low Energy
communication. More specifically, the application 900
requests the platform 902 to acquire the local login status of
the MFP 102 by accessing the user authentication service

1000 published by the MFP 102 via the Bluetooth® Low
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Energy communication and acquiring the value of the char-
acteristic indicating the local login condition (StatusID 1001
illustrated 1n FIG. §5). Then, the platform 902 acquires the
local login status of the MFP 102 by controlling the Blu-
ctooth® I/F 306 using the Bluetooth® control unit 903 to
access the user authentication service 1000 of the MFP 102
via the Bluetooth® Low Energy communication and acquire
the value of StatusID 1001, and transfers the acquired local
login status to the application 900. The application 900
acquires the local login condition of the MFP 102 via the
Bluetooth® Low Energy communication in this manner.

Next, in step S3012, the application 900 compares the
value of StatusID 1001 indicating the local login status of
the MFP 102 that has been acquired in the above-described
step S3011 with the value indicated in the table 2, and
determines whether the MEFP 102 1s 1n the status where the
login thereto 1s possible.

If the application 900 determines that the MFP 102 1s not
in the status where the login thereto 1s possible (NO 1n step
S53012), the processing proceeds to step S3023, in which the
application 900 cuts off the Bluetooth® Low Energy com-
munication. More specifically, to cut off the Bluetooth®
Low Energy communication, the application 900 (first
requests the platform 902 to cut off the Bluetooth® Low
Energy communication with the MFP 102. Then, the plat-
form 902 controls the Bluetooth® I/'F 306 using the Blu-
ctooth® control unit 903 to cut off the Bluetooth® Low
Energy communication with the MFP 102. The application
900 cuts off the Bluetooth® Low Energy communication 1n
this manner. After cutting ofl the Bluetooth® Low Energy
communication, the application 900 ends the processing
according to the present flowchart.

If the application 900 determines that the MEFP 102 1s in
the status where the login thereto 1s possible 1 the above-
described step S3012 (YES 1n step S3012), the processing

proceeds to step S3013.

In step S3013, the application 900 1ssues the mobile login
request to the MFP 102 via the Bluetooth® Low Energy
communication using the values read out from the authen-
tication information 901 (FIG. 4B) stored in the flash

memory 310. More specifically, the application 900 requests
the platform 902 to write the values read out from the
above-described authentication information 901 (FIG. 4B)
via the Bluetooth® Low Energy communication into the
characteristics UserName 1002 and Password 1003. The
application 900 requests the platform 902 to write the value
indicating the login request that 1s listed 1n the table 6 into
the characteristic RequestID 1004 via the Bluetooth® Low
Energy communication. The application 900 requests the
plattorm 902 to request the execution of the local login to the
MEFP 102 via the Bluetooth® Low Energy communication
by performing such processing. Then, the platform 902
controls the Bluetooth® I/F 306 using the Bluetooth®
control unit 903 to write the values 1into UserName 1002 and
Password 1003. Further, the plattorm 902 controls the
Bluetooth® I/F 306 using the Bluetooth® control unit 903
to write the value indicating the login request that 1s listed
in the table 6 into RequestID 1004. The platform 902
requests the execution of the local login to the MFP 102 via
the Bluetooth® Low Energy communication by performing,
such processing. The application 900 1ssues the mobile login
request to the MFP 102 1n this manner. When the authenti-
cation processing 1s performed on the MFP 102 side accord-

ing to this request, and a result thereof 1s written into the
characteristic ResultID 1005 (FIG. 5), the application 900 1s
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notified by Notification 1n ATT. The application 900 1s
notified of this notification via the Bluetooth® I/F 306 and
the platform 902.

In step S3014, according to this notification, the applica-
tion 900 acquires the authentication result corresponding to
the mobile login request 1ssued 1n the above-described step
S3013 from the MFP 102 via the Bluetooth® Low Energy
communication. More specifically, the application 900
requests the platform 902 to acquire the authentication result
corresponding to the mobile login request by accessing the
user authentication service 1000 published by the MFP 102
via the Bluetooth® Low Energy communication and acquir-
ing the value of the characteristic indicating the authentica-
tion result (ResultID 1005 illustrated in FIG. 5). Then, the
platiorm 902 acquires the authentication result by control-
ling the Bluetooth® I/'F 306 using the Bluetooth® control
unit 903 to access the user authentication service 1000 via
the Bluetooth® Low Energy communication and acquire the
value of ResultlD 1005, and transfers the acquired authen-
tication result to the application 900. The application 900
acquires the authentication result corresponding to the
mobile login request issued i1n the above-described step
53013 1n this manner.

Next, 1 step S3015, the application 900 determines the
authentication result acquired in the above-described step
S3014. Then, it the application 900 determines that the
authentication has failed (NO 1n step S3015), the processing
proceeds to step S3023, in which the application 900 cuts ol
the Bluetooth® Low Energy communication, and then ends
the processing.

If the application 900 determines that the authentication
has succeeded in the above-described step S3015 (YES n
step S3015), the processing proceeds to step S3016.

In step S3016, the application 900 acquires the status of
the Wi-F1® AP mode of the MFP 102 via the Bluetooth®
Low Energy communication. More specifically, the appli-
cation 900 requests the platform 902 to acquire the status of
the Wi-Fi® AP mode of the MFP 102 by accessing the
Wi-F1® AP mode start/stop service 1006 published by the
MFP 102 via the Bluetooth® Low Energy communication
and acquiring the value of the characteristic indicating the
status of the Wi-Fi® AP mode (Status 1007 illustrated 1n
FIG. §5). Then, the platform 902 acquires the status of the
Wi-Fi® AP mode of the MFP 102 by controlling the
Bluetooth® I/F 306 using the Bluetooth® control unit 903
to access the Wi-Fi® AP mode start/stop service 1006 via the
Bluetooth® Low Energy communication and acquire the
value of Status 1007, and transfers the acquired status of the
Wi-F1® AP mode of the MEP 102 to the application 900. The
application 900 acqmres the status of the Wi-Fi® AP mode
of the MFP 102 1n this manner.

Next, in step S3017, the application 900 determines
whether the Wi-Fi® AP mode of the MFP 102 1s 1n the
started status based on the result of the acquisition in the
above-described step S3016. Then, 1f the apphcatlon 900
determines that the Wi-Fi® AP mode 1s not 1n the started
status (the Wi-F1® AP mode 1s 1n the stopped status) (NO 1n
step S3017), the processing proceeds to step S3018.

In step S3018, the application 900 requests the start of the
Wi-Fi® AP mode to the MFP 102 via the Bluetooth® Low
Energy communication. More specifically, the application
900 requests the platform 902 to request the start of the
Wi-F1® AP mode to the MFP 102 by accessing the Wi-Fi®
AP mode start/stop service 1006 published by the MFP 102
via the Bluetooth® Low Energy communication and writing
the value indicating the start imnto Status 1007. Then, the

plattorm 902 requests the start of the Wi1-Fi® AP mode to the
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MFP 102 by controlling the Bluetooth® I/F 306 using the
Bluetooth® control unit 903 to access the Wi-Fi® AP mode
start/stop service 1006 via the Bluetooth® Low Energy
communication and write the value indicating the start into
Status 1007. The application 900 requests the start of the

Wi-Fi® AP mode to the MFP 102 1n this manner. After the

application 900 performs the process 1n the above-described
step S3018, the processing proceeds to step S3019.

If the application 900 determines that the Wi-Fi® AP
mode 1s 1n the started status (YES in step S3017), the
processing proceeds directly to step S3019.

In step S3019, the application 900 acquires the values of

the information required for the Wi-Fi®connection to the
MEP 102 (the SSID, the key, the direct IP address, the direct

MAC address, and the like) via the Bluetooth® Low Energy

communication. More specifically, the application 900
requests the plattorm 902 to access the Wi-Fi® connection

information acquisition service 1008 published by the MFP

102 via the Bluetooth® Low Energy communication and

acquire the values of the characteristics indicating the infor-
mation required for the Wi-Fi® connection (SSID 1011,
KEY 1012, Direct IP Address 1013, and Direct MAC
Address 1014). Then, the platform 902 controls the Blu-
ctooth® I/F 306 using the Bluetooth® control unit 903 to
access the Wi-Fi® connection information acquisition ser-

vice 1008 via the Bluetooth® Low Energy communication
and acquire the values of SSID 1011, KEY 1012, Direct IP

Address 1013, and Direct MAC Address 1014, and transfers
the acquired values to the application 900. The application

900 acquires the values of the information required for the
Wi-Fi® connection to the MFP 102 (the SSID, the key, the
direct IP address, the direct MAC address, and the like) 1n
this manner.

Next, 1 step S3020, the application 900 cuts off the
Bluetooth® Low Energy communication. Details thereof are
similar to the above-described step S3023, and therefore will
be omitted here.

In step S3021, the application 900 starts the connection of
the direct Wi1-Fi® communication with the MFP 102 using
the information acquired in the above-described step S3019.
More specifically, the application 900 requests the platform
902 to start the connection of the direct Wi-Fi® communi-
cation to the MFP 102 using the information acquired in the
above-described step S3019. Then, the platform 902 con-
trols the wireless LAN I/F 311 using the wireless network
control unit 904 to start the connection of the direct Wi-Fi®
communication with the MFP 102. Then, the application 900
pairs the mobile terminal 101 with the above-described
acquired address, Direct IP Address 1013.

Upon completion of the above-described pairing, the
processing proceeds to step S3022, in which the application
900 remotely logs into the MFP 102 using the wireless LAN
I/F 311, 1.e., via the Wi-F1i® communication, and transmits

the data such as the destination and the subject stored into
the RAM 309 1n the above-described step S3000 to the MEP

102. Details of step S3022 will be described below with
reference to FIG. 15. In this manner, the application 900
performs control so as to log into the MFP 102 by the mobile
login (step S3013) according to detecting that the transmis-
sion button 445 1s pressed (step S3001), and transmit the
above-described data to the MFP 102 using the Wi-Fi®
communication (step S3022) based on the success 1n this
mobile login without receiving an 1nstruction to transmit the
data from the user after the success in the mobile login. After
the process in step S3022, the application 900 ends the
processing according to the present flowchart.
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Further, 11 the application 900 determines that the MFP
102 1s not discovered from the Bluetooth® Low Energy
search 1n the above-described step S3003 (NO in step
S53003), the processing proceeds to step S3004, in which the
application 900 starts up the camera 304.

Next, in step S3003, the application 900 reads out the QR
Code® 503 displayed on the mobile portal screen 501 (FIG.
10A) of the MFP 102 using the camera 304, and decodes a
content thereof. Then, 1n step S3024, the application 900
acquires the Wi-Fi® connection information contained in
the data decoded 1n the above-described step S3005. Then,
the processing proceeds to step S3021. The processes 1n step
53021 and the subsequent step have already been described
above, and therefore a description thereof will be omitted
here.

Next, the details of the process performed 1n step S3022
illustrated 1n FIGS. 14 (14A and 14B) will be described with
reference to FIG. 15.

FIG. 15 1s a flowchart 1llustrating the details of the process
performed 1n step S3022 illustrated 1n FIGS. 14 (14A and
14B).

In step S1021, the application 900 acquires the authenti-
cation mnformation 901 set from the application setting
button 412 (FIG. 7) and stored in the flash memory 310, and
transmits the remote login request to the MFP 102 via the
Wi1-Fi® communication using the authentication informa-
tion 901. More specifically, the application 900 requests the
platiorm 902 to transmit the remote login request using the
authentication information 901 to the MFP 102 wvia the
Wi-F1® communication. Then, the platform 902 controls the
wireless LAN I/F 311 using the wireless network control
unit 904 to transmit the remote login request using the
authentication information 901 to the MFP 102 via the
Wi-F1® communication. If the remote login succeeds, the
MEFP 102 generates a session 1D so that the application 900
acquires this session 1D via the platform 902. If the remote
login fails, the processing proceeds again to step S1021 (not
illustrated).

Next, in step S1023, the application 900 transmuits the data
such as the destination and the subject stored into the RAM
309 m step S3000 illustrated 1n FIGS. 14 (14A and 14B), to
the MFP 102 via the Wi-F1i® communication. More specifi-
cally, the application 900 requests the platform 902 to
transmit the above-described data to the MFP 102 via the
Wi-F1® communication. Then, the platform 902 controls the
wireless LAN I/F 311 using the wireless network control
unit 904 to transmit the above-described data to the MFP
102 via the Wi1-Fi® commumication. In this process in step
51023, the application 900 performs control so as to also
transmit the username contained in the authentication infor-
mation 901 and the session ID acquired in the above-
described step S1021 along therewith. The username and
session 1D are used to exclude a data transmission request
from another user on the MFP 102 side. Details thereof will
be described with reference to FIG. 17. When receiving a
response to the data transmission from the MFP 102, the
platiorm 902 transfers this response to the application 900.

Next, mn step S1024, the application 900 receives the
response to the data transmission, and determines whether
the data transmission has succeeded. Then, 1f the application
900 determines that the data transmission has succeeded
(YES 1n step S1024), the processing proceeds to step S1025.
In step S1025, the application 900 clears the inputs on the
E-mail transmission setting screen 480, and causes the
screen to transition to the application menu screen 406. The
application 900 can display a pop-up indicating that the data
transmission has succeeded when the screen transitions.
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Next, in step S1026, the application 900 determines
whether the MFP 102 to which the data has been transmitted

1s already stored in the flash memory 310 of the mobile
terminal 101. Then, if the application 900 determines that
this MEFP 102 1s not yet stored (NO 1n step S1026), 1n step
51027, the application 900 stores the information such as the

MAC address of the MFP 102 to which the data has been
transmitted 1nto the flash memory 310, and then ends the

processing according to the present flowchart.
If the application 900 determines that this MFP 102 1s
already stored in the above-described step S1026 (YES 1n

step S1026), the application 900 ends the processing accord-
ing to the present tlowchart without newly storing the MFP
102.

If the application 900 determines that the data transmis-

sion has failed in the above-described step S1024 (NO 1n
step S1024), 1n step S1028, the application 900 displays an
error message on the operation panel 301, and then ends the
processing according to the present flowchart while main-
taining the inputs on the destination transmission screen
480.

<Processing of Destination Transmission Function on MFP
102 Side>

FIG. 16 1s a flowchart illustrating one example of pro-
cessing on the MFP 102 side when the destination trans-
mission function 1s used with the MFP 102 according to the
first exemplary embodiment 1n the state where no one 1s
logged into the MFP 102. The CPU 201 of the MFP 102
executes a program executable by the MFP 102 in which a
procedure that will be described below 1s written after
reading out this program from the ROM 202 into the RAM
203, by which a series of processes 1llustrated in FIG. 16 and
FIG. 17, which will be described below, 1s realized.

First, 1n step S4000, the CPU 201 of the MFP 102 displays
the login screen 701 on the display 211.

Next, 1n step S4001, the CPU 201 detects via the Blu-
ctooth® I/F 205 that the mobile terminal 101 has written the
value indicating the login request listed in the table into the
characteristic RequestID 1004 i the user authentication
service 1000 via the Bluetooth® Low Energy communica-
tion (recerves the mobile login request). Upon this detection,
the processing proceeds to step S4002.

In step S4002, the CPU 201 reads out the values of
UserName 1002 and Password 1003, which are the charac-
teristics 1n the same service, and the login service 804
determines whether there 1s data that matches the user
authentication information registered with the user account
805, thereby performing the authentication processing.

Next, in step S4003, the CPU 201 notifies the mobile
terminal 101 of the authentication result by writing the result
of the authentication 1n the above-described step S4002 into
ResultID 1005 1n the user authentication service 1000. At
this time, the Bluetooth® control unit 807 notifies the
currently connected mobile terminal 101 of the change 1n the
value of the authentication result by Notification in ATT. IT
the authentication succeeds at this time, the CPU 201 stores
the username of the user account that matches the registered
user authentication information ito the RAM 203 or the
like. The stored username 1s used 1n step S2014 (FI1G. 17),
which will be described below.

Next, 1n step S4004, the CPU 201 determines whether the
authentication has succeeded. Then, 1f the CPU 201 deter-
mines that the authentication has failed (NO 1n step S4004),
the processing proceeds to step S4012, in which the CPU
201 displays an error message on the display 211. Then, the
processing returns to step S4000.
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If the CPU 201 determines that the authentication has
succeeded (YES 1n step S4004), the processing proceeds to
step S4003, 1n which the CPU 201 displays the menu screen
705 on the display 211. If the authentication succeeds, the
CPU 201 sets the MFP 102 into a mobile login status,
thereby setting the MFP 102 into the status capable of
receiving the transmission of the data from the mobile
terminal 101, although this 1s not illustrated. If the authen-
tication fails, the status of the MFP 102 does not transition
to the mobile login status, and the menu screen 705 1s not
displayed. In other words, the MFP 102 1s kept 1n the status
incapable of receiving the transmission of the data from the
mobile terminal 101. The login service 804 also changes the
value of StatusID 1001 in the user authentication service
1000. Although not illustrated in FIG. 16, the MFP 102
provides the authentication result to the mobile terminal 101
or the like by the user authentication service 1000. As

discussed 1n the description of step S3014 illustrated 1n
FIGS. 14 (14A and 14B), the mobile terminal 101 acquires

the authentication result (ResultID 1005) from the MFP 102
using the user authentication service 1000.

Next, 1n step S4006, the CPU 201 determines whether the
request to start the Wi-F1® AP mode 1s received from the
mobile terminal 101 via the Bluetooth® Low Energy com-
munication. In the determination, the CPU 201 determines
that the request to start the Wi-Fi® AP mode 1s received
(YES 1n step S4006) if detecting via the Bluetooth® I/F 205
that the value indicating the start of the Wi-Fi® AP mode 1s
written in the characteristic Status 1007 in the Wi-Fi® AP
mode start/stop service 1006. The CPU 201 determines that
the request to start the Wi-Fi® AP mode 1s not recerved (NO
in step S4006) 11 not detecting the update of the value of
Status 1007. Although not illustrated 1n FIG. 16, the MFP
102 provides the started status of the Wi-Fi® AP mode to the
mobile terminal 101 or the like by the Wi-Fi® AP mode
start/stop service 1006. As discussed in the description of
step S3016 1illustrated 1n FIGS. 14 (14A and 14B), the
mobile terminal 101 acquires the started status or the like of
the Wi1-Fi® AP mode from the MFP 102 using the Status
1007 1 the Wi1-F1i® AP mode start/stop service 1006. Then,
as discussed in the description of step S3018 illustrated 1n
FIGS. 14 (14 A and 14B), the mobile terminal 101 issues the
request to start the Wi-F1i® AP mode 1 the Wi-Fi® AP mode
1s not 1n the started status on the MFP 102.

If the CPU 201 determines that the request to start the
Wi-Fi® AP mode 1s received from the mobile terminal 101
via the Bluetooth® Low Energy commumication in the
above-described step S4006 (YES 1n step S4006), the pro-
cessing proceeds to step S4013.

In step S4013, the CPU 201 starts the Wi-Fi® AP mode
with use of the wireless LAN I/'F 206. When performing this
process, the CPU 201 temporarily stores whether the origi-
nal value of Status 1007 1s the value indicating the stop into
the RAM 203. After the CPU 201 performs the process in
step S4013, the processing proceeds to step S4007.

If the CPU 201 determines that the request to start the
Wi-F1® AP mode 1s not recerved from the mobile terminal
101 via the Bluetooth® Low Energy communication in the
above-described step S4006 (NO 1n step S4006), the pro-
cessing proceeds directly to step S4007.

In step S4007, upon detecting via the Bluetooth® I/F 205
that the Bluetooth® Low Energy communication 1s cut off,
the CPU 201 ends the Bluetooth® communication.
Although not 1llustrated 1n FIG. 16, the MFP 102 provides
the information required for the Wi-Fi® connection, such as
the SSID and the key, to the mobile terminal 101 or the like
by the Wi-Fi® connection information acquisition service
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1008. As discussed 1n the description of step S3019 1illus-
trated in FIGS. 14 (14A and 14B), the mobile terminal 101
acquires the SSID, the key, and the like from the MFP 102
using the Wi-Fi® connection information acquisition ser-
vice 1008 before the Bluetooth® Low Energy communica-
tion 1s cut ofl. Then, as discussed 1n the description of step
S3021 1illustrated i FIGS. 14 (14A and 14B), the mobile
terminal 101 starts the connection of the direct Wi-Fi®
communication with the MFP 102 using the above-de-
scribed acquired SSID, key, and the like, for example, after
the Bluetooth® Low Energy communication 1s cut ofl.

Next, i step S4017, the CPU 201 detects the data
transmission request from the mobile terminal 101 via the
wireless LAN I/F 206 or the network I/F 207. Then, if the
CPU 201 determines that the data transmission request 1s not
received (NO 1n step S4017), the processing proceeds again
to step S4017.

If the CPU 201 determines that the data transmission
request 1s recerved (YES 1n step S4017), the processing
proceeds to step S4008.

In step S4008, the CPU 201 receives the remote login
request and receives the data such as the destination and the
subject from the mobile terminal 101. Details of step S4008
will be described below with reference to FIG. 17.

Next, 1n step S4009, the CPU 201 determines whether the
data reception processing in the above-described step S4008
has succeeded. If the CPU 201 determines that the data
reception processing has succeeded (YES 1n step S4009),
the processing proceeds to step S4010.

In step S4010, the CPU 201 displays the transmission
screen 601 on the display 211 while displaying the message
indicating that the destination data 1s received from the
mobile terminal 101 in the message field 611 (FIG. 12).
Then, the processing proceeds to step S4011.

If the CPU 201 determines that the data reception pro-
cessing has failed 1n the above-described step S4009 (NO 1n
step S4009), the CPU 201 returns an error to the mobile
terminal 101 (not illustrated), and the processing proceeds
directly to step S4011 without any change made to the
display on the display 211.

In step S4011, the CPU 201 determines whether the
Wi-Fi® AP mode has been originally in the stopped status.
In the determination, 1f the original value of Status 1007 has
been stored into the RAM 203 1n the above-described step
S4013 and the value 1s the value indicating the stop, the CPU
201 determines that the Wi-Fi® AP mode has been origi-
nally 1n the stopped status (YES 1n step S4011). If the value
1s not the value indicating the stop, the CPU 201 determines
that the Wi1-Fi® AP mode has not been orniginally in the
stopped status (NO 1n step S4011).

Then, 11 the CPU 201 determines that the Wi-Fi® AP
mode has been originally in the stopped status (YES 1n step
S4011), the processing proceeds to step S4014. In step
54014, the CPU 201 writes the value indicating the stop into
Status 1007 and instructs the wireless LAN I/F 206 to stop
the AP mode, and to return the Wi-Fi® AP mode to the
original status thereof. Then, the processing proceeds to step
S4015.

If the CPU 201 determines that the Wi1-Fi® AP mode has
not been originally in the stopped status (NO 1n step S4011),
the processing proceeds directly to step S4015.

In step S4015, the CPU 201 determines whether the input
to start the transmission of the E-mail 1s detected on the
operation panel 209. Then, 11 the CPU 201 determines that
the input to start the transmission of the E-mail i1s not

detected (NO 1n step S40135), the processing returns to step
S4017.
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If the CPU 201 determines that the input to start the
transmission of the E-mail 1s detected (YES 1n step S4015),
the processing proceeds to step S4016.

In step S4016, the CPU 201 clears the session ID stored
in the above-described step S4008 (more specifically, step
S2022, which will be described below with reference to FIG.
17), and then ends the processing according to the present
flowchart. Although not illustrated 1n FIG. 16, i1 the input to
start the transmission of the E-mail 1s detected (YES in step
S4015), the CPU 201 performs the processing such as
reading out the original document with use of the scanner
215 and transmitting the E-mail based on the destination and
scan settings set on the transmaission screen 601.

Next, the details of the process performed 1n step S4008
will be described with reference to FIG. 17.

FIG. 17 1s a flowchart exemplarily illustrating the details
of the process performed 1n step S4008 1llustrated in FIG.
16.

In step S2011, upon detecting the remote login request
from the mobile terminal 101 via the wireless LAN I'F 206
or the network I'F 207, the CPU 201 performs the remote
login processing, generates the session 1D, and transmits the
generated session ID to the mobile terminal 101.

Next, 1n step S2013, the CPU 201 receives the data
transmission request with respect to the destination and the
like, which the mobile terminal 101 has transmitted in step
S1023, via the wireless LAN I/F 206 or the network I/'F 207.
This data transmission request contains the username and

the session ID as described 1n the description of step S1023
illustrated 1n FIG. 15.

Next, 1n step S2014, the CPU 201 determines whether the
local login user authenticated in the above-described step
54002 (1.e., the username stored 1n step S4003 illustrated 1n
FIG. 16) and the remote login user detected 1n the above-
described step S2011 (i.e., the username received in the
above-described step S2013) match each other, 1n the case
where the MFP 102 conducts user management. This 1s a
check for guaranteeing that the user who transmits the data,
such as the destination from the mobile terminal 101, stays
in front of the MFP 102. In other words, this 1s a check
whether the user who has transmitted the data in the above-
described step S1023 matches the user logged 1n by the
keyboard login or the mobile login via the Bluetooth® Low

Energy communication 1n step S3013 illustrated in FIGS. 14
(14A and 14B). If the user registered with the mobile

terminal 101 1s locally logged into the MFP 102, the CPU
201 assumes that this user stays in front of the apparatus.

If the CPU 201 determines that the local login user and the
remote login user do not match each other 1n the above-
described step S2014 (NO in step S2014), the processing
proceeds to step S2025. In step S2025, the CPU 201 returns
an error response to the mobile terminal 101, and then ends
the processing according to the present tlowchart.

If the CPU 201 determines that the local login user and the
remote login user match each other in the above-described
step S2014 (YES 1n step S2014), the processing proceeds to
step S2015. While not 1llustrated, the processing also pro-
ceeds to step S20135 1n a case where the MEP 102 does not
conduct the login management.

In steps S2015 and S2016, the CPU 201 checks the
session ID contained 1 the data transmission request
received 1n the above-described step S2013. This 1s process-
ing for, until the E-mail transmission 1s started after some
user transmits the data such as the destination from the
mobile terminal 101, preventing the MFP 102 from accept-
ing a data transmission request from another user. Next,
details thereof will be described.
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In step S2015, the CPU 201 determines whether the
received request 1s a request recerved first. When accepting,

the request from the mobile terminal 101, the CPU 201

stores the session ID transmitted together with this request
into the RAM 203 1n step S2022, which will be described

below, and keeps holding this session ID until the E-mail
transmission 1s started in step S4015 1llustrated 1in FIG. 16.
Theretfore, the session ID 1s not left in the RAM 203 1n an

initial status and after a job for the E-mail transmission 1s

submitted (the session ID 1n the RAM 203 i1s cleared 1n, for
example, step S4016 1llustrated in FIG. 16). Therefore, 1n

step S2015, the CPU 201 determines whether the received
request 1s the request recerved first based whether there 1s a
session 1D 1n the RAM 203.

Then, 1f no session ID 1s stored in the RAM 203 and the

CPU 201 determines that the received request 1s the request
received first (YES 1n step S2015), the processing proceeds

to step S2017.

If the CPU 201 determines that the received request 1s not
the request received first (NO 1n step S2015), the processing,
proceeds to step S2016. In step S2016, the CPU 201
determines whether the session 1D contained 1n the received
request 1s the same as the session ID stored in the RAM 203
(the session ID stored 1n step S2022, which will be described
below). Then, 1t the CPU 201 determines that this session 1s
not the same session as the request received first (NO 1n step
S52016), the processing proceeds to step S2025. In step
52025, the CPU 201 does not accept the request because this
request 1s a transmission request from a different mobile
apparatus from the mobile apparatus that has transmitted the
request first, returns an error response to the mobile terminal
101, and then ends the processing according to the present
flowchart.

If the CPU 201 determines that this session 1s the same
session as the request recerved first (YES 1n step S2016), the
processing proceeds to step S2017 to cause the CPU 201 to
accept the request.

In step S2017, the CPU 201 performs loop processing
from steps S2018 to S2020, which will be described below,
as many times as the number of pieces of data contained 1n
the recerved request (n=1 to the number of pieces of recerved
data).

First, 1n step S2018, the CPU 201 determines whether
data n 1s the destination. Then, 1f the CPU 201 determines
that the data n 1s the destination (YES 1n step S2018), 1n step
S2019, the CPU 201 stores the data n into the RAM 203 as
an “additional setting”. The destination 1s additionally set, so
that, even when a destination 1s already set 1n the destination
list 602, this destination 1s not deleted and the new destina-
tion 1s set 1n addition thereto. In other words, the user can,
for example, add the destination from the mobile terminal
101 after setting the destination from the address book
screen 614 of the MFEFP 102, and add the destination from the
mobile terminal 101 any number of times.

If the CPU 201 determines that the data n 1s data other
than the destination (any of the subject, the message body,
and the filename 1n the present exemplary embodiment) (NO
in step S2018), 1n step S2020, the CPU 201 stores the data

n as an “overwrite setting” over the same item already stored
in the RAM 203.

After the process 1n the above-described step S2019 or
52020, the CPU 201 increments n and repeats the above-
described loop processing until n reaches the number of
pieces of received data. Then, after the CPU 201 ends the
above-described loop processing, the processing proceeds to
step S2021.

10

15

20

25

30

35

40

45

50

55

60

65

28

In step S2021, the CPU 201 displays the pop-up message
indicating that the data, such as the destination, 1s set from
the mobile terminal 101 (for example, 611 1llustrated in FIG.
12) on the display 211. Then, in step 52022, the CPU 201
stores the session ID acquired from the above-described
request into the RAM 203, and then ends the processing
according to the present flowchart.

In other words, 11 the data 1s received a plurality of times
after the remote login has succeeded, the CPU 201 performs
control so as to handle the data received in the second
reception and after that in the following manner. If the data
has the same session ID as the session ID of the data
recetved first, the CPU 201 sets this data as the data that
should be used. 11 the data has a different session ID {from the
session ID of the data received first, the CPU 201 does not
set this data as the data that should be used.

In the above-described manner, according to the first
exemplary embodiment, even 1n the state before the user
locally logs into the MFP 102 using the keyboard login or
the like, e.g., for example, 1n the state where the login screen
701 1s displayed, the user can locally log into the MFP 102
by the mobile login and transmit the data, e.g., the destina-
tion, only by pressing the button for the destination trans-
mission (445 illustrated 1n FIG. 8) from the application
screen 480 of the mobile terminal 101. Then, the MFP 102
can close the login screen 701 and automatically display the
transmission screen 601 with the data such as the destination
set thereon on the display 211 of the MFP 102 according to
receiving the data transmitted from the above-described
mobile terminal 101. In this manner, the present exemplary
embodiment enables the user to easily automatically log into
the MFP 102 from the mobile terminal 101 and transmit the
data from the mobile terminal 101 to the MFP 102.

The first exemplary embodiment has been described as
the exemplary embodiment 1n which the data, such as the
destination of the E-mail, 1s transmitted from the mobile
terminal 101 to the MFP 102. In the following description,
the second exemplary embodiment will be described as an
exemplary embodiment in which the print data 1s transmaitted
from the mobile terminal 101 to the MFP 102, with reference
to FIGS. 18, 19, and 20.
<Print Function Screen of Mobile Terminal 101>

FIG. 18 1llustrates one example of the print screen used
for the user to select the print data, e.g., for example, a
Portable Document Format (PDF) document, stored in the
flash memory 310 and instructing the mobile terminal 101 to
transmit the selected print data to the MFP 102 from the
screen ol the mobile terminal 101. When the function
selection button 402 i1s pressed on the mobile application
menu screen 406 1llustrated 1in FIG. 6, this print screen 1s
displayed by the mobile terminal 101.

On the print screen 1llustrated in FIG. 18, a print data list
1s displayed 1in an area 460, and the area 460 includes a check
box used for the user to select the print data. The print data
selected by the user 1s controlled by the mobile terminal 101
in such a manner that the check box corresponding thereto
1s checked. When the user presses a “transmit to printer”
button 461, the mobile terminal 101 performs processing for
transmitting the print data selected by the user 1n the print
data list 460 to the MFP 102 (which will be described below
with reference to FIGS. 19 (19A and 19B)). Upon complet-
ing the data transmission to the MFP 102, the mobile
terminal 101 returns the screen to the mobile application
menu screen 406 1llustrated 1n FIG. 6. If the data transmis-
s10n has failed, the mobile terminal 101 displays an error and
maintains the selection state in the print data list 460 without
changing it.
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<Flow of Print Function on Mobile Terminal 101 Side>
FIGS. 19 (19A and 19B) 1s a flowchart illustrating one
example of processing of the print data transmission func-
tion on the mobile terminal 101 according to the second
exemplary embodiment. The CPU 307 executes the appli-
cation 900 under the control by the platform 902, by which
a series ol processes illustrated 1n the flowchart of FIGS. 19
(19A and 19B) 1s realized. Further, similar steps to FIGS. 14
(14 A and 14B) will be 1dentified by the same step numbers,
and descriptions thereof will be omitted below. In the
following description, processing performed by the appli-
cation 900 executed by the CPU 307 will be described

assuming that the application 900 serves as a performer
thereol. Further, processing performed by the platform 902
executed by the CPU 307 will be described assuming that
the platform 902 serves as a performer thereof.

In step S5000, upon detecting an mput to select the print
data on the print function screen (FIG. 18) displayed on the
operation panel 301, the application 900 stores the selected
list data into the RAM 309.

Next, 1n step S5001, the application 900 detects that the
button 461 for transmitting the data to the printer 1s pressed
on the operation panel 301. Upon this detection, the pro-
cessing proceeds to step S3002. Steps S3002 to S3024 are
similar to FIGS. 14 (14A and 14B), and therefore descrip-
tions thereof will be omitted here.

In step S3021, the application 900 completes the Wi-F1®
connection and the pairing with the MFP 102. Upon this
completion, the processing proceeds to step S5002.

In step S5002, the application 900 remotely logs into the
MFP 102 using the wireless LAN I/F 311, 1.e., via the
Wi-Fi® communication, reads out the print data contained
in the selected list data regarding the print data that has been
stored 1nto the RAM 309 1n the above-described step, step
S5000 from the flash memory 310, and transmits the read
print data to the MFP 102. Then, the application 900 ends the
processing according to the present flowchart. Details of the
process performed 1n step S5002 1s a process according to
the detailed tlowchart 1llustrating the process performed in
step S3022 illustrated in FIG. 15 1n which the data regarding
the E-mail, such as the destination, the subject, the message
body, and the filename, 1s replaced with the print data
contained 1n the selected list data regarding the print data
that has been stored into the RAM 309 in the above-
described step S35000, and therefore a description thereof
will be omitted here.

In other words, the application 900 according to the
second exemplary embodiment performs control so as to log
into the MFP 102 by the mobile login (step S3013) accord-
ing to detecting that the button 461 for transmitting the data
to the printer 1s pressed (step S5001), and transmait the print
data to the MFP 102 using the Wi-F1® communication (step
S55002) based on the success 1n this mobile login without
receiving an instruction to transmit the print data from the
user after the success in the mobile login.
<Flow of Print Function on MFP 102 Side>

FIG. 20 1s a flowchart illustrating one example of pro-
cessing on the MFP 102 side when the print data transmis-
s1on function 1s exerted with the MFP 102 according to the
second exemplary embodiment 1n the state where no one 1s
logged into the MFP 102. The CPU 201 of the MFP 102
executes a program executable by the MFP 102 in which a
procedure that will be described below 1s written after
reading out this program from the ROM 202 into the RAM
203, by which a series of processes 1llustrated in FIG. 20 1s
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realized. Further, similar steps to FIG. 16 will be i1dentified
by the same step numbers, and descriptions thereot will be
omitted below.

Processes 1n steps S4000 to S4018 are similar to FIG. 16,
and therefore descriptions thereol will be omitted here.
If the CPU 201 determines that the data transmission

request 1s received from the mobile terminal 101 by the
wireless LAN I/F 206 or the network I/'F 207 1n step S4017

(YES 1n step S4017), the processing proceeds to step S6000.
In step S6000, the CPU 201 receives the print data
transmitted from the mobile terminal 101 with use of the
wireless LAN I/F 206 or the network I/F 207. Details of the

process performed 1n step S6000 1s a process 1n which the
data regarding the E-mail, such as the destination, the
subject, the message body, and the filename, 1s replaced with
the print data in the detailed flowchart illustrating the
process performed 1n step S4008 illustrated 1n FIG. 17, and
therefore a description thereof will be omitted here.

If the CPU 201 determines that the processing for receiv-
ing the print data in the above-described step S6000 suc-
ceeds 1n step S4009 (YES in step S4009), the processing
proceeds to step S6001.

In step S6001, the CPU 201 causes the printer 214 to start
processing for printing the print data received in the above-
described step S6000. After the CPU 201 performs the
process 1 step S6001, the processing proceeds to step
S4011.

In the above-described manner, according to the second
exemplary embodiment, even in the state before the user
locally logs into the MFP 102 using the keyboard login or
the like, e.g., 1n the state where the login screen 701 1s
displayed, the user can locally log into the MEP 102 by the
mobile login and transmit the data, e.g., the print data, only
by pressing the button for transmitting the print data (461
illustrated 1n FIG. 18) from the application screen of the
mobile terminal 101. Then, according to receiving the print
data transmitted from the above-described mobile terminal
101, the MFP 102 can close the login screen 701 and
automatically print this received print data. In this manner,
the present exemplary embodiment enables the user to easily
automatically log into the MFP 102 from the mobile termi-
nal 101 and transmit the data from the mobile terminal 101
to the MFP 102.

In each of the above-described exemplary embodiments,
the system has been described as being configured to
directly connect the mobile terminal 101 and the MFP 102
via the direct Wi1-Fi® connection without using the access
point 103, and transmit the data, e.g., the destination or the
print data, from the mobile terminal 101 to the MFP 102.
However, the system can be configured to connect the
mobile terminal 101 and the MFP 102 in the Wi-Fi®
infrastructure mode via the access point 103, and transmut
the data, e.g., the destination or the print data, from the
mobile terminal 101 to the MFP 102.

In each of the above-described exemplary embodiments,
the mobile terminal 101 has been described as being con-
figured to acquire the information required for the Wi-Fi®
direct communication with the MFP 102 (the SSID, the key,
and the like) from the MFP 102 using the Bluetooth® Low
Energy communication. However, the mobile terminal 101
can be configured 1n such a manner that the information
required for the Wi-Fi® direct communication with the MFP
102 1s set in the mobile terminal 101 and stored 1n the flash
memory 310 in advance. The mobile terminal 101 can be
configured to acquire the information required for the Wi-

Fi® direct communication with the MFP 102 from the MEFP
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102 using the Bluetooth® Low Energy communication
when this mnformation 1s not set in the mobile terminal 101.

In each of the above-described exemplary embodiments,
the system has been described as being configured in such a
manner that the user locally logs into the MFP 102 from the
mobile terminal 101 via the communication using Blu-
ctooth® 1n advance, and then remotely logs in via the
Wi-Fi® communication to transmit the data from the mobile
terminal 101 to the MFP 102. However, the communication
used when the user locally logs into the MFP 102 from the
mobile terminal 101 1s not limited to Bluetooth®. For
example, the system can be configured 1n such a manner that
the user locally logs into the MFP 102 from the mobile
terminal 101 using other communication methods, such as a
short-range wireless communication called Near Field
Radio Communication (NFC) and infrared communication
such as Infrared Data Association (IrDA).

The apparatus to which the mobile terminal 101 connects
and transmits the data 1s not limited to the MFP 102, and can
be any other type of external apparatus, for example, an
information processing apparatus such as a personal com-
puter, a car navigation system, or other home electronics.

The above-described exemplary embodiments are config-
ured 1 such a manner that an information processing
apparatus such as the mobile terminal 1s communicable with
an external apparatus such as the MFP using a first wireless
communication function suitable for a local login, e.g., the
Bluetooth® Low Energy communication function, and a
second wireless communication function suitable for data
transmission, €.g., the Wi-Fi® communication function. The
mobile terminal 1s configured to log into the MFP using the
first wireless communication function and transmit data,
¢.g., the E-mail address, the print data, or various kinds of
setting data including the scan setting and the like, to the
MFP using the second wireless communication function
based on a success or a failure 1n this login.

An miformation processing apparatus such as the MFP 1s
configured communicably with an external apparatus such
as the mobile terminal using a first wireless communication
function and a second wireless communication function.
The MFP 1s configured to attempt login processing accord-
ing to a login request from the mobile terminal using the first
wireless communication function, conduct status manage-
ment that shifts a status of the MFP to a status that receives
transmission of data from the mobile terminal based on a
success or a failure 1n the login processing, and receives the
data from the mobile terminal using the second wireless
communication function in the receivable status.

The above-described configurations enable a user to col-
lectively achieve the local login to the MFP, e.g., step S3013
illustrated 1 FIGS. 14 (14A and 14B), and the data trans-
mission, €.g., step S3022 illustrated in FIGS. 14 (14A and
14B) or step S5002 illustrated 1n FIGS. 19 (19A and 19B),
only by issuing an instruction to transmit the data on the
mobile terminal, e.g., only by pressing the button 445
illustrated 1n FIG. 8 or the button 461 illustrated 1n FIG. 18.
In other words, even when the user does not yet locally log
into the MFP, the user no longer has to engage 1 a
cumbersome operation, such as manually locally logging
into the MFP 1n advance and then operating the mobile
terminal to transmit the data to the MFP, unlike the conven-
tional technmique. Therefore, 1t 1s possible to construct a
user-iriendly system that enables the user to easily transmit
the data from the mobile terminal to the MFP.

The structures of the above-described various kinds of
data and the contents thereotf are not limited thereto, and
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these pieces of data can be structured so as to have various
structures and/or various contents according to an intended
use and purpose.

Having described one type of exemplary embodiment,
additional exemplary embodiments can be directed towards,
for example, a system, an apparatus, a method, a program,
or a storage medium. More specifically, exemplary embodi-
ments can be applied to a system constituted by a plurality
of devices, or can be applied to an apparatus constituted by
a single device.

All possible configurations constructible by combining
the above-described 1individual exemplary embodiments are
also applicable.

Other Embodiments

Embodiment(s) can also be realized by a computer of a
system or apparatus that reads out and executes computer
executable 1nstructions (e.g., one or more programs)
recorded on a storage medium (which may also be referred
to more fully as a ‘non-transitory computer-readable storage
medium’) to perform the functions of one or more of the
above-described embodiment(s) and/or that includes one or
more circuits (e.g., application specific integrated circuit
(ASIC)) for performing the functions of one or more of the
above-described embodiment(s), and by a method per-
formed by the computer of the system or apparatus by, for
example, reading out and executing the computer executable
instructions from the storage medium to perform the func-
tions of one or more of the above-described embodiment(s)
and/or controlling the one or more circuits to perform the
functions of one or more of the above-described embodi-
ment(s). The computer may comprise one or more proces-
sors (e.g., central processing unit (CPU), micro processing,
umit (MPU)) and may include a network of separate com-
puters or separate processors to read out and execute the
computer executable mnstructions. The computer executable
instructions may be provided to the computer, for example,
from a network or the storage medium. The storage medium
may include, for example, one or more of a hard disk, a
random-access memory (RAM), a read only memory
(ROM), a storage of distributed computing systems, an
optical disk (such as a compact disc (CD), digital versatile
disc (DVD), or Blu-ray Disc (BD)™), a flash memory
device, a memory card, and the like.

The above-described exemplary embodiments are not
limiting and can be modified 1n various manners (including
an organic combination of the individual exemplary embodi-
ments), and such modifications are not excluded from the
scope of the invention. In other words, all the above-
described individual exemplary embodiments and possible
configurations constructible by combining modifications
thereol are also applicable.

According to the present disclosure, 1t 1s possible easily
transmit data from an information processing apparatus to an
external apparatus using a suitable wireless communication
without forcing a user to be bothered with a cumbersome
operation.

While exemplary embodiments have been described, 1t 1s
to be understood that the invention 1s not limited to the
disclosed exemplary embodiments. The scope of the follow-
ing claims 1s to be accorded the broadest interpretation so as
to encompass all such modifications and equivalent struc-
tures and functions.
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What 1s claimed 1s:

1. An 1mage processing system comprising:

an 1mage processing apparatus; and

an 1nformation terminal,

wherein the information terminal comprises:

a user interface that receives specification of a destination

from a user,

wherein the information terminal transmits authentication
information to the 1image processing apparatus after the
user 1nterface receives the specification of the destina-
tion; and

wherein the information terminal transmits, based on
success ol authentication in which the transmitted
authentication information 1s used, the specified desti-
nation to the image processing apparatus,

wherein the 1mage processing apparatus:

receives the authentication information from the informa-
tion terminal;

wherein the i1mage processing apparatus executes, for
causing the user to log in to the image processing
apparatus, the authentication using the received authen-
tication information;

wherein the i1mage processing apparatus receives the
destination transmitted based on the success of the
authentication by the information terminal; and

wherein the 1mage processing apparatus sets the received
destination as a transmission destination to which the
1mage processing apparatus transmits 1image data.

2. The image processing system according to claim 1,

wherein the 1mage processing apparatus displays the
received destination as the transmission destination on
a transmission setting screen.

3. The image processing system according to claim 1,

wherein the information terminal transmits the authenti-
cation information after the user interface receives an
execution nstruction for transmission of the specified
destination to the 1image processing apparatus,

wherein the mformation terminal does not transmit the
specified destination to the 1image processing apparatus
until the information terminal receives information
transmitted, by the image processing apparatus, based
on the success of the authentication i which the
transmitted authentication information 1s used.

4. The 1image processing system according to claim 3,

wherein the information terminal transmits the authenti-
cation information by short range wireless communi-
cation, and

wherein the mformation terminal transmits the specified
destination by wireless communication of which com-
munication method i1s different from communication
method of the short range wireless communication.

5. The image processing system according to claim 4,

wherein the information terminal,

receives connection iformation for carrying out the wire-
less communication from the image processing appa-
ratus by the short range wireless communication,

wherein the information terminal recerves the connection
information transmitted based on the success of the
authentication by the image processing apparatus, and

wherein the information terminal transmits, according to
receiving the connection information, the destination to
the 1mage processing apparatus by the wireless com-
munication.

6. An iformation terminal comprising:

a user interface that receives specification of a destination
from a user;

10

15

20

25

30

35

40

45

50

55

34

a controller that executes

a process such that the information terminal transmits
authentication information to an i1mage processing
apparatus aiter the user interface receives the specifi-
cation of the destination, wherein the 1mage processing
apparatus receives the authentication information from
the mnformation terminal and executes, for causing the
user to log 1n to the 1mage processing apparatus, the
authentication using the received authentication infor-
mation; and

a process such that the information terminal transmiuts,

based on success of the authentication in which the
transmitted authentication information 1s used, the
specified destination to the image processing apparatus,

wherein the 1mage processing apparatus receives the
destination transmitted based on the success of the
authentication by the information terminal, and the
image processing apparatus sets the received destina-
tion as a transmission destination to which the image
processing apparatus transmits image data.

7. A method for controlling an information terminal and

an 1mage processing apparatus, the method comprising:

recerving specification of a destination from a user;

transmitting authentication information to the 1image pro-
cessing apparatus after reception of the specification of
the destination;

receiving the authentication information from the infor-
mation terminal;

executing authentication, for causing the user to log 1n to
the 1mage processing apparatus, using the received
authentication information;

transmitting, based on success of the authentication 1n
which the received authentication information is used,
a destination to the 1mage processing apparatus;

recerving the destination transmitted based on the success
of the authentication by the mmformation terminal; and

setting the received destination as a transmission desti-
nation to which the image processing apparatus trans-
mits 1image data.

8. A method for controlling an information terminal, the

method comprising:

receiving specification of a destination from a user;

transmitting authentication information to an 1mage pro-
cessing apparatus aiter reception of the specification of
the destination, wherein the 1mage processing appara-
tus receives the authentication information from the
information terminal and executes, for causing the user
to log 1n to the 1image processing apparatus, authenti-
cation using the recerved authentication information;
and

transmitting, based on success of the authentication 1n
which the transmitted authentication information 1is
used, a destination to the 1mage processing apparatus,

wherein the i1mage processing apparatus receives the
destination transmitted based on success of the authen-
tication by the information terminal, and the image
processing apparatus sets the recerved destination as a
transmission destination to which the image processing
apparatus transmits 1mage data.

9. A non-transitory computer-readable storage medium

60 storing a program for causing an information terminal to

65

execute a method for controlling the information terminal,
the method comprising:

recerving specification of a destination from a user;

transmitting authentication information to an 1image pro-
cessing apparatus after reception of the specification of
the destination, wherein the 1mage processing appara-
tus receives the authentication information from the
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information terminal and executes, for causing the user
to log 1n to the 1mage processing apparatus, authenti-
cation using the recerved authentication information;
and

transmitting, based on success of the authentication 1n 5
which the transmitted authentication information 1s
used, a destination to the image processing apparatus,

wherein the i1mage processing apparatus receives the
destination transmitted based on success of the authen-
tication by the information terminal, and the image 10
processing apparatus sets the recerved destination as a
transmission destination to which the image processing,
apparatus transmits 1mage data.
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