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Systems and methods are disclosed for secure predictors for
speculative execution. Some implementations may elimi-
nate or mitigate side-channel attacks, such as the Spectre-
class of attacks, 1n a processor. For example, an integrated
circuit (e.g., a processor) for executing instructions icludes
a predictor circuit that, when operating 1n a first mode, uses
data stored 1n a set of predictor entries to generate predic-
tions. For example, the integrated circuit may be configured
to: detect a security domain transition for software being
executed by the integrated circuit; responsive to the security
domain transition, change a mode of the predictor circuit
from the first mode to a second mode and 1invoke a reset of
the set of predictor entries, wherein the second mode pre-
vents the use of a first subset of the predictor entries of the
set of predictor entries; and, after completion of the reset,
change the mode back to the first mode.
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SECURE PREDICTORS FOR SPECULATIVE
EXECUTION

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims the benefit of U.S. Provisional
Application No. 62/787,248, filed on Dec. 31, 2018, which
1s mncorporated herein by reference in its entirety.

TECHNICAL FIELD

This disclosure relates to secure predictors for speculative
execution.

BACKGROUND

Side-channel attacks have been disclosed that rely on
processor branch prediction and speculative execution. For
Intel x86 processors, the first of these attacks were 1nitially
labeled Spectre, other variants or classes of these attacks
exist. Brietly, these attacks rely on training branch predictor
to execute code chosen by the attacker to load the target’s
secret data into the cache memory after processes/context
and/or privilege level change. Target code used by the
attacker may be code from the target process or from a
shared library, so it 1s legal for the target process to execute
the code. After the attacker process regains control of the
processor, the attacker can measure the time 1t takes to read
data from the same locations in the cache, thereby deter-
mimng what target data 1s present in the cache, and hence
determining the value of data in the target process. Mitigat-
ing these attacks 1s important for secure and reliable com-
puting.

BRIEF DESCRIPTION OF TH.

L1l

DRAWINGS

The disclosure 1s best understood from the following
detailed description when read in conjunction with the
accompanying drawings. It 1s emphasized that, according to
common practice, the various features of the drawings are
not to-scale. On the contrary, the dimensions of the various
features are arbitrarily expanded or reduced for clarity.

FIG. 1 1s a block diagram of an example of an integrated
circuit for executing instructions with secure prediction.

FIG. 2 1s a block diagram of an example of a predictor
circuit for secure prediction.

FIG. 3 1s a block diagram of an example of a system for
executing mstructions with secure prediction.

FIG. 4 1s a flow chart of an example of a technique for
executing instructions with secure prediction.

FIG. 5 1s a flow chart of an example of a technique for
executing instructions with prediction based on a subset of
a set of predictor entries during a reset operation for the
predictor.

DETAILED DESCRIPTION

Overview

Disclosed herein are implementations of secure predictors
for speculative execution. Some 1mplementations may be
used to eliminate or mitigate the possibility of side-channel
attacks (e.g., Specter-class attacks) on a processor (e.g.,
CPUs such as x86, ARM, and/or RISC-V CPUs) more
ciliciently than previously known solutions.

Systems and methods for secure prediction are disclosed.
An integrated circuit (e.g., a processor or microcontroller)
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may be configured to decode and execute instructions of an
instruction set architecture (ISA) (e.g., a RISC V 1nstruction
set). The integrated circuit may implement a pipelined
architecture. The integrated circuit may include a predictor
circuit (e.g., a branch predictor) for improving performance
by reducing delays in executing instructions in the pipelined
architecture. The predictor circuit accesses prediction data
arranged 1n entries that may be used to determine predictions
for corresponding instructions.

An mtegrated circuit may be configured to detect when a
security domain transition occurs lor software being
executed by the integrated circuit. For example, a security
domain transition may be detected based on decoding an
instruction associated with a security domain transition,
either implicitly or explicitly. For example, a special instruc-
tion for indicating a security domain boundary 1n software
may be used or existing instructions may be interpreted as
causing a security domain transition. In some implementa-
tions, a security domain transition may be detected based on
receiving an interrupt signal.

When a security domain transition 1s detected, the state of
a predictor, including a set of predictor entries, may be reset
to prevent data in the state from conveying information
between security domains. Because the state of a predictor
can be large and resetting the entire state can take multiple
clock cycles to complete, the predictor may be configured to
operate 1n one or more restricted modes that prevent the
predictor from using predictor entries marked for reset to
generate predictions during a time interval designated for the
reset operation. For example, 1n a restricted mode, a pre-
dictor circuit may be disabled from generating predictions to
facilitate speculative execution during the time interval of
the reset. For example, in a restricted mode, a predictor
circuit may be configured to generate static predictions that
do not depend on predictor entries during the time interval
of the reset. In some implementations, the predictor circuit
may include a hybrid predictor that can generate predictions
based on a subset of i1ts predictor state. For example, 1n a
restricted mode, a predictor circuit may be configured to
generate predictions based on a subset of the predictor
entries while a disjoint subset of the predictor entries 1s not
available to be used while 1t 1s being reset. In some 1mple-
mentations, the duration of a time interval of the reset
operation 1s fixed, which may provide benefits, such as
preventing the leak of information via timing variations
and/or preventing jitter (e.g., for real-time applications).

As used herein, the term “circuit” refers to an arrangement
ol electronic components (e.g., transistors, resistors, capaci-
tors, and/or inductors) that 1s structured to implement one or
more functions. For example, a circuit may include one or
more transistors interconnected to form logic gates that
collectively implement a logical function.

As used herein, the term “microarchitectural state” refers
to a portion of the state (e.g., bits of data) of an integrated
circuit (e.g., a processor or microcontroller) that 1s not
directly accessible by software executed by the integrated
circuit. For example, a microarchitectural state may include
data stored in a cache and/or data stored by control-tlow
predictor that 1s used to make predictions about control-flow
execution.

Details

FIG. 1 1s block diagram of an example of an integrated
circuit 110 for executing instructions with secure prediction.
For example, the integrated circuit 110 may be a processor,
a microprocessor, a microcontroller, or an IP core. The
integrated circuit 110 includes a predictor circuit 120 and a
security domain transition detection circuit 130. For
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example, the predictor circuit 120 may include a value
predictor, a memory dependence predictor, a pre-fetch pre-
dictor, a control-tlow predictor, a branch predictor, a branch-
history table, a branch target bufler, and/or a return address
stack predictor. For example, the predictor circuit 120 may
be configured to, when operating 1n a first mode (e.g., a
standard or normal mode), use data stored in one or more
entriecs selected from any of a set of predictor entries to
generate predictions used for speculative execution of
instructions. For example, the security domain transition
detection circuit 130 may detect when the integrated circuit
110 (e.g., a processor) does a context switch to a different
process, or switches from user process to the operating
system (kernel mode), or from operating system to virtual
machine hypervisor (hypervisor mode). In some implemen-
tations, the security domain transition detection circuit 130
may detect a transition based on the decoding of an 1nstruc-
tion that 1s, explicitly or implicitly, associated with transi-
tions of the security domain. In some implementations, the
security domain transition detection circuit 130 may detect
a transition based on receiving an interrupt signal. The
predictor circuit 120 includes a predictor reset circuit 140
that 1s configured to reset a state of the predictor circuit 120
when the security domain transition detection circuit 130
detects a security domain transition event. For example, a set
ol predictor entries may be entirely or partially stored in
SRAM and may take multiple clock cycles to reset com-
pletely. While a reset operation 1s being performed, the
predictor circuit 120 may be configured to avoid using some
or all of the predictor state (e.g. a subset of the predictor
entries) that are scheduled for reset. For example, during a
time interval used to perform the reset, the predictor circuit
120 may disable prediction altogether, generate static pre-
dictions that do not depend on any predictor entries, or
generate a prediction based on a subset of the set of predictor
entries that have already been reset (e.g., a subset of the
entries that are stored in flip-flops and can reset immediately
upon detection of a security domain transition). For
example, the predictor circuit 120 may include a hybnd
predictor that can generate predictions using a subset of its
predictor entries. In some implementations, the reset opera-
tion may be executed during a time interval of fixed dura-
tion, which may prevent the leak of information 1n the form
of reset delays and prevent a source of jitter (e.g., to improve
performance for real-time applications). For example, the
predictor circuit 120 may be implemented as the predictor
circuit 210 of FIG. 2. For example, the integrated circuit 110
may be used to implement to technique 400 of FIG. 4.
For example, the integrated circuit 110 may be configured
to detect a security domain transition for soitware being
executed by the integrated circuit 110 using the security
domain transition detection circuit 130, and, responsive to
the security domain transition, change a mode of the pre-
dictor circuit 120 from the first mode to a second mode and
invoke a reset of the set of predictor entries by inputting a
reset signal to the predictor reset circuit 140. The second
mode may prevent the predictor circuit 120 from using at
least a first subset of the predictor entries of the set of
predictor entries to generate predictions. The integrated
circuit 110 may be configured to, after completion of the
predictor state reset, change the mode of the predictor circuit
to the first mode to resume normal prediction. In some
implementations, the itegrated circuit 110 may be config-
ured to, responsive to a partial completion of the reset,
change the mode of predictor circuit 120 to a third mode that
enables the predictor circuit 120 to use a second subset of the
set predictor entries that have been reset while preventing
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use of a third subset of the set of predictor entries that have
not yet been reset. The second subset and the third subset
may be non-empty and disjoint subsets of the first subset.
The integrated circuit 110 may be configured to generate a
prediction based on a predictor entry in the second subset
prior to completion of the reset. In some 1mplementations,
operating in the second mode prevents the predictor circuit
120 from generating predictions. In some implementations,
operating in the second mode prevents the predictor circuit
120 from using all of the set of predictor entries and causes
the predictor circuit 120 to generate a static prediction. In
some 1mplementations, operating in the second mode causes
the predictor circuit 120 to generate a prediction based on a
predictor entry in a second subset of the set of predictor
entries that 1s disjoint from the first subset of predictor
entries. For example, the predictor circuit 120, when oper-
ating 1n the first mode, may generate a prediction based on
a combination of a prediction determined based on the
second subset of the set of the predictor entries with one or
more predictions based on one or more respective additional
subsets of the set of predictor entries that are disjoint from
the second set. In some implementations, security domain
transition detection circuit 130 1s configured to detect the
security domain transition based on decoding an instruction
associated with security domain transitions. In some 1mple-
mentations, security domain transition detection circuit 130
1s configured to detect the security domain transition based
on receiving an interrupt signal. In some implementations, a
time interval between invoking the reset and changing the
mode of the predictor circuit to the first mode has a fixed
duration, which may prevent the leak of information via
timing of reset operations and/or reduce or eliminate jitter.

FIG. 2 1s a block diagram of an example of a predictor
circuit 210 for secure prediction. The predictor circuit 210
includes a prediction determination circuit 230; a table of
prediction data 240 with predictor entries; a prediction
update circuit 250, and a predictor reset circuit 252. For
example, the prediction determination circuit 230 may be
configured to determine a prediction 260 for an instruction
(e.g., a branch prediction or a value prediction) based on
data 1in an entry of the table of prediction data 240 corre-
sponding to the subject instruction. However, when a secu-
rity domain transition has been detected, a predictor reset
signal may be input to the predictor circuit 210 to cause the
predictor reset circuit 252 to perform a reset of predictor
entries stored 1n the table of prediction data 240, and a
prediction mode select signal may be 1mput to the predictor
circuit 210 to modily the way that the prediction determi-
nation circuit generates a prediction 260. For example,
changing the mode of the predictor circuit 210 may cause the
prediction 260 to be generated as a static prediction that does
not depend on predictor entries in the table of prediction data
240 or prevent generation of the prediction 260. For
example, changing the mode of the predictor circuit 210 may
cause the prediction 260 to be generated with access to only
a subset of the predictor entries (e.g., entries stored 1n
tlip-tflops) 1n the table of prediction data 240 that have been
reset 1n an early phase of the reset operation. For example,
the predictor circuit 210 may be used in implementing the
technique 400 of FIG. 4.

For example, the predictor circuit 210 may include a
branch predictor and the prediction 260 may include a
prediction of whether a subject branch instruction will be
taken. For example, an entry of the table of prediction data
240 may include a respective counter (e.g., a two-bit satu-
rating counter) reflecting the frequency at which a corre-
sponding branch instruction has been taken in the recent
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past. In some implementations, the predictor circuit 210
includes a branch-history table. For example, an entry of the
table of prediction data 240 may include a respective shiit
register reflecting the branching history of a corresponding

branch instruction in the recent past. For example, entries of 53

the table of prediction data 240 may be indexed by program
counter. In a first mode (e.g., a standard or normal mode) the
prediction determination circuit 230 may be configured to
determine a prediction 260 for an istruction based on data
in an entry of the table of prediction data 240 corresponding
to the instruction. For example, the prediction 260 for a
branch 1nstruction may be “taken” 1f a saturating counter in
a corresponding entry of the table of prediction data 240 is
above a threshold. For example, 1n a second mode (e.g., a
restricted reset mode), the prediction determination circuit
230 may be configured to determine a prediction 260 for an
istruction as a static prediction. For example, 1n a second
mode (e.g., a restricted reset mode), the prediction determi-
nation circuit 230 may be configured to determine a predic-
tion 260 for an instruction based on data from a subset of the
set of predictor entries that has been reset and 1n an early
phase of a reset operation and 1s available for secure use.

The prediction update circuit 250 1s configured to update
the table of prediction data 240 after execution of an
instruction. For example, when a branch instruction 1s taken,
the prediction update circuit 250 may increment a saturating,
counter 1 an entry of the table of prediction data 240
corresponding to the branch instruction. For example, when
a branch instruction 1s not taken, the prediction update
circuit 250 may decrement a saturating counter in an entry
of the table of prediction data 240 corresponding to the
branch instruction.

The predictor reset circuit 252 may be configured to
perform a reset operation on a set of predictor entries stored
in the table of prediction data 240. For example, the pre-
dictor circuit may receive a predictor reset signal from a
detector circuit when a security domain transition 1is
detected, which may cause the predictor reset circuit 252 to
initiate a reset ol the predictor entries 1n the table of
prediction data 240. For example, some or all of the pre-
dictor entries of the table of prediction data 240 may be
stored 1n SRAM. Resetting (e.g., setting the entry values to
zero or some other default or 1mitial value) all the predictor
entries may take multiple clock cycles. For example, com-
plete reset operation may be carried out by the predictor
reset circuit 252 during a time interval spanning multiple
clock cycles. In some implementations, some of the predic-
tor entries of the table of prediction data 240 may be stored
in tlip-tlops or registers that can cleared or reset in a single
clock cycle when the predictor reset signal 1s received. For
example, a subset of the predictor entries stored 1n tlip-tlops
may be cleared 1n the first clock cycle after a predictor reset
signal 1s received, while another disjoint subset of the
predictor entries that are stored in SRAM may be reset over
the course of a longer time nterval (e.g., with a sequence of
writes to different portions of the SRAM).

FIG. 3 1s a block diagram of an example of a system 300
for executing instructions with secure prediction. The sys-
tem 300 includes a memory 302 storing instructions and an
integrated circuit 310 configured to execute the instructions.
For example, the integrated circuit 310 may be a processor,
a microprocessor, a microcontroller, or an IP core. The
integrated circuit 310 includes an interconnection interface
circuit 312; a cache 314; an instruction decode bufter 320
configured to store instructions that have been fetched from
the memory 302; an instruction decoder circuit 330 config-
ured to decode nstructions from the instruction decode
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bufler 320 and pass corresponding micro-ops to one or more
execution resource circuits (340, 342, 344, and 346) for
execution; a predictor circuit 350; and a security domain
transition detection circuit 360. For example, the predictor
circuit 350 may be implemented as the predictor circuit 210
of FIG. 2. For example, the imtegrated circuit 310 may be
configured to implement the technique 400 of FIG. 4.

The interconnection interface circuit 312 (e.g., a bus
interface circuit) 1s configured to transfer data to and from
external devices including the memory 302. For example,
the mterconnection interface circuit 312 may be configured
to fetch nstructions from the memory 302 and store them in
the instruction decode butler 320 while the instructions are
processed by a pipelined architecture of the integrated
circuit 310. For example, the interconnection interface cir-
cuit 312 may be configured to write data resulting from the
execution of mstructions to the memory 302 during a write
back phase of a pipeline. For example, the interconnection
interface circuit 312 may fetch a block of data (e.g., mstruc-
tions). The interconnection interface circuit 312 may be
configured to use the cache 314 to optimize data transiers.

The integrated circuit 310 includes an 1nstruction decode
bufler 320 configured to store instructions fetched from
memory 302 while they are decoded for execution. For
example, the mstruction decode butler 320 may have a depth
(e.g., 4, 8, 12, 16, or 24 instructions) that facilitates a
pipelined and/or superscalar architecture of the integrated
circuit 310. The structions may be members of an instruc-
tion set (e.g., a RISC V instruction set, an x86 1nstruction set,
an ARM 1nstruction set, or a MIPS 1nstruction set) supported
by the mtegrated circuit 310.

The integrated circuit 310 1ncludes one or more execution
resource circuits (340, 342, 344, and 346) configured to
execute mstructions or micro-ops to support an instruction
set. For example, the imstruction set may be a RISC V
instruction set. For example, the one or more execution
resource circuits (340, 342, 344, and 346) may include an
adder, a shifter (e.g., a barrel shifter), a multiplier, and/or a
floating point unit. The one or more execution resource
circuits (340, 342, 344, and 346) may update the state of the
integrated circuit 310, including internal registers and/or
flags or status bits (not explicitly shown in FIG. 3) and micro
architectural state based on results of executing 1nstructions.
Results of execution of an instruction may also be written to
the memory 302 (e.g., during subsequent stages of a pipe-
lined execution).

The integrated circuit 310 includes an mstruction decoder
circuit 330 configured to decode the instructions in the
instruction decode builer 320. The 1nstruction decode buller
320 may convert the 1nstructions into corresponding micro-
ops that are internally executed by the integrated circuit 310
using the one or more execution resource circuits (340, 342,
344, and 346). The mstruction decoder circuit 330 1s con-
figured to use predictions from the predictor circuit 350 to
schedule 1nstructions for execution and implement specula-
tive execution.

The integrated circuit 310 includes a predictor circuit 350
configured to generate predictions to enable speculative
execution. The predictor entries of the predictor circuit 350
may store data (e.g., a counter) used to determine predictions
for an struction (e.g., a branch instruction). For example,
the predictor circuit 350 may include a value predictor, a
memory dependence predictor, a pre-fetch predictor, a con-
trol-flow predictor, a branch predictor, a branch-history
table, a branch target buller, and/or a return address stack
predictor. For example, the predictor circuit 350 may be
configured to, when operating i a first mode (e.g., a
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standard or normal mode), use data stored in one or more
entries selected from any of a set of predictor entries to
generate predictions used for speculative execution of
instructions. The predictor circuit 350 may support reset of
the set of predictor entries, which may be mvoked when a
security domain transition occurs 1n software being executed
by the integrated circuit 310 to prevent data of the predictor
entries from being used as a side-channel for information
leaks. Since a reset operation may take more than a single
clock cycle to complete, the predictor circuit 350 may also
support restrictive modes that prevent predictor entries that
are scheduled for reset from being used during a time
interval allotted for performing the reset operation. For
example, the predictor circuit 350 may support a restrictive
mode that disables the predictor circuit 350 and prevents the
generation of predictions during a time interval allotted for
reset of the predictor state. For example, the predictor circuit
350 may support a restrictive mode that causes the predictor
circuit 350 to generate static predictions during a time
interval allotted for reset of the predictor state. For example,
the predictor circuit 350 may support a restrictive mode that
causes the predictor circuit 350 to generate predictions using
only a subset of the predictor entries that have been reset
during an early phase of a reset operation. In some 1mple-
mentations, the predictor circuit 350 1s a hybrid predictor
that 1s configured to generate predictions based on one or
more subsets of the set of predictor entries. For example, the
predictor circuit 350 may combine predictions from multiple
respective subsets of the predictor entries using a majority
vote scheme, a fixed hierarchy or priority of the subsets, a
meta-prediction that chooses amongst predictions Ifrom
available subsets, or based on prediction confidence scores
for the predictions generated using respective subsets. For
example, these hybrid schemes may be used to determine
reasonable predictions while portions of the set of predictor
entries are unavailable during a reset operation.

The integrated circuit 310 includes a security domain
transition circuit 360 that 1s configured to detect when
software being executed by the integrated circuit 310
changes from one security domain to another. For example,
the security domain transition detection circuit 360 may
detect a transition when the integrated circuit 310 performs
a context switch to a diflerent process, or receives an
interrupt, or switches from a user process to an operating
system, or switches from an operating system to a virtual
machine hypervisor. In some implementations, the security
domain transition detection circuit 360 may detect the
security domain transition based on decoding (e.g., using the
instruction decoder circuit 330) an instruction associated
with security domain transitions. The decoded instruction
may be explicitly or implicitly associated with transitions of
the security domain. For example, the decoded instruction
may be a specialized nstruction with the express purpose of
signaling the software writer’s intent to enforce a security
domain boundary starting just before or just after the istruc-
tion. For example, the mstruction may be a procedure call or
a return instruction that it 1s mmplicitly associated with
security domain transitions. In some implementations, the
security domain transition detection circuit 360 may detect
the security domain transition based on receiving an inter-
rupt signal. When a security domain transition 1s detected,
the security domain transition detection circuit 360 may
issue a mode selection signal and/or a reset signal to the
predictor circuit 350.

For example, the integrated circuit 310 may be configured
to detect a security domain transition for soitware being
executed by the integrated circuit 310 using the security
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8

domain transition detection circuit 360, and, responsive to
the security domain transition, change a mode of the pre-
dictor circuit 350 from the first mode to a second mode and
invoke a reset of the set of predictor entries. The second
mode may prevent the predictor circuit 350 from using at
least a first subset of the predictor entries of the set of
predictor entries to generate predictions. The integrated
circuit 310 may be configured to, after completion of the
reset, change the mode of the predictor circuit to the first
mode to resume normal prediction. In some 1mplementa-
tions, the integrated circuit 310 may be configured to,
responsive to a partial completion of the reset, change the
mode of predictor circuit 350 to a third mode that enables the
predictor circuit 350 to use a second subset of the set
predictor entries that have been reset while preventing use of
a third subset of the set of predictor entries that have not yet
been reset. The second subset and the third subset may be
non-empty and disjoint subsets of the first subset. The
integrated circuit 310 may be configured to generate a
prediction based on a predictor entry 1n the second subset
prior to completion of the reset. In some 1mplementations,
operating in the second mode prevents the predictor circuit
350 from generating predictions. In some implementations,
operating in the second mode prevents the predictor circuit
350 from using all of the set of predictor entries and causes
the predictor circuit 350 to generate a static prediction. In
some 1mplementations, operating in the second mode causes
the predictor circuit 350 to generate a prediction based on a
predictor entry 1n a second subset of the set of predictor
entries that 1s disjomnt from the first subset of predictor
entries. For example, the predictor circuit 350, when oper-
ating 1n the first mode, may generate a prediction based on
a combination of a prediction determined based on the
second subset of the set of the predictor entries with one or
more predictions based on one or more respective additional
subsets of the set of predictor entries that are disjoint from
the second set. In some 1mplementations, security domain
transition detection circuit 360 1s configured to detect the
security domain transition based on decoding an instruction
associated with security domain transitions. In some 1mple-
mentations, security domain transition detection circuit 360
1s configured to detect the security domain transition based
on receiving an interrupt signal. In some implementations, a
time interval between invoking the reset and changing the
mode of the predictor circuit to the first mode has a fixed
duration, which may prevent the leak of information via
timing of reset operations and/or reduce or eliminate jitter.

FIG. 4 1s a flow chart of an example of a techmque 400
for executing nstructions with secure prediction. The tech-
nique 400 includes detecting 410 a security domain transi-
tion for soitware being executed by an integrated circuit;
responsive to the security domain transition, imnvoking 420 a
reset of the set of predictor entries and changing 430 a mode
of the predictor circuit from the first mode to a second mode;
continuing 440 execution in using one or more restricted
modes for the predictor circuit that limit access to predictor
entries during a reset time interval; and, after completion of
the reset, changing 450 the mode of the predictor circuit to
the first mode, and continuing 460 execution using the first
mode with full access to predictor entries. For example, the
predictor circuit may include a control-flow predictor, a
value predictor, a branch predictor, a branch-history table, a
branch target bufler, and/or a return address stack predictor.
For example, the techmque 400 may be implemented using
the integrated circuit 110 of FIG. 1. For example, the
technique 400 may be implemented using the predictor
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circuit 210 of FIG. 2. For example, the technique 400 may
be implemented using the system 300 of FIG. 3.

The technique 400 includes detecting 410 a security
domain transition for software being executed by an inte-
grated circuit (e.g., the integrated circuit 310) that includes
a predictor circuit configured to, when operating 1n a {irst
mode (e.g., a standard of normal mode), use data stored in
one or more entries selected from any of a set of predictor
entries to generate predictions used for speculative execu-
tion of instructions. In some 1implementations, the security
domain transition may be detected 410 based on decoding an
instruction associated with security domain transitions. For
example, a special mstruction that can be used to explicitly
indicate a security domain boundary in software may be
decoded. For example, an instruction that serves another
purpose (e.g., a procedure call or a return instruction) may
be mmplicitly associated with security domain transitions,
and a security domain transition may be detected 410 based
on the decoding of one of these implicitly associated mstruc-
tions. In some 1mplementations, the security domain transi-
tion 1s detected 410 based on recerving an interrupt signal.
For example, certain interrupts may be associated with
security domain transitions or all interrupts may be associ-
ated with security domain transitions. In some implementa-
tions, the security domain transition i1s detected 410 based on
decoding an instruction and also based on internal state of
the integrated circuit (e.g., a processor) associated with
security domain transitions. For example, the security
domain transition may be detected 410 detected based on
decoding or executing an exception-return instruction and
based on a privilege mode of the destination having a value
associated with security domain transitions, where the pro-
cessor state records what privileged mode will be returned
to.

When (at operation 415) a security domain transition has
been detected, then the technique 400 includes, responsive
to the security domain transition, changing 430 a mode of
the predictor circuit from the first mode to a second mode
and mvoking 420 a reset of the set of predictor entries. The
second mode may prevent the predictor circuit from using at
least a first subset of the predictor entries of the set of
predictor entries to generate predictions. For example, oper-
ating 1n the second mode may prevent the predictor circuit
from generating predictions. For example, operating in the
second mode may prevent the predictor circuit from using
all of the set of predictor entries and may cause the predictor
circuit to generate a static prediction. In some 1mplementa-
tions, operating in the second mode causes the predictor
circuit to generate a prediction based on a predictor entry 1n
a second subset of the set of predictor entries that 1s disjoint
from the first subset of predictor entries. For example, the
predictor circuit may include a hybrid predictor that 1s
capable of generating predictions based on one or more
subsets of the predictor entries included 1n 1ts predictor state.
For example, the predictor circuit may combine predictions
from multiple respective subsets of the predictor entries
using a majority vote scheme, a fixed hierarchy or priority
of the subsets, a meta-prediction that chooses amongst
predictions from available subsets, or based on prediction
confidence scores for the predictions generated using respec-
tive subsets. In normal mode, the predictor circuit may
generate a prediction by combining predictions based on
multiple subsets of the set of predictor entries. For example,
the predictor circuit, when operating in the first mode, may
generate a prediction based on a combination of a prediction
determined based on the second subset of the set of the
predictor entries with one or more predictions based on one
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or more respective additional subsets of the set of predictor
entries that are disjoint from the second set. For example, 1n
the second mode (e.g., a restrictive mode), the predictor
circuit may be configured to determine a prediction based
only on one or more subsets of the predictor entries as they
become available during a reset operation.

The technique 400 includes continuing 440 execution 1n
using one or more restricted modes for the predictor circuit
that limit access to predictor entries during a reset time
interval. For example, continuing 440 execution of instruc-
tions may 1include using predictions determined by the
predictor circuit operating in the second mode to facilitate
speculative execution. In some implementations, no predic-
tions are generated by the predictor circuit while operating,
in the second mode and execution continues 440 without the
benefit of speculative execution until the reset operation 1s
completed. For example, the technique 500 of FIG. 5 may be
implemented to utilize additional portions of the set of
predictor entries as they become available to improve the
performance of the predictor during the reset operation for
continuing 440 speculative execution.

When (at operation 443) the reset 1s completed, then the
technique 400 includes, after completion of the reset, chang-
ing 450 the mode of the predictor circuit to the first mode
(e.g., a standard or normal mode). In some 1implementations,
a time 1terval between invoking 420 the reset and changing
450 the mode of the predictor circuit to the first mode has a
fixed duration. Constraining this time interval to have a fixed
duration may provide benefits, such as prevent the leak of
information across a security domain boundary in the form
of timing information and/or preventing a source of jitter
(e.g., for real-time applications).

After the mode of the predictor circuit has been changed
450 back to the first mode (e.g., a standard or normal mode),
the technique 400 1includes continuing 460 execution using
the first mode with full access to predictor entries. After
some time of continued 460 execution with prediction
updates (e.g., using the prediction update circuit 250) the
predictor state including the set of predictor entries may
stabilize and converge to usetul value tuned to the conditions
within the new security domain. FIG. 5 1s a tlow chart of an
example of a technique 500 for executing instructions with
prediction based on a subset of a set of predictor entries
during a reset operation for the predictor.

FIG. 5 1s a flow chart of an example of a techmque 500
for executing instructions with prediction based on a subset
of a set of predictor entries during a reset operation for the
predictor. The technique 500 includes, responsive to a partial
completion of the reset, changing 510 the mode of predictor
circuit to a third mode (e.g., an additional less restrictive
mode) that enables the predictor circuit to use a second
subset of the set predictor entries that have been reset while
preventing use of a third subset of the set of predictor entries
that have not yet been reset. The second subset and the third
subset may be non-empty and disjoint subsets of the first
subset. The technique 500 includes generating 520 a pre-
diction based on a predictor entry in the second subset prior
to completion of the reset. For example, the technique 500
may be used to utilize additional subsets of the predictor
entries 1 a hybrid predictor as those subsets become avail-
able during a reset operation.

In a first aspect, the subject matter described 1n this
specification can be embodied 1n integrated circuit for
executing instructions that includes a predictor circuit con-
figured to, when operating 1n a first mode, use data stored 1n
one or more entries selected from any of a set of predictor
entries to generate predictions used for speculative execu-
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tion of instructions, wherein the integrated circuit 1s config-
ured to: detect a security domain transition for software
being executed by the integrated circuit; responsive to the
security domain transition, change a mode of the predictor
circuit from the first mode to a second mode and invoke a
reset of the set of predictor entries, wherein the second mode
prevents the predictor circuit from using at least a first subset
of the predictor entries of the set of predictor entries to
generate predictions; and, after completion of the reset,
change the mode of the predictor circuit to the first mode.

In a second aspect, the subject matter described in this
specification can be embodied in methods that include
detecting a security domain transition for soiftware being
executed by an integrated circuit that includes a predictor
circuit configured to, when operating 1n a first mode, use
data stored in one or more entries selected from any of a set
of predictor entries to generate predictions used for specu-
lative execution of instructions; responsive to the security
domain transition, changing a mode of the predictor circuit
from the first mode to a second mode and mvoking a reset
of the set of predictor entries, wherein the second mode
prevents the predictor circuit from using at least a first subset
of the predictor entries of the set of predictor entries to
generate predictions; and, after completion of the reset,
changing the mode of the predictor circuit to the first mode.

While the disclosure has been described in connection
with certain embodiments, 1t 1s to be understood that the
disclosure 1s not to be limited to the disclosed embodiments
but, on the contrary, 1s intended to cover various modifica-
tions and equivalent arrangements included within the scope
of the appended claims, which scope 1s to be accorded the
broadest interpretation so as to encompass all such modifi-
cations and equivalent structures as 1s permitted under the
law.

What 1s claimed 1s:

1. An mtegrated circuit for executing instructions com-

prising:
a predictor circuit configured to, when operating 1n a first
mode, use data stored in one or more entries selected
from any of a set of predictor entries to generate
predictions used for speculative execution of instruc-
tions, wherein the itegrated circuit 1s configured to:
detect a security domain transition for software being
executed by the integrated circuit;

responsive to the security domain transition, change a
mode of the predictor circuit from the first mode to
a second mode and invoke a reset of the set of
predictor entries, wherein the second mode prevents
the predictor circuit from using at least a first subset
of the predictor entries of the set of predictor entries
to generate predictions;

continue execution of one or more instructions using
the second mode for the predictor circuit during at
least a portion of a reset time 1nterval, wherein the
reset time 1nterval 1s between invoking the reset and
completion of the reset;

responsive to a partial completion of the reset, change
the mode of predictor circuit to a third mode that
enables the predictor circuit to use a second subset of
the set predictor entries that have been reset while
preventing use of a third subset of the set of predictor
entries that have not yet been reset, wherein the
second subset and the third subset are non-empty and
disjoint subsets of the first subset,

generate a prediction based on a predictor entry 1n the
second subset prior to completion of the reset; and
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after completion of the reset, change the mode of the
predictor circuit to the first mode.

2. The integrated circuit of claim 1, 1n which operating 1n
the second mode prevents the predictor circuit from gener-
ating predictions.

3. The integrated circuit of claim 1, 1n which operating 1n
the second mode prevents the predictor circuit from using all
of the set of predictor entries and causes the predictor circuit
to generate a static prediction.

4. The integrated circuit of claim 1, 1n which operating 1n
the second mode causes the predictor circuit to generate a
prediction based on a predictor entry 1n a fourth subset of the
set of predictor entries that 1s disjoint from the first subset of
predictor entries.

5. The integrated circuit of claim 4, 1n which the predictor
circuit, when operating in the first mode, generates a pre-
diction based on a combination of a prediction determined
based on the fourth subset of the set of the predictor entries
with one or more predictions based on one or more respec-
tive additional subsets of the set of predictor entries that are
disjoint from the fourth subset.

6. The integrated circuit of claim 1, in which the inte-
grated circuit 1s configured to detect the security domain
transition based on decoding an instruction associated with
security domain transitions.

7. The integrated circuit of claim 6, 1n which the inte-
grated circuit 1s configured to detect the security domain
transition based on internal state of the mtegrated circuit
associated with security domain transitions.

8. The mntegrated circuit of claim 1, 1n which the inte-
grated circuit 1s configured to detect the security domain
transition based on receiving an interrupt signal.

9. The mtegrated circuit of claim 1, in which a time
interval between invoking the reset and changing the mode
of the predictor circuit to the first mode has a fixed duration.

10. The integrated circuit of claim 1, in which the pre-
dictor circuit includes a control-flow predictor.

11. The integrated circuit of claim 1, 1n which the pre-
dictor circuit includes a value predictor.

12. The integrated circuit of claim 1, 1n which the pre-
dictor circuit includes a branch-history table.

13. The integrated circuit of claim 1, 1n which the pre-
dictor circuit includes a branch target butler.

14. The integrated circuit of claim 1, 1n which the pre-
dictor circuit includes a return address stack predictor.

15. A method comprising:

detecting a security domain transition for soitware being

executed by an integrated circuit that includes a pre-
dictor circuit configured to, when operating in a {first
mode, use data stored 1n one or more entries selected
from any of a set of predictor entries to generate
predictions used for speculative execution of instruc-
tions;

responsive to the security domain transition, changing a

mode of the predictor circuit from the first mode to a
second mode and invoking a reset of the set of predictor
entries, wherein the second mode prevents the predictor
circuit from using at least a first subset of the predictor
entries of the set of predictor entries to generate pre-
dictions:

continuing execution of one or more nstructions using the

second mode for the predictor circuit during at least a
portion of a reset time interval, wherein the reset time
interval 1s between invoking the reset and completion
of the reset;

responsive to a partial completion of the reset, changing

the mode of predictor circuit to a third mode that
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enables the predictor circuit to use a second subset of
the set predictor entries that have been reset while
preventing use of a third subset of the set of predictor
entries that have not yet been reset, wherein the second
subset and the third subset are non-empty and disjoint
subsets of the first subset;

generating a prediction based on a predictor entry 1n the

second subset prior to completion of the reset; and
after completion of the reset, changing the mode of the
predictor circuit to the first mode.

16. The method of claim 15, 1n which operating 1n the
second mode prevents the predictor circuit from generating
predictions.

17. The method of claam 15, 1n which operating in the
second mode prevents the predictor circuit from using all of
the set of predictor entries and causes the predictor circuit to
generate a static prediction.

18. The method of claim 15, 1n which operating 1n the
second mode causes the predictor circuit to generate a
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prediction based on a predictor entry 1n a subset of the set of 20

predictor entries that i1s disjoint from the first subset of

predictor entries.
19. The method of claim 18, 1n which the predictor circuit,
when operating in the first mode, generates a prediction

based on a combination of a prediction determined based on 25

the subset of the fourth set of the predictor entries with one
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or more predictions based on one or more respective addi-
tional subsets of the set of predictor entries that are disjoint
from the fourth subset.

20. The method of claim 15, 1n which the security domain
transition 1s detected based on decoding an instruction
associated with security domain transitions.

21. The method of claim 20, 1n which the security domain
transition 1s detected based on internal state of the integrated
circuit associated with security domain transitions.

22. The method of claim 15, 1n which the security domain
transition 1s detected based on receiving an interrupt signal.

23. The method of claim 15, in which a time interval
between mmvoking the reset and changing the mode of the
predictor circuit to the first mode has a fixed duration.

24. The method of claim 15, 1n which the predictor circuit
includes a control-flow predictor.

25. The method of claim 15, 1n which the predictor circuit

includes a value predictor.
26. The method of claim 15, 1n which the predictor circuit

includes a branch-history table.

277. The method of claim 15, 1n which the predictor circuit
includes a branch target buifler.

28. The method of claim 15, 1n which the predictor circuit
includes a return address stack predictor.
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