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METHOD FOR CLOUD ASSISTED
AUTHORIZATION OF 10T IDENTITY
BOOTSTRAPPING

FIELD

The subject matter disclosed herein relates to internet of
things (“101””) devices and more particularly relates to cloud
assisted authorization of IoT 1dentity bootstrapping.

BACKGROUND

Io'T devices from regular consumer scenarios, like smart-
home, are not equipped with a digital identity of a network
access server (“NAS”). Before being permitted access to the
user network, the Io'T device can be imprinted with a digital
identity (e.g. cryptographic keys). This scenario raises a
security 1ssue, because the IoT device must authorize the
user before accepting a new digital identity and the user
must attest the validity of the IoT device before allowing
access 1nto the local network.

BRIEF SUMMARY

A method for cloud assisted authorization of IoT identity
bootstrapping 1s disclosed. An alternate method and com-
puter program product also perform the functions of the
apparatus. The method for cloud assisted authorization of
IoT 1dentity bootstrapping includes receiving from a device,
at a NAS of a user and 1n response to an attestation request
sent from the NAS to the device, a vendor network address
of a vendor server of a vendor and a device 1dentifier for the
device. The device 1s capable of connection to a computer
network accessible by the NAS. The method includes
authenticating the vendor using the vendor network address
and, i response to authenticating the vendor, sending the
device 1dentifier to the vendor server. The method includes
communicating device attestation packets between the ven-
dor server and the device. Contents of a payload of the
device attestation packets are inaccessible to the NAS and
the device attestation packets validate the device to the
vendor server. The method includes receiving device attes-
tation from the vendor server. The device attestation indi-
cating validity status of the device to the NAS. The method
includes, 1 response to the device attestation indicating
validity of the device, transmitting a new device i1dentity to
the device.

Another method for cloud assisted authorization of IoT
identity bootstrapping includes maintaining a device 1n a
locked state. The device 1s connected to a NAS of a user and
the locked state prevents acceptance of a new device 1dentity
from the NAS prior to verifying authorization of the user.
The method includes receiving a new device identity from
the NAS and, in response to receiving the new device
identity from the NAS, transmitting to the NAS a vendor
network address of a vendor server of a vendor and a device
identifier of the device. The method includes communicat-
ing user authorization packets with the vendor server
through the NAS where contents of a payload of the user
authorization packets are inaccessible to the NAS and, 1n
response to recerving from the vendor server an indication of
user authorization, transmitting a notification to the NAS
that the device has accepted the new device identity and
proceeding with a network identity bootstrap process with
the NAS.

A program product for cloud assisted authorization of IoT
identity bootstrapping includes a computer readable storage
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medium with program code. The program code 1s configured
to be executable by a processor to perform operations that
include receiving from a device, at a NAS of a user and 1n
response to an attestation request sent from the NAS to the
device, a vendor network address of a vendor server of a
vendor and a device 1dentifier for the device. The device 1s
capable of connection to a computer network accessible by
the NAS. The program code 1s also configured to perform
operations that include authenticating the vendor using the
vendor network address and, 1n response to authenticating
the vendor, sending the device identifier to the vendor server.
The program code 1s also configured to perform operations
that include communicating device attestation packets
between the vendor server and the device. Contents of a
payload of the device attestation packets are inaccessible to
the NAS and the device attestation packets validate the
device to the vendor server. The program code 1s also
configured to perform operations that include receiving
device attestation from the vendor server, where the device
attestation indicates validity status of the device to the NAS
and, 1n response to the device attestation indicating validity
of the device, transmitting a new device identity to the
device.

BRIEF DESCRIPTION OF THE DRAWINGS

A more particular description of the embodiments brietly
described above will be rendered by reference to specific
embodiments that are illustrated 1n the appended drawings.
Understanding that these drawings depict only some
embodiments and are not therefore to be considered to be
limiting of scope, the embodiments will be described and
explained with additional specificity and detail through the
use of the accompanying drawings, in which:

FIG. 1 1s a schematic block diagram illustrating one
embodiment of a system for cloud assisted authorization of
internet of things (“Io1”") 1identity bootstrapping;

FIG. 2 1s a schematic block diagram illustrating one
embodiment of an apparatus with a network access server
(“NAS™) for cloud assisted authorization of IoT identity
bootstrapping;

FIG. 3 1s a schematic block diagram illustrating another
embodiment of an apparatus with a NAS for cloud assisted
authorization of IoT 1dentity bootstrapping;

FIG. 4 1s a schematic block diagram illustrating one
embodiment of an apparatus with an IoT device for cloud
assisted authorization of IoT identity bootstrapping;

FIG. 5 1s a schematic block diagram 1llustrating another
embodiment of an apparatus with an IoT device for cloud
assisted authorization of IoT identity bootstrapping;

FIG. 6 1s a schematic block diagram illustrating another
embodiment of an apparatus with a vendor server for cloud
assisted authorization of IoT identity bootstrapping;

FIG. 7 1s a schematic flow chart diagram illustrating one
embodiment of a method for cloud assisted authorization of
Io'T 1dentity bootstrapping where a NAS authorizes an IoT
device;

FIG. 8 1s a schematic flow chart diagram illustrating one
embodiment of a method for cloud assisted authorization of
Io'T 1identity bootstrapping where an IoT device authorizes a
user; and

FIG. 9 1s a schematic flow chart diagram illustrating one
embodiment of a method for cloud assisted authorization of
Io'T 1dentity bootstrapping where an Io'T device and a user

authorize each other.

DETAILED DESCRIPTION

As will be appreciated by one skilled 1n the art, aspects of
the embodiments may be embodied as a system, method or
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program product. Accordingly, embodiments may take the
form of an entirely hardware embodiment, an entirely soit-
ware embodiment (including firmware, resident solftware,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Furthermore, embodi-
ments may take the form of a program product embodied in
one or more computer readable storage devices storing
machine readable code, computer readable code, and/or
program code, referred hereafter as code. The storage
devices may be tangible, non-transitory, and/or non-trans-
mission. The storage devices may not embody signals. In a
certain embodiment, the storage devices only employ sig-
nals for accessing code.

Many of the functional units described in this specifica-
tion have been labeled as modules, 1n order to more par-
ticularly emphasize their implementation independence. For
example, a module may be implemented as a hardware
circuit comprising custom VLSI circuits or gate arrays,
oll-the-shell semiconductors such as logic chips, transistors,
or other discrete components. A module may also be 1mple-
mented in programmable hardware devices such as field
programmable gate arrays, programmable array logic, pro-
grammable logic devices or the like.

Modules may also be implemented 1n code and/or soft-
ware for execution by various types ol processors. An
identified module of code may, for instance, comprise one or
more physical or logical blocks of executable code which
may, for instance, be organized as an object, procedure, or
function. Nevertheless, the executables of an i1dentified
module need not be physically located together, but may
comprise disparate instructions stored in different locations
which, when joined logically together, comprise the module
and achieve the stated purpose for the module.

Indeed, a module of code may be a single instruction, or
many instructions, and may even be distributed over several
different code segments, among different programs, and
across several memory devices. Similarly, operational data
may be 1dentified and 1llustrated herein within modules, and
may be embodied 1n any suitable form and orgamized within
any suitable type of data structure. The operational data may
be collected as a single data set, or may be distributed over
different locations including over diflerent computer read-
able storage devices. Where a module or portions of a
module are implemented 1n software, the software portions
are stored on one or more computer readable storage
devices.

Any combination of one or more computer readable
medium may be utilized. The computer readable medium
may be a computer readable storage medium. The computer
readable storage medium may be a storage device storing the
code. The storage device may be, for example, but not
limited to, an electronic, magnetic, optical, electromagnetic,
inirared, holographic, micromechanical, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing.

More specific examples (a non-exhaustive list) of the
storage device would include the following: an electrical
connection having one or more wires, a portable computer
diskette, a hard disk, a random access memory (“RAM”), a
read-only memory (“ROM”), an erasable programmable
read-only memory (“EPROM” or Flash memory), a portable
compact disc read-only memory (“CD-ROM™), an optical
storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this docu-
ment, a computer readable storage medium may be any
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4

tangible medium that can contain, or store a program for use
by or 1n connection with an instruction execution system,
apparatus, or device.

Code for carrying out operations for embodiments may be
written 1n any combination of one or more programming
languages including an object oriented programming lan-
guage such as Python, Ruby, Java, Smalltalk, C++, or the
like, and conventional procedural programming languages,
such as the “C” programming language, or the like, and/or
machine languages such as assembly languages. The code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly
on the user’s computer and partly on a remote computer or
entircly on the remote computer or server. In the latter
scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (“LAN”) or a wide area network
(“WAN”), or the connection may be made to an external
computer (for example, through the Internet using an Inter-
net Service Provider).

Reference throughout this specification to “one embodi-
ment,” “an embodiment,” or similar language means that a
particular feature, structure, or characteristic described in
connection with the embodiment 1s 1ncluded 1n at least one
embodiment. Thus, appearances of the phrases “in one
embodiment,” “in an embodiment,” and similar language
throughout this specification may, but do not necessarily, all
refer to the same embodiment, but mean “one or more but
not all embodiments™ unless expressly specified otherwise.
The terms “including,” “comprising,” “having,” and varia-
tions thereof mean “including but not limited to,” unless
expressly specified otherwise. An enumerated listing of
items does not imply that any or all of the 1tems are mutually
exclusive, unless expressly specified otherwise. The terms
“a,” “an,” and ‘“the” also refer to “one or more” unless
expressly specified otherwise.

Furthermore, the described features, structures, or char-
acteristics of the embodiments may be combined in any
suitable manner. In the following description, numerous
specific details are provided, such as examples of program-
ming, software modules, user selections, network transac-
tions, database queries, database structures, hardware mod-
ules, hardware circuits, hardware chips, etc., to provide a
thorough understanding of embodiments. One skilled 1n the
relevant art will recognize, however, that embodiments may
be practiced without one or more of the specific details, or
with other methods, components, materials, and so forth. In
other 1nstances, well-known structures, materials, or opera-
tions are not shown or described 1n detail to avoid obscuring
aspects of an embodiment.

Aspects of the embodiments are described below with
reference to schematic flowchart diagrams and/or schematic
block diagrams of methods, apparatuses, systems, and pro-
gram products according to embodiments. It will be under-
stood that each block of the schematic flowchart diagrams
and/or schematic block diagrams, and combinations of
blocks 1n the schematic flowchart diagrams and/or schematic
block diagrams, can be implemented by code. This code may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the schematic tflowchart diagrams and/or schematic block
diagrams block or blocks.
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The code may also be stored 1n a storage device that can
direct a computer, other programmable data processing
apparatus, or other devices to function in a particular man-
ner, such that the instructions stored in the storage device
produce an article of manufacture including instructions
which implement the function/act specified 1n the schematic
flowchart diagrams and/or schematic block diagrams block
or blocks.

The code may also be loaded onto a computer, other
programmable data processing apparatus, or other devices to
cause a series ol operational steps to be performed on the
computer, other programmable apparatus or other devices to
produce a computer implemented process such that the code
which execute on the computer or other programmable
apparatus provide processes for implementing the functions/
acts specified 1n the flowchart and/or block diagram block or
blocks.

The schematic flowchart diagrams and/or schematic block
diagrams 1n the Figures illustrate the architecture, function-
ality, and operation of possible implementations of appara-
tuses, systems, methods and program products according to
vartous embodiments. In this regard, each block in the
schematic tlowchart diagrams and/or schematic block dia-
grams may represent a module, segment, or portion of code,
which comprises one or more executable instructions of the
code for implementing the specified logical function(s).

It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out
of the order noted 1n the Figures. For example, two blocks
shown 1n succession may, 1n fact, be executed substantially
concurrently, or the blocks may sometimes be executed 1n
the reverse order, depending upon the functionality
involved. Other steps and methods may be conceived that
are equivalent in function, logic, or eflect to one or more
blocks, or portions thereot, of the illustrated Figures.

Although various arrow types and line types may be
employed 1n the flowchart and/or block diagrams, they are
understood not to limit the scope of the corresponding
embodiments. Indeed, some arrows or other connectors may
be used to indicate only the logical flow of the depicted
embodiment. For instance, an arrow may indicate a waiting
or monitoring period of unspecified duration between enu-
merated steps of the depicted embodiment. It will also be
noted that each block of the block diagrams and/or flowchart
diagrams, and combinations of blocks in the block diagrams
and/or flowchart diagrams, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and code.

The description of elements 1n each figure may refer to
clements of proceeding figures. Like numbers refer to like
clements 1n all figures, including alternate embodiments of
like elements.

As used herein, a list with a conjunction of “and/or”
includes any single 1item in the list or a combination of items
in the list. For example, a list of A, B and/or C includes only
A, only B, only C, a combination of A and B, a combination
of B and C, a combination of A and C or a combination of
A, B and C. As used herein, a list using the terminology “one
or more of” includes any single item in the list or a
combination of 1tems 1n the list. For example, one or more
of A, B and C includes only A, only B, only C, a combination
of A and B, a combination of B and C, a combination of A
and C or a combination of A, B and C. As used herein, a list
using the terminology “one of includes one and only one of
any single item 1n the list. For example, “one of A, B and C”
includes only A, only B or only C and excludes combina-
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tions of A, B and C. As used herein, “a member selected
from the group consisting of A, B, and C,” includes one and
only one of A, B, or C, and excludes combinations of A, B,
and C.” As used herein, “a member selected from the group
consisting of A, B, and C and combinations thereol”
includes only A, only B, only C, a combination of A and B,
a combination of B and C, a combination of A and C or a
combination of A, B and C.

A method for cloud assisted authorization of IoT 1dentity
bootstrapping 1s disclosed. An alternate method and com-
puter program product also perform the functions of the
apparatus. The method for cloud assisted authorization of
Io'T 1dentity bootstrapping includes receiving from a device,
at a NAS of a user and 1n response to an attestation request
sent from the NAS to the device, a vendor network address
ol a vendor server of a vendor and a device 1dentifier for the
device. The device 1s capable of connection to a computer
network accessible by the NAS. The method includes
authenticating the vendor using the vendor network address
and, 1 response to authenticating the vendor, sending the
device 1dentifier to the vendor server. The method includes
communicating device attestation packets between the ven-
dor server and the device. Contents of a payload of the
device attestation packets are 1naccessible to the NAS and
the device attestation packets validate the device to the
vendor server. The method includes receiving device attes-
tation from the vendor server. The device attestation indi-
cating validity status of the device to the NAS. The method
includes, 1 response to the device attestation indicating
validity of the device, transmitting a new device identity to
the device.

In some embodiments, the device and the NAS commu-
nicate over a link layer and the NAS and the vendor server
communicate using an Internet protocol over a computer
network. In other embodiments, the device 1s in a locked
state and does not accept a new device i1dentity prior to the
vendor server validating the user to the device. In a further
embodiment, validating the user to the device includes
communicating user authorization packets between the ven-
dor server and the device, where contents of a payload of
cach user authorization packet are 1naccessible to the NAS,
receiving notification from the device that the new device
identity has been accepted by the device, and proceeding
with a network 1dentity bootstrap process for the device. In
a Turther embodiment, the method includes, 1n response to
the vendor server communicating user non-authorization to
the device, recerving notification from the device that the
new device identity has not been accepted by the device
where the network 1dentity bootstrap process for the device
1s halted.

In some embodiments, 1n response to the device attesta-
tion 1ncluding an 1ndication of invalidity of the device, the
method 1ncludes preventing transmission of the new device
identity to the device. In other embodiments, authenticating
the vendor using the vendor network address includes the
NAS communicating with the vendor server using a security
protocol and/or verilying a digital certificate of the vendor.
In other embodiments, validating the device to the vendor
server 1ncludes the vendor server verifying that the device
has a device 1dentity known to the vendor server as a valid
device 1dentity. In other embodiments, the NAS 1ncludes a
network communication device connected to the Internet
and a communication port connected to the device using a
link layer protocol. In other embodiments, the vendor net-
work address of the vendor server comprises a uniform
resource 1dentifier (“URI™).




US 11,425,124 B2

7

Another method for cloud assisted authorization of IoT
identity bootstrapping includes maintaining a device 1n a
locked state. The device 1s connected to a NAS of a user and
the locked state prevents acceptance of a new device 1dentity
from the NAS prior to verifying authorization of the user.
The method includes receiving a new device identity from
the NAS and, 1n response to receiving the new device
identity from the NAS, transmitting to the NAS a vendor
network address of a vendor server of a vendor and a device
identifier of the device. The method includes communicat-
ing user authorization packets with the vendor server
through the NAS where contents of a payload of the user
authorization packets are inaccessible to the NAS and, 1n
response to receiving from the vendor server an indication of
user authorization, transmitting a nofification to the NAS
that the device has accepted the new device identity and
proceeding with a network identity bootstrap process with
the NAS.

In some embodiments, the method includes, prior to
receiving the new device i1dentity from the NAS, receiving
a device attestation request from the NAS and transmitting
to the NAS the vendor network address and the device
identifier of the device. In some embodiments, the method
includes, prior to communicating user authorization packets
with the vendor server, communicating device attestation
packets with the vendor server through the NAS. Contents
of a payload of the device attestation packets are 1nacces-
sible to the NAS and the device attestation packets validate
the device to the vendor server. The NAS transmits the new
device 1dentity 1n response to the vendor server validating
the device.

In some embodiments, the method includes, 1n response
to receiving Irom the vendor server an indication of user
non-authorization, transmitting a notice to the NAS that the
device has not accepted the new device identity. In other
embodiments, the device and the NAS communicate over a
link layer and the NAS and the vendor server communicate
using an Internet protocol.

A program product for cloud assisted authorization of IoT
identity bootstrapping includes a computer readable storage
medium with program code. The program code 1s configured
to be executable by a processor to perform operations that
include receiving from a device, at a NAS of a user and 1n
response to an attestation request sent from the NAS to the
device, a vendor network address of a vendor server of a
vendor and a device i1dentifier for the device. The device 1s
capable of connection to a computer network accessible by
the NAS. The program code 1s also configured to perform
operations that include authenticating the vendor using the
vendor network address and, 1n response to authenticating,
the vendor, sending the device identifier to the vendor server.
The program code 1s also configured to perform operations
that include communicating device attestation packets
between the vendor server and the device. Contents of a
payload of the device attestation packets are maccessible to
the NAS and the device attestation packets validate the
device to the vendor server. The program code 1s also
configured to perform operations that include receiving
device attestation from the vendor server, where the device
attestation indicates validity status of the device to the NAS
and, 1n response to the device attestation indicating validity
of the device, transmitting a new device identity to the
device.

In some embodiments, the device 1s 1n a locked state and
does not accept a new device 1dentity prior to the vendor
server validating the NAS to the device and validating the
NAS to the device includes communicating user authoriza-
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tion packets between the vendor server and the device,
where contents of a payload of each user authorization
packet are inaccessible to the NAS, recerving notification
from the device that the new device identity has been
accepted by the device, and proceeding with a network
identity bootstrap process for the device. In other embodi-
ments, the program code 1s further configured to be execut-
able by a processor to perform operations that include, 1n
response to the vendor server communicating user non-
authorization to the device, receiving notification from the
device that the new device 1dentity has not been accepted by
the device, where the network 1dentity bootstrap process for
the device 1s halted, and 1n response to the device attestation
including an indication of ivalidity of the device, prevent-
ing transmitting the new device idenftity to the device. In
other embodiments, the device and the NAS communicate
over a link layer and wherein the NAS and the vendor server
communicate using an Internet protocol over a computer
network. In other embodiments, authenticating the vendor
using the vendor network address includes the NAS com-
municating with the vendor server using a security protocol
and/or verifying a digital certificate of the vendor.

FIG. 1 1s a schematic block diagram illustrating one
embodiment of a system 100 for cloud assisted authorization
of IoT 1dentity bootstrapping. The system 100 includes a
network access server (“NAS”) connected IoT devices
104a-f though a LAN 106 and to a vendor server 108 of a
vendor 109 over a computer network 110 that includes the
Internet, which are described below.

The NAS 102 of a user 114 1s a device that connects
computing equipment of the user 114 to the Internet. In some
embodiments, the NAS 102 1s a router, such as a Wi-Fi
router, wired router, etc. In some embodiments, the NAS 102
creates a LAN 106 that connects to one or more computing
devices 112 of the user 114, such as laptop computers,
desktop computers, tablet computers, to one or more smart-
phones, to entertainment equipment, such as a set-top box,
a gaming device, etc., to one or more IoT devices 104, and
the like. The connections may be wired or wireless. Typi-
cally, the user 114 manages the NAS 102 through a com-
puting device 112, such as a laptop computer, desktop
computer, a smartphone, etc. The user 114, 1n some embodi-
ments, communicates with the vendor 109 through the
computing device 112, NAS 102 and vendor server 108. For
example, the user 114 may engage the vendor 109 over a
website of the vendor, an application of the vendor 109
installed on the computing device 112, etc.

The wireless connection may employ a Wi-F1 network
based on any one of the Institute of Electrical and Electron-
ics Engineers (“IEEE”) 802.11 standards. Alternatively, the
wireless connection may be a BLUETOOTH® connection.
In addition, the wireless connection may employ a Radio
Frequency Identification (“RFID™) communication includ-
ing RFID standards established by the International Orga-
nization for Standardization (“ISO”), the International Elec-
trotechnical Commission (“IEC”), the American Society for
Testing and Matenals® (“ASTM”®), the DASH7™ Alli1-
ance, and EPCGlobal™. The wireless connection may be a
mobile telephone network.

Alternatively, the wireless connection may employ a
Z1gBee® connection based on the IEEE 802 standard. In one
embodiment, the wireless connection employs a Z-Wave®
connection as designed by Sigma Designs®. Alternatively,
the wireless connection may employ an ANT® and/or
ANT+® connection as defined by Dynastream® Innova-
tions Inc. of Cochrane, Canada.
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The wireless connection may be an inifrared connection
including connections conforming at least to the Infrared
Physical Layer Specification (“IrPHY”) as defined by the
Infrared Data Association® (“IrDA”®). Alternatively, the
wireless connection may be a cellular telephone network
communication. All standards and/or connection types
include the latest version and revision of the standard and/or
connection type as of the filing date of this application.

Typically, the NAS 102 has an internet protocol (“IP”)
address and devices connected to the NAS 102 through the
LAN 106 are shielded from the computer network 110 and
must have permission of the NAS 102 to connect to the
Internet. However, some devices connected to the NAS 102
through the LAN 106 are able to acquire Internet access and
can access devices on the LAN 106 in a way that allows
unauthorized people or organizations to steal a user’s private
information from a device connected to the LAN 106, install
viruses, encrypt the user’s information and demand to be
paid to unencrypt the information, and other unwanted
action. The IoT devices 104 may also create security hazards
and the embodiments described herein are useful 1n prevent-
ing unauthorized access to a user’s devices and information
by authorizing the IoT devices 104 to the NAS 102, autho-
rizing the user 114 to the IoT devices 104, and authorizing
the vendor server 108 to the NAS 102 and/or the Io'T devices
104.

The IoT devices 104 may include a security camera 104a,
a remote control 1045, a speaker 104¢, a personal data
device (“PDA”) 104d, a doorbell/camera 104e, a motion
sensor 104/, appliances (not shown), printers (not shown) or
other device installed by a user that has a capability of
Internet or network access. IoT devices 104, such as con-
sumer electronics owned by a user, such as in a smart-home
environment, are typically not imtially equipped with a
digital identity of the NAS 102. Before being permitted
access to the user’s LAN 106, an IoT device 1s typically
imprinted with a digital identity provided by the NAS 102,
which may include cryptographic keys. However, this sce-
nario raises security concerns because an IoT device 104,
during an 1initialization process, authorizes the NAS 102
before accepting a new device identity from the NAS 102
and the NAS 102 1s typically required to attest the validity
of the IoT device 104 betfore allowing the IoT device 104 to
access the LAN 106. Typically, an IoT device 104 1is
imprinted with an identity in a vendor’s domain. However,
counterfeit IoT devices 104 may have an i1dentity that 1s not
known to the vendor and may include malware, viruses or
other malicious code that can be used to do damage or steal
a user’s information.

The vendor server 108 1s a computing device connected to
the NAS 102 through the computer network 110, and thus
the Internet, where the vendor server 108 1s authorized by
the vendor of an IoT device 104 being installed on the LAN
106. In some embodiments, the vendor manufactured the
[oT device 104. In other embodiments, the vendor sells IoT
devices and sold the IoT device 104 to the user that owns or
controls the NAS 102, the LAN 106 and devices connected
to the LAN 106. In other embodiments, the vendor pur-
chased the IoT device 104 from a manufacturer in an
authorized sale or 1s an authorized reseller of the IoT device
104. The vendor server 108, 1n some embodiments, 1s a
computing device controlled or owned by the vendor. The
vendor server 108 1s able to confirm identity of the IoT
device 104 to the NAS 102 and is able to confirm that the
NAS 102 1s authorized to access and/or use the IoT device
104. In addition, the IoT device 104 and NAS 102 are able

to verily that the vendor server 108 1s the vendor’s autho-

10

15

20

25

30

35

40

45

50

55

60

65

10

rized server. The vendor server 108 may be a rack-mounted
server, a workstation, a desktop computer, etc. and may be
a cloud-based server. The vendor server 108 1s accessible via
an IP address or similar address accessed through the
Internet.

The computer network 110 may include a wired network,
a wireless connection, a LAN, a WAN, a fiber optic network,
etc. and may include one or more computing networks. The
computer network 110 includes the Internet. The computer
network 110 may include cables, routers, switches, servers,
and the like. The NAS 102 includes a NAS attestation
apparatus 150, the IoT devices 104 include an IoT attestation
apparatus 160 and the vendor server 108 includes a vendor
attestation apparatus 170, which are described below with
respect to the apparatuses 200, 300, 400, 500, 600 of FIGS.
2-6.

FIG. 2 1s a schematic block diagram illustrating one
embodiment of an apparatus 200 with a NAS 102 for cloud
assisted authorization of IoT identity bootstrapping. The
apparatus 200 includes a NAS 102 with a processor 202 and
memory 204. The memory 204 includes an embodiment of
a NAS attestation apparatus 150 that includes a device
attestation request module 206, a device ID receiver module
208, a vendor authentication module 210, a device 1D
transfer module 212, an attestation transfer module 214, a
device attestation receiver module 216 and a new device 1D
module 218, which are described below. In some embodi-
ments, the NAS attestation apparatus 150 1s program code
stored 1n memory 204 and executable on the processor 202.
In other embodiments, the NAS attestation apparatus 150 1s
implemented 1n other ways, such as in a programmable
hardware device. Some portions or all of the NAS attestation
apparatus 150 may also be implemented in hardware cir-
cuits.

The NAS attestation apparatus 150 includes a device
attestation request module 206 that sends a device attestation
request to a device. The device 1s capable of connection to
a computer network accessible by the NAS 102. In some
embodiments, the device 1s an IoT device 104. For simplic-
ity, the device 1s described herein as an IoT device 104, but
may be any device that 1s capable of connection to a
computer network accessible by the NAS 102, such as the
LLAN 106. The device attestation request 1s sent by the NAS
102 to the IoT device 104 through the LAN 106. The device
attestation request 1s typically sent when the Io'T device 104
1s first connected to the LAN 106. In some embodiments, the
NAS 102 prevents the IoT device 104 from communicating
with other devices connected to the LAN 106 with some
exceptions, such as communication to authenticate the NAS
102.

The device attestation request, 1n some embodiments, 1s
of a specific type that 1s recognized by IoT devices 104 as
a request for information from the IoT device 104 during an
initial part of a bootstrapping process that authorizes and
enables the IoT device 104. In other embodiments, the
device attestation request 1s formatted specifically for the
Io'T device 104. For example, the device attestation request
may be initiated by the user 114 purchasing the IoT device
104. An application of the vendor 109 may be sent to or
downloaded by the computing device 112 of the user 114
from a known vendor’s website or the user 114 may access
the vendor’s website. The user 114 may 1nitiate registration
of the IoT device 104 through the application or website,
which may then iitiate the device attestation request. For
example, 1t the IoT device 104 1s marked with Lenovo®
indicating that the IoT device 104 1s made by Lenovo, the
user may visit a Lenovo website to register the IoT device
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104 or to download software, firmware, etc. for the IoT
device 104 that may 1nitiate the device attestation request.

In some embodiments, the NAS 102 mitially limits net-
work access of the IoT device 104 where the device attes-
tation request merely triggers the IoT device 104 to send
particular information. For example, in response to the
device attestation request, the IoT device 104 provides a
device 1identifier of the IoT device 104 and a vendor network
address of the vendor server 108. The IoT device 104 may
also send other related information.

In some embodiments, the NAS 102 communicates with
the IoT device 104 over a link layer. For example, the link
layer may be a data link layer that 1s part of the Open
Systems Interconnection (“OSI””) network model. In another
embodiment, the link layer 1s 1n the Transmission Control
Protocol/Internet Protocol (*TCP/IP”). Communication
using a link layer, in some embodiments, restricts commu-
nication with the IoT device 104 and provides a level of
security. In some embodiments, the NAS 102 communicates
with the IoT device 104 over a link layer until completion of
a bootstrapping process of the IoT device 104, which opens
up communication possibilities of the IoT device 104.

The NAS attestation apparatus 150 includes a device 1D
recerver module 208 that receives from the IoT device 104,
at the NAS 102 of the user 114, a vendor network address
of a vendor server 108 of a vendor 109 and a device
identifier for the IoT device 104. The vendor network
address, 1n some embodiments, 1s an internet address. For
example, the vendor network address may be a Uniform
Resource Identifier (“URI”). In other embodiments, the
vendor network address 1s accompanied by other relevant
information that permits contact with the vendor server 108
in a way such that the vendor server 108 1s able to recognize
that the NAS 102 1s seeking to authenticate the IoT device
104.

The device identifier 1s an 1dentifier of the IoT device 104
that 1s known to the vendor so that the vendor recognizes the
[oT device 104. The device identifier, in some embodiments,
1s a unique 1dentifier. In other embodiments, the device
identifier 1s unique to the vendor. In other embodiments, the
device 1dentifier 1s a media access control (“MAC”) address,
which 1s a unique 1dentifier assigned to a network interface
card (“NIC”) for use as a network address 1n communica-
tions within a network segment. In some embodiments, the
MAC address 1s used within the OSI network model and 1n
the media access control protocol sublayer of the data link
layer. The MAC address, 1n some embodiments 1s assigned
by a manufacturer of the Io'T device 104 and may be referred
to as a burned-in address, an Ethernet hardware address, a
hardware address or a physical address. In some embodi-
ments, the IoT device 104 supports changing of the MAC
address or other device identifier. One of skill 1n the art will
recognize other suitable device identifiers and characteris-
tics of the device identifier. The network address, device
identifier and any other relevant information sent by the IoT
device 104 and received by the device ID recerver module
208 are suflicient for the vendor server 108 to attempt to
authenticate the Io'T device 104 for authentication.

The NAS attestation apparatus 150 includes a vendor
authentication module 210 that authenticates the vendor 109
using the vendor network address. The vendor authentica-
tion module 210 uses the vendor network address for
authentication by accessing the vendor server 108 using the
vendor network address. Once the vendor authentication
module 210 mitiates contact with the vendor server 108 of
the vendor 109, the vendor module 210 may then 1mitiate a
vendor authorization process. In some embodiments, the

10

15

20

25

30

35

40

45

50

55

60

65

12

vendor authentication module 210 authenticates the vendor
109 using a digital certificate of the vendor 109 from the
vendor server 108. For example, when the NAS 102 uses the
vendor network address to access the vendor server 108, the
vendor server 108 responds with a digital certificate of the
vendor 109 that may be used by the NAS 102 and vendor
server 108 to securely exchange data over the computer
network 110/Internet using a public key infrastructure
(“PKI”). The digital certificate may also be called a public
key certificate or an identity certificate. Where a digital
certificate 1s used, the NAS 102 1s able to vernily the identity
of the vendor 109. For example, a subject of the digital
certificate may include a vendor identifier that matches the
host name, 1.e. domain name, to which the NAS 102 1s trying
to connect. The digital certificate may also be signed by a
trusted certificate authority, which may also be used by the
vendor authentication module 210 to verily that the vendor
server 108 1s authentic and authorized by the vendor 109. In
other embodiments, the vendor authentication module 210
uses another security protocol to verily that the vendor
server 108 1s authentic and authorized by the vendor 109.

The NAS attestation apparatus 150 includes a device 1D
transier module 212 that, 1n response to authenticating the
vendor 109, sends the device identifier to the vendor server
108. The NAS 102 uses the vendor network address to
communicate with the vendor server 108 and to send the
device identifier received from the IoT device 104 to the
vendor server 108. In some embodiments, when the vendor
server 108 receives the device 1dentifier, the vendor server
108 starts a device attestation process to validate the IoT
device 104.

The NAS attestation apparatus 150 includes an attestation
transfer module 214 that communicates device attestation
packets between the vendor server 108 and the IoT device
104. Contents of a payload of the device attestation packets
are 1naccessible to the NAS 102 and the device attestation
packets validate the IoT device 104 to the vendor server 108.
The attestation transfer module 214 transfers the device
attestation packets between the vendor server 108 and the
IoT device 104 without being able to view contents of the
payloads of the packets, which allows the device attestation
process to be secure between the IoT device 104 and the
vendor server 108. For example, the Io'T device 104 and the
vendor server 108 may communicate device attestation
packets 1 a secure process where the device attestation
packets are encrypted. The device attestation process allows
the vendor server 108 to verity that the IoT device 104 1s
authentic and has not been tampered with by another party.

Initially, the vendor server 108 1s able to determine 11 the

device 1dentifier sent by the Io'T device 104 to the NAS 102
and forwarded by the NAS 102 to the vendor server 108 is
known to the vendor. The device attestation packets com-
municated by the attestation transier module 214 allows the
vendor server 108 to request additional information from the
IoT device 104, such as a cryptographic key or other
identifving infonnatlon of the IoT device 104 so that the
vendor server 108 1s satisfied that the IoT device 104 1s
authentic and has not been tampered with.

The NAS attestation apparatus 150 includes a device
attestation receiver module 216 that receives device attes-
tation from the vendor server 108. The device attestation
indicates validity status of the device to the NAS 102. Once
the device attestation process 1s complete, the vendor server
108 transmits the device attestation to the NAS 102. The
device attestation indicates either validity of the IoT device
104 or mnvalidity of the IoT device 104. For example, 11 the

vendor server 108 detects that the IoT device 104 1s coun-
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terfeit, has been tampered with, or otherwise fails the device
attestation process, the vendor server 108 sends a device
attestation to the NAS 102 indicating that the IoT device 104
1s not valid. If the vendor server 108 determines, through the
device attestation process, that the IoT device 104 1s valid,
the vendor server 108 sends a device attestation to the NAS
102 that indicates that the IoT device 104 1s valid.

The NAS attestation apparatus 150 includes a new device
ID module 218 that, 1n response to the device attestation
indicating validity of the IoT device 104, transmits a new
device identity to the IoT device 104. The new device
identity, in some embodiments, replaces a current device
identity of the IoT device 104. In some embodiments, the
new device ID module 218 imprints the new device identity
on the IoT device 104, which signifies that the NAS 102
accepts the IoT device 104 to enable the IoT device 104 to
access devices on the LAN 106, to access the NAS 102
and/or to access the computer network 110 connected to the
NAS 102, including the Internet. The new device identity 1s
known to the NAS 102 and enables a bootstrapping process
to continue. The bootstrapping process sets up the IoT
device 104 for communication with other devices on the
LAN 106 and the NAS 102 and to operate as intended.

In some embodiments, the device attestation includes an
indication of mvalidity of the IoT device 104 and the new
device ID module 218 prevents transmission of the new
device i1dentity to the IoT device 104. For example, the
vendor server 108 may determine that the IoT device 104 1s
invalid so the vendor server 108 transmits to the NAS 102
a device attestation that include an indication of invalidity of
the IoT device 104.

FIG. 3 1s a schematic block diagram illustrating another
embodiment of an apparatus 300 with a NAS 102 for cloud
assisted authorization of IoT identity bootstrapping. The
apparatus 300 includes a NAS 102 with a processor 202 and
memory 204. The memory 204 includes another embodi-
ment of a NAS attestation apparatus 150 that includes a
device attestation request module 206, a device ID receiver
module 208, a vendor authentication module 210, a device
ID transfer module 212, an attestation transfer module 214,
a device attestation receiver module 216 and a new device
ID module 218, which are substantially similar to those
described above 1n relation to the apparatus 200 of FIG. 2.
The NAS attestation apparatus 150 may also include a
device lock module 302, a user authorization transmitter
module 304, an ID acceptance notification module 306
and/or a bootstrap module 308, which are described below.
As with the apparatus 200 of FIG. 2, 1n some embodiments
the NAS attestation apparatus 150 1s program code stored in
memory 204 and executable on the processor 202. In other
embodiments, the NAS attestation apparatus 150 1s 1mple-
mented 1n other ways, such as in a programmable hardware
device. Some portions or all of the NAS attestation appa-
ratus 150 may also be implemented in hardware circuits.

In some embodiments, the NAS attestation apparatus 150
includes a device lock module 302 that determines that the
IoT device 104 1s 1n a locked state prior to or in conjunction
with the device attestation request module 206 transmitting
the attestation request. The IoT device 104, 1n some embodi-
ments, 1S locked until the IoT device receives from the
vendor server 108 attestation that the NAS 102 1s valid. For
example, the IoT device 104 may be subject to a user
subscription with the vendor, the vendor may have a process
to make sure that the user of the NAS 102 purchased the IoT
device 104 through proper channels, efc.

In some embodiments, the NAS attestation apparatus 150
includes a user authorization transmitter module 304 that
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communicates user authorization packets between the ven-
dor server 108 and the IoT device 104 where contents of a
payload of each user authorization packet are inaccessible to
the NAS 102. For example, the user authorization transmit-
ter module 304 may act in conjunction with the attestation
transfer module 214 to communicate the user authorization
packets after the vendor server 108 has determined that the
Io'T device 104 1s valid and begins a user attestation process.
Once the vendor server 108 has determined that the user 114
1s valid and the IoT device 104 1s valid, the vendor server
108 communicates with the Io'T device 104 to inform the IoT
device 104 that the user 114 1s valid and the user authori-
zation transmitter module 412 transfers the user authoriza-
tion packets. Once the vendor server 108 has informed the
Io'T device 104 that the user 114 1s authorized by way of the
user authorization packets, the IoT device 104 exits the
locked state and 1s available to communicate with the NAS
102 more than just the vendor network address and the
device identifier.

In some embodiments, the NAS attestation apparatus 150
includes an ID acceptance notification module 306 that
receives notification from the IoT device 104 that the new
device 1dentity has been accepted by the IoT device 104 and
a bootstrap module 308 that proceeds with a bootstrapping
process to bring the IoT device 104 into service. Once the
[oT device 104, 1n some embodiments, has received a
validation of the NAS during the user attestation process and
after the IoT device 104 has received a new device 1dentity,
the IoT device 104 transmits to the NAS 102 a notification
of acceptance ol the new device identity. Once the ID
acceptance noftification module 306 of the NAS 102 has
received a notification that the IoT device 104 has accepted
the new device 1dentity, the bootstrap module 308 proceeds
with the bootstrapping process to bring the IoT device 104
into service.

In some embodiments, the ID acceptance notification
module 306 receives a notification from the IoT device 104
that the new device identity has not been accepted, 1n which
case the bootstrap module 308 halts the bootstrap process of
the IoT device 104. In this case, the user may seek infor-
mation from the vendor server 108 as to why the IoT device
104 or the NAS 102 was not validated. For example, the user
may need a subscription to use the IoT device 104, may be
required to provide proof of purchase of the IoT device 104,
etc. to be validated. In another example, the vendor server
108 may notify the user through the NAS 102 that the IoT
device 104 1s not valid and may provide additional infor-
mation as to why the IoT device 104 was rejected.

FIG. 4 1s a schematic block diagram illustrating one
embodiment of an apparatus 400 with an IoT device 104 for
cloud assisted authorization of IoT identity bootstrapping.
The apparatus 400 includes an IoT device 104 with a
processor 402 and memory 404. The memory 404 includes
one embodiment of an IoT attestation apparatus 160 with a
lock module 406, an identity receiver module 408, an 1D
transmission module 410, a user authorization module 412,
a user authorization notification module 414, and a network
bootstrap module 416, which are described below. In the
depicted embodiment, the IoT attestation apparatus 160 is
depicted 1n memory 404 and 1s program code that 1s execut-
able on the processor 402. In other embodiments, the IoT
attestation apparatus 160 1s part of a controller, which may
be a micro controller or may be implemented with an FPGA,
programmable logic array or other programmable hardware
device. In other embodiments, all or a portion of the IoT
attestation apparatus 160 1s implemented using hardware
circuits. For example, the vendor network address and the
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device 1dentifier may be embedded in firmware on the IoT
device 104. One of skill 1n the art will recognize other ways
to implement the IoT attestation apparatus 160.

The IoT attestation apparatus 160 includes a lock module
406 that maintains a device 1n a locked state. In the embodi-
ments described herein, the device 1s an IoT device 104, but
may include another device. The IoT device 104 1s con-
nected to a NAS 102 and the locked state prevents accep-
tance of a new device identity from the NAS 102 prior to
verilying authorization of the user 114.

The IoT attestation apparatus 160 includes an identity
receiver module 408 that receives a new device identity
from the NAS 102. For example, the NAS 102 may send a
new device identity as part of an attestation request. In other
embodiments, the NAS 102 sends the new device identity
separate from the attestation request and aiter the NAS 102
receives validation of the IoT device 104 from the vendor
server 108.

The IoT attestation apparatus 160 includes an ID trans-
mission module 410 that transmits to the NAS 102 a vendor
network address of the vendor server 108 and a device
identifier of the IoT device 104. In some embodiments, the
ID transmission module 410 transmits the vendor network
address and device i1dentifier to the NAS 102 1n response to
receiving the new device identity from the NAS 102. In
another embodiment, the ID transmission module 410 trans-
mits the vendor network address and device identifier in
response to an attestation request.

The IoT attestation apparatus 160 includes a user autho-
rization module 412 that communicates user authorization
packets with the vendor server 108 through the NAS 102
where contents of a payload of the user authorization
packets are inaccessible to the NAS 102. In some embodi-
ments, the vendor server 108 initiates communication of the
user authorization packets 1n a user attestation process after
the vendor server 108 receives the device 1dentifier from the
NAS 102 and authorizes the user 114. In some embodi-
ments, the vendor server 108 transmits a notification to the
IoT device 104 by way of the user authorization packets
where the notification includes an indication of authorization
or non-authorization of the user 114.

The IoT attestation apparatus 160 includes a user autho-
rization notification module 414 that, 1n response to receiv-
ing from the vendor server 108 an indication of user autho-
rization, transmits a notification to the NAS 102 that the IoT
device 104 has accepted the new device 1dentity. In other
embodiments, the user authorization notification module
414 prevents acceptance of the new identity 1n response to
a notification from the vendor server 108 indicating that the
user 114 1s not authorized and the user authorization noti-
fication module 414 transmits the notification to the NAS
102 includes that the Io'T device 104 has not accepted the
new device identity.

The IoT attestation apparatus 160 includes a network
bootstrap module 416 that proceeds with a network 1dentity
bootstrap process with the NAS 102. For example, 11 the user
authorization notification module 414 transmits a notifica-
tion to the NAS 102 that the new device i1dentity has been
accepted, the NAS 102 may then 1nitiate or continue with a
network 1dentity bootstrap process to allow the IoT device
104 to access devices connected to the LAN 106, the NAS
102 and/or the computer network 110, including the Internet.

FIG. 5 1s a schematic block diagram illustrating another
embodiment of an apparatus 500 with an IoT device 104 for
cloud assisted authorization of IoT 1dentity bootstrapping.
The apparatus 3500 includes an IoT device 104 with a
processor 402 and memory 404. The memory 404 includes
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another embodiment of the IoT attestation apparatus 160
with a lock module 406, an 1dentity receiver module 408, an
ID transmission module 410, a user authorization module
412, a user authorization notification module 414, and a
network bootstrap module 416, which are substantially
similar to those described above in relation to the apparatus
400 of FIG. 4. In various embodiments, the apparatus 500
also includes a device attestation receiver module 502 and/or
a device validity module 504.

In the depicted embodiment, the IoT attestation apparatus
160 1s depicted in memory 404 and 1s program code that 1s
executable on the processor 402. In other embodiments, the
IoT attestation apparatus 160 1s part of a controller, such as
an FPGA, programmable logic array or other programmable
hardware device. In other embodiments, all or a portion of
the IoT attestation apparatus 160 1s implemented using
hardware circuits. For example, the vendor network address
and the device identifier may be embedded in firmware on
the IoT device 104. One of skill in the art will recognize
other ways to implement the IoT attestation apparatus 160.

The IoT attestation apparatus 160 includes, 1n some
embodiments, a device attestation receiver module 502 that,
prior to recerving the new device identity from the NAS 102,
receives a device attestation request from the NAS 102. In
response, the ID transmission module 410 transmits to the
NAS 102 the vendor network address and the device 1den-
tifier of the device. The device attestation receiver module
502, may be part of a combined attestation process where the
NAS 102 validates the Io'T device 104 and the IoT device
104 validates the NAS 102.

In the combined attestation process, prior to the user
authorization module 412 communicating user authorization
packets with the vendor server 108, the device validity
module 504 communicates device attestation packets with
the vendor server 108 through the NAS 102 where contents
ol a payload of the device attestation packets are 1nacces-
sible to the NAS 102 and the device attestation packets
validate the IoT device 104 to the vendor server 108. The
device validity module 504 engages 1n a device attestation
process similar to the device attestation process described
above with respect to the attestation transier module 214 of
the apparatuses 200, 300 of FIGS. 2 and 3 where the
attestation transfer module 214 communicates device attes-
tation packets between the IoT device 104 and the vendor
server 108 as the vendor server 108 verifies that the IoT
device 104 1s valid. The NAS 102 then sends the new device
identity to the IoT device 104 through the identity receiver
module 408. In some embodiments, the NAS 102 then
transmits the new device 1dentity 1n response to the vendor
server 108 validating the IoT device 104 where the new
device 1dentity 1s received by the identity recerver module
408. Where the vendor server 108 does not verily validity of
the IoT device 104, the vendor server 108 discontinues
communication with the IoT device 104 and/or notifies the
NAS 102 of the IoT device mvalidity.

FIG. 6 1s a schematic block diagram 1llustrating another
embodiment of an apparatus 600 with a vendor server 108
for cloud assisted authorization of IoT identity bootstrap-
ping. The apparatus 600 includes a vendor server 108 with
a processor 602 and memory 604. The memory 604 1includes
an embodiment of a vendor attestation apparatus 170 with a
vendor authentication request module 606, a device 1dentity
recerver module 608, a device verification module 610, a
device authorization module 612, a user verification module
614 and/or a IoT attestation module 616, which are
described below. In the depicted embodiment, the vendor
attestation apparatus 170 1s depicted 1n memory 604 and 1s
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program code that 1s executable on the processor 602. For
example, the vendor attestation apparatus 170 may be part of
cloud computing services. In other embodiments, all or a
portion of the vendor attestation apparatus 170 1s 1mple-
mented by a programmable hardware device and/or hard-
ware circuits.

The vendor attestation apparatus 170, 1n some embodi-
ments, includes a vendor authentication request module 606
that receives, at the vendor server 108, a request for authen-
tication of the vendor 109 from the NAS 102 and commu-
nicates with the NAS 102 identity imnformation to validate
the vendor 109 to the NAS 102. In response to the request
for authentication from the NAS 102, in some embodiments,
the vendor authentication request module 606 sends a digital
certificate of the vendor 109 to the NAS 102 and engages 1n
a process with the NAS 102 using the digital certificate to
verily that the vendor 109 is authentic. In other embodi-
ments, the vendor authentication request module 606 uses a
different security process to engage with the NAS 102 and
validate the vendor 109 to the NAS 102.

The vendor attestation apparatus 170, 1n some embodi-
ments, includes a device 1dentity receiver module 608 that
receives from the NAS 102 a device identity, which was sent
to the NAS 102 by the IoT device 104. Once the device
identity receiver module 608 has recerved the device 1den-
tity, a device verification module 610 starts a device attes-
tation process with the IoT device 104. The device attesta-
tion process, 1n some embodiments, includes the device
verification module 610 verifying that the device 1dentifier 1s
known to the vendor 109 and/or vendor server 108. The
device verification module 610 communicates device attes-
tation packets with the IoT device 104 through the NAS 102
to validate the IoT device 104.

The vendor attestation apparatus 170, 1n some embodi-
ments, includes a device authorization module 612 that
transmits an IoT device validity notification to the NAS 102
in response to the device verification module 610 validating
the IoT device 104. The device authorization module 612
transmits that the Io'T device 104 1s valid or invalid to the
NAS 102. If the device verification module 610 determines
that the IoT device 104 1s valid, the device authorization
module 612 transmits a notification to the NAS 102 that the
IoT device 104 1s valid. If the device verification module 610
determines that the IoT device 104 1s invalid, the device
authorization module 612 transmits a notification to the
NAS 102 that the IoT device 104 1s invalid. For example, the
device authorization module 612 may authorize the user 114
by verifying that the user 114 has a subscription to use the
IoT device 104, has purchased the IoT device 104 from an
authorized dealer, etc.

The vendor attestation apparatus 170, 1n some embodi-
ments, includes a user verification module 614 that autho-
rizes the user 114 i1n response to the device verification
module 610 validating the IoT device 104. The user verifi-
cation module 614 authorizes the user 114 by determining 1f
the user 114 1s authorized to use the IoT device 104. For
example, the user verification module 614 may authorize the
user 114 by verifving that the user 114 has a subscription to
use the IoT device 104, has purchased the Io'T device 104
from an authorized dealer, etc. In some embodiments, the
user verification module 614 uses communication channels
different than the connection between the NAS 102 and the
vendor server 108. For example, the vendor 109 may
communicate with the user 114 over a cellular phone via
text, email, etc. to authorize the user 114. In some examples,
the vendor 109 may authorize the user 114 using a 2-step
authentication process. In some embodiments, the vendor
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109 authorizes the user 114 via a vendor website, a challenge
email, a passcode sends to the cell phone of the user 114, etc.

The vendor attestation apparatus 170, 1n some embodi-
ments, includes a IoT attestation module 616 that engages in
a user attestation process with the IoT device 104 to autho-

rize the user 114 to the IoT device 104. In one example, the
IoT attestation module 616 sends a notification to the IoT
device 104 that the user 114 i1s authorized. The IoT device
104 may then accept a new device identity from the NAS
102. In another example, the IoT attestation module 616
sends a notification to the IoT device 104 that the user 114
1s not authorized, 1n which case the IoT device 104 takes
action, such as not accepting a new device identity received
from the NAS 102, not communicating with the NAS 102,
etc.

FIG. 7 1s a schematic flow chart diagram 1illustrating one
embodiment of a method 700 for cloud assisted authoriza-
tion of IoT 1dentity bootstrapping where a NAS 102 autho-
rizes an IoT device 104. The method 700 begins and the
NAS 102 sends 702 a device attestation request to the IoT
device 104. The IoT device 104 1s connected to the NAS 102
over a LAN 106. In other embodiments, the method 700
sends 702 a device attestation request to another type of
device connected to the NAS 102 over the LAN 106. In
some embodiments, the method 700 sends 702 the device
attestation request over a link layer.

The method 700 receives 704 from the IoT device 104, at
the NAS 102, a vendor network address of a vendor server
108 of a vendor 109 and a device 1dentifier of the Io'T device
104. The method 700 authenticates 706 the vendor 109 using
the vendor network address. For example, the method 700
uses the vendor network address to communicate with the
vendor server 108 to engage in a vendor authorization
process. In some embodiments, the method 700 authenti-
cates 706 the vendor 109 using a digital certificate of the
vendor 109 received from the vendor server 108. In other
embodiments, the method 700 authenticates 706 the vendor
109 using another security method. The method 700, 1n
response to authenticating 706 the vendor 109, sends 708 the
device 1dentifier to the vendor server 108. Where the method
700 cannot authenticate 706 the vendor 109, the method 700
ends. The method 700 communicates 710 device attestation
packets between the vendor server 108 and the IoT device
104. Contents of s payload of the device attestation packets
are 1naccessible to the NAS 102 and the device attestation
packets validate the IoT device 104 to the vendor server 108.

The method 700 receives 712 device attestation from the
vendor server 108. The device attestation indicates validity
status of the device to the NAS 102. Once the device
attestation process 1s complete, the vendor server 108 trans-
mits the device attestation to the NAS 102. The method 700,
in response to the device attestation indicating validity of the
IoT device 104, transmits 714 a new device identity to the
IoT device 104 and continues 716 with a network identity
bootstrap process, and the method 700 ends. In various
embodiments, all or part of the method 700 1s implemented
with the device attestation request module 206, the device
ID receiver module 208, the vendor authentication module
210, the device ID transfer module 212, the attestation
transfer module 214, the device attestation receiver module
216, the new device ID module 218 and/or the bootstrap
module 308.

FIG. 8 1s a schematic flow chart diagram illustrating one
embodiment of a method 800 for cloud assisted authoriza-
tion of IoT identity bootstrapping where an IoT device 104
authorizes a user 114. The method 800 begins and maintains

802 the IoT device 104 in a locked state. The IoT device 104
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1s connected to a NAS 102 and the locked state prevents
acceptance of a new device 1identity from the NAS 102 prior
to verifying authorization of the user 114. The method 800
receives 804 a new device 1dentity from the NAS 102. For
example, the NAS 102 may send a new device i1dentity as
part of an attestation request. The method 800 transmaits 806
to the NAS 102 a vendor network address of the vendor
server 108 and a device 1dentifier of the IoT device 104. In
some embodiments, method 800 transmits the vendor net-
work address and device identifier to the NAS 102 in
response to receiving the new device 1dentity from the NAS
102.

The method 800 sends 808 the device identifier to the
vendor server 108. The NAS 102 uses the vendor network
address to communication with the vendor server 108 and to
send 808 the device 1dentifier received from the IoT device
104 to the vendor server 108. In some embodiments, when
the vendor server 108 receives the device identifier, the
vendor server 108 starts a device attestation process to
validate the IoT device 104. The method 800 authorizes 810
the user 114. For example, the method 800 authorizes 810
the user 114 by determining 11 the user 114 1s authorized to
use the IoT device 104. For example, the method 800 may
authorize 810 the user 114 by veritying that the user 114 has
a subscription to use the IoT device 104, has purchased the
[oT device 104 {from an authorized dealer, etc.

The method 800 communicates 812 user authorization
packets with the vendor server 108 through the NAS 102
where contents of a payload of the user authorization
packets are inaccessible to the NAS 102. In some embodi-
ments, the vendor server 108 1nitiates communication of the
user authorization packets 1n a user attestation process after
the vendor server 108 receives 808 the device identifier from
the NAS 102 and authorizes 810 the user 114. In some
embodiments, the vendor server 108 transmits a notification
to the IoT device 104 by way of the user authorization
packets where the notification includes an indication of
authorization or non-authorization of the user 114.

The method 800, 1n response to recerving from the vendor
server 108 an indication of user authorization, transmits 814
a notification to the NAS 102 that the IoT device 104 has
accepted the new device 1dentity. In other embodiments, the
method 800 prevents acceptance of the new identity in
response to a notification from the vendor server 108 indi-
cating that the user 114 1s not authorized and the method 800
transmits 814 the notification to the NAS 102 that includes
that the IoT device 104 has not accepted the new device
identity.

The method 800, 1n response to the NAS 102 receiving a
notification that the IoT device 104 has accepted the new
device 1dentity, proceeds 816 with a network 1dentity boot-
strap process with the NAS 102. For example, 11 the method
800 transmits 814 a notification to the NAS 102 that the new
device identity has been accepted, the NAS 102 may then
initiate or continue with a network identity bootstrap process
to allow the IoT device 104 to access devices connected to
the LAN 106, the NAS 102 and/or the computer network
110, including the Internet. In various embodiments, all or a
portion of the method 800 1s implemented with the lock
module 406, the 1dentity receiver module 408, the device 1D
transfer module 212, the device authorization module 612,
ID transmission module 410, a user authorization module
412, a user authorization notification module 414, a network
bootstrap module 416, and/or other modules discussed
herein.

FIG. 9 1s a schematic flow chart diagram illustrating one
embodiment of a method 900 for cloud assisted authoriza-
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tion of IoT 1dentity bootstrapping where an IoT device 104
and a user 114 authorize each other. The method 900 begins
and maintains 902 the IoT device 104 1n a locked state. The
IoT device 104 1s connected to a NAS 102 and the locked
state prevents acceptance of a new device 1dentity from the
NAS 102 prior to verifying authorization of the user 114.
The NAS 102 sends 904 a device attestation request to the
Io'T device 104 and the IoT device 104 responds by sending
906 a vendor network address of the vendor server 108 and
a device 1dentifier of the IoT device 104 to the NAS 102. The
NAS 102 authenticates 908 the vendor 109 using the vendor
network address. In some embodiments, the NAS 102
authenticates 908 the vendor 109 using a digital certificate of
the vendor 109 recerved from the vendor server 108. In other
embodiments, the method 900 authenticates 908 the vendor
109 using another security method.

The method 900, in response to authenticating 908 the
vendor 109, causes the NAS 102 to send 910 the device
identifier to the vendor server 108. Where the method 900
cannot authenticate 908 the vendor 109, the method 900
ends. The method 900 communicates 912, using the NAS
102, device attestation packets between the vendor server
108 and the IoT device 104. Contents of a payload of the
device attestation packets are inaccessible to the NAS 102
and the device attestation packets validate the IoT device
104 to the vendor server 108. The method 900 causes the
vendor server 108 to transmit 914 a notification of validity
or invalidity of the IoT device 104 to the NAS 102.

In response to the vendor server 108 validating the IoT
device 104, the method 900 authorizes 916 the user 114. For
example, the method 900 authorizes 916 the user 114 by
determining if the user 114 1s authorized to use the IoT
device 104, by verifying that the user 114 has a subscription
to use the IoT device 104, has purchased the IoT device 104
from an authorized dealer, etc.

The method 900 communicates 918 user authorization
packets with the vendor server 108 through the NAS 102
where contents of a payload of the user authorization
packets are inaccessible to the NAS 102. In some embodi-
ments, the vendor server 108 initiates communication 918 of
the user authorization packets 1n a user attestation process
after the vendor server 108 authorizes 916 the user 114. In
some embodiments, the vendor server 108 transmits a noti-
fication to the IoT device 104 by way of the user authori-
zation packets where the notification includes an indication
ol authorization or non-authorization of the user 114.

In response to the NAS 102 receiving a notification that
the IoT device 104 1s authorized, the method 900 causes the
NAS 102 to transmit 920 a new device identity to the IoT
device 104. In response to the IoT device 104 recerving 912
a notification that the user 114 1s authorized and receiving
920 the new device 1dentity, the method 900 causes the IoT
device 104 to transmit 814 a notification to the NAS 102 that
the IoT device 104 has accepted the new device 1dentity. In
other embodiments, the method 900 prevents the IoT device
104 from accepting the new idenftity 1n response to a
notification from the vendor server 108 indicating that the
user 114 is not authorized and the method 900 causes the IoT
device 104 to transmit 922 the notification to the NAS 102

that includes that the IoT device 104 has not accepted the
new device identity.

The method 900, in response to the NAS 102 receiving a
notification that the IoT device 104 has accepted the new
device 1dentity, proceeds 924 with a network identity boot-
strap process with the NAS 102. In various embodiments, all
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or a portion of the method 900 1s implemented with one or
more of the modules 206-218, 302-308, 406-416, 502, 504,

606-618 discussed herein.

Embodiments may be practiced in other specific forms.
The described embodiments are to be considered in all
respects only as 1llustrative and not restrictive. The scope of
the invention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What 1s claimed 1s:

1. A method comprising:

receiving from a device, at a network access server

(“NAS”) of a user and 1n response to an attestation
request sent from the NAS to the device, a vendor
network address of a vendor server of a vendor and a
device i1dentifier for the device, the device capable of
connection to a computer network accessible by the
NAS;

authenticating the vendor using the vendor network

address:

in response to authenticating the vendor, sending the

device identifier to the vendor server;

communicating device attestation packets between the

vendor server and the device, contents of a payload of
the device attestation packets are inaccessible to the
NAS, the device attestation packets validating the
device to the vendor server;

receiving device attestation from the vendor server, the

device attestation indicating validity status of the
device to the NAS; and

in response to the device attestation indicating validity of

the device, transmitting a new device identity to the
device,

wherein authenticating the vendor using the vendor net-

work address comprises the NAS communicating with
the vendor server using a security protocol and/or
verilying a digital certificate of the vendor.

2. The method of claim 1, wherein the device and the NAS
communicate over a link layer and wherein the NAS and the
vendor server communicate using an Internet protocol over
a computer network.

3. The method of claim 1, wherein the device 1s 1n a
locked state and does not accept a new device i1dentity prior
to the vendor server validating the user to the device.

4. The method of claim 3, wherein validating the user to
the device comprises:

communicating user authorization packets between the

vendor server and the device, contents of a payload of
cach user authorization packet are inaccessible to the
NAS;
receiving notification from the device that the new device
identity has been accepted by the device; and
proceeding with a network 1dentity bootstrap process for
the device.

5. The method of claim 4, further comprising, in response
to the vendor server communicating user non-authorization
to the device, recerving notification from the device that the
new device identity has not been accepted by the device,
wherein the network identity bootstrap process for the
device 1s halted.

6. The method of claim 1, 1n response to the device
attestation including an indication of invalidity of the
device, preventing transmission of the new device identity to
the device.

7. The method of claim 1, wherein validating the device
to the vendor server comprises the vendor server verilying
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that the device has a device 1dentity known to the vendor
server as a valid device identity.

8. The method of claim 1, wherein the NAS comprises a
network communication device connected to the Internet
and a communication port connected to the device using a
link layer protocol.

9. The method of claim 1, wherein the vendor network
address of the vendor server comprises a uniform resource
identifier (“URI™).

10. A program product comprising a non-transitory com-
puter readable storage medium with program code, the
program code being configured to be executable by a
processor to perform operations comprising:

recerving from a device, at a network access server

(“NAS”) of a user and 1n response to an attestation
request sent from the NAS to the device, a vendor
network address of a vendor server of a vendor and a
device 1dentifier for the device, the device capable of
connection to a computer network accessible by the
NAS;

authenticating the vendor using the vendor network

address:

in response to authenticating the vendor, sending the

device identifier to the vendor server;

communicating device attestation packets between the

vendor server and the device, contents of a payload of
the device attestation packets are inaccessible to the
NAS, the device attestation packets validating the
device to the vendor server;

receiving device attestation from the vendor server, the

device attestation indicating validity status of the
device to the NAS:; and

in response to the device attestation indicating validity of

the device, transmitting a new device i1dentity to the
device,

wherein authenticating the vendor using the vendor net-

work address comprises the NAS communicating with
the vendor server using a security protocol and/or
verilying a digital certificate of the vendor.

11. The program product of claim 10, wherein the device
1s 1n a locked state and does not accept a new device identity
prior to the vendor server validating the NAS to the device
and wherein validating the NAS to the device comprises:

communicating user authorization packets between the

vendor server and the device, contents of a payload of
cach user authorization packet are inaccessible to the
NAS;
recerving notification from the device that the new device
identity has been accepted by the device; and
proceeding with a network 1dentity bootstrap process for
the device.

12. The program product of claim 11, wherein the pro-
gram code being further configured to be executable by a
processor to perform operations comprising:

in response to the vendor server communicating user

non-authorization to the device, receiving notification
from the device that the new device i1dentity has not
been accepted by the device, wheremn the network
identity bootstrap process for the device 1s halted; and
in response to the device attestation including an indica-

tion of mvalidity of the device, preventing transmitting

the new device 1dentity to the device.
13. The program product of claim 10, wherein the device
and the NAS communicate over a link layer and wherein the
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NAS and the vendor server communicate using an Internet
protocol over a computer network.
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