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Disclosed herein are system, method, and computer program
product embodiments for updating identification informa-
tion of a user with service providers. An embodiment
operates by a computing device sending a first piece of
identification information describing a user to a service
provider requiring a credential to update a user profile
umque to the user. Upon receiving an indication that the
piece of 1dentification information sufliciently describes the
user, the computing device generates an 1dentifier unique to
the particular user to 1dentity the user when the computing
device communicates with the service provider. Thereafter,
the computing device sends an instruction to the service
provider to update their user profile with a second piece of
identification mformation. With the request, the computing
device sends the i1dentifier unique to the user, which allows
the service provider to bypass the user credential and update
the user profile with the second piece of identification
information.
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Sending, from a computing device o a first service
provider, a tirst piece of identification information
describing a particuiar user, wherein the first semvic
provider is conligured o require a first user f‘g’m@ﬁ*za% f@r
| me pariicular user 1o update (o a Hrst user profile unique
- to the particular user, and wherein the first user profile is
- configured to maintain the first piece of identification
information

[N .
!-li ++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ L ++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

ﬁﬂa’:‘;&w ing, i}y e computing device, a first ingicalion from
’ the first service provider that the first piecs of
ientification E"ﬁ@ﬁ*ﬁ‘sa%é{m i sufficient for the first service | - 404
provider (o dentity the particular user with the first user
profiie

r

Lipon the receiving of the firs! indication, generating, by
the computing device, a first identifier unique o the
pariicuiar user 10 identily the particuiar user ng the |\ 408
computing device communicales with the first service
provider

VN 4072

Sending, from the computing device 1o the first service
provider, a firg! instruction 10 update the first user profils
af the irst service provider wilh a second piege of

entiication information descriding the part m%ar Lser

, and the frsl identifier unique 10 the parlicuiar user, 408
- wherein the first service pr Q’sﬂi—?? i f:‘mféguz* d 1o bypass
- the first user credential and gain access o the f rst user
orofile su %‘3 that the first user {'m“iw iz updaled with the

second piece of identification informalion
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' Sending, from a computing device to a service provider, a
- first plece of identification information describing 2
narticular user, whersin the first service provider is
corfigured {o require a user credential for the particular N 502
user to update to a user profile uﬂ*qu@ o the particuiar
user, and wherein the user profile is configured {o
maintain the first piece of idenlification information

’

- Regeiving, by the computing device from the service
provider, an indication that the identification information “.:g

- sufficient for the service provider o identify the particular

’ user with the user profils

o 504

- Upon the receiving of the indication from service provider,
- generaling, by the compuling device, an identifier unique
o the parficular user o identify the parlicular user when
:m: Dackend server communioates with the service
nrovider

Sending, from the f;“::s::zmpui%?g device 1o ihe service 508
provider, the identifier unigue o the particuiar user “

.

Reoeiving, by the computing device from the service

provider, a request o receive 2 Wmmf pece of N\ 510

identification information for the user with the identifis Y
ynigue o ihe particyiar user

idantiiving, by the camm% ng device, the particular user |~ 540
nasad on the identifier unigue 1o the particular ussr

identifying, by the computing device, the second plecs of
- identiication informalion unigue 1o the paricuiar user

Sending, from the computing device 1o the service
provider, the second piece of identification information
with the identifier unique 1o the particular user, wherein

the service provider is configured o bypass the user | 518
cradential and gain access o the hrst user profile such
that the user profiia is ug}daim withy the second piece ¢f

identification information

- 514
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AUTOMATIC IDENTITY MANAGEMENT
WITH THIRD PARTY SERVICE PROVIDERS

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority and 1s a continu-
ation application of U.S. Ser. No. 16/534,823 filed on Aug.
7, 2019, and titled “Automatic Identity Management with
Third Party Service Providers,” which 1s incorporated herein
by reference.

BACKGROUND

Service providers are increasingly providing online ser-
vices for users. For example, Netflix provides an online
service that permits users to stream movies and television
programs. Likewise, Amazon provides an online service that
permits users to purchase goods, Facebook provides an
online service that permits users to network socially, and
banking institutions provide online services that permit users
to perform financial transactions.

To provide services, service providers create user profiles
to store 1dentification information of the users. User profiles
may include personal data associated with a specific user. As
such, 1dentification information may include personal data
that 1s unique to the specific user and assists 1n 1dentifying
the specific user. For example, identification information
may 1nclude an email address, a primary and secondary
residence, a phone number, and a social security number,
just to name a few examples. Thus, each service provider
may maintain 1ts own independent database of user profiles
to store 1dentification information applicable to its service.
And the service providers may have different schemas and
have different unique 1dentifiers to 1dentily specific users.

Over time, users may need to update 1dentification infor-
mation for various reasons. For example, a user may have
moved to a different residence. Similarly, a user may have
changed their phone number or email address. In each of
these 1nstances, users may want to update their user profiles
for the services that they utilize.

Because users use many service providers, users have
many user profiles stored with different service providers.
Currently, when users want to update their i1dentification
information, they need to update their user profile for each
service provider. To update them, the users may need to
enter diflerent credentials for each service provider. This can
be cumbersome and very time intensive.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are incorporated herein and
form a part of the specification.

FIG. 1 1llustrates a block diagram of a system for auto-
matically updating identification information of a user with
service providers, according to some embodiments.

FIGS. 2A and 2B 1illustrate example data stored in user
profiles maintained by a backend server and service provider
illustrated 1n FIG. 1, according to some embodiments.

FIGS. 3A-3D illustrate example user interfaces of a
computer application installed on user device 1llustrated 1n
FIG. 1, according to some embodiments.

FIGS. 4 and 5 illustrate flowcharts of example methods
for updating 1dentification information of a user with service
providers, according to some embodiments.

FIG. 6 illustrates an example computer system useful for
implementing various embodiments.
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2

In the drawings, like reference numbers generally indicate
identical or similar elements. Additionally, generally, the
left-most digit(s) of a reference number 1dentifiers the draw-
ing 1n which the reference number first appears.

DETAILED DESCRIPTION

Provided herein are system, apparatus, device, method
and/or computer program product embodiments, and/or
combinations and sub-combinations thereof, for automati-
cally updating idenftification information of a user with
service providers. In an example embodiment, a backend
server managed by an entity (e.g., a banking institution) may
store a profile unique to a user that includes 1dentification
information unique to the user, Backend server may receive
a request from a user to update a service provider with
identification mformation. In response, the backend server
may send a request to the service provider to update 1den-
tification information of the user. The request may include a
piece ol i1dentification information describing the user.

After receiving confirmation from the service provider
that the piece of identification information sufliciently
describes the user in their profile of the user, the backend
server generates an 1dentifier unique to the user to commu-
nicate with the service provider with identification informa-
tion for the user. The backend server may now send updated
identification information of the user to the service provider,
along with the i1dentifier unique to the user, to the service
provider. By recerving the identifier unique to the user, the
service provider may bypass any user credentials (e.g., a
user name and password) unique to the service provider and
automatically update their profile of the user with the
updated i1dentification information.

Similarly, when the service provider would like updated
identification information of the user, the service provider
may send the request for the updated i1dentification infor-
mation, along with the identifier unmique to the user, to the
backend server. Based on the identifier unmique to the user,
the backend server may automatically identify the user and
present an option to the user to update identification infor-
mation with the service provider.

In addition to being more etflicient and less cumbersome
for the user, embodiments disclosed herein provide various
other technical improvements. For example, by the backend
server being a trustworthy source, the disclosed embodi-
ments enable a direct and trusted communication between
the backend server and the service providers for each user.
Along these lines, by generating a unique connection
between the backend server and the service providers for
each user, the disclosed embodiments allow the backend
server and service providers to more quickly 1dentify users
and update their profiles with identification i1nformation,
thereby increasing efliciency. Likewise, the backend server
and service providers process fewer requests, and the pro-
cessed requests do not include 1nternal identifiers unique to
the users, thereby decreasing unnecessary processing power/
time and storing less stale information.

FIG. 1 1llustrates a system 100 for automatically updating
identification information of a user with service providers,
according to some embodiments. In some embodiments,
system 100 may include backend server 102, service pro-
viders 106 A-C, and user devices 104A-C. Backend server
102 may be managed by an entity (e.g., a banking institu-
tion), which may be associated with a wide range of users
having accounts (e.g., bank accounts) with the entity. As
such, the accounts may be associated with profiles unique to
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the users. Thus, backend server 102 may maintain several
(e.g., hundreds) profiles unique to users.

Backend server 102’°s profiles may contain identification
information unique to the users. Identification imnformation
may be determined by backend server 102, received by
service providers 106 A-C, and/or provided by users via user
devices 104A-C. As such, identification information may
include any type of information describing the identity of the
user. Accordingly, 1dentification mnformation may include a
tull name, a home address, a work address, a personal email
address, a social security number, passport number, a driv-
er’s license number, a credit card number, a date of birth, a
telephone number, log in credentials (e.g., username and
password), a race, a nationality, an ethnicity, and an origin,
just to name a few examples.

Backend server 102’s profiles may also contain identifiers
unique to the users (“user i1dentifiers™), Backend server 102
may assign the user i1dentifiers, for example, upon creation
of respective user profiles. User identifiers may not be
shared with external entities, including user devices 104 A-C
and service providers 106 A-C. As such, user identifiers may
permit backend server 102 to quickly and efhiciently identify
particular users.

As will be discussed 1n more detail below, backend server
102°s profiles may also contain identifiers unique to the
connection between backend server 102 and service provid-
ers 106 A-C and to the users (“connection identifiers™). As
such, for the same service provider (e.g., service provider
106A), backend server 102 may have different connection
identifiers for each user and for each service provider for a
particular user. The connection 1dentifiers may be created by
backend server 102, for example, upon receiving an indica-
tion (e.g., a message) from service providers 106A-C that
identification information of a user sent by the backend
server 102 to service providers 106A-C sufliciently
describes a user for which service providers maintain a
profile. This may allow the backend server 102 to quickly
and ethiciently i1dentify, not only a connection between the
backend server 102 and a particular service provider 106 A-
C, but also a particular user having a profile stored at the
backend server 102 and the particular service provider
106A-C.

Backend server 102 may provide computer applications
108A-C to allow users to wirelessly access and update their
profiles. As such, user devices 104A-C may download
and/or store computer application 108 A-C and may thus be
communication with backend server 102 over public com-
munication lines or mediums 110A-C. User devices 104 A-C
may be managed by a different entity from that managing,
backend server 102. As such, user devices 104 A-C may be
a device belonging to the users (e.g., a mobile phone). User
devices 104A-C may be a personal digital assistant (PDA),
a desktop workstation, a laptop or notebook computer, a
netbook, a tablet, a smartphone, smartwatch, or any other
type of handheld device.

Backend server 102’s computer applications 108A-C may
permit users to send updated identification information to
service providers 106A-C. The identification information
may be saved 1n backend server 102’s profile for the user or
upon receipt from backend server 102, sent directly to
service providers 106A-C without saving in the user’s
profile. In some embodiments, before sending and/or saving,
updated identification information, backend servers 102 may
authenticate the identification information. As such, backend
server 102’°s level of authentication of i1dentification infor-
mation may be greater than that of the service providers

106A-C.
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As such, after receiving a request from a user to send
updated 1denftification information to service providers
106 A-C, backend server 102 may send one or more pieces
of 1dentification information to the service providers
106 A-C so that service providers 106 A-C can verily storage
of a profile corresponding to the user. In doing so, service
providers 106 A-C may request additional pieces of identi-
fication information to verily the profile of the user, Along
these lines, service providers 106A-C may request an
answer to a security question (e.g., provided by the user at
service providers). Only after receiving an answer irom
backend server 102 and confirming that the answer 1s
correct, service providers 106 A-C provide an indication to
backend server 102 that the 1dentity information of the user
1s suilicient. Accordingly, after receiving an indication from
service providers 106 A-C that the identity information of the
user sent to service providers 106 A-C 1s suflicient, backend
server 102 may send an 1dentifier—umque to communica-

tion between the backend server 102 and service providers
106 A-C and to the user (“connection identifiers”)}—to the

service providers 106 A-C. The connection 1dentifier may be
sent before or along with the updated identification infor-
mation.

As noted above, the connection identifier may allow
backend server 102 to quickly and efliciently identify, not
only a connection between the backend server 102 and a
particular service provider 106 A-C, but also a particular user
having a profile stored at the backend server 102 and the
particular service provider 106 A-C. Accordingly, after cre-
ating the connection identifier, backend server 102 may
associate the connection identifier with the user. As such, the
user may continue to send updated 1dentification information
to the particular service provider 106A-C at later times, and
backend server 102 may be able to quickly identily the user
and the particular service provider 106A-C based on the
connection identifier.

Backend server 102 may thus be in communication with
service providers 106 A-C over private communication lines
or mediums 112A-C. Service providers 106 A-C may be any
entity different from the entity managing the backend server
102 that stores profiles of users who also have profiles stored
by backend server 102. As such, service providers 106 A-C
proflles for users may contain identification information
different and/or the same as 1dentification information con-
tamned by corresponding profiles of users maintained by
backend server 102.

In addition to identification information, like backend
server 102, service providers 106 A-C profiles may contain
identifiers unique to the users (“user 1dentifiers™), The user
identifiers may be provided by the entity managing the
service providers 106 A-C and thus be different from the user
identifiers provided by the backend server 102. The service
providers 106A-C user identifiers may not be shared with
external entities, including backend server 102 and user
devices 104A-C. The user identifiers may permit service
providers 106 A-C to quickly and efliciently identify particu-
lar users internally.

Service providers 106A-C profiles may also contain the
connection 1dentifiers generated by backend server 102. As
discussed above, service providers 106 A-C may receive the
connection 1dentifiers from backend server 102 after sending
an mdication (e.g., a message) to backend server 102 that the
identification information of a user sent from backend server
102 to service providers 106 A-C sufliciently describes a user
for which the service providers 106 A-C maintain a profile.
Accordingly, like backend server 102, the connection 1den-
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tifiers may assist service providers 106A-C 1n 1dentifying
users 1n subsequent messages from backend server 102.

Along these lines, upon recerving the connection i1denti-
fier from backend server 102, service providers 106 A-C may
send a request to backend server 102 to receive updated
identification information. The request may include the
connection identifier so that backend server 102 may quickly
and efliciently 1dentify the particular service provider
106A-C and the user associated therewith.

FIGS. 2A and 2B illustrate example data 200A/2008
stored 1n profiles for users 202A-C maintained by backend

server 102 and service provider 106 A (of FIG. 1).
FIG. 2A 1llustrates data 200A stored 1n profiles for users
202A-C maintained by backend server 102 (of FIG. 1). As

illustrated, backend server 102 may store identification
information 204A-G for users 202A-C 1n their respective
profiles. As such, for users 202A-C, backend server 102 may
store different identification information 204A-G. For

example, for user 202A, backend server 102 may store
identification information 204A-C/204E-G. In contrast, for
user 202B, backend server 102 may store identification
information 204A/204C-G and, for user 202C, backend
server 102 may store identification information 204A-D/
204F-G.

Data 200A stored in profiles for user 202A-C maintained
by backend server 102 (of FIG. 1) may also include 1den-
tifiers 206/208. Upon the creation of the profiles for the users
202A-C, backend server 102 may create and/or assign users
202A-C 1dentifiers 206 unique to the users (“user identifi-
ers”’). For example, as illustrated, users 202A-C may be
assigned user identifiers “4AAA” “SAAA)” and “6AA)”
respectively. As discussed above, user i1dentifiers 206 may
not be shared with service providers 106 A-C (of FIG. 1).
Rather, user identifiers 206 may solely be used by backend
server 102 to identily users 202A-C. As such, by having a
single unique 1dentifier associated with users 202A-C, back-
end server 102 may more quickly and efliciently identity the
users 202A-C and their identification information 204A-G.

Likewise, as stated above, upon receiving an indication
from service provider 106 A that a message sent by backend
server 102 suiliciently describes the users 202A-C, backend
server 102 may create and/or assign connection identifiers
208 unique to the connection between backend server 102
and service providers 106 A-C and to the users (“connection
identifiers”). For example, as illustrated, users 202A and
202C may be assigned connection identifiers “4BBB” and
“6BBB,” respectively. Connection identifiers 208 may be
used by service provider 106 A to reference users 202A-C.
Thus, for requests from backend server 102 to service
provider 106 A (or vice versa) to recerve updated 1dentifica-
tion information, connection identifiers 208 may assist iden-
tification of the appropriate user. For example, when the
backend server 102 sends updated 1dentification information
204B (“Luke”) for user 202A to service provider 106A,
backend server 102 may also send unique identifier 208
(“4BBB”) for the connection to service provider 106A with
respect to user 202A. This will allow the service provider
106A to quickly and ethciently identify that the updated
identification information 204 pertains to user 202A.

Similarly, when backend server 102 receives a request
from service provider 106A to update i1dentification infor-
mation 204F (of FIG. 2A), the service provider 106 A may
also send connection i1dentifier 208A (“4BBB™) associated
with respect to user 202A. This allows backend serer 102
and service provider 106A to quickly identily the users for
which i1dentification information i1s sought to be updated.
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FIG. 2B illustrates data 200B stored in profiles of users
202A-C maintained by service provider 106A (of FIG. 1).
As shown, for users 202A-C, service provider 106A may
store 1dentification information 204A-C/204E/204H-1 1n the
respective profiles. As such, like backend server 102 (of
FIG. 1), for users 202A-C, service provider 106 A may store
different 1dentification information 204A-C/204E/204H-1.
For example, for users 202A and 202B, service provider
106 A may store 1dentification information 204A/204C/
204H-I. And, for user 202C, service provider 106 A may
store 1dentification information 204A/204C/204E/204H-I.

Along these lines, for users 202A-C, service provider
106 A’s (of FIG. 1) may store identification information
different from and/or the same as that of backend server 102
(of FIG. 1). For example, for user 202A, service provider
106 A and backend server 102 may both store identification
information 204A/204C. However, for user 202A, service
provider 106A may also store identification information
202H-I, and backend server 102 may also store i1dentifica-
tion 204E-G.

Data 200B stored 1n profiles for user 202A-C maintained
by service provider 106 A (of FIG. 1) may also include
identifiers 208/210. Upon the creation of profiles, service
providers may create and/or assign 1dentifiers 210 unique to
the users (“user i1dentifiers”). User identifiers 210 may be
created and/or assigned by the enfity managing service
provider 106 A and may not be shared with backend server
102. Rather, 1dentifiers 210 may solely be used by service
provider 106 A to 1identify users 202A-C. As such, by having
unmque 1dentifiers 210 associated with users 202A-C, service
provider 106 A may more quickly and efliciently 1identify the
users 202A-C and their 1dentification information 204A-C/
204E/204H-1.

As described above, backend server 102 (of FIG. 1)
generates 1dentifiers 208 unique to the connection between
backend server 102 and service providers 106 A (of FIG. 1)
and to the users (“connection identifiers™). The service
provider 106 A may receive a copy of the connection 1den-
tifiers from the backend server 102 and associate the con-
nection 1dentifiers 208 with the profiles of the corresponding
users 202A-C. Accordingly, as illustrated, like the profiles of
the users 202A-C maintained by backend server 102, the
profiles of users 202A-C maintained by service provider
106 A may also include the connection 1dentifiers 208. For
example, as illustrated, like backend server 102, service
provider 106 A may maintain profiles for users 202A and
202C including identifier “4BBB” and “6BBB,” respec-
tively.

FIGS. 3A-D illustrate an example user interfaces 300A-D
of a computer application 108A-C provided by backend
server 102 and installed on user devices 104A-C (of FIG. 1).

FIGS. 3A-C 1illustrate example users interfaces 300A-C
provided when a user requests 1dentification information be
shared with service providers 106 A-C (of FIG. 1), FIG. 3A
illustrates a user interface 300A permitting a user to provide
updated identification information. As noted above, updated
identification information may include new identification
information never previously received or a change to exist-
ing identification information. As such, the user interface
300A may present a user interface element 302 to share
updated 1dentification information. Upon selecting the user
interface element 302, FIG. 3B illustrates user interface
300B presenting a list of service providers 106A-C to share
the 1identification information therewith. After selecting cer-
tain service providers 106A-C, FIG. 3C illustrates user
interface 300C presenting the various types of 1dentification
information that can be shared with the selected service
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providers 106A-C. As illustrated, 1n some embodiments,
certain 1dentification information may not be shared with
any service provider 106 A-C or with certain service pro-
viders 106 A-C.

FIG. 3D illustrates a user interface 300D presenting
requests 304A-B from service providers 106 A-B (of FIG. 1)
to receive updated identification information. In some
embodiments, the request 304 A may include 1dentification
information from the service providers 106 A-B for the user
to confirm that 1t 1s up-to-date, 1n some embodiments, the
request 3048 may be for receipt of identification informa-
tion not previously received (e.g., a photo of identification).

FIGS. 4 and 5 1llustrate flowcharts of methods 400/500 for
updating 1dentification information of a user with service
providers, according to some embodiments. Method 400/
500 can be performed by processing logic that can comprise
hardware (e.g., circuitry, dedicated logic, programmable
logic, microcode, etc.), soltware (e.g., instructions executing
on a processing device), or a combination thereof. It 1s to be
appreciated that not all steps may be needed to perform the
disclosure provided herein. Further, some of the steps may
be performed simultaneously, or 1n a different order than
shown 1 FIGS. 4 and 5, as will be understood by a person
of ordinary skill 1n the art.

Referring now to FIG. 4, method 400 shall be described
with reference to FIG. 1. However, method 400 1s not
limited to those example embodiments.

In 402, backend server 102 sends a piece of 1identification
information describing a particular user to a service provider
106A. The service provider requires a user credential (e.g.,
a user name and password unique to the user) for the user to
update to a user profile that 1s unique to the user and
maintains the first piece of i1dentification information. In
some embodiments, the service provider requires a multi-
factor authentication. The multi-factor authentication may
include a combination of two different factors including, for
example, something they know, something they have, or
something they. For example, the service provider may first
request a user credential. After correct entry of the user
credential, the service provider may then request a code
(numbers and/or letters) sent to their previously-stored email
address, texted to their previously-stored mobile phone
number or generated by third-party application installed on
a registered device.

In some embodiments, a user at user device 104 A requests
that updated identification information be sent to service
provider 106 A. As such, the piece of identification informa-
tion sent to the service provider 106A may be a diflerent
piece of identification information to be updated. For
example, the piece of 1dentification information sent to the
service provider 106 A may be an old piece of 1dentification
information (as opposed to updated or new).

In 404, backend server 102 receives an indication from
the service provider 106 A that the identification information
1s suilicient for the first service provider to identily the
particular user with the first user profile.

As such, service provider 106 A may determine that the
identification information sent by backend server 102
matches stored identification information for the user. In
doing so, service provider 106 A may determine that the
identification information sent by backend server 102 meets
or exceeds a predetermined threshold for sufliciently
describing the user. For example, the service provider may
106 A may mitially require at least a first and last name be
recerved from backend server 102. Thus, i1f backend server
102 sends a first, middle and last name of the user and
service provider 106A has only a single user matching the
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first and last name of the user, service provider 106 A may
determine that the threshold has been met. Alternatively, 1f
service provider 106 A has multiple users with the first and
last name (without the middle name) sent by backend server
102, service provider 106 A may require additional 1dentifi-
cation information.

In 406, upon the receiving of the indication from service
provider 106A, backend server 102 generates an 1dentifier
unique to the particular user to identify the particular user
when the backend server 102 communicates with the service
provider 106A. Accordingly, the identifier unique to the
particular user may assist the backend server 102 when
receiving requests from service provider 106A to receive
updated i1dentity information for the user. Likewise, the
identifier unique to the particular user may assist service
provider 106 A when receiving requests to update a piece of
identily information stored on service provider 106A.

In 408, backend server 102 receives an instruction to
update the user profile of service provider 106A with a
second piece ol identification information that 1s different
from the first piece of identification information. The
instruction includes the identifier unique to the user. As
previously stated, the service provider 106 A may quickly
locate the appropriate user’s profile. And, 1n the process,
service provider 106 A may bypass the credential associated
with the user’s profile and update the user’s profile with the
second piece of 1dentification information.

Referring now to FIG. 5, method 500 shall be described
with reference to FIG. 1. However, method 500 1s not
limited to those example embodiments.

In 502, backend server 102 sends a first piece of 1denti-
fication information describing a particular user to a service
provider 106A. The service provider 1s configured to require
a user credential for the particular user to update to a user
profile unique to the particular user, and wherein the user
profile 1s configured to maintain the first piece of i1dentifi-
cation mnformation

In 504, backend server 102 receives an 1indication that the
identification mformation 1s suflicient for the service pro-
vider to identily the particular user with the user profile from
the service provider 106A.

In 506, upon the receiving of the indication from service
provider 106A, backend server 102 generates an 1dentifier
unique to the particular user to identify the particular user
when the backend server 102 communicates with the service
provider 106A.

In 508, backend server 102 sends the identifier unique to
the particular user to the service provider 106A.

In 510, backend server 102 receives a request from the
service provider 106A to recerve a second piece of i1denti-
fication information for the user with the identifier unique to
the particular user.

In 512, backend server 102 identifiers the particular user
based on the identifier unique to the particular user.

In 514, backend server 102 1dentifiers the second piece of
identification information unique to the particular.

In 516, backend server 102 sends the second piece of
identification information with the identifier unique to the
particular user to the service provider 106 A. The service
provider 1s configured to bypass the user credential and gain
access to the first user profile such that the user profile 1s
updated with the second piece of 1dentification information.

Various embodiments may be implemented, for example,
using one or more well-known computer systems, such as
computer system 600 shown in FIG. 6. One or more com-
puter systems 600 may be used, for example, to implement
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any of the embodiments discussed herein, as well as com-
binations and sub-combinations thereof.

Computer system 600 may include one or more proces-
sors (also called central processing units, or CPUs), such as
a processor 604. Processor 604 may be connected to a
communication infrastructure or bus 606.

Computer system 600 may also include user input/output
device(s) 603, such as momtors, keyboards, pointing
devices, etc., which may communicate with communication
inirastructure or bus 606 through user input/output interface
(s) 602.

One or more of processors 604 may be a graphics pro-
cessing unit (GPU). In an embodiment, a GPU may be a
processor that 1s a specialized electronic circuit designed to
process mathematically intensive applications. The GPU
may have a parallel structure that 1s eflicient for parallel
processing of large blocks of data, such as mathematically
intensive data common to computer graphics applications,
images, videos, efc.

Computer system 600 may also include a main or primary
memory 608, such as random access memory (RAM). Main
memory 608 may include one or more levels of cache. Main
memory 608 may have stored therein control logic (1.e.,
computer software) and/or data.

Computer system 600 may also include one or more
secondary storage devices or memory 610. Secondary
memory 610 may include, for example, a hard disk drive 612
and/or a removable storage device or drive 614. Removable
storage drive 614 may be a floppy disk drive, a magnetic
tape drive, a compact disk drive, an optical storage device,
tape backup device, and/or any other storage device/drive.

Removable storage drive 614 may interact with a remov-
able storage unit 618. Removable storage unit 618 may
include a computer-usable or readable storage device having
stored thereon computer software (control logic) and/or
data. Removable storage unit 618 may be a floppy disk,
magnetic tape, compact disk, DVD, optical storage disk,
and/any other computer data storage device. Removable
storage drive 614 may read from and/or write to a removable
storage unit 618.

Secondary memory 610 may include other means,
devices, components, istrumentalities or other approaches
for allowing computer programs and/or other instructions
and/or data to be accessed by computer system 600, Such
means, devices, components, instrumentalities or other
approaches may include, for example, a removable storage
unit 622 and an interface 620. Examples of the removable
storage unit 622 and the interface 620 may include a
program cartridge and cartridge interface (such as that found
in video game devices), a removable memory chip (such as
an EPROM or PROM) and associated socket, a memory
stick and USB port, a memory card and associated memory
card slot, and/or any other removable storage unit and
associated interface.

Computer system 600 may further include a communica-
tion or network interface 624. Communication interface 624
may enable computer system 600 to communicate and
interact with any combination of external devices, external
networks, external entities, etc. (individually and collec-
tively referenced by reference number 628). For example,
communication interface 624 may allow computer system
600 to communicate with external or remote devices 628
over communications path 626, which may be wired and/or
wireless (or a combination thereof), and which may include
any combination of LANs, WANSs, the Internet, etc. Control
logic and/or data may be transmitted to and from computer
system 600 via communication path 626.
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Computer system 600 may also be any ol a personal
digital assistant (PDA), desktop workstation, laptop or note-
book computer, netbook, tablet, smartphone, smartwatch or
another wearable, appliance, part of the Internet-of-Things,
and/or embedded system, to name a few non-limiting
examples, or any combination thereof.

Computer system 600 may be a client or server, accessing,
or hosting any applications and/or data through any delivery
paradigm, including but not limited to remote or distributed
cloud computing solutions; local or on-premises solftware

“on-premise” cloud-based solutions); “as a service” models
(e.g., content as a service (CaaS), digital content as a service
(DCaal), software as a service (SaaS), managed software as
a service (MSaaS), platform as a service (PaaS), desktop as
a service (DaaS), framework as a service (FaaS), backend as
a service (BaaS), mobile backend as a service (MBaaS),
infrastructure as a service (laaS), etc.); and/or a hybnd
model including any combination of the foregoing examples
or other services or delivery paradigms.

Any applicable data structures, file formats, and schemas
in computer system 600 may be dernived from standards
including but not limited to JavaScript Object Notation
(JSON), Extensible Markup Language (XML), Yet Another
Markup Language (YAML), Extensible Hypertext Markup
Language (XHTML), Wireless Markup Language (WML),
MessagePack, XML User Interface Language (XUL), or any
other functionally similar representations alone or 1n com-
bination. Alternatively, proprietary data structures, formats,
or schemas may be used, either exclusively or in combina-
tion with known or open standards.

In some embodiments, a tangible, non-transitory appara-
tus or article of manufacture comprising a tangible, non-
transitory computer useable or readable medium having
control logic (software) stored thereon may also be referred
to herein as a computer program product or program storage
device. This includes, but 1s not limited to, computer system
600, main memory 608, secondary memory 610; and remov-
able storage units 618 and 622, as well as tangible articles
of manufacture embodying any combination of the forego-
ing. Such control logic, when executed by one or more data
processing devices (such as computer system 600), may
cause such data processing devices to operate as described
herein.

Based on the teachings contained 1n this disclosure; it will
be apparent to persons skilled 1n the relevant art(s) how to
make and use embodiments of this disclosure using data
processing devices, computer systems and/or computer
architectures other than that shown in FIG. 6. In particular,
embodiments can operate with software, hardware, and/or

operating system 1mplementations other than those
described herein.

It 1s to be appreciated that the Detailed Description
section, and not any other section, 1s mtended to be used to
interpret the claims. Other sections can set forth one or more
but not all exemplary embodiments as contemplated by the
inventor(s), and thus, are not intended to limit this disclosure
or the appended claims 1n any way.

While this disclosure describes exemplary embodiments
for exemplary fields and applications, 1t should be under-
stood that the disclosure 1s not limited thereto. Other
embodiments and modifications thereto are possible and are
within the scope and spirit of this disclosure. For example,
and without limiting the generality of this paragraph,
embodiments are not limited to the software, hardware,
firmware, and/or entities illustrated in the figures and/or
described herein. Further, embodiments (whether or not
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explicitly described herein) have significant utility to fields
and applications beyond the examples described herein.

Embodiments have been described herein with the aid of
functional building blocks illustrating the implementation of
specified functions and relationships thereof. The boundar-
ies of these functional building blocks have been arbitrarily
defined herein for the convenience of the description. Alter-
nate boundaries can be defined as long as the specified
functions and relationships (or equivalents thereof) are
approprately performed. Also, alternative embodiments can
perform functional blocks, steps, operations, methods, etc.
using orderings different than those described herein.

References herein to “one embodiment,” “an embodi-
ment,” “an example embodiment,” or similar phrases, indi-
cate that the embodiment described can 1nclude a particular
feature, structure, or characteristic, but every embodiment
can not necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular
feature, structure, or characteristic 1s described 1n connection
with an embodiment, 1t would be within the knowledge of
persons skilled in the relevant art(s) to incorporate such
feature, structure, or characteristic into other embodiments
whether or not explicitly mentioned or described herein.
Additionally, some embodiments can be described using the
expression “coupled” and “connected” along with their
derivatives. These terms are not necessarily intended as
synonyms for each other. For example, some embodiments
can be described using the terms “connected” and/or
“coupled” to indicate that two or more elements are 1n direct
physical or electrical contact with each other. The term
“coupled,” however, can also mean that two or more ele-
ments are not 1n direct contact with each other, but yet still
co-operate or interact with each other.

The breadth and scope of this disclosure should not be
limited by any of the above-described exemplary embodi-
ments but should be defined only in accordance with the
following claims and their equivalents.

What 1s claimed 1s:

1. A computer-implemented method, comprising:

maintaining, by a first service provider, a first user profile
umque to a particular user,

wherein the first user profile comprises a first and second
piece of 1dentification information describing the par-
ticular user;

sending, from the first service provider to a second service
provider, the first piece of identification information
describing the particular user, wherein the second ser-
vice provider maintains a second user profile unique to
the particular user and 1s configured to require a first
user credential for the particular user to update the
second user profile, and wherein the second user profile
comprises the first piece of i1dentification information;

receiving, by the first service provider from the second
service provider, a first indication that the second
service provider has identified the particular user hav-
ing the second user profile;

upon the receiving of the first indication, generating, by
the first service provider, a first connection i1dentifier
umque to the particular user and the second service
provider; and

sending, from the first service provider to the second
service provider, the first connection identifier for
determining that the second piece of identification
information relates to the particular user based on the
first connection i1dentifier:
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sending, from the first service provider to the second
service provider, a first instruction to update the second
user profile with the second piece of identification
information,

wherein:

the first instruction includes the first connection 1den-
tifier,

the second service provider 1s configured to determine
that the second piece of identification 1nformation
relates to the particular user based on the first con-
nection identifier; and

after determining that the first connection identifier
relates to the particular user, the second service
provider 1s configured to bypass the first user cre-
dential and gain access to the second user profile
such that the second user profile 1s updated with the
second piece of i1dentification information.

2. The computer-implemented method of claim 1, further
comprising;

recerving, by the first service provider, the first piece of

identification information;

storing, by the first service provider, the first piece of

identification information;

authenticating, by the first service provider, the first piece

of identification information as being unique to the

particular user,

wherein the authentication of the first piece of 1dent-
fication information 1s prior to the sending of the first
piece of identification information to the second
service provider.

3. The computer-implemented method of claim 2,
wherein the authentication of the first piece of identification
information 1s performed by the first service provider and
has an equal or higher level of authentication than an
authentication performed by the second service provider on
the first piece of i1dentification mformation.

4. The computer-implemented method of claim 1,
wherein the first user credential includes a username and
password unique to the particular user.

5. The computer-implemented method of claim 1,
wherein the first piece of identification information 1s not
sent with the second piece of 1dentification information and
the first connection 1dentifier unique to the particular user to
update the second user profile maintained by the second
service provider.

6. The computer-implemented method of claim 1, further
comprising;

recerving, by the first service provider, a security question

from the second service provider; and

sending, from the first service provider to the second

service provider, an answer to the security question,

wherein:

the second service provider 1s configured to determine
11 the answer to the security question 1s a correct
answer, and

the receiving of the first indication from the second
service provider 1s based on the answer to the
security question being the correct answer.

7. The computer-implemented method of claim 1, further
comprising: generating, by the first service provider, the first
connection 1dentifier unique to the particular user based on
the first piece of identification mformation.

8. The computer-implemented method of claim 1, further
comprising;

sending, from the first service provider to a third service

provider, the first piece of i1dentification information,
wherein the third service provider i1s configured to
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maintain a third user profile unique to the particular
user, and wherein the third user profile 1s configured to
maintain the first piece of identification information;
receiving, by the first service provider from the third
service provider, a second indication that the first piece
ol 1dentification information 1s suflicient for the third
service provider to identify the particular user having
the third user profile;
upon the receiving of the second indication, generating,
by the first service provider, a second connection
identifier unique to the particular user and the third
service provider;
sending, from the first service provider to the third service
provider, the second connection 1dentifier for determin-
ing that i1dentification information relates to the par-
ticular user based on the second connection i1dentifier;
and
associating, by the first service provider, the particular
user with the first connection i1dentifier umique to the
particular user and the second connection identifier
umque to the particular user.
9. The computer-implemented method of claim 8, further
comprising;
sending, from the second service provider to the third
service provider, a second struction to update the
third user profile with the second piece of 1dentification
information,
wherein:
the second 1nstruction includes the second connection
1dentifier,
the third service provider 1s configured to determine
that the second piece of idenftification information
relates to the particular user based on the second
connection identifier,
the third service provider 1s configured to require a
second user credential for the particular user to
update the third user profile, and
the third service provider 1s configured to bypass the
second user credential and gain access to the third
user profile such that the third user profile 1s updated
with the second piece of 1dentification information.
10. The computer-implemented method of claim 9,
wherein the first user profile further comprises a third piece
ol 1dentification information describing the particular user,
turther comprising;:
sending, from the first service provider to the third service
provider, a third instruction to update the third user
profile with the third piece of identification informa-
tion,
wherein the third service provider i1s configured to
bypass the second user credential and gain access to
the third user profile such that the third user profile
1s updated with the third piece of i1dentification
information.
11. The computer-implemented method of claim 1, further
comprising:
receiving, by the first service provider, a request from the
second service provider to receive a third piece of
identification information describing the particular
user;
receiving, by the first service provider, an authorization
from a user to send the third piece of i1dentification
information to the second service provider; and
sending, from the first service provider to the second
service provider, a fourth instruction to update the
second user profile of the second service provider with
the third piece of i1dentification information,
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wherein:

the fourth instruction includes the first connection
identifier unique to the particular user, and

the second service provider 1s configured to bypass the
first user credential and gain access to the second
user profile such that the second user profile is
updated with the third piece of identification infor-
mation.

12. The computer-implemented method of claim 11, fur-
ther comprising:

alter recerving the request from the second service pro-

vider, receiving, by the first service provider, the third
piece of i1dentification immformation from the user.

13. The computer-implemented method of claim 1,
wherein the first piece of 1dentification information and the
second piece of identification information are a name, a
phone number, an email address, a race, a nationality, an
cthnicity, an origin, a home address, a work address, a
mobile phone number, a home phone number, a primary
phone number, a secondary phone number, or an 1mage of
the particular user.

14. The computer-implemented method of claim 1,
wherein:

the first user profile further comprises a user identifier

unique to the particular user associated with the first
connection i1dentifier, and

the user identifier 1s different from the first connection

identifier.

15. The computer-implemented method of claim 1,
wherein the user identifier 1s used internally by the first
service provider to i1dentily the particular user based on an
interaction with the first user profile rather than communi-
cating with the second service provider.

16. The computer-implemented method of claim 1, fur-
ther comprising:

identifying, by the first service provider, an 1dentification

information type of the second piece of i1dentification
information;

determining, by the first service provider, that the second

piece ol identification information can be shared based

on the identification information type of the second

piece ol i1dentification information,

wherein the first istruction to update the second user
profile of the second service provider 1s sent after
determining that the second piece of identification
information can be shared.

17. The computer-implemented method of claim 16,
wherein the determiming that the second piece of i1dentifi-
cation information can be shared further comprises:

determining, by the first service provider, that the second

piece of identification mformation can be shared with
the second service provider based on an i1dentity of the
second service provider.
18. The computer-implemented method of claim 1, fur-
ther comprising:
receiving, by the first service provider from the second
service provider, a fourth piece of i1dentification infor-
mation describing the particular user and the first
connection 1dentifier unique to the particular user;

identifying, by the first service provider, the first user
profile of the particular user based on the first connec-
tion 1dentifier; and

updating, by the first service provider, the first user profile

of the particular user with the fourth piece of identifi-
cation information.

19. A system, comprising:

a memory configured to store operations; and
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one or more processors configured to perform the opera- 20. A non-transitory computer-readable storage device
tions, the operations comprising: having instructions stored thereon, execution of which, by
maintaining, by a first service provider, a first user one or more processing devices, causes the one or more

processing devices to perform operations comprising:
maintaining, by a first service provider, a first user profile
unique to a particular user, wherein the first user profile
comprises a first and second piece of identification

profile unique to a particular user, wherein the first
user profile comprises a first and second piece of °
identification information describing the particular

UsEts _ _ information describing the particular user;

sending, from the first service provider to a second sending, from the first service provider to a second service
service provider, the first piece of identification provider, the first piece of identification information
information describing the particular user, wherein 0 describing the particular user, wherein the second ser-
the second service provider maintains a second user vice provider maintains a second user profile unique to
profile unique to the particular user and 1s configured the par‘{icular UsSer 311(_1 1s configured to require a user
to require a user credential for the particular user to credential for the particular user to update the second
update the second user profile, and wherein the . user profile, and wherein the second user profile com-

prises the first piece of i1dentification information;

receiving, by the first service provider, an indication from
the second service provider that the second service
provider has identified the particular user having the
second user profile;

upon the receiving of the indication, generating, by the
first service provider, a first connection identifier
unique to the particular user and the second service
provider; and

sending, from the first service provider to the second
service provider, the first connection identifier for
determining that the second piece of identification
information relates to the particular user based on the
first connection 1dentifier;

sending, from the first service provider to the second
service provider, an instruction to update the second
user profile with the second piece of identification

second user profile 1s configured to maintain the first
piece of i1dentification information;
receiving, by the first service provider from the second
service provider, an indication that the second service
provider has identified the particular user having the ,,
second user profiile;
upon the receiving of the indication, generating, by the
first service provider, a first connection identifier
umque to the particular user and the second service
provider; and 55
sending, from the first service provider to the second
service provider, the first connection identifier for
determining that the second piece of identification
information relates to the particular user based on the
first connection identifier; 10
sending, from the first service provider to the second
service provider, an instruction to update the second

user profile with the second piece of identification ﬁllfO‘I'II‘la’[IOIl,

information, WCTEIL. L L .

herein: the mstruction 1ncludes the first connection 1dentifier,
wherein: 15

the second service provider 1s configured to determine
that the second piece of identification information
relates to the particular user based on the first con-
nection identifier; and

after determining that the first connection identifier
relates to the particular user, the second service
provider 1s configured to bypass the user credential
and gain access to the second user profile such that
the second user profile 1s updated with the second
piece of 1dentification information.

the instruction includes the first connection identifier,

the second service provider 1s configured to determine
that the second piece of identification information
relates to the particular user based on the first con-
nection identifier; and 40

alter determining that the first connection identifier
relates to the particular user, the second service
provider 1s configured to bypass the user credential
and gain access to the second user profile such that
the second user profile 1s updated with the second
piece of i1dentification information. I I
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