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METHODS AND SYSTEMS FOR DIGITAL
TWIN AUGMENTED REALITY
REPLICATION OF NON-HOMOGENEOUS
ELEMENTS IN INTEGRATED
ENVIRONMENTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to and 1s the benefit of

U.S. Provisional Application No. 62/970,922, filed Feb. 6,
2020, titled “Artificial Intelligence Ecosystem Platform—
SARI,” which 1s incorporated by reference 1n its entirety.

FIELD OF THE INVENTION

The invention relates to generating digital twin aug-
mented reality real time artificial intelligence hybrid-labor
replications of non-homogenous elements 1n 1ntegrated
environments.

BACKGROUND

Conventional social and business activities increasingly
feature human-to-machine contact in both active and passive
manners through the advancement of mobile communica-
tions, Internet-of-Things (“101”) ecosystems and continuous
network connectivity. This human-to-machine contact 1s
likely to increase as technology 1s further integrated 1nto the
lives of users. However, current integration 1s done 1n a
piecemeal fashion form based upon pre-defined hardcoded
non customizable, non-specific, static environment heavily
depending 1n multiple humans’ backgrounds, emotions, with
no authoritative business rules to accomplish an objective.
As new technologies and products are developed, these
technologies and products are intertwined with different
daily tasks. Likewise, as new technological niches are
discovered, new products are created to fill these niches.
Accordingly, technologic advancement, in particular the
coordination of different data sources and formats, opera-
tional behavior, business rules, missing critical interdepen-
dencies and technology environments, 1s not done 1n a
coordinated manner leading to both inethciency in the
manner i which new technologies are adopted as well as
inefliciency in how tasks are performed and managed after

new technologies are adopted.

SUMMARY

In view of this problem, methods and systems are dis-
cussed herein for improved integration of diflerent technolo-
gies, physical and logical assets within any environments.
By doing so, the methods and systems provide enhanced
celliciency & reality 1 the way different technology envi-
ronments are adopted, used and managed. Furthermore, the
methods and systems provide additional functions, such as
(1) generating visualization of this adoption, use and man-
agement; (11) processes for optimizing the adoption, use and
managements and/or; (111) predictions for future adoptions,
use, and management; (1v) multi customizable interdepen-
dencies among all operational activities; (v) predefined,
vigilant and executable business rules; (vi) operational
stages taking 1n consideration time, past, present and future
(s) business scenarios; (vi1) end to end digital automation;
(vinn) 1nclusion and execution of Artificial Intelligence; (1x)
end to end global enterprise operations; (x) law clauses as Al
processes and/or; (x1) hybrid-labor.
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At present, conventional systems provide no mechanism
for integrating multiple disparate technology data, applica-
tions, operational behavior, business mission, end to end
management and operational stages environments, such as,
but not limited to, transportation (e.g., the transportation of
people, goods and services), architectural and industrial
design (e.g., the organmization, design, construction, post
construction and arrangement of {facilities, commercial
spaces, etc.), digital systems (e.g., the hardware, software,
data, applications, application elements, logical and physical
connections, device behavior and operating systems) and the
means and mechanism of inter-personal communications
(c.g., the manner by which people and organizations
exchange information). For example, while systems have
been developed for transmitting information between two
environments, there are still no technical means for intro-
ducing top-down organization that 1s both scalable across
the non-homogenous elements of these environments to
fully integrate these environments, and their non-homog-
enous elements, 1nto a central business rules driven artificial
intelligence organizational structure ecosystem. For
example, conventional systems have no mechanism for
expressing rules, contradictions, time, tasks, ownership,
critical routes, functions, limitations, and/or requirements of
an element from one environment to an element of another
or to provide a mechanism for coordinating these elements
for a common operation.

The methods and systems overcome these shortcomings
of conventional systems by first creating a synchronous
artificial real time world intelligence ecosystem for express-
ing tasks, functions, hybrid-labor, limitations and/or require-
ments from one environment to another. Namely, the meth-
ods and systems generate digital twin augmented reality
replications of non-homogenous elements in integrated
environments. In order for these digital twin augmented
reality replications to provide this functionality, each non-
homogenous element of the ecosystem 1s associated with a
physical, logical and operational data structure that
describes its tasks, functions, limitations and/or require-
ments as well as 1ts placement (on a physical, logical level
and operational and process level) within the digital twin
augmented reality replication. As an example, for a given
clement (e.g., a hardware server), its digital twin augmented
reality replication includes a data, hardware, operational,
configuration and applications structure that describes its
function (e.g., the physical and logical processes performed
by the server), related element (e.g., the computer networks
that rely on the server), the physical location of the element
(e.g., a hardware stack and location of the hardware stack),
and operational characteristics of the element (e.g., time
periods of operation, system requirements, interdependen-
cies, capacity, configuration and governance criteria). This
clement may then be combined with all other elements 1n the
integrated environments to provide a digital twin augmented
reality replication of the integrated environments.

In order to facilitate integration of the numerous different
non-homogenous physical, logical, and operational ele-
ments, each data structure for each element includes a set of
business rules, dimensions and standardized fields. This
unique information, and the values therein, allow the eco-
system to determine elements required for assigned tasks,
the requirements of the element to perform a task, and a
means of interfacing with other elements. Furthermore, in
order to facilitate user interactions with the ecosystem (e.g.,
to allow users to request a service update to the hardware
server), the ecosystem generates a visual representation of
the digital twin augmented reality replication. Additionally,

"y
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the ecosystem may use the data structures, business rules
and values therein, to provide recommendations on optimiz-
ing the adoption, use, future deployments and management
of one or more elements. Finally, the ecosystem may use
operational characteristics such as time periods of operations
to generate predictions for future adoptions, use, and man-
agement.

In some aspects, there can be an ecosystem for generating
digital twin augmented reality replications of non-homog-
enous elements 1n mtegrated environments. The ecosystem
can include cloud-based memory configured to store a {first
data structure for a first element 1n a digital twin augmented
reality environment, wherein the first data structure icludes
respective fields for a first function performed by the first
clement, a first set of relationships of the first element to
other elements in the digital twin augmented reality envi-
ronment, a first physical location of the first element and a
first time period of operation of the first element. The
ecosystem can store a second data structure for a second
clement in the digital twin augmented reality environment
and store a visual representation of the first element 1n the
digital twin augmented reality environment, wherein a loca-
tion of the first element 1n the digital twin augmented reality
environment 1s based on the first physical location of the first
clement. The ecosystem can also have cloud-based control
circuitry configured to receive a user request to replace the
first element 1n the digital twin augmented reality environ-
ment with a third element, and i1n response to the user
request, populate a third data structure with the first func-
tion, the first set of relationships, the first physical location
and a third time period of operation. The ecosystem can also
include cloud-based 1/0 circuitry configured to generate for
display, 1n a user interface, the visual representation of the
digital twin augmented reality environment with the third
clement 1n the first physical location of the first element.

In an terrelated aspect, a method of generating digital
replications of non-homogenous elements in integrated
environments can nclude storing a first data structure for a
first element 1n a digital twin augmented reality environ-
ment, wherein the first data structure includes respective
fields for a first function performed by the first element, a
first set of relationships of the first element to other elements
in the digital twin augmented reality environment, a first
physical location of the first element and a first time period
of operation of the first element; storing a second data
structure for a second element in the digital twin augmented
reality environment, wherein the second data structure
includes respective fields for a second function performed
by the second element, a second set of relationships of the
second element to other elements 1n the digital twin aug-
mented reality environment, a second physical location of
the second element and a second time period of operation of
the second element; and generating for display, 1n a user
interface, a visual representation of the first element and the
second element 1n the digital twin augmented reality envi-
ronment, wherein a location of the first element in the digital
environment 1s based on the first physical location, and
wherein a location of the second element 1n the digital twin
augmented reality environment 1s based on the second
physical location.

In another interrelated aspect, a tangible, non-transitory
and machine-readable medium storing instructions, that,
when executed by a data processing apparatus, causes the
data processing apparatus to perform operations comprising
those of any of the above method embodiments 1-11.

In yet another interrelated aspect, an ecosystem can
include one or more processors and memory storing mstruc-
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4

tions that, when executed by the processors, cause the
processors to eflectuate operations comprising those of any
of the above method embodiments 1-11.

Various other aspects, features, and advantages of the
invention will be apparent through the detailed description
of the invention and the drawings attached hereto. It 1s also
to be understood that both the foregoing general description
and the following detailed description are examples and not
restrictive of the scope of the mvention. As used in the
specification and in the claims, the singular forms of “a,”
“an,” and “the” include plural referents unless the context
clearly dictates otherwise. In addition, as used 1n the speci-
fication and the claims, the term “or” means in “and/or”
unless the context clearly dictates otherwise. Additionally, as
used 1n the specification “a portion,” refers to a part of, or the
entirety of (1.e., the entire portion), a given item (e.g., data)
unless the context clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A shows an illustrative graphical user interface
depicting generating digital twin augmented reality replica-
tions of non-homogenous elements 1n mtegrated environ-
ments.

FIG. 1B shows an 1illustrative data structure that repre-
sents an element 1n the digital twin augmented reality
environment, 1n accordance with one or more embodiments.

FIG. 2 shows an illustrative system for generating digital
twin augmented reality replications of non-homogenous
clements 1n integrated environments, 1n accordance with one
or more embodiments.

FIG. 3 illustrates the displaying of a visual representation
310 of multiple elements 320 1n the digital twin augmented
reality environment, in accordance with one or more
embodiments.

FIGS. 4A and 4B illustrate two types of visual represen-
tations that can be implemented by the disclosed ecosys-
tems, 1n any combination, in accordance with one or more
embodiments.

FIG. 5 shows an illustration of a virtual replica at different
points 1n time, 1 accordance with one or more embodi-
ments.

FIG. 6 shows an 1llustration of a work plan 600 generated
to implement a change to the digital twin augmented reality
environment, 1n accordance with one or more embodiments.

FIG. 7 shows a flow-chart of steps for generating digital
twin augmented reality replications of non-homogenous
clements 1n itegrated environments.

.

DETAILED DESCRIPTION OF THE DRAWINGS

In the following description, for the purposes of expla-
nation, numerous specific details are set forth 1 order to
provide a thorough understanding of the embodiments of the
invention. It will be appreciated, however, by those having
skill 1n the art, that the embodiments of the invention may
be practiced without these specific details or with an equiva-
lent arrangement. In other cases, well-known structures and
devices are shown 1n block diagram form 1n order to avoid
unnecessarily obscuring the embodiments of the invention.

FIG. 1A shows an illustrative graphical user interface
depicting generating digital replications of non-homogenous
clements 1n 1ntegrated environments. Management of real-
world twin augmented reality (e.g., physical) systems, logi-
cal (e.g., software) ecosystems, and their interactions and
relationships can be represented by data structures having
respective fields for various attributes (e.g., functions, loca-



US 11,393,175 B2

S

tions, etc.). As described herein, with these building blocks
(also referred to as “elements™) of a virtual replica of an twin
augmented reality environment, a user or automated eco-
system can control these systems, monitor for problems,
determine the eflect of replacing or modifying an element,
view the integrated system at specified time periods and
more.

In addition to replicating physical (e.g., equipment, build-
ings, etc.) and logical (e.g., computer systems/networks/
functions), the elements comprising the virtual replica can
include replicas of humans that are performing tasks in the
real world. In this way, 1n addition to performing monitoring,
and management of replicated twin augmented reality sys-
tems according to rules and/or user mstruction, the ecosys-
tem can dynamically, and in real-time, track and update
based on the actions of replicated humans. In some embodi-
ments, the system may have a series of menu pages and other
interactive features as further shown and described 1n U.S.
Provisional Application No. 62/970,922, filed Feb. 6, 2020,
titled “Artificial Intelligence Ecosystem Platform—SARI,”
which 1s incorporated by reference in 1ts entirety. For
example, the main menu may provide access and/or allow
users to launch, mcluding but not limited to, the following
platforms within 1ts open architecture: My SiteBoard, Cur-
rent Site Viewer, Future Changes, Business, Logical Views,
Desktop and Documents each with its description details.
For example, the My SiteBoard Platform allows users to
monitor, visualize, act, react and escalate customized data
and procedures. Like a dashboard, MySiteBoard enables the
user to view real-time situation awareness, data or applica-
tions situations, operational actions or business changes in
the ecosystem (e.g., further details, samples, summary, fea-
tures and functions). The Current Site Viewer Platiform
allows a user to build an infrastructure under the user’s own
rules, from World Locations to City Level, and from soft-
ware to data to applications to users to internal devices to
cables and all 1ts connections, dependencies and interrela-
tionships (e.g., further details, samples, summary, features
and functions). Future Changes Platform allows a user to
visualize all aspects of Future Changes and its ramifications
in detail, step by step.

For example, the Future Changes application may allow
users a direct way to achieve more with less to plan
accurately up to the most insignificant detail 1n a dynamic
3D replica of the world and/or project. The system may
include a project planning tool that 1s fully integrated with
3D visualization, and other capabailities to deliver a central-
1zed and holistic solution to planning for changes 1n a user’s
environment or facilities (e.g., further details, samples, sum-
mary, features and functions). The Business platform may
allow users to perform, configure and monitor day to day
operations as well as define a customized Al process for
managing changes in your data, service, applications, work-
force, environment or facilities. The system also tracks the
progress and status of each task assignment and will auto-
matically follow up or escalate with the assignees to ensure
that processes are followed thru to completion (see further
details, samples, summary, features and functions). The
system provides Logical Views platform to automatically
generate dynamic Logical views that accurately reflect the
relationship between logical symbols and their counterparts
in the real physical world.

Unlike the conventional ways of generating logical dia-
grams using tools like Visio, PowerPoint, or other single
purpose tools, the system creates logical diagrams based on
the actual connections between the physical and logical
intelligent objects (e.g., details, samples, summary, features
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6

and functions). The system may include a Desktop applica-
tion that 1s a highly customizable platform interface for
displaying and monitoring information as desired. The
Desktop application may allow users to create their own
layout of logical symbols, applications, reporting and moni-
toring functions, much like laying out documents on your
desktop (e.g., further details, samples, summary, features
and functions). The Document Manager platiorm helps a
user add related documents to assets, track document ver-
sions and distribute document changes. The system links a
user’s environment or facilities assets to related documents
like procurement documents, scanned paper forms, photo-
graphs, letters and faxes. The Main Platform Menu may be
downloaded 1nto a device 1n a user’s entitlements and allow
a user to do so. The system may develop an engine that will
perform such activities 1n a dynamic way executing custom-
1zed procedures to feed main data base 1n a future view to
visualize 1ts 1mpact on 1ts own physical and logical envi-
ronment.

The system may also include the following platforms
within its open architecture: LiveNote, Reports, What if,
Admuinistration, How to, and Playback each with its descrip-
tion details. The LiveNote platform 1s a dynamic collection
of message forums that helps users communicate and col-
laborate and serves as a repository of experiences and
knowledge. Much like an email system, the system lets users
communicate by exchanging messages and document
attachments. But what makes 1t special 1s the ability to link
these messages with assets, history, distribution, participants
and specific information about specific items. The system
also includes a Reports Platform, which 1s a collection of
generic and customized reports. This platform may work 1n
conjunction with My SiteBoard for monitoring changes 1n
the underlying data. The data collected from all the inte-
grated applications within the system spans across multiple
trades. From asset information to procurement and financial
data. From IT, facilities data to software application and
configuration. From the reporting perspective, this opens up
endless possibilities for extracting and co-relating informa-
tion, for the purpose of getting deeper insights of the data.
The What if Application 1s a predictive modeling and future
scenario capability that allows enterprise managers to antici-
pate what will happen with add or change orders, engineer-
ing change orders, technology insertions and system
upgrades. This feature enhances risk mitigation and granular
financial 1impact (what 11 scenarios) assessment.

The system may include an Administration platform,
which 1s used for the configuration and set up of 1t. The
system has been designed to allow every application to be
driven and configured by entitlements and form menus to
different properties. The system may be an entitlement-
based application delivering all necessary tools to Manage
and configure your Business environment, so that the system
can mirror, simulate, and deliver Physical and Logical assets
in all 1ts processes related to the Business rules, matching
and delivering a new information paradigm. The How To
platform helps the user understand the system 1 a very
futuristic way. The How to application takes control of a
user’s mouse and keyboard and shows step by step all
aspects needed to perform, act or go to a specific action or
application. The system may visualize new concepts as the
way to maintain the application automatically and up to date
and not have to reprint manuals. The Playback platform
allows all users to edit, write text and choose 1ts voice gender
to read 1ts movie creation once 1s playing mode, 1t can be
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distributed to specific participants to have better, precise and
eflective communication, education and collaboration of
actions throughout all users.

FIG. 1A illustrates one example embodiment of the dis-
closed ecosystem 1n which a user may monitor the replace-
ment of a computer server 1n a server room. As shown in
FIG. 1, there 1s a digital twin augmented reality replica of an
existing server room 110, with a first server (not shown), a
second server 120, and a third server (not shown), 120 being
added to replace the first server. The ecosystem can generate
an optimized workflow for efliciently adding the server,
visualize the current server room based on an existing digital
replica of the physical and logical server room and any
logical connections. The workflow of various sub-tasks
(e.g., adding the server, connecting the server, etc.) can be
tracked, monitored, acted upon, reverted, configured and
displayed.

FIG. 1B shows an 1illustrative data structure that repre-
sents an e¢lement 1n the digital twin augmented reality
environment, 1n accordance with one or more embodiments.
For example, in order for digital twin augmented reality
replications to provide this functionality, each non-homog-
enous element of the ecosystem 1s associated with a data
structure that describes 1ts tasks, functions, limitations and/
or requirements as well as 1ts placement (both on a physical,
logical level and operational and process level) within the
digital twin augmented reality replication. Some implemen-
tations can utilize cloud-based computing to allow for
distributed and high-speed control of the digital twin aug-
mented reality replicas. The disclosed ecosystem can
include cloud-based memory configured to (as illustrated 1n
FIG. 1B): store a first data structure 150 for a first element
in a digital environment. The first data structure can include,
for example, respective fields (152-158) for a first function
152 performed by the first element, a first set of relationships
154 of the first element to other elements 1n the digital
environment, a first physical location 156 of the first ele-
ment, and a first time period of operation 158 of the first
clement. This unique data structure, at least by virtue of 1ts
architecture containing numerous respective fields, can thus
provide a comprehensive digital replication of the first
clement (e.g., the server being replaced). However, 1t 1s
contemplated that additional respective fields could be
included as needed to describe the first element (e.g., weight,
processing parameters, device model, etc.), with the above
first data structure’s representative fields being exemplary.
Furthermore, not all of the above representative fields are
required 1n a particular data structure, and thus any combi-
nation of representative fields can be associated with a given
data structure. The disclosed data structure above, and others
disclosed elsewhere 1n this application, can be used with any
of the embodiments disclosed 1n the application (e.g., as 1n
FIG. 1A), mn addition to other embodiments as readily
envisaged by a person of skill.

As used herein the “data structure” can be embodied 1n
arrays, tables, objects or other suitable data storage con-
structs. For example, a multidimensional array as a whole
can be the data structure with columns or rows correspond-
ing to the representative fields. Similarly, an nstance of an
object can be stored, with the representative fields being
object properties.

As used herein, the term “digital twin augmented reality
environment” refers to the replica of one or more elements
of a physical, logical or operational ecosystem, but 1n the
digital realm. Storage of the digital twin augmented reality
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environment can be 1n, for example, permanent (e.g., hard
disk) memory, transient (e.g., RAM memory) or a combi-
nation of the two.

As used herein with regard to the data structures, the term
“functions” can describe or define the function of the data
structure. For example, 1 the data structure was replicating
a data processor, the function could be denoted as e.g.,
processor, CPU, chup, etc. Similarly, functions can be tied to
infrastructure control (e.g., valves, alarms, flow monitors,
etc.). Other examples of functions can include computer
network controls, such as logical gates, virtual switches, etc.

As used herein with regard to the data structures, the term
“relationships” can include logical relationships such as
function calls, conditional actions, parent/child and logical
connections, such as links between elements (such as 1llus-
trated further herein). Relationships can also refer to physi-
cal, logical, operational and human relationships, such as
physical connections (e.g., electrical/optical wiring between
clements, HVAC links, adjacency, ordering (first, second,
etc.), and stacking (above/below)).

In some embodiments, a request for a function and/or
other operation may be structured as a Digital Direct Robot
Connection—DDRC replacing typical API request that
includes a URL, body and method. The DDRC request may
correspond to one half or above of the DDRC request-
response cycle between one or more devices and/or appli-
cations to complete the request. For example, the system
(e.g., user device 202 (FIG. 2) may communicate in HTTP
(Hyper Text Transier Protocol) through a request-response
cycle. To make a valid request, the requester may include a
URL (Uniform Resource Locator), method, list of headers,
and/or body. The URL may indicate to the verification
service what resources to use (e.g., “Function Request™).
The body may contain headers and data. The headers may
provide metadata about the request (e.g., the name of the
requester, the device for which access 1s needed, etc.) and
the body may indicate a function and/or device at 1ssue. As
referred to herein, a “digital robot” may include software,
programmed to do specific tasks on a computer, also called
a worktlow. The digital robot may do, more or less, anything
as long as the worktlow can be defined (e.g., through one or
more decision trees, task hierarchies, and/or other workflow
rules). The workflow may include an invoice processing
phase, a booking phase and execution phase. During the
workilow, the system may retrieve and apply, iI necessary,
rules, exceptions and exception handling. A “rule” may
include what the robot should do 1n a work step i all
information and/or circumstances are defined 1n an expected
manner. IT there 1s an unexpected problem (e.g., a divergence
from the expected information and/or circumstances), the
system may execute an “exception.” The system may then
perform exception handling steps, which may include a set
of rules to execute when an exception occurs.

For example, in an embodiment featuring an email sub-
mission process to a digital robot, the digital robot may
continuously check an email inbox for a newly submitted
task. If receirved, the system may download the attached
submission to a folder and/or check a file extension to
determine the file type of the submission (to determine how
to extract the information from the submission). The system
may then extract all required data (e.g., text, images, etc.)
using a determined process (e.g., determined by the system
to be the best suited for that filetype). Based on the rules, the
system temporary stores the data that 1s relevant and/or
deletes the rest. The system may then connect to operational
software to execute the requested submission (e.g., work-
flows associated with the submission). Alternatively or
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additionally, the system may verity that the workilows may
be completed based on the current system circumstances. I
not, the system may execute an exception and/or return an
eITOr.

As used herein, with regard to the data structures, the term
“physical location” means a location in the physical world.
Such can be stored as GPS coordinates, physical address, or
any other spatial identifier describing where the object
corresponding to the data structure 1s. Examples of physical
locations can include an oflice building, airport or a com-
puter system (such as 11 the data structures were elements of
a particular computer system).

As used herein with regard to the data structures, the term
“time period of operation” can include, for example, con-
tinuous operation, scheduled operation, daytime operation
and mighttime operation. These time periods of operation can
be expressed 1n hours, minutes, seconds and can also include
ranges (e.g., 8 am to 5 pm). Multiple time periods can be
combined to establish a scheduled operation. For shifting
times such as daytime/nighttime operation, the specific
times can be preprogrammed or can be obtained by access-
ing another computing system with the current ranges/
definitions for daytime or nighttime operation (e.g., access-
ing a server that returns a time range or simply an indication
of whether 1t 1s day or night as defined locally or at the
location of the approprniate element).

Similarly, the ecosystem can also store a second data
structure for a second element 1n the digital environment.
Continuing with the example of replacing a server, the
second element would conform to the second server and can
have respective fields that describe the second server, similar
to the first server. Though not depicted 1n the example of
FIG. 1, the ecosystem can also store a visual representation
of the first element 1n the digital environment, where, for
example, a location of the first element 1 the digital
environment can be based on the physical location of the
first element.

To eflect replacement of the first server with a third server,
some 1mplementations of the disclosed ecosystem can utilize
cloud-based control circuitry configured to receirve a user
request to replace the first element in the digital environment
with a third element (e.g., the third server). In response to the
user request, a third data structure can be populated with the
first function, the first set of relationships, the first physical
location, and a third time period of operation. The third
period of time possibly, but not necessarily, being diflerent
than the first period of time, for example 11 the new server
has a different schedule of operation.

The ecosystem can also include cloud-based I/O circuitry
configured to generate for display, 1n a user interface, the
visual representation of the digital twin augmented reality
environment with the third element 1n the first physical
location of the first element. An example of the visual
representation 1s depicted in FIG. 1A, with the third element
(e.g., third server) being where the first element (e.g., first
server) previously was.

While the above example was provided in the context of
replacing a server 1n a digital (and real-world) environment,
it 1s clearly contemplated that the above data structures can
be utilized with any physical or logical components in a
replicated digital twin augmented reality environment.
Accordingly, the present disclosure should not be limited to
the 1nclusion of only the detailed disclosed embodiments.

The present disclosure next presents an overview of an
exemplary ecosystem, including the cloud-based computing
structures and exemplary user interface devices. Later fig-
ures and disclosure will provide further details of the dis-
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closed data structures and exemplary embodiments for
implementation of particular applications, such as future
changes to a virtual replica, Information Technology (IT)
management, computer network monitoring and mainte-
nance and infrastructure management.

FIG. 2 shows an illustrative ecosystem of computer
components for generating digital twin augmented reality
replications of non-homogenous elements 1n 1ntegrated
environments, 1n accordance with one or more embodi-
ments. For example, system 200 may represent the compo-
nents used for generating digital twin augmented reality
replications of non-homogenous elements 1n 1ntegrated
environments. As shown i FIG. 2, system 200 may include
mobile device 222 and user terminal 224. While shown as a
smartphone and personal computer, respectively, in FIG. 2,
it should be noted that mobile device 222 and user terminal
224 may be any computing device, including, but not limited
to, a laptop computer, a tablet computer, a hand-held com-

puter, other computer equipment (e.g., a server, a router, a
switch), including “smart,” wireless, wearable, and/or
mobile devices. FIG. 2 also includes cloud components 210.
Cloud components 210 may alternatively be any computing
device as described above and may include any type of
mobile terminal, fixed terminal, or other device. For
example, cloud components 210 may be implemented as a
cloud computing system and may feature one or more
component devices. It should also be noted that system 200
1s not limited to three devices. Users may, for instance,
utilize one or more other devices to interact with one
another, one or more servers, or other components of system
200 such as data, data structure, applications, applications
components, business rules, operational procedures, work-
force roles, etc. It should be noted that, while one or more
operations are described herein as being performed by
particular components of system 200, those operations may,
in some embodiments, be performed by other components of
system 200. As an example, while one or more operations
are described herein as being performed by components of
mobile device 222, those operations may, 1n some embodi-
ments, be performed by components of cloud components
210. In some embodiments, the various computers and
systems described herein may include one or more comput-
ing devices that are programmed to perform the described
functions. Additionally, or alternatively, multiple users may
interact with their own digital robot replica of themselves as
a user with system 200 and/or one or more components of
system 200. For example, 1n one embodiment, a first digital
robot user and a second digital robot user may or may not
interact with system 200 using two diflerent components
(e.g., corresponding to a real human {first user and a second
real human, respectively).

With respect to the components of mobile device 222,
user terminal 224 and cloud components 210, each of these
devices may receive content and data via input/output or
direct digital robot connection—DDRC (hereinaiter “1/0”)
paths. Each of these devices may also include processors
and/or control circuitry and/or data and/or applications to
send and receive commands, requests and other suitable data
using the I/0O paths. The control circuitry may comprise any
suitable processing circuitry. Each of these devices may also
include a user admimstrator input interface and/or user
administrator output interface (e.g., a display) for use 1n
receiving and displaying data. For example, as shown in
FIG. 2, both mobile device 222 and user terminal 224
include a display upon which to display data (e.g., based on
recommended contact strategies).
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Additionally, as mobile device 222 and user terminal 224
are shown as touchscreen devices, these displays also act as
user mput interfaces. It should be noted that i some
embodiments, the devices may have neither user input
interface nor displays and may instead receive, execute,
behave, act and display content using another device (e.g., a
dedicated display device such as a computer screen and/or a
dedicated mput device such as a remote control, mouse,
voice mput, ddrc, etc.). Additionally, the devices 1n system
200 may run an application (or another suitable program).
The application may cause the processors and/or control
circuitry to perform operations related to generating recoms-
mendations based on records collected and commands to be
executed by a third-party during content exchanges between
digital robots, business and/or operational rules, users and
content sources.

Each of these devices may also include electronic stor-
ages. The electronic storages may include non-transitory
storage media that electronically stores information. The
clectronic storage media of the electronic storages may
include one or both of (1) system storage that 1s provided
integrally (e.g., substantially non-removable) with servers or
client devices or (1) removable storage that 1s removably
connectable to the servers or client devices via, for example,
a port (e.g., a USB port, a firewire port, etc.) or a drive (e.g.,
a disk drive, etc.). The electronic storages may include one
or more of optically readable storage media (e.g., optical
disks, etc.), magnetically readable storage media (e.g., mag-
netic tape, magnetic hard drive, floppy drive, etc.), electrical
charge-based storage media (e.g., EEPROM, RAM, etc.),
solid-state storage media (e.g., flash drive, etc.) and/or other
clectronically readable storage media. The electronic stor-
ages may include one or more virtual storage resources (e.g.,
cloud storage, a virtual private network, and/or other virtual
storage resources). The electronic storages may store soft-
ware algorithms, information determined by the processors,
information obtained from servers, information obtained
from client devices or other information that enables the
functionality as described herein.

FIG. 2 also includes communication paths 228, 230 and
232. Communication paths 228, 230 and 232 may include
the Internet, a mobile phone network, a mobile voice or data
network (e.g., a 4G or LTE network), a cable network, a
public switched telephone network or other types of com-
munications network or combinations of communications
networks. Communication paths 228, 230 and 232 may
separately or together include one or more communications
paths, such as a satellite path, a fiber-optic path, a cable path,
a path that supports Internet commumnications (e.g., IPTV),
free-space connections (e.g., for broadcast or other wireless
signals) or any other suitable wired or wireless communi-
cations path or combination of such paths. The computing
devices may include additional communication paths link-
ing a plurality of hardware, software and/or firmware com-
ponents operating together. For example, the computing
devices may be implemented by a cloud of computing
platforms operating together as the computing devices.

Cloud components 210 include machine learning model
202. Machine learning model 202 may take inputs 204 and
provide outputs 206. The inputs may include multiple data
sets such as a training data set and a test data set. Each of the
plurality of data sets (e.g., inputs 204) may include data
subsets related to user data, contact strategies and results. In
some embodiments, outputs 206 may be fed back to machine
learning model 202 as input to train machine learning model
202 (e.g., alone or in conjunction with user indications of the
accuracy of outputs 206, labels associated with the inputs, or
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with other reference feedback information). In another
embodiment, machine learning model 202 may update 1ts
configurations (e.g., weights, biases, or other parameters)
based on the assessment of its prediction (e.g., outputs 206)
and reference feedback information (e.g., user indication of
accuracy, reference labels, or other information). In another
embodiment, where machine learning model 202 1s a neural
network, connection weights may be adjusted to reconcile
differences between the neural network’s prediction and the
reference feedback. In a further use case, one or more
neurons (or nodes) of the neural network may require that
their respective errors are sent backward through the neural
network to facilitate the update process (e.g., backpropaga-
tion of error). Updates to the connection weights may, for
example, be retlective of the magnitude of error propagated
backward after a forward pass has been completed. In this
way, for example, the machine learning model 202 may be
trained to generate better predictions.

In some embodiments, machine learning model 202 may
include an artificial neural network. In such embodiments,
machine learning model 202 may include an input layer and
one or more hidden layers. Each neural unit of machine
learning model 202 may be connected with many other
neural units of machine learming model 202. Such connec-
tions can be enforcing or inhibitory in their effect on the
activation state of connected neural units. In some embodi-
ments, each individual neural unit may have a summation
function which combines the values of all of 1ts inputs
together. In some embodiments, each connection (or the
neural unit itself) may have a threshold function such that
the signal must surpass before i1t propagates to other neural
units. Machine learning model 202 may be self-learning and
trained, rather than explicitly programmed, and can perform
significantly better 1n certain areas of problem solving, as
compared to traditional computer programs. During train-
ing, an output layer of machine learning model 202 may
correspond to a classification of machine learning model 202
and an 1nput known to correspond to that classification may
be 1mput into an mput layer of machine learning model 202
during training. During testing, an input without a known
classification may be input into the mput layer, and a
determined classification may be output.

In some embodiments, machine learning model 202 may
include multiple layers (e.g., where a signal path traverses
from front layers to back layers). In some embodiments,
back propagation techniques may be utilized by machine
learning model 202 where forward stimulation 1s used to
reset weights on the “front” neural units. In some embodi-
ments, stimulation and inhibition for machine learming
model 202 may be more free flowing, with connections
interacting 1n a more chaotic and complex fashion. During
testing, an output layer of machine learning model 202 may
indicate whether or not a given mput corresponds to a
classification of machine learning model 202 (e.g., whether
a first length of time corresponds to lengths of programming
time for previously completed stories by contributors with-
out a required skall).

FIG. 3 illustrates the displaying of a visual digital twin
augmented reality representation 310 of multiple elements
320 1n the digital twin augmented reality environment, 1n
accordance with one or more embodiments. A more gener-
alized version of the example 1illustrated by FIGS. 1A-B 1s
provided here to demonstrate the contemplated use of data
structures for replication of physical and logical systems. In
the case of FIG. 3, 1t depicts a digital twin augmented reality
replica of a computing device. While a number of physical
and logical elements are shown, an embodiment of the
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virtual replica can include storing a first data structure as
described with reference to FIGS. 1A-B. Additionally, the
system can store a second data structure 330 (with multiple
examples of data structures 330 depicted) for a second
clement 1n the digital twin augmented reality environment,
with again the second data structure including respective
fields for a second function performed by the second ele-
ment, a second set of relationships of the second element to
other elements 1n the digital twin augmented reality envi-
ronment, a second physical location of the second element
and a second time period of operation of the second element.
The descriptions of such second data structure and respec-
tive fields are similar to those previously described. As
shown 1n FIG. 3, the system can also generate for display, 1n
a user interface, a visual digital twin augmented reality
representation of the first element and the second element 1n
the digital twin augmented reality environment, wherein a
location of the first element 1n the digital twin augmented
reality environment 1s based on the first physical location,
where a location of the second element 1n the digital twin
augmented reality environment 1s based on the second
physical location. While the above describes generating a
visual digital twin augmented reality representation of two
clements, 1t 1s clearly contemplated that this can be extended
to any number of elements, as evidenced by the numerous
clements depicted 1in FIG. 3.

FIGS. 4A and 4B 1llustrate two types of visual digital twin
augmented reality representations that can be implemented
by the disclosed ecosystem, 1n any combination, 1n accor-
dance with one or more embodiments. For example, visual
digital twin augmented reality representations can be any
combination of, for example, a 2D rendering, a 3D rendering
400 (FIG. 4A), a wireframe rendering and a connected graph
410 (FIG. 4B). Other suitable types of visual digital twin
augmented reality representations can also be implemented,
as appropriate.

Also, with reference to FIG. 4B, the disclosed ecosystem
can store and generate visualizations for logical, physical
and/or 1interdependent relationships between any of the
clements and their corresponding data structures. For
example, some digital twin augmented reality implementa-
tions can generate, for display in a user interface, a logical,
physical and/or interdependencies representation of the first
clement and the second element in the digital twin aug-
mented reality environment. A location of the first element
in the digital twin augmented reality environment can be
based on the first set of relationships, and wherein a location
of the second element in the digital twin augmented reality
environment 1s based on the second set of relationships. As
shown by the example of FIG. 4B, the logical and/or
physical and interdependencies representation can indicate
respective positions of the first element and the second
clement (e.g., any of the illustrated elements 1n the depicted
connected graph 410) m a logic chain for performing
physical, logical, operational and hybrid labor computer
operations. Examples of logic chains can include connected
graphs, flow charts, etc.

FIG. 5 shows an 1llustration of a virtual twin augmented
reality replica at different points in time, 1n accordance with
one or more embodiments. The disclosed data structures
have respective fields that identity temporal aspects of the
data element, for example, when 1t operates, when it will be
added or removed to a replica, etc. Such functionality can
not only provide a current snapshot of a system but can also
allow analysis and visualization of the ecosystem at any
point 1n 1ts evolution. In terms of the visualization of such,
as shown 1n FIG. 5, the system can respond to queries from
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a user for the state of the digital environment at a particular
time or time period. Continuing with the example of FIG. 5,
for a building being constructed or renovated, the ecosystem
can 1nclude the state of the building at a first period of time
510, a later second period of time 520, and yet later third
period of time 530. In one example to allow interaction with
a user, the ecosystem can receive a user and/or digital robot
input to generate the visual representation of the digital twin
augmented reality environment at a given time period. The
ecosystem can then retrieve the first time period and the
second time period and determine that the first time period
corresponds to the given time period and, for example, also
determine that the second time period does not correspond
to the given time period. In response to determining that the
first time period corresponds to the given time period, the
system can generate, for display in the user interface, the
visual representation of the first element 1n the digital
environment. Accordingly, 1n response to determining that
the second time period does not correspond to the given time
period, the ecosystem can generate, for display in the user
interface, the digital environment without the visual repre-
sentation of the second element.

The present disclosure also contemplates a number of
applications utilizing the data structures, Al processes, busi-
ness and operational rules and 1ts workiorce roles and
functions representing the digital twin augmented reality
environment. As described in more detail below, the appli-
cations platforms can include generating a digital twin
augmented reality activity model, managing infrastructure,
monitoring and maintaining computer networks, managing
governance, legal, facilities, finance, human resources, tech-
nology, operations, users, alliances, consultants and manag-
ing any or all information technology system.

One implementation can include receiving an mstruction
describing a change to the digital twin augmented reality
environment. Such instructions can be digital robot and/or
user-generated, or ones automatically generated in response
to a detected change (e.g., a component failure, data change,
application failure, scheduled maintenance, etc.). Utilizing
the disclosed data structures herein, the ecosystem can
generate, with an artificial intelligence algorithm, business
and operational rules and/or digital robots, updates to one or
more respective fields of the first and/or second elements in
response to the change. Such updates can include, for
example, indications that the element 1s inactive, faulty,
damaged, etc. An activity model can be generated that
includes work 1tems and when a work item 1s completed,
respective fields of the first and/or second elements 1n the
digital environment are updated. The activity model can be,
for example, a flow chart or Gantt chart corresponding to the
change. Completion of the work 1tem(s) can be automati-
cally detected by the system (e.g., return to operation) or
indicated by digital robot and/or user input. In some 1mple-
mentations, digital robots, machine learning or other Al
algorithms can be utilized such that the activity model can
be generated based on the change, the first and/or second
clements, and the updates. For example, an eflicient activity
model can account for details of past changes, the current
status of the digital twin augmented reality environment, and
the particular update requested. In this way, the generated
activity model can be more eflicient than what might be
initially prescribed were such to be made by a human. As
with other aspects of the present disclosure, the activity
model can be generated for display 1n a hybrid labor and/or
user interface. The generation can be 1n the form of 2D or 3D
or logical or hybrid labor tasks visualizations at a display
device.
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Another implementation, related to the above, 1s where
the first and second data structures represent physical infra-
structure. In some such implementations, the ecosystem
operations can then include monitoring alarms associated
with the first and second data structures for determination of
a triggering event. Examples of alarms are fire alarms,
security alarms, equipment alarms, data alarms, application
alarms, etc. In response to a triggering event of such alarms,
a visual indication of the triggering event can be generated
for display 1n a user interface, as well as a visual logical
and/or physical representation of the first and/or second data
structures, and a graphical association linking the visual
indication and the visual twin augmented reality represen-
tation. In this way, the graphical association (e.g., a linking,
line, arrow, etc.) can clearly communicate, via the user
interface, the visual indication (e.g., alarm imformation) with
the visual twin augmented reality representation (e.g., of the
alarm or alarming device 1tsell).

The present disclosure also contemplates numerous
embodiments for maintaining and updating a computer
network, including both 1ts physical, operational, and logical
structures. For example, one exemplary implementation for
improving the function of computer networks can include
monitoring a network (e.g., a computer network) for a
network problem based on periodically receiving a number
ol statuses for various network elements (e.g., including at
least one of the first and second elements). In response to the
network problem being detected, the ecosystem can gener-
ate, act, response, revert with a first artificial intelligence
algorithm and/or digital robots, a response to the network
problem. Rather than simply stopping with providing a
response, to improve the efliciency in resolving the problem,
the ecosystem can access, with a second artificial intelli-
gence algorithm and/or digital robots, a database having data
entries representing available technicians and automatically
assigning a technician based on statuses of the available
technicians and the respective fields of the first and/or
second elements. For example, the database can be a third-
party database associated with a service that provides or
digital robots taking actions and/or the technicians. The
particulars of the assignment can be dependent on the type
ol device needing services, the time periods of operation of
the device, the location of the device, and so on. Because of
the interconnected nature of the elements in the digital twin
augmented reality environment, such assignments can also
account for the eflects of servicing on other elements (e.g.,
the second element). For example, 1f servicing the first
clement would 1n some cases cause an unacceptable outage
of the second element, then the servicing could be scheduled
for a different time.

FIG. 6 shows an illustration of a work plan 600 generated
to implement a change to the digital twin augmented reality
environment, in accordance with one or more embodiments.
For example, the system can receive, at 610, a change
request indicative of a change to the first and/or second
clements. The change request can include user input chang-
ing one or more of the respective fields, an automatic update
to the same, etc. The system can, at 620, generate an
assessment ol an eflect of the change request on the first
and/or second elements. The assessment can be generated
by, for example, propagating the change and its eflects
through the interconnected elements 1n the digital environ-
ment, a machine learning algorithm and/or business rules
and/or digital robots and/or operational rules and/or humans
where the change 1s modelled based on training the machine
learning algorithm with different scenarios, or predictive
algorithms that can calculate likely outcomes and eflects of
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the proposed change. In this way, the assessment can be
based on interactions of the respective fields of the first and
second elements 1n ways that are likely not possible to be
envisioned or determined by a digital robot and/or a human
user. The ecosystem can then receive user mput authorizing
the change or rejecting the change. In response to the change
being authorized, at 630, the system can generate a work
plan to implement the change and update the respective
fields of the first and/or second elements based on the
change. In some 1mplementations, the work plan can be
similar to the previously-described activity model.

FIG. 7 shows a flow-chart of steps for generating digital
replications of non-homogenous elements 1n integrated digi-
tal twin augmented reality environments. For example,
process 700 may represent the steps taken by one or more
devices, or performed using one or more of the components,
as shown in FIGS. 1-6.

At step 702, process 700 stores (e.g., via one or more
components of system 200 (FIG. 2)) a first data structure for
a first element 1n a digital twin augmented reality environ-
ment. For example, the system may store a first data struc-
ture for a first element 1n a digital twin augmented reality
environment, wherein the first data structure includes
respective fields for a first function performed by the first
clement, a first set of relationships of the first element to
other elements in the digital twin augmented reality envi-
ronment, a first physical location of the first element, and a
first time period of operation of the first element.

At step 704, process 700 stores (e.g., via one or more
components of system 200 (FIG. 2)) a second data structure
for a second element 1n the digital twin augmented reality
environment. For example, the system may store a second
data structure for a second element 1n the digital twin
augmented reality environment, wherein the second data
structure includes respective fields for a second function
performed by the second element, a second set of relation-
ships of the second element to other elements 1n the digital
twin augmented reality environment, a second physical
location of the second element, and a second time period of
operation of the second element.

In some embodiments, the first and second functions may
include one or more of: computing, infrastructure control,
and computer network control. For example, the first and
second functions may include control of valves, alarms, flow
monitors, logical gates, or virtual switches. Additionally or
alternatively, 1n some embodiments, the first and second
relationships may include one or more of: a physical con-
nection and a logical connection. For example, the first and
second relationships may include an electrical connection,
an HVAC connection, a logical order, a data update, an
application shutdown or a stacking order. Additionally, or
alternatively, 1n some embodiments, the first and second
physical locations may be one of a group comprising: an
oflice building, an airport, and a computer system. For
example, the first and second locations may include GPS
coordinates, physical addresses, or other identilying coor-
dinates. Additionally, or alternatively, in some embodi-
ments, the first and second time period of operation can
include one or more of: continuous operation, scheduled
operation, daytime operation, and mghttime operation. For
example, the first and second time periods of operation may
include 8 am to 5 pm (or any other suitable hour range),
Monday-Friday (or any other suitable day range), etc.

At step 706, process 700 generates (e.g., via one or more
components of system 200 (FIG. 2)) for display a visual twin
augmented reality representation of the first element and the
second element 1n the digital twin augmented reality envi-
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ronment. For example, the ecosystem may generate for
display, 1n a user interface, a visual representation of the first
clement and the second element 1n the digital environment,
wherein a location of the first element 1n the digital envi-
ronment 1s based on the first physical location, and wherein
a location of the second element in the digital twin aug-
mented reality environment 1s based on the second physical
location. In some embodiments, the visual twin augmented
reality representation 1s one or more of: a 2D rendering, a 3D
rendering, a wire-frame rendering, and a connected graph.
For example, the visual representation may include a 2D
rendering of a floor plan or computer system (see, FIG. 1A
or FIG. 3), or a 3D rendering as shown by the right haltf of
the depicted computer system 1n FIG. 3 or the 3D rendering,
of an airport 1n FIG. 4A.

In some embodiments, the visual twin augmented reality
representation may be used for replacing one or more
clements. For example, the ecosystem may generate a visual
twin augmented reality representation as an element (e.g., a
computer server 1s replaced) as described above i FIGS.
1A-1B. For example, the ecosystem may store a third data
structure for a third element (e.g., a new server being
installed). The ecosystem may then receive a digital robot or
user request (e.g., a work order) to replace the first element
in the digital twin augmented reality environment with a
third element. In response to the user request, the ecosystem
may populate a third data structure with the first function,
the first set of relationships, the first physical location, and
a third time period of operation (e.g., characteristics repre-
senting the relationships, location, and time period of opera-
tion corresponding to the new server). The ecosystem may
then generate, for display 1n a user interface, the visual twin
augmented reality representation of the digital environment
with the third element in the first physical location of the first
clement (e.g., the visual representation may now show that
the new server has been installed and may reflect it func-
tionality 1in the visual twin augmented reality representation
scheme and operational functions).

In some embodiments, the ecosystem can display visual
twin augmented reality representations of the digital twin
augmented reality environment as 1t would exist at a par-
ticular point 1n time. This can be utilized, for example, 1n
viewing future improvements to a building (e.g., as 1t 1s
constructed or renovated) or even used to view past views of
a building (e.g., retrieving the buildings state from archived
data). For example, the ecosystem can receive user mput to
generate the visual representation of the digital twin aug-
mented reality environment at a given time period. For
example, the user can enter in a desired date or date range
in which they wish to view a building floor plan. The
ecosystem can then retrieve the first time period and the
second time period. For example, not all of the data structure
in memory may be associated with the building in the
desired time period. The ecosystem may then determine that
the first time period corresponds to the given time period.
Also, the system may then determine that the second time
period does not correspond to the given time period. For
example, by retrieving the first and second (or any number
ol) time periods for the respective data structures, those that
correspond to the time period requested (the first) may be
used for the visual twin augmented reality representation
while others (the second) may not. The ecosystem may then,
in response to determining that the first time period corre-
sponds to the given time period, generate, for display 1n the
user interface, the visual twin augmented reality represen-
tation of the first element 1n the digital twin augmented
reality environment. Also, 1n response to determining that
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the second time period does not correspond to the given time
period, generating, for display in the user interface, the
digital twin augmented reality environment without the
visual twin augmented reality representation of the second
clement. For example, 11 a wall 1n a building 1s present 1n a
first time period (which corresponds to the given time
period), and a stairwell was removed such that 1t was 1n a
second time period (e.g., earlier than the first time period),
then the visual representation can include the wall, but not
the stairwell. One example of the above 1s depicted 1n FIG.
5.

In another embodiment, logical representations, such as
connected graphs, flow charts, logic chains, or the like, can
be generated based on their established relationships and
dependencies as stored 1n the data structures. The ecosystem
can generate, for display in a user interface, a logical
representation of the first element and the second element 1n
the digital twin augmented reality environment. For
example, the logical representation can be a flow chart. A
location of the first element 1n the digital twin augmented
reality environment can be based on the first set of relation-
ships, and a location of the second element 1n the digital twin
augmented reality environment 1s based on the second set of
relationships. For example, 1n a tlow chart, a first element
can be a decision branch and a second element can be a
possible operation based on the decision. The logical rep-
resentation, as generated by the ecosystem, can indicate
respective positions of the first element and the second
clement 1n a logic chain for performing computer opera-
tions. One example of such 1s depicted 1in FIG. 6.

In yet another embodiment, the ecosystem can take an
instruction for a desired change to the digital twin aug-
mented reality environment, calculate an optimum way to
change it, and generate an activity model to eflect the change
and display the activity model. For example, if the change
were 1o replace a server, the most eflicient way to do so can
be determined with the digital twin augmented reality envi-
ronment and elements updated as the steps in the server
replacement are performed. The ecosystem can receive an
instruction describing a change to the digital environment.
For example, this can be a user command, or an automatic
instruction generated on the basis of a scheduled upgrade.
The ecosystem can generate, with an artificial intelligence
algorithm or digital robots, updates to one or more respec-
tive fields of the first and/or second elements 1n response to
the change. For example, when the old server 1s moved out,
the physical location field of the old server can be updated
to retlect its new location. The ecosystem can generate an
activity model comprising a plurality of work items. For
example, the activity model, a Gantt chart, or other process
flow diagram. When a work item 1s completed, respective
fields of the first and/or second elements in the digital twin
augmented reality environment are updated. For example,
when the old server 1s taken to 1ts new position, 1ts physical
location can be updated 1n the respective field. The ecosys-
tem can generate the activity model based on the change, the
first and/or second elements, and the updates. For example,
utilizing the interdependency of the data structures in the
digital twin augmented reality environment, the activity
model can be based on and optimized with such interdepen-
dencies accounted for by the ecosystem. The ecosystem can
also generate, for display in a user interface, the activity
model. One example of an activity model can be seen 1n the
top portion of FIG. 1.

In another embodiment, the ecosystem can leverage the
known interdependencies of the elements 1n the digital twin
augmented reality environment to assess the effect of a
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change. For example, if removing a server would cause a
cascading network failure, or replacement of a physical
HVAC component would cause a dangerous situation 1n a
part of a building, the assessment can provide this valuable
information to the user. The ecosystem can receive a change
request indicative of a change to the first and/or second
clements. For example, 1f the first element 1s a server, the
change request could be to take the server oflline. The
ecosystem can also generate an assessment of an effect of the
change request on the first and/or second elements, where
the assessment 1s based on interactions ol the respective
fields of the first and second elements. For example, the
assessment can include determining the increase 1n network
traflic to other servers (such as might be represented by the
second element). Whether the second element has the band-
width to handle the increase in traflic could be part of the
assessment. The ecosystem can receive user mput authoriz-
ing the change or rejecting the change, and 1n response to the
change being authorized, generate a work plan to implement
the change and update the respective fields of the first and/or
second elements based on the change. For example, 1f the
server going ollline was approved, then the ecosystem could
determine an activity model or work plan to efliciently
execute taking the server ofiline.

In another embodiment, the ecosystem can automate the
fixing of problems 1n a computer network. For example, the
ecosystem can actively monitor a computer network for
problems such as a down server, failled wireless router,
broken cable, or the like. When a problem 1s detected, the
ecosystem can determine a response (e€.g., where, when, and
how to fix a cable), and assign the optimal technician with
the help of 1ts digital robot (e.g., based on location, avail-
ability, skill, etc.) to correct the problem. The ecosystem can
monitor a network for a network problem based on periodi-
cally receiving statuses for network elements including at
least one of the first and second elements. For example, i1 the
first and second elements are servers in the network, the
ecosystem can monitor them to see 1f they are responsive. In
response to a network problem being detected, the ecosys-
tem can generate, with a first artificial intelligence algo-
rithm, a response to the network problem. For example, the
ecosystem might detect that the server 1s not responsive and
determine, based on algorithms modelling past failures and
outcomes of responses, a particular response that 1s expected
to be eflective. The ecosystem can also access, with a second
artificial intelligence algorithm or a digital robot 1mput, a
database having data entries representing available techni-
cians and automatically assigning a technician based on
statuses of the available technicians and the respective fields
of the first and/or second elements. The second artificial
intelligence algorithm can be trained to select the optimal
technician based on known outcomes for the various tech-
nicians and the nature of the detected problem.

In another embodiment, the ecosystem can monitor for
triggering events and graphically display the event and the
relevant element of the digital twin augmented reality envi-
ronment relating to the triggering event. For example, 1t the
digital twin augmented reality environment 1s representing a
building having a number of doors with alarms on them, the
ecosystem can monitor their status and display to a user
where an alarm has been triggered. The ecosystem can have
first and second data structures representing physical 1nfra-
structure. For example, the first second data structures can
represent doors, windows, hallways, etc. The ecosystem can
monitor alarms associated with the first and second data
structures for determination of a triggering event. For
example, 1 a physical sensor was tripped, a data structure
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can be updated to indicate that the alarm 1t represents was
triggered. The ecosystem can generate, for display in a user
interface and in response to a triggering event, a visual twin
augmented reality indication of the triggering event, a visual
twin augmented reality representation of the first and/or
second data structures, and a graphical association linking
the visual twin augmented reality indication and the visual
representation. For example, the first and second data struc-
tures could represent doors on a floor plan. The visual twin
augmented reality indication of the triggering event can be
a box or other graphical display twin augmented reality
providing information about the door, the alarm, the trig-
gering event itself, etc. A line, arrow, etc., can be generated
to visually link the two 1n the graphical display, to aid the
user 1n interpreting the event.

It 1s contemplated that the steps or descriptions of FIG. 7
may be used with any other embodiment of this disclosure.
In addition, the steps and descriptions described 1n relation
to FIG. 7 may be done 1n alternative orders or 1n parallel to
further the purposes of this disclosure. For example, each of
these steps may be performed in any order or 1n parallel or
substantially simultaneously to reduce lag or increase the
speed of the system or method. Furthermore, 1t should be

noted that any of the devices or equipment discussed in
relation to FIGS. 1-6 could be used to perform one or more
of the steps 1n FIG. 7.

The above-described embodiments of the present disclo-
sure are presented for purposes of illustration and not of
limitation, and the present disclosure 1s limited only by the
claims which follow. Furthermore, it should be noted that the
features and limitations described 1n any one embodiment
may be applied to any other embodiment herein, and tlow-
charts or examples relating to one embodiment may be
combined with any other embodiment 1n a suitable manner,
done 1n different orders, or done 1n parallel. In addition, the
systems and methods described herein may be performed 1n
real time. It should also be noted that the ecosystems and/or
methods described above may be applied to, or used in
accordance with, other systems and/or methods.

The present techniques will be better understood with
reference to the following enumerated embodiments:

Embodiment 1: A ecosystem for generating digital twin
augmented reality replications of non-homogenous elements
in 1ntegrated environments, the ecosystem comprising
cloud-based memory configured to store a first data structure
for a first element 1 a digital twin augmented reality
environment, wherein the first data structure includes
respective fields for a first function performed by the first
clement, a first set of relationships of the first element to
other elements 1n the digital twin augmented reality envi-
ronment, a first physical location of the first element, and a
first time period of operation of the first element; store a
second data structure for a second element 1n the digital twin
augmented reality environment; store a visual representation
of the first element in the digital twin augmented reality
environment, wherein a location of the first element 1n the
digital twin augmented reality environment 1s based on the
first physical location of the first element; cloud-based
control circuitry configured to: receive a user request to
replace the first element in the digital twin augmented reality
environment with a third element; 1n response to the user
request, populating a third data structure with the first
function, the first set of relationships, the first physical
location, and a third time period of operation; cloud-based
I/O circuitry configured to: generate for display, in a user
interface, the visual twin augmented reality representation of
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the digital twin augmented reality environment with the
third element i1n the first physical location of the first
clement.

Embodiment 2: A method of generating digital twin
augmented reality replications of non-homogenous elements
in 1ntegrated environments, the method comprising: storing
a first data structure for a first element 1n a digital twin
augmented reality environment, wherein the first data struc-
ture 1ncludes respective fields for a first function performed
by the first element, a first set of relationships of the first
clement to other elements 1n the digital twin augmented
reality environment, a first physical location of the first
clement, and a first time period of operation of the first
clement; storing a second data structure for a second element
in the digital twin augmented reality environment, wherein
the second data structure includes respective fields for a
second function performed by the second element, a second
set of relationships of the second element to other elements
in the digital twin augmented reality environment, a second
physical location of the second element, and a second time
period of operation of the second element; and generating,
for display, 1n a user interface, a visual representation of the
first element and the second element i1n the digital twin
augmented reality environment, wherein a location of the
first element 1n the digital twin augmented reality environ-
ment 1s based on the first physical location, and wherein a
location of the second element 1n the digital twin augmented
reality environment 1s based on the second physical location.

Embodiment 3: The method of any of the preceding
embodiments, wherein the first and second functions include
one or more of: computing, inirastructure control, and
computer network control, wherein the first and second
relationships 1include one or more of: a physical connection
and a logical connection, wherein the first and second
physical locations are one of a group comprising: an oflice
building, an airport, a computer system, and wherein the first
and second time period of operation can include one or more
of: continuous operation, scheduled operation, daytime
operation, and mghttime operation.

Embodiment 4: The method of any of the preceding
embodiments, wherein the visual representation 1s one or
more of: a 2D rendering, a 3D rendering, a wire-frame
rendering, and a connected graph.

Embodiment 5: The method of any of the preceding
embodiments, further comprising storing a third data struc-
ture for a third element; receiving a user request to replace
the first element in the digital twin augmented reality
environment with a third element; 1n response to the user
request, populating a third data structure with the first
function, the first set of relationships, the first physical
location, and a third time period of operation; generating, for
display 1n a user interface, the visual representation of the
digital environment with the third element in the {first
physical location of the first element.

Embodiment 6: The method of any of the preceding
embodiments, further comprising: receiving a user mput to
generate the visual twin augmented reality representation of
the digital twin augmented reality environment at a given
time period; retrieving the first time period and the second
time period; determining that the first time period corre-
sponds to the given time period; determining that the second
time period does not correspond to the given time period; in
response to determining that the first time period corre-
sponds to the given time period, generating, for display 1n
the user interface, the visual twin augmented reality repre-
sentation of the first element 1n the digital twin augmented
reality environment; and 1n response to determining that the
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second time period does not correspond to the given time
period, generating, for display in the user interface, the
digital environment without the visual representation of the
second element.

Embodiment 7: The method of any of the preceding
embodiments, further comprising: generating, for display 1n
a user interface, a logical representation of the first element
and the second element in the digital twin augmented reality
environment, wherein a location of the first element 1n the
digital twin augmented reality environment 1s based on the
first set of relationships, and wherein a location of the
second element 1n the digital twin augmented reality envi-
ronment 1s based on the second set of relationships, wherein
the logical representation indicates respective positions of
the first element and the second element 1n a logic chain for
performing computer operations.

Embodiment 8: The method of any of the preceding
embodiments, further comprising: receiving an instruction
describing a change to the digital twin augmented reality
environment; generating, with an artificial intelligence algo-
rithm and/or digital robots, updates to one or more respec-
tive fields of the first and/or second elements 1n response to
the change; generating an activity model comprising a
plurality of work items, wherein when a work 1tem 1s
completed, respective fields of the first and/or second ele-
ments 1n the digital twin augmented reality environment are
updated, wherein the generation of the activity model 1s
based on the change, the first and/or second elements, and
the updates; and generating, for display twin augmented
reality 1 a user interface, the activity model.

Embodiment 9: The method of any of the preceding
embodiments, further comprising: receiving a change
request indicative of a change to the first and/or second
clements; generate an assessment of an eflect of the change
request on the first and/or second elements, wherein the
assessment 1s based on 1interactions of the respective fields of
the first and second elements; receive user input authorizing
the change or rejecting the change; and in response to the
change being authorized, generate a work plan to implement
the change and update the respective fields of the first and/or
second elements based on the change.

Embodiment 10: The method of any of the preceding
embodiments, further comprising: monitoring a network for
a network problem based on periodically receiving a plu-
rality of statuses for a plurality of network elements 1nclud-
ing at least one of the first and second elements; in response
to the network problem being detected, generate, with a first
artificial intelligence algorithm, a response to the network
problem; accessing, with a second artificial intelligence
algorithm, a database having data entries representing a
plurality of available technicians and automatically assign-
ing a technician based on statuses of the plurality of avail-
able technicians and the respective fields of the first and/or
second elements.

Embodiment 11: The method of any of the preceding
embodiments, wherein the first and second data structures
represent physical infrastructure, the method further com-
prising: monitoring a plurality of alarms associated with the
first and second data structures for determination of a
triggering event; and generating, for display in a user
interface and 1n response to a triggering event, a visual
indication of the triggering event, a visual representation of
the first and/or second data structures, and a graphical
association linking the wvisual indication and the wvisual
representation.

Tangible, non-transitory, machine-readable medium stor-
ing instructions that, when executed by a data processing
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apparatus, cause the data processing apparatus to perform receiving a user request to replace the first element 1n the
operations comprising those of any of the above method digital twin augmented reality environment with a third
embodiments 1-11. element:;

An ecosystem comprising: one or more artificial intelli- in response to the user request, populating a third data
gent processes; when executed by the processes, cause the 5 structure with the first function, the first set of relation-
processes to eflectuate operations comprising those of any of ships, the first physical location, and a third time period
the above method embodiments 1-11. ol operation;

generating for display twin augmented reality, in a user

What 1s claimed 1s: interface, a visual representation of the first element

1. An ecosystem for generating digital twin augmented 10 and the second element in the digital twin augmented
reality replications of non-homogenous elements 1 inte- reality environment, wherein a location of the first
grated environments, the ecosystem comprising; clement 1n the digital twin augmented reality environ-

cloud-based memory configured to: ment 1s based on the first physical location, and wherein

access a digital twin augmented reality environment; a location of the second element 1n the digital twin
store a first data structure for a first element in the 15 augmented reality environment 1s based on the second
digital twin augmented reality environment, wherein physical location; and
the first data structure includes respective fields for a generating, for display in the user interface, the visual
first Tunction performed by the first element, a first twin augmented reality representation of the digital
set of relationships of the first element to other twin augmented reality environment with the third
clements 1n the digital twin augmented reality envi- 20 clement 1n the first physical location of the first ele-
ronment, a first physical location of the first element, ment.
and a first time period of operation of the first 3. The method of claim 2, wherein the first and second
element; functions include one or more of: governance, legal, facili-
store a second data structure for a second element in the ties, finance, human resources, technology, operations, users
digital twin augmented reality environment; 25 B2C, alliances B2B, consultants SME computing, inira-
store a visual representation of the first element 1n the structure control, and computer network control, wherein the
digital twin augmented reality environment, wherein first and second relationships include one or more of: a
a location of the first element 1n the digital twin physical connection and a logical connection, wherein the
augmented reality environment 1s based on the first first and second physical locations are one of a group
physical location of the first element; 30 comprising: an oflice building, an airport, a country, a city,
cloud-based control artificial intelligent enterprise pro- a complex, a data center, an accessible data and/or computer
cesses configured to: system, and wherein the first and second time period of
receive a user request to replace the first element 1n the operation can 1nclude one or more of: continuous operation,
digital twin augmented reality environment with a scheduled operation, past, present and future(s) operational
third element; 35 processes, daytime operation, and nighttime operation.

in response to the user request, populating a third data 4. The method of claim 2, wherein the visual twin

structure with the first function, the first set of relation- augmented reality representation 1s one or more of: a 2D

ships, the first physical location, and a third time period rendering, a 3D rendering, a wire-frame rendering, and a

ol operation; connected graph.

cloud-based I/O artificial intelligent enterprise processes 40 5. The method of claim 2, further comprising;:

configured to: receiving a user mput to generate the visual twin aug-

generate for display, 1 a user interface, a visual twin mented reality representation of the digital twin aug-
augmented reality representation of the digital twin mented reality environment at a given time period;
augmented reality environment with the third ele- retrieving the first time period and the second time period;
ment 1n the first physical location of the first element. 45  determining that the first time period corresponds to the

2. A method of generating digital twin augmented reality given time period;
replications of non-homogenous elements in integrated determining that the second time period does not corre-
environments, the method comprising: spond to the given time period;

accessing a digital twin augmented reality environment; in response to determining that the first time period

storing a first data structure for a first element 1n the 50 corresponds to the given time period, generating, for

digital twin augmented reality environment, wherein display in the user interface, the visual twin augmented
the first data structure includes respective fields for a reality representation of the first element 1n the digital
first function performed by the first element, a first set twin augmented reality environment; and

of relationships of the first element to other elements 1n in response to determining that the second time period
the digital twin augmented reality environment, a first 55 does not correspond to the given time period, generat-
physical location of the first element, and a first time ing, for display in the user interface, the digital twin
period of operation of the first element; augmented reality environment without the visual rep-

storing a second data structure for a second element 1n the resentation of the second element.

digital twin augmented reality environment, wherein 6. The method of claim 2, further comprising;:

the second data structure includes respective fields for 60 generating, for display twin augmented reality in a user
a second function performed by the second element, a interface, a logical representation of the first element
second set of relationships of the second element to and the second element in the digital twin augmented
other elements in the digital twin augmented reality reality environment, wherein a location of the first
environment, a second physical location of the second clement 1n the digital twin augmented reality environ-
clement, and a second time period of operation of the 65 ment 1s based on the first set of relationships, and
second element; wherein a location of the second element 1n the digital

storing a third data structure for a third element; twin augmented reality environment i1s based on the
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second set of relationships, wherein the logical repre-
sentation 1ndicates respective positions of the first
clement and the second element 1n a logic chain for
performing physical, logical, operational, digital, and/
or physical computer operations.

7. The method of claim 2, turther comprising;:

receiving an instruction describing a change to the digital

twin augmented reality environment;

generating, with an artificial intelligence algorithm or

digital robots, updates to one or more respective fields
of the first and/or second elements 1n response to the
change;

generating an activity model comprising a plurality of

work 1tems, wherein when a work 1tem 1s completed,
respective fields of the first and/or second elements 1n
the digital twin augmented reality environment are
updated, wherein the generation of the activity model 1s
based on the change, the first and/or second elements,
and the updates; and

generating, for display in a user interface, the activity

model.

8. The method of claim 2, turther comprising;:

receiving a change request indicative of a change to the

first and/or second elements:

generating an assessment of an eflect of the change

request on the first and/or second elements, wherein the
assessment 1s based on interactions of the respective
fields of the first and second elements;

receiving user input authorizing the change or rejecting

the change; and

in response to the change being authorized, generating a

work plan to implement the change and update the
respective fields of the first and/or second elements
based on the change.

9. The method of claim 2, turther comprising;:

monitoring a network for a network problem based on

periodically receiving a plurality of statuses for a
plurality of network elements including at least one of
the first and second elements;

in response to the network problem being detected, gen-

crating, with a first artificial intelligence algorithm
and/or digital robots, a response to the network prob-
lem; and

accessing, with a second artificial intelligence algorithm

and/or digital robots, a database having data entries
representing a plurality of available techmicians and
automatically assigning a technician based on statuses
of the plurality of available technicians and the respec-
tive fields of the first and/or second elements.

10. The method of claim 2, wherein the first and second
data structures represent physical infrastructure, the method
turther comprising:

monitoring a plurality of alarms associated with the first

and second data structures for determination of a trig-
gering event; and

generating, for display 1n a user iterface and 1n response

to a triggering event, a visual indication of the trigger-
ing event, a visual twin augmented reality representa-
tion of the first and/or second data structures, and a
graphical association linking the visual indication and
the visual representation.

11. A non-transitory, computer-readable medium for gen-
crating digital twin augmented reality replications of non-
homogenous elements 1n integrated environments, compris-
ing 1nstructions that, when executed by one or more
processors, cause operations comprising:

accessing a digital twin augmented reality environment;
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storing a first data structure for a first element in the
digital twin augmented reality environment, wherein
the first data structure includes respective fields for a
first function pertormed by the first element, a first set
of relationships of the first element to other elements 1n
the digital twin augmented reality environment, a first
physical location of the first element, and a first time
period of operation of the first element;

storing a second data structure for a second element 1n the

digital twin augmented reality environment, wherein
the second data structure includes respective fields for
a second function performed by the second element, a
second set of relationships of the second element to
other elements 1n the digital twin augmented reality
environment, a second physical location of the second
clement, and a second time period of operation of the
second element;

storing a third data structure for a third element;

recerving a user request to replace the first element in the

digital twin augmented reality environment with a third
element;

in response to the user request, populating a third data

structure with the first function, the first set of relation-
ships, the first physical location, and a third time period
of operation;
generating for display, 1n a user interface, a visual repre-
sentation of the first element and the second element 1n
the digital twin augmented reality environment,
wherein a location of the first element 1n the digital twin
augmented reality environment 1s based on the first
physical location, and wherein a location of the second
clement 1n the digital twin augmented reality environ-
ment 1s based on the second physical location; and

generating, for display in the user interface, the visual
twin augmented reality representation of the digital
twin augmented reality environment with the third
clement 1n the first physical location of the first ele-
ment.

12. The non-transitory, computer-readable medium of
claim 11, wherein the first and second functions include one
or more ol: governance, legal, facilities, finance, human
resources, technology, operations, users, alliances, consul-
tants, computing, inirastructure control, and computer net-
work control, wherein the first and second relationships
include one or more of: a physical connection and a logical
connection, wherein the first and second physical locations
are one of a group comprising: an oflice building, an airport,
a country, a city, a complex, a data center, an accessible data
and/or computer system, and wherein the first and second
time period of operation can include one or more of:
continuous operation, scheduled operation, daytime opera-
tion, and nighttime operation.

13. The non-transitory, computer-readable medium of
claim 11, the operations further comprising:

receiving a user input to generate the visual representation

of the digital twin augmented reality environment at a
given time period;

retrieving the first time period and the second time period;

determining that the first time period corresponds to the

given time period;

determining that the second time period does not corre-

spond to the given time period;

in response to determining that the first time period

corresponds to the given time period, generating, for
display 1n the user interface, the visual representation
of the first element 1n the digital twin augmented reality
environment; and
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in response to determining that the second time period
does not correspond to the given time period, generat-
ing, for display in the user interface, the digital twin
augmented reality environment without the visual rep-
resentation of the second element. 5
14. The non-transitory, computer-readable medium of
claim 11, the operations further comprising:
generating, for display in a user interface, a logical
representation of the first element and the second
clement 1n the digital twin augmented reality environ- 10
ment, wherein a location of the first element 1n the
digital twin augmented reality environment 1s based on
the first set of relationships, and wherein a location of
the second element in the digital twin augmented
reality environment 1s based on the second set of 15
relationships, wherein the logical representation indi-
cates respective positions of the first element and the
second element 1n a logic chain for performing com-
puter operations.
15. The non-transitory, computer-readable medium of 20
claim 11, the operations further comprising:
receiving an instruction describing a change to the digital
twin augmented reality environment;
generating, with an artificial intelligence algorithm and/or
digital robots, updates to one or more respective fields 25
of the first and/or second elements 1n response to the
change;
generating an activity model comprising a plurality of
work 1tems, wherein when a work 1tem 1s completed,
respective fields of the first and/or second elements 1n 30
the digital twin augmented reality environment are
updated, wherein the generation of the activity model 1s
based on the change, the first and/or second elements,
and the updates; and generating, for display 1n a user
interface, the activity model. 35
16. The non-transitory, computer-readable medium of
claim 11, the operations further comprising:
receiving a change request indicative of a change to the
first and/or second elements:
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generating an assessment of an eflect of the change
request on the first and/or second elements, wherein the
assessment 1s based on 1nteractions of the respective
fields of the first and second elements;

receiving user input authorizing the change or rejecting
the change; and

in response to the change being authorized, generating a
work plan to implement the change and update the
respective fields of the first and/or second elements
based on the change.

17. The non-transitory, computer-readable medium of

claim 11, the operations further comprising:

monitoring a network for a network problem based on
periodically receiving a plurality of statuses for a
plurality of network elements including at least one of
the first and second elements;

in response to the network problem being detected, gen-
erating, with a first artificial intelligence algorithm
and/or digital robots, a response to the network prob-
lem; and

accessing, with a second artificial intelligence algorithm
and/or digital robots, a database having data entries
representing a plurality of available technicians and
automatically assigning a technician based on statuses
of the plurality of available technicians and the respec-
tive fields of the first and/or second elements.

18. The non-transitory, computer-readable medium of

claim 11, the operations further comprising:

monitoring a plurality of alarms associated with the first
and second data structures for determination of a trig-
gering event; and

generating, for display in a user interface and in response
to a triggering event, a visual indication of the trigger-
ing event, a visual representation of the first and/or
second data structures, and a graphical association
linking the visual indication and the visual representa-
tion.
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