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CONTROLLING ACCESS TO A RESOURCE
BASED ON THE OPERATING
ENVIRONMENT

BACKGROUND

A company may allow workers to operate 1n a mobile
tashion, such as allowing workers to use computing devices
to access sensitive information from various locations.
Depending on the location, the information may be at risk of
being revealed to unauthorized persons.

BRIEF DESCRIPTION OF DRAWINGS

Examples will now be described, by way of non-limiting
example, with reference to the accompanying drawings, 1n
which:

FIG. 1 1s a flowchart of an example of a method of data
protection;

FIG. 2 1s an example of a tree structure to determine an
operating environment;

FIG. 3 1s a flowchart of another example of a method of
data protection;

FIG. 4 a simplified schematic of an example of a device;

FIG. 5 a simplified schematic of another example of a
device:

FIG. 6 1s an example of a machine-readable medium
including instructions 1n association with a processor; and

FIG. 7 a simplified schematic of a further example of a
device.

DETAILED DESCRIPTION

A user of a device that works for a particular organization
may wish to use the device for work purposes (such as for
example accessing sensitive data) in a variety of locations.
These locations may vary in the level of security of the
environment and the opportunity for unauthorized persons to
view or access data or a resource on the device.

The risk of an unauthorized person accessing information
or a resource from a device being used by a user depends on
the environment in which the device 1s being used. In some
examples, the device may interpret data from at least one
sensor to determine or classily the environment in which the
device 1s being used. In some examples, the device may
interpret data from at least one sensor to determine or
classily a security level or rnisk level associated with the
environment that reflects the ease with which an unauthor-
ized person may access mformation on the device in the
absence of security, privacy and/or data protection controls.

For example, 11 the user 1s using the computing device in
an oflice in which the user works, the environment may be
assumed to be low risk or high security, whereas other
locations may be regarded as high risk or low security. For
instance, 1f the user 1s using the computing device 1n a busy
collee shop, then the environment may be a high risk or low
security environment. In such an environment, the device
may be connected to an unencrypted public wireless net-
work, and/or persons behind the device other than the user
may be able to view the device’s screen and any information
that may be displayed thereon. Classification of the envi-
ronment and/or the level of security or data loss risk asso-
ciated therewith may be based on data from one or more
sensors. For example, 11 the processing device includes a
Global Positioning System (GPS) module that reports the
computing device’s location 1n a colflee shop, the processing
device may use mput from other sensors, such as a camera
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or microphone, to determine other characteristics of the
environment. For example, the processing device may deter-
mine the number or the approximate number of people in the
environment based on noise level from a microphone, num-
ber of distinct voices 1n data from a microphone, and number
of people detected 1n pictures or video from a camera, to
determine the number or approximate number of people 1n
the environment or whether the coflee shop 1s “busy” or
“quiet.” The processing device may determine that a quiet
collee shop 1s a relatively secure environment compared to
a busy colflee shop, for instance.

In some examples, the processing device may use infor-
mation from the sensors, a determination of the type of the
environment, and/or a classification of the security or risk
level of the environment to take action to protect the device
from access to data or functionality by unauthorized per-
sons. For example, access to the device, the data or the
functionality may be restricted unless one or more security
or data protection measures are operational. In some
examples, the device may cause the security or data protec-
tion measures to become operational, after which access
may be allowed.

FIG. 1 shows an example of a method 100, which may be
for example a method of data protection, and which may be
a computer implemented method. The method includes, at
block 102, determining an operating environment ol a
device based on sensor data from a sensor of the device that
senses surroundings of the device. The sensor may be for
example a camera, microphone, location sensor, accelerom-
cter and network communications device. The sensor may
sense surroundings of the device. For example, a micro-
phone may sense audio around the device. A camera may
take pictures or video. A location sensor may provide a
location of the device. An accelerometer may provide infor-
mation relating to movement of the device. A network
communications device may provide information that can be
used to determine a nearby network environment, such as for
example the number of nearby devices, network utilization,
internet protocol (IP) address and/or 1dentification of nearby
networks.

The sensor supplies sensor data that may be interpreted to
determine an operating environment of the device. In some
examples, the operating environment may indicate the type
ol environment, such as the type of premises. For example,
the operating environment may indicate that the device 1s at
the oflice, 1n the user’s home, at a collee shop, a hotel, a
client’s oflice, a public transport terminal or an airport. The
operating environment may provide more information
regarding the environment than a location, as a location my
not mdicate for example the type of premises at which the
device 1s being used. In some examples, sensor data from
multiple sensors may be combined to provide a classification
of the environment. In some examples, information from a
sensor 1s classified, and classifications from multiple sensors
may be combined to provide an environment classification.

In some examples, the operating environment may 1ndi-
cate the movement status of the device, such as whether the
device 1s moving, the speed and/or direction using data from
an accelerometer and/or location sensor. This may be used to
determine that the device 1s being used on public transport
such as a train or plane. In some examples, information from
multiple sensors may be used to infer an operating environ-
ment of the device. For example, 1f the device 1s moving
quickly as indicated by data from an accelerometer, and the
device 1s near a railway line as indicated by location data
from a location sensor, then it 1s likely that the device 1s
travelling on a train.
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In some examples, the operating environment may indi-
cate how busy the operating environment 1s. For example,
audio data from a microphone may be used to determine a
level of ambient noise and/or a number of distinct voices,
and/or video and/or pictures from a camera may be used to
recognize distinct people or faces i1n the camera’s field of
VIEW.

In some examples, data from one or more sensors may be
isuilicient to be able to classity or reliably classity the
operating environment in which the device 1s being used.
The user of the device may for example then be prompted to
describe or classily the operating environment, for example
by mputting information into the device.

The method 100 also includes, 1n block 104, controlling
access to a resource based on the operating environment and
a status of a security feature of the device. In some
examples, a resource may comprise, for example, data stored
on or potentially accessible by the device. In some
examples, the resource may comprise a particular network
such as an office network. In some examples the resource
may comprise functionality of the device such as an mput/
output interface (e.g. a USB port, HDMI port, near field
communication interface, WiF1 or other communications
interfaces, etc).

In some examples, the security feature may be a feature
of the device with a purpose relating to maintaining security
of the device and/or protecting data stored on or potentially
accessible by the device (such as for example stored on an
oflice network). Examples of security features include sofit-
ware security features such as anti-virus software, data
encryption soltware, firewalls, automatic software updates,
BIOS and/or operating system boot protection and settings
ol software usable on the device. Other examples of security
teatures include hardware security features such as privacy
screen that restricts the viewing angle of the device’s screen,
and availability of input/output intertfaces. The status of the
security feature may for example indicate the level of
security or protection currently provided by the security
teature. For example, the status of anti-virus software may
indicate whether the software 1s installed, whether the soft-
ware 1s enabled or disabled, and/or whether associated
anti-virus definitions are up to date. For example, the status
ol a privacy screen may indicate whether the privacy screen
1s enabled or disabled. In some examples, the status may be
an operational status of the security feature, such as for
example 1ts level of functionality, whether 1t 1s enabled or
disabled, whether 1t 1s Tunctioning correctly, and/or 1ts status
regarding whether 1t 1s up to date.

The operating environment and the status of the security
feature are used to control access to the resource. For
example, 1 the operating environment indicates a lower
level of security or a higher risk of data loss to unauthorized
persons, then access to the resource may be controlled such
that access 1s demied 1f the status of the security feature
indicates a lower level of security or data protection on the
device.

For example, the operating environment may indicate a
busy collee shop, with several people other than the device’s
user 1n the camera’s field of view, which may indicate that
the people may be able to view the device’s screen. Access
to the resource may be controlled such that access 1s denied
il security features such as a privacy screen are disabled, and
access 1s allowed 11 the secunity features are enabled and/or
up to date. In another example, the camera and/or micro-
phone may indicate that the environment 1s busy, but other
sensor data may indicate that the environment 1s generally
secure, such as the device being located at the office or
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connected to an oflice network. This may indicate that the
people 1n the environment are co-workers of the user of the
device. The constraints for device security may then be
relaxed, such that for example fewer or no security features
may be enabled or up to date before access to the resource
1s granted.

In another example, the user may be 1n a coflee shop, and
data from a microphone and/or camera may indicate that the
environment 1s not busy. The constraints for the security
feature may be more relaxed than for a busy coflee shop. For
example, enablement of a privacy screen may not be a
prerequisite for allowing access to the resource, and/or
disabled or out of date anti-virus software may not lead to
denial of access to the resource.

In another example, the user may be travelling on public
transportation such as a train or plane. Access may be denied
to the resource unless the status of the security feature
indicates a high level of security, such as for example a
privacy screen being enabled.

In another example, the user may be attempting to access
the resource 1n a location away from the oflice, such as at
home or 1n a public place. For example, the device may be
connected to a non-trusted or public network. Device secu-
rity obligations may therefore be higher than 1f the device 1s
connected to for example an office network. For example,
access to the resource may be demed unless anti-virus
soltware 1s up to date, a firewall 1s enabled, and/or USB port
access 1s disabled.

In some examples, whether to allow or deny access to the
resource may be based on a security policy. The security
policy may specily whether to allow or deny access for each
of a number of operating environments. For example, the
security policy may specity that access should be allowed 11
the device 1s connected to an office network, access should
be allowed 11 the device 1s connected to a public network and
a firewall 1s enabled and/or anti-virus software 1s up to date,
and access should be denied i1 the device 1s connected to a
public network and a firewall 1s disabled and/or anti-virus
software 1s out of date.

In some examples, a security feature may be selected to
mitigate a specific type ol possible security threat. For
example, data from a camera may suggest that one or more
unauthorized persons may be able to view the device’s
screen. Therefore, access may be denied 1f a privacy screen
1s disabled. For example, data from a network communica-
tions device and/or location sensor may suggest that the
device 1s connected to an unsecured public network. There-
fore, access may be denied if a firewall 1s disabled and/or
anti-virus software 1s disabled or out of date.

In some examples, a method of data protection may be
carried out on a repeating or ongoing basis. For example, the
method 100 of FIG. 100 may be repeated periodically and/or
in response to an event such as a change in the operating
environment of the device. For instance, a user may be using
the device within a relatively secure environment, but then
may take the device to a less secure environment such as a
busy train. A repeated iteration of the method 100 may
determine the new operating environment and control access
to the resource accordingly, for example to ensure continued
data protection and/or security.

FIG. 2 shows an example of a tree structure 200 that may
in some examples be used to determine an operating envi-
ronment from sensor data. The tree structure 200 may be an
example of an operating environment classification policy.
At top level node 202 the tree structure directs that a type of
network to which the device 1s connected 1s considered. If
the device 1s connected to an office network then at node 204
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the tree structure determines that the operating environment
1s an oflice. If the device 1s connected to another type of
network, such as a home or public network, then at node 206
the tree structure may direct that the location of the device
(as indicated by for example data from a GPS sensor) 1s
considered. If the device location indicates the user’s home,
then at node 208 the tree structure 200 indicates that the
operating environment 1s “at home.” If however the location
indicates a public space, then at node 210 the tree structure
200 1indicates that accelerometer data 1s considered. If accel-
crometer data indicates that the device 1s moving quickly,
then the user of the device may be travelling on public
transport. Therefore, at node 212, the tree structure directs
that camera data 1s considered. If camera data indicates that
the environment 1s quiet (such as for example showing a
small number of people or faces) then at node 214 the tree
structure determines that the operating environment 1s quiet
public transport, otherwise 1f the environment 1s busy (such
as for example a large number of people being shown 1n data
from the camera) then at node 216 the operating environ-
ment 1s determined to be busy public transport.

The tree structure indicates that if at node 210 acceler-
ometer data does not indicate travel on public transport, then
at node 218 camera data 1s considered to determine whether
the device 1s 1n a public transport terminal or a cotlee shop.
Camera data such as still pictures or video may be inter-
preted to determine the type of premises 1n which the device
1s located. For example, images from the camera may be
analyzed and the analysis may indicate that the device 1s 1n
a public transport terminal. As such, at node 220 the tree
structure indicates that the operating environment 1s a public
transport terminal. Otherwise, at node 218 the tree structure
200 may indicate that the device 1s 1n a coflee shop.
Therefore, at node 222, the tree structure directs camera data
to be considered to determine 1f the environment 1s busy or
quiet. If the camera data indicates that the environment is
quiet, then at node 224 the tree structure 200 indicates that
the device 1s 1n a quiet collee shop, otherwise the camera
data may indicate that the environment 1s busy, in which
case at node 226 the tree structure 200 indicates that the
device 1s 1n a busy coflee shop.

In some examples, the security policy may indicate, for
one or more of the possible operating environments, the
device security obligations to be met before access 1is
allowed.

In some examples, the device may indicate to the user that
access to a resource has been enabled or disabled. In some
examples, the status of the security feature may be con-
trolled based on the operatmg environment. For example, i
the operating environment 1s determined to be less secure,
then the security feature may be automatically enabled
and/or updated.

In some examples, the device may allow access to the
resource once the user has manually modified the status of
the security feature. For example, the user may manually
enable a privacy screen, or manually update anti-virus
soltware, before access 1s allowed. In some examples, the
device may present the user with a prompt such as an
on-screen message to modily the status of the security
feature.

FIG. 3 shows an example of a method 300, which may be
for example a method of data protection, and which may be
a computer implemented method. The method includes, at
block 302, determining an operating environment ol a
device based on sensor data from a sensor of the device that
senses surroundings of the device, similar to block 102 of

the method 100 shown in FIG. 1. The method 300 also
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includes, 1n block 304, controlling access to a resource based
on the operating environment and a status of a security
feature of the device, similar to block 104 of the method 100
shown 1n FIG. 1.

The method 300 also includes, 1n block 306, allowing
access to the resource 11 the operating environment indicates
a secure environment. For example, 1f the operating envi-
ronment 1s an oflice at which the device user works, the
method 300 may determine that this 1s a secure environment
with a low risk of data loss to unauthorized persons, access
to the resource may be allowed without checking 11 security
features are enabled or up to date.

The method 300 includes, 1n block 308, allowing access
to the resource if the operating environment indicates an
insecure environment and the status of the security feature
indicates that the secunty feature 1s operational. The inse-
cure environment may be, for example, an environment with
a relatively high risk of data loss such as located within a
busy coflee shop or connected to a public wireless network.
If the security feature 1s operational, such as for example the
security feature being enabled or up to date, then the security
feature may reduce the risk of data loss or other security
breaches within the operating environment, and access to the
resource 1s therefore allowed.

In block 310, the method 300 comprises denying access
to the resource if the operating environment indicates an
insecure environment and status of the security feature
indicates that the security feature 1s less than fully opera-
tional. Therefore, 1n some examples, access 1s denied where
there 1s arisk of data loss or security breach 1n the device and
the security feature 1s not fully operational, such as disabled
or out of date.

The method includes, 1n block 312, receiving a user
instruction to configure the security feature if the operating
environment indicates an insecure environment and the
status of the security feature indicates that the security
teature 1s less than fully operational. In some examples, the
user may then configure the security feature by enabling or
updating the security feature. In block 314, access to the
resource 1s then allowed once the security feature 1s fully
operational.

In block 316 of the method 300, the operating environ-
ment 1s classified based on sensor data. The classification of
the operating environment may indicate 1n some examples a
type ol premises, whether the operating environment 1s
secure or msecure and/or a security level for the operating
environment. Classification may in some examples be per-
formed using a tree structure such as the tree structure 200
shown 1n FIG. 2. In block 318, the method 300 includes
controlling access to the resource based on the classification
of the operating environment, the status of the security
feature and a security policy. The security policy may for
example indicate, for each classification of the operating
environment, whether to allow or deny access to one or more
resources based on the status of one or more security
features of the device. In some examples, the device may
classity the environment from sensor data. The device may
then determine whether the environment 1s secure or 1nse-
cure, or determine a security level, data loss risk level or
security or data loss risk classification, using the classifica-
tion of the environment by consulting the security policy.

FIG. 4 shows an example of a device 400 including a
sensor 402 to sense an environment in which the device 400
operates. The device 400 also includes a data protection
component 404. The data protection component may reduce
the risk of data loss to unauthorized parties. For example, the
data protection component may be a hardware component,
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such as a privacy screen, or a software component, such as
anti-virus software or a firewall.

The device 400 also includes an operating environment
determining module 406. This module 406 determines an
indication of an environment 1n which the device operates
based on data from the sensor 402. The indication of the
environment may, 1 some examples, indicate a secure or
insecure environment, an environment type such as an office
or a busy coflee shop, or a level of security risk or risk of
data loss to unauthorized parties.

The device 400 includes a security policy enforcement
module 408 to control access to functionality 410 by the
device 400 based on the indication of the environment and
based on a status of the data protection component 404. In
some examples, 1f the indication of the environment indi-
cates a secure environment, access to the functionality 410
may be granted regardless of the status of the data protection
component. In some examples, 11 the indication of the
environment indicates a less secure or insecure environment,
access may be granted to the functionality 410 by the
enforcement module 408 11 the status of the data protection
component 1s at an acceptable level. This level may be, for
example, enabled, up to date and/or operational. The func-
tionality 410 may be, 1n some examples, a feature of the
device such as USB ports, or may comprise the ability of the
device 400 to access data and/or software stored on the
device 400 or 1n a remote network such as an oflice network.

FIG. 5 shows an example of a device 500. The device 500
includes a sensor 502, a data protection component 304, an
operating environment determining module 506 and a secu-
rity policy enforcement module 508, which are similar to the
components 402-408 shown 1n FIG. 4. The security policy
enforcement module 508 controls access to feature or data
510, which may in some examples be functionality of the

device 500 or usable by the device 500.

The device 500 also comprises a control module 512 to
control the status of the data protection component 502
based on the indication. The control module 512 may

therefore receive the mdication from the determining mod-
ule 506.

FIG. 6 shows a machine-readable medium 600 1n asso-
ciation with a processor 602. The machine readable medium
600 includes imstructions 604 that, when executed by the
processor 602, cause the processor to use information from
a sensor to ascertain a security threat level of surroundings
of a device. In some examples, the security threat level may
indicate the type of surroundings (such as for example the
premises type at which the device i1s being used), the device
security level and/or the level of data loss risk to unauthor-
1zed persons.

The machine readable medium 600 also 1includes nstruc-
tions 606 that, when executed by the processor 602, cause
the processor to control an activation status of a security
system of the device based on the security threat level. The
control of the activation status may in some examples be
automatic. For example, 11 the security threat level 1s rela-
tively high, or indicates an 1nsecure or less secure environ-
ment than for example an office, then protection measures
such as a privacy screen, a firewall and/or anti-virus soft-
ware may be automatically enabled or updated by the
device. In some examples, control of the activation status
may be user-prompted. For example, the device may prompt
the user to activate the security system (e.g. enable the
privacy screen or update anti-virus software). In some
examples, the device may then take further action, such as
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8

accessing a resource, data or feature, though the device may
wait until the user has activated the security feature before
doing so.

FIG. 7 shows an example of a device 700. The device 700
includes an environment classifier 702 that classifies the
type ol environment and/or classifies a level of security,
security risk and/or data loss risk associated with the envi-
ronment surrounding the device 700. The environment clas-
sifier 702 recerves mformation from sensors and provides an
environment classification 1n response thereto. The example
device 700 includes three sensors 704, 706 and 708.

The environment classifier 702 provides the environment
classification, which may indicate the type of environment
and/or classifies a level of security, security risk and/or data
loss risk associated with the environment surrounding the
device 700, to a policy engine 710. The policy engine 710
implements a security policy specified by a management
system 712 that may, for example, be associated with an
organization at which a user 714 of the device 700 works.

The policy engine 710 provides an output 716. The output
716 1s based on the environment classification and the
security policy. In some examples, the policy engine 1s based
on the status of a security system 718, such as for example
a privacy screen, firewall and/or anti-virus software. The
output 716 may therefore control access to a feature 720 of
the device 700. The feature 720 may comprise, for example,
hardware, software and/or information included in the
device 700 or accessible by the device 700. The policy
engine 710 may, for example, provide the output 716 to
allow access to the feature 720 11 the status of the security
system 718 1s acceptable 1n the operating environment
according to the security policy from the management
system 712. The security policy may 1n some examples
indicate that access to the feature 720 1s not allowed 1n one
or more particular environments, regardless of the status of
the security system 718.

In some examples, the output 716 1s provided to the
security system 718 to control the status of the security
system 718. For example, the security policy from the
management system 712 may indicate that access to the
teature 720 1s allowed 1n the operating environment speci-
fied by the environment classifier 702 1f the status of the
security system 718 has a first status, and demed if the
security system 718 has a second status. The device policy
engine 710 may provide an output 716 to the security system
718 to control its status to the first status (such as, for
example, operational, activated and/or up to date) such that
access to the feature 720 can be allowed.

In some examples, the output 716 1s provided to the user
714, for example 1n the form of a prompt or message
suggesting that the user control the security system 718 such
that 1ts status 1s the first status. Access to the feature 720 may
then be allowed. In some examples the output 716 may
comprise a message to the user that access to the feature 720
1s not allowed 1n the operating environment indicated by the
environment classifier 702.

Examples in the present disclosure can be provided as
methods, systems or machine readable instructions, such as
any combination of software, hardware, firmware or the like.
Such machine readable instructions may be included on a
computer readable storage medium (including but 1s not
limited to disc storage, CD-ROM, optical storage, etc.)
having computer readable program codes therein or thereon.

The present disclosure 1s described with reference to tlow
charts and/or block diagrams of the method, devices and
systems according to examples of the present disclosure.
Although the flow diagrams described above show a specific
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order of execution, the order of execution may differ from
that which 1s depicted. Blocks described 1n relation to one
flow chart may be combined with those of another flow
chart. It shall be understood that each tflow and/or block 1n
the tlow charts and/or block diagrams, as well as combina-
tions of the flows and/or diagrams 1n the flow charts and/or
block diagrams can be realized by machine readable 1nstruc-
tions.

The machine readable mstructions may, for example, be
executed by a general purpose computer, a special purpose
computer, an embedded processor or processors of other
programmable data processing devices to realize the func-
tions described 1in the description and diagrams. In particu-
lar, a processor or processing apparatus may execute the
machine readable instructions. Thus functional modules of
the apparatus and devices may be implemented by a pro-
cessor executing machine readable instructions stored 1n a
memory, or a processor operating in accordance with
instructions embedded 1n logic circuitry. The term ‘proces-
sor’ 1s to be interpreted broadly to include a CPU, processing
unit, ASIC, logic unit, or programmable gate array etc. The
methods and functional modules may all be performed by a
single processor or divided amongst several processors.

Such machine readable 1nstructions may also be stored 1n
a computer readable storage that can guide the computer or
other programmable data processing devices to operate 1n a
specific mode.

Such machine readable mstructions may also be loaded
onto a computer or other programmable data processing
devices, so that the computer or other programmable data
processing devices perform a series of operations to produce
computer-implemented processing, thus the instructions
executed on the computer or other programmable devices
realize functions specified by flow(s) in the flow charts
and/or block(s) in the block diagrams.

Further, the teachings herein may be implemented in the
form of a computer software product, the computer software
product being stored in a storage medium and comprising a
plurality of instructions for making a computer device
implement the methods recited in the examples of the
present disclosure.

While the method, apparatus and related aspects have
been described with reference to certain examples, various
modifications, changes, omissions, and substitutions can be
made without departing from the spirit of the present dis-
closure. It 1s intended, therefore, that the method, apparatus
and related aspects be limited only by the scope of the
tollowing claims and their equivalents. It should be noted
that the above-mentioned examples illustrate rather than
limit what 1s described herein, and that those skilled 1n the
art will be able to design many alternative implementations
without departing from the scope of the appended claims.

The word “comprising” does not exclude the presence of
elements other than those listed 1n a claim, “a” or “an” does
not exclude a plurality, and a single processor or other unit
may fulfil the functions of several units recited in the claims.

The features of any dependent claim may be combined
with the features of any of the independent claims or other
dependent claims.

The invention claimed 1s:

1. A method comprising:

determining an operating environment of a device based

on sensor data from two or more sensors of the device
that sense surroundings of the device, wherein deter-
mining the operating environment uses a tree structure
including nodes to indicate characteristics of the oper-
ating environment from the sensor data,
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wherein at a top first level node, the tree structure 1s to
determine the type of network to which the device 1s
connected, and at a subsequent lower second level
node, the tree structure 1s to determine a location of the
device;

determining a status of a security feature of the device, the

status of the security feature indicating whether the
security feature 1s enabled and functioning correctly;
and

controlling access to a resource based, at least 1n part, on

the operating environment and the status of the security
feature of the device.

2. The method of claim 1, wherein controlling access
COmprises:

allowing access to the resource 1f the operating environ-

ment indicates a secure environment; and

allowing access to the resource 1f the operating environ-

ment 1ndicates an msecure environment and the status
of the security feature indicates that the security feature
1s operational.

3. The method of claim 1, wherein controlling access
COmMprises:

denying access to the resource 1f the operating environ-

ment indicates an msecure environment and the status
of the security feature indicates that the security feature
1s less than fully operational.

4. The method of claim 1, wherein controlling access
COmprises:

recerving a user instruction to configure the security

feature 11 the operating environment indicates an 1nse-
cure environment and the status of the security feature
indicates that the security feature 1s less than fully
operational; and

allowing access to the resource once the security feature

1s fully operational.

5. The method of claim 1, wherein controlling access to
the resource comprises controlling access to the resource
based on a security policy.

6. The method of claim 1, wherein the two or more
sensors comprise at least one of a camera, microphone,
location sensor, accelerometer and network communications
device.

7. The method of claim 1, wherein determining the
operating environment further comprises classiiying the
operating environment based on the sensor data, and

wherein controlling access to the resource 1s further based

on the classification of the operating environment, the
status of the security feature and a security policy.

8. The method of claim 7, wherein the security policy
indicates instructions for controlling access to the resource
based on the status of the security feature for each classifi-
cation of the operating environment.

9. The method of claim 1, wherein the status of the
security feature indicating whether the security feature 1s up
to date.

10. The method of claim 1 wherein when the location of
the device indicates a public space, then at a third level node,
the tree structure determines that accelerometer data i1s
considered, followed by camera data, when the accelerom-
cter data 1ndicates that the device 1s moving quickly.

11. A device comprising:

two or more sensors to sense an environment in which the

device operates;

a data protection component;

one or more processors; and
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one or more non-transitory computer-readable media with
logic encoded thereon, the one or more processors
executing the logic to perform operations comprising:

determining, by an operating environment determining
module, an indication of an environment 1n which the
device operates based on data from the sensor, wherein
determining the operating environment uses a tree
structure including nodes of sensor data indicating
characteristics of the operating environment from the
sensor data,

wherein at a top first level node, the tree structure 1s to
determine the type of network to which the device 1s
connected, and at a subsequent lower second level
node, the tree structure is to determine a location of the
device;

determining, by a security policy enforcement module, a
status of the data protection component, the status of
the data protection component indicating whether the

10

15

data protection component 1s enabled and functioning 20

correctly; and

controlling, by the security policy enforcement module,
access to functionality by the device based, at least 1n
part, on the indication of the environment and based on
the status of the data protection component.

12

12. The device of claim 11, wherein the operations further
comprise controlling, by a control module, the status of the
data protection component based on the indication.
13. The device of claam 11, wherein the functionality
comprises one of a feature of the device or access to data.
14. The device of claim 11, wherein controlling access to
the functionality by the security policy enforcement module
1s Turther based on a security policy.
15. The device of claim 11, wherein determining the
indication by the operating environment determining mod-
ule 1s to indicate a level of data loss risk 1n the environment.
16. A machine-readable medium comprising nstructions
that, when executed by a processor, cause the processor to:
use mformation from two or more sensors to ascertain a
security threat level of surroundings of a device by
using a tree structure including nodes of the informa-
tion to indicate characteristics of the surroundings;

wherein at a top first level node, the tree structure is to
determine the type of network to which the device 1s
connected, and at a subsequent lower second level
node, the tree structure i1s to determine a location of the
device; and

control an activation status of a security system of the

device based on the security threat level.
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