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1
CONTROL METHOD

BACKGROUND

Field of the Disclosure

The present disclosure relates to a control method for
controlling the communication between devices. And more
specifically relates to a technique capable of more appro-
priately acquiring information in GATT data.

Description of the Related Art

An apparatus that performs communication by Blu-
ctooth® Low Energy 1s known. Japanese Patent Application
Laid-Open No. 2017-188869 discusses a techmique {for
establishing communication between an information pro-
cessing apparatus, such as a smartphone, and a communi-
cation apparatus, such as a printer, by Bluetooth® Low
Energy.

Bluetooth® Low Energy uses a commumnication method
called Generic Attribute Profile (GATT) communication to
execute data communication by performing data read/write
processing on GATT data included 1n a communication
apparatus. Further, an information processing apparatus can
acquire specific mformation (e.g., hash value) in the GATT
data and thus can execute processing using the specific
information.

With the widespread use of apparatuses that acquire
information 1n GAT'T data, there 1s an increasing demand for
more appropriately acquiring information in GAT'T data.

SUMMARY

According to an aspect of the present disclosure, a control
method for an information processing apparatus that com-
municates with a communication apparatus through Blu-
ctooth® Low Energy, includes acquiring, as a first acquisi-
tion, information indicating a structure of Generic Attribute
Profile (GATT) data included 1n the communication appa-
ratus upon establishment of a first connection between the
communication apparatus and the information processing
apparatus through Bluetooth® Low Energy, acquiring, as a
second acquisition, a predetermined type of information 1n
the GATT data included 1n the communication apparatus,
acquiring, as a third acquisition, at least a part of the
information 1indicating the structure of the GAIT data
included 1n the communication apparatus upon establish-
ment of a second connection between the communication
apparatus and the information processing apparatus through
Bluetooth® Low Energy until an area in which the prede-
termined type of information is stored in the GATT data
included 1n the communication apparatus becomes 1dentifi-
able, acquiring, as a fourth acquisition, the predetermined
type of information based on at least a part of the informa-
tion indicating the structure of the GAT'T data included in the
communication apparatus, and acquiring newly, as a fifth
acquisition, no mmformation that 1s not acquired 1n the third
acquisition from the information indicating the structure of
the GAT'T data included 1n the communication apparatus in
a case where the predetermined type of information acquired
in the second acquisition matches the predetermined type of
information acquired in the fourth acquisition, and acquiring
newly, as the fifth acquisition, information that i1s not
acquired in the third acquisition from the information indi-
cating the structure of the GAITT data included in the
communication apparatus in a case where the predetermined
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type of mformation acquired in the second acquisition 1s
different from the predetermined type of information
acquired in the fourth acquisition.

Further features of the present disclosure will become

apparent irom the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an example of a
configuration of each of an information processing apparatus
and a communication apparatus according to an exemplary
embodiment.

FIG. 2 1s a diagram 1illustrating processing for broadcast-
ing advertising information and receiving connection
request information.

FIG. 3 1s a diagram 1illustrating advertising in Bluetooth®
Low Energy.

FIG. 4 1s a flowchart illustrating processing for caching
Generic Attribute Profile (GATT) configuration data.

FIG. § 1s a tflowchart illustrating a registration function.

FIG. 6 1s a flowchart illustrating processing for caching
GATT configuration data.

FIG. 7 1s a flowchart illustrating processing for caching
GATT configuration data.

FIG. 8 1s a flowchart illustrating a registration function.

FIG. 9 1s a diagram 1illustrating a structure of advertising
information.

FIG. 10 1s a diagram 1illustrating a GAT'T data format.

FIG. 11 1s a table 1illustrating an example of GATT data
stored 1n a short-range wireless communication unit.

FIG. 12 1s a sequence diagram illustrating processing for
caching GAT'T configuration data.

FIG. 13 1s a sequence diagram illustrating a registration
function.

DESCRIPTION OF TH

EMBODIMENTS

(Ll

Exemplary embodiments of the present disclosure will be
described below by way of example with reference to the
accompanying drawings. It should be understood that modi-
fications and alterations that are appropnately made to the
exemplary embodiments described below on the basis of
general knowledge of a person skilled in the art without
departing from the spirit of the present disclosure are
included in the scope of the present disclosure.

An mformation processing apparatus and a communica-
tion apparatus included 1n a communication system accord-
ing to a first exemplary embodiment will be described. In the
present exemplary embodiment, a smartphone 1s used as an
example of the information processing apparatus. However,
the information processing apparatus according to the pres-
ent exemplary embodiment 1s not limited to this example.
Various apparatuses such as a mobile terminal, a notebook
personal computer (PC), a tablet terminal, a personal digital
assistant (PDA), and a digital camera, can be used as the
information processing apparatus according to the present
exemplary embodiment. In the present exemplary embodi-
ment, a printer 1s used as an example of the communication
apparatus. However, the communication apparatus accord-
ing to the present exemplary embodiment 1s not limited to
this example. Various apparatuses can be used as long as the
apparatuses can wirelessly communicate with the informa-
tion processing apparatus. For example, various printers
such as an 1nkjet printer, a full-color laser beam printer, and
a monochrome printer can be used as the communication
apparatus according to the present exemplary embodiment.
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Not only printers, but also a copying machine, a facsimile
apparatus, a mobile terminal, a smartphone, a notebook PC,
a tablet terminal, a PDA, a digital camera, a music repro-
duction device, a television, and the like can be used as the
communication apparatus according to the present exems-
plary embodiment. In addition, a multifunction peripheral
including a plurality of functions such as a copying function,
a Tacsimile (FAX) function, and a printing function can be
used as the communication apparatus according to the
present exemplary embodiment.

First, the configuration of the information processing
apparatus according to the present exemplary embodiment
and the configuration of the communication apparatus
capable of communicating with the information processing
apparatus according to the present exemplary embodiment
will be described with reference to a block diagram 1illus-
trated 1n FIG. 1. While the present exemplary embodiment
illustrates the following configuration, the present exems-
plary embodiment 1s applicable to any apparatus capable of
communicating with the communication apparatus, and the
tunctions 1llustrated 1mn FIG. 1 are not particularly limited
thereto.

An information processing apparatus 101 1s an example of
the information processing apparatus according to the pres-
ent exemplary embodiment. The mformation processing
apparatus 101 includes an input interface 102, a central
processing unit (CPU) 103, a read-only memory (ROM)
104, a random access memory (RAM) 105, an external
storage device 106, an output interface 107, a display unit
108, a communication unit 109, and a short-range wireless
communication unit 110.

The input interface 102 1s an interface for receiving a data
input and an operation instruction from a user, and 1is
composed of a physical keyboard or button, a touch panel,
or the like. The output mterface 107 to be described below
and the mput interface 102 may have the same configuration.
Output on a screen and reception of an operation from the
user may be performed with the same configuration.

The CPU 103 1s a system control unit and controls the
overall operation of the information processing apparatus
101.

The ROM 104 stores fixed data such as control programs
to be executed by the CPU 103, a data table, and an
embedded operating system (hereinafter referred to as an
OS) program. In the present exemplary embodiment, each
control program stored in the ROM 104 performs software
execution control processing, such as scheduling, task
switching, and interruption processing, under the control of
the embedded OS stored in the ROM 104.

The RAM 105 1s composed of a static random access
memory (SRAM) or the like that needs a backup power
supply. The RAM 105 can store important data, such as
program control variables, in a nonvolatile manner, because
data 1s held by a primary battery for data backup (not
illustrated). The RAM 105 1s also provided with memory
arcas for storing setting information for the information
processing apparatus 101, management data for the infor-
mation processing apparatus 101, and the like. The RAM
105 1s also used as a main memory and a work memory for
the CPU 103.

The external storage device 106 stores an application for
providing a print execution function, a print information
generation program for generating print information that can
be mterpreted by a communication apparatus 151, and other
programs. The external storage device 106 stores various
programs, such as information transmission/reception con-
trol programs for transmitting and receiving information to
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4

and from the communication apparatus 151 connected via
the communication unit 109, and various information used
by these programs.

The output interface 107 i1s an interface used for the
display umt 108 to display data and notify the state of the
information processing apparatus 101.

The display unit 108 1s composed of a light-emitting
diode (LED), a liquid crystal display (LLCD), or the like. The
display unit 108 displays data and notifies the state of the
information processing apparatus 101. A software keyboard
including keys, such as a numerical input key, a mode setting
key, an enter key, a cancel key, and a power supply key, may
be provided on the display unit 108 to receive an input from
the user via the display umt 108.

The communication unit 109 1s connected to an apparatus,
such as the communication apparatus 151, and 1s configured
to execute data communication. For example, the commu-
nication unit 109 1s connectable to an access point (not
illustrated) in the commumnication apparatus 151. The com-
munication unit 109 and the access point in the communi-
cation apparatus 151 are connected to thereby enable the
information processing apparatus 101 and the communica-
tion apparatus 151 to commumicate with each other. The
communication unit 109 may directly communicate with the
communication apparatus 1351 through wireless communi-
cation, or may communicate with the communication appa-
ratus 151 via an external access point (access point 131)
located outside the information processing apparatus 101
and outside the communication apparatus 151. Examples of
the wireless communication method include Wireless Fidel-
ity (Wi1-Fi®) and Bluetooth®. Examples of the access point
131 include a device such as a wireless local area network
(LAN) router. In the present exemplary embodiment, a
method 1n which the information processing apparatus 101
and the communication apparatus 131 are directly connected
without passing through the external access point is referred
to as a direct connection method. In addition, a method 1n
which the information processing apparatus 101 and the
communication apparatus 151 are connected via the external
access point 1s referred to as an infrastructure connection
method.

The short-range wireless communication unit 110 1s wire-
lessly connected to an apparatus, such as the communication
apparatus 151, at a short distance, and 1s configured to
execute data communication. The short-range wireless com-
munication unit 110 performs communication by a commu-
nication method different from the communication method
used by the communication unmit 109. The short-range wire-
less communication unit 110 1s connectable to a short-range
wireless communication unit 157 1n the commumnication
apparatus 151. In the present exemplary embodiment, Blu-
ctooth® 5.1 1s used as the communication method for the
short-range wireless communication unit 110. While Blu-
ctooth® 5.1 includes both standards of Classic Bluetooth®
and Bluetooth® Low Energy, in the present exemplary
embodiment, Bluetooth® Low Energy 1s used as the com-
munication method for the short-range wireless communi-
cation unit 157.

The communication apparatus 151 1s an example of the
communication apparatus according to the present exems-
plary embodiment. The communication apparatus 1351
includes a ROM 152, a RAM 153, a CPU 134, a print engine
155, a communication unit 156, and the short-range wireless
communication unit 157.

The communication unit 156 includes an access point for
establishing a connection with an apparatus, such as the
information processing apparatus 101, as an access point 1n
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the communication apparatus 151. The access point 1s
connectable to the communication unit 109 1n the informa-
tion processing apparatus 101. The communication unit 156
may directly communicate with the information processing,
apparatus 101 through wireless communication, or may
communicate with the information processing apparatus 101
via the access point 131. Examples of the communication
method include Wi-Fi® and Bluetooth®. The communica-
tion unit 156 may include hardware functioning as an access
point, or may operate as an access point by using software
for causing the communication umt 156 to function as an
access point.

The short-range wireless communication unit 157 1s con-
figured to wirelessly connect to an apparatus, such as the
information processing apparatus 101, at a short distance. In
the present exemplary embodiment, Bluetooth® 3.1 1s used
as the communication method for the short-range wireless
communication unit 157. More specifically, in the present
exemplary embodiment, Bluetooth® Low Energy 1s used as

the communication method for the short-range wireless
communication unit 157.

The RAM 133 1s composed of an SRAM or the like that
requires a backup power supply. The RAM 153 can store
important data, such as program control variables, 1 a
nonvolatile manner, because data 1s held by a primary
battery for data backup (not illustrated). The RAM 153 1s
also provided with memory areas for storing setting infor-
mation for the communication apparatus 151, management
data for the communication apparatus 151, and the like. The
RAM 153 1s also used as a main memory and a work
memory for the CPU 154, and works as a reception bufler
for temporarily storing print information received from the
information processing apparatus 101 or the like, and stores
various information.

The ROM 152 stores fixed data such as control programs
to be executed by the CPU 154, a data table, and an
embedded OS program. In the present exemplary embodi-
ment, each control program stored in the ROM 152 performs
software execution control processing, such as scheduling,
task switching, and interruption processing, under the con-
trol of the embedded OS stored in the ROM 152.

The CPU 154 1s a system control unit and controls the
overall operation of the communication apparatus 151.

The print engine 155 forms an 1mage on a recording
medium, such as paper, using a recording material, such as
ink, based on information stored in the RAM 153, a print job
received from the information processing apparatus 101, or
the like, and outputs a printing result. In this case, the print
j0b transmitted from the information processing apparatus
101 or the like has a large amount of transmission data, and
thus high-speed communication 1s required. Accordingly,
the print job 1s received via the communication unit 156 that
1s capable of performing communication at a higher speed
than the short-range wireless communication unit 157.

The communication apparatus 151 may be provided with
a memory, such as an external hard disk drive (HDD) or a
secure digital (SD) card, as an optional device, and the
information stored 1n the communication apparatus 151 may
be stored therein.

A connection mode 1s set in the communication apparatus
151 according to the present exemplary embodiment
through connection setting processing, and the communica-
tion apparatus 151 communicates with the information pro-
cessing apparatus 101 by using a connection configuration
based on the set connection mode. In a case of performing,
communication through infrastructure connection, an infra-
structure connection mode 1s set as the connection mode 1n
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the communication apparatus 151 according to the present
exemplary embodiment. In a case of performing communi-
cation through direct connection, a direct connection mode
1s set as the connection mode 1n the communication appa-
ratus 151 according to the present exemplary embodiment.

In the present exemplary embodiment, an example where
the mformation processing apparatus 101 and the commu-
nication apparatus 151 share the processing i1s described.
However, the processing to be performed by the information
processing apparatus 101 and the communication apparatus
151 1s not limited to this example, and may be performed 1n
another configuration.

In the present exemplary embodiment, the information
processing apparatus 101 stores a predetermined application
in the ROM 104, the external storage device 106, or the like.
The predetermined application 1s, for example, an applica-
tion program for transmitting a print job for printing image
data, text data, or the like stored in the information process-
ing apparatus 101 to the communication apparatus 151. The
application having such a function 1s hereinaiter referred to
as a printing application. The printing application may also
include functions other than the printing function. For
example, 1n a case where the communication apparatus 151
includes a scanning function, the printing application may
include a function for causing the communication apparatus
151 to scan a set document, a function for making other
settings for the communication apparatus 151, and a func-
tion for checking the state of the communication apparatus
151. In other words, the printing application may also
include a function for transmitting not only a print job, but
also a scanning job or a setting job to the communication
apparatus 151. The predetermined application 1s not limited
to the printing application, and may be an application
program including a function other than the printing func-
tion.

In the present exemplary embodiment, assume that the
short-range wireless communication unit 110 and the short-
range wireless communication unit 1537 communicate with
cach other through Bluetooth® Low Energy. In the present
exemplary embodiment, the short-range wireless communi-
cation umt 157 functions as an advertiser (or slave) that
broadcasts advertising information to be described below at
predetermined intervals, and the short-range wireless com-
munication unit 110 functions as a scanner (or master) that
receives the advertising information. The present exemplary
embodiment 1s described assuming that the communication
unit 109 and the communication unit 156 communicate with
cach other through wireless LAN (Wi1-Fi®). Processing for
transmitting advertising information based on Bluetooth®
Low Energy standards and receiving a Bluetooth® Low
Energy connection request will now be described. In the
present exemplary embodiment, since the short-range wire-
less communication unit 157 operates as a slave device as
described above, the short-range wireless communication
umt 157 performs the above-described processing. The
short-range wireless commumication unit 157 divides a
frequency band of 2.4 GHz into 40 channels (0 to 39
channel), and performs communication using these chan-
nels. The short-range wireless communication unit 157 uses
3’7th to 39th channels to transmit the advertising information
and to recerve the Bluetooth® Low Energy connection
request, and uses Oth to 36th channels for data communi-
cation after the Bluetooth® Low Energy connection 1is
established. In FIG. 2, the vertical axis represents power
consumption in the short-range wireless communication unit
157, and the horizontal axis represents time. FIG. 2 1llus-
trates the power consumption for each processing operation




US 11,386,464 B2

7

when advertising information 1s to be transmitted using one
channel. Tx 205 indicates the total power consumption 1n
transmission processing, which 1s processing for broadcast-
ing advertising information, and Rx 206 indicates the total
power consumption in reception processing, which 1s pro-
cessing performed to enable a reception device to recerve the
Bluetooth® Low Energy connection request. A transmission
power 202 indicates instantaneous power consumption by
transmission processing. A reception power 203 indicates
instantaneous power consumption by reception processing.
A microcomputer operation power 201 indicates instanta-
neous power consumption when a microcomputer in the
short-range wireless communication unit 157 1s operating.
The microcomputer 1s operating before and atfter the periods
of Tx 205 and Rx 206, as well as during these periods. This
1s because the microcomputer needs to be activated to
execute or stop the transmission or reception processing. In
a case of transmitting advertising information using a plu-
rality of channels, the power consumption 1s increased by
the amount corresponding to the number of channels used to
transmit advertising information. In addition, while the
microcomputer 1s not operating and the short-range wireless
communication unit 157 1s 1n a power saving state, a sleep
power 204 1s used as instantaneous power consumption in
the short-range wireless commumcation umt 157. In this
way, the short-range wireless communication unit 157 per-
forms transmission processing using a predetermined chan-
nel, and then performs reception processing for a certain
time period using the same channel, and waits for the
Bluetooth® Low Energy connection request to be transmit-
ted from the information processing apparatus 101.

As 1llustrated 1n FIG. 3, the short-range wireless commu-
nication unit 157 repeats transmission processing and recep-
tion processing on advertising information three times for
cach channel, and then stops the operation of the microcom-
puter and shiits to the power saving state for a predetermined
time. The combination of advertising information transmis-
s1on processing and advertising information reception pro-
cessing to be performed using the predetermined channel 1s
heremafter referred to as advertising. A time interval for
transmitting advertising information using the predeter-
mined channel 1s referred to as an advertising interval. The
number of advertising operations to be repeated after the
first advertising operation 1s performed until the operation
state 1s shifted to the power saving state can be arbitrarily
changed as long as the number of advertising operations 1s
three or less. In FIG. 3, the 37th, 38th, and 39th channels are
used 1n this order during advertising. However, the channels
may be randomly used and the order of the channels to be
used may be changed in each of the first, second, third, and
the subsequent advertising operations.

FI1G. 9 illustrates an example of a structure of advertising
information to be broadcasted, 1n the vicinity of the com-
munication apparatus 151, by the short-range wireless com-
munication unit 157.

The short-range wireless communication unit 157 per-
forms 1nitialization processing when the supply of power 1s
started, and then shiits to an advertising state. In the adver-
tising state, the short-range wireless communication unit
157 periodically broadcasts, in the vicinity of the commu-
nication apparatus 151, advertising information based on the
advertising interval. The advertising information 1s a signal
including basic header information (e.g., identification infor-
mation for identifying an apparatus that transmits the adver-
tising information), and 1s composed of a header 901 and a
payload 902. The information processing apparatus 101
receives the advertising information, which makes 1t pos-

10

15

20

25

30

35

40

45

50

55

60

65

8

sible to recognize the presence of the communication appa-
ratus 151. Further, the information processing apparatus 101
can be connected to the communication apparatus 151
through Bluetooth® Low Energy by transmitting the Blu-
ctooth® Low Energy connection request to the communi-
cation apparatus 151. The header 901 1s an area 1n which
information such as the type of advertising information and
the size of the payload 902 1s stored. The payload 902 stores
information such as identification mformation, mncluding a
device name 903 and loading profile information, connec-
tion information 904 for establishing a Bluetooth® Low
Energy connection with the communication apparatus 151,
and transmission power (1x Power) 905 for transmitting
advertising information. Identification information 906
about the communication apparatus 151 may also be
included 1n the advertising information. The i1dentification
information 906 about the communication apparatus 1s, for
example, a media access control (MAC) address of the
communication apparatus 151, service information about the
communication apparatus 151, a service set identifier
(SSID) of an access point in the communication apparatus
151, or a password.

In the present exemplary embodiment, assume that the
short-range wireless communication unit 157 shifts to the
advertising state when the communication apparatus 151 1s
powered on, and starts transmission of advertising informa-
tion. However, the timing when the short-range wireless
communication unit 157 starts transmission ol advertising
information 1s not limited to the above-described timing. For
example, the transmission of advertising information may be
started at a timing when a predetermined operation for
cnabling the Bluetooth® Low Energy function 1s executed.

For example, in a case where the short-range wireless
communication unit 157 transmits first advertising informa-
tion and receives a scan response corresponding to the first
advertising information from the information processing
apparatus 101, the short-range wireless communication unit
157 may transmit second advertising nformation with a
content different from that of the first advertising informa-
tion. For example, the first advertising information includes
information about transmission power for transmitting
advertising 1nformation, and identification 1nformation
about the short-range wireless communication unit 157. The
second advertising information includes identification infor-
mation about the commumication apparatus 151, and infor-
mation about functions and hardware included in the com-
munication apparatus 151. In this configuration, for
example, the printing application i1s designed to handle the
second advertising information. Accordingly, in the follow-
ing description, assume that the second advertising infor-
mation 1s handled by the printing application.

An outline of Generic Attribute Profile (GATT) commu-
nication based on Bluetooth® Low Energy standards will
now be described. The GAT'T reters to a profile for reading
and writing (transmitting and receiving) information based
on Bluetooth® Low Energy standards.

In the GATT communication, two roles, 1.e., a GAIT
client and a GAI'T server, are defined based on a data
transfer source and a data transfer destination.

The GAT'T client transmits a request to the GAT'T server,
and recerves a response from the GAT'T server. In the present
exemplary embodiment, the information processing appara-
tus 101 serves as the GATT client. The GAIT client can read
information held 1n a storage area 1n the short-range wireless
communication unit of the GATT server, and can write
information into the storage area.
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Upon receiving a request from the GATT client, the
GATT server returns a response to the GATT client. In the
present exemplary embodiment, the communication appa-
ratus 151 serves as the GAIT server and the information
processing apparatus 101 serves as the GAI'T client. The 5
GAT'T server operates as a device that stores mmformation
such as state information about the GAT'T server.

Next, a GATT data format will be described. GATT data
has a hierarchical structure as illustrated in FIG. 10 and 1s
composed of three elements called “service”, “characteris- 10
tic”, and “descriptor”’. However, GATT data may include no
descriptor. In the present exemplary embodiment, assume
that the GATT data configured by the short-range wireless
communication unit 157 includes no descriptor. Each of the
clements “service”, “characteristic”, and “descriptor” can be 15
identified by a unmiversally unique identifier (UUID) repre-
sented by 32 digits. The UUID described herein 1s used as
an 1dentifier for uniquely 1dentifying an object on software.
The UUID, which 1s a 128-bit value, 1s generally represented
in hexadecimal notation, like 550e8400-e29b-41d4-a716- 20
446655440000. For example, some of the elements “ser-
vice”, “characteristic”’, and “descriptor” are defined in Blu-
ctooth® Special Internet Group (SIG) standards, or are
unique to a vendor. The UUID {for each element unique to a
vendor 1s represented by 32 digits as described above, and 25
the UUID for each element defined in Bluetooth® SIG

standards 1s represented by four digits. Specifically, the
UUID for each element defined in Bluetooth® SIG stan-
dards 1s represented as, for example, 2A49.

The element “service” 1s obtained by grouping attributes 30
in GATT data for each common section, and each service
includes one or more characteristics. A single value 1s set for
cach characteristic. An attribute value used when additional
information 1s required for the characteristic 1s set for the
descriptor. For each of the elements “service”, “character- 35
1stic”, and “descriptor”, a read/write attribute can be set as
a setting value mdicating whether to allow the GATT client
to perform read or write processing.

The GATT client can perform read or write processing on
the value set for the designated characteristic by designating 40
the UUID for each of the elements “service” and “‘charac-
teristic”’. However, whether read or write processing can be
executed 1s based on the read/write attribute set for each of
the elements “service’” and “characteristic”.

FIG. 11 illustrates an example of GAT'T data constructed 45
by the short-range wireless communication unit 157. In the
GATT data illustrated in FIG. 11, “Service UUID” indicates
the UUID allocated to each service. “Service Name” indi-
cates the name of each service. “Characteristic UUID”
indicates the UUID allocated to each characteristic. “Char- 50
acteristic Name” indicates the name of each characteristic.
“Service Readable” indicates whether the information pro-
cessing apparatus 101 can read a value relating to each
service. “Service Writable” indicates whether the informa-
tion processing apparatus 101 can write a value relating to 55
cach service. “Characteristic Readable” indicates whether
the mformation processing apparatus 101 can read a value
relating to each characteristic. “Characteristic Writable”™
indicates whether the information processing apparatus 101
can write a value relating to each characteristic. “Charac- 60
teristic Indicatable” indicates whether a value relating to
cach characteristic can be indicated (notified) to the infor-
mation processing apparatus 101 when the communication
apparatus 151 1s updated. “Pairing Required” indicates
whether to prohibit the information processing apparatus 65
101 from writing or reading the value relating to each

characteristic if pairing 1s not established. In a case where
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“Service Readable” indicates “readable (0)” and “Charac-
teristic Readable™ indicates “readable (0)”, the information
processing apparatus 101 can read the value relating to the
corresponding characteristic. In a case where “Service Read-
able” indicates “readable (0)” and “Characteristic Readable™
indicates “not readable (blank)”, the information processing
apparatus 101 cannot read the value relating to the corre-
sponding characteristic. “Value” indicates a value set for
cach characteristic. In a case where “Pairing Required”
indicates “not required (blank)”, the information processing
apparatus 101 can read or write the value relating to the
corresponding characteristic even in a state where the infor-
mation processing apparatus 101 1s not paired with the
communication apparatus 151. On the other hand, 1n a case
where “Pairing Required” indicates “required (0)”, the infor-
mation processing apparatus 101 cannot read or write the
value relating to the corresponding characteristic if the
information processing apparatus 101 1s not paired with the
communication apparatus 151.

To establish GAT'T communication with the communica-
tion apparatus 151 through Bluetooth® Low Energy, the
information processing apparatus 101 needs to recognize
information about the structure of GATT data held 1n the
communication apparatus 151 (this information 1s hereinat-
ter referred to as GATT configuration data). Examples of the
GATT configuration data include the number of services 1n
GATT data, the number of characteristics 1n GATT data, the
value of each UUID, and an attribute 1indicating whether to
allow read processing. The GAIT configuration data does
not include the value of each characteristic. Processing for
acquiring the GAT'T configuration data held in the commu-
nication apparatus 151 1s referred to as service discovery.

Incidentally, it takes a certain time to complete service
discovery (1.e., all the GATT configuration data held 1n the
communication apparatus 151 1s acquired by the information
processing apparatus 101). In the present exemplary
embodiment, for example, 1n a case where a print data
transmission instruction 1s sent to the communication appa-
ratus 151 from the user, the information processing appara-
tus 101 establishes GATT communication with the commu-
nication apparatus 151 through Bluetooth® Low Energy.
Every time the information processing apparatus 101
attempts to establish GATT communication with the com-
munication apparatus 151 through Bluetooth® Low Energy
in response to an instruction from the user, 1t takes a certain
time for the GATT communication to be executed in
response to the instruction from the user 1n the configuration
in which service discovery 1s completed.

Accordingly, 1n the present exemplary embodiment, the
information processing apparatus 101 does not complete
service discovery 1n a case where service discovery is
already completed and the GAT'T configuration data held 1n
the communication apparatus 151 1s recognized. Further, in
the present exemplary embodiment, the information pro-
cessing apparatus 101 automatically completes first service
discovery processing without receiving an instruction to
execute service discovery from the user. In this way, 1n a
case where the information processing apparatus 101
attempts to establish GAT'T communication with the com-
munication apparatus 151 through Bluetooth® Low Energy
in response to the instruction from the user, the GAIT
communication can be promptly started 1n response to the
instruction from the user.

FIG. 12 1s a sequence diagram illustrating processing for
caching GAT'T configuration data between the information
processing apparatus 101 and the communication apparatus
151. The processing to be performed by the communication
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apparatus 151 as 1llustrated in the processing sequence 1s
implemented by the CPU 154 loading a control program
stored 1n the ROM 152 or the HDD (not 1llustrated) included
in the communication apparatus 151 into the RAM 133 and
executing the control program. The processing to be per-
formed by the information processing apparatus 101 1is
implemented by the CPU 103 loading a control program
stored in the ROM 104 or the HDD (not 1llustrated) included
in the information processing apparatus 101 ito the RAM
105 and executing the control program. The processing to be
performed by the information processing apparatus 101 1s
automatically executed when the printing application 1is
activated 1n the information processing apparatus 101. In
other words, when the printing application 1s activated, the
information processing apparatus 101 starts reception of
advertising information by the printing application.

In the following description, assume that the communi-
cation apparatus 151 1s an advertiser and the information
processing apparatus 101 1s a scanner.

In steps S201 to S1203, the short-range wireless commu-
nication unit 157 in the communication apparatus 1351
transmits advertising information. Upon recerving the adver-
tising information transmitted from the short-range wireless
communication unit 157, the information processing appa-
ratus 101 recognizes the presence of the communication
apparatus 151. The information processing apparatus 101
may determine whether to execute the processing of step
51204 and subsequent steps 1n a case where advertising
information 1s receirved in steps S1201 to S1203. In other
words, the information processing apparatus 101 need not
analyze all the received advertising information in step
51204 and subsequent steps. More specifically, the infor-
mation processing apparatus 101 determines whether the
advertising information includes information corresponding
to the printing application. Examples of the information
corresponding to the printing application include 1informa-
tion indicating that the apparatus that has transmitted the
advertising iformation includes the printing function, and
information indicating a vendor that provides the printing
application. Examples of the information corresponding to
the printing application also include information indicating,
that the apparatus that has transmitted the advertising infor-
mation 1s a type of apparatus that can 1ssue a print instruction
using the printing application. When the information pro-
cessing apparatus 101 receives advertising information and
recognizes the communication apparatus 151, the informa-
tion processing apparatus 101 acquires individual i1dentifi-
cation information included in the received advertising
information. In the present exemplary embodiment, a unique
address for identitying a Bluetooth®-compatible device (the
address 1s referred to as a Bluetooth® device (BD) address)
1s used as the individual identification information. How-
ever, the individual identification information 1s not limited
to this example. For example, the MAC address, serial
number, device name, and model number of the communi-
cation apparatus 151, and information based on a format
unique to the vendor may also be used.

In step S1204, the information processing apparatus 101
determines whether the apparatus that has transmitted the
advertising information acquired in steps S1201 to S1203 1s
an apparatus corresponding to the GATT configuration data
acquired by the information processing apparatus 101. An
example of the apparatus corresponding to the GATT con-
figuration data acquired by the information processing appa-
ratus 101 1s an apparatus with which the information pro-
cessing apparatus 101 has previously established a
connection through Bluetooth® Low Energy. Another
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example of the apparatus corresponding to the acquired
GAT'T configuration data 1s an apparatus that 1s different
from the apparatus with which the information processing
apparatus 101 has previously established a connection
through Bluetooth® Low Energy and includes the same
identification information as the i1dentification information

included 1n the apparatus with which the mformation pro-
cessing apparatus 101 has previously established a connec-
tion through Bluetooth® Low Energy. Examples of the
identification information include a model number, a name,
a vendor name, a service name, and a MAC address.
Specifically, 1n step S1204, the information processing appa-
ratus 101 compares the individual identification information
newly acquired as described above with the individual
identification information that 1s stored in a memory (ROM
104 or the like) included in the information processing
apparatus 101 and 1s already acquired from the apparatus
corresponding to the GATT configuration data acquired by
the information processing apparatus 101. If the two pieces
ol individual 1dentification information match as a result of
comparison, the result of the determination processing in
step S204 indicates “YES”. In this case, service discovery
for the apparatus that has transmitted the advertising infor-
mation acquired 1n steps S1201 to S1203 (or an apparatus
corresponding to the apparatus) 1s already executed. Accord-
ingly, the processing 1s terminated without newly executing
service discovery. On the other hand, 1f the two pieces of
individual 1dentification information do not match, the result
of the determination processing in step S1204 indicates
“NO” and the processing of step S1205 and subsequent steps
1s executed. The newly acquired individual identification
information may be a BD address randomly generated 1n the
communication apparatus 151. In this case, the determina-
tion processing in step S1204 may be executed based on
whether the acquired BD address can be decoded using a key
called an Identity Resolution Key (IRK) that 1s stored 1n the
memory included 1n the information processing apparatus
101. If the BD address can be decoded, the result of the
determination processing in step S1204 indicates “YES”. If
the BD address cannot be decoded, the result of the deter-
mination processing in step S1204 indicates “NO”.

In step S1205, the mnformation processing apparatus 101
executes processing for establishing a connection through
Bluetooth® Low Energy with the apparatus (communication
apparatus 151 1n this case) that 1s determined not to be the
apparatus with which the information processing apparatus
101 has previously established a connection through Blu-
ctooth® Low Energy. More specifically, the short-range
wireless communication unit 110 transmits CONNEC-
T_REQ as a request for shifting to a connection event for
establishing a network connection through Bluetooth® Low
Energy. When the short-range wireless communication unit
157 recetves CONNECT_REQ), the information processing,
apparatus 101 and the communication apparatus 151 prepare
for shifting to the connection event. More specifically, the
short-range wireless communication unit 110 and the short-
range wireless communication unit 157 notify the CPU 103
and the CPU 154, respectively, of completion of connection
processing for GATT communication.

Then, the information processing apparatus 101 and the
communication apparatus 151 shift from the scanner and the
advertiser to the master and the slave, respectively. The
information processing apparatus 101 serving as the master
and the communication apparatus 151 serving as the slave
establish a connection (Bluetooth® Low Energy connection)
for GATT communication.
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As described above, belore accessing the GAT'T data held
in the communication apparatus 151 through GATT com-
munication, the information processing apparatus 101 needs
to recognize the structure of GAIT data included 1n the
communication apparatus 151.

Accordingly, after the Bluetooth® Low Energy connec-
tion 1s established 1n step S1205, 1 step S1206, the nfor-
mation processing apparatus 101 starts service discovery.
More specifically, the information processing apparatus 101
transmits a discovery request for requesting GAT'T configu-
ration data held in the communication apparatus 151 to the
communication apparatus 151. In response to the discovery
request, the communication apparatus 151 transmits a part
of the GAT'T configuration data to the information process-
ing apparatus 101. Based on the received part of the GATT
configuration data, the information processing apparatus 101
identifies an area 1 which a predetermined type of infor-
mation called a hash value 1s stored in the GATT data held

in the communication apparatus 151, and reads the hash
value. The hash value 1s a value stored in Database Hash
Characteristic corresponding to the characteristic UUID
“Ox2B2A” 1llustrated in FIG. 11. The communication appa-
ratus 151 stores the hash value, which 1s preliminarily
calculated by the communication apparatus 151 based on the
configuration of GAI'T data, as the value of Database Hash
Characteristic. The hash value 1s a value uniquely deter-
mined based on the configuration of GAT'T data held in the
communication apparatus 151.

The information processing apparatus 101 stores the hash
value read from the apparatus with which the information
processing apparatus 101 has previously established a con-
nection through Bluetooth® Low Energy in the memory
(e.g., ROM 104) included in the information processing
apparatus 101. Accordingly, 1n step S207, the information
processing apparatus 101 determines whether the hash value
read 1n step S1206 matches any one of the previously-read
hash values (hash values stored 1in the memory included in
the information processing apparatus 101). Thus, the infor-
mation processing apparatus 101 determines whether the
communication apparatus 151 1s a terminal with which the
information processing apparatus 101 has previously estab-
lished a connection through Bluetooth® Low Energy. In this
case, the information processing apparatus 101 may use not
only the hash value, but also other information, imncluding
individual identification information such as the BD address
of the communication apparatus 151, as determination con-
ditions.

If the determination result 1n step S207 indicates “NO”,
the information processing apparatus 101 continues service
discovery to recognize the rest of the GAT'T configuration
data held 1n the communication apparatus 151. Accordingly,
in step S1208, the mmformation processing apparatus 101
transmits a discovery request for requesting the GATT
configuration data held 1in the communication apparatus 151
to the communication apparatus 151. In step S209, the
communication apparatus 151 that has received the discov-
ery request transmits the rest of the GATT configuration data
to the information processing apparatus 101. Transmission
and reception of the discovery request and transmission and
reception of GATT configuration data are repeated by the

number of times corresponding to the number of elements
”, “characteristic”’, and “descriptor” in the GATT

“service
data. Accordingly, in step S1210, transmission and reception
of the discovery request and transmission and reception of
GAT'T configuration data are repeated until transmission of
all GAT'T configuration data 1s completed.
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After the transmission of all GATT configuration data 1s
completed, in step S1211, the information processing appa-
ratus 101 stores, as a cache, the GATT configuration data
held 1n the communication apparatus 151 in the memory
included 1n the imnformation processing apparatus 101. In this
case, the information processing apparatus 101 associates
the cache of the GAT'T configuration data of the communi-
cation apparatus 151 with the hash value obtained from the
communication apparatus 151 and stores the GATT configu-
ration data and the hash value in the memory. Further, the
information processing apparatus 101 may associate other
information, including the individual identification informa-
tion such as the MAC address of the communication appa-
ratus 151 to store the mformation in the memory. Further-
more, the information processing apparatus 101 may
associate information about a time when data 1s cached to
store the information. Service discovery, which does not
include processing for acquiring the value of each charac-
teristic, can be executed even i1n a state where pairing
between the information processing apparatus 101 and the
communication apparatus 151 1s not executed.

If the determination result in step S1207 indicates “YES”,
the information processing apparatus 101 has already cached
the GAT'T configuration data of the communication appara-
tus 151, and thus the processing of steps S1208 to S1211 1s
omltted In other words, the information processing appa-
ratus 101 interrupts the processing without completing ser-
vice discovery.

The acquisition of the GATT configuration data held 1n
the communication apparatus 151 enables the information
processing apparatus 101 to execute any GATT communi-
cation with the communication apparatus 151 in the subse-
quent processing. Accordingly, in step S1212, the informa-
tion processing apparatus 101 executes any GATT
communication with the communication apparatus 1351.

After completion of GAITT communication, in step
S1213, the information processing apparatus 101 transmuits
a release request. In step S1214, the communication appa-
ratus 151 that has received the release request transmits a
release response, and then terminates the Bluetooth® Low
Energy connection with the information processing appara-
tus 101. When the Bluetooth® Low Energy connection
between the information processing apparatus 101 and the
communication apparatus 151 1s terminated, the information
processing apparatus 101 and the communication apparatus
151 return to their original functions, 1.€., the scanner and the
advertiser, respectively, and the communication apparatus
151 resumes transmission of advertising information.

FIG. 4 1s a flowchart illustrating GATT configuration data
caching processing to be executed by the information pro-
cessing apparatus 101. This processing 1s implemented by
the CPU 103 loading a control program and a printing
application stored 1in the ROM 104 or the HDD (not 1llus-
trated) included 1n the mnformation processing apparatus 101
into the RAM 105 and executing these programs. This
processing 1s started 1n response to an instruction to activate
the printing application 1n the information processing appa-
ratus 101.

In step S401, the CPU 103 activates the printing appli-
cation 1n foreground.

In step S402, the CPU 103 receives advertising informa-
tion.

In step S403, the CPU 103 determines whether the
apparatus that has transmitted the received advertising infor-
mation 1s an apparatus corresponding to the GAT'T configu-
ration data acquired by the mnformation processing apparatus
101. If the CPU 103 determines that the apparatus that has
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transmitted the received advertising information does not
correspond to the acquired GAT'T configuration data (NO 1n
step S403), the processing proceeds to step S404. If the CPU
103 determines that the apparatus that has transmitted the
received advertising information corresponds to the
acquired GAT'T configuration data (YES 1n step S403), the
processing returns to step S402. In step S402, the CPU 103
waits for reception of adverting information from another
apparatus without executing service discovery to the appa-
ratus that has transmitted the received advertising informa-

tion. This processing corresponds to the processing of step
S1204.

In step S404, the CPU 103 establishes a Bluetooth® Low
Energy connection with the apparatus that has transmitted
the recetved advertising information, and starts service dis-
covery. This processing corresponds to the processing of
step S1203.

In step S405, the CPU 103 acquires a hash value from the
apparatus that has transmitted the received advertising infor-

mation. This processing corresponds to the processing of
step S1206.

In step S406, the CPU 103 determines whether the hash
value acquired 1n step S405 matches the previously-acquired
hash value. If the CPU 103 determines that the hash values
do not match (NO 1n step S406), the processing proceeds to
step S407. If the CPU 103 determines that the hash values
match (YES 1n step S406), service delivery for the apparatus
that has transmitted the received advertising information 1s
interrupted and the processing proceeds to step S408. This
processing corresponds to the processing of step S1207. IT
there 1s no hash value already acquired, 1t 1s determined that
the hash values do not match (NO 1n step S406).

In step S407, the CPU 103 continues service discovery,
acquires the rest of the GAT'T configuration data, and caches
the acquired data. This processing corresponds to the pro-

cessing of steps S1208 to S1211.

In step S408, the CPU 103 terminates the Bluetooth®
Low Energy connection with the apparatus that has trans-
mitted the received advertising information. This processing,
corresponds to the processing of steps S1213 and S1214.
Then, 1n step S402, the CPU 103 waits for reception of
advertising information from another apparatus.

In this way, the information processing apparatus 101
according to the present exemplary embodiment automati-
cally establishes the Bluetooth® Low Energy connection
between the mformation processing apparatus 101 and the
communication apparatus 151 without receiving a user
operation after the printing application 1s activated, and
automatically executes service discovery. Further, the infor-
mation processing apparatus 101 automatically caches infor-
mation about the structure of GATT data of the communi-
cation apparatus 151. Accordingly, 1n the present exemplary
embodiment, at least a part of service discovery can be
omitted even when an instruction to establish the GAIT
communication between the information processing appa-
ratus 101 and the communication apparatus 151 1s first
1ssued, and thus the GATT communication can be promptly
started 1n response to the nstruction from the user.

The timing when the printing application automatically
establishes the Bluetooth® Low Energy connection between
the mformation processing apparatus 101 and the commu-
nication apparatus 151 and automatically executes service
discovery 1s not limited to the above-described timing. The
above-described processing may be executed at any timing
before an istruction (e.g., handover instruction) for estab-
lishing the Bluetooth® Low Energy connection between the

information processing apparatus 101 and the communica-
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tion apparatus 151 1s intentionally 1ssued by the user. For
example, the above-described processing may be automati-
cally executed when an instruction to display a screen for
selecting an 1mage to be printed 1s sent to the printing
application.

In a case of receiving advertising information from a
plurality of apparatuses, the information processing appara-
tus 101 may execute service discovery for each of the
plurality of apparatuses, and may cache information about
the structure of GAIT data of each of the plurality of
apparatuses.

In the present exemplary embodiment, assume that the
processing of steps S405 to S407 1s executed by the OS of
the information processing apparatus 101. More specifically,
in step S404, if the printing application sends an 1nstruction
to establish the Bluetooth® Low Energy connection to the
OS of the mformation processing apparatus 101, the OS
automatically executes the acquisition of a hash value and
service discovery. However, the present exemplary embodi-
ment 1s not limited to this configuration. The processing of
steps S405 to S407 may be executed, for example, 1n
response to an instruction from the printing application.

As described above, 1n the present exemplary embodi-
ment, the printing application causes the imnformation pro-
cessing apparatus 101 to automatically execute service dis-
covery, and caches imnformation about the structure of GATT
data of the communication apparatus 151. In this way, the
execution of service discovery can be omitted even when the
user 1ssues an instruction to establish the Bluetooth® Low
Energy connection between the information processing
apparatus 101 and the communication apparatus 151 1n the
subsequent processing. In addition, the processing to be
executed when the Bluetooth® Low Energy connection 1s
established can be promptly started.

In the present exemplary embodiment, a registration func-
tion for registering information about the commumnication
apparatus 151 1s executed on the printing application as an
example of processing to be executed when the Bluetooth®
Low Energy connection 1s established. FIG. 13 1s a sequence
diagram 1illustrating the registration function between the
information processing apparatus 101 and the communica-
tion apparatus 151. The processing to be performed by the
communication apparatus 151 1llustrated 1n the processing
sequence 1s implemented by the CPU 134 loading a control
program stored in the ROM 152 or the HDD (not 1llustrated)
included 1n the communication apparatus 151 into the RAM
153 and executing the control program. The processing to be
performed by the information processing apparatus 101 1s
implemented by the CPU 103 loading a control program and
a printing application stored in the ROM 104 or the HDD
(not illustrated) included 1n the information processing appa-
ratus 101 into the RAM 105 and executing these programs.
Further, the processing to be performed by the information
processing apparatus 101 1s started in a state where the
printing application 1s activated in the information process-
ing apparatus 101. This processing 1s started 1n a state where
Bluetooth® Low Energy pairing between the information
processing apparatus 101 and the communication apparatus
151 1s not executed.

In the following description, assume also that the com-
munication apparatus 151 1s an advertiser and the informa-
tion processing apparatus 101 1s a scanner.

In step S301, the mnformation processing apparatus 101
receives an instruction to execute the registration function
from the user. More specifically, for example, an operation
(e.g., pressing of a button) for mnstructing execution of the
registration function 1s recerved from the user on a screen
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displayed by the printing application. In this way, the
information processing apparatus 101 starts reception of
advertising information by the printing application.

In steps S1302 to S1304, the short-range wireless com-
munication unit 157 in the communication apparatus 151
transmits advertising information. By the short-range wire-
less communication unit 110 recerving the advertising infor-
mation transmitted from the short-range wireless commu-
nication unit 157, the information processing apparatus 101
recognizes the presence of the communication apparatus
151. In this case, the information processing apparatus 101
may receive advertising information not only from the
communication apparatus 151, but also from an apparatus
other than the communication apparatus 151.

In step S1305, the information processing apparatus 101
displays on the display unit 108 a selection screen for
receiving selection of a registration function target appara-
tus. More specifically, the information processing apparatus
101 displays a list of identification information about the
apparatus that has transmitted the advertising information
received 1n steps S1302 to S1304 on the display unit 108.
The 1dentification information 1s included 1n the advertising
information. Examples of the identification information
include a BD address, a MAC address, an internet protocol
(IP) address, a model number, and a model name. The
information processing apparatus 101 receives selection of
the registration function target apparatus from the user via
the selection screen, and the selected apparatus 1s 1dentified
as the registration function target. The following description
1s made assuming that the communication apparatus 151 1s
selected as the registration function target. If the information
processing apparatus 101 receives advertising information
only from a single apparatus during steps S1302 to S1304,
this apparatus may be identified as the registration function
target, without displaying the selection screen on the display
unit 108.

In step S1306, the information processing apparatus 101
executes processing for establishing a connection with the
communication apparatus 151 through Bluetooth® Low
Energy. More specifically, the short-range wireless commu-
nication unit 110 transmits CONNECT_REQ as a request
for shifting to a connection event for establishing a network
connection through Bluetooth® Low Energy.

Then, the information processing apparatus 101 and the
communication apparatus 151 shift from the scanner and the
advertiser to the master and the slave, respectively. The
information processing apparatus 101 serving as the master
and the communication apparatus 151 serving as the slave
establish a connection (Bluetooth® Low Energy connection)
for GATT communication.

After the Bluetooth® Low Energy connection is estab-
lished 1 S1306, 1n step S1307, the information processing
apparatus 101 starts service discovery. More specifically, the
information processing apparatus 101 transmits a discovery
request for requesting GATT configuration data held 1n the
communication apparatus 151 to the communication appa-
ratus 151. With this request, the communication apparatus
151 transmits a part of the GAT'T configuration data to the
information processing apparatus 101 as a response to the
discovery request. Based on the received part of the GATT
configuration data, the information processing apparatus 101
determines whether an area 1n which the hash value 1s stored
in the GAT'T data of the communication apparatus 151 can
be 1denftified. If i1t 1s determined that the area can be
identified, the information processing apparatus 101 sends a
request for information included in the identified area and
reads the hash value. On the other hand, if the area cannot
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be i1dentified, the information processing apparatus 101
repeatedly receives the discovery request and a part of the
GAT'T configuration data until the GATT configuration data
with which the area 1n which the hash value 1s stored can be
identified 1s received.

The information processing apparatus 101 stores the hash
value acquired from a terminal with which the information
processing apparatus 101 has previously established a con-
nection through Bluetooth® Low Energy in the memory
(e.g., ROM 104) included in the information processing
apparatus 101. Accordingly, in step S1308, the information
processing apparatus 101 determines whether the hash value
read 1n step S1306 matches the previously acquired cached
hash value (hash value stored in the memory included 1n the
information processing apparatus 101). In this case, the
information processing apparatus 101 may use not only the
hash value, but also other information, including individual
identification information such as the MAC address of the
communication apparatus 151, as determination conditions.

In the present exemplary embodiment, the information
processing apparatus 101 automatically executes service
discovery in advance as illustrated 1n FIG. 12. Accordingly,
unless, for example, Bluetooth® Low Energy 1s activated by
the registration target apparatus immediately before the
registration function 1s executed, the information processing
apparatus 101 can determine that the hash values match 1n
step S1308, and thus the subsequent processing of service
discovery can be omitted. In addition, when the user inten-
tionally executes processing using the Bluetooth® Low
Energy connection (executes the registration function
through Bluetooth® Low Energy), the information process-
ing apparatus 101 can promptly start the processing without
having the user wait for the processing. IT it 1s determined
that the hash values do not match in step S1308, the
information processing apparatus 101 executes the rest of
service discovery as illustrated 1n FIG. 12. After completion
ol service discovery, the processing proceeds to step S1309.

The present exemplary embodiment described above
illustrates a configuration in which, after the Bluetooth®
Low Energy connection 1s established 1n step S1306, 1n step
S1307, the information processing apparatus 101 starts
service discovery and reads the hash value. A method for
starting service discovery and attempting to acquire a hash
value as described above 1s hereinafter referred to as a first
acquisition method. However, the present exemplary
embodiment 1s not limited to the configuration for executing
the first acquisition method. A configuration for acquiring a
hash value by another acquisition method (second acquisi-
tion method) will be described 1n detail below.

In step S1307, the information processing apparatus 101
identifies, based on the cached GAT'T configuration data, an
identifier for identifying the area in which the hash value 1s
included 1 the GATT data corresponding to the GAIT
configuration data, without starting service discovery. The
identifier 1s, for example, a handle value. Further, the
information processing apparatus 101 directly requests the
communication apparatus 151 to send a value included 1n
the area corresponding to the identified identifier, and
acquires the value. A method for attempting to acquire a
hash value without starting service discovery 1n this way 1s
referred to as the second acquisition method. In this case, if
the communication apparatus 151 includes the same GATT
configuration data as the GAT'T configuration data cached by
the mformation processing apparatus 101, the information
processing apparatus 101 acquires the value identical to the
cached hash value. On the other hand, 1f the communication
apparatus 151 includes GAT'T configuration data that 1s not
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identical to the GAIT configuration data cached by the
information processing apparatus 101, the information pro-
cessing apparatus 101 acquires a value different from the
cached hash value. The value acquired 1n this case may be
a hash value different from the cached hash value, or may
not be a hash value at all. In step S1308, the information
processing apparatus 101 determines whether the informa-
tion acquired at this time matches the cached hash value. IT
the information processing apparatus 101 determines that
the mformation matches the cached hash value, the entire
service discovery processing can be omitted. On the other
hand, 1f the information processing apparatus 101 deter-
mines that the information does not match the cached hash
value, service discovery 1s completed and then the process-
ing proceeds to step S1309. If there 1s a plurality of pieces
of cached GATT configuration data, the information pro-
cessing apparatus 101 may execute the processing ol 1den-
tifying the identifier based on GATT configuration data and
acquiring information based on the identifier by up to the
number of times corresponding to the number of pieces of
cached GATT configuration data until it 1s determined that
the information matches the cached hash value. Alterna-
tively, 1f there 1s a plurality of pieces of cached GATT
configuration data, the information processing apparatus 101
may execute the identification processing and acquisition
processing described above based only on the GATT con-
figuration data corresponding to the communication appa-
ratus 151 connected through Bluetooth® Low Energy
among the plurality of pieces of cached GAT'T configuration
data. In other words, the GAT'T configuration data corre-
sponding to the communication apparatus 151 connected
through Bluetooth® Low Energy 1s GAIT configuration
data that 1s more likely to be the GATT configuration data of
the communication apparatus 151 connected through Blu-
ctooth® Low Energy. More specifically, for example, the
GATT configuration data 1s GAITT configuration data
acquired from an apparatus including the same 1dentifier as
the 1dentifier of the communication apparatus 151 connected
through Bluetooth® Low Energy. Examples of the identifier
include information indicating the name or model name of
the apparatus, the vendor of the apparatus, a service pro-
vided by the apparatus, or the like. According to this
configuration, the entire service discovery processing for the
apparatus 1including the cached GATT configuration data can
be omitted. Information acquired by the second acquisition
method may be iformation other than a hash value. For
example, the information processing apparatus 101 may
identify, based on the cached GAT'T configuration data, an
identifier for identifying an area in which a specific value
different from the hash value 1s included 1n the GAT'T data
corresponding to the GAT'T configuration data. Further, the
information processing apparatus 101 may directly request
the communication apparatus 151 to send a value included
in the area corresponding to the 1dentified 1dentifier, and may
acquire the value. Furthermore, the information processing
apparatus 101 may determine whether the information
acquired at this time matches the cached specific value.
However, a value other than the hash value can be changed
cven when the configuration of GATT data 1s not changed.
Accordingly, a hash value 1s preferably used to execute the
determination processing accurately.

The use of the GATT configuration data held in the
communication apparatus 151 enables the information pro-
cessing apparatus 101 to execute any GAT'T communication
with the communication apparatus 151. Accordingly, in step
S1309, the information processing apparatus 101 commu-
nicates various information through GATT communication
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based on the GAT'T configuration data of the communication
apparatus 151. More specifically, the information processing
apparatus 101 acquires {first connection nformation for
establishing a Wi1-Fi® connection with the communication
apparatus 151 operating 1 an access point (AP) mode 1,
second connection information for establishing a Wi-Fi®
connection with the communication apparatus 151 operating
in an AP mode 2, identification information about the
communication apparatus 151, and the like. The AP mode 1s
a mode mm which a predetermined AP in the information
processing apparatus 101 1s activated and the information
processing apparatus 101 operates as the AP. Specific
examples of the connection information include an SSID
and a password. Examples of the identification information
about the communication apparatus 151 include the serial
number of the communication apparatus 151, the MAC
address of the communication apparatus 151, and the Bon-
jour name of the commumnication apparatus 151. The infor-
mation processing apparatus 101 may acquire the second
connection information through Wi-Fi® communication in
step S1313 to be described below, imstead of using Blu-
ctooth® Low Energy communication in step S309. If pairing
between the information processing apparatus 101 and the
communication apparatus 151 1s not executed, the informa-
tion processing apparatus 101 may execute paring with the
communication apparatus 151 before acquiring various
information as described above. After acquiring various
information as described above, the information processing
apparatus 101 transmits an instruction for causing the com-
munication apparatus 151 to operate 1n the AP mode 1 to the
communication apparatus 151 through GATT communica-
tion. With this operation, the communication apparatus 151
starts operation in the AP mode 1. In the present exemplary
embodiment, when the communication apparatus 151 oper-
ates 1n the AP mode 1, the Wi-Fi® connection uses a
frequency band of 2.4 GHz, but instead a frequency band of
5 GHz may be used.

In step S1310, the information processing apparatus 101
transmits a release request. In step S311, the communication
apparatus 151 that has received the release request transmits
a release response, and terminates the Bluetooth® Low
Energy connection between the information processing
apparatus 101 and the communication apparatus 151. After
the Bluetooth® Low Energy connection between the infor-
mation processing apparatus 101 and the communication
apparatus 151 1s terminated, the information processing
apparatus 101 and the communication apparatus 151 return
to their original functions, 1.e., the scanner and the adver-
tiser, respectively, and the communication apparatus 151
resumes transmission of advertising information. While the
configuration in which the Bluetooth® Low Energy connec-
tion 1s terminated after the GAITT communication 1s
described above, the present exemplary embodiment 1s not
limited to this configuration. In this case, the processing of
steps S1310 and S1311 may be omitted and the Bluetooth®
Low Energy connection may be maintained.

In step S1312, the mnformation processing apparatus 101
establishes a Wi-Fi® connection between the information
processing apparatus 101 and the communication apparatus
151 operating in the AP mode 1 by using the first connection
information acquired 1n step S1309. Belore establishing the
Wi-F1® connection between the information processing
apparatus 101 and the communication apparatus 151 oper-
ating 1n the AP mode 1, the information processing appara-
tus 101 stores the Wi-Fi® setting of the information pro-
cessing apparatus 101 before the Wi-Fi® connection 1s

established.
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In step S1313, the information processing apparatus 101
executes Wi-Fi® communication for registering the com-
munication apparatus 151 on the printing application. More
specifically, first, the information processing apparatus 101
acquires 1nformation for registering the communication
apparatus 151 on the printing application from the commu-
nication apparatus 151 wvia the Wi-Fi® connection.
Examples of the mnformation for registering the communi-
cation apparatus 151 on the printing application include
information about the capability of the communication appa-
ratus 151 and the serial number and MAC address of the
communication apparatus 151. Examples of the information
about the capability of the communication apparatus 151
include information about a recording medium that can be
used for printing by the communication apparatus 151,
information indicating whether the communication appara-
tus 151 can execute double-sided printing, and information
indicating whether the communication apparatus 151 can
execute color printing. When the communication apparatus
151 1s registered on the printing application, a button for
receiving a job transmission instruction from the user i1s
ecnabled. As a result, the information processing apparatus
101 can transmit a job to the communication apparatus 151,
which 1s registered on the printing application, by using the
printing application. The printing application can display a
print setting screen based on the received information about
the capability of the communication apparatus 151. The
printing application can generate a print job based on a print
setting input on the print setting screen.

Then, 1n the Wi-F1® communication, the information
processing apparatus 101 transmits an istruction for inter-
rupting the operation 1n the AP mode 1 to the communica-
tion apparatus 151 via the Wi-Fi® connection. Upon receiv-
ing the instruction, the communication apparatus 151
interrupts the operation in the AP mode 1 and resets the
Wi-Fi® setting of the communication apparatus 151 to the
state before operating in the AP mode 1. In this case, the
information processing apparatus 101 also resets the Wi-Fi®
setting of the information processing apparatus 101 to the
state betfore establishment of the Wi-F1® connection 1n step
S312. More specifically, the CPU 103 resets the Wi-Fi®
connection destination of the information processing appa-
ratus 101 to the connection destination before establishment
of the Wi-F1® connection 1 step S1312 based on the
information stored in step S1312. If another Wi-Fi® con-
nection 1s not established before the Wi-Fi® connection 1s
established 1n step S1312, the information processing appa-
ratus 101 simply disconnects the Wi-Fi® connection
between the communication apparatus 151 and the informa-
tion processing apparatus 101.

In this manner, the communication apparatus 151 with
which communication 1s established 1s registered on the
printing application, thereby enabling the information pro-
cessing apparatus 101 to transmit a job to the communica-
tion apparatus 151 with which communication 1s established
in the subsequent processing. The communication apparatus
151 starts operation in the AP mode 2 by the registration
function. Accordingly, in a case where the user sends an
instruction to transmit a job, the information processing
apparatus 101 establishes the Wi-Fi® connection with the
communication apparatus 151 operating in the AP mode 2
by using the second connection information, and transmits
the job to the communication apparatus 151 via the Wi-F1®
connection.

FIG. 5 1s a flowchart illustrating a registration function to
be executed by the information processing apparatus 101.
This processing 1s implemented by the CPU 103 loading a
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control program and a printing application stored in the
ROM 104 or the HDD (not illustrated) included in the
information processing apparatus 101 into the RAM 105 an

executing these programs. This processing 1s started 1n a
state where the printing application 1s activated in the
information processing apparatus 101. Further, this process-
ing 1s started 1n a state where pairing between the informa-
tion processing apparatus 101 and the communication appa-
ratus 151 through Bluetooth® Low Energy is not executed.

In step S501, the CPU 103 receives a registration function
execution instruction from the user. This processing corre-
sponds to the processing of step S1301.

In step S502, the CPU 103 receives advertising informa-
tion. In this case, the information processing apparatus 101
may receive advertising information not only from the
communication apparatus 151, but also from an apparatus
other than the communication apparatus 151. This process-
ing corresponds to the processing of steps S1302 to S1304.

In step S503, the CPU 103 displays a selection screen for
receiving selection of the registration function target appa-
ratus on the display unit 108. This processing corresponds to
the processing of step S1305.

In step S3504, the CPU 103 identifies the registration
function target apparatus based on an mput on the selection
screen.

In step S505, the CPU 103 establishes a Bluetooth® Low
Energy connection with the registration function target
apparatus 1dentified in step S504, and starts service discov-
ery. This processing corresponds to the processing of step
S1306.

In step S506, the CPU 103 acquires a hash value from the
registration function target apparatus 1dentified 1n step S504.
This processing corresponds to the processing of step
S1307.

In step S507, the CPU 103 determines whether the hash
value acquired 1n step S506 matches the previously-acquired
hash value. If the hash values do not match (NO 1n step
S507), the processing proceeds to step S508. If the hash
values match (YES 1n step S3507), service discovery for the
registration function target apparatus identified 1n step S504
1s interrupted and the processing proceeds to step S509. This
processing corresponds to the processing of step S1308.

In step S508, the CPU 103 continues service discovery,
acquires the rest of the GAT'T configuration data, and caches
the acquired data.

In step S509, the CPU 103 executes the registration
function based on the GATT configuration of the registration
function target apparatus identified 1n step S504. This pro-
cessing corresponds to the processing of steps S1309 to
S313.

In this manner, 1n the present exemplary embodiment, the
information processing apparatus 101 automatically
executes service discovery 1n advance. Accordingly, in the
function including GATT communication, such as the reg-
1stration function, at least a part of service discovery can be
omitted even 1n a state where pairing between the informa-
tion processing apparatus 101 and the communication appa-
ratus 151 through Bluetooth® Low Energy 1s not executed.
Thus, the function including GATT communication can be
promptly executed.

While, 1n the present exemplary embodiment described
above, the registration function 1s described as an example
of the function including GATT communication, the present
exemplary embodiment 1s not limited to this example. Any
function may be used as long as the function can perform
GATT communication in response to an instruction from the
user.
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For example, a handover function may be executed as the
function including GATT communication. The handover
function 1s processing to be executed when an instruction to
transmit a job 1s 1ssued Ifrom the user. In the handover
function, the mmformation processing apparatus 101 estab- 5
lishes a Bluetooth® Low Energy connection with the com-
munication apparatus 151, and recerves information (e.g.,
the first connection information described above) for estab-
lishing a W1-Fi® connection with the communication appa-
ratus 151 through GATT communication. Further, the infor- 10
mation processing apparatus 101 establishes a Wi-Fi®
connection with the communication apparatus 151 by using
the received information, and transmits the job to the com-
munication apparatus 151 via the Wi-Fi® connection. Thus,
also 1n the handover function, service discovery can be 15
omitted by applying the present exemplary embodiment
thereto.

For example, a Wi1-F1® setup function may be executed as
the function including GATT communication. In the Wi-Fi®
setup function, the information processing apparatus 101 20
establishes a Bluetooth® Low Energy connection with the
communication apparatus 151, and transmits information for
establishing a Wi1-F1® connection with an external access
point to the communication apparatus 151 through GATT
communication. In this way, the communication apparatus 25
151 establishes the Wi-Fi® connection with the external
access point by using the immformation. In this case, the
external access point to be connected with the communica-
tion apparatus 151 may be an external access point to be
connected with the information processing apparatus 101 via 30
Wi-Fi® connection, or may be an access point selected from
a l1st of external access points that can be connected with the
communication apparatus 151. In the latter case, the infor-
mation processing apparatus 101 acquires, via GATT com-
munication, the list of external access points that can be 35
connected with the communication apparatus 151, and dis-
plays the acquired list on the display umt 108 to receive
selection. Also, 1n the Wi-Fi® setup function, at least a part
of service discovery can be omitted by applying the present
exemplary embodiment. 40

In the present exemplary embodiment, assume that the
processing of steps S3506 to S508 1s executed by the OS of
the information processing apparatus 101. More specifically,
in step S503, 1f the printing application instructs the OS of
the information processing apparatus 101 to establish the 45
Bluetooth® Low Energy connection, the OS automatically
executes the acquisition of a hash value and service discov-
ery. However, the present exemplary embodiment i1s not
limited to this configuration. The processing of steps S506 to
S508 may be executed, for example, based on an 1nstruction 50
from the printing application.

As described above, 1 the processing for automatically
acquiring GATT configuration data, upon receiving adver-
t1sing information, the information processing apparatus 101
determines whether GATT configuration data 1s already 55
acquired from the apparatus that has transmitted the adver-
tising information. Further, if GATT configuration data 1s
already acquired from the apparatus that has transmitted the
advertising information, the information processing appara-
tus 101 does not acquire a hash value and GAT'T configu- 60
ration data. However, 1n the communication apparatus 151,
the structure of GATT data may be changed by firmware
update or the like. If the structure of GATT data 1s changed,
information cached 1n the information processing apparatus
101 cannot be used any more. Further, 11 a certain time has 65
clapsed after GATT configuration data 1s cached, 1t 1s highly
likely that the structure of GATT data 1s changed. Accord-
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ingly, a second exemplary embodiment illustrates a configu-
ration 1n which, 1f a certain time has elapsed after the GAT'T
configuration data 1s cached, acquisition of a hash value and
caching of GAIT configuration data are executed again.
Unless otherwise described, the configuration of the com-
munication system according to the second exemplary
embodiment 1s similar to the configuration of the commu-
nication system according to the first exemplary embodi-
ment.

FIG. 6 1s a tlowchart illustrating GATT configuration data
caching processing to be executed by the information pro-
cessing apparatus 101. This processing 1s implemented by
the CPU 103 loading a control program and a printing
application stored in the ROM 104 or the HDD (not 1llus-
trated) included 1n the mnformation processing apparatus 101
into the RAM 105 and executing these programs. This
processing 1s started based on 1ssuance of an instruction
indicating that the printing application 1s activated in the
information processing apparatus 101.

The processing of steps S601 to S608 1s similar to the
processing of steps S401 to S408, and thus the descriptions
thereol are omitted. In step S607, not only GATT configu-
ration data, but also information about a time when GATT
configuration data 1s acquired 1s cached.

In step S609 to be executed 11 1t 1s determined that the
apparatus that has transmitted the receirved advertising infor-
mation does not correspond to the acquired GATT configu-
ration data (NO 1n step S603), the CPU 103 determines
whether a predetermined time has elapsed since the CPU
103 acquires GATT configuration data from the apparatus
that has transmitted the adverting information received in
step S602. The predetermined time 1s, for example, a time
corresponding to a month. If the CPU 103 determines that
the predetermined time has elapsed (YES 1n step S609), the
processing proceeds to step S604, and the processing in step
S604 and the subsequent steps are executed. More speciii-
cally, the CPU 103 acquires a hash value from the apparatus
that has transmitted the advertising information received in
step S602, and checks 1n detail whether the GAT'T configu-
ration data of the apparatus 1s already acquired. Further, i
the GATT configuration data of the apparatus 1s changed due
to the lapse of time, the CPU 103 acquires GAT'T configu-
ration data again from the apparatus. In this case, the CPU
103 may discard the GATT configuration data that 1s pre-
viously acquired from the apparatus (not latest data). On the
other hand, 1t the CPU 103 determines that the predeter-
mined time has not elapsed (NO 1n step S609), the process-
ing returns to step S602 to wait for reception of adverting
information from another apparatus, without newly acquir-
ing a hash value or GAIT configuration data from the
apparatus.

With this configuration, 1f a certain time has elapsed after
GATT configuration data 1s previously acquired and the
configuration of GATT data held in the communication
apparatus 131 1s changed, GATT configuration data can be
acquired again.

As described above, 1n the processing for automatically
acquiring GATT configuration data, 11 advertising informa-
tion 1s received, the information processing apparatus 101
determines whether GATT configuration data 1s already
acquired from the apparatus that has transmitted the adver-
tising information. Further, if GATT configuration data 1s
already acquired from the apparatus that has transmitted the
advertising information, the information processing appara-
tus 101 does not acquire a hash value or GAT'T configuration
data. In the communication apparatus 151, the structure of
GAT'T data may be changed by firmware update or the like.
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If the structure of GATT data 1s changed, information cached
in the imformation processing apparatus 101 cannot be used
any more. If the advertising information transmitted from
the communication apparatus 151 i1s changed from the
advertising information transmitted when GATT configura-
tion data 1s acquired, it 1s highly likely that the structure of
the GATT data i1s changed. Thus, 1n a third exemplary
embodiment, a configuration 1s described 1n which acquisi-
tion of a hash value and caching of GAT'T configuration data
are executed again when the advertising information trans-
mitted from the communication apparatus 151 i1s changed
from the advertising information transmitted when GATT
configuration data 1s acquired. Unless otherwise described,
the configuration of the communication system according to
the third exemplary embodiment 1s similar to the configu-
ration of the communication system according to the first
exemplary embodiment.

FI1G. 7 1s a flowchart illustrating GAT'T configuration data
caching processing to be executed by the mformation pro-
cessing apparatus 101. This processing 1s implemented by
the CPU 103 loading a control program and a printing
application stored 1n the ROM 104 or the HDD (not 1llus-
trated) included 1n the information processing apparatus 101
into the RAM 105 and executing these programs. This
processing 1s started based on 1ssuance of an instruction
indicating that the printing application 1s activated in the
information processing apparatus 101.

The processing of steps S701 to S708 1s similar to the
processing ol steps S401 to S408, and thus the descriptions
thereol are omitted. In step S707, the advertising informa-
tion transmitted by the apparatus that has acquired GAT'T
configuration data 1s also cached in association with the
GAT'T configuration data.

In step S709 to be executed if 1t 1s determined that the
apparatus that has transmitted the received advertising infor-
mation does not correspond to the acquired GAT'T configu-
ration data (NO 1n step S703), the CPU 103 determines
whether the advertising information received in step S702
matches the advertising information previously received
from the apparatus that has transmitted the advertising
information received 1n step S702. As described above, the
cached GATT configuration data 1s associated with the
advertising information. Accordingly, the already-cached
advertising information 1s used as the advertising informa-
tion previously received from the apparatus that has trans-
mitted the advertising information received in step S702. IT
it 1s determined that the advertising information received 1n
step S702 matches the previously-received advertising infor-
mation (YES 1n step S709), the processing proceeds to step
S704, and the processing 1n step S704 and the subsequent
steps are executed. More specifically, the CPU 103 acquires
a hash value from the apparatus that has transmitted the
advertising information received in step S602, and checks 1n
detail whether GATT configuration data of the apparatus 1s
already acquired. Further, 11 the GATT configuration data
held 1n the apparatus 1s changed due to the lapse of time, the
CPU 103 acquires GATT configuration data again from the
apparatus. In this case, the CPU 103 may discard the GATT
configuration data that 1s previously acquired from the
apparatus (not latest data). On the other hand, 1f it 1s
determined that the advertising information received 1n step
S702 does not match the previously-received advertising
information (NO 1n step S709), the processing returns to step
S702 to wait for reception of adverting information from
another apparatus, without newly acquiring a hash value or
GAT'T configuration data from the apparatus.
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With this configuration, if the advertising information
transmitted when GATT configuration data 1s previously
acquired 1s changed and the configuration of GATT data held
in the communication apparatus 151 i1s changed, GAIT
configuration data can be acquired again.

In the first exemplary embodiment, two hash value check-
ing methods, 1.e., the first acquisition method and the second
acquisition method are described. In a fourth exemplary
embodiment, a configuration for appropniately controlling
which method 1s used depending on the situation will be
described. Unless otherwise described, the configuration of
the communication system according to the fourth exem-
plary embodiment 1s similar to the configuration of the
communication system according to the first exemplary
embodiment.

FIG. 8 1s a flowchart illustrating a registration function to
be executed by the information processing apparatus 101.
This processing 1s implemented by the CPU 103 loading a
control program and a printing application stored in the
ROM 104 or the HDD (not illustrated) included in the
information processing apparatus 101 into the RAM 105 and
executing these programs. This processing 1s started 1n a
state where the printing application 1s activated in the
information processing apparatus 101.

The processing of steps S801 to S805 1s similar to the
processing of steps S501 to S505 and the processing of steps
S807 to S809 1s siumilar to the processing of steps S507 to
S509, and thus the descriptions thereof are omitted.

In step S810 to be executed after step S80S, the CPU 103
determines whether the communication apparatus 151 that
has established the Bluetooth® LLow Energy connection with
the information processing apparatus 101 in step S805 1s an
apparatus corresponding to the GAIT configuration data
cached by the mformation processing apparatus 101. The
apparatus corresponding to the cached GATT configuration
data 1s, for example, an apparatus including the same
identifier as the identifier of the apparatus that has acquired
the cached GAT'T configuration data. Examples of the iden-
tifier include information indicating the name or model
name of the apparatus, the vendor of the apparatus, a service
provided by the apparatus. In the present exemplary embodi-
ment, assume that the information processing apparatus 101
also stores the i1dentifier included in the apparatus that has
acquired the GATT configuration data 1n association with
the cached GATT configuration data during caching of the
GAT'T configuration data. If the CPU 103 determines that
the communication apparatus 151 that has established the
Bluetooth® Low Energy connection with the information
processing apparatus 101 1n step S805 1s not an apparatus
corresponding to the cached GAIT configuration data (NO
in step S810), the processing proceeds to step S811. If the
CPU 103 determines that the communication apparatus 151
that has established the Bluetooth® Low Energy connection
with the mnformation processing apparatus 101 in step S805
1s an apparatus corresponding to the cached GATT configu-
ration data (YES 1n step S810), the processing proceeds to
step S812. If the CPU 103 includes a plurality of pieces of
cached GATT configuration data, the CPU 103 executes the
determination processing by using the plurality of pieces of
cached GAIT configuration data. If the communication
apparatus 151 corresponds to at least one of the plurality of
pieces of cached GAT'T configuration data, it 1s determined
that the communication apparatus 151 that has established
the Bluetooth® Low Energy connection with the informa-
tion processing apparatus 101 1n step S803 1s an apparatus
corresponding to the cached GATT configuration data (YES
in step S810). If the communication apparatus 151 corre-
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sponds to none of the pieces of cached GAT'T configuration
data, 1t 1s determined that the communication apparatus 151
that has established the Bluetooth® Low Energy connection
with the information processing apparatus 101 in step S805
1s not an apparatus corresponding to the cached GAIT
configuration data (NO 1n step S810).

If the communication apparatus 151 that has established
the Bluetooth® Low Energy connection with the informa-
tion processing apparatus 101 1s an apparatus that does not
include the same 1dentifier as the identifier of the apparatus
that has acquired the cached GATT configuration data, 1t 1s
highly likely that the information processing apparatus 101
has not already cached the GATT configuration data of the
communication apparatus 151. I the information processing
apparatus 101 has cached a plurality of pieces of GATT
configuration data, the information processing apparatus 101
cannot 1dentily the GAIT configuration data that 1s more
likely to be the GATT configuration data of the communi-
cation apparatus 151 among the plurality of pieces of GATT
configuration data. If the second acquisition method 1is
executed 1n a state where the GAT'T configuration data that
1s more likely to be the GAIT configuration data of the
communication apparatus 151 cannot be 1dentified, it takes
a lot of time to determine whether the GATT configuration
data of the communication apparatus 151 1s already cached.
This 1s because, 1n this configuration, 1f the CPU 103 cannot
acquire a hash value after attempting to acquire a hash value
using any one of the pieces of GAIT configuration data,
there 1s a need to acquire a hash value again using another
GAT'T configuration data. Accordingly, the CPU 103 need to
repeatedly attempt to acquire a hash value by the second
acquisition method by up to the number of times corre-
sponding to the number of pieces of GATT configuration
data cached by the information processing apparatus 101.

Accordingly, 1 step S811 to be executed 11 it 1s deter-
mined that the communication apparatus 151 that has estab-
lished the Bluetooth® Low Energy connection with the
information processing apparatus 101 1n step S803 1s not an
apparatus corresponding to the cached GAIT configuration
data (NO 1n step S810), the CPU 103 acquires a hash value
by the first acquisition method. More specifically, the CPU
103 executes service discovery, 1identifies the area including
the hash value based on at least a part of the GAIT
configuration data acquired by service discovery, and then
attempts to acquire the hash value. Then, the processing
proceeds to step S807. In step S807, 1t 1s determined whether
the value acquired in step S811 matches the already-cached
hash value.

On the other hand, 1f the communication apparatus 151
that has established the Bluetooth® Low Energy connection
with the iformation processing apparatus 101 1s an appa-
ratus 1ncluding the same identifier as the identifier of the
apparatus that has acquired the cached GAT'T configuration
data, it 1s highly likely that the information processing
apparatus 101 has already cached the GATT configuration
data of the communication apparatus 151. It the information
processing apparatus 101 has cached a plurality of pieces of
GATT configuration data, the information processing appa-
ratus 101 can i1dentily the GATT configuration data that 1s
more likely to be the GATT configuration data of the
communication apparatus 151 among the plurality of pieces
of GATT configuration data. If the second acquisition
method 1s executed 1n a state where the GATT configuration
data that 1s more likely to be the GATT configuration data of
the communication apparatus 151 can be identified, a hash
value can be promptly acquired from the communication
apparatus 151.
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Accordingly, 1n step S811 to be executed if the commu-
nication apparatus 1351 that has established the Bluetooth®
Low Energy connection with the information processing
apparatus 101 1n step S805 1s not an apparatus correspond-
ing to the cached GATT configuration data (NO 1n step
S810), the CPU 103 acquires a hash value by the second
acquisition method. More specifically, the CPU 103 1denti-
fies the area including the hash value based on the cached
GAT'T configuration data that 1s more likely to be the GATT
configuration data of the communication apparatus 151,
without executing service discovery, and then attempts to
acquire the hash value. After that, the processing proceeds to
step S807. In step S807, 1t 1s determined whether the hash
value acquired 1n step S811 matches the already-cached hash
value.

The processing of step S807 and subsequent steps thereof
1s similar to the processing of step S507 and subsequent
steps thereof.

With this configuration, acquisition of a hash value can be
executed more appropriately.

The determination processing 1n step S810 corresponds to
the determination as to which one of the first acquisition
method and the second acquisition method 1s used. The
timing when the determination processing 1s executed 1s not
particularly limited. More specifically, for example, the
determination processing may be executed between step
S804 and step S805. In this case, the CPU 103 determines
whether the apparatus that 1s i1dentified as the registration
target 1n step S804 1s an apparatus corresponding to the
GATT configuration data cached by the information pro-
cessing apparatus 101. If 1t 1s determined that the apparatus
that 1s 1dentified as the registration target in step S804 1s an
apparatus corresponding to the cached GATT configuration
data (YES 1n step S810), step S812 1s executed after step
S805. It 1t 15 determined that the apparatus that 1s identified
as the registration target in step S804 1s not an apparatus
corresponding to the cached GAIT configuration data (NO
in step S810), step S811 1s executed after step S805.

The present disclosure can also be implemented by pro-
cessing 1n which a program for implementing one or more
functions according to the exemplary embodiments
described above 1s supplied to a system or an apparatus via
a network or a storage medium, and one or more processors
in a computer of the system or apparatus read out and
execute the program. The present disclosure can also be
implemented by a circuit (e.g., an application specific inte-
grated circuit (ASIC)) for implementing one or more func-
tions according to the exemplary embodiments described
above.

Embodiment(s) of the present disclosure can also be
realized by a computer of a system or apparatus that reads
out and executes computer executable mstructions (e.g., one
or more programs) recorded on a storage medium (which
may also be referred to more fully as a ‘non-transitory
computer-readable storage medium’) to perform the func-
tions of one or more of the above-described embodiment(s)
and/or that includes one or more circuits (e.g., application
specific mtegrated circuit (ASIC)) for performing the func-
tions of one or more of the above-described embodiment(s),
and by a method performed by the computer of the system
or apparatus by, for example, reading out and executing the
computer executable instructions from the storage medium
to perform the functions of one or more of the above-
described embodiment(s) and/or controlling the one or more
circuits to perform the functions of one or more of the
above-described embodiment(s). The computer may com-
prise one or more processors (e.g., central processing unit




US 11,386,464 B2

29

(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors to read
out and execute the computer executable instructions. The
computer executable instructions may be provided to the
computer, for example, from a network or the storage
medium. The storage medium may include, for example, one
or more of a hard disk, a random-access memory (RAM), a
read only memory (ROM), a storage of distributed comput-
ing systems, an optical disk (such as a compact disc (CD),
digital versatile disc (DVD), or Blu-ray Disc (BD)’M), a
flash memory device, a memory card, and the like.

While the present disclosure has been described with
reference to exemplary embodiments, it 1s to be understood
that the disclosure 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of priority from Japa-
nese Patent Application No. 2019-102861, filed May 31,
2019, which 1s hereby incorporated by reference herein 1n 1ts
entirety.

What 1s claimed 1s:

1. A control method for an information processing appa-
ratus that communicates with a communication apparatus
through Bluetooth® Low Energy, the control method com-
prising;:

acquiring, as a first acquisition, information indicating a

structure of Generic Attribute Profile (GATT) data
included 1n the communication apparatus upon estab-
lishment of a first connection between the communi-
cation apparatus and the information processing appa-
ratus through Bluetooth® Low Energy;

acquiring, as a second acquisition, a predetermined type

of information in the GATT data included in the com-
munication apparatus;

acquiring, as a third acquisition, at least a part of the

information indicating the structure of the GAT'T data
included 1 the communication apparatus upon estab-
lishment of a second connection between the commu-
nication apparatus and the information processing
apparatus through Bluetooth® Low Energy until an
area 1n which the predetermined type of information 1s
stored 1n the GAT'T data included 1n the communication
apparatus becomes 1dentifiable;

acquiring, as a fourth acquisition, the predetermined type

of information based on at least a part of the informa-
tion indicating the structure of the GAT'T data included
in the communication apparatus; and

acquiring newly, as a {ifth acquisition, no information that

1s not acquired 1n the third acquisition from the infor-
mation 1indicating the structure of the GAIT data
included 1 the communication apparatus in a case
where the predetermined type of information acquired
in the second acquisition matches the predetermined
type of mnformation acquired in the fourth acquisition,
and acquiring newly, as the fifth acquisition, informa-
tion that 1s not acquired 1n the third acquisition from the
information indicating the structure of the GATT data
included i the communication apparatus in a case
where the predetermined type of information acquired
in the second acquisition 1s different from the prede-
termined type of information acquired in the fourth
acquisition.

2. The control method according to claim 1,

wherein 1n a case where the communication apparatus to

be connected with the information processing appara-
tus 1n the first connection 1s 1dentical to the communi-
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cation apparatus to be connected with the information
processing apparatus in the second connection, the
predetermined type of information acquired in the
second acquisition matches the predetermined type of
information acquired 1n the fourth acqusition, and
wherein 1 a case where the communication apparatus to

be connected with the information processing appara-
tus 1n the first connection 1s different from the com-
munication apparatus to be connected with the infor-
mation processing apparatus in the second connection,
the predetermined type of information acquired in the
second acquisition 1s different from the predetermined
type of information acquired in the fourth acquisition.
3. The control method according to claim 1,
wherein 1n a case where predetermined identification
information included 1n the communication apparatus
to be connected with the information processing appa-
ratus 1n the first connection matches the predetermined
identification information included 1n the communica-
tion apparatus to be connected with the information
processing apparatus in the second connection, the
predetermined type of information acquired in the
second acquisition matches the predetermined type of
information acquired in the fourth acquisition, and

wherein 1n a case where the predetermined 1dentification
information included in the communication apparatus
to be connected with the information processing appa-
ratus 1n the first connection 1s different from the pre-
determined 1dentification information included in the
communication apparatus to be connected with the
information processing apparatus in the second con-
nection, the predetermined type of 1nformation
acquired 1n the second acquisition 1s different from the
predetermined type of information acquired in the
fourth acquisition.

4. The control method according to claim 1, wherein the
predetermined type of information 1s a hash value.

5. The control method according to claim 1,

wherein the first connection 1s established without receiv-

ing, from a user, an instruction to execute a predeter-
mined function including processing for establishing a
connection between the communication apparatus and
the information processing apparatus through Blu-
ctooth® Low FEnergy, and

wherein the second connection 1s established upon recep-

tion of the instruction to execute the predetermined
function from the user.

6. The control method according to claim 3, wherein the
predetermined function includes processing for registering,
information, 1n a predetermined program configured to
execute the predetermined function, about the communica-
tion apparatus to be connected with the mmformation pro-
cessing apparatus in the second connection.

7. The control method according to claim 6, wherein the
predetermined function includes processing for acquiring,
via the second connection, connection information for estab-
lishing a connection with the communication apparatus to be
connected with the information processing apparatus in the
second connection through a communication method other
than Bluetooth® Low Energy.

8. The control method according to claim 7, wherein the
predetermined function includes processing for transmitting,
via the second connection, information for connecting the
communication apparatus to be connected with the infor-
mation processing apparatus in the second connection to an
external apparatus located outside of the communication
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apparatus and outside of the mmformation processing appa-
ratus through a communication method other than Blu-
ctooth® Low Energy.

9. The control method according to claim 8, wherein the
communication method other than Bluetooth® Low Energy
1s Wireless Fidelity (Wi-Fi®).

10. The control method according to claim 1, further
comprising receiving advertising information,

wherein 1n a case where the advertising information 1s

recerved, the first connection between the information
processing apparatus and the communication apparatus
that has transmitted the received advertising informa-
tion 1s established through Bluetooth® Low Energy.

11. The control method according to claim 10, further
comprising executing determination processing for deter-
mining, in a case where the advertising information 1s
received, whether the communication apparatus that has
transmitted the recerved advertising information 1s an appa-
ratus with which the imnformation processing apparatus has
previously established a connection through Bluetooth®
Low Energy,

wherein 1n a case where the communication apparatus that

has transmitted the received advertising information 1s
determined to be the apparatus with which the infor-
mation processing apparatus has previously established
a connection through Bluetooth® Low Energy, the
information indicating the structure of the GATT data
included 1n the communication apparatus that has trans-
mitted the received advertising information i1s not
newly acquired, and

wherein 1n a case where the communication apparatus that

has transmitted the received advertising information 1s
determined not to be the apparatus with which the
information processing apparatus has previously estab-
lished a connection through Bluetooth® Low Energy,
the information indicating the structure of the GATT
data included in the communication apparatus that has
transmitted the received advertising information 1s
newly acquired.

12. The control method according to claam 11, further
comprising executing determination processing for deter-
miming whether a predetermined time has elapsed after the
information indicating the structure of the GATT data is
acquired from the communication apparatus that has trans-
mitted the received advertising information in a case where
the communication apparatus that has transmitted the
received advertising information 1s determined to be the
apparatus with which the information processing apparatus
has previously established a connection through Bluetooth®
Low Energy,

wherein 1n a case where 1t 1s determined that the prede-

termined time has not elapsed after the information
indicating the structure of the GAT'T data 1s acquired
from the communication apparatus that has transmitted
the received advertising information, the information
indicating the structure of the GATT data included 1n
the communication apparatus that has transmitted the
received advertising information 1s not newly acquired,
and

wherein 1n a case where 1t 1s determined that the prede-

termined time has elapsed after the information indi-
cating the structure of the GATT data 1s acquired from
the communication apparatus that has transmitted the
received advertising information, the imnformation indi-
cating the structure of the GATT data included in the
communication apparatus that has transmitted the
received advertising mformation 1s newly acquired.
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13. The control method according to claim 12, further
comprising executing determination processing for deter-
mining whether the received advertising information
matches the advertising information previously received
from the communication apparatus that has transmitted the
received advertising information in a case where the com-
munication apparatus that has transmitted the receirved
advertising information 1s determined to be the apparatus
with which the information processing apparatus has previ-
ously established a connection through Bluetooth® Low
Energy,

wherein 1n a case where 1t 1s determined that the received

advertising information matches the advertising infor-
mation previously received from the commumnication
apparatus that has transmitted the received advertising
information, the information indicating the structure of
the GATT data included in the communication appa-
ratus that has transmitted the received advertising infor-
mation 1s not newly acquired, and

wherein 1n a case where 1t 1s determined that the received

advertising information does not match the advertising
information previously received from the communica-
tion apparatus that has transmitted the received adver-
tising information, the information indicating the struc-
ture of the GAT'T data included 1n the communication
apparatus that has transmitted the received advertising,
information 1s newly acquired.

14. The control method according to claim 1, wherein
even 1n a case where the second connection 1s established 1n
a state where pairing between the communication apparatus
and the iformation processing apparatus through Blu-
ctooth® Low Energy 1s not established, at least a part of the
information 1indicating the structure of the GAIT data
included 1 the communication apparatus to be connected
with the mformation processing apparatus in the second
connection 1s not newly acquired.

15. The control method according to claim 1, further
comprising transmitting to the communication apparatus a
print job to be printed by the communication apparatus.

16. A control method for an information processing appa-
ratus that communicates with a communication apparatus
through Bluetooth® Low Energy, the control method com-
prising;:

acquiring, as a first acquisition, information indicating a

structure of GATT data included in the communication
apparatus upon establishment of a first connection

between the communication apparatus and the infor-

mation processing apparatus through Bluetooth® Low

Energy;

acquiring, as a second acquisition, predetermined infor-
mation in the GAT'T data included 1n the communica-
tion apparatus;

identifying area information for identifying, based on the
information indicating the structure of the GATT data
included 1n the communication apparatus and acquired
in the first acquisition, an area in which the predeter-
mined information 1s stored 1n the GAT'T data included
in the communication apparatus to which the informa-
tion processing apparatus 1s connected in the first
connection;

acquiring, as a third acquisition, specific information from
an area corresponding to the area information among
areas 1n the GAT'T data included 1n the communication
apparatus to which the information processing appara-
tus 1s connected 1 a second connection upon estab-
lishment of the second connection between the com-
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munication apparatus and the information processing
apparatus through Bluetooth® Low Energy; and

acquiring newly, as a fourth acquisition, no information as
the information indicating the structure of the GATT
data included 1n the communication apparatus 1n a case
where the predetermined information acquired in the
second acquisition matches the specific imnformation
acquired 1n the third acquisition, and acquiring newly,
as the fourth acquisition, information as the informa-
tion indicating the structure of the GAT'T data included
in the communication apparatus 1 a case where the
predetermined information acquired 1 the second
acquisition 1s different from the specific information
acquired 1n the third acquisition.

17. The control method according to claim 16,

wherein 1n a case where the communication apparatus to
be connected with the information processing appara-
tus 1n the first connection 1s 1dentical to the communi-
cation apparatus to be connected with the information
processing apparatus in the second connection, the
predetermined information acquired 1 the second
acquisition matches the specific information acquired
in the third acquisition, and

wherein 1n a case where the communication apparatus to
be connected with the information processing appara-
tus 1n the first connection 1s different from the com-
munication apparatus to be connected with the infor-
mation processing apparatus in the second connection,
the predetermined information acquired in the second
acquisition 1s different from the specific information
acquired in the third acquisition.

18. The control method according to claim 16,

wherein 1 a case where predetermined identification
information included 1n the communication apparatus
to be connected with the information processing appa-
ratus in the first connection matches the predetermined
identification information included 1in the communica-
tion apparatus to be connected with the information
processing apparatus in the second connection, the
predetermined information acquired in the second
acquisition matches the specific information acquired
in the third acquisition, and

wherein 1n a case where the predetermined 1dentification
information included 1n the communication apparatus
to be connected with the information processing appa-
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ratus 1n the first connection 1s different from the pre-
determined i1dentification information included 1n the
communication apparatus to be connected with the
information processing apparatus in the second con-
nection, the predetermined information acquired in the
second acquisition 1s diflerent from the specific infor-
mation acquired in the third acquisition.

19. The control method according to claim 16,

wherein the predetermined information 1s a hash value,

and the area information 1s a handle value.

20. The control method according to claim 16, further
comprising;

recerving advertising information;

acquiring, as a liith acquisition, at least a part of the

information indicating the structure of the GAT'T data
included 1n the communication apparatus upon estab-
lishment of the second connection between the com-
munication apparatus and the information processing
apparatus through Bluetooth® Low Energy until an
area 1n which the specific information 1s stored 1n the
GAT'T data included 1in the communication apparatus
becomes 1dentifiable 1n a case where an apparatus that
has transmitted the received advertising information
corresponds to the previously-acquired information
indicating the structure of the GATT data; and

acquiring, as a sixth acquisition, the specific information

based on at least a part of the information indicating the
structure of the GATT data included 1n the communi-
cation apparatus,

wherein 1n a case where the apparatus that has transmaitted

the received advertising information does not corre-
spond to the previously-acquired information indicat-
ing the structure of the GAT'T data, the specific infor-
mation 1s acquired from the area corresponding to the
arca information among the areas in the GATT data
included 1n the communication apparatus to be con-
nected with the information processing apparatus in the
second connection upon establishment of the second
connection between the communication apparatus and
the information processing apparatus through Blu-
ctooth® Low Energy.
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