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DETECTION OF A USER EQUIPMENT TYPL
RELATED TO ACCESS, SERVICES

AUTHORIZATION AND/OR
AUTHENTICATION

CROSS-REFERENCE TO PRIOR
APPLICATIONS

This application 1s a U.S. National Phase Application
under 35 U.S.C. § 371 of International Application No.
PCT/EP2018/050411, filed on Jan. 9, 2018, and claims
benelit to European Patent Application No. EP 171544133,
filed on Feb. 2, 2017. The International Application was
published 1n English on Aug. 9, 2018 as WO 2018/141510
Al under PCT Article 21(2).

FIELD

The present invention relates to a method for enhanced
detection of a user equipment type being related to a user
equipment requesting access to and/or services from a
communication network and/or for applying an alternative
authorization method and/or an alternative authentication
method to a user equipment requesting access to and/or
services from a communication network in case of the user
equipment belonging to an internet-oi-things user equip-
ment type, wherein the communication network comprises a
core network and an access network, and wherein the
communication network 1s able to serve user equipments of
different user equipment types, applying different authori-
zation methods and/or different authentication methods for
different user equipments belonging to diflerent user equip-
ment types.

Furthermore, the present invention relates to a commu-
nication network for enhanced detection of a user equipment
type being related to a user equipment requesting access to
and/or services from a communication network and/or for
applying an alternative authorization method and/or an
alternative authentication method to a user equipment
requesting access to and/or services from a communication
network in case of the user equipment belonging to an
internet-oi-things user equipment type, wherein the commus-
nication network comprises a core network and an access
network, and wherein the communication network 1s able to
serve user equipments of different user equipment types,
applying different authorization methods and/or different
authentication methods for different user equipments
belonging to different user equipment types.

Furthermore, the present invention relates to a program
comprising a computer readable program code which, when
executed on a computer or on a network node of a commu-
nication network, such as a subscriber repository function-
ality and/or an access network element and/or a core net-
work element, causes the computer or the network node of
the communication network to perform a method according,
to the present invention.

The present invention also relates to a computer program
product for enhanced detection of a user equipment type
being related to a user equipment requesting access to and/or
services from a communication network and/or for applying
an alternative authorization method and/or an alternative
authentication method to a user equipment requesting access
to and/or services from a communication network, the
computer program product comprising a computer program
stored on a storage medium, the computer program com-
prising program code which, when executed on a computer
or on a network node of a communication network, such as
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2

a subscriber repository functionality and/or an access net-
work element and/or a core network element, causes the
computer or the network node of the communication net-
work to perform a method according to the present inven-
tion.

BACKGROUND

Within communication networks, 1t 1s possible that dis-
tinct functionalities or services shall only be offered to
special user equipments or types of user equipments. For
example, 1n modern generations of mobile communication
networks, 1t 1s possible that a distinct service 1s only sup-
posed to be accessible to internet-of-things user equipment
types but not accessible to other types of user equipments.
Such a service can be, e.g., loading subscription data and
credentials to an internet-of-things user equipment from the
access network, which can enable switching of the network
operator without physically exchanging the subscriber 1den-
tity module 1n the internet-of-things user equipment.

SUMMARY

In an exemplary embodiment, the mvention provides a
method for detection of a user equipment type. The method
comprises: receiving, by an access network element of an
access network of a communication network or a core
network element of a core network of the communication
network, a service request message from a user equipment,
wherein the communication network 1s configured to apply
different authorization methods and/or different authentica-
tion methods for different types of user equipments, wherein
the core network of the communication network comprises
a subscriber repository functionality comprising subscriber
identity information and/or device identity information
regarding a plurality of user equipments of different user
equipment types, and wherein the service request message
requests a service irom the communication network and
comprises subscriber identity information and/or device
identity information related to the user equipment and an
indication that an alternative authornization method and/or an
alternative authentication method 1s to be applied to the user
equipment; verifying, by the communication network, based
on the subscriber i1dentity information and/or the device
identity information related to the user equipment, that the
user equipment belongs to an internet-oi-things user equip-
ment type; and in response to verifying that the user equip-
ment belongs to the internet-oi-things user equipment type,
granting, by the communication network, the requested
service to the user equipment via a service authorization
message being sent to the user equipment from the access
network element or the core network element.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be described 1n even greater
detail below based on the exemplary figures. The invention
1s not limited to the exemplary embodiments. All features
described and/or illustrated herein can be used alone or
combined in different combinations 1n embodiments of the
invention. The features and advantages of various embodi-
ments of the present invention will become apparent by
reading the following detailed description with reference to
the attached drawings which illustrate the following:

FIG. 1 schematically illustrates a communication network
according to an embodiment of the present invention.
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FIG. 2 schematically 1llustrates a communication diagram
according to an embodiment of the present invention.

FIG. 3 schematically illustrates generation of an addi-
tional information element according to an embodiment of
the present invention.

DETAILED DESCRIPTION

Exemplary embodiments of the present invention
improve and simplily a method for detection of a user
equipment type being related to a user equipment requesting
access to and/or services from a communication network
and/or for applying an alternative authorization method
and/or an alternative authentication method to a user equip-
ment requesting access to and/or services from a commu-
nication network.

In an exemplary embodiment, the present invention pro-
vides a method for enhanced detection of a user equipment
type being related to a user equipment requesting access to
and/or services from a communication network and/or for
applying an alternative authorization method and/or an
alternative authentication method to a user equipment
requesting access to and/or services from a communication
network 1n case of the user equipment belonging to an
internet-oi-things user equipment type, wherein the commu-
nication network comprises a core network and an access
network, and wherein the communication network 1s able to
serve user equipments of different user equipment types,
applying different authorization methods and/or different
authentication methods for different user equipments
belonging to different user equipment types, wherein the
user equipment 1s related to a subscriber identity information
and/or to a device identity information, wherein the com-
munication network comprises, as part of the core network,
a subscriber repository functionality, the subscriber reposi-
tory functionality comprising pieces ol subscriber identity
information and/or pieces of device identity information
regarding a plurality of user equipments of different user
equipment types, wherein the method comprises the follow-
Ing steps:

in a first step, the user equipment requests a service from

the communication network via transmitting a service
request message to an access network element or a core
network element, the service request message compris-
ing the subscriber i1dentity information and/or the
device identity information related to the user equip-
ment and/or an indication that the alternative authori-
zation method and/or the alternative authentication
method shall be applied to the user equipment,

in a second step, subsequent to the first step—1in case that

the user equipment belongs to an internet-oi-things user
equipment type—, the requested service 1s granted to
the user equipment via the user equipment receiving a
service authorization message from the access network
element or the core network element,
wherein, prior to the second step, the communication net-
work performs—based on the subscriber 1dentity informa-
tion and/or the device identity information—a verification
that the user equipment indeed belongs to the internet-oi-
things user equipment type.

It 1s therefore advantageously possible according to the
present invention that the type (or category) of a user
equipment can be i1dentified by the communication network
in a reliable, easy and advantageous manner, €.g., in view of
checking whether the user equipment 1s entitled to access a
requested service and/or authentication and/or authorization
method that only a particular type (or category) of user
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equipments are allowed to access. Therein, the user equip-
ment can transmit a service request message to a network
clement of the communication network (an access network
clement or a core network element), the service request
message comprising the subscriber identity information and/
or the device 1identity information related to the user equip-
ment and an indication that the alternative authorization
method and/or the alternative authentication method shall be
applied to the user equipment. It 1s thus possible that the
communication network can identify/check based on the
subscriber 1dentity information and/or the device identity
information (related to the user equipment) whether the user
equipment belongs to a certain type of user equipments (e.g.,
the internet-of-thing user equipment type). In case the user
equipment belongs to the iternet-of-things user equipment
type, 1t 1s accordingly possible that a requested service 1s
granted to the user equipment. It 1s advantageously possible
according to exemplary embodiments of inventive method
that the type of a user equipment (e.g., internet-of-things
user equipment type) can be 1dentified by the communica-
tion network (or a suitable entity thereof like a subscriber
repository functionality, home subscriber server, home loca-
tion register etc.), i particular based on a combination of
parameters (subscriber identity information and/or device
identity information related to the user equipment). Exem-
plary embodiments of the inventive method can thereby
improve processes for granting access to certain services
within communication networks (such as within modern
mobile communication networks (5G)) for particular types
or kinds of user equipments. For example, 1t 1s thereby
possible that only internet-of-things user equipment type
user equipments are granted access to certain services or
functionalities (e.g., obtaining subscription data and creden-
tials from the communication network or alternative authen-
tication methods, e.g., 1n the field of industrial automation)
that are not accessible to other types of user equipments
(e.g., for security reasons or capability reasons).

Deciding whether or not to grant a user equipment access
to distinct services (only) based on hardware features of the
user equipment 1s less useful because the hardware features
within a type of user equipments (e.g., within the internet-
of-things user equipment type user equipments) can be too
diverse and overlap with other types of user equipments.

According to a preferred embodiment of the present
invention, the verification that the user equipment indeed
belongs to the internet-of-things user equipment type 1s
performed by the subscriber repository functionality of the
communication network upon at least one further request
message transmitted by the access network element or by the
core network element to the subscriber repository function-
ality, wherein at least one further authorization message 1s
transmitted by the subscriber repository functionality to the
access network element or to the core network element,
wherein the at least one further authorization message
comprises an indication that the user equipment belongs to
the internet-of-things user equipment type.

Thereby, 1t 1s advantageously possible according to an
embodiment of the present invention that the access network
clement or core network element can be, e.g., a base station
entity, policy enforcement point, visitor location register,
mobility management entity or any other network entity that
can be mvolved 1in handling requests for authentication or
authorization or granting authorization within a communi-
cation network. By indicating to the access network element
or the core network element whether (and 1n particular that)
the requesting user equipment 1s an internet-of-things user
equipment type, the access network element or the core
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network element can allow the user equipment to use (or
prohibit the user equipment from using) a service (if the
service 1s only supposed to be accessible to internet-oi-
things user equipment type user equipments). Accordingly,
it 1s possible that the access network element or the core
network element can block or allow a service requested by
the user equipment (e.g., a connection to a distinct server (IP
address, URL etc.)). Furthermore, 1t 1s advantageously pos-
sible that the employed protocols (employed for the com-
munication between entities of the communication network
or between an entity of the communication network and a
user equipment) are configured to have the capability of
comprising an information on the type of a user equipment
(e.g., whether the user equipment 1s or 1s not of an nternet-
of-things user equipment type).

According to an embodiment of the present invention, 1n
the second step, the requested service 1s denied to the user
equipment 1n case that the user equipment does not belong
to an internet-oi-things user equipment type.

According to an embodiment of the present invention,
—1n addition to the subscriber identity information and/or
the device identity information being related to the user
equipment—an additional information element 1s stored 1n
the subscriber repository functionality, wherein the addi-
tional iformation element comprises the information
whether the user equipment belongs to an internet-oi-things
user equipment type or not.

It 1s therefore possible according to an embodiment of the
present invention that an additional information element 1s
stored 1n the subscriber repository functionality, the addi-
tional element indicating whether the user equipment 1s of
an internet-oi-thing user equipment type or not. It 1s possible
that the subscriber repository functionality generates this
additional information element from the subscriber 1dentity
information and/or the device identity information related to
the user equipment. It 1s also possible that it 1s known to the
subscriber repository functionality (e.g., from a previous
service request by the user equipment and a previous trans-
mission of the subscriber identity information and/or the
device 1dentity information to the subscriber repository
tfunction) whether the user equipment belongs to an internet-
of-things user equipment type or not.

According to an embodiment of the present invention, the
at least one further authorization message transmits the
additional information element that the user equipment
indeed belongs to the internet-of-things user equipment
type, wherein, for example, an information regarding the
user equipment belonging to the internet-of-things user
equipment type 1s stored within the access network element
or within the core network element.

According to an embodiment of the present invention, the
information regarding the user equipment belonging to the
internet-oi-things user equipment type—stored within the
access network element or within the core network ele-
ment—is used 1n case that the access network element or the
core network element receives, 1n a third step subsequent to
the second step, a subsequent service request message from
the user equipment and/or related to the subscriber 1dentity
information and/or the device identity information related to
the user equipment, wherein the subsequent service request
message comprises the mdication that the alternative autho-
rization method and/or the alternative authentication method
shall be applied.

Thereby, 1t 1s advantageously possible according to an
embodiment of the present mvention that it 1s known to the
access network element or the core network element (e.g.,
from a previously sent message from the subscriber reposi-
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tory functionality to the access network element or the core
network eclement as part of a previous iteration of an
embodiment of the imventive method) whether the user
equipment belongs to an internet-oi-things user equipment
type or not. Thus, 1t 1s advantageously possible that the
access network element or the core network element grants
or denies the requested service to/from the user equipment
without the need of consulting the subscriber repository
functionality because the type of the user equipment 1is
already known to the access network element or the core
network element (e.g. from a previous iteration of an
embodiment of the inventive method, 1n particular 1n case at
least one further authorization message has been transmitted
by the subscriber repository functionality to the access
network element or to the core network element before).
Thereby, 1t 1s possible to facilitate requests of a service from
the communication network by the user equipment, in
particular 1n case at least one further authorization message
has been transmitted by the subscriber repository function-
ality to the access network element or to the core network
clement before the request of the user equipment regarding
a service from the communication network via transmitting
a service request message to an access network element or
a core network element.

According to an embodiment of the present invention, the
information—as part of the at least one further authorization
message and/or the information content of the additional
information element—whether the user equipment belongs
to the internet-of-things user equipment type or not 1s
derived either solely by the respective subscriber identity
information of the user equipment or solely by the respective
device 1dentity information or by a combination of both the
subscriber 1dentity information and the device identity infor-
mation of the user equipment.

According to an embodiment of the present invention, i1t
1s possible that the device identity information comprises an
International Mobile Station Equipment Identity (IMEI)
and/or that the subscriber 1dentity information comprises an
International Mobile Subscriber Identity (IMSI).

In an exemplary embodiment, the present imnvention pro-
vides a communication network for enhanced detection of a
user equipment type being related to a user equipment
requesting access to and/or services from a communication
network and/or for applying an alternative authorization
method and/or an alternative authentication method to a user
equipment requesting access to and/or services Ifrom a
communication network in case of the user equipment
belonging to an internet-oi-things user equipment type,
wherein the communication network comprises a core net-
work and an access network, and wherein the communica-
tion network 1s able to serve user equipments ol diflerent
user equipment types, applying different authorization meth-
ods and/or different authentication methods for different user
equipments belonging to different user equipment types,
wherein the user equipment 1s related to a subscriber identity
information and/or to a device 1dentity information, wherein
the communication network comprises, as part of the core
network, a subscriber repository functionality, the subscriber
repository functionality comprising pieces of subscriber
identity information and/or pieces of device identity infor-
mation regarding a plurality of user equipments of diflerent
user equipment types, wherein the communication network
1s configured such that:

the communication network receives a service request

from the user equipment via recerving, by an access
network element or by a core network element, a
service request message, the service request message
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comprising the subscriber identity information and/or
the device identity information related to the user
equipment and/or an indication that the alternative
authorization method and/or the alternative authentica-
tion method shall be applied to the user equipment,
the requested service 1s granted—in case that the user
equipment belongs to an internet-of-things user equip-
ment type—+to the user equipment via the communica-
tion network transmitting, for example from the access
network element or the core network element, a service
authorization message to the user equipment,
wherein, the communication network performs—based on
the subscriber identity information and/or the device identity
information—a verification that the user equipment indeed
belongs to the mternet-of-things user equipment type.

It 1s therefore advantageously possible according to the
present invention that the type (or category) of a user
equipment can be i1dentified by the communication network
in a reliable, easy and advantageous manner, €.g., in view of
checking whether the user equipment 1s entitled to access a
requested service and/or authentication and/or authorization
method that only a particular type (or category) of user
equipments are allowed to access. Therein, the user equip-
ment can transmit a service request message to a network
clement of the communication network (an access network
clement or a core network element), the service request
message comprising the subscriber identity information and/
or the device 1dentity information related to the user equip-
ment and an indication that the alternative authorization
method and/or the alternative authentication method shall be
applied to the user equipment. It 1s thus possible that the
communication network can identify/check based on the
subscriber i1dentity information and/or the device identity
information (related to the user equipment) whether the user
equipment belongs to a certain type of user equipments (e.g.,
the internet-of-thing user equipment type). In case the user
equipment belongs to the mternet-of-things user equipment
type, 1t 1s accordingly possible that a requested service 1s
granted to the user equipment. It 1s advantageously possible
according to exemplary embodiments of the nventive
method that the type of a user equipment (e.g., iternet-oi-
things user equipment type) can be identified by the com-
munication network (or a suitable enftity thereof like a
subscriber repository functionality, home subscriber server,
home location register etc.), i particular based on a com-
bination of parameters (subscriber 1dentity information and/
or device identity information related to the user equip-
ment). Exemplary embodiments of the inventive method can
thereby 1mprove processes for granting access to certain
services within communication networks (such as within
modern mobile communication networks (5G)) for particu-
lar types or kinds of user equipments. For example, it 1s
thereby possible that only internet-of-things user equipment
type user equipments are granted access to certain services
or functionalities (e.g., obtaining subscription data and cre-
dentials from the commumnication network or alternative
authentication methods, e.g., 1n the field of mndustrial auto-
mation) that are not accessible to other types of user equip-
ments (e.g., for security reasons or capability reasons).

According to an embodiment of the present invention, the
communication network 1s configured such that the verifi-
cation that the user equipment indeed belongs to the inter-
net-oi-things user equipment type 1s performed by the
subscriber repository functionality of the communication
network upon at least one further request message transmit-
ted by the access network element or by the core network
clement to the subscriber repository functionality, wherein at
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least one further authorization message 1s transmitted by the
subscriber repository functionality to the access network
element or to the core network element, wherein the at least
one further authorization message comprises an indication
that the user equipment belongs to the internet-of-things user
equipment type.

According to an embodiment of the present invention,
—i1n addition to the subscriber identity information and/or
the device identity information being related to the user
equipment—an additional information element 1s stored 1n
the subscriber repository functionality, wherein the addi-
tional information element comprises the information
whether the user equipment belongs to an internet-oi-things
user equipment type or not.

Furthermore, in an exemplary embodiment, the present
invention provides a program comprising a computer read-
able program code which, when executed on a computer or
on a network node of a communication network, such as a
subscriber repository functionality and/or an access network
clement and/or a core network element, causes the computer
or the network node of the communication network to
perform a method according to an embodiment of the
present 1nvention.

Furthermore, 1n an exemplary embodiment, the present
invention provides a computer program product {for
enhanced detection of a user equipment type being related to
a user equipment requesting access to and/or services from
a communication network and/or for applying an alternative
authorization method and/or an alternative authentication
method to a user equipment requesting access to and/or
services from a communication network, the computer pro-
gram product comprising a computer program stored on a
storage medium, the computer program comprising program
code which, when executed on a computer or on a network
node of a communication network, such as a subscriber
repository functionality and/or an access network element
and/or a core network element, causes the computer or the
network node of the communication network to perform a
method according to an embodiment of the present inven-
tion.

These and other characteristics, features and advantages
of the present invention will become apparent from the
following detailed description, taken 1n conjunction with the
accompanying drawings, which illustrate, by way of
example, principles of the invention. The description 1is
given for the sake of example only, without limiting the
scope of the invention. The reference figures quoted below
refer to the attached drawings.

The present invention will be described with respect to
particular embodiments and with reference to certain draw-
ings but the imvention 1s not limited thereto but only by the
claims. The drawings described are only illustrative and are
non-limiting. In the drawings, the size of some of the
clements may be exaggerated and not drawn on scale for
illustrative purposes.

Where an indefinite or definite article 1s used when
referring to a singular noun, e.g. “a”, “an”, “the”, this
includes a plural of that noun unless something else 1s
specifically stated.

Furthermore, the terms first, second, third and the like in
the description and in the claims are used for distinguishing,
between similar elements and not necessarily for describing,
a sequential or chronological order. It 1s to be understood
that the terms so used are interchangeable under appropnate
circumstances and that the embodiments of the imvention
described herein are capable of operation 1n other sequences
than described or 1llustrated herein.
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In FIG. 1, a communication network 100 (in this case a
mobile communication network) comprising a core network
120 and an access network 110 1s schematically illustrated.
The access network 110 comprises an access network ele-
ment 111 (e.g., a base station entity), wherein the access
network 111 element serves a radio cell 11. Typically, the
access network 110 comprises further access network ele-
ments 112, which serve further radio cells 12. A user
equipment 20 can communicate with an access network
clement 111 and can accordingly communicate with the
entities within the communication network 100. The core
network 120 comprises a subscriber repository functionality
125 and optionally a core network element 121.

In FIG. 2, a communication diagram according to an
embodiment of the present invention 1s schematically 1llus-
trated. As part of a first step, the user equipment 20 requests
a service (and/or access authentication) from the communi-
cation network 100 via transmitting a service request mes-
sage 201 to an access network element 111 or a core network
clement 121 (potentially via an access network element 111
to a core element 121). As part of the service request
message 201, the subscriber identity mnformation 210 and/or
the device 1dentity information 220 of the user equipment 20
and/or an indication that the alternative authorization
method and/or the alternative authentication method shall be
applied to the user equipment 20 (or that the alternative
authorization method and/or the alternative authentication
method are requested by the user equipment 20) are trans-
mitted. The alternative authorization method and/or the
alternative authentication method are 1n particular methods
which are only allowed (or accessible) for certain types of
user equipments 20, ¢.g., internet-oi-things user equipment
types. A Turther request message 202, 205 1s sent from the
access network element 111 or the core network element 121
to a subscriber repository functionality 1235, typically after
reception of the service request message 201 (for example,
in case that 1t 1s not known to the access network element 111
or the core network element 121, whether the requesting
user equipment 20 belongs to an internet-of-things user
equipment type). It 1s possible that the further request
message 202, 205 corresponds to a request of the user
equipment 20, requesting access to and/or services from a
communication network 100 and/or for applying an alter-
native authorization method and/or an alternative authenti-
cation method to a user equipment 20 requesting access to
and/or services from a communication network 100. It 1s
preferred that the further request message 202, 205 com-
prises the subscriber identity information 210 and/or the
device identity information 220 of the user equipment 20.
After reception of the further request message 202, 205 by
the subscriber repository functionality 125, the subscriber
repository functionality 125 (or an entity that has access to
the subscriber repository functionality 1235) verifies whether
the user equipment 20 indeed belongs to the internet-oi-
things user equipment type. Preferably (e.g., after the veri-
fication by the subscriber repository functlonahty 125) an
additional information element 230 1s stored in the sub-
scriber repository functionality 125, wherein the additional
information element 230 comprises the information whether
the user equipment 20 belongs to an internet-of-things user
equipment type or not.

In case that the further request message 202 corresponds
to a request of the user equipment 20, requesting access to
a commumnication network 100 and/or for applying an alter-
native authentication method to the user equipment 20, after
the verification, a further authentication message 203 1s
transmitted by the subscriber repository functionality 125 to
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the access network element 111 or to the core network
clement 121, wherein the further authentication message
203 comprises an indication that the user equipment 20
belongs to the internet-of-things user equipment type (or
alternatively that the user equipment does not belong to the
internet-of-things user equipment type). I the further
authentication message 203 indicates that the user equip-
ment 20 indeed belongs to the internet-oi-things user equip-
ment type, further authentication mformation exchange 204
between the access network element 111 or the core network
clement 121 and the user equipment 20 occurs. Afterward,
it 1s preferred that the access network element 111 or the core
network element 121 sends a further request message 205,
preferably indicating the successiul authentication of the
user equipment 20, to the subscriber repository functionality
125.

In case that the further request message further request
message 205 corresponds to a request of the user equipment
20, requesting a service from the communication network
100 and/or for applying an alternative authorization method
to the user equipment 20, after the verification, a further
authorization message 206 1s transmitted by the subscriber
repository functionality 1235 to the access network element
111 or to the core network element 121, wherein the at least
one further authorization message 206 comprises an 1indica-
tion (e.g., the additional information element 230) that the
user equipment 20 belongs to the internet-oi-things user
equipment type (or alternatively that the user equipment
does not belong to the internet-of-things user equipment
type). In case that the user equipment 20 belongs to an
internet-of-things user equipment type, the requested service
1s granted to the user equipment 20 via the user equipment
20 receiving a service authorization message 208 from the
access network element 111 or the core network element
121. In case the user equipment does not belong to the
internet-of-things user equipment type that 1s allowed to user
the requested service, the user equipment 1s demed from
using the requested service.

According to an alternative embodiment of the present
invention and in case that it 1s already known to the access
network element 111 or to the core network element 121
from a previous authentication message 203 or previous
further authorization message 206 (e.g., from a previous
authentication message 203 or previous further authoriza-
tion message 206 that was sent to the access network
clement 111 or to the core network element 121 from the
subscriber repository functionality 125 before the current
service request message 201 1s sent to the access network
clement 111 or to the core network element 121), 1t 1s
preferred that the access network element 111 or the core
network element 121—aflter the reception of the service
request message 201—sends the service authorization mes-
sage 208 to the user equipment 20 (at least 1n case that the
user equipment 20 belongs to the internet-oi-things user
equipment type) preferably without sending a further request
message 202, 205 to the subscriber repository functionality
125.

In FIG. 3, generation of an additional information element
230 according to an embodiment of the present invention 1s
schematically 1llustrated. Preferably the additional informa-
tion element 230, indicating whether the user equipment 20
belongs to the internet-oi-things user equipment type or not,
1s derived either solely from the respective subscriber 1den-
tity information 210 of the user equipment 20 or solely from
the respective device identity information 220 or form a
combination of both the subscriber identity information 210
and the device identity information 220 of the user equip-
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ment 20. The generation/creation of the additional informa-
tion element 230 1s performed by the subscriber repository
functionality 125 or by a network entity associated to the
subscriber repository functionality 125. The generation of
the additional information element 230 is preferably carried
out upon receipt (by subscriber repository functionality 125)
of the at least one further request message 202, 205.
While the mvention has been illustrated and described in
detail 1n the drawings and foregoing description, such 1llus-
tration and description are to be considered illustrative or
exemplary and not restrictive. It will be understood that
changes and modifications may be made by those of ordi-
nary skill within the scope of the following claims. In
particular, the present invention covers further embodiments
with any combination of features from different embodi-
ments described above and below. Additionally, statements
made herein characterizing the mnvention refer to an embodi-
ment of the mvention and not necessarily all embodiments.
The terms used 1 the claims should be construed to have
the broadest reasonable interpretation consistent with the
foregoing description. For example, the use of the article “a”
or “the” 1n mtroducing an element should not be interpreted
as being exclusive of a plurality of elements. Likewise, the
recitation of “or” should be mterpreted as being inclusive,
such that the recitation of “A or B” 1s not exclusive of “A and
B,” unless 1t 1s clear from the context or the foregoing
description that only one of A and B 1s intended. Further, the
recitation of “at least one of A, B and C” should be
interpreted as one or more of a group of elements consisting
of A, B and C, and should not be interpreted as requiring at
least one of each of the listed elements A, B and C,
regardless of whether A, B and C are related as categories or
otherwise. Moreover, the recitation of “A, B and/or C” or “at
least one of A, B or C” should be imterpreted as including
any singular entity from the listed elements, e.g., A, any
subset from the listed elements, e.g., A and B, or the entire
list of elements A, B and C.
The 1nvention claimed 1s:
1. A method for detection of a user equipment type,
wherein the method comprises:
receiving, by an access network element of an access
network of a communication network or a core network
clement of a core network of the communication net-
work, a service request message from a user equipment,
wherein the communication network 1s configured to
apply different authorization methods and/or different
authentication methods for different types ol user
equipments, wherein the core network of the commu-
nication network comprises a subscriber repository
functionality comprising subscriber identity informa-
tion and/or device identity information regarding a
plurality of user equipments of different user equipment
types, and wherein the service request message
requests a service from the communication network
and comprises subscriber identity information and/or
device 1dentity information related to the user equip-
ment and an indication that an alternative authorization
method and/or an alternative authentication method 1s
to be applied to the user equipment;
verilying, by the subscriber repository functionality,
based on the subscriber 1dentity information and/or the
device 1dentity mnformation related to the user equip-
ment, that the user equipment belongs to an internet-
of-things user equipment type upon at least one further
request message being transmitted by the access net-
work element or by the core network element to the
subscriber repository functionality;
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transmitting, by the subscriber repository functionality, at
least one further authorization message to the access
network element or to the core network element,
wherein the at least one further authorization message
comprises an 1indication that the user equipment
belongs to the internet-of-things user equipment type;
and

in response to verilying that the user equipment belongs

to the internet-of-things user equipment type, granting,
by the communication network, the requested service
to the user equipment via a service authorization mes-
sage being sent to the user equipment from the access
network element or the core network element.

2. The method according to claim 1, wherein the com-
munication network denies a service request from a further
user equipment that does not belong to the internet-oi-things
user equipment type.

3. The method according to claim 1, wherein the sub-
scriber 1dentity information and/or the device 1dentity infor-
mation related to the user equipment and an additional
information element are stored in the subscriber repository
functionality, wherein the additional information element
indicates whether or not the user equipment belongs to the
internet-of-things user equipment type.

4. The method according to claim 3, wherein the at least
one further authorization message transmitted by the sub-
scriber repository functionality to the access network ele-
ment or to the core network element comprises the addi-
tional information element; and

wherein the access network element or the core network

clement stores information regarding the user equip-
ment belonging to the internet-oi-things user equip-
ment type.

5. The method according to claim 4, wherein the infor-
mation regarding the user equipment belonging to the inter-
net-oi-things user equipment type stored at the access net-
work element or the core network element 1s used 1n case the
access network element or the core network element
receives a subsequent service request message from the user
equipment and/or related to the subscriber 1dentity informa-
tion and/or the device 1dentity information related to the user
equipment, wherein the subsequent service request message
comprises the indication that the alternative authorization
method and/or the alternative authentication method 1s to be
applied.

6. The method according to claim 3, wherein whether or
not the user equipment belongs to the internet-of-things user
equipment type 1s dertved solely from the subscriber identity
information related to the user equipment, solely from the
device 1dentity information related to the user equipment, or
from a combination of the subscriber 1dentity information
and the device identity information related to the user
equipment.

7. A communication network for detection of a user
equipment type, wherein the communication network com-
Prises:

a core network; and

an access network;

wherein the communication network 1s configured to

serve user equipments of different user equipment types
and to apply different authorization methods and/or
different authentication methods for different user
equipments belonging to different user equipment
types:;

wherein the core network comprises a subscriber reposi-

tory functionality, the subscriber repository functional-
ity comprising subscriber identity information and/or
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device 1dentity information regarding a plurality of user
equipments of different user equipment types;

wherein an access network element of the access network
or a core network element of the core network is
configured to receive a service request message from a
user equipment, wherein the service request message
requests a service from the communication network
and comprises subscriber i1dentity information and/or
device 1dentity imnformation related to the user equip-
ment and an 1ndication that an alternative authorization
method and/or an alternative authentication method 1s
to be applied to the user equipment;

wherein the subscriber repository functionality 1s config-

ured to verily, based on the subscriber identity infor-
mation and/or the device 1dentity information related to
the user equipment, that the user equipment belongs to
an internet-oi-things user equipment type upon at least
one further request message being transmitted by the
access network element or by the core network element
to the subscriber repository functionality;

wherein the subscriber repository functionality i1s further

configured to transmit at least one further authorization
message to the access network element or to the core
network element, wherein the at least one further
authorization message comprises an indication that the
user equipment belongs to the internet-oi-things user
equipment type; and

wherein the communication network 1s configured to

grant, 1n response to veritying that the user equipment
belongs to the internet-of-things user equipment type,
the requested service to the user equipment via a
service authorization message being sent to the user
equipment from the access network element or the core
network element.

8. The communications network according to claim 7,
wherein the subscriber identity information and/or the
device identity information related to the user equipment
and an additional information element are stored in the
subscriber repository functionality, wherein the additional
information element indicates whether or not the user equip-
ment belongs to the internet-of-things user equipment type.

9. One or more non-transitory computer-readable medi-
ums having processor-executable instructions stored thereon
for detection of a user equipment type, wherein the proces-
sor-executable instructions, when executed, facilitate:

receiving, by an access network element of an access

network of a communication network or a core network
clement of a core network of the communication net-
work, a service request message from a user equipment,
wherein the communication network 1s configured to
apply different authorization methods and/or different
authentication methods for different types of user
equipments, wherein the core network of the commu-
nication network comprises a subscriber repository
functionality comprising subscriber identity informa-

tion and/or device identity information regarding a

plurality of user equipments of different user equipment

types, and wherein the service request message
requests a service from the communication network
and comprises subscriber i1dentity information and/or
device 1dentity mnformation related to the user equip-
ment and an indication that an alternative authorization
method and/or the alternative authentication method 1s
to be applied to the user equipment;

verilying, by the subscriber repository functionality,
based on the subscriber 1dentity information and/or the
device 1dentity imnformation related to the user equip-
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ment, that the user equipment belongs to an 1nternet-
of-things user equipment type upon at least one further
request message being transmitted by the access net-
work element or by the core network element to the
subscriber repository functionality;

transmitting, by the subscriber repository functionality, at

least one further authorization message to the access
network element or to the core network element,
wherein the at least one further authorization message
comprises an 1indication that the user equipment
belongs to the internet-of-things user equipment type;
and

in response to verilying that the user equipment belongs

to the internet-of-things user equipment type, granting,
by the communication network, the requested service
to the user equipment via a service authorization mes-
sage being sent to the user equipment from the access
network element or the core network element.

10. The one or more non-transitory computer-readable
mediums according to claim 9, wherein the processor-
executable mstructions, when executed, facilitate: denying,
by the communication network, a service request from a
turther user equipment that does not belong to the internet-
of-things user equipment type.

11. The one or more non-transitory computer-readable
mediums according to claim 9, wherein the subscriber
identity information and/or the device i1dentity information
related to the user equipment and an additional information
clement 1s stored 1n the subscriber repository functionality,
wherein the additional information element indicates
whether or not the user equipment belongs to the internet-
of-things user equipment type.

12. The one or more non-transitory computer-readable
mediums according to claim 11, wherein the at least one
turther authorization message transmitted by the subscriber
repository functionality to the access network element or to
the core network element comprises the additional informa-
tion element; and

wherein the processor-executable instructions, when

executed, further facilitate: storing, by the access net-
work element or the core network element, information
regarding the user equipment belonging to the internet-
of-things user equipment type.

13. The one or more non-transitory computer-readable
mediums according to claim 12, wherein the processor-
executable 1nstructions, when executed, further facilitate:

using the information regarding the user equipment

belonging to the internet-of-things user equipment type
stored at the access network element or the core net-
work element in case the access network element or the
core network element receives a subsequent service
request message from the user equipment and/or related
to the subscriber 1dentity information and/or the device
identity information related to the user equipment,
wherein the subsequent service request message coms-
prises the indication that the alternative authorization
method and/or the alternative authentication method 1s
to be applied.

14. The one or more non-transitory computer-readable
mediums according to claam 11, wheremn the processor-
executable 1nstructions, when executed, further facilitate:

deriving whether or not the user equipment belongs to the

internet-of-things user equipment type solely from the
subscriber 1dentity information related to the user
equipment, solely from the device identity information
related to the user equipment, or from a combination of
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the subscriber 1dentity information and the device 1den-
tity information related to the user equipment.
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