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REMOVABLE DATA VOLUME
MANAGEMENT

BACKGROUND

The present disclosure relates generally to computer stor-
age systems, and more particularly to methods and systems
for managing data stored on removable data volumes.

Computer systems regularly store data in the form of files
on storage systems associated with such computer systems.
One example of such a storage system 1s a removable data
volume. A removable data volume may store files that are
formatted to be accessed by a specific application, or even
a specific version of such applications. When the removable
data volume 1s attached to a computing system, 1t 1s not
guaranteed that the computing system will have the software
that 1s needed to correctly access the files stored on the
removable data volume. Even i1 the computing system has
the appropriate software, 1t may not have the correct version
or specific software package that 1s needed to correctly
access those files. It 1s desirable that data on a removable
data volume be correctly processed 1 a trusted runtime
environment when that removable data volume 1s attached to
a particular computing system.

SUMMARY

According to one example, a method performed by a
computing system includes detecting that a removable data
volume has been attached to the computing system, the
removable data volume being identified by a unique label.
The method further includes, 1n response to determining that
a portion of the unique label matches a predefined value,
invoking a catalog container based on a rule. The method
turther includes, with the catalog container, obtaining meta-
data stored on the removable data volume, the metadata
including characteristics of a first application associated
with a first piece of data that 1s stored on the removable data
volume. The method further includes, with the catalog
container, causing an application container having the first
application with the characteristics to be loaded. The method
turther includes, with the application container, processing
the removable data volume.

A computing system includes a processor and a memory
comprising machine readable instructions that when
executed by the processor cause the processor to detect that
a removable data volume has been attached to the computing
system, the removable data volume being identified by a
unique label. The machine readable instructions further
cause the system to, 1n response to determining that a portion
of the unique label matches a predefined value and 1nvoke a
catalog container based on a rule within a first rule database.
The machine readable instructions further cause the system
to, with the catalog container, obtain metadata stored on the
removable data volume, the metadata including character-
1stics of a first application associated with a first piece of
data that i1s stored on the removable data volume. The
machine readable 1nstructions further cause the system to,
with the catalog container, create an application container
having the first application with the characteristics. The
machine readable instructions further cause the system to,
with the application container, process the removable data
volume.

According to one example, a method performed by a
computing system includes detecting that a first removable
data volume has been connected to the computing system.
The method further includes, 1n response to detecting that a
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label of the first removable data volume triggers a rule,
looking up the label 1n a rule database, the rule database
referencing a catalog container. The method further

includes, loading the catalog container from a public con-
tainer database. The method further includes, with the cata-
log container, reading metadata stored on the first removable
data volume, the metadata indicating at least one application
and a first set of characteristics for the at least one applica-
tion associated with at least one piece of data on the first
removable data volume. The method further includes, load-
ing a first application container to process the first remov-
able data volume, the first application container including
the at least one application having the first set of character-
1stiCs.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIG. 1 1s a flowchart showing an 1illustrative system for
processing data on a removable data volume, according to
one example of principles described herein.

FIG. 2 1s a diagram showing illustrative containers used
to process data on the removable data volume, according to
one example of principles described herein.

FIG. 3 1s a diagram showing multiple data volumes and
multiple containers, according to one example of principles
described herein.

FIG. 4 1s a flowchart showing an 1llustrative method for
managing removable data volumes, according to one
example of principles described herein.

FIG. 5 1s a diagram showing an illustrative computing
system that may be used to manage removable data volumes,
according to one example of principles described herein.

In the figures, elements having the same designations
have the same or similar functions.

DETAILED DESCRIPTION

In the following description, specific details are set forth
describing some embodiments consistent with the present
disclosure. It will be apparent, however, to one skilled 1n the
art that some embodiments may be practiced without some
or all of these specific details. The specific embodiments
disclosed herein are meant to be 1llustrative but not limiting.
One skilled in the art may realize other elements that,
although not specifically described here, are within the
scope and the spirit of this disclosure. In addition, to avoid
unnecessary repetition, one or more features shown and
described i1n association with one embodiment may be
incorporated into other embodiments unless specifically
described otherwise or if the one or more features would
make an embodiment non-functional.

As described above, 1t 1s desirable that data on a remov-
able data volume be correctly processed 1n a trusted runtime
environment when that removable data volume 1s attached to
a particular computing system. According to principles
described herein, when a removable data volume 1s attached
to a computing system, a container that has the appropriate
software 1s used to process the removable data volume.
Containers are a virtualization mechanism by which the
kernel of the operating system provides multiple, 1solated,
user-spaces. Diflerent containers running on the same physi-
cal computing system may run various pieces ol soltware
and 1n some cases may run various versions of the same
piece of software. According to the present disclosure,
providing the appropriate container to process the removable
data volume involves a variety of elements such as metadata
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on the removable data volume, a container registry, and a
rule database, all of which will be described 1n further detail
below.

In one example, a computing system {irst detects that a
removable data volume has been attached. The operating
system of the computing system then examines the label of
the removable data volume. If at least a portion of the label
matches a predefined value (e.g., 1f the first three characters
are “123”), this triggers an action to look up the label 1n a
rule database. The rule database associates removable data
volume labels with an action to invoke a catalog container.
The catalog container includes an application that looks at
metadata stored on the removable data volume. The meta-
data indicates one or more soltware applications that are to
be used to process the data stored on the removable data
volume. The metadata may include the name of the software,
the version number of the software, the system requirements
of the software, and other information. Using the metadata
information, the catalog container then searches for a con-
tainer that has the appropriate configuration to process the
removable data volume. This container will be referred to as
the application container. The application container includes
the appropriate soltware associated with the data stored on
the removable data volume. The computing system can then
create a runtime environment and imvoke the application
container to process the removable data volume.

FIG. 1 1s a diagram showing an illustrative system 100 for
processing data on a removable data volume. According to
the present example, the computing system 102 includes a
processor 104 and a memory 106. The computing system
102 1s in communication with a rule database 118 and a
public container database 120. The computing system 102
may also have a removable data volume 108 connected
thereto.

The operating system 116 controls access to the physical
resources (e.g., processor 104 and memory 106) of the
computing system. In other words, the operating system 116
provides applications running on the computing system with
access to the physical resources. The operating system 116
may also manage various containers. As mentioned above, a
container 1s a virtualization mechanism that represents an
1solated user-space.

The operating system 116, may also manage devices that
are connected to the computing system 102. Such devices
may include the removable data volume 108. The kernel of
the operating system 116 may include a kernel device
manager such as udev. The device manager listens to events
triggered by a new device being added or a device being
removed. The device manager may utilize a set of device
manager rules that match against values of the events
triggered by adding and removing devices. A matching
device manager rule may, for example, name and create a
device node. A device manager rule may, for example, run
configured programs to set up and configure the device.
Device manager rules can match on properties like the
kernel subsystem, the kernel device name, the physical
location of the device, or properties like the device’s senal
number. Device manager rules can also request information
from external programs to name a device or specily a custom
name that will always be the same, regardless of the order
devices are discovered by the system.

In some examples, some of the device manager rules may
be stored externally on a device manager rule database 118.
Such a rule database may also be in communication with
other physical systems. In some examples, the rule database
118, or an updated copy thereotf, may be stored locally on the
memory 106 of the physical computing system 102.
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In some examples, a rule within the rule database 118 may
invoke a container stored 1n a public container database 120.
The public container database 120 may include a vanety of
containers for various purposes. Such containers may be
transterred over a network to the computing system 102. The
operating system 116 may then load such containers. The
containers may have various programs installed thereon.

In one example, a developer stores data 114 on a remov-
able data volume 108. To allow for increased mobility of the
data stored 114 stored on the removable data volume 108,
the developer also creates a catalog container and an appli-
cation container, which will be described 1n further detail
below. These containers may then be published 1n the public
container database 120. Additionally, the developer may
create a set of rules that under certain conditions will cause
the catalog container to be imnvoked. Such rules may then be
published 1n the rule database 118. The developer may also
provide a umique label 110 to the removable data volume.
The label 110 may trigger the rules stored in the rule
database 118. The developer may also create metadata 112
that can be used by the catalog container to find the
appropriate application container to process the removable
storage volume.

FIG. 2 1s a diagram showing illustrative containers 202,
204 used to process data 114 on the removable data volume
108. According to one example, the removable data volume
108 becomes attached to the computing system 102. In one
example, the removable data volume 108 1s a physical
device that 1s physically connected to the computing system
102. For example, the removable data volume 108 may be
a universal serial bus (USB) device. In a further example, the
removable data volume 108 may be an external hard drive
that 1s connected to the computing system 102. In some
examples, the removable data volume is a virtual volume.
Such a virtual volume may be transferred to the memory 106
of the computing system and then attached to the computing
system 1n a manner similar to that of a physical device.

According to principles described herein, the label 110 of
the removable data volume 108 uniquely identifies the
removable data volume 108. The label 110 may be, for
example, a unique character string. Additionally, a portion of
that unique character string 1s designed to trigger a device
manager rule. For example, the first three characters of the
label may be a predetermined value such as “123”. Diflerent
labels may umquely 1dentily different removable data vol-
umes while also including the value that triggers the rule.

For example, one removable data volume may have a label
of “123HTYCN” while another removable data volume may
have a label of “123ARBFC”. When the operating system
detects that the set of first three characters triggers the rule,
the device manager of the operating system 116 may look up
the label 110 of the removable data volume 108 1n the rule
database 118.

The appropniate rule from the rule database 118 will cause
the computing system 102 to invoke a catalog container 202
from the public container database 120. For example, the
developer who assigned the label 110 to the removable data
volume 108 may have also placed the appropriate rule
within the rule database 118 to cause the computing system
102 to mvoke the catalog container. The catalog container
may include the appropriate software to look at the metadata
112 of the removable data volume. Based on the metadata of
the removable data volume 108, the catalog container 202
then searches the public container database 120 for the
appropriate container to process the data 114 on the remov-

able data volume 108.
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The metadata may indicate a variety of characteristics
associated with the application to be used to access the data
114 stored on the removable data volume 108. In one
example, the characteristic 1s simply the name of the appli-
cation. This may include a commercially used name of the
application or the name of the executable file for the
application. In some examples, the metadata 112 includes a
version number ol a soltware package identifier. In some
examples, the metadata 112 includes the preferred or the
required runtime environment for the application. The run-
time environment may include state variables that are acces-
sible to the application during runtime. The runtime envi-
ronment may also include other environmental variables that
indicate other resources and devices available to the appli-
cation during execution. The metadata 112 may also include
the type and amount of resources required by the applica-
tion. For example, the application may require a certain
amount of hard disk space and a certain amount of volatile
memory. The application may also require a certain amount
of processor time. Other pieces of information which may be
useiul to the catalog container are contemplated as well.
Using the information within the metadata 112, the catalog
container 202 finds the application container 204, which
may be available within the public container database 120.

The application container 204 1s then invoked. The appli-
cation container 204 includes a first application 206 that 1s
associated with the data 114 on the removable data volume
108. The first application 206 includes all the characteristics
indicated in the metadata. Additionally, the runtime envi-
ronment provided to the application container 204 matches
that indicated 1n the metadata 112. Thus, the first application
206 1s the appropriate application in the appropriate con-
figuration to correctly process the data 114. Various appli-
cations often format data 1n a proprietary manner such that
only that application can correctly process the data. More-
over, sometimes various versions ol that application have
different features such that data created from older versions
of the application may not be fully compatible with newer
versions of the application. Conversely, data from newer
versions may not be fully compatible with older versions of
the application. Thus, the metadata 112 may indicate the
version of the first application 206 as well as the name of the
first application. There may be other containers within the
public container database that include diflerent versions of
the first application 206.

In some examples, the data 114 include multiple files
designed for use by multiple different applications. In such
case, the application container 204 may include each of the
applications that are needed to process each of the different
types of files stored on the removable data volume 108.

In some examples, the application container 204 may act
as a catalog container and find an additional application
container to perform a specified function. For example, if the
data 114 1s encrypted in a particular manner, which 1s
indicated by the metadata 112, then the application container
204 may cause the additional application container to be
loaded. The additional application container may also be
available 1n the public container database 120. The addi-
tional application container may include containerized soft-
ware for decrypting the data 114. In some examples, mul-
tiple 1terations of such a nested configuration may be used.

FIG. 3 1s a diagram showing multiple data volumes and
multiple containers. According to the present example, both
a first removable data volume 302 and a second removable

data volume 304 are connected to the computing system
102. Both removable data volumes 302, 304 are identified
by a unique label (e.g., 110, FIG. 1). Additionally, both
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removable data volumes 302, 304 include metadata (e.g.,
112, FIG. 1) that provides information to the catalog con-
tamner 202 so that the catalog container 202 can find the
appropriate application containers 306, 310 for the respec-
tive removable data volumes 302, 304.

Because the different data volumes may have di
data (e.g., 114, FIG. 1) stored thereon, they may require
different applications to process their respective data. Thus,
the catalog container finds a first application container 306
that has a first application 308 for the data on the first
removable data volume 302. Additionally, the catalog con-
tainer 202 finds a second application container 310 that has
a second application 312 for the data on the second remov-
able data volume 304.

FIG. 4 1s a flowchart showing an 1llustrative method for
managing removable data volumes. According to the present
example, the method 400 includes a step 402 for detecting
that a removable data volume has been attached to the
computing system. The removable data volume may be a
physical or virtual data volume. The removable data volume
has a label that uniquely identifies the removable data
volume. Additionally, the removable data volume includes
data that 1s formatted to be accessed by at least one particular
application. The removable data volume further includes
metadata that 1dentifies various characteristics of that par-
ticular application. For example, the metadata may indicate
the name of the application. The metadata may also include
the version of the application. The version may be identified,
for example, by a version number. The metadata may also
include the configuration of the runtime environment to be
used with the application. The metadata may also indicate
the type and amount of resources that are required by the
application.

The method 400 further includes a step 404 for, in
response to determining that a portion of the label matches
a predefined value, invoking a catalog container based on a
device manager rule. In one example, 1f the label of the
removable data volume triggers the device manager rule, the
operating system searches a rule database for the rule
associated with the label. The rule within the rule database
identifies the catalog container, which can be downloaded
from the public container database. The catalog container
can then be loaded by the operating system.

The method 400 further includes a step 406 for, with the
catalog container, obtaining the metadata stored on the
removable data volume. As mentioned above, the metadata
includes characteristics of a first application associated with
a first piece of data that i1s stored on the removable data
volume. The piece of data may be, for example, a file.

The method 400 further includes a step 408 for, with the
catalog container, causing an application container having
the first application with the characteristics to be loaded. For
example, the catalog container uses the information con-
tained within the metadata to search the public container
database for an appropriate application container. The
appropriate application container includes the software
matching the characteristics 1dentified by the metadata. The
application container can then be loaded.

The method 400 further includes a step 410 for, with the
application container, processing the removable data vol-
ume. Because the application container includes container-
1zed soltware for processing the removable data, the appli-
cation container includes all the appropriate executables to
access the files stored on the removable data volume.
Moreover, the application container can be loaded 1n a
runtime environment having characteristics identified by the
metadata.

Terent
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Using principles described herein, software developers
can ensure that removable data volumes are handled con-
sistently across servers. Specifically, because a particular
removable data volume 1s associated with a particular device
manager rule, such as a udev rule, any server using that udev
rule can properly invoke the catalog container. The catalog
container can then, 1n turn, cause the proper containerized
software to be loaded.

Additionally, the catalog contaimner may be a self-con-
tained device manager rule processor. Thus, the catalog
container can be used by various servers, which may run
various operating systems. Specifically, the catalog con-
tainer can be quickly downloaded from the public container
database on demand. The catalog container can also be
updated remotely. The catalog container can also be syn-
chronized on the target operating system. Additionally, both
the catalog container, and the application container, may be
stateless so that they can run multiple istances on different
data volumes without causing data privacy or integrity
1SSUes.

FIG. 5 1s a diagram showing an illustrative computing
system 500 that may be used to manage removable data
volumes. In one example, the computing system 300 may be
the computing system to which a removable data volume 1s
attached. In one example, the computing system 500 may be
a server hosting either the public container database or the
rule database. According to the present example, the com-
puting system 500 includes a processor 502, an imput device
514, a storage device 512, a video controller 508, a system
memory 504, a display 510, and a communication device
506, all of which are interconnected by one or more buses
516.

The storage device 512 may include a computer readable
medium that can store data. The storage device 512 may
include volatile memory storage devices such as Random
Access Memory (RAM) as well as non-volatile memory
storage devices such as solid state memory components. The
computer readable medium may be a non-transitory tangible
media.

In some examples, the communication device 506 may
include a modem, network card, or any other device to
enable the computing system 500 to communicate with other
computing devices. In some examples, any computing
device represents a plurality of interconnected (whether by
intranet or Internet) computer systems, mcluding without
limitation, personal computers, mainirames, PDAs, smart-
phones and cell phones.

A computing system such as the computing system 500
typically includes at least hardware capable of executing
machine readable instructions, as well as the software for
executing acts (typically machine-readable instructions) that
produce a desired result. In some examples, a computing,
system may include hybrids of hardware and software, as
well as computer sub-systems.

In some examples, hardware generally includes at least
processor-capable platforms, such as hand-held processing
devices (such as smart phones, tablet computers, personal
digital assistants (PDAs), or personal computing devices
(PCDs), for example. In some examples, hardware may
include any physical device that 1s capable of storing
machine-readable 1nstructions, such as memory or other data
storage devices. In some examples, other forms of hardware
include hardware sub-systems, including transfer devices
such as modems, modem cards, ports, and port cards, for
example.

In some examples, software includes any machine code
stored 1n any memory medium, such as RAM or ROM, and
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machine code stored on other devices (such as tloppy disks,
flash memory, or a CD ROM, for example). In some
examples, software may 1nclude source or object code. In
several exemplary embodiments, software encompasses any
set of 1nstructions capable of being executed on a computing
device such as, for example, on a client machine or server.

In some examples, combinations of software and hard-
ware could also be used for providing enhanced function-
ality and performance for certain embodiments of the pres-
ent disclosure. In some examples, software functions may be
directly manufactured into an integrated circuit. Accord-
ingly, 1t should be understood that combinations of hardware
and software are also included within the definition of a
computer system and are thus envisioned by the present
disclosure as possible equivalent structures and equivalent
methods.

In some examples, computer readable mediums include,
for example, passive data storage, such as a random access
memory (RAM) as well as semi-permanent data storage
such as a solid state drive. One or more exemplary embodi-
ments of the present disclosure may be embodied in the
RAM of a computing device to transform a standard com-
puter mto a new specific computing machine. In some
examples, data structures are defined organizations of data
that may enable an embodiment of the present disclosure. In
an exemplary embodiment, a data structure may provide an
organization of data, or an organization of executable code.

In some examples, a network and/or one or more portions
thereol may be designed to work on any specific architec-
ture. In some examples, one or more portions of the network
may be executed on a single computer, local area networks,
client-server networks, wide area networks, internets, hand-
held and other portable and wireless devices and networks.

In some examples, a database may be any standard or
proprietary database software, such as Oracle, Microsoft
Access, SyBase, or DBase II, for example. The database
may have fields, records, data, and other database elements
that may be associated through database specific software. In
several exemplary embodiments, data may be mapped. In
some examples, mapping 1s the process of associating one
data entry with another data entry. In an exemplary embodi-
ment, the data contained in the location of a character file
can be mapped to a field mn a second table. In some
examples, the physical location of the database 1s not
limiting, and the database may be distributed. In some
examples, the database may exist remotely from the server,
and run on a separate platform. In some examples, the
database may be accessible across the Internet. In several
exemplary embodiments, more than one database may be
implemented.

In some examples, a computer program, such as a plu-
rality of instructions stored on a computer readable medium,
such as the computer readable medium, the system memory
504, and/or any combination thereof, may be executed by a
processor 502 to cause the processor 502 to carry out or
implement 1n whole or 1n part the operation of the computing
system 500, one or more of the methods. In some examples,
such a processor 502 may execute the plurality of instruc-
tions 1n connection with a virtual computer system.

Some examples of processing systems described herein
may include non-transitory, tangible, machine readable
media that mnclude executable code that when run by one or
more processors (e.g., processor 502) may cause the one or
more processors to perform the processes of methods as
described above. Some common forms of machine readable
media that may include the processes of methods for
example, tloppy disk, flexible disk, hard disk, magnetic tape,
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any other magnetic medium, CD-ROM, any other optical
medium, punch cards, paper tape, any other physical
medium with patterns of holes, RAM, PROM, EPROM,
FLASH-EPROM, any other memory chip or cartridge, and/
or any other medium from which a processor or computer 1s
adapted to read.

Although illustrative embodiments have been shown and
described, a wide range of modification, change and substi-
tution 1s contemplated in the foregoing disclosure and in
some 1nstances, some features of the embodiments may be
employed without a corresponding use of other features.
One of ordinary skill in the art would recognize many
variations, alternatives, and modifications. Thus, the scope
of the mnvention should be limited only by the following
claims, and 1t 1s appropriate that the claims be construed
broadly and 1n a manner consistent with the scope of the
embodiments disclosed herein.

What 1s claimed 1s:

1. A method performed by a computing system, the
method comprising:

detecting that a removable data volume has been attached

to the computing system, the removable data volume
being 1dentified by a unique label;

in response to determiming that a portion of the unique

label matches a predefined value searching a rule
database for a device manager rule associated with the
umque label;

invoking a catalog container based on the device manager

rule, the catalog container including a first application
for examining metadata stored on the removable data
volume;

with the catalog container, examining, using the first

application, metadata stored on the removable data
volume, to i1dentily a second application having char-
acteristics for processing a first piece of data stored on
the removable data volume;

with the catalog container, searching a public container

database for an application container comprising the
second application;

responsive to identitying the application container com-

prising the second application, causing the application
container to be loaded 1nto a runtime environment
having runtime environment characteristics identified
by the characteristics 1n the metadata; and

with the application container, accessing, using the sec-

ond application, the first piece of data stored on the
removable data volume.

2. The method of claim 1, wherein the catalog container
1s published within the public container database.

3. The method of claim 2, wherein invoking the catalog
container comprises loading the catalog container onto the
computing system from the public container database.

4. The method of claim 1, wherein the rule database 1s 1n
communication with the computing system.

5. The method of claim 1, wherein the metadata includes
a name ol the second application.

6. The method of claim 1, wherein the metadata includes
a version of the second application.

7. The method of claim 1, wherein the metadata includes
a configuration of a runtime environment for the second
application.

8. The method of claim 1, wherein the metadata includes
resources required by the second application.

9. The method of claim 1, wherein the metadata further
includes characteristics of a third application associated with
a second piece of data that 1s stored on the removable data
volume.
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10. The method of claam 8, wherein the application
container further includes the third application with the
characteristics of the second application.

11. The method of claim 1, further comprising, detecting
that a second removable data volume has been connected to

the computing system, the second removable data volume

storing metadata that indicates at least one different appli-
cation and a second set of characteristics for the at least one
different application associated with at least one piece of
data on the second removable data volume.

12. The method of claim 11, further comprising, loading
a second application container to process the second remov-
able data volume, the second application container including
the at least one diflerent application having the second set of
characteristics.

13. A computing system comprising:

a hardware processor; and

a memory comprising machine readable instructions that

when executed by the hardware processor cause the

hardware processor to:

detect that a removable data volume has been attached
to the computing system, the removable data volume
being 1dentified by a unique label;

in response to determining that a portion of the unique
label matches a predefined value, search a rule
database for a device manager rule associated with
the unique label;

invoke a catalog container based on the device manager
rule, the catalog container including a first applica-
tion for examining metadata stored on the removable
data volume;

with the catalog container, examine, using the first
application, metadata stored on the removable data
volume, to i1dentily a second application having
characteristics for processing a first piece of data
stored on the removable data volume;

with the catalog container, search a public container
database for an application container comprising the
second application;

responsive to 1dentifying the application container
comprising the second application, cause the appli-
cation container having the first application to be
loaded into a runtime environment having runtime
environment characteristics identified by the charac-
teristics 1n the metadata; and

with the application container, access, using the second
application, the first piece of data stored on the
removable data volume.

14. The system of claim 13, wherein the catalog container
1s published within the public container database.

15. The system of claim 14, wherein the application
container 1s published into the public container database.

16. The system of claim 14, wherein the application
container 1s configured to find an additional application
container within the public container database and cause the
additional application container to be loaded on the com-
puting system.

17. The system of claam 13, wherein the metadata
includes at least one of: a name of the second application, a
version of the second application, a configuration of a
runtime environment for the second application, system
requirements for the second application.

18. The system of claim 13, wherein the metadata further
includes characteristics of a third application associated with
a second piece of data that 1s stored on the removable data
volume.
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19. The system of claim 13, wherein the application
container further includes the third application with the
characteristics of the second application.

G e x Gx ex
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