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METHOD FOR RENEWING IP ADDRESS
AND APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of International Appli-
cation No. PCT/CN2017/088531, filed on Jun. 15, 2017,
which claims priority to Chinese Patent Application No.
201610945341.5, filed on Nov. 2, 2016. The disclosures of
the aforementioned applications are hereby incorporated by
reference 1n their entireties.

TECHNICAL FIELD

The present mnvention relates to the field of communica-
tions technologies, and 1n particular, to a method for renew-

ing an IP address and an apparatus.

BACKGROUND

DHCP (Dynamic Host Configuration Protocol, Dynamic
Host Configuration Protocol) 1s a network protocol for a
local area network, and works by using UDP (User Data-
gram Protocol, User Datagram Protocol). The DHCP pro-
tocol uses a client/server model. When a DHCP server
receives an address information request sent by a client that
logs on to a TCP/IP (Transmission Control Protocol/Internet
Protocol, Transmission Control Protocol/Internet Protocol)
network, the DHCP server sends related address information
(information such as an IP address, a gateway address, and
a controller address) to the client, so that client address
information 1s configured dynamically.

In an actual application, due to reasons such as security
and service requirements, 1n scenarios such as an enterprise
park, and a data center network, a customer usually config-
ures a corresponding controller to manage an access client.
As shown i1n FIG. 1, devices such as a DHCP server 11, a
client 12, and a controller 13 constitute a network system.
When the client 12 1s powered on, the client 12 automati-
cally connects to the DHCP server 11 and sends an address
obtaining request to the DHCP server 11 to obtain address
information such as an IP address assigned by the DHCP
server 11 to the client 12 and a controller address, and then
the client 12 actively connects to the controller 13 according
to the controller address, to implement management of the
client 12 by the controller 13. Then the controller 13 queries
the IP address sent by the DHCP server 11 to the client 12,
performs, according to the IP address, service configuration
related to the IP address on the client 12, and delivers the
service configuration to the client 12. The client 12 renews
the IP address according to a lease time of the IP address on
the DHCP server 11.

In the related art, every time the client 12 1s powered on,
the client 12 sends an address obtaining request to the DHCP
server 11 to obtain information such as an IP address and a
controller address. Therefore, when power-oil duration of
the client 12 exceeds the lease time of the IP address on the
DHCP server 11, IP addresses obtained by the client 12 two
times may be inconsistent. Consequently, the original ser-
vice configurations provided by the controller 13 to the
client 12 are no longer eflective. Therefore, every time the
controller 13 manages the client 12, the controller 13 needs
to query whether the IP address of the client 12 changes. IT
the IP address of the client 12 changes, the controller 13
needs to determine which service configurations are related
to the IP address, modily, according to a latest IP address, the
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service configurations related to the IP address, and deliver
the service configurations to the client 12, thereby ensuring

that the service configurations on the client 12 continue to be
ellective.

SUMMARY

Embodiments of the present invention provide a method
for renewing an IP address and an apparatus, to enable a
client to use a same IP address every time the client is
powered on and further ensure that service configurations
related to the IP address on the client are continuously
cllective and do not need to be changed.

According to a first aspect, an embodiment of the present
invention provides a method for renewing an IP address,
where the method includes:

obtaining, by a controller, Dynamic Host Configuration
Protocol DHCP address information from a client, where the
DHCP address information includes an IP address of the
client, a MAC address of the client, and an address of a
DHCP server that assigns the IP address to the client; and

when the controller determines that the client 1s powered
ofl, sending, by the controller by using the address of the
DHCP server, an IP renewal request including the IP address
and the MAC address to the DHCP server to renew the IP
address, until the client registers with the controller.

In the method for renewing an IP address according to this
embodiment of the present invention, the controller can
obtain information such as the IP address of the client, the
MAC address of the client, and the address of the DHCP
server that assigns the IP address to the client, and when the
client 1s powered ofl, the controller sends, by using the
address of the DHCP server, the IP renewal request includ-

ing the IP address of the client and the MAC address of the
client to the DHCP server to renew the IP address of the
client from the DHCP server on behalf of the client. There-
fore, 1t 1s ensured that the IP address of the client keeps an
occupied state during power-ofl of the client. In this way,
when the client 1s powered on again, the DHCP server can
allow the client to use the original IP address of the client
(that 1s, the IP address used before the client 1s powered ofl);
and correspondingly, service configurations related to the IP
address on the client are continuously effective and do not
need to be changed either.

With reference to the first aspect, in a {first possible
implementation of the first aspect, the DHCP address infor-
mation further includes a lease time of the IP address; and
the sending, by the controller by using the address of the
DHCP server, an IP renewal request including the IP address

and the MAC address to the DHCP server to renew the IP
address, until the client registers with the controller
includes:

when the controller determines that the client 1s powered
ofl, sending, by the controller by using the address of the
DHCP server, the IP renewal request to the DHCP server,
and receiving renewal grant information sent by the DHCP
server; and

when a time after sending the IP renewal request reaches
a half of the lease time (that 1s, when a difference between
a current time and the time of sending the IP renewal request
reaches a half of the lease time), sending, by the controller
by using the address of the DHCP server, the IP renewal
request to the DHCP server again, and receiving renewal
grant information sent by the DHCP server, until the client
registers with the controller.

In this implementation, the DHCP address information
obtained by the controller from the client further includes
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the lease time of the IP address. The controller may request
to renew the IP address from the DHCP server again every
time duration of renewing the IP address reaches a half of the
lease time, so that the IP address keeps the occupied state.
Further, when the client 1s powered on again, the DHCP
server assigns the IP address renewed by the controller to the
client for use, so that the client uses the same IP address
when powered on two consecutive times. Therefore, the
service configurations related to the IP address on the client
are continuously eflective and do not need to be changed.

With reference to the first aspect, 1n a second possible
implementation of the first aspect, the sending, by the
controller by using the address of the DHCP server, an IP
renewal request including the IP address and the MAC
address to the DHCP server to renew the IP address, until the
client registers with the controller includes:

when the controller determines that the client 1s powered
ofl, sending, by the controller by using the address of the
DHCP server, the IP renewal request to the DHCP server,
and receiving renewal grant information sent by the DHCP
server, where the renewal grant information includes a lease
time of the IP address; and

when a time after sending the IP renewal request reaches
a half of the lease time (that 1s, when a difference between
a current time and the time of sending the IP renewal request
reaches a half of the lease time), sending, by the controller
by using the address of the DHCP server, the IP renewal
request to the DHCP server again, and receiving renewal
grant information sent by the DHCP server, until the client
registers with the controller.

In this implementation, the controller can obtain the lease
time of the IP address from the renewal grant information
sent by the DHCP server. Because the lease time of the IP
address 1s 1n the renewal grant information sent by the
DHCP server, the DHCP server can determine the lease time
of the IP address according to factors such as occupation
duration of the IP address, and the DHCP server controls the
lease time of the IP address more tlexibly.

With reference to the first aspect, or the first or the second
possible implementation of the first aspect, 1n a third pos-
sible implementation of the first aspect, the obtaining, by a
controller, Dynamic Host Configuration Protocol DHCP
address information from a client includes:

sending, by the controller, a DHCP address information
query request to the client; and

receiving, by the controller, the DHCP address informa-
tion fed back by the client according to the DHCP address
information query request.

In this implementation, the controller actively sends the
DHCP address information query request to the client to
obtain the DHCP address information. The controller can
determine, according to a running state of the controller,
whether to obtain the DHCP address information, to avoid
receiving the DHCP address information i an overload
state.

With reference to the first aspect, or the first or the second
possible 1mplementation of the first aspect, in a fourth
possible implementation of the first aspect, the obtaining, by
a controller, Dynamic Host Configuration Protocol DHCP
address mformation from a client includes:

receiving, by the controller, the DHCP address informa-
tion actively sent by the client.

In this implementation, the client actively sends the
DHCP address information to the controller. This can effec-
tively reduce interaction between the controller and the
client and reduce network traflic when the controller obtains
the DHCP address information.
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With reference to the fourth possible implementation of
the first aspect, 1n a fifth possible implementation of the first
aspect, the method further includes:

when the client managed by the controller 1s removed
from the controller, stopping, by the controller, renewing the
IP address from the DHCP server.

In this implementation, the controller can stop renewing,
the IP address from the DHCP server when the client
managed by the controller 1s removed from the controller.
This avoids ineflective renewal of the IP address by the
controller.

According to a second aspect, an embodiment of the
present invention provides a method for renewing an IP
address, where the method includes:

recerving, by a Dynamic Host Configuration Protocol
DHCP server, a DHCP request sent by a client when the
client 1s powered on, where the DHCP request includes an
[P address of the client, and the IP address 1s an IP address
renewed by a controller from the DHCP server during
power-oll of the client; and

sending, by the DHCP server to the client in response to
the DHCP request, DHCP acknowledgement information
indicating that the client 1s allowed to use the IP address, so
that the client renews the IP address from the DHCP server
after recerving the DHCP acknowledgement information.

In the method for renewing an IP address according to this
embodiment of the present invention, the controller renews
the IP address on behalf of the client during power-ofl of the
client. Therefore, it 1s ensured that the IP address ol the
client keeps an occupled state durmg power-oll of the client.
When the client 1s powered on again, the client can send the
DHCP request to the DHCP server; after receiving the
DHCP acknowledgement information sent by the DHCP
server, the client can renew the same IP address from the
DHCP server; and correspondingly, service configurations
related to the IP address on the client are continuously
ellective and do not need to be changed either.

With reference to the second aspect, in a first possible
implementation of the second aspect, the sending, by the
DHCP server to the client 1n response to the DHCP request,
DHCP acknowledgement information indicating that the
client 1s allowed to use the IP address, so that the client
renews the IP address from the DHCP server after receiving
the DHCP acknowledgement information includes:

sending, by the DHCP server to the client in response to
the DHCP request, the DHCP acknowledgement informa-
tion indicating that the client 1s allowed to use the IP address,
so that after the client receives the DHCP acknowledgement
information, the client establishes a connection to the con-
troller, to 1mplement management of the client by the
controller:;

recerving, by the DHCP server, an IP renewal request of
the client for renewing the IP address; and

sending, by the DHCP server, renewal grant information
to the client.

In this implementation, after the DHCP server receives
the DHCP request, the DHCP server responds by sending, to
the client, the DHCP acknowledgement information indi-
catmg that the client 1s allowed to use the IP address. After
receiving the DHCP acknowledgement information, the
client considers that the DHCP server allows the client to
continue to use the IP address included 1n the DHCP request.
Then the client actively registers with the controller to
establish a connection to the controller and renew the IP
address from the DHCP server. In this implementation, the
client renews the IP address in the DHCP request after the
client 1s powered on again. Therefore, the service configu-
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rations related to the IP address on the client are continu-
ously eflective and do not need to be changed.

According to a third aspect, an embodiment of the present
invention provides a method for renewing an IP address,
where the method includes:

sending, by a client, Dynamic Host Configuration Proto-
col DHCP address information to a controller, where the
DHCP address information includes an IP address of the
client, a MAC address of the client, and an address of a
DHCP server that assigns the IP address to the client, so that
when the client 1s powered ofl, the controller sends, by using,
the address of the DHCP server, an IP renewal request
including the IP address and the MAC address to the DHCP
server to renew the IP address, until the client registers with
the controller:;

when the client 1s powered on again after powered ofl,
sending, by the client, a DHCP request to the DHCP server,
where the DHCP request includes the IP address;

receiving, by the client, DHCP acknowledgement infor-
mation indicating that the DHCP server allows the client to
use the IP address:

registering, by the client, with the controller, to implement
management of the client by the controller; and

renewing, by the client, the IP address from the DHCP
Server.

In the method for renewing an IP address according to this
embodiment of the present invention, before the client 1s
powered ofl, the client sends, to the controller, the DHCP
address information including information such as the IP
address of the client, the MAC address of the client, and the
address of the DHCP server that assigns the IP address to the
client. During power-ofl of the client, the controller renews
the IP address on behalf of the client. Therefore, 1t 1s ensured
that the IP address of the client keeps an occupied state when
the client 1s powered ofl. When the client 1s powered on
again, the client can send the DHCP request to the DHCP
server; after receiving the DHCP acknowledgement infor-
mation sent by the DHCP server, the client can renew the
same [P address from the DHCP server; and correspond-
ingly, service configurations related to the IP address on the
client are continuously eflective and do not need to be
changed.

With reference to the third aspect, 1n a first possible
implementation of the third aspect, before the sending, by
the client, DHCP address information to the controller, the
method further includes:

receiving, by the client, a DHCP address information
query request sent by the controller.

In this implementation, the controller actively sends the
DHCP address information query request to the client to
obtain the DHCP address information. The controller can
determine, according to a running state of the controller,
whether to obtain the DHCP address information, to avoid
receiving the DHCP address information i an overload
state.

According to a fourth aspect, an embodiment of the
present invention provides a controller, where the controller
includes:

an obtaining module, configured to obtain Dynamic Host
Configuration Protocol DHCP address information from a
client, where the DHCP address information includes an IP
address of the client, a MAC address of the client, and an
address of a DHCP server that assigns the IP address to the
client; and

a renewal module, configured to: when determining that
the client 1s powered ofl, send, by using the address of the
DHCP server, an IP renewal request including the IP address
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and the MAC address to the DHCP server to renew the 1P

address, until the client registers with the controller.
The controller provided by this embodiment of the present
invention can obtain mformation such as the IP address of
the client, the MAC address of the client, and the address of
the DHCP server that assigns the IP address to the client, and
when the client 1s powered ofl, the controller sends, by using
the address of the DHCP server, the IP renewal request
including the IP address of the client and the MAC address
of the client to the DHCP server to renew the IP address of
the client from the DHCP server on behalf of the client.
Therefore, it 1s ensured that the IP address of the client keeps
an occupied state during power-oil of the client. In this way,
when the client 1s powered on again, the DHCP server can
allow the client to use the original IP address of the client
(that 1s, the IP address used before the client 1s powered ofl);
and correspondingly, service configurations related to the IP
address on the client are continuously effective and do not
need to be changed either.

With reference to the fourth aspect, in a {first possible
implementation of the fourth aspect, the DHCP address
information further includes a lease time of the IP address;
and the renewal module 1ncludes:

a first renewal submodule, configured to: when determin-
ing that the client 1s powered ofl, send, by using the address
of the DHCP server, the IP renewal request to the DHCP
server, and receive renewal grant information sent by the
DHCP server; and

a second renewal submodule, configured to: when a time
alter sending the IP renewal request reaches a half of the
lease time (that 1s, when a diflerence between a current time
and the time of Sending the IP renewal request reaches a halt
of the lease time), send, by using the address of the DHCP
server, the IP renewal request to the DHCP server again, and
receive renewal grant information sent by the DHCP server,
until the client registers with the controller.

In this implementation, the DHCP address information
obtained by the controller from the client further includes
the lease time of the IP address. The controller may request
to renew the IP address from the DHCP server again every
time duration of renewing the IP address reaches a half of the
lease time, so that the IP address keeps the occupied state.
Further, when the client 1s powered on again, the DHCP
server assigns the IP address renewed by the controller to the
client for use, so that the client uses the same IP address
when powered on two consecutive times. Therefore, the
service configurations related to the IP address on the client
are continuously effective and do not need to be changed.

With reference to the fourth aspect, 1n a second possible
implementation of the fourth aspect, the renewal module
includes:

a third renewal submodule, configured to: when deter-
mining that the client 1s powered off, send, by using the
address of the DHCP server, the IP renewal request to the
DHCP server, and receive renewal grant information sent by
the DHCP server, where the renewal grant information
includes a lease time of the IP address; and

a fourth renewal submodule, configured to: when a time
alter sending the IP renewal request reaches a half of the
lease time (that 1s, when a diflerence between a current time
and the time of sending the IP renewal request reaches a half
of the lease time), send, by using the address of the DHCP
server, the IP renewal request to the DHCP server again, and
receive renewal grant information sent by the DHCP server,
until the client registers with the controller.

In this implementation, the controller can obtain the lease
time of the IP address from the renewal grant information
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sent by the DHCP server. Because the lease time of the IP
address 1s 1n the renewal grant information sent by the
DHCP server, the DHCP server can determine the lease time

of the IP address according to factors such as occupation
duration of the IP address, and the DHCP server controls the

lease time of the IP address more tlexibly.

With reference to the fourth aspect, or the first or the
second possible implementation of the fourth aspect, 1n a
third possible implementation of the fourth aspect, the
obtaining module includes:

a sending submodule, configured to send a DHCP address
information query request to the client; and

a recerving submodule, configured to receive the DHCP
address imnformation fed back by the client according to the
DHCP address mformation query request.

In this implementation, the controller actively sends the
DHCP address information query request to the client to
obtain the DHCP address information. The controller can

determine, according to a running state of the controller,
whether to obtain the DHCP address information, to avoid
receiving the DHCP address information i an overload
state.

With reference to the fourth aspect, or the first or the
second possible implementation of the fourth aspect, in a
fourth possible implementation of the fourth aspect, the
obtaining module 1s specifically configured to receive the
DHCP address mformation actively sent by the client.

In this implementation, the client actively sends the
DHCP address information to the controller. This can eflec-
tively reduce interaction between the controller and the
client and reduce network tratlic when the controller obtains
the DHCP address information.

With reference to the fourth possible implementation of
the fourth aspect, 1n a fifth possible implementation of the
fourth aspect, the renewal module 1s further configured to
stop renewing the IP address from the DHCP server when
the client managed by the controller 1s removed from the
controller.

In this implementation, the controller can stop renewing
the IP address from the DHCP server when the client
managed by the controller 1s removed from the controller.
This avoids ineflective renewal of the IP address by the
controller.

According to a fifth aspect, an embodiment of the present
invention provides a Dynamic Host Configuration Protocol
DHCP server, where the DHCP server includes:

a recerving module, configured to recerve a DHCP request
sent by a client when the client 1s powered on, where the
DHCP request includes an IP address of the client, and the
IP address 1s an IP address renewed by a controller from the
DHCP server during power-ofl of the client; and

a responding module, configured to send, to the client in
response to the DHCP request, DHCP acknowledgement
information indicating that the client 1s allowed to use the IP
address, so that the client renews the IP address from the
DHCP server after receiving the DHCP acknowledgement
information.

According to the DHCP server provided by this embodi-
ment of the present invention, the controller renews the 1P
address on behalf of the client during power-oil of the client.
Theretore, it 1s ensured that the IP address of the client keeps
an occupied state during power-oil of the client. When the
client 1s powered on again, the client can send the DHCP
request to the DHCP server; after receiving the DHCP
acknowledgement information sent by the DHCP server, the
client can renew the same IP address from the DHCP server;
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and correspondingly, service configurations related to the IP
address on the client are continuously effective and do not
need to be changed either.

With reference to the fifth aspect, 1n a first possible
implementation of the fifth aspect, the responding module
includes:

a first sending submodule, configured to send, to the client
in response to the DHCP request, the DHCP acknowledge-
ment information indicating that the client 1s allowed to use
the IP address, so that after the client receives the DHCP
acknowledgement information, the client establishes a con-
nection to the controller, to implement management of the
client by the controller;

a receiving submodule, configured to receive an IP
renewal request of the client for renewing the IP address; and

a second sending submodule, configured to send renewal
grant information to the client.

In this implementation, after the DHCP server receives
the DHCP request, the DHCP server responds by sending, to
the client, the DHCP acknowledgement information indi-
catmg that the client 1s allowed to use the IP address. After
receiving the DHCP acknowledgement information, the
client considers that the DHCP server allows the client to
continue to use the IP address included 1n the DHCP request.
Then the client actively registers with the controller to
establish a connection to the controller and renew the IP
address from the DHCP server. In this implementation, the
client renews the IP address in the DHCP request after the
client 1s powered on again. Therefore, the service configu-
rations related to the IP address on the client are continu-
ously effective and do not need to be changed.

According to a sixth aspect, an embodiment of the present
invention provides a client, where the client includes:

a {irst sending module, configured to send Dynamic Host
Configuration Protocol DHCP address information to a
controller, where the DHCP address information includes an
IP address of the client, a MAC address of the client, and an
address of a DHCP server that assigns the IP address to the
client, so that when the client 1s powered off, the controller
sends, by using the address of the DHCP server, an IP
renewal request including the IP address and the MAC
address to the DHCP server to renew the IP address, until the
client registers with the controller;

a second sending module, configured to send a DHCP
request to the DHCP server when the client 1s powered on
again aiter powered ofl, where the DHCP request includes
the IP address;

a first receiving module, configured to receive DHCP
acknowledgement information indicating that the DHCP
server allows the client to use the IP address:

a registration module, configured to enable the client to
register with the controller, to implement management of the
client by the controller; and

a renewal module, configured to renew the IP address
from the DHCP server.

According to the client provided by this embodlment of
the present invention, before the client 1s powered ofl, the
client sends, to the controller, the DHCP address mformatlon
including information such as the IP address of the client, the
MAC address of the client, and the address of the DHCP
server that assigns the IP address to the client. During
power-oll of the client, the controller renews the IP address
on behalf of the client. Therefore, 1t 1s ensured that the IP
address of the client keeps an occupied state when the client

1s powered ofl. When the client 1s powered on again, the
1 the DHCP request to the DHCP server; after

client can send
receiving the DHCP acknowledgement information sent by
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the DHCP server, the client can renew the same IP address
from the DHCP server; and correspondingly, service con-
figurations related to the IP address on the client are con-
tinuously effective and do not need to be changed.

With reference to the sixth aspect, in a first possible
implementation of the sixth aspect, the client further
includes:

a second receiving module, configured to receive, before
the first sending module sends the DHCP address informa-
tion to the controller, a DHCP address information query
request sent by the controller.

In this implementation, the controller actively sends the
DHCP address information query request to the client to
obtain the DHCP address information. The controller can
determine, according to a running state of the controller,
whether to obtain the DHCP address information, to avoid
receiving the DHCP address information i an overload
state.

According to a seventh aspect, an embodiment of the
present invention provides a communications system, where
the communications system includes a controller, a client,
and a Dynamic Host Configuration Protocol DHCP server,
where

the controller 1s configured to: obtain DHCP address
information from the client, where the DHCP address infor-
mation includes an IP address of the client, a MAC address
of the client, and an address of the DHCP server that assigns
the IP address to the client; and when the controller deter-
mines that the client 1s powered off, send, by using the

address of the DHCP server, an IP renewal request including
the IP address and the MAC address to the DHCP server to
renew the IP address, until the client registers with the
controller:;

the client 1s configured to: send the DHCP address infor-
mation to the controller; when the client 1s powered on again
alter powered off, send a DHCP request to the DHCP server,
where the DHCP request includes the IP address; receive
DHCP acknowledgement information indicating that the
DHCP server allows the client to use the IP address; register
with the controller, to implement management of the client
by the controller; and renew the IP address from the DHCP
server; and

the DHCP server 1s configured to: receive the IP renewal
request sent by the controller, and renew the IP address to the
client; receive the DHCP request sent by the client when the
client 1s powered on again after powered ofl; and send, to the
client, the DHCP acknowledgement information indicating
that the client 1s allowed to use the IP address.

In the communications system provided by this embodi-

ment of the present invention, the controller can obtain
information such as the IP address of the client, the MAC
address of the client, and the address of the DHCP server
that assigns the IP address to the client. When the client 1s
powered ofl, the controller sends, by using the address of the
DHCP server, the IP renewal request including the IP
address of the client and the MAC address of the client to the
DHCP server to renew the IP address of the client from the
DHCP server on behalt of the client. Therefore, 1t 1s ensured
that the IP address of the client keeps an occupied state
during power-oil of the client. In this way, when the client
1s powered on again, the DHCP server can allow the client
to use the original IP address of the client (that 1s, the IP
address used before the client 1s powered off); and corre-
spondingly, service configurations related to the IP address
on the client are continuously eflective and do not need to be
changed either.
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BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions in the embodiments of
the present invention or in the prior art more clearly, the
following briefly describes the accompanying drawings
required for describing the embodiments or the prior art.
Apparently, a person of ordinary skill in the art may still
derive other drawings from these accompanying drawings
without creative efforts.

FIG. 1 1s a schematic diagram of an application scenario
of the related art;

FIG. 2 1s a schematic diagram of an application scenario
according to an embodiment of the present imnvention;

FIG. 3 1s a flowchart of a method for renewing an IP
address according to an embodiment of the present inven-
tion;

FIG. 4 15 a flowchart of another method for renewing an
IP address according to an embodiment of the present
invention;

FIG. 5 1s a flowchart of still another method for renewing,
an IP address according to an embodiment of the present
invention;

FIG. 6 1s a flowchart of still another method for renewing,
an IP address according to an embodiment of the present
invention;

FIG. 7 1s a schematic diagram of a DHCP packet format
according to an embodiment of the present invention;

FIG. 8 1s a schematic structural diagram of a controller
according to an embodiment of the present invention;

FIG. 9 1s a schematic structural diagram of a DHCP server
according to an embodiment of the present invention; and

FIG. 10 1s a schematic structural diagram of a client
according to an embodiment of the invention.

DESCRIPTION OF EMBODIMENTS

To make a person skilled in the art understand the
technical solutions 1n the embodiments of the present inven-
tion better, and make the objectives, features, and advan-
tages of the embodiments of the present invention clearer,
the following further describes the technical solutions in the
embodiments of the present invention in detail with refer-
ence to the accompanying drawings.

Betore the technical solutions of the embodiments of the
present invention are described, first, an application scenario
of the embodiments of the present mvention 1s described
with reference to an accompanying drawing. Referring to
FIG. 2, FIG. 2 1s a schematic diagram of an application
scenario according to an embodiment of the present mnven-
tion. The application scenario includes a DHCP server 21, a
client 22, and a controller 23. In a specific process of
implementing this embodiment of the present invention, the
client 22 may be a computer, a smartphone, a telephone set,
a cable TV set-top box, a digital subscriber line router, or the
like. The client 22 may be located 1n a local area network 1n
which the DHCP server 21 1s located, or may be located in
another local area network. It should be noted that, 1n an
actual application, there may be one or more DHCP servers,
one or more clients, and one or more controllers. The client
22 1n the application scenario shown in FIG. 2 1s only one
of the clients, the DHCP server 21 1s a DHCP server to
which the client 22 1s selectively connected, and the con-
troller 23 1s allocated by the DHCP server 21 to the client 22
from a plurality of controllers.

The DHCP server 21 can send information such as an IP
address and an address of the controller to the client 22 after
receiving an address obtaining request sent by the client 22.
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Therefore, the client 22 has its IP address in the TCP/IP
communication protocol, sends an active register request to
the controller 23 by using the recerved address of the
controller, and establishes a connection to the controller 23
aiter the controller 23 responds to the active register request,
to implement management of the client 22 by the controller
23. When the client 22 1s powered on, the client 22 may send
an address obtaining request to the DHCP server 21. The
client 22 may renew the IP address from the DHCP server
21 after establishing the connection to the controller 23.
After the controller 23 manages the client 22, the controller
23 may interact with the client 22 to obtain and store
information such as the IP address of the client 22, a MAC
address of the client 22, and an address of the DHCP server
21, and then renew the IP address of the client 22 from the
DHCP server 21 by using the obtained information (the
information such as the IP address of the client 22, the MA

address of the client 22, and the address of the DHCP server
21) during power-ofl of the client 22. In a specific process
of implementing this embodiment of the present invention,
a device management module, a DHCP relay module, and
the like may be disposed in the controller 23 to implement
corresponding functions. Specifically, the device manage-
ment module may be responsible for establishing the con-
nection between the controller 23 and the client 22, and
responsible for managing the client 22 that establishes the
connection to the controller 23. The DHCP relay module
may obtain and store the information such as the IP address
of the client 22, the MAC address of the client 22, and the
address of the DHCP server 21, and renew the IP address of
the client 22 from the DHCP server 21 by using the obtained
information (the imnformation such as the IP address of the
client 22, the MAC address of the client 22, and the address
of the DHCP server 21) when the client 22 1s powered off.

In the application scenario shown 1n FIG. 2, the controller
23 can renew the IP address of the client 22 from the DHCP
server 21 on behalf of the client 22 by using the stored
information such as the IP address of the client 22, the MAC
address of the client 22, and the address of the DHCP server
21 when the client 22 1s powered ofl. Therefore, in this
embodiment of the present invention, 1t can be ensured that
the IP address of the client 22 keeps an occupied state during
power-oil of the client 22. In this way, when the client 22 1s
powered on again, the DHCP server 21 can allow the client
22 to use the original IP address of the client (that is, the IP
address used before the client 1s powered off); and corre-
spondingly, service configurations related to the IP address
on the client 22 are continuously eflective and do not need
to be changed.

For ease of understanding, operation steps of the DHCP
server 21, the client 22, and the controller 23 1n the appli-
cation scenario shown 1n FIG. 2 are described below respec-
tively by using specific embodiments.

Referring to FIG. 3, FIG. 3 1s a flowchart of a method for
renewing an IP address according to an embodiment of the
present invention. This embodiment 1s performed by a
controller 23. Specifically, the method may include the
following steps.

In step S310, the controller 23 obtains Dynamic Host
Configuration Protocol DHCP address information from a
client 22.

The DHCP address information may include an IP address
of the client 22, a MAC address of the client 22, and an
address of a DHCP server 21 that assigns the IP address to
the client 22. In addition, the DHCP address information
may further include (or may not include) information such
as a lease time of the IP address.
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Specifically, in a specific process of implementing this
embodiment of the present invention, the controller 23 may
actively or passively obtain the DHCP address information.
For example, when the controller 23 manages the client 22,
the controller 23 may actively send a DHCP address infor-
mation query request to the client 22; and after receiving the
DHCP address information query request, the client 22
sends, to the controller 23 1n response to the DHCP address
information query request, the DHCP address information

including the IP address of the client 22, the MAC address
of the client 22, and the address of the DHCP server 21 that

assigns the IP address to the client 22. For another example,
after the client 22 establishes a connection to the controller
23, the client 22 may actively send the DHCP address
information to the controller 23. In this case, the controller

23 may directly receive the DHCP address information sent
by the client 22.

When the controller 23 determines that the client 22 1s
powered ofl, 1n step S320, the controller 23 sends, by using
an address of a DHCP server 21, an IP renewal request
including an IP address and a MAC address to the DHCP
server 21 to renew the IP address, until the client 22 registers
with the controller 23.

Specifically, the controller 23 may determine, through
heartbeat detection, whether the client 22 1s powered ofl; and
when the controller 23 determines that the client 22 1s
powered off, the controller 23 sends, by using the address of
the DHCP server 21, the IP renewal request including the IP
address and the MAC address to the DHCP server 21 to
renew the IP address from the DHCP server 21 on behalf of

the client 22, until the client 22 registers with the controller
23. Then the client 22 renews the IP address from the DHCP

server 21, and the controller 23 stops renewing the IP
address from the DHCP server 21.

In a specific process of implementing the present mven-
tion, step S320 may be implemented mm a plurality of
manners. The following uses an example for description.

For example, 1n a specific implementation of this embodi-
ment of the present mmvention, when the DHCP address
information further includes the lease time of the IP address,
step S320 may include:

when the controller 23 determines that the client 22 1s
powered off, the controller 23 sends, by using the address of
the DHCP server 21, the IP renewal request including the
MAC address and the IP address to the DHCP server 21, and
receives renewal grant information sent by the DHCP server;
and

when a time after sending the IP renewal request reaches
a half of the lease time (that 1s, when a difference between
a current time and the time of sending the IP renewal request
reaches a half of the lease time), the controller 23 sends, by
using the address of the DHCP server 21, the IP renewal
request including the MAC address and the IP address to the
DHCP server 21 again, and receives renewal grant informa-
tion sent by the DHCP server 21, until the client 22 registers
with the controller 23.

When receiving the IP renewal request sent by the con-
troller 23, the DHCP server 21 recognizes the controller 23
as the client 22 according to the MAC address, and sends the
renewal grant information to the controller 23. The control-
ler 23 starts timing every time the IP renewal request 1s sent.
When the controller 23 finds that the time after sending the
IP renewal request reaches a half of the lease time of the IP
address, the controller 23 sends the IP renewal request
including the MAC address and the IP address to the DHCP

server 21 again, and recerves renewal grant information sent
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by the DHCP server 21. The renewal continues, until the
client 22 1s powered on again and registers with the con-
troller 23.

For another example, 1n still another specific implemen-
tation of this embodiment of the present invention, step S320
may include:

when the controller 23 determines that the client 22 1s
powered ofl, the controller 23 sends, by using the address of
the DHCP server 21, the IP renewal request including the
MAC address and the IP address to the DHCP server 21, and
receives renewal grant information sent by the DHCP server
21, where the renewal grant information includes a lease
time of the IP address; and

when a time after sending the IP renewal request reaches
a half of the lease time (that 1s, when a difference between
a current time and the time of sending the IP renewal request
reaches a half of the lease time), the controller 23 sends, by
using the address of the DHCP server 21, the IP renewal
request including the MAC address and the IP address to the
DHCP server 21 again, and receives renewal grant informa-
tion sent by the DHCP server 21, until the client 22 renews
the IP address again.

Specifically, when recerving the IP renewal request sent
by the controller 23, the DHCP server 21 recogmizes the
controller 23 as the client 22 according to the MAC address,
and sends the renewal grant information including a
renewed lease time of the IP address to the controller 23.
Then the controller 23 starts timing every time the IP
renewal request 1s sent. When the controller 23 finds that the
time after sending the IP renewal request reaches a half of
the lease time of the IP address, the controller 23 sends the
IP renewal request including the MAC address and the IP
address to the DHCP server 21 again, and receives renewal
grant information sent by the DHCP server 21. The renewal
continues, until the client 22 1s powered on again and
registers with the controller 23. In the specific implementa-
tion, the DHCP server 21 may add the lease time of the IP
address to the renewal grant information every time the
renewal grant information 1s sent to the controller 23, or may
add the lease time of the IP address to the renewal grant
information only when the renewal grant information 1s sent
to the controller 23 for the first time. When the DHCP server
21 adds the lease time of the IP address to the renewal grant
information every time the renewal grant information 1s sent
to the controller 23, the DHCP server 21 can control the
lease time of the IP address, so that the lease time of the IP
address 1s more flexible. For example, the DHCP server may
make the lease time of the IP address longer. In this way, a
time interval for sending the IP renewal request by the
controller 23 to the DHCP server i1s longer. This reduces
interaction between the controller 23 and the DHCP server,
and reduces network traflic.

It should be noted that, in the foregoing two specific
implementations, the controller 23 sends the IP renewal
request including the MAC address and the IP address to the
DHCP server 21 every time when the time after sending the
IP renewal request reaches a half of the lease time. However,
in an actual operation, the time of sending the IP renewal
request including the MAC address and the IP address to the
DHCP server 21 by the controller 23 1s not limited thereto.
For example, the controller 23 may also send the IP renewal
request when the time after sending the IP renewal request
reaches 24 or 73 of the lease time (that 1s, when the difference
between the current time and the time of sending the IP
renewal request reaches 24 or 73 of the lease time).

In addition, 1n some application scenarios, the client 22
may be 1 a power-oil state for a long time. In this case, the
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client 22 managed by the controller 23 may be removed
from the controller 23 manually, or 1t may be so set that the
client 22 managed by the controller 23 i1s automatically
removed from the controller 23 when a quantity of times of
renewing the IP address by the controller 23 exceeds a
specific quantity of times (such as 50 or 100), or when
duration of renewing the IP address by the controller 23
exceeds specific duration (such as two hours or four hours).
When the client 22 managed by the controller 23 1s removed
from the controller 23, the controller 23 stops renewing the
IP address from the DHCP server 21. In this implementation,
the controller 23 can tlexibly control whether to renew the
IP address.

In the method for renewing an IP address according to this
embodiment of the present invention, the controller 23 can
obtain information such as the IP address of the client 22, the
MAC address of the client 22, and the address of the DHCP
server 21 that assigns the IP address to the client, and when
the client 22 1s powered ofl, the controller 23 sends, by using
the address of the DHCP server 21, the IP renewal request
including the IP address of the chent 22 and the MAC
address of the client 22 to the DHCP server 21 to renew the
IP address of the client 22 from the DHCP server 21 on
behalf of the client 22. Therefore, i1t 1s ensured that the IP
address of the client 22 keeps an occupied state during
power-oil of the client 22. In this way, when the client 22 1s
powered on again, the DHCP server 21 can allow the client
22 to use the original IP address of the client (that 1s, the IP
address used before the client 1s powered oil); and corre-
spondingly, service configurations related to the IP address
on the client 22 are continuously effective and do not need
to be changed.

Referring to FIG. 4, FIG. 4 1s a flowchart of another
method for renewing an IP address according to an embodi-
ment of the present invention. This embodiment 1s per-
tformed by a DHCP server 21. Specifically, the method may
include the following steps.

In step S410, the DHCP server 21 receives a DHCP
request sent by a client 22 when the client 22 1s powered on.

The DHCP request includes an IP address of the client 22,
and the IP address 1s an IP address renewed by a controller

23 from the DHCP server 21 during power-oil of the client

22.

Specifically, when the client 22 1s powered ofl, the client
22 stores the IP address assigned by the DHCP server 21 to
the client 22, and an address of the DHCP server 21, and
when the client 22 1s power on again, the client 22 sends, to
the DHCP server 21, the DHCP request including the IP
address previously stored by the client 22. During power-oil
of the client 22, the controller 23 renews the IP address from
the DHCP server 21 on behalf of the client 22 by using the
IP address of the client 22, a MAC address of the client 22,
and the address of the DHCP server 21 that are obtained by
the controller 23 from the client 22.

In a process of renewing the IP address by the controller
23, the controller 23 sends, by using the address of the
DHCP server 21, an IP renewal request including the IP
address and the MAC address to the DHCP server 21.
Correspondingly, after recerving the IP renewal request sent
by the controller 23, the DHCP server 21 renews the IP
address to the client 22, and specifically, may renew the IP
address to the client 22 according to the MAC address 1n the
IP renewal request, that 1s, renew the IP address to the client
(that 1s, the client 22) corresponding to the MAC address. In
a specific implementation, after receiving the IP renewal
request sent by the controller 23, the DHCP server 21 may
recognize an entity (that 1s, the controller 23) that sends the
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IP renewal request, as the client 22 according to the MAC
address 1n the IP renewal request, and further renew the IP
address to the client 22.

In step S420, the DHCP server 21 sends, to the client 22
in response to the DHCP request, DHCP acknowledgement
information indicating that the client 22 1s allowed to use the
IP address, so that the client 22 renews the IP address from
the DHCP server 21 after receiving the DHCP acknowl-
edgement information.

In a specific process of implementing this embodiment of
the present mvention, step S420 may be implemented 1n a
plurality of manners. For example, step S420 may include
the following steps:

the DHCP server 21 sends, to the client 22 1n response to
the DHCP request, the DHCP acknowledgement informa-
tion indicating that the client 22 1s allowed to use the IP
address, so that after the client 22 receives the DHCP
acknowledgement information, the client 22 establishes a
connection to the controller 23, to implement management
of the client 22 by the controller 23;

the DHCP server 21 receives an IP renewal request of the
client 22 for renewing the IP address; and

the DHCP server 21 sends renewal grant information to
the client 22.

Specifically, after recerving the DHCP request, the DHCP
server 21 responds by sending the DHCP acknowledgement
information to the client 22. After receiving the DHCP
acknowledgement information, the client 22 considers that
the DHCP server 21 allows the client 22 to continue to use
the IP address included i the DHCP request, and then the
client 22 actively registers with the controller 23 to establish
the connection to the controller 23, to implement manage-
ment of the client 22 by the controller. In this case, the
controller 23 may stop renewing the IP address in the DHCP
request. Further, the client 22 sends the IP renewal request
including the MAC address of the client 22 and the IP
address 1 the DHCP request to the DHCP server; and after
receiving the IP renewal request of the client 22 for renewing,
the IP address, the DHCP server 21 sends the renewal grant
information to the client 22. In this process, the client 22 can
renew the IP address in the DHCP request after the client 22
1s powered on again, so that service configurations related to
the IP address on the client 22 are continuously effective.

In the method for renewing an IP address according to this

embodiment of the present invention, during power-ofl of

the client 22, the controller 23 renews the IP address on
behalf of the client 22. Therefore, 1t 1s ensured that the IP
address of the client 22 keeps an occupied state during
power-oil of the client 22. When the client 22 1s powered on
again, the client 22 can send the DHCP request to the DHCP
server 21; after recerving the DHCP acknowledgement
information sent by the DHCP server 21, the client 22 can
renew the same IP address from the DHCP server 21; and
correspondingly, the service configurations related to the IP

address on the client are continuously el

ective and do not
need to be changed either. Herein 1t should be noted that the
service configurations related to the IP address in this
specification may include configurations of a VPN (Virtual
Private Network, virtual private network), a static route,
NAT (Network Address Translation, network address trans-
lation), NQA (Network Quality Analysis, network quality
analysis), an ACL (Access Control List, access control list),
and the like.
Referring to FIG. 5, FIG. 5 1s a flowchart of still another
method for renewing an IP address according to an embodi-
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ment of the present mvention. This embodiment 1s per-
formed by a client 22. Specifically, the method may include
the following steps.

In step S510, the client 22 sends Dynamic Host Configu-
ration Protocol DHCP address information to a controller
23.

The DHCP address information mcludes an IP address of
the client 22, a MAC address of the client 22, and an address
of a DHCP server 21 that assigns the IP address to the client
22, so that when the client 22 1s powered off, the controller
23 sends, by using the address of the DHCP server 21, an IP
renewal request including the IP address and the MAC
address to the DHCP server 21, so that the controller 23
renews the IP address from the DHCP server 21 on behalf of
the client 22, until the client 22 registers with the controller
23.

In a specific process of implementing this embodiment of
the present invention, after the client 22 establishes a con-
nection to the controller 23, the client 22 may actively send
the DHCP address information to the controller 23. In
another implementation of this embodiment of the present
invention, after the client 22 establishes a connection to the
controller 23, the controller 23 may send a DHCP address
information query request to the client 22; and the client 22
may send the DHCP address information to the controller 23
after recerving the DHCP address information query request.

When the client 22 1s powered on again aiter powered ofl,
in step S520, the client 22 sends a DHCP request to a DHCP
server 21.

The DHCP request includes the IP address.

In step S530, the client receives DHCP acknowledgement
information indicating that the DHCP server allows the
client to use the IP address.

Specifically, because the controller 23 always renews the
IP address from the DHCP server 21 betore, the DHCP
server 21 considers that the IP address 1s always occupied by
the client 22. Therefore, after receiving the DHCP request
including the IP address, the DHCP server 21 sends, to the
client 22, the DHCP acknowledgement information indicat-
ing that the chient 22 1s allowed to use the IP address.

In step S540, the client 22 registers with the controller 23,
to implement management of the client 22 by the controller
23.

The client 22 registers with the controller 23, so that the
client 22 establishes the connection to the controller 23, to
implement management of the client 22 by the controller 23.

In step S550, the client 22 renews the IP address from the
DHCP server 21.

Specifically, the specific step of renewing the IP address
by the client 22 from the DHCP server 21 1s already
described 1n the embodiments shown in FIG. 3 and FIG. 4,
and 1s not described herein again.

In the method for renewing an IP address according to this
embodiment of the present invention, before the client 22 1s
powered ofl, the client 22 sends, to the controller, the DHCP
address information including information such as the IP
address of the client 22, the MAC address of the client 22,
and the address of the DHCP server 21 that assigns the IP
address to the client 22. During power-ofl of the client 22,
the controller 23 renews the IP address on behalf of the cl

1ent
22. Therefore, 1t 1s ensured that the IP address of the client
22 keeps an occupied state when the client 22 1s powered ofl.
When the client 22 1s powered on again, the client 22 can
send the DHCP request to the DHCP server 21; after
receiving the DHCP acknowledgement information sent by
the DHCP server 21, the client 22 can renew the same [P

address from the DHCP server 21; and correspondingly,
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service configurations related to the IP address on the client
22 are continuously effective and do not need to be changed.

In the embodiments shown in FIG. 3 to FIG. 5, the
methods for renewing an IP address according to the present
invention are described from three perspectives: the con-
troller 23, the DHCP server 21, and the client 22. The
following describes interaction between a controller 23, a
DHCP server 21, and a client 22 systematically by using a
specific embodiment.

As shown 1n FIG. 6, FIG. 6 1s a flowchart of still another
method for renewing an IP address according to an embodi-
ment of the present invention. The method includes the
following steps.

In step S601, a client 22 sends a DHCP discover request
to all DHCP servers by broadcasting.

In step S602, the client 22 recerves DHCP responses sent
by all the DHCP servers.

Specifically, after the client 22 sends the DHCP discover
request to all the DHCP servers (including a DHCP server
21) by broadcasting, all the DHCP servers can receive the
DHCP discover request, and send the DHCP responses to the
client 22. The client 22 processes a first recetved DHCP
response, and a DHCP server that sends the first DHCP
response 1s the DHCP server 21. The DHCP response sent by
the DHCP server 21 to the client 22 includes information
such as an IP address preassigned by the DHCP server to the

client 22, a lease time of the IP address, an address of the
DHCP server 21, and an address of a controller 23. The

DHCP server 21 sends the DHCP response to the client 22,
and records information 1n the DHCP response, such as the
IP address preassigned to the client 22 and the address of the
controller 23.

In step S603, the client 22 sends an IP address assignment
request to a DHCP server 21.

In step S604, the DHCP server sends, to the client 22,
HCP acknowledgement information indicating that the
HCP server agrees to assign an IP address.

After receiving the IP address assignment request, the
HCP server responds by sending, to the client 22, the
HCP acknowledgement information indicating that the
DHCP server agrees to assign the IP address. After receiving
the DHCP acknowledgement information, the client 22 may
use the information included in the DHCP response to
complete subsequent steps 1n cooperation with the DHCP
server 21 and the controller 23.

In step S603, the client 22 uses an address of a controller
23 to actively send a register request to the controller 23; and
the controller 23 responds to the register request, so that the
client 22 establishes a connection to the controller 23, to
implement bidirectional authentication between the client 22
and the controller 23, that 1s, to implement management of
the client 22 by the controller 23.

In step S606, the controller 23 sends a DHCP address
information query request to the client 22.

In step S607, after receiving the DHCP address informa-
tion query request, the client 22 sends DHCP address
information to the controller 23, where the DHCP address
information includes information such as the IP address of
the client 22, a MAC address of the client 22, and an address
of the DHCP server 21. When recerving the DHCP address
information, the controller 23 stores the DHCP address

Cthe

information. The controller 23 may use the IP address of
client 22 and the MAC address of the client 22 to perform
service configurations related to the IP address on the client

22, and deliver the service configurations to the client 22.
In step S608, when the client 22 finds that duration of
using the IP address by the client 22 1s a half or 74 of a lease
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time of the IP address, the client 22 sends an IP renewal
request including information such as the IP address and the
MAC address of the client 22 to the DHCP server 21.

In step S609, after receiving the IP renewal request sent
by the client 22 1n step S608, the DHCP server 21 sends

renewal grant information to the client 22; after receiving
the renewal grant information, the client 22 may continue to
use the IP address; and by repeating step S608 and step
5609, the client 22 can use the same IP address continuously.

Further, if the client 22 1s powered ofl, when the controller
23 finds, through heartbeat detection, that the client 22 1s
powered ofl, step S610 1s performed immediately.

In step S610, the controller 23 determines the DHCP
server 21 by using the stored address of the DHCP server 21,

and sends an IP renewal request including the stored IP
address of the client 22 and MAC address of the client 22 to
the DHCP server 21.

In step S611, the DHCP server 21 sends renewal grant
information to the controller 23 after receiving the IP
renewal request sent by the controller 23 1n step S610.

In step S612, the controller 23 starts timing when sending,
the IP renewal request last time; and when the controller 23
finds that a time after sending the IP renewal request reaches
a half of the lease time of the IP address, the controller 23
sends the IP renewal request including the MAC address and
the IP address to the DHCP server 21 again. For example, the
lease time of the IP address 1s 120 minutes; the controller 23
sends the IP renewal request at 3:00 p.m. and starts timing,
and then compares timing duration with a half of the lease
time of the IP address, that 1s, 60 minutes. At 4:00 p.m., the
controller 23 finds that the time after sending the IP renewal
request 1s 60 minutes (that 1s, the diflerence between the
current time and the time of sending the IP renewal request
1s 60 minutes), reaching a half of the lease time of the IP
address, and the controller 23 sends the IP renewal request
including the MAC address and the IP address to the DHCP
server 21.

In step S613, the DHCP server 21 sends renewal grant
information to the controller 23 after receiving the IP
renewal request sent by the controller 23 1 step S612.
Before the client 22 renews the same IP address, the con-
troller 23 repeats step S612 and step S613, that 1s, may
renew the IP address continuously, so that the IP address
keeps an occupied state.

When the client 22 1s powered on again, in step S614, the
client 22 sends a DHCP request including the IP address to
the DHCP server 21.

In step S615, after receiving the DHCP request, the DHCP
server responds by sending, to the client 22, DHCP acknowl-
edgement information indicating that the client 22 1s allowed
to use the IP address.

In step S616, after recerving the DHCP acknowledgement
information, the client 22 uses the address of the controller
23 to actively send a register request to the controller 23; and
the controller 23 responds to the register request, so that the
client 22 establishes a connection to the controller, to
implement bidirectional authentication between the client 22
and the controller 23, that 1s, to implement management of
the client 22 by the controller 23. Af

ter the controller 23
manages the client 22, the client 22 can renew the IP address
from the DHCP server 21 again by performing a subsequent
step, and the controller 23 stops renewing the IP address.
In step S617, after the client 22 establishes the connection
to the controller 23, the client 22 immediately sends an IP
renewal request including information such as the IP address

and the MAC address of the client 22 to the DHCP server 21.
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In step S618, after receiving the IP renewal request sent
by the client 22 1n step S617, the DHCP server 21 responds

by sending renewal grant information to the client 22; and
the client 22 can continue to use the IP address after
receiving the renewal grant information. Then every time the
client 22 finds that duration of using the IP address 1s a half
or 72 of the lease time of the IP address, the client 22 sends
an IP renewal request including information such as the IP

address and the MAC address of the client 22 to the DHCP

server 21, so that the client 22 can continuously occupy the
IP address.

Specifically, 1n the specific embodiment shown 1n FIG. 6,
interaction between the client 22 and the DHCP server 21
may be implemented by using DHCP packets. For example,
step S601 may be implemented by using a DHCP discover
packet; step S602 may be implemented by using a DHCP
offer packet; and other steps such as step S603, step S604,

and step S608 may be implemented by using a DHCP

request packet or a DHCP ACK packet. For a DHCP packet
format, refer to FIG. 7.

In FIG. 7, OP indicates a packet type. Specifically, 1
indicates a request packet, and 2 indicates a response packet.

Hype indicates a type of a hardware address of a network.
For example, 1 indicates a hardware address of a 10 Mb/s
Ethernet.

Hlen indicates a hardware address length, 1n units of
bytes, and 1n the Ethernet, the value 1s 6.

Hops indicates a count of DHCP relays that a current
DHCP packet passes through, the field 1s set to 0 by the
client 22, and 1 1s added to the field value every time a
DHCP relay 1s passed through.

Xid mdicates a random number selected by the client 22,
and 1s used by the DHCP server 21 and the client 22 to
exchange requests and responses, and 1s used by the client
to match a request and a response. The random number 1s set
by the client 22 and 1s returned by the DHCP server 21, and
1s a 32-bit integer.

Secs 1ndicates a time consumed after the client 22 starts
to obtain the address or in the process of renewing/updating,
the address, 1n units of seconds.

Flags indicates a flag field, and 1s a 16-bit field. Currently,
only a leftmost bit 1s usetul, where O indicates unicast, and
1 indicates broadcast.

Ciaddr indicates the IP address obtained by the client 22,
and may be the IP address assigned by the DHCP server 21
to the client 22 or an existing IP address of the client 22, and
can be filled in only when the client 22 1s 1n a bound, renew,
or rebinding state and can respond to an ARP (Address
Resolution Protocol, Address Resolution Protocol) request.
In an 1nitial state, the client 22 has no IP address, and this
field 1s 0.0.0.0.

Yiaddr indicates the IP address assigned by the DHCP
server 21 to the client (the IP address 1s the same as the IP
address 1n each step of the embodiments shown 1n FIG. 3 to
FIG. 6). In step S602, the DHCP server 21 preassigns the IP
address to the client 22.

Siaddr indicates the address of the DHCP server 21.

(1addr indicates the address of the controller 23.

Chaddr indicates the MAC address of the client 22, and 1s
filled 1n before the client 22 sends a DHCP discover packet.

Sname indicates a name of the DHCP server 21, and 1s
filled 1n by the DHCP server, and 1t filled 1n, 1t needs to be
a character string ending with O.

File indicates a name of a startup configuration file of the
client 22, and 1s filled 1n by the DHCP server 21, and 11 filled

in, it needs to be a character string ending with 0.
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Options indicates a DHCP option field, and 1s at least 312
bytes. This field includes a DHCP packet type and configu-
ration information allocated by the DHCP server 21 to the
client 22, for example, an IP address of a default gateway, an
IP address of a DNS server, an IP address of a NetBIOS
server, and an eflective lease time of the IP address that can
be used by the client 22.

It should be noted that, the embodiment shown 1n FIG. 6
1s merely a specific implementation of this embodiment of
the present mvention. In a specific process of implementing
this embodiment of the present invention, renewing the IP
address may also be implemented 1n other manners. For
example, 1n a specific process of implementing this embodi-
ment of the present invention, step S608 and step S609 may
precede step S605 and step S606. For another example, the
client 22 may alternatively actively send the DHCP address
information to the controller 23; in this case, step S606 may
be omitted. For another example, 1n a specific process of
implementing this embodiment of the present invention, the
DHCP address information may alternatively not include the
renewed lease time of the IP address; then the DHCP server
specifies the renewed lease time or the like for the controller
23 every time renewal grant information i1s sent to the
controller 23.

In the embodiment shown in FIG. 6, during power-ofl of
the client 22, the controller 23 renews the IP address from
the DHCP server 21 on behalf of the client 22, so that the
client 22 renews the same IP address when the client 22 1s
powered on again and the controller 23 manages the client.
Therefore, 1t 1s ensured that service configurations related to
the IP address on the client 22 are continuously effective and
do not need to be changed.

In addition, 1n an actual application, 1f the controller 23 1s
interconnected to a third-party system, or a peer device
involved 1n the service configurations related to the IP
address 1s managed by another controller, because the
embodiments shown 1n FIG. 3 to FIG. 6 can ensure that the
client 22 always uses the same IP address, in the technical
solution of this embodiment of the present invention, the
controller 23 also does not need to instruct the third-party
system or the another controller to modily corresponding,
configurations.

Corresponding to the foregoing method embodiments, the
present invention further provides embodiments of corre-
sponding apparatuses such as a controller, a DHCP server,
and a client.

Referring to FIG. 8, FIG. 8 1s a schematic structural
diagram of a controller according to an embodiment of the
present imvention. The controller 1s configured to perform
the method for renewing an IP address shown 1n FIG. 3. The
controller may include an obtaining module 810 and a
renewal module 820.

The obtamning module 810 i1s configured to obtain
Dynamic Host Configuration Protocol DHCP address infor-
mation from a client, where the DHCP address information
includes an IP address of the client, a MAC address of the
client, and an address of a DHCP server that assigns the IP
address to the client.

The renewal module 820 1s configured to: when deter-
mining that the client 1s powered off, send, by using the
address of the DHCP server, an IP renewal request including
the IP address and the MAC address to the DHCP server to
renew the IP address, until the client registers with the
controller.

The controller provided by this embodiment of the present
invention can obtain mformation such as the IP address of

the client, the MAC address of the client, and the address of
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the DHCP server that assigns the IP address to the client, and
when the client 1s powered ofl, the controller sends, by using,
the address of the DHCP server, the IP renewal request
including the IP address of the client and the MAC address
of the client to the DHCP server to renew the IP address of
the client from the DHCP server on behalf of the client.
Theretore, it 1s ensured that the IP address of the client keeps
an occupied state during power-ofl of the client. In this way,
when the client 1s powered on again, the DHCP server can
allow the client to use the original IP address of the client
(that 1s, the IP address used before the client 1s powered ofl);
and correspondingly, service configurations related to the IP
address on the client are continuously etlective and do not
need to be changed either.

Optionally, 1n a specific implementation of this embodi-
ment of the present invention, the DHCP address informa-
tion further includes a lease time of the IP address; and the
renewal module 820 may include a first renewal submodule
and a second renewal submodule.

The first renewal submodule 1s configured to: when
determining that the client 1s powered ofl, send, by using the
address of the DHCP server, the IP renewal request to the
DHCP server, and receive renewal grant information sent by
the DHCP server.

The second renewal submodule 1s configured to: when a
time after sending the IP renewal request reaches a half of
the lease time (that 1s, when a difference between a current
time and the time of sending the IP renewal request reaches
a half of the lease time), send, by using the address of the
DHCP server, the IP renewal request to the DHCP server
again, and receive renewal grant information sent by the
DHCP server, until the client registers with the controller.

Optionally, in another specific implementation of this
embodiment of the present invention, the renewal module
820 may include a third renewal submodule and a fourth
renewal submodule.

The third renewal submodule 1s configured to: when
determining that the client 1s powered ofl, send, by using the
address of the DHCP server, the IP renewal request to the
DHCP server, and receive renewal grant information sent by
the DHCP server, where the renewal grant information
includes a lease time of the IP address.

The fourth renewal submodule 1s configured to: when a
time after sending the IP renewal request reaches a half of
the lease time (that 1s, when a difference between a current
time and the time of sending the IP renewal request reaches
a half of the lease time), send, by using the address of the
DHCP server, the IP renewal request to the DHCP server
again, and receive renewal grant information sent by the
DHCP server, until the client registers with the controller.

Optionally, 1n still another specific implementation of this
embodiment of the present invention, the obtaining module

810 may include a sending submodule and a receiving
submodule.

The sending submodule 1s configured to send a DHCP
address mformation query request to the client.

The recerving submodule 1s configured to receive the
DHCP address information fed back by the client according
to the DHCP address information query request.

Optionally, 1n st1ll another specific implementation of this
embodiment of the present invention, the obtaining module
810 1s specifically configured to receive the DHCP address
information actively sent by the client.

Optionally, 1n still another specific implementation of this
embodiment of the present invention,
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the renewal module 820 1s further configured to stop
renewing the IP address from the DHCP server when the
client managed by the controller 1s removed from the
controller.

Reterring to FIG. 9, FIG. 9 1s a schematic structural
diagram of a Dynamic Host Configuration Protocol DHCP
server according to an embodiment of the present invention.
The DHCP server 1s configured to perform the method for
renewing an IP address shown in FIG. 4. The DHCP server

may 1include a receiving module 910 and a responding
module 920.

The receiving module 910 1s configured to receive a

DHCP request sent by a client when the client 1s powered on,

where the DHCP request includes an IP address of the client,
and the IP address 1s an IP address renewed by a controller

from the DHCP server during power-oil of the client.

The responding module 920 1s configured to send, to the
client 1 response to the DHCP request, DHCP acknowl-
edgement information indicating that the client 1s allowed to
use the IP address, so that the client renews the IP address
from the DHCP server after receiving the DHCP acknowl-
edgement information.

According to the DHCP server provided by this embodi-
ment of the present invention, the controller renews the IP
address on behalt of the client during power-oil of the client.
Therefore, 1t 1s ensured that the IP address of the client keeps
an occupied state during power-oil of the client. When the
client 1s powered on again, the client can send the DHCP
request to the DHCP server; after receiving the DHCP
acknowledgement information sent by the DHCP server, the
client can renew the same [P address from the DHCP server:
and correspondingly, service configurations related to the IP
address on the client are continuously effective and do not
need to be changed either.

Optionally, 1n a specific implementation of this embodi-
ment of the present invention, the responding module 920
may 1nclude a first sending submodule, a receiving submod-
ule, and a second sending submodule.

The first sending submodule 1s configured to send, to the
client 1in response to the DHCP request, the DHCP acknowl-
edgement information indicating that the client 1s allowed to
use the IP address, so that after the client receives the DHCP
acknowledgement information, the client establishes a con-
nection to the controller, to implement management of the
client by the controller.

The receiving submodule 1s configured to receive an IP
renewal request of the client for renewing the IP address.

The second sending submodule 1s configured to send
renewal grant information to the client.

Referring to FIG. 10, FIG. 10 1s a schematic structural
diagram of a client according to an embodiment of the
invention. The client 1s configured to perform the method for
renewing an IP address shown in FIG. 5. The client may
include a first sending module 1010, a second sending
module 1020, a first receiving module 1030, a registration
module 1040, and a renewal module 1050.

The first sending module 1010 1s configured to send
Dynamic Host Configuration Protocol DHCP address infor-
mation to a controller, where the DHCP address information
includes an IP address of the client, a MAC address of the
client, and an address of a DHCP server that assigns the IP
address to the client, so that when the client 1s powered off,
the controller sends, by using the address of the DHCP
server, an IP renewal request including the IP address and
the MAC address to the DHCP server to renew the IP

address, until the client registers with the controller.
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The second sending module 1020 1s configured to send a
DHCP request to the DHCP server: when the client 1s
powered on again after powered ofl, where the DHCP
request includes the IP address.

The first recerving module 1030 1s configured to receive
DHCP acknowledgement information indicating that the
DHCP server allows the client to use the IP address.

The registration module 1040 1s configured to enable the
client to register with the controller, to implement manage-
ment of the client by the controller.

The renewal module 1050 1s configured to renew the IP
address from the DHCP server.

Before the client provided by this embodiment of the
present ivention 1s powered ofl, the client sends, to the
controller, the DHCP address information including infor-
mation such as the IP address of the client, the MAC address
of the client, and the address of the DHCP server that assigns
the IP address to the client. During power-ofl of the client,
the controller renews the IP address on behalf of the client.
Therefore, it 1s ensured that the IP address of the client keeps
an occupled state when the client 1s powered off. When the
client 1s powered on again, the client can send the DHCP
request to the DHCP server; after receiving the DHCP
acknowledgement information sent by the DHCP server, the
client can renew the same IP address from the DHCP server;
and correspondingly, service configurations related to the IP
address on the client are continuously effective and do not
need to be changed.

Optionally, 1n a specific implementation of this embodi-
ment of the present invention, the client may further include
a second recerving module.

The second receiving module 1s configured to receive,
before the first sending module sends the DHCP address
information to the controller, a DHCP address information
query request sent by the controller.

A person skilled in the art may clearly understand that, the
technologies 1n the embodiments of the present invention
may be implemented by software 1n addition to a necessary
general hardware platform. Based on such an understanding,
the technical solutions of the present invention essentially or
the part contributing to the prior art may be implemented in
a form of a software product. The software product may be
stored 1n a storage medium, such as a ROM/RAM, a hard
disk, or an optical disc, and includes several mstructions for
istructing a computer device (which may be a personal
computer, a server, a network device, or the like) to perform
the methods described in the embodiments or some parts of
the embodiments of the present invention.

The embodiments 1n this specification are all described in
a progressive manner, for same or similar parts n the
embodiments, reference may be made to these embodi-
ments, and each embodiment focuses on a difference from
other embodiments. Especially, system and apparatus
embodiments are basically similar to the method embodi-
ments, and therefore are described briefly. For related parts,
refer to descriptions in the method embodiments.

The foregoing descriptions are implementations of the
present invention, but are not intended to limait the protection
scope of the present invention. Any modification, equivalent
replacement, and improvement made without departing
from the spirit and principle of the present invention shall
tall within the protection scope of the present invention.

What 1s claimed 1s:

1. A method for renewing an Internet Protocol (IP)
address, wherein the method comprises:

obtaining, by a controller, Dynamic Host Configuration

Protocol (DHCP) address information from a client,
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wherein the DHCP address information comprises an
IP address of the client, a media access control (MAC)
address of the client, and an address of a DHCP server
that assigns the IP address to the client;

when the controller determines that the client 1s powered

e

oil, sending, by the controller by using the address of

the DHCP server, an IP renewal request comprising the

IP address and the MAC address to the DHCP server to
renew the IP address until the client registers with the
controller; and
recerving, by the controller, renewal grant information
sent by the DHCP server,
wherein obtaining, by the controller, DHCP address infor-
mation from the client comprises:
sending, by the controller, a DHCP address information
query request to the client; and
recerving, by the controller, the DHCP address informa-
tion fed back by the client according to the DHCP
address information query request.
2. The method according to claim 1, wherein:
the DHCP address information further comprises a lease
time of the IP address; and
sending, by the controller by using the address of the
DHCP server, the IP renewal request comprising the IP
address and the MAC address to the DHCP server to
renew the IP address, until the client registers with the
controller comprises:
when the controller determines that the client 1s pow-
ered ofl, sending, by the controller by using the
address of the DHCP server, the IP renewal request
to the DHCP server; and
when a time after sending the IP renewal request
reaches a half of the lease time, sending, by the
controller by using the address of the DHCP server,
the IP renewal request to the DHCP server again, and
receiving renewal grant information sent by the
DHCP server, until the client registers with the
controller.
3. The method according to claim 1, wherein:
the renewal grant information comprises a lease time of
the IP address; and
sending, by the controller by using the address of the
DHCP server, the IP renewal request comprising the IP
address and the MAC address to the DHCP server to
renew the IP address, until the client registers with the
controller comprises:
when the controller determines that the client 1s pow-
ered ofl, sending, by the controller by using the
address of the DHCP server, the IP renewal request
to the DHCP server; and
when a time after sending the IP renewal request
reaches a half of the lease time, sending, by the
controller by using the address of the DHCP server,
the IP renewal request to the DHCP server again, and
receiving renewal grant information sent by the
DHCP server, until the client registers with the
controller.
4. The method according to claim 1, wherein obtaining,

60 by the controller, DHCP address information from the client

65

COmprises:
recerving, by the controller, the DHCP address informa-
tion actively sent by the client.
5. The method according to claim 4, further comprising:
when the client managed by the controller 1s removed
from the controller, stopping, by the controller, renew-
ing the IP address from the DHCP server.
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6. A method for renewing an Internet Protocol (IP)

address, wherein the method comprises:

sending, by a client, Dynamic Host Configuration Proto-
col (DHCP) address information to a controller,
wherein the DHCP address information comprises an
IP address of the client, a media access control (MAC)
address of the client, and an address of a DHCP server
that assigns the IP address to the client, so that when the
client 1s powered ofl, the controller sends, by using the
address of the DHCP server, an IP renewal request
comprising the IP address and the MAC address to the
DHCP server to renew the IP address, until the client
registers with the controller;

when the client 1s powered on again after powered ofl,

sending, by the client, a DHCP request to the DHCP
server, wherein the DHCP request comprises the IP
address:

receiving, by the client, DHCP acknowledgement infor-
mation indicating that the DHCP server allows the
client to use the IP address;

registering, by the client, with the controller, to implement
management of the client by the controller; and

renewing, by the client, the IP address from the DHCP
Server,

wherein before sending, by the client, DHCP address
information to the controller, the method further com-
prises:

receiving, by the client, a DHCP address information
query request sent by the controller.

7. A controller, comprising a processing hardware plat-

form executing instructions stored on a storage medium to
perform:

obtaining Dynamic Host Configuration Protocol (DHCP)
address information from a client, wherein the DHCP

address information comprises an Internet Protocol (IP)
address of the client, a MAC address of the client, and
an address of a DHCP server that assigns the IP address
to the client; and

when determining that the client 1s powered off, sending,
by using the address of the DHCP server, an IP renewal
request comprising the IP address and the MAC address
to the DHCP server to renew the IP address, until the
client registers with the controller; and

receiving renewal grant information sent by the DHCP
Server,

wherein the processing hardware platform executes the
instructions to perform:

sending a DHCP address information query request to the
client; and

receiving the DHCP address information fed back by the
client according to the DHCP address information
query request.

8. The controller according to claim 7, wherein:

the DHCP address information further comprises a lease
time of the IP address; and

the processing hardware platform executes the instruc-
tions to perform:
when determining that the client 1s powered ofl, send-

ing, by using the address of the DHCP server, the IP
renewal request to the DHCP server; and
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when a time after sending the IP renewal request
reaches a half of the lease time, sending, by using the
address of the DHCP server, the IP renewal request
to the DHCP server again, and receiving renewal
grant information sent by the DHCP server, until the
client registers with the controller.

9. The controller according to claim 7, wherein:

the renewal grant information sent by the DHCP server

comprises a lease time of the IP address; and
the processing hardware platform executes the instruc-
tions to perform:
when determining that the client 1s powered ofl, send-
ing, by using the address of the DHCP server, the IP
renewal request to the DHCP server, and receiving
renewal grant information sent by the DHCP server;
and
when a time after sending the IP renewal request
reaches a half of the lease time, sending, by using the
address of the DHCP server, the IP renewal request
to the DHCP server again, and receiving renewal
grant information sent by the DHCP server, until the
client registers with the controller.
10. The controller according to claim 7, wheremn the
processing hardware platform executes the instructions to
perform: receiving the DHCP address information actively
sent by the client.
11. The controller according to claim 10, wherein the
processing hardware platform executes the instructions to
perform: stopping renewing the IP address from the DHCP
server when the client managed by the controller 1s removed
from the controller.
12. A client, comprising a processing hardware platform
executing instructions stored on a storage medium to per-
form:
sending Dynamic Host Configuration Protocol (DHCP)
address imnformation to a controller, wherein the DHCP
address information comprises an Internet Protocol (IP)
address of the client, a media access control (MAC)
address of the client, and an address of a DHCP server
that assigns the IP address to the client, so that when the
client 1s powered ofl, the controller sends, by using the
address of the DHCP server, an IP renewal request
comprising the IP address and the MAC address to the
DHCP server to renew the IP address, until the client
registers with the controller;
sending a DHCP request to the DHCP server when the
client 1s powered on again after powered ofl, wherein
the DHCP request comprises the IP address;

recerving DHCP acknowledgement information indicat-
ing that the DHCP server allows the client to use the IP
address:

cnabling the client to register with the controller, to

implement management of the client by the controller;
and

renewing the IP address from the DHCP server,

wherein the processing hardware platform executes the

instructions to further perform:

receiving, before sending the DHCP address information

to the controller, a DHCP address information query
request sent by the controller.
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