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METHOD AND APPARATUS FOR
MANAGING NETWORK QUALITY IN
COMMUNICATION SYSTEM

TECHNICAL FIELD

The disclosure relates generally to a communication sys-
tem and, more particularly, to a method and an apparatus for
managing network quality 1n a communication system.

BACKGROUND ART

To meet the demand for wireless data trathic having
increased since deployment of 4” generation (4G) commu-
nication systems, eflorts have been made to develop an
improved 57 generation (5G) or pre-5G communication
system. Therefore, the 3G or pre-3G communication system
1s also called a ‘Beyond 4G Network® or a ‘Post LTE
System’.

The 5G communication system 1s considered to be imple-
mented 1 higher frequency (mmWave) bands, e.g., 60 GHz
bands, so as to accomplish higher data rates. To decrease
propagation loss of the radio waves and increase the trans-

mission distance, the beamforming, massive multiple-input
multiple-output (MIMO), Full Dimensional MIMO (FD-
MIMO), array antenna, an analog beam forming, large scale
antenna techmques are discussed i 3G communication
systems.

In addition, in 5G communication systems, development
for system network improvement 1s under way based on
advanced small cells, cloud Radio Access Networks
(RANs), ultra-dense networks, device-to-device (D2D)
communication, wireless backhaul, moving network, coop-
erative communication, Coordinated Multi-Points (CoMP),
reception-end interference cancellation and the like.

In the 5G system, Hybrid FSK and QAM Modulation
(FQAM) and sliding window superposition coding (SWSC)
as an advanced coding modulation (ACM), and filter bank
multi carrier (FBMC), non-orthogonal multiple access
(NOMA), and sparse code multiple access (SCMA) as an
advanced access technology have been developed.

In line with evolution of network technologies, next-
generation networks, which are represented by 57 genera-
tion (5G) and clouds, require a higher level of quality of
experience (QoE) by users. From the viewpoint of QQoFE,
existing wireless communication schemes require only
increased bandwidths, but major requirements of next-gen-
eration networks include low delay and low jitter, which
need real-time responsiveness and mutual reactivity. In
addition, a large number of devices, represented by Internet
of Things (IoT), need to be controlled 1n the next-generation
networks, and this may increase the network complexity
exponentially. Furthermore, since multiple service providers
constitute a single network, satisfying a service level agree-
ment (SLA) among the multiple network operators may be
an 1mportant factor that may have a direct influence not only
on network quality management, but also on actual network
operating costs.

DISCLOSURE OF INVENTION

Technical Problem

Various embodiments of the disclosure may provide a
method and an apparatus capable of providing a network
service assurance in an incorporated manner by using a
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soltware-defined network (SDN) and a network function
virtualization (NFV) technology.

Various embodiments of the disclosure may provide a
method and an apparatus for securing the visibility of the
entire mterval for testing network quality by using the SDN
technology 1n a communication system, and managing the
network quality by using an SDN orchestration device.

Various embodiments of the disclosure may provide a
method and an apparatus for testing and managing the entire
quality test interval with regard to each lower-level interval
by using an SDN test scheme 1n a communication system.

Various embodiments of the disclosure may provide a
method and an apparatus for dynamically controlling the test
performance and capacity by using a soltware-based net-
work function virtualization (NFV) technology 1 a com-
munication system, and testing the network quality regard-
less of the performance and capacity of hardware equipment.

Various embodiments of the disclosure may provide a
method and an apparatus for testing network quality regard-
ing various physical/logical network elements (NEs) within
a data center 1n a communication system.

Various embodiments of the disclosure may provide a
method and an apparatus for removing a failure occurring to
a data center 1n a communication system.

Various embodiments of the disclosure may provide a
method and an apparatus regarding a user interface for
managing, in an incorporated manner, network quality
regarding an NE of a data center 1n a communication system,
and providing a service guarantee.

Various embodiments of the disclosure provide a method
and an apparatus for managing service quality with regard to
a path along which traflic moves 1n real time with regard to
NEs of a data center in a communication system, and with
regard to each interval constituting the path.

Various embodiments of the disclosure may provide a
method and an apparatus for not only testing network quality
in real time with regard to NEs of a data center in a
communication system, but also statistically managing the
results of measured network quality, thereby statistically
analyzing the cause of quality degradation.

Solution to Problem

According to various embodiments of the disclosure, a
method for operating a management device for testing
network quality 1 a communication system includes: con-
figuring at least one target for testing network quality and a
test condition; transmitting a test request message including
information regarding the at least one target and the test
condition to a controller device configured to control a path
related to the at least one target; receiving information
regarding network quality measured with regard to the path,
based on the test condition; and displaying the information
regarding network quality.

According to various embodiments of the disclosure, a
method for operating a controller device for testing network
quality 1n a communication system includes: receiving a
message including information regarding targets for testing
network quality; determining a path between the targets;
transmitting information regarding the path to at least one
different network element (NE); and transmitting a test
request message to at least one of the targets such that the
network quality 1s measured based on the information.

According to various embodiments of the disclosure, a
method for operating a server device for testing network
quality 1n a communication system includes: receiving a test
request message mcluding a test condition and information
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regarding a path between targets for testing network quality;
generating, based on the test condition, a test packet; and
testing, based on the information regarding a path and the
test packet, network quality with regard to the targets.

According to various embodiments of the disclosure, a
management device for testing network quality 1 a com-
munication system includes: a processor configured to con-
figure at least one target for testing network quality and a test
condition; a communication unit configured to transmit a
test request message including information regarding the at
least one target and the test condition to a controller device
configured to control a path related to the at least one target,
and configured to recerve mformation regarding network
quality measured with regard to the path, based on the test
condition; and a display configured to display the informa-
tion regarding network quality.

According to various embodiments of the disclosure, a
controller device for testing network quality 1n a communi-
cation system includes: a communication unit configured to
receive a message including information regarding targets
for testing network quality; and a processor configured to
determine a path between the targets. The communication
unit 1s configured to transmit information regarding the path
to at least one different network element (NE), and to
transmit a test request message to at least one of the targets
such that the network quality 1s measured based on the
information.

According to various embodiments of the disclosure, a
server device for testing network quality 1n a communication
system includes: a communication unit configured to receive
a test request message including a test condition and infor-
mation regarding a path between targets for testing network
quality; and a processor configured to generate, based on the
test condition, a test packet and to test, based on the
information regarding a path and the test packet, network
quality with regard to the targets.

Advantageous Elflects of Invention

A method and an apparatus according to various embodi-
ments of the disclosure configure a network by using a
software-defined network (SDN) and a network function
virtualization (NFV) technology, and test network quality
regarding network elements (NEs) constituting the network,
thereby enabling more eflicient network quality manage-
ment.

Effects which can be acquired by the disclosure are not
limited to the above described effects, and other effects that
have not been mentioned may be clearly understood by
those skilled 1n the art from the following description.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a communication system according to
various embodiments of the disclosure.

FI1G. 2 1llustrates a structure for software defined network
(SDN)-based network quality management 1n a communi-
cation system according to various embodiments of the
disclosure.

FIG. 3 illustrates the structure of a data center (DC) 1n a
communication system according to various embodiments
of the disclosure.

FIG. 4 illustrates a structure for SDN-based network
quality management interlinked with network function vir-
tualization (NFV) in a communication system according to
various embodiments of the disclosure.
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FIG. 5 illustrates a function performed by a network
clement (NE) for network quality management 1n a com-

munication system according to various embodiments of the
disclosure.

FIG. 6 illustrates the type of targets for which network
quality may be measured i a commumication system
according to various embodiments of the disclosure.

FIG. 7 illustrates NEs 1n a system for managing network
quality 1n a communication system according to various
embodiments of the disclosure.

FIG. 8 1s a block diagram of an SDN management device
in a communication system according to various embodi-
ments of the disclosure.

FIG. 9 15 a block diagram of an SDN controller device 1n
a communication system according to various embodiments
of the disclosure.

FIG. 10 1s a block diagram of a server device in a
communication system according to various embodiments
of the disclosure.

FIG. 11 1s an operation tlowchart of a management device
in a communication system according to various embodi-
ments.

FIG. 12 1s an operation flowchart of a controller device 1n
a communication system according to various embodiments.

FIG. 13A to FIG. 13B are flowcharts illustrating opera-
tions related to a flow rule performed by a controller device
in a communication system according to various embodi-
ments of the disclosure, respectively.

FIG. 14 1s an operation tlowchart of a server device 1n a
communication system according to various embodiments
of the disclosure.

FIG. 15 1illustrates functional modules of an SDN man-
agement device 1 a communication system according to
various embodiments of the disclosure.

FIG. 16 illustrates functional modules of an SDN con-
troller device in a communication system according to
various embodiments of the disclosure.

FIG. 17 1llustrates functional modules of a server device
In a communication system according to various embodi-
ments of the disclosure.

FIG. 18 1illustrates functional modules of a wvirtual
machine (VM) 1in a communication system according to
various embodiments of the disclosure.

FIG. 19 1s a flowchart of operations for requesting a
network quality test 1n a communication system according to
various embodiments of the disclosure.

FIG. 20 1s a flowchart of operations for transmitting/
receiving a test packet for a network quality test 1n a
communication system according to various embodiments
of the disclosure.

FIG. 21 illustrates a path of movement of a test packet for
a network quality test 1n a communication system according
to various embodiments of the disclosure.

FIG. 22 1s a flowchart of operations for processing the
result of a network quality test 1n a communication system
according to various embodiments of the disclosure.

FIG. 23A to FIG. 23F illustrate examples of a user
intertace (UI) for displaying the result of a network quality
test 1n a commumication system according to various
embodiments of the disclosure.

BEST MODE FOR CARRYING OUT TH.
INVENTION

L1

The terms used in the disclosure are only used to describe
specific embodiments, and are not mntended to limit the
disclosure. A singular expression may include a plural
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expression unless they are definitely different 1n a context.
Unless defined otherwise, all terms used herein, including
technical and scientific terms, have the same meaning as
those commonly understood by a person skilled 1n the art to
which the disclosure pertains. Such terms as those defined in
a generally used dictionary may be interpreted to have the
meanings equal to the contextual meamings in the relevant
field of art, and are not to be mterpreted to have ideal or
excessively formal meanings unless clearly defined in the
disclosure. In some cases, even the term defined in the
disclosure should not be interpreted to exclude embodiments
of the disclosure.

Hereinafter, various embodiments of the disclosure will
be described based on an approach of hardware. However,
various embodiments of the disclosure include a technology
that uses both hardware and software and thus, the various
embodiments of the disclosure may not exclude the perspec-
tive of software.

Hereinafter, the disclosure relates to an apparatus and a
method for managing network quality 1n a wireless com-
munication system. Specifically, the disclosure describes a
technology for conducting quality management and service
assurance 1 a software-defined network (SDN) by using
network function virtualization (NFV) in a wireless com-
munication system. The index of service quality to be
managed 1n the disclosure may include, for example, quality
of experience (QoE). As will be used in the following
description, terms denoting parameters related to display of
data (for example, target entity, data time interval, resource
level, and data type level), terms denoting network entities,
terms denoting a device’s constituent elements (modified
appropriately according to the disclosure), and the like are
examples given for convenmence of description. Therefore,
the disclosure 1s not limited to the following terms, and other
terms having equivalent technical meanings may be used
instead.

Hereinafter, terms used 1n this disclosure will be defined
as follows:

“Soft-defined networking (SDN)” refers to a technology
for dividing a control area in an mdividual network element
(NE) constituting a network into accessible devices, and
logically controlling and managing the network by using an
application 1n the accessible devices. In the SDN, respective
individual NEs may be programmed through an open appli-
cation programming interface (API) such that the same can
be controlled or managed. In other words, the network
and/or the NEs may be managed in a centralized type
according to the SDN.

“Network function virtualization (NFV)” refers to a tech-
nology for virtualizing hardware equipment constituting a
network such that an upper-level entity ({or example, server)
implements the same as software. When the NFV technol-
ogy 1s applied, virtualization of hardware equipment may
make any separate hardware equipment unnecessary.

“A network path” refers to a route along which a packet
or data 1s transmitted between two NEs. For example, in the
case of communication between first and second terminals 1n
a single base station cell, the network path between the two
terminals may be “first terminal->base station->second ter-
minal”. It can also be stated in this case that “the network
path between the first and second terminals includes the first
terminal, the base station, and the second terminal”. When
the network path between two specific NEs solely includes
the two NEs, as a special case of the network path, the two
NEs are directly connected, and the network path between
the two NEs may be referred to as “a direction path”. A
network path may simply be referred to as “a path”.
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FIG. 1 1llustrates a communication system 100 according
to various embodiments of the disclosure. Reterring to FIG.
1, the system 100 for network quality management (or
simply referred to as a system 100) may include NEs such
as a first base station 101 to a fourth base station 104, a
terminal 110, a first tester 120, a second tester 125, a
switch/router 130, a gateway 140, a test manager 150, and
an operational support system/business support system
(OSS/BSS) 160.

In order to test network quality 1n the system 100, the test
manager 150 may transmit a test request to the first tester
120. In response to the test request, the first tester 120 may
perform an operation for testing the network quality with the
second tester 125. According to various embodiments of the
disclosure, the first tester 120 may perform an operation for
testing the network quality with the second tester 125 by
using an active monitoring technology. Specifically, the first
tester 120 may generate a test (probe or measure) packet for
testing the network quality, and may transmit the generated
test packet to the second tester 125. The second tester 1235
may process, as needed, the received test packet, such as
storing a parameter related to network test in the received
test packet, and may transmit the processed packet or test
result packet back to the first tester 120. That 1s, the first
tester 120 may operate as a sender, and the second tester 1235
may operate as a reflector. The first tester 120 may transmit
the test result packet received from the second tester 125 to
the test manager 150, thereby transmitting a test report
corresponding to the test request of the test manager 150.
After recerving the test result report, the test manager 150
may conduct comprehensive analysis and control of the test
result through an interface with the OSS/BSS 160. Accord-
ing to the above-mentioned operations, network quality may
be measured and managed with regard to the network path
between the first tester 120 and the second tester 125 by
using the active monitoring technology.

According to various embodiments of the disclosure, the
second tester 125 may embedded 1n at least one of the first
base station 101 to the fourth base station 104, the switch/
router 130, and the gateway 140. In this case, the system 100
may include no separate second tester 125. When the second
tester 125 1s embedded 1n at least one of the first base station
101 to the fourth base station 104, the switch/router 130, and
the gateway 140, quality may be measured and managed
with regard to the network path between the first tester 120
and each of the first base station 101 to the fourth base
station 104, the switch/router 130, and the gateway 140. As
illustrated 1n FIG. 1, testing the quality with regard to the
network path between the first tester 120 and each of the first
base station 101 to the fourth base station 104, the switch/
router 130, and the gateway 140 1s an example, and network
quality may also be measured in a similar manner with
regard to a network path between any two NEs included in
the system 100. As described above, by managing network
quality regarding each NE 1n the system 100, the terminal
110 communicating with at least one of the first base station
101 to the fourth base station 104 may accomplish a high-
level user quality-of-service ((QoS), and may receive assur-
ance of the service to be provided.

A test of network quality in the system 100 may require
separate test equipment such as the first tester 120 and/or the
second tester 1235, or may require that test equipment be
embedded 1n NEs (for example, the first base station 101 to
the fourth base station 104, the switch/router 130, and the
gateway 140). Such a hardware-based network quality man-
agement scheme may require a huge capital expenditure
(CAPEX) for separately installing test equipment or for
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embedding the same 1n each NE. Moreover, in the case of
the hardware-based network quality management scheme, it
may be diflicult to manage, in an incorporated manner,
information regarding the result of network quality test
acquired from multiple pieces of test equipment or from the
NEs having test equipment embedded therein. Particularly,
it may be dithicult to apply the hardware-based network
quality management scheme to an NE with a complicated
structure, such as a data center (DC).

Therefore, 1n order to overcome the problems of the
hardware-based network quality management scheme, vari-
ous embodiments of the disclosure provide a method and an
apparatus capable of managing network quality by using
NFV and SDN technologies and providing service assur-
ance. In other words, various embodiments of the disclosure
provide a method and an apparatus for virtualizing hardware
devices necessary to configure a network by using NFV
technology, programming respective physical/virtual NEs
through an open API by using SDN technology, and con-
trolling and managing the same in a centralized manner.

FIG. 2 illustrates a structure for SDN-based network
quality management 1n a communication system according
to vartous embodiments of the disclosure. The system 200
may include, as exemplary end-to-end management devices,
an SDN management device 201 and a management and an
orchestration (MANO)/NFV management device 203.
Although the SDN management device 201 and the MANQO/
NFV management device 203 are illustrated in FIG. 2 as
separate entities, the SDN management device 201 and the
MANO/NFV management device 203 may be a single
incorporated management device for managing physical/
virtual NEs. A management device may be referred to as an
orchestrator. In addition, the system 200 may include an
edge cloud DC SDN controller 205, a transport network
controller 207, a core cloud DC controller 209, an edge
cloud DC 210, a transport network 220, and a core cloud DC
230.

The SDN management device 201 and/or the MANO/
NFV management device 203 may provide the user with an
interface for testing, controlling, and managing the network
quality. The SDN management device 201 and/or the
MANO/NFV management device 203 may receive an input
for controlling the network from the user through the
interface, and may send a request corresponding to the input
to at least one edge cloud DC SDN controller 205, transport
network controller 207, and core cloud DC controller 209. In
addition, the SDN management device 201 and/or the
MANO/NFV management device 203 may receive a result
corresponding to the request (for example, nformation
regarding measured network quality) from at least one edge
cloud DC SDN controller 203, transport network controller
207, and core cloud DC controller 209 and may display the
same.

The edge cloud DC SDN controller 205 may test, control,
and manage network quality regarding NEs included 1n the
edge cloud DC 210. The edge cloud DC SDN controller 205
may have a service assurance application, and may receive
a command for testing network quality from the SDN
management device 201 and/or the MANO/NFV manage-
ment device 203 through an open API. For example, the
edge cloud DC SDN controller 205 may configure a path
between NEs for testing network quality in the edge cloud
DC 210, and may control such that network quality 1is
measured with regard to a path having at least one NE
configured 1n connection with the configured path. The edge
cloud DC SDN controller 205 may receive nformation
regarding the network quality test result from at least one
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NE, and may provide the same to the SDN management
device 201 and/or the MANO/NFV management device
203. The transport network SDN controller 207 and the core
cloud DC SDN controller 209 may also perform a function
identical or similar to that of the edge cloud DC SDN
controller 205, and may test, control, and manage network
quality regarding NEs 1included 1n the transport network 220
and the core cloud DC 230, respectively.

The edge cloud DC 210 and the core cloud DC 230 may
store data to be consumed by the terminal 240. In this regard,
the edge cloud DC 210 may be a DC relatively close to the
terminal 240 from the viewpoint of the network path, and the
core cloud DC 230 may be a DC relatively far from the
terminal 240 from the viewpoint of the network path. The
transport network 220 may be an NE existing on a path
connecting the edge cloud DC 210 and the core cloud DC
230, and may mediate packet exchange between the edge
cloud DC 210 and the core cloud DC 230.

As 1llustrated 1n FIG. 2, each of the edge cloud DC 210
and the core cloud DC 230 may include multiple switches
(for example, spine switches, leal switches, and open virtual
switches (OVS)), multiple virtual machines (VMs) (for
example, virtual deep packet mspection (vDPI), virtualized
radio access network (vRAN), virtual service assurance
(vSA), virtual evolved packet core (VEPC), and wvirtual
firewall (vVEW)). The terminal 240 may transmit or receive
data through a path extending through multiple switches
and/or virtual machines included 1n each of the edge cloud
DC 210 and the core cloud DC 230, as illustrated 1in FIG. 2.
The detailed structure and function of the DC will now be
descried 1n detail with reference to FIG. 3.

FIG. 3 1llustrates the structure of a DC 300 in a commu-
nication system according to various embodiments of the
disclosure.

The DC 300 may include multiple spine switches 301,
303, and 3035, multiple leaf switches 311, 313, 315, 317, and
319, a data center interconnect (DCI) 321, multiple virtual
switches 323, 325, 327, and 329, and multiple VMs 331-
339. As 1illustrated in FIG. 3, the DC 300 may include
multiple switches and VMSs 1n a hierarchy structure. Here-
inafter, spine switches and leal switches may be simply
referred to as “spines” and “leaves”, respectively.

The spine 301 may be directly connected to at least one
of the leaves 311, 313, 315, 317, and 319. In other words, a
direct path may be configured between the spine 301 and at
least one leaf 311, 313, 315, 317, and 319, and data or a
packet may be exchanged between the spine 301 and at least
one leaf 311, 313, 315, 317, and 319 through the direct path.
Although not 1llustrated, the spine 301 may exchange data or
a packet with another NE through a direct path with the other
NE. The spine 301 may control such that a packet or data
received by the spine 301 1s transmitted through an appro-
priate path. For example, when the spine 301 has received a
packet from the leat 311, the spine 301 may determine,
based on information included 1n the transmitted packet, that
the received packet needs to be transmitted to the leat 319,
and may transmit the received packet to the leat 319. Other
spines 303 and 305 may also perform the same function as
that of the spine 301.

The leat 311 may be directly connected to at least one of
the spines 301, 303, and 305. In addition, the leaf 311 may
be directly connected to at least one of the virtual switches
323, 325, 327, and 329 and the DCI 321. Similarly to the
spine 301, the leat 311 may control such that a packet or data
received by the leaf 311 1s transmitted through an appropri-
ate path. Other leaves 313, 315, 317, and 319 may also

perform the same function as that of the leaf 311.
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The DCI 321 reters to a set of multiple DCs which have
a structure as illustrated in FIG. 3, and which are connected
to each other. In other words, the DCI 321 may include
multiple DCs, and each of the multiple DCs may include
multiple spines, multiple leaves, multiple virtual switches,
and multiple VMs. According to various embodiments of the

disclosure, a DC constituting the DCI 321 may include only
some of the constituent elements of the DC illustrated in

FIG. 3. For example, the DC constituting the DCI 321 may
solely include at least one virtual switch and at least one
VM. Each DC constituting the DCI 321 may be directly
connected to the leal 321, and may exchange a packet or data
with another DC through the leat 311.

The virtual switch 323 may be directly connected to the
VMs 331, 332, and 333. In addition, the virtual switch 323

may be directly connected to the leat 311. The virtual switch
323 may be a virtual logical switch implemented as sofit-
ware, unlike the spines 303, 303, and 305 and the leaves 311,
313, 315, 317, and 319, which are physical switches. The
virtual switch 323 may control such that a packet or data
received by the virtual switch 323 1s transmitted through an
appropriate path, similarly to the leat 311 and/or the spine
301. Other virtual switches 3235 and 327 may also perform
the same function as that of the virtual switch 323.

The VM 331 refers to a virtual logical processor or
computer implemented as software. In addition, the VM 331
may further include a virtual central processing unit (CPU)
and a virtual input/output (I/0) device, and may function as
an 1ndependent device. From the viewpoint of network
quality management, the VM 331 may receive a message
requesting a network quality test, and may perform an
operation for testing network quality with the other VMs
332-339 in response to the message. To this end, the VM 331
may transmit or receive a packet through the virtual switch
323 directly connected to the VM 331. Other VMs 332-339
may also perform the same function as that of the VM 331.

According to various embodiments of the disclosure, the
spines 301, 303, and 3035 and the leaves 311, 313, 315, 317,
and 319 may be physical switches, but may also be imple-
mented as virtual switches by using NFV technology. In
addition, all constituent elements of the DC 300 1llustrated
in FIG. 3 may be controlled in an incorporated manner by a
single device (for example, SDN controller) through an open
API. Such a DC 300 by which all constituent elements of the
DC 300 are controlled 1n an incorporated manner may be
referred to as a software-defined data center (SDDC). The
term “DC” used herein may refer to such an SDDC.

FIG. 4 illustrates a structure for SDN-based network
quality management interlinked with NFV 1n a communi-
cation system according to various embodiments of the
disclosure. The system 400 includes a management device
410, a controller device 420, an MANO 420, a network
function virtualization infrastructure (NFVI) 440, a first
server 450, and a second server 460.

The management device 410 may provide the use with an
interface for testing, controlling, and managing network
quality. For example, the management device 410 may
provide the user with an interface through a QoE diagnosis/
topology application. The management device 410 may
receive an input for controlling the network from the user
through the mterface, and may send a request corresponding,
to the mput to the controller device 420. In addition, the
management device 410 may recerve a result corresponding,
to the request (for example, information regarding measured
network quality) from the controller device 420, and may
display the same.
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The controller device 420 may test, control, and manage
network quality regarding NEs included in the DC. The
controller device 420 may have service assurance applica-
tions such as a DC virtual tenant network (VTN) application,
a DC {fabric application, and a QoE diagnosis application.
Such service assurance applications may communicate with
an application of another NE through an open API. For
example, the QoE diagnosis application of the controller
device 420 may recerve a command for testing network
quality from the management device 410, and the DC fabric
application of the controller device 420 may communicate
with at least one NE (for example, spine switch, leat switch,
virtual switch, or virtual machine) included 1n the DC so as
to control and manage the at least one NE. The DC VTN
application of the controller device 420 may receive a
command from the MANO 430 and may perform an opera-
tion corresponding to the command.

The MANO 430 and the NFVI 440 may virtualize a
physical hardware device of the system 400, or may generate
a virtual device. As a result thereot, the MANO 430 and the
NEFVI 440 may generate a virtual network. In addition, the
MANO 430 and the NFVI 440 may control and manage NEs
constituting the virtualized network. For example, the
MANO 430 may include functional modules such as net-
work function virtualization-orchestration (NFV-0), virtual
network function-management (VNF-M), and virtualized
infrastructure manager (VIM), and may support the control-
ler device 420 such that the same can generate and manage
a virtual network through the DC VTN application. The
NFVI 440 may include devices including virtual NEs such
as the first server 450 and the second server 460 (for
example, open virtual switch, VM, and virtual service assur-
ance (vSA) device (atype of VM)). The VMs included 1n the
first server 450 and the second server 460 may generate a
packet and may transmit the generated packet to another
device. The packet transmitted from the VMs may be
received by a VM of another server, or may be transmitted
to the Internet through a leafl switch, a spine switch, and a
DC gateway (GW) router.

FIG. 5 illustrates a function performed by an NE for
network quality management in a communication system
according to various embodiments of the disclosure.

The management device 410 may provide the user with an
interface for testing, controlling, and managing network
quality. The management device 410 may receive a condi-
tion for a network quality test (test condition) and informa-
tion regarding the target for the network quality test (test
target) from the user through the interface. Hereinatter, the
term “test” will be used interchangeably with “diagnose” or
“measure”. FIG. 5 1illustrates an example of configuring a
test condition such that the management device 410 uses a
TWAMP protocol when testing network quality according to
the user’s mput, and an example of configuring test targets
with regard to respective test cases. For example, 1n the first
test case 510, the first VINF and the sixth VNF are configured
as test targets, and 1n the second test case 520, the third VNF
and the second VNF are configured as test targets. The first
VNE, the second VNEF, the third VNF, and the sixth VNF are
a type of VMs, and may generate, transmit, or receive a
packet for testing network quality. In this regard, the VNF
with “S” mark refers to a target that generates a packet for
testing network quality, and the VNF with “D” mark refers
to a target that performs a process corresponding to the test
condition with regard to the generated packet. Heremafter,
the target that generates a packet for testing network quality
may be referred to as “a source target (or source)”, and the
target that performs a process corresponding to the test
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condition with regard to the generated packet may be
referred to as “a destination target (or destination)”. Refer-
ring to FIG. 5, 1n the first test case 510, the source target 1s
the first VNF, and the destination target is the sixth VNE, and
in the second test case 520, the source target 1s the second
VNF, and the destination target 1s the third VNF. The
management device 410 may transmuit a test request message
including information regarding the configured test targets
and the test condition to the controller device 420.

The controller device 420 may control, 1n response to the
test request message recerved from the management device
410, such that network quality between the test targets of the
DC 530 1s measured. The controller device 420 may con-
figure a path between the test targets, and may transmit a
request message to the source target, among the test targets,
such that network quality 1s measured based on the config-
ured path (active monitoring started). In addition, the con-
troller device 420 may receirve information regarding the
result of measured network quality (active momtoring result
collected), and may receive statistical information regarding
switches (for example, the first spine, the second spine, the
first leaf, the second leat, the third leaf, the fist OVS, the
second OVS, and the third OVS) included in the path
between the source target and the destination target while the
network quality 1s measured (switch statistics collected).
The statistic information regarding switches may include,
for example, information indicating whether or not the
packet has been delivered via an appropnate path through
the switches, information regarding whether or not elements
that degrade network quality exist 1n the switches, informa-
tion regarding the degree of network quality degradation,
and information regarding whether or not a problem has
occurred to the path between the switches. The controller
device 420 may transmit the received information regarding
the result of network quality and the statistical information
regarding the switches to the management device 410.

The management device 410 may receive the information
regarding the result of network quality test and the statistical
information regarding the switches from the controller
device 420, and may display the same through a user
interface. FIG. 5 illustrates the management device 410
displaying the result of network quality test regarding the
first test case 510 and the result of network quality test
regarding the second test case 520. The first test case 510
indicates that the path between test targets configured for a
network quality test 1s first VNF (source target)->first
OVS->irst leaf->second spine->third leaf->third OVS->
sixth VNF (destination target). Such a path between test
targets 1n the first test case 510 may also be inferred from the
internal structure of the DC 530. According to the first test
case 510, a packet was appropnately transmitted from the
source target to the destination target through the path: first
VNF->first OVS->first leaf->second spine->third leaf->
third OVS->sixth VNEF, and corresponding loss (L), delay
(D), jitter (J), and mean opinion score (M) values were
derived accordingly. The second test case 520 indicates that
the path between test targets configured for a network
quality test 1s third VNF (source target)->second OVS->
second leaf->1irst spine->first leaf->first OVS->second VNF
(destination target). Such a path between test targets in the
second test case 520 may also be inferred from the internal
structure of the DC 530. According to the second test case
520, the packet was appropriately transmitted from the third
VNF to the second leaf through the path: third VNF->second
OVS->second leaf, but failed to be transmitted from the
second leat to the first spine, and L, D, J, and M values failed
to be derived. According to the network quality test result in
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as the second test case 520, the management device 410 may
visually display the fact that the second leat and/or the first
spine has a failure such that the user can troubleshoot the
second leal and/or the first spine.

As 1llustrated 1n FIG. 5, network quality may be measured
with regard to a path between VMs, but according to various
embodiments of the disclosure, network quality may also be
measured with regard to a path between any two NEs of the
DC. Various paths and targets, for which network quality
may be measured, will now be described with reference to
FIG. 6.

FIG. 6 illustrates the type of targets for which network
quality may be measured 1 a communication system
according to various embodiments of the disclosure.
According to various embodiments of the disclosure, paths
and targets for which network quality may be measured 1n
a DC may be classified into one of the following types:

(1) First type 610: a path between a VM and another VM

(2) Second type 620: a path between a VM and a virtual
switch

(3) Third type 630: a path between a VM and a leaf switch

(4) Fourth type 640: a path between a VM and a spine
switch

(5) Fifty type 650: a path between a VM and a DCI

(6) Sixth type 650: a path between a VM and an external
test device

In order to test network quality with regard to a path
between two targets, the source target may be required to
generate a test packet and to transmit the generated test
packet to the destination target, and the destination target
may be required to perform a process corresponding to the
test condition with regard to the recerved test packet and to
transmit the processed test packet back to the source target.
However, NEs of the DC other than the VMs (for example,
a virtual switch, a leal switch, a spine switch, and a DCI)
may fail to generate a test packet for testing network quality
or to perform a process with regard to the test packet.
According to various embodiments of the disclosure, in
order to test network quality with regard to a path between
two targets, including at least one NE that 1s not a VM, a path
may be configured between the VMs including such a path,
and network quality may be indirectly measured by VMs
that generate and transmit/receive a test packet with regard
to the path between the two targets including at least one NE
that 1s not a VM.

FIG. 7 1llustrates NEs 1in a system 700 for managing
network quality 1n a communication system according to
various embodiments of the disclosure. As 1llustrated 1n FIG.
7, the system 700 includes a management device 710 (for
example, management device 410), a controller device 720
(for example, controller device 420), a switch 730, multiple
servers mcluding a server 740 (for example, first server 450
or second server 460), and an external test device 750.

The management device 710 provides an interface and a
function capable of monitoring parameters related to per-
formance of other devices in the network (for example,
diagnosis and performance evaluation). The controller
device 720 provides functions for controlling configuration/
functions related to the SDN of other devices 1n the network.
The switch 730 1s equipment for connection between the
controller device 720 and other devices ({or example, server
740 and external test device 730). The server 740 1s a
versatile server capable of playing various roles (for
example, mobility management entity (MME), gateway, and
the like) according to the installed program/application. The
external test device 750 1s equipment configured to transmit
or receive a packet for performance mspection. The external
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test device 750 1s a versatile server, and may be a server
including a virtual machine playing the role of a sender or
a reflector for performance inspection. Each of the manage-
ment device 710, the controller device 720, the switch 730,
the server 740, and the external test device 750 may include
at least one application having an open API, and may
communicate with another device through the at least one
application. The operation performed by each of the man-
agement device 710, the controller device 720, the switch
730, the server 740, and the external test device 750 will
now be described 1n more detailed. In the description,
“management device” may be referred to as “SDN manage-
ment device”, and “controller device” may be referred to as
“SDN controller device™.

FIG. 8 1s a block diagram of a management device 710 in
a communication system according to various embodiments
of the disclosure. As used herein, the term ‘. . . unit” or “-er”
refers to a umt entity configured to process at least one
function or operation, and may be implemented as hardware,
software, or a combination of hardware and software.

Referring to FIG. 8, the management device 710 may
include a display 810, a processor 820, a communication
unit 830, a storage unit 850, and an iput/output (I/O)
interface 860.

The display 810 1s configured to display a screen includ-
Ing an 1mage, a graphic, a text, and the like. For example, the
display 810 may be made of a liquid crystal, a light-emitting
diode display, or a different material. The display 810 may
display a screen corresponding to data received through the
processor 820. In addition, the display 810 may include a
touch screen for sensing the user’s nput.

The processor 820 may control overall operations of the
management device 710. For example, the processor 820
may transmit or receive a signal through the communication
unit 830. The processor 820 may record data 1n the storage
unit 850, and may read data stored in the storage unit 850.
To this end, the processor 820 may include at least one
processor or at least one microprocessor. The processor 820
may be configured to implement operating procedures and/
or methods of the management device 710 proposed 1n the
disclosure. The processor 820 may control the management
device 710 so as to perform operations related to network
quality management according to various embodiments
described later.

The communication unit 830 may perform functions for
transmitting or recerving a signal through a wireless chan-
nel. The communication unit 830 may perform a function for
conversion between a baseband signal and a bit string
according to the physical layer specification of the system.
For example, when transmitting data, the communication
unit 830 may generate complex symbols by encoding and
modulating a transmission bit string. As another example,
when receiving data, the communication unit 830 may
restore a reception bit string by demodulating and decoding,
a baseband signal.

The communication unit 830 1s configured to provide an
interface for performing communication with other nodes 1n
the network. That 1s, the communication unit 810 converts
a bit string transmitted from the management device 710 to
another node (for example, base station, core network, or
authentication server) into a physical signal, and converts a
physical signal received from the other node into a bit string.
That 1s, the communication unit 830 may transmit and
receive signals. Accordingly, the communication unit 830
may be referred to as a transmitting unit, a receiving unit, or
a transmitting/recerving unit.
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The communication unit 830 1s configured to enable the
management device 710 to communicate with other devices
or the system via backhaul connection or via the network.
The communication unit 830 may support communication
via appropriate wired or wireless connection. For example,
when the management device 710 1s implemented as a part
ol a mobile communication system (such as one supporting
535G, LTE, or LTE-A), the communication umt 830 may
enable the management device 710 to communicate with
other devices via wired or wireless backhaul connection.
When the management device 710 1s implemented as an
access point, the communication unit 830 may enable the
management device 710 to communicate via a wired or
wireless near-field network, or to communicate with a
network having a larger scale (such as the Internet) via wired
or wireless connection. The communication unit 830 may
include a structure for supporting communication via wired
or wireless connection, such as Fthernet or RF transceiver.

The storage unit 850 may store a control instruction code
for controlling the management device 710, control data, or
user data. For example, the storage unit 850 may include an
application, an operating system (OS), middleware, and a
device driver. The storage unit 850 may include at least one
of a volatile memory or a nonvolatile memory. The volatile
memory may include a dynamic RAM (DRAM), a static
RAM (SRAM), a synchronous DRAM (SDRAM), a phase-
change RAM (PRAM), a magnetic RAM (MRAM), a resis-
tive RAM (RRAM), a ferroelectric RAM (FeRAM), and the
like. The nonvolatile memory may include a read only
memory (ROM), a programmable ROM (PROM), an elec-
trically programmable ROM (EPROM), an electrically eras-
able ROM (EEPROM), a flash memory, and the like. The
storage unit 850 may include a nonvolatile medium such as
a hard disk drive (HDD), a solid state disk (SSD), an
embedded multimedia card (eMMC), or a universal flash
storage (UFS). The storage umt 850 may be operatively
coupled to the processor 820.

The mnput unit 870 may recerve an mput from the user. To
this end, the mput unit 870 may include an input intertace.
The input received through the input unit 710 may be
processed by the processor 820 and then transmitted to the
display 810, the storage unit 850, and the communication
umt 830. As a result thereotf, information corresponding to
the mput received through the mput unit 710 may be
displayed on the display 810, transmitted to another device
through the communication unit 830, or stored 1n the storage
unit 850.

FIG. 9 1s a block diagram of a controller device 720 in a
communication system according to various embodiments
of the disclosure. As used herein, the term ““. . . unit” or “-er”
refers to a umit entity configured to process at least one
function or operation, and may be implemented as hardware,
software, or a combination of hardware and software.

Retferring to FIG. 9, the controller device may include a
processor 910, a communication unit 920, and a storage unit
940.

The processor 910 may control overall operations of the
management device 720. For example, the processor 910
may transmit or receive a signal through the communication
unit 920. The processor 910 may record data in the storage
unit 940, and may read data stored in the storage unit 940.
To this end, the processor 910 may include at least one
processor or at least one microprocessor. The processor 910
may be configured to implement operating procedures and/
or methods of the controller device 720 proposed 1n the
disclosure. The processor 910 may control the controller
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device 720 so as to perform operations related to network
quality management according to various embodiments
described later.

The communication unit 920 may perform functions for
transmitting or receiving a signal through a wireless chan-
nel. The communication unit 920 may perform a function for
conversion between a baseband signal and a bit string
according to the physical layer specification of the system.
For example, when transmitting data, the communication
unit 920 may generate complex symbols by encoding and
modulating a transmission bit string. As another example,
when receiving data, the communication unit 920 may
restore a reception bit string by demodulating and decoding,
a baseband signal.

The communication unit 920 1s configured to provide an
interface for performing communication with other nodes 1n
the network. That 1s, the communication unit 920 converts
a bit string transmitted from the management device 710 to
another node (for example, base station, core network, or
authentication server) into a physical signal, and converts a
physical signal received from the other node into a bit string.
That 1s, the communication unit 920 may transmit and
receive signals. Accordingly, the communication unit 920
may be referred to as a transmitting unit, a receiving unit, or
a transmitting/receiving unit.

The communication unit 920 1s configured to enable the
controller device 720 to communicate with other devices or
the system via backhaul connection or via the network. The
communication unit 920 may support communication via
appropriate wired or wireless connection. For example,
when the controller device 720 1s implemented as a part of
a mobile communication system (such as one supporting
3G, LTE, or LTE-A), the communication unit 920 may
enable the management device 710 to communicate with
other devices via wired or wireless backhaul connection.
When the controller device 720 1s implemented as an access
point, the communication unit 920 may enable the controller
device 720 to communicate via a wired or wireless near-field
network, or to communicate with a network having a larger
scale (such as the Internet) via wired or wireless connection.
The communication umit 920 may include a structure for
supporting communication via wired or wireless connection,
such as Ethernet or RF transceiver.

The storage unit 940 may store a control nstruction code
for controlling the controller device 720, control data, or
user data. For example, the storage unit 940 may include an
application, an operating system (OS), middleware, and a
device driver. The storage umt 940 may include at least one
of a volatile memory or a nonvolatile memory. The volatile

memory may include a dynamic RAM (DRAM), a static
RAM (SRAM), a synchronous DRAM (SDRAM), a phase-

change RAM (PRAM), a magnetic RAM (MRAM), a resis-
tive RAM (RRAM), a ferroelectric RAM (FeRAM), and the
like. The nonvolatile memory may include a read only
memory (ROM), a programmable ROM (PROM), an elec-
trically programmable ROM (EPROM), an electrically eras-
able ROM (EEPROM), a flash memory, and the like. The
storage unit 940 may include a nonvolatile medium such as
a hard disk drive (HDD), a solid state disk (SSD), an
embedded multimedia card (eMMC), or a universal flash
storage (UFS). The storage unit 940 may be operatively
coupled to the processor 910.

FIG. 10 1s a block diagram of a server device 740 1n a
communication system according to various embodiments
of the disclosure. As used herein, the term ‘. . . unit” or “-er”
refers to a umt entity configured to process at least one
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function or operation, and may be implemented as hardware,
software, or a combination of hardware and software.

Referring to FIG. 8, the server device 740 may include a
processor 2010, a communication unit 1020, and a storage
unit 1040.

The processor 1010 may control overall operations of the
server device 740. For example, the processor 1010 may
transmit or receive a signal through the communication unit
1020. The processor 1010 may record data 1n the storage unit
1040, and may read data stored in the storage unit 1040. To
this end, the processor 1010 may include at least one
processor or at least one microprocessor. The processor 1010
may be configured to implement operating procedures and/
or methods of the server device 740 proposed 1n the disclo-
sure. The processor 1010 may control the server device 740
so as to perform operations related to network quality
management according to various embodiments described
later.

The communication unit 1020 may perform functions for
transmitting or recerving a signal through a wireless chan-
nel. The communication unit 1020 may perform a function
for conversion between a baseband signal and a bit string
according to the physical layer specification of the system.
For example, when transmitting data, the communication
umt 1020 may generate complex symbols by encoding and
modulating a transmission bit string. As another example,
when receiving data, the communication unit 1020 may
restore a reception bit string by demodulating and decoding
a baseband signal.

The communication unit 1020 1s configured to provide an
interface for performing communication with other nodes 1n
the network. That 1s, the communication unit 1020 converts
a bit string transmitted from the server device 740 to another
node (for example, base station, core network, or authenti-
cation server) mto a physical signal, and converts a physical
signal recerved from the other node 1nto a bit string. That 1s,
the commumcation unit 1020 may transmit and receive
signals. Accordingly, the communication unit 1020 may be
referred to as a transmitting unit, a recerving unit, or a
transmitting/receiving unit.

The communication unit 1020 1s configured to enable the
server device 740 to communicate with other devices or the
system via backhaul connection or via the network. The
communication unit 1020 may support communication via
appropriate wired or wireless connection. For example,
when the server device 740 1s implemented as a part of a
mobile communication system (such as one supporting 5,

LTE, or LTE-A), the communication unit 1020 may enable
the server device 740 to communicate with other devices via
wired or wireless backhaul connection. When the server
device 740 1s implemented as an access point, the commu-
nication unit 1020 may enable the server device 740 to
communicate via a wired or wireless near-field network, or
to communicate with a network having a larger scale (such
as the Internet) via wired or wireless connection. The
communication unit 1020 may include a structure for sup-
porting communication via wired or wireless connection,
such as Ethernet or RF transceiver.

The storage unit 1040 may store a control nstruction code
for controlling the server device 740, control data, or user
data. For example, the storage unit 1040 may include an
application, an operating system (OS), middleware, and a
device driver. The storage unit 1040 may include at least one
of a volatile memory or a nonvolatile memory. The volatile

memory may include a dynamic RAM (DRAM), a static
RAM (SRAM), a synchronous DRAM (SDRAM), a phase-

change RAM (PRAM), a magnetic RAM (MRAM), a resis-
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tive RAM (RRAM), a ferroelectric RAM (FeRAM), and the
like. The nonvolatile memory may include a read only
memory (ROM), a programmable ROM (PROM), an elec-
trically programmable ROM (EPROM), an electrically eras-
able ROM (EEPROM), a flash memory, and the like. The

storage unit 1040 may include a nonvolatile medium such as
a hard disk drive (HDD), a solid state disk (SSD), an
embedded multimedia card (eMMC), or a universal flash
storage (UFS). The storage umt 1040 may be operatively
coupled to the processor 1010.

FI1G. 11 1s an operation flowchart of a management device
710 1n a communication system according to various
embodiments. FIG. 11 illustrates an exemplary operating
method of a management device 710.

Referring to FIG. 11, 1n step 1110, the management device
710 configures at least one target for measuring network
quality and a test condition. The management device 710
may configure at least one target for measuring network
quality and a test condition. The at least one target may
include a source target and a destination target. In addition,
the at least one target may be a virtual device (for example,
VM or virtual switch), or may be a physical device (for
example, spine switch or leal switch).

In step 1120, the management device 710 transmits a
measurement request message including information regard-
ing the at least one target and the test condition. The
management device 710 may transmit a measurement
request message including information regarding the at least
one target and the test condition. For example, the manage-
ment device 710 may transmit a measurement request mes-
sage ncluding information regarding the at least one target
and the test condition to a controller device that controls a
path related to the at least one target.

In step 1130, the management device 710 receives nfor-
mation regarding network quality measured with regard to
the path, based on the test condition. The management
device 710 may receive information regarding network
quality measured with regard to the path, based on the test
condition. The mformation regarding network quality may
be measured with regard to a path between the source target
and the destination target. In addition, the information
regarding network quality may include at least one of the
address of each of at least one target, information regarding
a path between two targets included 1n the at least one target,
information regarding a change in network quality over
time, and statistical information regarding the network qual-
ity. Furthermore, the information regarding network quality
may include an index for indicating network quality regard-
ing the path between the source target and the destination
target, and index values. For example, the mdex for indi-
cating network quality may include at least one of the
bandwidth regarding the packet transmitted/recerved
between the two targets, delay, jitter, loss, loss ratio, MOS,
PPS, the amount of packets, and information regarding the
packet size.

In step 1140, the management device 710 displays infor-
mation regarding network quality. The display 810 of the
management device 710 may display the information
regarding network quality. For example, the information
regarding network quality may be displayed through a Ul as
illustrated 1n FIG. 23A to FIG. 23F.

FIG. 12 1s an operation flowchart of a controller device
720 1n a communication system according to various
embodiments of the disclosure.

Referring to FIG. 12, 1 step 1210, the controller device
720 receives a message including information regarding
targets for measuring network quality. The controller device
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720 may receive a message including information regarding
targets for measuring network quality.

In step 1220, the controller device 720 configures a path
between the targets. The controller device 720 may config-
ure a path between the targets. In this regard, the controller
device 720 may configure a path by using SDN technology.
To this end, although not illustrated, the controller device
720 may generate a first flow path regarding the configured
path. The first flow path may be configured such that, when
a corresponding NE has received a test packet transmitted
along the path, another NE on the path, to which the test
packet 1s to be transmitted, can be indicated.

In step 1230, the controller device 720 transmits infor-
mation regarding the path to at least one different NE. The
controller device 720 may transmit information regarding
the path to at least one different NE. The at least one different
NE 1s an NE constituting the path, and may include at least
one ol a virtual switch, a physical switch, and a DCI. The
information regarding the path may include the first tlow
rule.

In step 1240, the controller device 720 transmits a mea-
surement request message to at least one of the targets such
that network quality 1s measured based on the information.
The communication unit 920 of the controller device 720
may transmit a measurement request message to at least one
of the targets such that network quality 1s measured based on
the information through the communication unit 920. For
example, among the targets that have received the measure-
ment request message, the source target may generate a test
packet and may transmit the generated test packet to the
destination target along the information indicated by the first
flow rule included in the information. In addition, the
measurement request message may include a test condition
for testing network quality. In order to test network quality,
the destination target that has receirved the test packet may
perform a process corresponding to the test condition with
regard to the test packet, and may transmit the processed
packet back to the source target. In other words, network
quality regarding the source target and the destination target
may be measured based on the test condition.

FIG. 13A 1s a flowchart illustrating operations related to
a first tlow rule performed by a controller device 720
according to various embodiments of the disclosure.

Referring to FIG. 13A, 1n step 1310, the controller device
720 generates a first tlow rule regarding a path. The pro-
cessor 910 of the controller device 720 may generate a {irst
flow rule regarding a path. The first flow rule may be
configured such that, when an NE has received a test packet
transmitted along the path, another NE on the path, to which
the test packet 1s to be transmitted, 1s indicated to the NE.

In step 1320, the controller device 720 transmits the first
flow rule to at least one different NE. The communication
unit 920 of the controller device 720 transmits the first flow
rule to at least one different NE through the communication
umt 920. The at least one different NE may be an NE
constituting the path. Therefore, the test packet generated by
the source target may be transmitted to the destination target
through at least one NE on the path indicated by the first flow
rule, and the packet transmitted by the destination target may
be received by the source target through at least one NE on
the path indicated by the first flow rule.

FIG. 13B 1s a flowchart illustrating operations related to
a second flow rule performed by a controller device 720
according to various embodiments of the disclosure.

Referring to FIG. 13B, 1n step 1330, the controller device
720 generates a second flow rule for receiving information
regarding measured network quality. The processor 910 of
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the controller device 720 may generate a second flow rule
for recerving information regarding measured network qual-
ity. The second tlow rule may be configured such that, when
an NE has received information regarding network quality
transmitted along a reception path, another NE on the
reception path, to which the information regarding network

quality 1s to be transmitted, 1s indicated to the NE. The
reception path may be a path along which the information
regarding network quality 1s recerved by the management
device 710.

In step 1340, the controller device 720 transmits the
second flow rule to at least one NE related to the second tlow
rule. The communication unit 920 of the controller device

T 1

720 may transmit the second flow rule to at least one NE
related to the second flow rule through the communication
unit 920. The at least one NE may be an NE constituting the
reception path.

In step 1350, the controller device 720 receives informa-
tion regarding measured network quality, based on the
second flow rule. The communication umit 920 of the
controller device 720 may receive information regarding
measured network quality, based on the second flow rule,
through the communication umt 920. The controller device
720 receives information regarding network quality from the
source target, and the information regarding network quality
1s rece1ved along the reception path indicated by the second
flow rule.

In step 1360, the controller device 720 transmits infor-
mation regarding network quality to the management device
710. The communication unit 920 of the controller device
720 may transmit information regarding network quality to
the management device 710 through the commumnication unit
920. The management device 710 may display the informa-
tion regarding network quality 1n response thereto.

FIG. 14 1s an operation tlowchart of a server device 740
according to various embodiments of the disclosure.

Referring to FIG. 14, 1n step 1410, the server device 740
receives a measurement request message including a test
condition and mformation regarding a path between targets
for measuring network quality. The communication unit
1020 of the server device 740 may receive a measurement
request message including a test condition and information
regarding a path between targets for measuring network
quality through a backhaul 1030. The management device
710 may determine the targets and the test condition, may
provide the targets and the test condition to the controller
device 720, and the server device 740 may receive, from the
controller device 720, the test condition and information
regarding the path determined by the controller device 720.
The information regarding the path may include a first tlow
rule regarding the path. The first tlow rule may be configured
such that, when an NE has received a transmission packet
transmitted along the path, another NE on the path, to which
the test packet 1s to be transmitted, 1s 1indicated to the NE.

Although not illustrated, the server device 740 may 1install
the first flow rule. For example, the server device 740 may
store the first flow rule 1n the storage unit 1040. In addition,
the server device 740 may generate a second flow rule for
transmitting mformation regarding measured network qual-
ity. The second tlow rule may be configured such that, when
an NE has received information regarding network quality
transmitted along the reception path, another NE on the path,
to which the information regarding network quality 1s to be
transmitted, 1s indicated to the NE. The reception path may
be a path along which information regarding network quality
1s received by the management device 710. The server
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device 740 may nstall the second tlow rule. For example,
the server device 740 may store the second tlow rule in the
storage unit 1040.

In step 1420, the server device 740 generates a test packet,
based on the test condition. The processor 1010 of the server
device 740 may generate a test packet, based on the test
condition. The test packet may be used to test network
quality regarding the path between the source target and the
destination target.

In step 1430, the server device 740 measures network
quality with regard to the targets, based on the path-related
information and the test packet. The processor 1010 of the
server device 740 may test network quality with regard to
the targets, based on the path-related information and the test
packet. In order to measure network quality, the source
target of the server device 740 may transmit a test packet to
the destination target among the targets, based on the path-
related information, 1n order to measure network quality, and
the destination target may perform a process corresponding
to the test condition with regard to the test packet received
from the source target. The source target may receive the
processed test packet from the destination target, based on
the path-related information, may analyze the processed test
packet, and may generate information regarding network
quality. The server device 740 may transmit information
regarding network quality to the controller device 720,
based on the second flow rule. The server device 740 may
transmit information regarding network quality to the man-
agement device 710 along the path indicated by the second
flow rule.

FIG. 15 1llustrates functional modules of a management
device 701 according to various embodiments of the disclo-
sure. The functional modules illustrated 1n block shapes 1n
FIG. 15 may be physical devices, or may refer to logical
entities implemented by software. In addition, the functional
modules of the management device 710 may be controlled
by the processor 820 of the management device 710.

The 3D topology display module 1501 may display a Ul
for mputting information regarding a test condition and
measure targets as 1illustrated in FIG. 23A to FIG. 23F. In
addition, the 3D topology display module 1501 may display
a Ul indicating information regarding the result of quality
test.

The QoFE diagnosis test condition display module 1502
may provide a Ul for enabling the user to configure a test
condition. The QoE diagnosis result brief display module
1503 may provide a Ul for displaying information regarding
the result of measured network quality. The QoE diagnosis
test list display module 1504 may display multiple results of
network quality measurements performed by the manage-
ment device 710 according to the index.

The QoE diagnosis result detailed display module (table)
1505 may display multiple results of network quality mea-
surements 1n a table type. The QoE diagnosis result detailed
display module (topology/path) 1506 may display informa-
tion regarding a test condition (for example, protocol) used
to measure network quality, and information for visually
indicating the path between measurement targets. The QoFE
diagnosis result detailed display module (chart) 1507 may
display multiple results of network quality measurements 1n
a chart type. The QoE diagnosis result detailed display
module (text) 1505 may display the result of analyzing
network quality measured with regard to specific targets in
detail as a text. The QoF statistic result display module 1509
may display an aspect of the change 1in network quality
measured with regard to specific targets over time.
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The topology manager 1510 may control and manage
topologies related to the network quality measurements. The
QoE diagnosis manager 1511 may generate a message
including information regarding a network quality measure-
ment target and a test condition, and may transmit the
message to another device. In addition, the QoE diagnosis
manager 1511 may cause the display 810 of the management
device 710 to display information regarding the result of
measured network quality. The QoE statistics manager 1512
may process statistic information regarding multiple results
of network quality measurements, and may cause the display
810 of the management device 710 to display the same.

The QoF statistics manager 1512 may analyze and man-
age statistic materials acquired from multiple results of
network quality measurements. The QoE diagnosis storage
unit 1521 may store the results of network quality measure-
ments. The QoE statistics storage unit 1522 may store
statistic materials regarding network quality measured with
regard to specific targets over time.

FIG. 16 illustrates functional modules of an SDN con-
troller device 720 according to various embodiments of the
disclosure. The functional modules illustrated 1 block
shapes 1n FIG. 16 may be physical devices, or may refer to
logical entities implemented by software. Alternatively, the
functional modules of the controller device 720 may be
controlled by the processor 910 of the controller device 720.

The QoE request message processing unit 1601 may
receive a diagnosis request message including a measure-
ment target and a test condition through an API. In addition,
the QoFE request message processing unit 1601 may parse
the received diagnosis request message, thereby identifying
t
C

ne measurement target and the test condition included 1n the
1agnosis request message, and may deliver information
regarding the i1dentified measurement target and test condi-
tion to the QoE diagnosis manager 1603.

The QoE result message processing unit 1602 may
receive a message imcluding information regarding the result
of measured network quality through the API. In addition,
the QoE result message processing unit 1602 may parse the
message and may transmit information regarding the 1den-
tified result of network quality to the management device
710.

The QoE diagnosis manager 1603 may control such that
a message for requesting a network quality measurement or
the result of measured network quality 1s encoded, the
encoded message 1s transmitted to another device. In addi-
tion, the QoFE diagnosis manager 1603 may generate a flow
rule regarding the path between measurement targets. The
QoE statistics manager 1604 may control such that statistic
information regarding multiple pieces of network quality
information 1s encoded, and the encoded message 1s trans-
mitted to another device.

The flow statistics manager 1611 may control such that
statistic materials regarding the path for which network
quality 1s measured are generated, and the generated mate-
rials are transmitted to another device. The flow rule manger
1611 may receive a flow rule from the QoE diagnosis
manager 1603. In addition, the flow rule manager 1611 may
encode the received flow rule in a message format.

The packet manager 1612 may encode a packet related to
the network quality measurement, and may transmit the
encoded packet to another device. The path manager 1613
may configure a path for test packet transmission between
measurement targets (source target and destination target)
under the control of the QoE diagnosis manager 1603. The
host manager 1614 may determine the network addresses of
the measurement targets and the positions of the measure-
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ment targets corresponding to the addresses on the network,
under the control of the QoE diagnosis manager 1603.

The device manager 1615 may control and manage physi-
cal constituent elements and/or logical modules of the
controller device 720. The link manager 1616 may transmit
a message to another device or may measure and manage the
quality of a link for receiving a message from another
device.

The open tlow SB protocol 1620 may transmit a message
or a packet to another device. Besides, the controller device
720 may 1include protocols such as an NETCONF SB
protocol, an SNMP SB protocol, an OVSDB SB protocol,
and an REST SB protocol.

FIG. 17 1illustrates functional modules of a server device
740 according to various embodiments of the disclosure.
The functional modules illustrated in block shapes i FIG.
17 may be physical devices, or may refer to logical entities
implemented by software. In addition, the functional mod-
ules of the server device 740 may be controlled by the
processor 1020 of the server device 740.

The virtual switch 1710 may control such that a packet or
data recerved by the virtual switch 1710 1s transmitted
through an appropriate path. The VM 1720 may perform
operations ol receiving a message requesting a network
quality measurement, and measuring the network quality
with other VMs 332-339 in response to the message. The
VM 1720 may include a test agent 1730 and a test protocol
1740. The detailed configuration of the VM 1720 will be
described later 1n more detail with reference to FIG. 18.

FIG. 18 illustrates functional modules of the VM 1720
according to various embodiments of the disclosure. The
functional modules illustrated in block shapes in FIG. 18
may be physical devices, or may refer to logical entities
implemented by software.

The quality assurance manager (QAM) layer 1810 of the
test agent 1730 may include a QoFE request processing unit
1801 and a QoFE result processing unit 1802. The (QoE
request processing unit 1801 may receive a packet including
a test condition and information regarding a destination
target from the virtual switch 1710, and may parse the packet
received from the virtual switch 1710, thereby i1dentifying
the destination target and the test condition. As a result
thereof, the VM 1720 may test network quality with regard
to the destination target based on the test condition. The QoE
result processing unit 1802 may receive a packet processed
by the destination target from the virtual switch 1710, and
may generate information regarding the result of network
quality.

The QoE layer 1820 of the test agent 1730 may include a
user tratlic emulation, a QoE metric, a service level agree-
ment (SLA), and a log. The test protocol 1740 1s a protocol
used to test network quality, and may imnclude TWAMP,
TWAMP light, Y.1731PM, 1Pert, PING.

FIG. 19 1s a flowchart of operations for requesting a
network quality test according to various embodiments of
the disclosure.

Retferring to FIG. 19, mn step 1905, the management
device 710 selects a test target for testing network quality,
and configures a test condition. The I/O 860 of the manage-
ment device 710 may receive an input for selecting the test
target and an mput for configuring the test condition. The
user may select the test target through the 3D topology
display module 1501 of the management device 710, and
may configure the test condition through the QoE diagnosis
test condition display module 1502.

In step 1910, the management device 710 encodes the
selected test target and the test condition 1 a message
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format, and generates a diagnosis request message. The
processor 820 of the management device 710 may encode
the selected test target and the test condition 1n a message
format. The selected test target and the test condition may be
delivered to the QoE diagnosis manager 1511 of the man-
agement device 710, and may be encoded 1n a message
format such that the same 1s delivered to the SDN QoE
application 1610 of the controller device 720. According to

various embodiments of the disclosure, the diagnosis request
message may include content as given 1n Table 1 below:

TABLE 1

Test Request
1. Test Condition Common unit

Test 1D

Source Target 1D

Source Target address (Mac Address IP address)

Destination Target 1D

Destination Target Address (Mac Address / [P Address)

Operation (Start/Stop)

Test protocols (TWAMP /TWAMP Light / Y.1731 PM / PING /

1Pert / etc.

Test termination condition (Test execution duration / the number of
test packets / test termination time)

Periodic Analysis report mterval

User Traflic Emulation (use/no use)

Service Type (Voice / Video)

Sub Type (VoLTE, Wideband Audio / VoIP / RTP video)

Sub Type Option (AMR__WB_ 23 85/ AMR_WB_15 85/
AMR_WB_12_65/AMR_12_ 20/ G711_64KBPS /
H264__360P__30FPS / H264_ 720P_ 30FPS/ H264__1280P_ 30FPS

Test Packet Size

Test Packet Interval

Bit per second

Packet per second
2. Test Condition Variable unit

DSCP (Test)

Source lest Port

Destination Test Port

Destination Control Port

DSCP (Test)

Source Test Port

Destination Test Port

DSCP (Test)

Source lest Port

Destination Test Port

whether VLAN 1is tagged or not (tagged / untagged)

VLAN ID

Cod

In step 1915, the management device 710 transmits the
encoded diagnosis request message. The communication
unit 830 of the management device 710 may transmit the
encoded diagnosis request message through a backhaul 840.
The QoE request message processing unit 1601 of the SDN
QO_E application 1610 of the controller device 720 may
receive the encoded diagnosis request message through the
APL.

In step 1920, the controller device 720 parses and pro-
cesses the received diagnosis request message. The proces-
sor 910 of the controller device 720 may parse and process
the received diagnosis request message. The QoE request
message processing unit 1601 of the controller device 720
may parse the received diagnosis request message, thereby
identifying the test target and the test condition included 1n
the diagnosis request message, and may deliver information
regarding the i1dentified test target and the test condition to
the QoE diagnosis manager 1603.

In step 1925, the controller device 720 determines the
address and position of the test target from the diagnosis
request message. The processor 910 of the controller device
720 may determine the address and position of the test target
from the diagnosis request message. The QoE diagnosis

10

15

20

25

30

35

40

45

50

55

60

65

24

manager 1603 of the controller device 720 may determine
the network address of the test target and the position of the
test target corresponding to the address on the network, with
reference to the delivered imformation regarding the test
target, by using the host manager 1614.

In step 1930, the controller device 720 configures a path
between test targets. The processor 910 of the controller
device 720 may configure a path between test targets. The
QoE diagnosis manager 1603 of the controller device 720
may configure a path for test packet transmission between
test targets (source target and destination target) by using the
path manager 1613.

In step 1935, the controller device 720 generates a flow
rule regarding the configured path. The processor 910 of the
controller device 710 may generate a flow rule regarding the
configured path. The flue rule may be configured such that,
when an NE has received a packet, another NE, to which the
NE needs to deliver the received packet, 1s indicated.
According to various embodiments of the disclosure, the NE
may store at least one flow rule, and the packet may include
information regarding a preconfigured flow rule. A step of
flow rules stored in the NE may be referred to as “a tlow
table”. Accordingly, after recerving a packet including infor-
mation regarding a tlow rule, an NE may identily the flow
rule corresponding to the packet in the flow table, based on
the information regarding the flow rule, and may transmit
the packet to another NE 1indicated by the flow rule.

According to various embodiments of the disclosure, the
controller device 720 may generate not only a flow rule
regarding a configured path, but also a flow rule for receiv-
ing the result of measured network quality from the source
target. The processor 910 of the controller device 710 may
generate a tlow rule for recerving the result of measured
network quality from the source target. The flow rule for
receiving the result of measured network quality from the
source target may refer to a flow rule regarding the path
between the source target and the management device 710.
The QoE diagnosis manager 1603 of the controller device
720 may generate a tlow rule regarding a path, may generate
a tflow rule for receiving the result of measured network
quality from the source target, and may transmit the gener-
ated tlow rules to the flow rule manager 1611.

In step 1940, the controller device 720 encodes the
generated flow rule 1n a message format. The processor 910
of the controller device 720 may encode the generated tlow
rule 1n a message format. The flow rule manager 1611 may
encode the flow rule received from the QoE diagnosis
manager 1603 1n an open flow message format through the
open tlow SB protocol 1620.

In step 1945, the controller device 720 transmits a mes-
sage regarding the encoded flow rule to at least one NE
related to the tflow rule. The processor 910 of the controller
device 720 may transmit a message regarding the tlow rule
to at least one NE related to the flow rule. The open flow SB
protocol 1620 of the controller device 720 may transmit a
message regarding the encoded flow rule to at least one NE
related to the flow rule, and the at least one NE that has
received the message regarding the tlow rule may store the
corresponding flow rule. For example, when a flow rule has
been generated with regard to a path between the source
target and the destination garget “first VNF (source target)->
first OVS->first leaf->second spine->third leaf->third
OVS->sixth VNF (destination target)” as 1n the first test case
510 of FIG. 5, the controller device 420 may transmit the
flow rule to each of the first OVS, the first leat, the second
spine, the third leaf, and the third OVS related to the flow

rule. Accordingly, when the first leal has received a test
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packet from the first OVS, the first leal may deliver the
received test packet to the second spine according to the flow
rule, and, on the other hand, when the first leat has received
a packet that has undergone a process corresponding to the
test condition from the second spine, the first leal may
deliver the processed packet to the first OVS according to
the flow rule. In addition, the controller device 720 may
transmit information regarding the tflow rule related to the
path between the management device 710 and the source
target to at least one NE related to the flow rule such that the
management device 710 receives information regarding the
result of measured network quality from the source target.

In step 19350, the controller device 720 generates a packet
related to the diagnosis request message. The processor 910
ol the controller device 720 may generate a packet related to
the diagnosis request message. As given 1in Table 1 above,
the packet related to the diagnosis request message may
include information regarding test targets (source and des-
tination) and information regarding the test condition, and
may further include information regarding the flow rule
generated 1n step 1935. The QoE diagnosis manager 1603
may convert the diagnosis request message in a packet
format, 1n order to transmit the diagnosis request message to
at least one source target and destination target. The QoFE
diagnosis manager 1603 may transmit the diagnosis request
message 1n the packet format to at least one source target and
destination target through the packet manager 1612.

In step 1955, the controller device 720 encodes the
generated packet. The processor 910 of the controller device
720 may encode the generated packet. The packet manager
1612 may encode the packet in order to transmit the gen-
erated packet to a virtual switch directly connected to the
source target and to a virtual switch directly connected to the
destination target.

In step 1960, the controller device 720 transmits the
encoded packet to a virtual switch related to the test target.
The processor 910 of the controller device 720 may transmuit
the encoded packet to a virtual switch related to the test
target. In other words, the controller device 720 may trans-
mit the encoded packet to at least one of a virtual switch
directly connected to the source target and a virtual switch
directly connected to the destination target. The encoded
packet may include an indicator configured such that the
packet 1s appropriately received by the source target or the
destination garget from the virtual switch. The open tlow SB
protocol 1620 of the controller device 720 may receive the
encoded packet from the packet manager 1612, and may
transmit the encoded packet to at least one of the virtual
switch directly connected to the source target and the virtual
switch directly connected to the destination target.

In step 1965, the server device 740 receives a packet
through a virtual switch. The commumication unit 1020 of
the server device 740 may receirve a packet from the con-
troller device 720 through a backhaul 1030. The wvirtual
switch 1710 of the server device 740 may 1dentily a source
target or a destination target, to which the packet 1s to be
transmitted, from the i1dentifier included 1n the packet, and
may transmit the packet to the identified source target or
destination target. The test agent 1730 of the source target or
the destination target may receive the packet from the virtual
switch 1710.

In step 1970, the server device 740 may perform an
operation for testing network quality, based on the diagnosis
condition acquired from the packet. The processor 1010 of
the server device 740 may perform an operation for testing,
network quality, based on the diagnosis condition acquired
from the packet. The test agent 1730 may parse the packet
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received from the virtual switch 1710, thereby i1dentifying
the diagnosis condition and the destination target, and may
measure the network quality with regard to the destination
target based on the diagnosis condition.

FIG. 20 1s a flowchart of operations for transmitting/
receiving a test packet for testing network quality according
to various embodiments of the disclosure. The flowchart of
FIG. 20 1s related to a situation in which the test packet 1s
transmitted/recerved through the path illustrated 1n FIG. 21:
“VM (source) 1730->first virtual switch 1710->first leaf
switch 2130->first spine switch 2110->third leal switch
2150->second virtual switch 2710->VM (destination)
2180”°. However, this 1s only for convenience of description,
and the test packet may be transmitted/received through a
path different from the path 1llustrated 1n FIG. 21, depending
on how the destination target 1s configured. In addition, the
switch 730 i FIG. 21 includes a first spine switch 710, a
second spine switch 2120, a first leal switch 2130, a second
leat switch 2140, and a third leat switch 2150, but this 1s
only for convenience of description, and the switch 730 may
include various numbers of spine switches and various
numbers of leat switches. In FIG. 21, the external server
2160 may be 1dentified with an external text device 750.
Alternatively, the external server 2160 and the second virtual
switch 2170 may be identified with the server 740 and the
first virtual switch 1710, respectively. In this case, the test
packet may be transmitted/received through the path “VM
(source) 1730->first virtual switch 1710 (or second virtual
switch 2170)->VM (destination) 21807, and the switch 730
may not be used.

Referring to FIG. 20, in step 2005, the VM (source) 1730
generates a test packet based on a test condition, and
transmits the generated test packet to the VM (destination)
2180. The server 740 may control the VM (source) 1730 so
as to generate a test packet based on a test condition and to
transmit the generated test packet to the VM (destination)
2180.

In step 2010, the first virtual switch 1710 recerves the test
packet, and transmits the test packet based on a flow rule.
The processor 1010 of the server 740 may control the first
virtual switch 1710 to receive the test packet and to transmit
the test packet based on a tlow rule. The first virtual switch
1710 may 1dentify the flow rule corresponding to the
received test packet, based on imformation regarding the
flow rule included 1n the received test packet, with reference
to the flow table stored 1n the first virtual switch 1710. The
first virtual switch 1710 may transmit the test packet to the
NE 1ndicated by the identified flow rule (that 1s, first leaf
switch 2130).

In step 2015, the first leat switch 2130 receives the test
packet and transmits the test packet based on the tlow rule.
The first leat switch 2130 may identify the flow rule corre-
sponding to the received test packet, based on information
regarding the flow rule included 1n the received test packet,
with reference to the tflow table stored in the first leat switch
2130. The fist leaf switch 2130 may transmit the test packet
to the NE indicated by the identified flow rule (that 1s, first
spine switch 2110).

In step 2020, the first spine switch 2110 receives the test
packet and transmits the test packet based on the tlow rule.
The first spine switch 2110 may i1dentily the flow rule
corresponding to the received test packet, based on infor-
mation regarding the flow rule included 1n the recerved test
packet, with reference to the flow table stored in the first
spine switch 2110. The first spine switch 2110 may transmit
the test packet to the NE indicated by the 1dentified tlow rule
(that 1s, third leaf switch 2150).
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In step 20235, the third leafl switch 21350 receives the test
packet and transmits the test packet based on the flow rule.
The third leal switch 2150 may i1dentify the flow rule
corresponding to the received test packet, based on infor-
mation regarding the flow rule included 1n the recerved test
packet, with reference to the flow table stored in the third
leat switch 21350. The third leaf switch 2150 may transmit
the test packet to the NE 1ndicated by the 1dentified tlow rule
(that 1s, second virtual switch 2170).

In step 2030, the second virtual switch 2170 receives the
test packet and transmits the test packet based on the flow
rule. The second virtual switch 2170 may i1dentity the flow
rule corresponding to the received test packet, based on
information regarding the flow rule included in the received
test packet, with reference to the flow table stored in the
second virtual switch 2170. The second virtual switch 2170
may transmit the test packet to the NE indicated by the
identified flow rule (that 1s, VM (destination) 2180).

In step 2035, the VM (destination) 2180 receives the test
packet, processes the test packet based on the test condition,
and transmits the processed test packet to the VM (source)
1730. For example, the VM (destination) 2180 may perform
a process corresponding to the test protocol of the test
condition with regard to the test packet, and may transmit
the processed test packet to the VM (source) 1730.

In step 2040, the second virtual switch 2170 receives the
processed test packet and transmits the processed test packet
based on the flow rule. The second virtual switch 2170 may
identily the flow rule corresponding to the received test
packet, based on information regarding the flow rule
included 1n the received test packet, with reference to the
flow table stored in the second virtual switch 2170. The
second virtual switch 2170 may transmit the processed test
packet to the NE indicated by the identified tlow rule (that
1s, third leat switch 2150).

In step 2045, the thurd leal switch 2150 receives the
processed test packet and transmits the processed test packet
based on the flow rule. The third leat switch 2150 may
identity the flow rule corresponding to the received test
packet, based on information regarding the flow rule
included 1n the received test packet, with reference to the

flow table stored 1n the third leat switch 2150. The third leat

switch 2150 may transmit the processed test packet to the
NE indicated by the identified flow rule (that 1s, first spine
switch 2110).

In step 2050, the first spine switch 2110 receives the
processed test packet and transmits the processed test packet
based on the flow rule. The first spine switch 2110 may
identify the flow rule corresponding to the received test
packet, based on information regarding the flow rule
included 1n the received test packet, with reference to the
flow table stored in the first spine switch 2110. The first
spine switch 2110 may transmit the processed test packet to
the NE
switch 2130).

In step 2055, the first leal switch 2130 receives the
processed test packet and transmits the processed test packet
based on the flow rule. The first leal switch 2130 may
identify the flow rule corresponding to the received test
packet, based on information regarding the flow rule
included 1n the received test packet, with reference to the

flow table stored in the first leat switch 2130. The first leaf

switch 2130 may transmit the processed test packet to the
NE 1indicated by the identified flow rule (that 1s, first virtual

switch 1710).
In step 2060, the first virtual switch 1710 receives the
processed test packet and transmits the processed test packet

indicated by the 1dentified tlow rule (that 1s, first leat
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based on the flow rule. The processor 1010 of the server 740
may control the first virtual switch 1710 so as to receive the
processed packet and to transmit the processed packet to the
VM (source) 1730 based on the flow rule. The first virtual
switch 1710 may 1dentify the flow rule corresponding to the
received test packet, based on information regarding the
flow rule included 1n the received test packet, with reference
to the flow table stored 1n the first virtual switch 1710. The
first virtual switch 1710 may transmit the processed test
packet to the NE indicated by the identified tlow rule (that
1s, VM (source 1730).

FIG. 22 1s a tflowchart of operations for processing the

result of a network quality test according to various embodi-
ments of the disclosure.

Referring to FIG. 22, in step 2205, the test agent 1730 of
the VM 1720 receives a packet processed according to a test
condition from the first virtual switch 1710. The processor
1010 of the server 740 may control the test agent 1730 of the
VM 1720 to recerve a packet processed according to a test
condition from the first virtual switch 1710.

In step 2210, the test agent 1730 of the VM 1720
generates a packet for reporting the test result based on the
received packet. The processor 1010 of the server 740 may
control the test agent 1730 of the VM 1720 to generate a
packet for reporting the test result based on the recerved
packet. The packet for reporting the test result may include
information regarding the result of testing network quality
with regard to the path between the source target and the
destination target. According to various embodiments of the
disclosure, the packet for reporting the test result may
include content as given 1in Table 2 below:

TABLE 2

Test Result
Test 1D
Result Type (Text / CSV / etc.)
SLA Metrics (Bandwidth, Loss, Delay, Jitter, MOS, etc.)

In addition, the packet for reporting the test result may
include mformation regarding a flow rule related to the path
between the management device 710 and the VM 1720.
Accordingly, the management device 710 may receive the
packet for reporting the test result from the VM 1720. For
example, the VM 1720 may receive information regarding
the flow rule related to the path between the management
device 1710 and the VM 1720 from the packet related to the
diagnosis request message, received 1n step 1965, and may
cause the information regarding the flow rule included 1n the
test packet. The test agent 1730 of the VM 1720 may
transmit the packet for reporting the test result to the
controller device 720.

In step 22135, the server 740 transmits a packet generated
based on the tflow rule to the controller device 720 1n a
message format. The communication unit 1020 of the server
740 may transmit a packet generated based on the flow rule
to the controller device 720 through a backhaul 1030 1n a
message format. The virtual switch 1710 of the server 740
may receive the packet for reporting the test result, trans-
mitted by the test agent 1730 of the VM 1720, and may
identify the flow rule corresponding to the received packet,
based on imnformation regarding the tlow rule included 1n the
received packet, with reference to the tlow table stored 1n the
virtual switch 1710. The virtual switch 1710 may transmit
the packet for reporting the test result to the NE indicated by
the 1dentified flow rule. For example, the virtual switch 1710
may transmit the packet for reporting the test result to the




US 11,343,164 B2

29

controller device 720 through the switch 730 according to
the indication of the flow rule, or may transmit the same
directly to the controller device 720, not through the switch
730. The packet transmitted to the controller device 720 may
be encoded 1n a message format and then transmitted.

In step 2220, the controller device 720 receives a message
from the switch 730 or the server 740 and parses the
received message. The communication unit 920 of the
controller device 720 may receive a message from the
switch 730 or the server 740 through the communication
unit 920, and the processor 910 may parse the recerved
message. When the message 1s received, the open flow SB
protocol 1620 of the controller 720 may parse the message,
and may transmit information regarding the result of testing
network quality to the packet manager 1612. The packet
manager 1612 may generate a packet including information
regarding the result of testing network quality. According to

various embodiments of the disclosure, the generated packet
may include content as given in Table 3 below:

TABLE 3

Test Result
Test 1D
Result Type (Text / CSV / etc.)
SLA Metrics (Bandwidth, Loss, Delay, Jitter, MOS, etc.)
Path between source target and destination target

In step 2225, the controller device 720 processes the
packet. The processor 910 of the controller device 720 may
process the packet. The packet manager 1612 of the con-
troller device 720 may deliver a packet including the gen-
erated information regarding the result of testing network
quality to the QoE diagnosis manager 1603.

In step 2230, the controller device 720 processes the test
result message 1n the packet and information regarding a test
traflic path. The processor 910 of the controller device 720
may process the test result message in the packet and
information regarding a test trailic path. The test result
message may include information regarding the result of
testing network quality, and the test tratlic path may include
information regarding the path between the source target and
the destination target. The QQoE diagnosis manager 1603
may deliver the test result message in the packet and
information regarding a test traflic path to the QoE result
message processing unmit 1603,

In step 22335, the controller device 720 may encode the
test result message and the information regarding a tratlic
path in a message format, and may transmit the encoded
message to the management device 710. The processor 910
of the controller device 720 may encode the test result
message and the information regarding a trathic path 1n a
message format, and the communication unit 920 may
transmit the encoded message to the management device
710 through the communication unit 920. The QoE result
message processing unit 1603 may encode the test result
message and the information regarding a traflic path in a
message format, and may transmit the encoded message to
the management device 710.

In step 2240, the management device 710 parses the
received message so as to acquire information regarding the
test result, and stores the test result. The communication unit
830 of the management device 710 may receive the encoded
message from the controller device 720 through a backhaul
840, and the processor 820 may parse the recetved message
so as to acquire mformation regarding the test result. In
addition, the processor 820 may store the test result 1 the
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storage unit 850. The QoE diagnosis manager 1511 of the
management device 710 may parse the recerved message so
as to acquire information regarding the test result, and store
the test result 1n the QoE diagnosis storage unit 1521.

In step 2245, the management device 710 displays the test
result. The display 810 of the management device 710 may
display the test result. To this end, the QoE diagnosis
manager 1511 may provide mformation regarding the test
result to respective display modules 1101-1109 of the man-

agement device 710 such that respective display modules
update information regarding the test result related thereto.
The display 810 of the management device 710 may display
the test result, the content of which 1s illustrated in FIG. 23 A
to FIG. 23F, through a UL

FIG. 23A to FIG. 23F illustrate examples of a Ul for

displaying the result of a network quality test according to
various embodiments of the disclosure.

Referring to FIG. 23A, 1n the first display area 2310 of the

UI 2300, information regarding targets (source target and
destination target), for which network quality 1s measured, 1s
display. For example, the first display area 2310 indicates
that the source target 1s vmo6, and the destination target 1s
vm9. In the second display area 2320 of the UI 2300,

information regarding the test condition used to test network
quality 1s displayed. For example, the second display area
2320 may indicate various parameter values used to test
network quality, and a test protocol (for example, TWAMP).
Moreover, the UI 2300 may visually display the structure of
a DC related to the source target and the destination target.
For example, the Ul 2300 may visually display the logical

deployment structure and logical position of the NEs
included 1n the DC.

Referring to FIG. 23B, the Ul 2300 may display a path
2330 between a source target and a destination target, for
which network quality 1s measured. FIG. 23B illustrates an
exemplary path 2330 “VM6 (source target)->second virtual
switch->second leal switch->second spine switch->third
leat switch->third wvirtual switch->VM9 (destination
target)”. In addition, the third display area 2340 of the Ul
2300 may display indices indicating the result of network
quality (for example, bandwidth, delay, jitter, loss, MOS),
and information regarding to which value each index cor-
responds with regard to the entire path 2330 and respective
direct paths constituting the path 2330.

Referring to FI1G. 23C, the fourth display area 2350 of the
UI 2300 may display values of respective indices regarding
the path 2330 on a time basis. As a result thereof, the user
may understand how values of respective indices regarding
the path 2330 values change over time.

Referring to FIG. 23D, the fifth display area 2360 of the
UI 2300 may display a graph having the time as an inde-
pendent variable and having an index value as a dependent
variable, with regard to respective indices. A specific time
value may be selected from the time axis of the graph with
regard to respective indices, and the index value at the
specific time value 1n this case may be displayed.

Referring to FIG. 23E, the sixth display area 2370 of the
UI 2300 may display a time-dependent index value with
regard to a specific index (for example, bandwidth), and the
degree of quality indicted by the index value. For example,
the degree of quality may be classified into good quality,
normal quality, and bad quality. The sixth display area 2370
of the Ul 2300 may display an index value regarding a
specific index at a specific time, and may display, through an
arrow-shaped indictor, the category (among good, normal,
and bad) to which the index value belongs.
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Referring to FIG. 23F, the seventh display area 2380 of
the Ul 2300 may display statistic information regarding
multiple results of network quality tests. Each of the mul-
tiple results of network quality tests may have an index
assigned thereto so as to indicate the specific result of
network quality test, and the seventh display area 2380 may
display the source target, the destination target, and 1ndex
values regarding the test result, corresponding to each index.

Methods according to embodiments stated in claims and/
or specifications of the disclosure may be implemented 1n
hardware, software, or a combination of hardware and
soltware.

When the methods are implemented by software, a com-
puter-readable storage medium for storing one or more
programs (software modules) may be provided. The one or
more programs stored in the computer-readable storage
medium may be configured for execution by one or more
processors within the electronic device. The at least one
program may include instructions that cause the electronic
device to perform the methods according to various embodi-
ments ol the disclosure as defined by the appended claims
and/or disclosed herein.

The programs (soitware modules or software) may be
stored 1in non-volatile memories including a random access
memory and a flash memory, a Read Only Memory (ROM),
an Electrically Erasable Programmable Read Only Memory
(EEPROM), a magnetic disc storage device, a Compact
Disc-ROM (CD-ROM), Digital Versatile DISCS (DVDs), or
other type optical storage devices, or a magnetic cassette.
Alternatively, any combination of some or all of the may
form a memory 1n which the program 1s stored. Further, a
plurality of such memories may be included 1n the electronic
device.

In addition, the programs may be stored 1n an attachable
storage device which may access the electronic device
through communication networks such as the Internet,
Intranet, Local Area Network (LAN), Wide LAN (WLAN),
and Storage Area Network (SAN) or a combination thereof.
Such a storage device may access the electronic device via
an external port. Further, a separate storage device on the
communication network may access a portable electronic
device.

In the above-described detailed embodiments of the dis-
closure, a component included 1n the disclosure 1s expressed
in the singular or the plural according to a presented detailed
embodiment. However, the singular form or plural form 1s
selected for convenience ol description suitable for the
presented situation, and various embodiments of the disclo-
sure are not limited to a single element or multiple elements
thereol. Further, either multiple elements expressed in the
description may be configured into a single element or a
single element in the description may be configured into
multiple elements.

While the disclosure has been shown and described with
reference to certain embodiments thereof, it will be under-
stood by those skilled 1n the art that various changes i form
and details may be made therein without departing from the
scope of the disclosure. Therefore, the scope of the disclo-
sure should not be defined as being limited to the embodi-
ments, but should be defined by the appended claims and
equivalents thereof.

The invention claimed 1s:

1. A software defined network (SDN) management device
in a communication system, the management device com-
prising:

at least one transceiver; and

at least one processor operably coupled to the at least one

transceiver, configured to:
identify a test object and a test condition from a user

input, wherein the test object indicates a source
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target and a destination target associated with a path
in a data center (DC) based on topology information
regarding at least one spine switch and at least one
leat switch 1n the DC,
transmit, to an SDN controller device, a measurement
request message including first information on the
source target, second imnformation on the destination
target, and third information on the test condition,
receive, from the SDN controller device, result infor-
mation including:
information on a network quality for the path, and
information on the path for which the network qual-
ity 1s measured, and
display the result information on the network quality
and the path,
wherein the network quality 1s measured based on the test
condition,
wherein the third information on the test condition
includes information on a number of test packets,
wherein at least one of the source target or the destination

target 1s implemented 1n a server operating as a virtual
machine (VM), and

wherein network elements (NEs) of the path include a

virtual switch connected to the VM.

2. The SDN management device of claim 1, wherein the
third information on the test condition further includes
information on a protocol used to measure the network
quality.

3. The SDN management device of claim 2, wherein the
third information on the test condition further includes
information on a test packet size and information on a test
packet interval.

4. The SDN management device of claim 1, wherein the
result information includes at least one of:

an address regarding each of the targets;

information regarding the path between the targets;

a bandwidth regarding a packet transmitted/received

between the targets, delay;

a jitter;

a loss;

a loss ratios;

a mean opinion score (MOS);

packets per second (PPS);

an amount of packets;

information regarding a packet size;

information regarding a change in the network quality

over fume; or

statistical information regarding the network quality.

5. The SDN management device of claim 1, wherein the
NEs of the path includes a leat switch connected to the VM,
leat switch and a spine switch connected to another VM.
6. A software defined network (SDN) controller device in
a communication system, the controller device comprising:

at least one transceiver; and

at least one processor operably coupled to the at least one

transceiver, configured to:

receive, from a SDN management device, a message
including first information on a source target of a
path 1n a data center (DC), second information on a
destination target of the path, and third information
on a test condition, wherein the path 1s associated
with topology information regarding at least one
spine switch and at least one leaf switch 1n the DC,

identily the path between the source target and the
destination target and a first flow rule regarding the
path,

ﬁJ
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transmit, to each of network elements (NEs) of the
path, path information including information on the
first flow rule, and
transmit, to the source target and the destination target,
a measurement request message including informa-
tion on the test condition and information on the
path, to obtain a network quality for the path,
wherein the network quality 1s measured based on the
path information and the measurement request mes-
sage,
wherein the first flow rule 1s configured to indicate a next
NE 1n which a test packet 1s to be transmitted from a
corresponding NE 1n which the test packet 1s received,
wherein the third information on the test condition
includes information on a number of test packets,
wherein at least one of the source target or the destination

target 1s implemented 1n a server operating as a virtual
machine (VM), and

wherein the NEs of the path include a virtual switch
connected to the VM.

7. The SDN controller device of claim 6, wherein the NEs
turther includes at least one of a physical switch, or a data
center interconnect (DCI).

8. The SDN controller device of claim 6,

wherein the at least one processor 1s Turther configured to:

identify a second flow rule for receiving information on
the network quality, and

34

transmit the second flow rule to each of the NEs of the
path, and

wherein the second flow rule 1s configured to indicate a

next NE 1n which a result of the network quality 1s to
be transmitted from a corresponding NE 1n which of the
network quality 1s recerved.

9. The SDN controller device of claim 8, wherein the at
least one processor 1s further configured to:

receive, based on the second flow rule, the information on

the network quality; and

transmit, to the SDN management device, result informa-

tion 1ncluding:

the information on the network quality, and

information on the path for which the network quality
15 measured.

10. The SDN controller device of claim 6, wherein the
third information on the test condition further includes
information on a protocol used to measure the network
quality.

11. The SDN controller device of claim 10, wherein the
third mformation on the test condition further includes
information on a test packet size and information on a test
packet interval.

12. The SDN controller device of claim 6, wherein the

25 NEs of the path includes a leat switch connected to the VM,

a leaf switch and a spine switch connected to another VM.
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