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OVERRIDE THE POLICY ORREPORT APROBLEM.

& ISSUES

e [TEM IS SHARED WITH PEOPLE WITHIN YOUR
ORGANIZATION

® ITEM CONTAINS THE FOLLOWING SENSITIVE
INFORMATION: U.S. SOCIAL SECURITY NUMBER (SSN)

LAST SCANNED: 42 MINUTES AGO

RESOLVE ‘ CLOSE
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INFORMATION BARRIERS FOR SENSITIVE
INFORMATION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. Provisional Appli-
cation No. 62/854,868, filed May 30, 2019 and entitled
“Data Protection in Cloud Environments.” This application
also claims priority to U.S. Provisional Application No.
62/854,839, filed May 30, 2019 and entitled “Information
Barriers Using Database Filters.” The contents of both these
prior applications are considered part of this application, and
are hereby incorporated by reference in their entirety.

BACKGROUND

The ability of members of an organization to communi-
cate with each other has been greatly enhanced with the
advent of modern communication applications such as
email, chat, texting, and web-based sharing. While this
communication can, in some circumstances, enhance pro-
ductivity of the organization, the improved ability to share
information also brings with 1t associated risks. For
example, confidential information 1s sometimes mappropri-
ately shared with organizational members who do not nec-
essarily understand the care necessary to safeguard the
information. The information might then be disclosed 1n a
manner that harms the organization. Similarly, knowledge
gained by one organization (e.g. sales) from another (engi-
neering), may change the behavior of that organization 1n a
manner that 1s undesirable and not beneficial to the organi-
zation of a whole. For example, 11 a sales organization learns
of an upcoming new product, the sales team may deempha-
s1ze the existing products 1n anticipation of the new product,
resulting 1n reduced sales.

Data protection products reduce the risk that sensitive
enterprise data 1s transmitted outside the enterprise under
mappropriate circumstances. First generation data protec-
tion services operated by comparing intercepted network
transmissions with on-premises data stores to identify the
transmission of sensitive information. An appropriate policy
1s then applied to the data based on, for example, an account
performing the transmission and the nature of the inter-
cepted data and 1ts level of sensitivity. As enterprises migrate

their data to cloud environments, this on-premises compari-
sons of intercepted data with local data stores becomes less
cllective, given that some significant portion of enterprise
data exists only in cloud-based data storage.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, which are not necessarily drawn to scale,
like numerals may describe similar components 1n different
views. Like numerals having different letter suflixes may
represent different instances of similar components. The
drawings 1illustrate generally, by way of example, but not by
way of limitation, various embodiments discussed in the
present document.

FIG. 1A 1s an overview of a network system, at least a
portion of which 1s implemented by one or more of the
disclosed embodiments.

FIG. 1B 1s an overview of a network system, at least a
portion of which 1s implemented by one or more of the
disclosed embodiments.
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FIG. 1C 1s an overview of a network system, at least a
portion of which 1s implemented by one or more of the
disclosed embodiments.

FIG. 1D 1s an overview diagram showing an example
implementation of information barriers.

FIG. 1E 1s an overview diagram showing an example
implementation of information barriers.

FIG. 2A 1s a block diagram showing a simplified view of
components 1mcluded in the network systems of FIGS. 1B
and 1C.

FIG. 2B 1s a block diagram showing one organization of
modules and communication flows that are implemented by
one or more of the disclosed embodiments.

FIG. 2C shows two client modules 1n communication
with a communication server(s).

FIG. 3 shows an example of an indexed data store that 1s
implemented 1n one or more of the disclosed embodiments.

FIG. 4 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments

FIG. 5 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments.

FIG. 6 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments.

FIG. 7 shows an example user interface that 1s 1mple-
mented by one or more of the disclosed embodiments.

FIG. 8 shows example data structures that 1s implemented
in one or more of the disclosed embodiments.

FIG. 9 1s a flowchart of an example method for managing,
sensitive imformation within an enterprise environment.

FIG. 10 1s a flowchart of an example method for perform-
ing an exact data match of a portion of data received from
a secured environment.

FIG. 11 1s a flowchart of an example method for managing
restricted access of new data until the new data 1s uploaded
to a data match system.

FIG. 12 1s a flowchart of an example method for providing
access to conditional access to data based on whether access
to said data 1s restricted.

FIG. 13A shows an example message portion that 1s
exchanged between devices implementing one or more of
the disclosed embodiments.

FIG. 13B 1s an example of a message portion that 1s
implemented by some of the disclosed embodiments.

FIG. 14A shows an example message portion that 1s
implemented by one or more of the disclosed embodiments.

FIG. 14B 1s an example message portion that 1s imple-
mented 1n one or more of the disclosed embodiments.

FIG. 15 shows example data structures that i1s 1mple-
mented 1n one or more of the disclosed embodiments

FIG. 16 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments.

FIG. 17 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments.

FIG. 18 shows an example user interface that 1s imple-
mented 1n one or more of the disclosed embodiments.

FIG. 19 1s a flowchart of a method of generating data
structures to support an information barrier (I1B).

FIG. 20 1s a flowchart of a method of enforcing an 1B.

FIG. 21 1s a flowchart of a method of responding to a
query for IB information

FIG. 22 1s a flowchart of a method of responding to a
query for IB information.

FIG. 23 1s a flowchart of an example method of applying
an IB policy with respect to sensitive information.

FIG. 24 illustrates a block diagram of an example
machine upon which any one or more of the techniques (e.g.,
methodologies) discussed herein performs.
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DETAILED DESCRIPTION

The following description and the drawings sufliciently
illustrate specific embodiments to enable those skilled 1n the
art to practice them. Other embodiments may incorporate
structural, logical, electrical, process, and other changes.
Portions and features of some embodiments are included 1n,
or substituted for, those of other embodiments. Embodi-
ments set forth 1n the claims encompass all available equiva-
lents of those claims.

The disclosed embodiments provide for information bar-
rier policies that manage communication between two
accounts or account groups conditioned on the nature of the
communication. Past information barrier policies provided
either an “all or nothing™ approach to information barriers,
with communication either allowed or prohibited between
accounts and/or groups of accounts. This presented a tech-
nical problem 1in that 1t was impossible to provide for a
flexible approach to communication management between
two accounts or account groups. For example, with previous
solutions, 1 order to prevent a flow of some types of
communication between accounts or groups ol accounts,
these solutions required all communication to be shut down.

The disclosed embodiments solve this technical problem
by providing a more nuanced approach. The proposed
technical solution allows for particular types of communi-
cation between accounts or account groups to be allowed,
while other types of communication are prohibited. Types in
this contact can refer to a particular classification of content
included 1n communication. For example, 1n some embodi-
ments, communication of sensitive information (e.g. a first
type) 1s prohibited between two individuals or groups, while
communication of non-sensitive information (e.g. a second
type) 1s allowed. Some embodiments provide for multiple
classifications of information being communicated. For
example, some embodiments classily information as sensi-
tive (e.g. a first type), confidential (e.g. a second type),
public (e.g. a third type), financially related (e.g. a fourth
type), product related (e.g. a fifth type), or other classifica-
tions. The disclosed embodiments then provide for selective
configuration of which types of information are allowed to
be communicated between accounts or groups ol accounts.

Some of the disclosed embodiments solve additional
technical problems relating to cloud based data protection.
These embodiments provide the selective communication
described above while also improving data protection 1n
cloud environments. In some aspects, data protection
includes two portions, first, an on-premises portion and
second, a remote or cloud-based portion. The on-premises
portion analyzes network data intended for distribution
outside a secure enterprise environment (e.g., a corporate
intranet). The network data 1s analyzed against one or more
heuristics to detect indications of sensitive information. For
example, one heuristic may detect numbers arranged 1n a
manner such that could be credit card information. Another
heuristic may detect patterns that are similar to patterns
included in one or more databases maintained by the enter-
prise. Because some portion of enterprise data 1s maintained
in cloud-based implementations, 1t may not be practical for
an on-premises solution to precisely identily a source of the
data. Once an indication of sensitive information in the
network data 1s detected via the on-premises scanming, a
portion of the network data including the indication 1s sent
to a data matching service (DMS). References below to a
DMS refer to erther a software service running on a com-
puter, such as a computing device, or to both the software
service and the computer runming the software service. The
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DMS has access to a more comprehensive set of enterprise
data, which may include data primarily located 1n cloud-
based implementations, and thus not on-premises 1 com-
prehensive form.

In some other embodiments, both the heuristic analysis
and exact data matching are performed ofl premises. In these
embodiments, the heuristic analysis 1s still performed within
a secure environment, with the secure environment extend-
ing from an on-premises environment to include a location
of the heuristic analysis. For example, an ofl-premises
portion of the secure environment could include a cloud-
based email solution in use by an enterprise. In these
embodiments, data stored within the cloud-based email
application 1s considered to still be within a secure environ-
ment.

Upon receiving the portion of the network data, the DMS
system compares the portion to the more comprehensive set
of enterprise data and responds to the on-premises compo-
nent with an indication of whether enterprise data matching
the portion was 1dentified. If an identification was made, the
DMS further indicates whether the portion includes infor-
mation deemed sensitive by the enterprise. The on-premises
component then selectively allows the network data to be
transmitted outside. The secure enterprise environment
blocks said transmission 1f the network data 1s sensitive.

Some of the disclosed embodiments further account for
data recently created on-premises. Such data 1s uploaded, 1n
some embodiments, to the off premises DMS to provide for
identification of that data when appropriate. Depending on
implementation, there 1s a delay between the time the
on-premises data 1s created and a completion of 1ts transfer
to the ofl-premises DMS environment. During this delay
period, the off-premises DMS environment does not have a
copy of the new data, and thus 1s unable to identily the new
data as sensitive enterprise data 1f so requested. Thus, 11 an
attempt 1s made to transfer the new data off-premises, during
this delay period, the EMDS environment would fail to
identify the data as enterprise data. To avoid this vulner-
ability, some of the disclosed embodiments may nitially
define newly created on-premises data to be restricted from
transfer ofl-premises. This restriction may remain in place
until the new data has been successiully transierred to the
DMS environment.

In addition to providing a more tlexible and document
specific method of information barriers, and improved data
protection in cloud environments, some of the disclosed
embodiments provide for static configuration of segments
and information barrier policies. During the static configu-
ration, the queries defining segments are not evaluated, but
instead are defined for later execution.

After configuration of segments and information barrier
policies, the queries are executed to populate the segments
with accounts selected by the respective queries. Permitted
and excluded account lists for each account are then defined
based on the populated segments and the information barrier
policies. Once the permitted and/or excluded account lists
are populated, the disclosed embodiments may then deter-
mine the presence or absence of an information barrier
between two accounts 1n an eflicient manner.

By populating the permitted and excluded account lists
for each account before application of an information barrier
policy to a particular communication between a first account
and a second account, the execution can rely on the permat-
ted and/or excluded lists to provide for more eflicient
execution than would be possible 1 the queries were
dynamically executed 1n response to the particular commu-
nication.
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FIG. 1A 1s an overview of a network system 100A, at least
a portion ol which 1s implemented by one or more of the
disclosed embodiments. FIG. 1A shows a user terminal
172A and a user terminal 172B. A first account 1s logged into
the user terminal 172A has access to data store 104C. The
first account and user terminal 172A accesses the data store
104C when generating a message to be sent to a second
account logged into user terminal 172B or a third destination
account logged into an external device 172C. The network
system 100A of FIG. 1A includes an application server 176
that provides communication services to the user terminals
172A-B. For example, the application server 176 runs, in
some embodiments, an email system. In one example, the
user terminal 172A constructs a communication (such as an
email message) locally on the user terminal 172A and then
sends the communication to the application server 176 for
turther processing, which can include forwarding of the
communication to a destination account, such as the second
account logged into the user terminal 172B or the third
account logged into the external device 172C.

FIG. 1A shows that an information barrier policy exists
that controls communication between user terminal 172A
and user terminal 172B. The information barrier policy 1s
collectively represented by the barriers 174A, 1748, and
174C. In the example of FIG. 1A, the mnformation barrier
policy indicates that some data can be communicated
between the accounts logged into the user terminal 172A and
user terminal 1728, but that sensitive information cannot be
communicated between these accounts. The network system
100A implements such an information barrier policy via the
application server 176, filter 107C, information barrier con-
troller 179, and data match classifier 108C, as discussed
turther below.

The user terminal 172A constructs the communication
and transmits the message to the application server 176. The
application server 176 1s configured to determine an infor-
mation barrier policy that 1s to be applied to the communi-
cation between the first account logged 1nto the user terminal
172A and the second account logged into the user terminal
172B. To determine the information barrier policy, the
application server 176 i1s configured to communicate with a
filter 107C, which interfaces with an information barrier
controller 179. The information barrier controller 179 deter-
mines, based on an information policy data store 178, an
appropriate policy to apply to the communication between
the first account logged 1nto the user terminal 172A and the
second account logged into the user terminal 172B.

If the policy 1indicates that sensitive information cannot be
passed between the first account and second account, but
non-sensitive information can be communicated, the filter
and/or the application server 176 then notifies a data match
classifier 108C. The data match classifier 108C runs one or
more heuristics (e.g. regular expressions or a machine
learning model) on the message sent by the first account to
the second account. If the heuristics indicate that the com-
munication has indications of sensitive information, a deter-
mination has been made that a probability of the commu-
nication 1including sensitive nformation 1s above zero.
However, the heuristics also generally cannot determine that
the probability of sensitive information 1s 100%. Thus,
additional processing 1s performed, at least in some embodi-
ments, to determine whether 1n fact, the communication has
a 100% probability of including sensitive information.

Thus, 1f the data match classifier 108C indicates sensitive
information, the portion of the communication indicating
sensitive information 1s then provided to a data matching
service 114C. The data matching service compares the

10

15

20

25

30

35

40

45

50

55

60

65

6

portion against the data store 125C to determine 1f there 1s
a match. If the portion matches sensitive information
included 1n the data store 125C, the data matching service
114C provides an indication of the match back to the filter
107C, which takes appropriate action with respect to the
communication. The appropriate action can include block-
ing, allowing, or anonymizing portions of the communica-
tion to eliminate the sensitive information from the message.

FIG. 1B 1s an overview of a network system, at least a
portion of which 1s implemented by one or more of the
disclosed embodiments. The network system 100B 1ncludes
an enterprise 103A, along with remote cloud-based IT
resources such as the application servers 116 A. The enter-
prise 103 A includes a user terminal 102A. The user terminal
102 A has access to enterprise data, including sensitive data
stored 1n a data store 104A. As discussed above, the dis-
closed embodiments provide for monitoring and control of
data leaving the enterprise 103A.

The user terminal 102A sends network data 105A to a
remote application server(s) 116A. The remote application
server(s) 116 A includes a filter 107A, which intercepts the
network data 105A sent to the remote application server(s)
116 A. The user terminal 102A may send data to the remote
application server(s) 116A for a variety of reasons. For
example, the network data 105A 1s, in some embodiments,
at least a portion of an email message, and the remote
application server(s) 116A may implement an email appli-
cation service. The network data 105A may alternatively
represent a document being uploaded to a web site or remote
storage that facilitates sharing of data among multiple users
(e.g. Sharepoint™, Box™, etc). In these embodiments, the
network data 105A 1s included, 1n some embodiments, 1n an
HTTP Post type message.

Once the network data 105A has been transferred to the
application server(s) 116A, 1t 1s at risk of being exposed
outside the secure environment 141A. For example, in the
case of the application server(s) 116A implementing an
email application, the user terminal 102A may attempt to
send the network data 105A as part of an email message to
the external device 117A. In the case of the application
server(s) 116 A implementing a web site with sharing capa-
bility, once the network data 105A 1s made publicly avail-
able via the web site, 1t 1s at risk of being viewed by the
external device 117A.

To determine whether the network data 105A 1ncludes
data that 1s considered sensitive by the enterprise 103 A, the
filter 107 A transmits the network data 105A to a data match
classifier (DMC) 108A. The DMC 108A consults with
policy data store 110A to perform one or more screening
methods on the network data 105A.

Each of the one or more screening methods identily
whether the network data 105A has one or more indications
of sensitive information. The screeming methods may per-
form a variety of analysis on the network data to determine
whether the network data includes an indication of sensitive
information. In some embodiments, the screening methods
run by the DMC 108A may employ one or more of regular
expression evaluation and/or keyword matching on the
network data. Information defining the regular expressions
and/or keywords to be identified 1 the network data is
obtained, in some embodiments, by the DMC 108A from
confliguration mformation. In some aspects, regular expres-
sions and/or keywords are policy specific. The policy 1s, 1n
some embodiments, based on one or more of a time of day,
user identifier, group identifier, or other parameters. The
policy to apply to the network data 105A 1s, 1n some
embodiments, obtained from the policy data store 110A. The
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policy information included 1n the policy data store 110A 1s,
in some embodiments, configured via an administrative
console 113A.

The disclosed embodiments may segment the network
data 1into portions, and determine whether each individual
portion includes indications of sensitive data. Thus, for
example, 1f the network data 105A represents a single
electronic document, that document 1s, 1n some embodi-
ments, segmented into multiple portions, and the DMC
108A may determine whether each of the multiple portions
includes an indication of sensitive information. While the
screening methods do not determine with certainty whether
the network data includes sensitive information, they pro-
vide an indication of a risk that sensitive information 1s
included in the network data 105A.

The segmentation of the network data 105A 1s, in some
embodiments, performed using a variety of techniques that
may vary by embodiment. In some embodiments, the seg-
mentation 1s, 1n some embodiments, performed according to
s1ze of a particular segment. For example, in these embodi-
ments, each segment, except perhaps a last segment of the
network data, 1s, 1n some embodiments, of equivalent size.
Other embodiments may segment data based on contextual
knowledge of the network data itself. For example, it the
network data represents an electronic document, some
embodiments may segment the network data consistent with
boundaries with the electronic document, such as along page
boundaries, paragraph boundaries, spreadsheet cell, row or
column boundaries, or other contextual boundaries that vary
by the particular electronic document encoded by the net-
work data.

If a portion of the network data 105A 1s determined to
present a risk of exposing sensitive information, the DMC
108A sends the portion to DMS 114 A via a network, such as
the Internet. The DMS 114 A compares the received portion
to data 1in the EDM search data store 125A.

The EDM search data store 125A 1s populated via data
flow 126A from the data store 104A located within the
enterprise 103A. In some embodiments, the data from the
data store 104A to the FDM search data store 125A 1s, 1n
some embodiments, provided by a data upload system 130A.
For example, the data upload system 130A may hash or
encrypt data in the data store 104 A betfore uploading the data
to the enterprise data store 140A. An import process 145A
may further process the data before populating the EDM
search data store 125A. The import process 145A that
imports data from the enterprise data store 140A to the EDM
search data store 125A 1s, 1n some embodiments, controlled
by configuration information included in an exact data
match configuration data store 142A, which i1s, 1n some
embodiments, configured via user interfaces displayed on
the administrative console 113A.

In addition to analysis of the network data 105A via one
or more screening methods as discussed above, the DMC
108A 1s, 1n some embodiments, further configured to deter-
mine whether the network data 105A 1s waiting to be
uploaded to the EDM search data store 125A. For example,
the DMC 108A may check a new data queue 132A to
determine if an upload of the network data 105A 1s pending.
In these embodiments, new data created within the enter-
prise 103 A 1s added to the data store 104 A and also indicated
in the new data queue 132A. Uploads from the data store
104A to the EDM search data store 125A 1s, in some
embodiments, driven by data 1in the new data queue 132A by
the data upload system 130A. In some embodiments, the
data upload system 130A operates periodically, or at least at
discrete intervals that introduce some delay between a time
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that new data 1s initially created and a time when that data
has been successiully transferred to the EDM search data
store 125A. Durning this delay, this new data 1s vulnerable to
exposure by the user terminal 102A unless remedial mea-
sures are taken as described herein.

Thus, the DMC 108A may check the new data queue
132A to determine whether the network data 105A has

already been uploaded and can therefore be successiully
detected by the DMS 114A, or 1f the DMC 108A should
ensure new data 1s not exposed by the user terminal 102A.
To determine whether new data 1s restricted from exposure
by the user terminal 102A, the DMC 108A may check
indicators for the data include in the data store 104A. For
example, the data store 104 A may indicate whether a par-
ticular portion of network data 105A 1s restricted from
exposure by the user terminal 102A. If the network data
105A 15 restricted, the DMC 108 A may block transmission
ol the network data 105A outside the secure environment
without consulting the DMS 114A. This capability 1s dis-
cussed 1n more detail below with respect to at least FIGS.
11-12.

FIG. 1C 1s an overview of a network system, at least a
portion of which 1s implemented by one or more of the
disclosed embodiments. The network system 100C 1ncludes
an enterprise 103B (on-premises), along with remote cloud-
based IT resources such as the application servers 116B. The
enterprise 103B (on-premises) includes a user terminal
102B. The user terminal 102B has access to enterprise data,
including sensitive data stored in an data store 104B. As
discussed above, the disclosed embodiments provide for
monitoring and control of data leaving the enterprise 103B.

The user terminal 1ncludes a communication application
106. The communication application 106 may include a
filter 107B. The filter 107B monitors data accessed by the
communication application 106. The communication appli-
cation 106 may attempt to sends the data to a device external
to the enterprise 103B, such as the external device 117B. The
communication application 106 may attempt to send the data
to the external device 117B for a variety of reasons. For
example, the data 1s, 1n some embodiments, at least a portion
of an email message, and the external device 117B 1s, 1n
some embodiments, a device to receive the email. The data
may alternatively represent a document being uploaded to a
web site or remote storage that facilitates sharing of data
among multiple users (e.g. Sharepoint™, Box™, etc). In
these embodiments, the data 1s included 1n an HTTP Post
type message.

Before the communication application 106 sends the data
external to the enterprise 103B, the data 1s intercepted by a
filter 1078 integrated with the communication application
106. The filter 107B transmits network data 105B to a data
match classifier (DMC) 108B. The DMC consults with
policy data store 110B to perform one or more screening
methods on the network data 1035B.

Each of the one or more screening methods identify
whether the network data 105B has one or more indications
ol sensitive information. The screening methods may per-
form a variety of analysis on the network data to determine
whether the network data includes an indication of sensitive
information. In some embodiments, the screening methods
run by the DMC 108B may employ one or more of regular
expression evaluation and/or keyword matching on the
network data. Information defining the regular expressions
and/or keywords to be identified in the network data 1s, 1n
some embodiments, obtaimned by the DMC 108B from con-
figuration information. In some aspects, regular expressions
and/or keywords are policy specific. The policy 1s, 1n some
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embodiments, based on one or more of a time of day, user
identifier, group 1dentifier, or other parameters. The policy to
apply to the network data 105B 1s, in some embodiments,
obtained from the policy data store 110B. The policy infor-
mation included in the policy data store 110B 1is, in some
embodiments, configured via an administrative console
113B.

The disclosed embodiments may segment the network
data 1into portions, and determine whether each individual
portion includes indications of sensitive data. Thus, for
example, 1 the network data 105B represents a single
electronic document, that document 1s, 1n some embodi-
ments, segmented into multiple portions, and the DMC
108B may determine whether each of the multiple portions
includes an indication of sensitive information. While the
screening methods do not determine with certainty whether
the network data includes sensitive information, they pro-
vide an indication of a risk that sensitive information 1s
included 1n the network data 105B.

The segmentation of the network data 1s performed using
a variety of techniques that may vary by embodiment. In
some embodiments, the segmentation 1s, 1n some embodi-
ments, performed according to size of a particular segment.
For example, 1n these embodiments, each segment, except
perhaps a last segment of the network data, 1s, in some
embodiments, of equivalent size. Other embodiments may
segment data based on contextual knowledge of the network
data 1itself. For example, 11 the network data represents an
clectronic document, some embodiments may segment the
network data consistent with boundaries with the electronic
document, such as along page boundaries, paragraph bound-
aries, spreadsheet cell, row or column boundaries, or other
contextual boundaries that vary by the particular electronic
document encoded by the network data.

If a portion of the network data 105B i1s determined to
present a risk of exposing sensitive information, the DMC
108B sends the portion to DMS 114B via a network, such as
the Internet. The DMS 114B compares the received portion
to data in the EDM search data store 125B.

The EDM search data store 125B 1s populated via data
flow 126B from the data store 104B located within the
enterprise 103B. In some embodiments, the data from the
data store 104B to the FDM search data store 125B 1s, 1n
some embodiments, provided by a data upload system 130B.
For example, the data upload system 130B may hash or
encrypt data 1n the data store 104B before uploading the data
to the enterprise data store 140B. An import process 1458
may further process the data before populating the EDM
search data store 125B. The import process 145B that
imports data from enterprise data store 140B to the EDM
search data store 125B 1s, 1n some embodiments, controlled
by configuration information included i an exact data
match configuration data store 142B, which 1s, 1n some
embodiments, configured via user interfaces displayed on
the administrative console 113B.

In addition to analysis of the network data 105B via one
or more screening methods as discussed above, the DMC
108B 1s, 1n some embodiments, further configured to deter-
mine whether the network data 105B 1s waiting to be
uploaded to the EDM search data store 125B. For example,
the DMC 108B may check a new data queue 132B to

determine if an upload of the network data 1035B 1s pending.
In these embodiments, new data created within the enter-

prise 103B 1s added to the data store 104 and also indicated

in the new data queue 132B. Uploads from the data store
104B to the EDM search data store 125B 1s, in some
embodiments, driven by data 1n the new data queue 132B by
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the data upload system 130B. In some embodiments, the
data upload system 130B operates periodically, or at least at
discrete intervals that introduce some delay between a time
that new data 1s initially created and a time when that data
has been successiully transferred to the EDM search data
store 125B. During this delay, this new data i1s vulnerable to
exposure by the user terminal 102B unless remedial mea-
sures are taken as described herein.

Thus, the DMC 108B may check the new data queue
132B to determine whether the network data 105B has
already been uploaded and can therefore be successiully
detected by the DMS 114B, or if the DMC 108B should
ensure new data 1s not exposed by the user terminal 102B.
To determine whether new data 1s restricted from exposure
by the user terminal 102B, the DMC 108B may check
indicators for the data include in the data store 104B. For
example, the data store 104B may indicate whether a par-
ticular portion of data store 104B 1s restricted from exposure
by the user terminal 102B. If the network data 105B 1s
restricted, the DMC 108B may block transmission of the
network data 105B outside the enterprise 103B without
consulting the DMS 114B. This capability 1s discussed 1n
more detail below with respect to at least FIGS. 11-12.

FIG. 1D 1s an overview diagram showing an example
implementation 100D of information barriers. FIG. 1D
shows three user terminals 162A-C. The three user terminals
are surrounded by a first information barrier 160. The first
information barrier 160 prevents the user terminals from
communicating with devices outside the first information
barrier 160. Thus, the user terminal 162A communicates
with one or more of the user terminals 162B and/or 162C
without interference from the first information barrier 160.
Similarly, the user terminal 162B communicates with one or
more of the user terminal 162A and/or 162C within inter-
ference from the first information barrier 160. The user
terminal 162C communicates with either of the user terminal
162 A and/or 162C without interference from the first infor-
mation barrier 160.

FIG. 1D also shows three other user terminals 162D-F.
The three user terminals 162D-F are almost completely
surrounded by a second information barrier 164. The second
information barrier 164 allows the three user terminals
162D-F to communicate with each other, but generally
prevents other devices from communicating with any of the
three user terminals 162D-F. Similarly, the second informa-
tion barrier 164 prevents the three user terminals 162D-F
from 1nitiating communication with other devices besides
the three user terminals 162D-F.

A third information barrier 174 1s also shown. The third
information barrier 174 provides communication between
the three user terminals 162A-C and the user terminal 162E.
Thus, via the third information barrier 174, the user terminal
162E may communicate with any of the user terminal
162A-C, and vis-versa. Thus, while the first information
barrier 160 and second information barrier 164 generally
prevent communication between the two groups of user
terminals 162A-C and second information barrier 162D-F,
the third information barrier 174 provides an exception to
these barriers by allowing commumnication between the user
terminal 162E and any one or more of the user terminals
162A-C.

FIG. 1E shows a second example implementation 100E of
=, shows three groups of user

information barriers. FIG. 1E
terminals, a first group of user terminals including user
terminal 162 A, user terminal 162B, and user terminal 162C,
a second group of devices include device 162D, user termi-
nal 162E, and user terminal 162F, and a third group of user
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terminals including user terminal 162G, user terminal 162H,
and user terminal 1621, each of first three groups of user
terminals protected by an information barrier 160A, 1nfor-
mation barrier 160B, or information barrier 160C respec-
tively. A fourth information barrier 160D provides for com-
munication between user terminals 162C, 162E, and 1621.
Each of the user terminals 162C, 162E, and 1621 are within
the separate information barriers 160A-C, but may still
communicate via the fourth information barrier 160D.

The disclosed embodiments provide for the illustrated
information barriers. An information barrier defines how
two groups of devices or user terminals communicate with
cach other. An information barrier between the two groups
can enfirely prevent communication between those devices,
or can define that selective communications can be allowed,
provided those communications meet certain criterion.
Because imformation barriers may overlap, some of the
disclosed embodiments provide for configuration of least
restrictive or most restrictive options. For example, if a least
restrictive option 1s configured, any one communication path
between devices allows for such communication. If a most
restrictive option 1s configured, any information barrier that
blocks communication between two devices 1s enough to
prevent communication between those devices, regardless of
other information barriers that may facilitate such commu-
nication. Some aspects may provide for a prioritization of
information barriers, such that barriers of higher priority
take precedence over other barriers having lower prionty.

FIG. 2A 1s a block diagram showing a simplified view of
components mncluded in the network system 100B of FIG.

1B and/or the network system 100C of FIG. 1C. FIG. 2A
shows a filter module 202, DMC module 204, an DMS
module 206, and an administrative user interface module
208. Each of the filter module 202, DMC module 204, DMS
module 206, and administrative user interface module 208
may define or include instructions for hardware processing,
circuitry that configure the hardware processing circuitry to
perform one or more of the functions discussed below and
attributed to each of the filter module 202, DMC module
204, DMS module 206, and/or administrative user interface
module 208. In some aspects, the filter module 202 may
execute within the filter 107A or 107B discussed above with
respect to FIGS. 1B and 1C respectively. In some aspects,
the DMC module 204 may execute on the DMC 108A or
1088, discussed above with respect to FIG. 1B or FIG. 1C.
In some aspects, the DMS module 206 may execute on the
DMS 114 A or 114B. In some aspects, the administrative user

interface module 208 may execute on the administrative
console 113A and/or 113B.

Consistent with the discussion of FIGS. 1B-C above, FIG.

2 A shows network data 210 being transmitted from the filter
module 202 to the DMC module 204. The DMC module 204

may perform one or more screening methods on the network
data 210 to determine 1f the network data 210 includes
indications of sensitive information. If the screening meth-
ods indicate sensitive information 1s, 1n some embodiments,
included 1n the network data 210, the DMC module 204
sends a portion 216 of the network data 210 including the
indication to the DMS module 206. The DMS module 206
performs an exact data match search against the EDM search
data store 125A or 125B to determine if the portion includes
sensitive information for the organization. In some embodi-
ments, the exact data match search determines 11 the portion
1s exactly represented by a portion of the EDM search data
store 125A or 125B. In other words, the exact data match
search determines whether a copy of the portion recerved by

the DMS module 206 1s included in the EDM search data
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store 125A or 125B. In some other aspects, the exact data
match search may determine a similarity score between the
portion and a portion of the EDM search data store 125A or
125B. I the similanity score meets a criterion, a match 1s
identified.

As discussed above, in some aspects, the EDM search
data store 125A or 125B includes hashed or encrypted
enterprise data, and thus the DMS module 206 may hash or
encrypt the portion 216 before performing the comparison in
some aspects.

After performing the exact data match comparison on the
portion 216, the DMS module 206 sends a response 218 to
the DMC module 204. The response 218 may indicate
whether an exact data match between the portion 216 and
data included in the EDM search data store 125A or 125B
was found by the DMS module 206. The response 218 may
further indicate a sensitivity level of the matching data 1n the
EDM search data store 125A or 125B 1f a match was
identified.

Upon receiving the response 218 from the DMS module
206, the DMC module 204 then indicates to the filter module
202 whether the network data 210 1s allowed to pass out of
the managed enterprise (e.g. 103) or 1s blocked from trans-
mission. This indication 1s provided via a response message
212 to the filter module 202.

The administrative user interface module 208 includes
instructions to implement one or more administrative user
interface that provide for configuration of policy information
(e.g. stored 1n the policy data store 110 and/or screening
information.

FIG. 2B 1s a block diagram showing one organization 220
of modules and communication flows that are implemented
by one or more of the disclosed embodiments. FIG. 2B
shows two client modules 222 A and 222B. Each of the client
modules 222A and 222B are in communication with an 1B
service 224. The 1B service 224 reads data from an IB data
store 226. The IB data store 226 stores configuration infor-
mation defining information barriers enforced by the client
modules 222A-B. The configuration information in the IB
data store 226 1s, in some embodiments, established via an
admin Ul module 228.

Each of the client modules 222A and 222B provide
network application services for a respective first and second
computer account. For example, the client modules 222A
and/or 222B 1s, in some embodiments, itegrated with an
instant messaging application, email application, or other
communication application that provides communication

services for a computer account. Each of the client modules
222A and/or 222B interface with the IB service 224 to

determine which other accounts each of the first account and
second account may communicate with. A client module
222 A 1s executing on the user terminal 102A, discussed
above with respect to the example information barrier
embodiments shown in FIGS. 1D and 1E. The IB service
224 may receive a first request 240A from the client module
222A, and a second request 240B from the client module
222B. Each of the requests identily a respective computer
account. Fach of the first request 240A and the second
request 240B also indicate a request for a list of other
accounts with which the respective client module may
communicate. The IB service 224 may then consult the IB
data store 226 to 1dentity the other accounts, and provide the
information to the requesting client module via a message,
shown as messages 242A and 242B for the client modules
222 A and 222B respectively. In some embodiments, infor-
mation barrier data 1s written to the IB data store 226 by an

admin Ul module 228.
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The information received from the IB service 224 1s used
by each of the client modules 222A and 222B to control
communication with other client modules. As shown, each
of the client module 222A and 222B may manage commu-
nication flows 242A-B based on information received from
the IB service 224. For example, 11 the IB service 224
indicates that an account managed by the client module
222A 1s able to communicate with a second account man-
aged by client module 222B, then each of the client modules
222A-B may communicate with each other. Otherwise,
communication between the two client modules 222A-B 1s
blocked based on the information barrier information
received from the IB service 224.

FIG. 2C shows a view 250 of a client module 252A and
a client module 252B 1n communication with one or more
communication server(s) 254. The communication server(s)
254 communicate with an information barrier service 256.
Similar to the communication flows discussed above with
respect to FIG. 2B, the server(s) 254 request information
barrier information for particular accounts from the IB
server 256 via request message 260. After consulting the 1B
Data store 238, the 1B server 256 provides information to the
server(s) 254 via response message 262 indicating which
accounts a particular account may communicate with. The
IB data store 258 1s, in some embodiments, initialized or
populated by an administrative Ul module 265.

FIG. 3 shows an example of an indexed data store that 1s
implemented in one or more of the disclosed embodiments.
As shown 1n FIG. 3, hashed or encrypted enterprise data 1s
received via data tlow 126A or data flow 126B and inserted
into the EDM search data store 125A or 125B. The EDM
search data store 125A or 125B 1includes a plurality of data
store entries, with two sample entries 302A-B 1dentified to
preserve figure clarity. Each of the entry includes hashed
data 310 and a sensitivity indicator 312.

FIG. 3 also shows an 1index 320 that 1s generated for the
EDM search data store 125A or 125B. In some aspects, the
index 320 1s generated by the DMS module 206, discussed
above with respect to FIG. 2A. The index 320 includes
entries such as a first entry 322A and a second entry 322B
that 1dentify entries 302A and 302B respectively within the
EDM search data store 125A or 125B or 125C. An exact data
match (EDM) query 324 may consult the index 320 when
searching for a portion of network data, such as portion 216
discussed above with respect to FIG. 2A. Note that since, 1n
the 1llustrated embodiment of FIG. 3, the data included 1n the
EDM search data store 125A or 125B 1s hashed or

encrypted, the EDM query 324 will submit encrypted data,
which 1s indexed by the index 320.

FIG. 4 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments. In
some embodiments, the user interface 400 shown 1n FIG. 4
1s 1implemented by instructions included in the administra-
tive user interface module 208, discussed above with respect
to FIG. 2A. The user intertace 400 provides for defining of
a location to apply a particular policy. For example, the user
interface 400 includes selectable control 402A, selectable
control 402B, and selectable control 402C that provide for
enabling the policy for email, shared websites, and shared
storage devices respectively. For each location, the user
interface 400 provides for the configuration of groups or
users to include 1n the policy via column 404, and groups or
users to exclude from the policy via column 406.

FIG. 5 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments. The
user interface 500 1s implemented, 1n some aspects, by
instructions included 1n the administrative user interface
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module 208, discussed above with respect to FIG. 2A. The
user intertace 500 provides for configuration of data con-
sidered sensitive via the Ul section 502. The Ul section 502
defines data found sensitive by the DMS 114, discussed
above with respect to FIG. 1. As shown 1n FIG. §, the user
interface 500 displays that an exact match on credit card
info, as indicated by 504, will cause a portion of data
including the matching credit card information to be con-
sidered sensitive. The Ul section 502 also provides for
configuration of an instance count 306 and a match accuracy
508. Minimum and maximum values for each of the instance
count 506 and match accuracy 508 1s, 1n some embodiments,
configured via the user interface section 502. The user
interface section 502 also provides for configuration via
control 510 of specific groups to which the conditions are
applied. Additional conditions are included 1n the policy via
control 512.

FIG. 6 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments. The
user interface 600 1s implemented, 1 some aspects, by
instructions included in the administrative user interface
module 208, discussed above with respect to FIG. 2A. The
user interface 600 of FIG. 6 provides controls for selection
of a mode of policy operation. As shown, the user interface
600 provides for a policy to be turned on immediately via
control 602 A, 1n a test mode via control 602B, or to leave the
policy turned off via control 602C.

FIG. 7 shows an example user interface that 1s imple-
mented by one or more of the disclosed embodiments. The
user interface 700 1s implemented, 1n some aspects, by
instructions included in the administrative user interface
module 208, discussed above with respect to FIG. 2A. In
some aspects, the user interface 700 1s displayed on any of
the user terminals discussed above with respect to FIGS.
1A-E. In some embodiments, the user intertface 700 1s
displayed when the DMC 108A or 108B determines that the
user terminal has attempted to send data deemed sensitive.

FIG. 8 shows example data structures that are imple-
mented 1 one or more of the disclosed embodiments. While
the data structures of FIG. 8 are discussed below as rela-
tional database tables, one of skill would understand that the
fields of the data structures discussed below could be
implemented using a variety of data storage techniques,
including traditional memory structures such as linked lists,
trees, graphs, or arrays, or unstructured data stores 1n various
embodiments. FIG. 8 shows example implementations of a
screening data store 112 and policy data store 110 discussed
above, for example, with respect to FIG. 1.

The screening data store 112 includes a criteria table 800.
The critenia table includes a criteria 1dentifier field 804 and
a criteria field 806. The criteria i1dentifier 804 uniquely
identifies a particular criteria that 1s used to 1dentily sensitive
data. The criteria i1dentifier 804 1s, 1n some embodiments,
cross referenced with other criteria identifiers discussed
below with respect to FIG. 8. The criteria field 806 defines
the criteria. The criteria stored i1n field 806 1s, 1n some
embodiments, entered via the user interface 500 discussed
above. Critenna detecting exact match data 504 1s one
example of criteria that 1s, 1n some embodiments, stored 1n
the criteria table 800. In some aspects, the screening data
store 112 1s, 1n some embodiments, configured via the
adminmistrative console 113A or administrative console
113B, discussed above with respect to FIGS. 1B and 1C
respectively.

The embodiment of the policy data store 110 shown 1n
FIG. 8 includes an account table 810, group table 815,
include group table 820, exclude group table 825, policy
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criteria table 830, include account table 840, and a exclude
account table 8350. The account table 810 includes an
account identifier field 812 and account credentials field
813. The account identifier ficld 812 uniquely identifies a
particular (user) account. The account credentials ficld 813 5
defines authentication credentials for the account (such as
account name and/or password). The group table 813
includes a group identifier field 816 and an account 1dentifier
field 818. The group 1dentifier ficld 816 uniquely i1dentifies

a group ol accounts. The account i1dentifier field 818 indi- 10
cates one account included 1n the group defined by the group
identifier 816. The include group table 820 includes a policy
identifier 822 and include group identifier ficld 824. The
policy identifier field 822 uniquely identifies a particular
policy, which 1s, in some embodiments, cross referenced 15
with other policy i1dentifier fields discussed with respect to
FIG. 8. The include group identifier field 824 identifies a
group to be included within the policy 1dentified by policy
identifier field 822. The exclude group table 825 includes a
policy identifier 826 and exclude group identifier ficld 828. 20
The policy 1dentifier field 826 uniquely 1dentifies a particular
policy, which 1s, 1n some embodiments, cross referenced
with other policy identifier fields discussed with respect to
FIG. 8. The exclude group identifier field 828 identifies a
group to be excluded within the policy identified by policy 25
identifier ficld 826.

The policy criternia table 830 includes a policy 1dentifier
ficld 832 and criteria 1dentifier field 834. The policy criteria
table 830 defines criteria included 1n a policy (1dentified via
the policy i1dentifier field 832) for determining whether data 30
1s sensitive. The include account table 840 defines accounts
to which a policy 1s applied and includes a policy 1dentifier
ficld 842 and include account identifier 844. A policy
identified by the policy identifier field 842 1s applied to the
account 1dentified by the account identifier field 844. The 35
exclude account table 850 includes a policy identifier field
852 and an exclude account identifier field 854. The policy
identified by the policy 1dentifier field 852 1s not applied to
the account 1dentified by the exclude account identifier field
834. 40

FIG. 8 also shows an embodiment of at least a portion of
data store 104A, discussed above with respect to at least
FIG. 1B. The embodiment shown 1n FIG. 8 includes a data
table 860, and a data contents table 870. The data table 860
includes a data identifier field 862 and a restricted indication 45
ficld 864. The data identifier ficld 862 uniquely identifies
particular data within the data store 104A. In some embodi-
ments, the data identifier field 862 may identity a file, a
database, a database table, or other data structure. The
restricted indication field 864 indicates whether the data 5o
identified by the data identifier field 862 is restricted. As
discussed above, and with respect to FIG. 11 below, after
data 1s created, it may, 1n some configurations, be defaulted
such that the data 1s not permitted to be accessed by guest
accounts until the data has been uploaded to the EDM search 55
data store 125A or 125B. Once the upload has been com-
pleted, the exact data matching methods described herein are
able to detect any sensitivity associated with the data, and
access to the data may then be provided by, for example, the
process 900 discussed below with respect to FIG. 9. 60

The data contents table 870 includes a data identifier field
872 and contents field 874. The data identifier ficld 872 may
uniquely 1dentify a set of data manipulated and accessed by
the disclosed embodiments. The data identifier field 872 may
identify, for example, an electronic document, a row 1 a 65
relational database, or any other set of data managed by the
disclosed embodiments. The contents field 874 includes data
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defining the data itself. Thus, 11 the data identifier field 872
identifies a spreadsheet file or document, the contents field
874 includes the data of the spreadsheet 1tself. The contents
ficld 874 may further define meta data associated with the
file or document.

FIG. 9 1s a flowchart of an example method for managing
sensitive information within an enterprise environment. In
some aspects, one or more of the functions discussed below
are performed by hardware processing circuitry. For
example, 1 some aspects, instructions 2424 1in memory
2404 and/or 2406 configure the hardware processor 2402 of
FIG. 24 below to perform one or more of the functions
discussed below with respect to FIG. 9. In some aspects, one
or more of the functions discussed below with respect to
FIG. 9 1s performed by the DMC module 204, discussed
above with respect to FIG. 2A.

After start operation 905, process 900 moves to operation
910. In operation 910, a message 1s received within a secure
environment. In some aspects, the message 1s received from
the user terminal 102A or 102B. In some aspects, the
message 1s received from a network device, such as the
application server(s) 116 A, a proxy server, network cache,
switch, router, or other device. The message 1s received
within a secure environment. For example, in some aspects,
the message 1s received within the enterprise 103A or 103B.
In some aspects, the message 1s received within a “DMZ”
(also known as a perimeter network or screened subnet)
within network infrastructure of the enterprise 103A or
103B.

The recerved message 1s addressed to a device outside the
secure environment. For example, the message may include
a destination hostname or destination Internet Protocol (IP)
address that identifies a device outside the secure environ-

ment. For example, the message may 1dentily the external
device 117A or 1178, discussed above with respect to FIGS.

1B-C.

The message received 1 operation 910 includes data. For
example, the data 1s, 1n some embodiments, included 1n an
clectronic document, such as a word processing document,
text data, a spreadsheet, a presentation file, data store, or
other data.

In operation 920, a determination 1s made as to whether
a portion of the data indicates a security risk. As discussed
above with respect to FIG. 1B and FIG. 1C, operation 920
may apply a regular expression or keyword matching pro-
cess to the data. In some aspects, operation 920 may employ
one or more of a Rabin-Karp method, Knuth-Morris-Pratt
method, Boyer-Moore string search method, or other
method to 1dentily one or more indicators that the portion
includes sensitive data. For example, some aspects may
attempt to identily personally identifiable information or
credit card information 1n the portion. In some aspects,
sensitive data within an enterprise may include some data
conforming to particular patterns. As one example, data
store records, such as relational data store tables, may have
a distinctive signature within an organization.

Functions associated with operation 920 vary based on,
for example, screening data store 112 discussed above with
respect to FIG. 8, to search for custom data patterns that
indicate a risk of sensitive information. These custom pat-
terns are configured, 1n some embodiments, via a configu-
ration interface presented via the administrative console
113A. Note that operation 920 1s performed, mm some
embodiments, on multiple portions of the data included 1n
the message received 1n operation 910.

Decision operation 923 evaluates whether operation 920
determined the portion represents a risk of sensitive data. If
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there 1s no risk of sensitive data in the portion, process 900
moves from decision operation 925 to the operation 943,
where the portion 1s allowed for transmission. Note that in
some cases, the data may include a cohesive set of data, such
as data within an electronic document or data store, and the
portion may represent less than all of the electronic docu-
ment or data store. Thus, allowing a portion of the document
or data store does not necessarily cause the portion to be
transmitted outside the enterprise. Instead, process 900 may
determine whether all portions of a cohesive set of data, such
as all data included 1n a particular message, or data included
in an electronic document or data store, are allowed or
blocked as a whole.

If decision operation 925 determines the portion does
present a risk of exposing sensitive data, process 900 moves
to operation 930. In operation 930, the portion 1s transmitted
to an (DMS). The transmission of operation 930 1s, 1n some
embodiments, a request for the DMS to search a data store
(e.g. 125A or 125B) for data matching the portion. The exact
data matching service 1s, in some embodiments, physically
located outside the secure environment. Thus, the transmais-
sion of the portion exposes the portion, which may include
sensitive mformation. Thus, 1n some aspects, the portion 1s
encrypted before being transmitted to the EDM service.

In operation 940, a response from the EDM matching
service 15 received. The response indicates whether the
portion matched data within the data store (e.g. 125A or
125B). The response may also separately indicate whether
the portion includes sensitive data. Thus, while the deter-
mination of operation 920 provides an indication of whether
the portion indicates a security risk, 1t does not necessarily
definitely determine whether the portion matches known
sensitive data within an organization (e.g. enterprise 103 A or
enterprise 103B), such as data included 1n an one of the data
stores 104A-C.

If decision operation 942 determines the portion matches
sensitive data within the EDM search data store 125A or
125B (and/or 104), process 900 moves to operation 945,
which blocks transmission of the message to the device
based on the response. In some aspects, operation 945 may
include sending status information to a firewall, proxy,
cache, or other network device integrated with the DMC,
indicating the network device should block the message.

If decision operation 942 determines the response indi-
cates either that the portion does not match data in the EDM
search data store 125A or 125B (and/or 104) and 1s not
sensitive, then process 900 moves from decision operation
942 to the operation 943, which allows the portion. Pro-
cessing then moves to end operation 975 from either the
operation 943 or the operation 945.

FI1G. 10 1s a flowchart of an example method for perform-
ing an exact data match of a portion of data received from
a secured environment. In some aspects, one or more of the
functions discussed below are performed by hardware pro-
cessing circuitry. For example, 1n some aspects, instructions
2424 1n memory 2404 and/or 2406 configure the hardware
processor 2402 to perform one or more of the functions
discussed below with respect to FIG. 10. In some aspects,
process 1000 discussed below 1s performed by the DMS
module 206, discussed above with respect to FIG. 2A.

After start operation 1005, process 1000 moves to opera-
tion 1010. In operation 1010, a message indicating a portion
of data, such as an electronic document or data store i1s
received. In some aspects, the message 1s received from a
DMC, such as the DMC 108A or DMC 108B, discussed
above with respect to FIGS. 1B and 1C. The message 1s
received indirectly from the DMC 1n some embodiments,
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with at least a firewall, cache, proxy, workload, or other
network component physically between the DMC and a
device performing the process 1000.

In operation 1020, the portion 1s compared to data stored
in a document data store. For example, as discussed above,
process 1000 may attempt to 1dentify an exact data match
between data of the portion and data stored 1n a data store,

such as the EDM search data store 123A or 125B (and/or
104). As discussed above, the EDM search data store 125A
or 125B 1s synchronized, in some embodiments, with data
stored 1n the secure environment (e.g. synchronize the EDM
search data store 125A or 125B with the data store 104 A or
104B respectively). In some aspects, the portion 1s encrypted
and/or hashed when received 1n operation 1010. Thus, the
comparison performed in operation 1020 may compare
hashed/encrypted portion to similarly hashed/encrypted por-
tions 1 the EDM search data store (e.g. 125A or 125B). In
some aspects, the comparison 1n operation 1020 may rely on
one or more indexes for the data store, such as index 320
discussed above with respect to FIG. 3.

Decision operation 1030 determines whether operation
1020 detected an exact match for the portion. If not, process
1000 moves from decision operation 1030 to operation
1045, which indicates the portion 1s not sensitive.

If an exact match was found by the operation 1020,
process 1000 moves from decision operation 1030 to deci-
sion operation 1035, which determines i1f the matching
portion 1s sensitive. Sensitivity of the portion 1s indicated, in
some embodiments in the EDM search data store 125A or
1258, (e.g. as illustrated by sensitivity indicator 312 of
EDM search data store 125A or 125B of FIGS. 1B and 1C
respectively). If decision operation determines the matching
portion 1s not sensitive, process 1000 moves from decision
operation 1035 to operation 1045, Otherwise, process 1000
moves from decision operation 1035 to operation 1040,
which concludes the portion 1s sensitive. In operation 1050,
a response indicating whether the match was found and/or
indicating the portion’s sensitivity as determined by decision
operation 1035 1s transmitted. For example, as discussed
above with respect to FIG. 2A, the DMS module 206 may
send a response 218 indicating a portion’s sensitively to the
DMC module 204. Process 1000 then moves to end opera-
tion 1060.

FIG. 11 1s a flowchart of an example method for managing,
restricted access of new data until the new data 1s uploaded
to a data match system. In some aspects, one or more of the
functions discussed below are performed by hardware pro-
cessing circuitry. For example, 1n some aspects, istructions
2424 in memory 2404 and/or 2406 configure the hardware
processor 2402 to perform one or more ol the functions
discussed below with respect to FIG. 11. In some aspects,
process 1100 discussed below are performed by the DMC
module 204, discussed above with respect to FIG. 2A.
Process 1100 may operation in conjunction with process
1200, discussed below with respect to FIG. 12. For example,
process 1100 describes one embodiment for managing a
restricted setting of newly created data. Process 1200
describes one embodiment of providing access to newly
created data based on the restricted setting.

After start operation 1105, process 1100 moves to opera-
tion 1110 which creates new data. The new data 1s any of a
file, data table, entry 1n a database, or any other data stored
on a non-transient medium. Decision operation 11135 deter-
mines i restricting new data 1s a default setting. In other
words, as discussed above, an administrative user interface
displayed on the administrative console 113A may provide
for configuring any of the network systems 100A-100E for
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example such that newly created data 1s imtially set as
restricted by default. When set as restricted, any of the
network systems 100A-E for example will not allow the data
to pass outside the enterprise 103A or 103B. If data 1s
restricted by default, process 1100 moves from decision
operation 1115 to operation 1120. Otherwise, processing
moves to operation 1130 from decision operation 1115.

In operation 1120, a restricted indicator for the data 1s set
to indicate the data 1s restricted. For example, as discussed
above with respect to the data table 860, the data 1dentifier
ficld 862 may identily the newly created data, for example,
via data contents table 870, discussed above. Operation 1120
may set the restricted indication field 864 to indicate the file
1s restricted.

Operation 1125 waits for the upload of the data to
complete. For example, as discussed above with respect to
FIG. 1B and/or FIG. 1C, new data 1s added to the new data
queue 132A or 132B. While the data 1s waiting 1n the new
data queue 132A or 132B, it 1s restricted 1n some embodi-
ments (e.g. for example, via restricted indication field 864 ).
After the upload from the new data queue (and/or any of the
data stores 104A-C) to the EDM search data store 125A or
1258, the DMS will be able to detect matches of the new
data 1f an attempt 1s made to transmit the new data outside
of the enterprise 103A or 103B.

After the upload completes, process 1100 moves from
operation 1125 to operation 1130, which sets the indicator
(e.g. via restricted indication field 864) to indicate the new
data created 1n operation 1110 1s no longer restricted. Pro-
cess 1100 then moves to end operation 1135.

FI1G. 12 1s a flowchart of an example method for providing
access to conditional access to data based on whether access
to said data 1s restricted. In some aspects, one or more of the
functions discussed below are performed by hardware pro-
cessing circuitry. For example, 1n some aspects, istructions
2424 in memory 2404 and/or 2406 configure the hardware
processor 2402 to perform one or more of the functions
discussed below with respect to FIG. 12. In some aspects,
process 1200 discussed below are performed by the DMC
module 204, discussed above with respect to FIG. 2A.
Process 1200 may operation in conjunction with process
1100, discussed below with respect to FIG. 11. For example,
process 1100 describes one embodiment for managing a
restricted setting of newly created data. Process 1200
describes one embodiment of providing access to newly
created data based on the restricted setting.

After start operation 1205, process 1200 moves to opera-
tion 1210. In operation 1210, a request to access data 1s
received. The request to access data 1s recerved, for example,
by the DMC 108A or 108B. In other words, a user terminal
102A or 102B may attempt to send data outside the enter-
prise 103 A or 103B, which 1s intercepted by the DMC 108A
or 108B.

Decision operation 1215 determines 1f access to the data
1s restricted. In some embodiments, decision operation 1215
may search the data store 104 to 1dentify the data via the data
identifier field 862. Decision operation 1215 may then
consult the restricted indication field 864 to determine 11 the
data 1s restricted. If access to the data 1s not restricted,
process 1200 moves from decision operation 1215 to opera-
tion 1230, which allows access to the data. Otherwise,
process 1200 moves from decision operation 1215 to deci-
sion operation 1220 which determines if the access request
of operation 1210 1s generated by a guest account.

In some aspects, decision operation 1220 consults the
guest account indicator 814 discussed above to determine 1f
the request was generated by a guest account. If the request
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1s not generated by a guest account, process 1200 moves
from decision operation 1220 to operation 1230. Otherwise,
process 1200 moves from decision operation 1220 to deci-
sion operation 1225, which determines 11 data 1s sensitive by
default. If data 1s not sensitive by default, process 1200
moves to operation 1230, which allows access. Otherwise,
process 1200 moves from decision operation 1225 to opera-
tion 1235, which denies access to the data. Process 1200
then moves to end operation 1240.

FIG. 13A shows an example message portion that is
exchanged between devices implementing one or more of
the disclosed embodiments. FIG. 13A shows a message
portion 1300 that 1s generated and/or transmitted by the
client module 252A and/or the client module 252B of FIG.
2C and/or the IB Service 256 discussed above with respect
to FIG. 2C.

FIG. 13A shows the message portion 1300 that includes
a message 1dentifier 1302, source account identifier 1304,
and destination account identifier 1306. The message 1den-
tifier 1302 1dentifies a type of the message portion 1300. The
message 1dentifier 1302 may store a value indicating a type
or format of the message portion 1300. For example, the
value stored in the message i1dentifier 1302 may indicate a
presence and size of the source account 1d field 1304 and/or
destination account i1dentifier field 1306. The message por-
tion 1300 indicates a request to determine whether a first
account 1dentified by the source account 1d field 1304 may
communicate, based on information barrier(s), with a second
account 1dentified by the destination account identifier field
1306.

The source account identifier field 1304 1dentifies the first
account and the destination account identifier field 1306
identifies the second account.

FIG. 13B 1s an example of a message portion that 1s
implemented by some of the disclosed embodiments. In
some aspects, the message portion 1310 discussed below
with respect to FIG. 13B 1s generated and/or transmitted by
the IB service 224 and/or IB service 256, discussed above
with respect to FIGS. 2B and 2C respectively.

The message portion 1310 includes a message 1d field
1312, and a communication status field 1314. The message
portion 1310 1s transmitted, 1n some embodiments, in
response to reception of the message portion 1300. In some
aspects, the message 1dentifier field 1312 stores a value
indicating a type or format of the message portion 1310, and
that the message portion 1310 1s a response to the message
portion 1300. The communication status field 1314 indicates
a communication status between the first account 1dentified
by the source account identifier field 1304 and the second
account i1dentified by the destination account 1dentifier field
1306. For example, 11 the first account 1s allowed to com-
municate with the second account, the communication status
field 1314 stores a first predetermined value while 11 the first
account 1s not allowed to commumnicate with the second
account, the communication status field 1314 stores a sec-
ond predetermined value.

FIG. 14A shows an example message portion that 1s
implemented by one or more of the disclosed embodiments.
In some aspects, the message portion 1400 discussed below
with respect to FIG. 14 A 1s generated and/or transmitted by
the client module 222A and/or 222B discussed above with
respect to FIG. 2B, and/or the communication server(s) 254,
discussed above with respect to FIG. 2C.

The message portion 1400 includes a message identifier
1402 and a source account identifier field 1404. The message
identifier 1402 carries a value that indicates a format or type
of the message portion 1400. For example, the value of the



US 11,341,271 B2

21

message 1dentifier 1402 may indicate a presence and size of
the message portion 1400, the message 1d field 1402 and/or
the source account identifier ficld 1404. The message portion
1400 indicates a request to 1dentity accounts with which the
account 1dentified by the source account identifier field 1404
may communicate. In other words, a device may need to
acquire a list of accounts with which the first account may
communicate. This list 1s used, 1n some embodiments, to
display the list of accounts 1n a user interface, such that one
or more ol the accounts 1s selected as a destination for a
message. The list 1s requested, 1n some embodiments, via the
message portion 1400.

FIG. 14B 1s an example message portion that 1s imple-
mented 1 one or more of the disclosed embodiments. In
some aspects, the message portion 1410 1s generated and
transmitted by the IB service 224 and/or IB service 256,
discussed above with respect to FIGS. 2B and 2C respec-
tively.

FIG. 14B shows a message portion 1410 that includes a
message 1dentifier field 1412, a communication status field
1414, and an account list 1416. The message portion 1400
1s sent, 1n some embodiments, 1n response to the message
portion 1400, discussed above with respect to FIG. 14A. The
message 1dentifier 1412 identifies a type or format of the
message portion 1410. The message 1dentifier 1412 1s set to
a predetermined value 1dentitying the message portion 1410.
The communication status field 1414 indicates a status of a
response to the message portion 1400. For example, the
communication status field 1414 may indicate, via a first
predetermined value, that the account identified by the
source account identifier field 1404 was a valid account
while a second predetermined value indicates the source
account identifier field 1404 indicated an mvalid account
identifier. The account list 1416 identifies zero or more
accounts with which the account identified by the source
account identifier field 1404.

FIG. 15 shows example data structures that are imple-
mented 1n one or more of the disclosed embodiments. While
the data structures discussed below with respect to FIG. 15
are described as relational database tables, one of skill would
understand that the described data could be represented
using a variety of data structures, including non-structured
data stores, traditional memory structures such as linked
lists, arrays, queues, trees, or other representations. The data
structures discussed below are included, in some embodi-
ments, 1n the IB data store 226 or the IB data store 258,
discussed above with respect to FIGS. 3 and 4 respectively.

FIG. 15 shows an account table 1500, a group table 1510,
a segment table 1520, an address book policy table 1530,
and an information barrier rule table 1540, and a filter table
1550. The account table 1500 1ncludes an account 1dentifier
field 1502, account credentials field 1504, an address book
policy identifier field 1505, a segment 1identifier field 1506,
an account address list field 1507, and one or more account
attribute fields 1508, . In some aspects, the account table
1500 and/or group table 1510 are included 1n an electronic
organizational directory, such as those implementing direc-
tory services. The directory services are provided, 1n various
embodiments, via lightweight directory access protocol
(LDAP) and/or Microsoit Active Directory™ technology.

The account identifier field 1502 uniquely identifies an
account. The account identifier field 1502 1s cross refer-
enced, 1n some embodiments, with other account i1dentifier
fields discussed below with respect to FIG. 15 and/or other
account 1dentifier fields discussed above with respect to
FIGS. 13A-14B. The account credentials field 1504 may
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the account identifier field 1502. This may include, for
example, an account name and/or password for the account.
The address book policy identifier field 1505 1dentifies an
address book policy to apply to the account identified by the
account identifier 1502. In some embodiments, the address
book policy 1s a Microsolt Active Directory address book
policy. The address book policy 1s described below. The
segment 1dentifier field 1506 1dentifies a segment that the
account 1s included in. Segments are described further
below. The account address list field 1507 identifies an
address list that the account 1dentified by the account 1den-
tifier 1502 1s part of For example, 11 the account 1s part of an
“engineering” address list, the “engineering” address list 1s
identified by the field 1507.

The account attributes 1508, store values for one or
more attributes for the account The attributes may include,
for example, a title of an 1mndividual assigned to the account,
a creation date of the account, a home geographical location
for an 1individual of the account, or other attributes.

The group table 1510 1ncludes an account identifier field
1512 and group 1dentifier field 1514. The account identifier
field 1512 1dentifies an account while the group identifier
field 1514 1dentifies a group of which the account (e.g. 1512)
1s a member. A group including multiple accounts may
appear 1n multiple rows of the group table 1510.

The segment table 1520 includes a segment i1dentifier
1522, segment name 1524, and filter identifier 1526. The
segment 1dentifier 1522 uniquely 1dentifies a segment. The
segment name 1524 defines a name for the segment. The
segment name 1s, 1n some embodiments, used to reference
the segment 1n a user interface for example. The filter 1d
1526 1dentifies a filter for the segment. The filter 1dentifies
accounts included i or excluded from the segment (e.g.
1522).

The address book policy table 1530 1ncludes an address
book policy i1dentifier field 1532, a segment identifier 1533,
an information barrier rule i1dentifier field 1534, an acces-
sible address list identifiers field 1536, an inaccessible
address list 1identifiers field 1538, and a filtered address list
identifiers field 1539. The address book policy identifier
field 1532 uniquely 1dentifies an address book policy and 1s
cross referenced, in some embodiments, with the address
book policy 1dentifier field 1505. Segment identifier 1533
identifies a segment (e.g. 1520) associated with the particu-
lar address book policy identified via 1532. The IB rule
identifier field 1534 identifies an IB rule to apply. The IB
rule 1s defined 1n the information barrier rule table 1540,
discussed below. The accessible address list identifiers field
1536 i1dentifies an access list of zero or more address lists
identifying accounts that can be communicated with. The
inaccessible address list identifiers field 1538 identifies a
negative access list that identifies accounts with which
communication 1s not permitted under the ADP policy. The
filtered address list identifiers field 1539 1s a filtered access
list that identifies address lists that identify accounts with
which communication 1s filtered by the ADP policy. For
example, messages to accounts on the filtered address list are
examined, 1n some embodiments, to determine 1f the mes-
sages 1nclude sensitive information. In some embodiments,
i sensitive information 1s present in the message, the
message 1s blocked by the policy, otherwise they are
allowed.

The information barrier (IB) rule table 1540 includes an
IB rule identifier 1542, 1B rule name field 1544, assigned
segment 1dentifier field 1546, a segments filtered field 1547,
a segments blocked field 1548 and a segments allowed field
1549. The IB rule identifier field 1542 uniquely identifies a
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segment, and 1s cross referenced with, mn some embodi-
ments, the segment identifier field 1522. The IB rule name
ficld 1544 defines a name for the IB rule identified by policy
identifier 1542. The IB rule name field 1544 may store a
name used to refer to the IB rule in one or more user
interfaces 1mplemented by one or more of the disclosed
embodiments. The assigned segment identifier field 1546
identifies a segment to which the IB rule (1dentified by IB
rule 1d 1542) 1s applied. The segments filtered field 1547
identifies zero or more segments (€.g. via Zero or more
segment 1dentifiers that are cross referenced with the seg-
ment 1dentifier 1522) that have their messages filtered before
determining whether to allow communication with the 1den-
tified segment (1dentified by the assigned segment 1dentifier
ficld 1546).

The segments blocked field 1548 i1dentifies zero or more
segments (€.g. via zero or more segment 1dentifiers that are
cross referenced with the segment 1dentifier 1522) that are
prevented from communicated with the segment 1dentified
by the assigned segment 1dentifier ficld 1546. The segments
allowed field 1549 identifies zero or more segments (via
zero or more segment 1dentifiers that are cross referenced
with the segment identifier 1522) that define accounts pre-
vented from communication with accounts defined by the
assigned segment 1dentifier ficld 1546. Note that there can be
devices that are 1dentified by both the segments blocked field
1548 and the segments allowed field 1549.

The filter table 1550 includes a filter 1dentifier field 1552
and a filter field 1554. The filter identifier field 1552
uniquely 1dentifies a filter and 1s cross referenced with the
filter 1dentifier field 1526 discussed above 1 some embodi-
ments. The filter field 1554 stores a filter. For example, the
filter field 1554 may store a query that identifies one or more
accounts of the account table 1500.

The address list table 1560 includes an address list
identifier 1562 and an account identifier 1564. The address
list 1dentifier 1562 uniquely identifies an address list. The
account identifier 1554 1dentifies an account included 1n the
address list.

FIG. 16 shows an example user interface that 1s imple-
mented 1n one or more of the disclosed embodiments. The
example user interface 1600 of FIG. 16 1s configured to list
information barrier policies for a given tenant or account.
The example shown 1n FIG. 16 shows two IB policies as
1602A and 1602B.

FIG. 17 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments. The
example user imtertace 1700 of FIG. 17 1s configured to
receive mput that defines an IB policy. The example user
interface 1700 displays a sender group filter name 1702,
group definition field 1704, recipient group filter name 1706,
and a group definition 1708.

FIG. 18 shows an example user interface that 1s 1mple-
mented 1n one or more of the disclosed embodiments. The
user interface 1800 of FIG. 18 1s configured to display a
history of tenant wide application of configured policies.
Two example log records of policy application are shown as
1802A and 1802B.

Some embodiments may provide command line interfaces
that operate to 1nitialize or set values 1n the data structures
described above. For example, an example command line
based user interface to create organization segments 1s
illustrated below:

New-OrgamzationSegment -Name “Sales” -UserGroup-

Filter “Department -eq ‘Sales™

New-OrgamzationSegment -Name “Research” -User-

GroupFilter “Department -eq ‘Research’
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New-OrganizationSegment -Name “Engineering” -User-
GroupFilter “Department -eq ‘Engineering’”

Example creation of an information barrier policy that
blocks communication from “sales” to “research” 1s shown
below:

New-InformationBarrierPolicy -Name “Sales-Research”
-AssignedSegment “Sales” -SegmentsBlocked
“Research” -State Active

Example creation of an information barrier policy that
blocks communication from “research’™ to “sales” 1s shown
below:

New-InformationBarrierPolicy -Name “Research-Sales™
-AssignedSegment “Research” -SegmentsBlocked
“Sales” -State Active

Another example creation of an information barrier policy
that allows the research department to communicate only
with engineering. Note that this policy does not impose any
restriction on engineering:

New-InformationBarrierPolicy -Name “Research-Engi-
neering” -AssignedSegment “Research” -SegmentsAl-
lowed “Engineering” -State Active

FIG. 19 1s a flowchart of a method of generating data
structures to support an information barrier. In some aspects,
one or more of the functions discussed below with respect to
FIG. 19 and the process 1900 i1s performed by hardware
processing circuitry. For example, the instructions 2424
discussed below 1n the memory 2404 and/or 2406 may
configure the processor 2402 to perform one or more of the
functions discussed below. In some aspects, the process
1900 discussed below 1s performed by the IB service 224 or
IB service 256 discussed above with respect to FIGS. 2B and
2C respectively. In some aspects, process 1900 1s performed
by any of the client modules 222A-B, discussed above with
respect to FIG. 2B. In some aspects, the process 1900 1s
performed by the communication server(s) 254, discussed
above with respect to FIG. 2C.

As described above, the disclosed embodiments may
generate data structures used to provide for eflicient identi-
fication of imnformation barriers between two accounts. By
preestablishing account lists defining which accounts may
and may not communicate with each other, run time perfor-
mance 1s improved at some expense ol configuration. Con-
figuration 1s performed infrequently while application of
information barrer polices 1s performed with most commu-
nications and thus it can be more important to provide for
eflicient run time execution.

After start block 1905, process 1900 moves to operation
1910. In operation 1910, a first query 1s executed that selects
a first account based on a first attribute value of the first
account. For example, as discussed above, segments are
defined, in some embodiments, by queries that select
accounts having one or more particular attribute values (e.g.
1508, ).

In operation 1920, a first account list 1s generated based
on the first query. As an example discussed above, a segment
1s, 1n some embodiments, defined based on a query. Execut-
ing the query identifies accounts that are included in the
segment. As discussed above with respect to FIG. 15, a
particular segment (e.g. 1522) 1s defined based on a query or
filter (e.g. 1526). Executing or running the query identifies
accounts included in the segment. In the examples above,
executing the usergroupfilter “Department-eq ‘sales’ may
query values for a “department” attribute (e.g. 1508, ).
Operation 1920 generates an account list including accounts
identified by the query.

In operation 1930, a second query 1s executed that selects
a second account based on second attribute values of the
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second account. Continuing with the examples above, New-
OrganizationSegment-Name “Research™ -UserGroupFilter
“Department-eq ‘Research’ defines a second query of
accounts having a department attribute value equal to
“Research.” In contrast, New-InformationBarrierPolicy-
Name “Research-Engineering”-

In operation 1940, a second account list 1s generated
based on results of the second query. The second account list
includes accounts i1dentified from the second query.

In operation 1950, an indication 1s generated that the
second account list identifies accounts with which the first
account 1s permitted to communicate. For example, as
discussed above, information barrier policies can be defined.
Continuing with the example above “New-InformationBar-
riecrPolicy -Name “Sales-Research” -AssignedSegment
“Sales™ -SegmentsBlocked “Research™ “indicates that com-
munication from accounts mncluded 1n the “sales” segment to
accounts included in the “Research™ segment are blocked.
AssignedSegment “Research” -SegmentsAllowed “Engi-
neering”’ establishes that communication from accounts
included in a “research” segment to accounts included 1n
“engineering’ 1s allowed. As discussed above with respect to
FIG. 15, in one example embodiment, account lists indicat-
ing 1ncluded and/or excluded accounts (e.g. 1536 and/or
1538) are provided in an address book policy (e.g. 1532).
After operation 1950 completes, process 1900 moves to end
operation 1960.

FIG. 20 1s a flowchart of a method of enforcing an
information barrier. In some aspects, one or more of the
functions discussed below with respect to FIG. 20 and the
process 2000 1s performed by hardware processing circuitry.
For example, the instructions 2424 discussed below in the
memory 2404 and/or 2406 may configure the processor
2402 to perform one or more of the functions discussed
below. In some aspects, the process 2000 discussed below 1s
performed by the IB service 224 or IB service 256 discussed
above with respect to FIGS. 2B and 2C respectively. In some
aspects, process 2000 1s performed by any of the client
modules 222A-B, discussed above with respect to FIG. 2B.
In some aspects, the process 2000 1s performed by the
communication server(s) 254, discussed above with respect
to FIG. 2C.

After start operation 2005, process 2000 moves to opera-
tion 2010, which receives a communication from a first
account destined for a second account. In operation 2020, a
determination 1s made that the second account 1s included 1n
a permitted account list of the first account. For example, as
discussed above, one or more account lists are, in some
embodiments, associated with an account. As 1llustrated in
FIG. 15, this association 1s via an address book policy 1n
some aspects (e.g. via 1536 and/or 1538), but 1s not neces-
sary the case. The permitted account list 1s generated, 1n
some aspects, via process 1900 discussed above.

In operation 2030, a determination 1s made that since the
second account 1s included 1n the permitted account list, the
first account may communicate with the second account.

In operation 2040, the communication from the first
account 1s forwarded to the second account based on the
determination of operation 2030. After operation 2040 com-
pletes, process 2000 moves to end operation 2050.

FIG. 21 1s a flowchart of a method of responding to a
query for information barrier information. In some aspects,
one or more of the Tunctions discussed below with respect to
FIG. 21 and the process 2100 1s performed by hardware
processing circuitry. For example, the instructions 2424
discussed below in the memory 2404 and/or 2406 may
configure the processor 2402 to perform one or more of the
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functions discussed below. In some aspects, the process
2100 discussed below 1s performed by the IB service 224 or
IB service 256 discussed above with respect to FIGS. 2B and
2C respectively. In some aspects, process 2100 1s performed
by any of the client modules 252 A and/or the client module
2528, discussed above with respect to FIG. 2B. In some
aspects, the process 2100 1s performed by the communica-
tion server(s) 254, discussed above with respect to FIG. 2C.

After start operation 2103, process 2100 moves to opera-
tion 2110, which receives a request for commumnication
status between a first account and a second account. As
discussed above, the IB service 224 and/or 256 may 1mple-
ment a rest interface that provides for communication status
between two accounts. The communication status 1s based
on nformation barrier policies established as described
above. The request 1s received, for example, from a client
based communication application, as described above with
respect to FIG. 2B. Alternatively, the request 1s recerved
from a communication server, such as an instant messaging
server, as described above 1n the example of FIG. 2C. In
some aspects, the request message received in operation
2110 may include one or more of the fields discussed above
with respect to FIG. 13A.

Operation 2120 determines whether the second account 1s
included 1n a permitted account list (or an excluded account
list) of the first account. For example, as discussed above,
one or more permitted account lists for a particular account
1s established (e.g. 1536 and/or 1538) for an account 1den-
tified via ADP policy ID 1532 and 15035 (at least 1n some
embodiments).

In operation 2130, a response to the request 1s provided
based on the determination. For example, the IB service 224
and/or 256 may respond within a REST interface indicating
the communication status between the first account and
second account. The client module 222A or client module
2228 or an application that runs on one or more comimu-
nication server(s) (e.g. 254) may then allow or block a
communication from the first account to the second account
based on the response. In some aspects, providing the
response 1ncludes transmitting a message including the
response to a device mitiating the request of operation 2110.
In some aspects, the response provided in operation 2130
may include one or more of the fields discussed above with
respect to FIG. 13B. After operation 2130 completes, pro-
cess 2100 moves to end operation 2150.

FIG. 22 1s a flowchart of a method of responding to a
query for information barrier information. In some aspects,
one or more of the functions discussed below with respect to
FIG. 22 and the process 2200 i1s performed by hardware
processing circuitry. For example, the instructions 2424
discussed below in the memory 2404 and/or 2406 may
configure the processor 2402 to perform one or more of the
functions discussed below. In some aspects, the process
2200 discussed below 1s performed by the IB service 224 or
IB service 256 discussed above with respect to FIGS. 2B and
2C respectively. In some aspects, process 2200 1s performed
by any of the client modules 222A-B, discussed above with
respect to FIG. 2B. In some aspects, the process 2200 1s
performed by the communication server(s) 254, discussed
above with respect to FIG. 2C.

After start operation 2203, process 2200 moves to opera-
tion 2210, which receives a request for a permitted account
list of a first account. The received request requests a list of
accounts with which the first account 1s permitted to com-
municate. The list of accounts 1s used, 1n some aspects, to
indicate presence of these accounts to the first account 1n a
user interface.
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As discussed above, the IB service 224 and/or 256 may
implement a rest interface that provides for a list of accounts
with which the first account 1s permitted to communicate.
The list of accounts 1s based on information barrier policies
established as described above. The request 1s received, for
example, from a client-based commumnication application, as
described above with respect to FIG. 2B. Alternatively, the
request 1s recerved from a communication server, such as an
instant messaging server, as described above 1n the example
of FIG. 2C. In some aspects, the request received in opera-
tion 2210 may include one or more of the fields discussed
above with respect to message portion 1400 and FIG. 14A.

Operation 2220 determines the permitted accounts for the
first account. For example, operation 2220 may 1dentily the
permitted accounts via an address book policy, by, for
example, cross referencing an address book policy 1dentifier
associated with the account (e.g. 2205), and an address book
policy data store (e.g. 2230). One or more permitted account
lists 1s associated with the address book policy (e.g. 2236).
One or more prohibited account lists 1s associated with the
address book policy (e.g. 2238).

In operation 2230, a response to the request 1s provided
based on the determination. For example, the IB service 224
and/or 256 may respond within a REST interface indicating
the permitted account list for the first account. The client
communication application (e.g. running the client module
222A or the client module 222B) or a communication server
application (e.g. running on communication server(s) 254)
may then display the permitted account list in a user inter-
face of the first account. Providing the response may include
generating the response and/or transmitting the response to
a device that mitiated the request of operation 2210. In
various aspects, the response discussed above with respect
to operation 2230 may include one or more of the fields
discussed above with respect to message portion 1410 and
FIG. 14B. After operation 2230 completes, process 2200
moves to end operation 2250.

FIG. 23 1s a flowchart of a method of applying an
information barrier policy with regard to sensitive informa-
tion. In some aspects, one or more of the functions discussed
below with respect to FIG. 23 and the process 2300 1s
performed by hardware processing circuitry. For example,
the 1nstructions 2424 discussed below in the memory 2404
and/or 2406 may configure the processor 2402 to periorm
one or more of the functions discussed below. In some
aspects, the process 2300 discussed below 1s performed by
the IB service 224 or IB service 256 discussed above with
respect to FIGS. 2B and 2C respectively. In some aspects,
process 2300 1s performed by any of the client modules
222A-B, discussed above with respect to FIG. 2B. In some
aspects, the process 2300 1s performed by the communica-
tion server(s) 254, discussed above with respect to FIG. 2C.

In operation 2303, a first message 1s recerved. The mes-
sage 1ndicates a source address of a first source account, and
1s addressed to a first destination account. The first message
1s addressed to the first destination account, 1n at least some
embodiments, via a “To” field of the message. In some
embodiments, a “from™ field of the message indicates the
first source account. The first message includes first data.
The first data 1s, 1n some embodiments, an attachment to the
first message, at least a portion of a body of the first message,
or another part of the first message.

In operation 2310, a first information barrier policy 1s
identified based on the first source account and the first
destination account. For example, as discussed above with
respect to FIG. 15, some embodiments 1dentily a policy that
applies to a particular account, such as the first source
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account. In some embodiments, an account record (e.g.
1500) i1dentifies a policy to apply to the account (e.g. via
ADP policy 1dentifier field 1505). The policy 1dentifies, in
some embodiments, accessible accounts (e.g. via field
1536), mnaccessible accounts (e.g. via 1538), and filtered
accounts (e.g. via field 1539). Thus, 1n some embodiments,
identifying a first information barrier policy includes 1den-
tifying whether the first destination account 1s included on
one or more of the account lists identified by fields 1536,
1538, or 1539.

In operation 2315, a determination 1s made that the first
source account 1s prohibited from sending sensitive infor-
mation to the first destination account. As discussed above,
in some embodiments, operation 2315 includes 1dentifying
that the first destination account 1s 1included 1n the filtered
address list 1dentified by field 1539. Other embodiments
identify the prohibition against sending sensitive mforma-
tion to the first destination account via alternate techniques.
For example, 11 the first destination account 1s not included
on an access list, the first source account 1s prohibited from
sending any imnformation to the first destination account. The
access list 1s, 1n some embodiments, retrieved from an
address book policy.

In operation 2320, a determination 1s made that at least a
portion of the first data includes an indication of sensitive
information. As discussed above, some embodiments evalu-
ate a message or a portion of a message to determine
whether the message or portion has an indicator of sensitive
information. For example, some embodiments operate heu-
ristics to look for indications of sensitive information. Some
embodiments evaluate one or more regular expressions on
the message portion (or entire message) to look for indica-
tions of sensitive information. As discussed above {for
example with respect to FIG. 1B and/or FIG. 1C, the DMC
108A or DMC 108B are employed, 1n some embodiments,
to detect an indication of sensitive information. In some
embodiments, the indication of sensitive information gen-
erally indicates a probability that the message or portion
includes sensitive information. The probability 1s greater
than zero, but less than one.

Thus, iIn some embodiments, to determine whether the
portion or entire message includes sensitive information, a
data matching service 1s utilized, which examines the por-
tion against a database of known sensitive information.
Some embodiments encrypt or at least has the portion before
sending the portion to the data matching service. If no exact
match 1s found between the portion and data used by the data
matching service, then some embodiments determine the
message does not include sensitive information.

In operation 2323, a search request 1s provided to a data
matching service. In some embodiments, the data matching
service 1s physically located on a different device than the
device performing operation 2330. In this case, operation
2330 includes transmitting a network request to the data
matching service. Providing the search request to the data
matching service 1s conditional, 1n some embodiments, on
the indication of sensitive information determined 1n opera-
tion 2320. In some embodiments, providing the search result
includes transmitting a network message indicating the
search request to the data matching service.

In operation 2330, a response 1s received from the data
matching service. The response indicates whether an exact
match of the portion was found 1n a database used as a basis
by the data matching service (e.g. EDM search data store
125A or EDM search data store 125B). In some embodi-
ments, the response in indicates there was an absence of
sensitive information 1n the portion. In other embodiments,
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the response 1indicates that indeed there was sensitive 1nfor-
mation included in the portion.

In operation 2335, the response 1s decoded to 1dentily that
the portion does include sensitive information. In other
words, 1n some embodiments, the data matching service
searches a database for data matching the portion. If found,
the response 1s sent to indicate same. Otherwise, the
response indicates no match was found. In the specific
situation described by process 2300, the response indicates
a match was found by the data matching service. Since the
match was found, operation 2335 determines that the portion
includes sensitive information. Other embodiments of
operation 2335 determine from the response that there was
an absence of sensitive information in the portion.

In operation 2340, the first message 1s processed based on
the response. In particular, if the response indicates the first
message does not include sensitive information, some
embodiments transmit the first message to the destination
address of the message. IT the response indicates the first
message mcludes sensitive information, based on the infor-
mation barrier policy indicating the first source account 1s
prohibited from transmitting sensitive information to the
first destination account, some embodiments block or oth-
erwise inhibit sending of the first message to the first
destination account.

In some embodiments, process 2300 anonymizes the first
message 11 the response 1indicates 1t includes sensitive 1nfor-
mation. For example, in some embodiments, the response
indicates specifically which sub-portion of the portion 1s the
sensitive information. Process 2300 then, 1n some embodi-
ments, anonymizes the identified sub-portion. In these
embodiments, the first message, including the anonymized
sub-portion, 1s then sent to the first destination account.

Some embodiments of process 2300 include receiving,
within the secured environment, a second message. The
second message has the first user account as a source
account and the first destination account as a destination
account. Thus, the second message 1s addressed to the first
destination account. Process 2300 analyzes the second mes-
sage to 1dentily any possible indications of sensitive infor-
mation. For example, as discussed above, process 2300 may
analyze the second message with one or more heuristics,
and/or regular expressions, to identily possible sensitive
information included 1n the second message. If an indication
of sensitive information 1s found, process 2300 mnvokes the
data matching service to determine whether the indications
of sensitive mformation identily actual sensitive iforma-
tion. Alternatively, the indications of sensitive information
can be false positives, depending on the nature of the second
message and/or accuracy of the heuristics used. I the
indications are false positives, the matching service will be
unable to locate matching data in 1ts data store. A second
response from the data matching service will indicate same.

Thus, based on the second response, process 2300 deter-
mines whether the second message includes or does not
include sensitive information. If the second message does
not include sensitive information, the second message 1s
transmitted or otherwise communicated to the first destina-
tion account. Note that the communication of the second
message 1n this case 1s partly premised on the first source
account and second destination accounts being configured,
via an mformation barrier policy, such that communication
from the first source account to the first destination account
1s prohibited from including sensitive information, but oth-
erwise such communication 1s permitted. The disclosed
embodiments contemplate other information policies
between the first source account and f{first destination
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account. For example, an alternative policy could indicate
that no communication 1s permitted between these two
accounts, even 1 no sensitive information 1s present.
Another alternative policy could allow communication, even
if sensitive information 1s present.

In some cases, a third message from the first source
account to the first destination account does not include any
indications of sensitive information. For example, process
2300 evaluates the third message using one or more heuris-
tics, such as regular expressions, and does not identily any
indications of sensitive information. Given the information
barrier policy for communications from the first source
account to the first destination account, in this circumstance,
process 2300 communicates the third message to the first
destination account.

In some embodiments, a fourth message 1s recerved. The
fourth message 1s from a second source account and 1s
addressed to (e.g., via a ““To” field) to a second destination
account. Process 2300 identifies an information barrier
policy between the second source account and second des-
tination account that permits communication between the
two accounts, even 1f sensitive information 1s included. For
example, such a policy may be 1n place 1f the second source
account 1s an employee and the second destination account
1s the employee’s supervisor. In this case, process 2300 does
not, in some embodiments, check the fourth message for
indications of sensitive information. This ihibiting of
evaluating of the fourth message results 1n some savings 1n
at least processor consumption when the information barrier
policy does not select how a message 1s processed based on
whether the message includes sensitive information. Further,
when an information barrier policy does not condition
processing of the fourth message on sensitive iformation,
no request/response communication with a data matching
service 1s necessary belfore disposing (e.g. forwarding to 1ts
destination) of the fourth message.

Some embodiments of process 2300 determine the first
information barrier policy based on a group membership of
one or more of the first source account and/or first destina-
tion account. For example, as discussed above with respect
to FIGS. 1D and/or 1E, some embodiments may include
policies that permit or prohibit a department of an organi-
zation (e.g. engineering) from communicating with another
department within the orgamization (e.g. marketing). As
discussed above, some embodiment maintain a mapping
between individual accounts (e.g. the first source account or
first destination account), and a group (e.g. engineering or
marketing). As discussed above with respect to FIG. 135, one
example embodiment maintains the group table 1510 to
store such a mapping.

FIG. 24 illustrates a block diagram of an example
machine 2400 upon which any one or more of the techniques
(e.g., methodologies) discussed herein may perform. In
alternative embodiments, the machine 2400 may operate as
a standalone device or are connected (e.g., networked) to
other machines. In a networked deployment, the machine
2400 may operate 1n the capacity of a server machine, a
client machine, or both in server-client network environ-
ments. In an example, the machine 2400 may act as a peer
machine 1n peer-to-peer (P2P) (or other distributed) network
environment. The machine 2400 1s a personal computer
(PC), a tablet PC, a set-top box (STB), a personal digital
assistant (PDA), a mobile telephone, a smart phone, a web
appliance, a network router, switch or bridge, a server
computer, a database, conference room equipment, or any
machine capable of executing instructions (sequential or
otherwise) that specity actions to be taken by that machine.
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In various embodiments, machine 2400 may perform one or
more of the processes described above with respect to FIGS.
1A-23 above. Further, while only a single machine 1s
illustrated, the term “machine” shall also be taken to include
any collection of machines that individually or jointly
execute a set (or multiple sets) of instructions to perform any
one or more of the methodologies discussed herein, such as
cloud computing, soitware as a service (SaaS), other com-
puter cluster configurations.

Examples, as described herein, may include, or may
operate on, logic or a number of components, modules, or
mechanisms (all referred to herematter as “modules™). Mod-
ules are tangible entities (e.g., hardware) capable of per-
forming specified operations and 1s configured or arranged
in a certain manner. In an example, circuits are arranged
(e.g., internally or with respect to external entities such as
other circuits) i a specified manner as a module. In an
example, the whole or part of one or more computer systems
(e.g., a standalone, client or server computer system) or one
or more hardware processors are configured by firmware or
software (e.g., mstructions, an application portion, or an
application) as a module that operates to perform specified
operations. In an example, the software may reside on a
non-transitory computer readable storage medium or other
machine readable medium. In an example, the software,
when executed by the underlying hardware of the module,
causes the hardware to perform the specified operations.

Accordingly, the term “module” 1s understood to encom-
pass a tangible entity, be that an entity that 1s physically
constructed, specifically configured (e.g., hardwired), or
temporarily (e.g., ftransitorily) configured (e.g., pro-
grammed) to operate 1n a specified manner or to perform part
or all of any operation described herein. Considering
examples 1 which modules are temporarily configured,
cach of the modules need not be instantiated at any one
moment 1n time. For example, where the modules comprise
a general-purpose hardware processor configured using soit-
ware, the general-purpose hardware processor 1s configured
as respective diflerent modules at different times. Software
may accordingly configure a hardware processor, for
example, to constitute a particular module at one instance of
time and to constitute a different module at a diflerent
instance of time.

Machine (e.g., computer system) 2400 may include a
hardware processor 2402 (e.g., a central processing unit
(CPU), a graphics processing unit (GPU), a hardware pro-
cessor core, or any combination thereol), a main memory
2404 and a static memory 2406, some or all of which may
communicate with each other via an interlink (e.g., bus)
2408. The machine 2400 may further include a display unit
2410, an alphanumeric input device 2412 (e.g., a keyboard),
and a user interface (Ul) navigation device 2414 (e.g., a
mouse). In an example, the display unit 2410, input device
2412 and UI navigation device 2414 are a touch screen
display. The machine 2400 may additionally include a
storage device (e.g., drive umt) 2416, a signal generation
device 2418 (e.g., a speaker), a network interface device
2420, and one or more sensors 2421, such as a global
positioning system (GPS) sensor, compass, accelerometer,
or other sensor. The machine 2400 may include an output
controller 2428, such as a serial (e.g., universal serial bus
(USB), parallel, or other wired or wireless (e.g., infrared
(IR), near field commumication (NFC), etc.) connection to
communicate or control one or more peripheral devices
(e.g., a printer, card reader, etc.).

The storage device 2416 may include a machine readable
medium 2422 on which 1s stored one or more sets of data
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structures or instructions 2424 (e.g., soltware) embodying or
utilized by any one or more of the techniques or functions
described herein. The instructions 2424 may also reside,
completely or at least partially, within the main memory
2404, within static memory 2406, or within the hardware
processor 2402 during execution thereof by the machine
2400. In an example, one or any combination of the hard-
ware processor 2402, the main memory 2404, the static
memory 2406, or the storage device 2416 may constitute
machine readable media.

While the machine readable medium 2422 1s illustrated as
a single medium, the term “machine readable medium™ may
include a single medium or multiple media (e.g., a central-
1zed or distributed database, and/or associated caches and

servers) configured to store the one or more instructions
2424,

The term “machine readable medium” may include any
medium that 1s capable of storing, encoding, or carrying
instructions for execution by the machine 2400 and that
cause the machine 2400 to perform any one or more of the
techniques of the present disclosure, or that 1s capable of
storing, encoding or carrying data structures used by or
associated with such instructions. Non-limiting machine
readable medium examples may include solid-state memo-
ries, and optical and magnetic media. Specific examples of

machine readable media may include: non-volatile memory,
such as semiconductor memory devices (e.g., Electrically
Programmable Read-Only Memory (EPROM), Electrically
Erasable Programmable Read-Only Memory (EEPROM))
and flash memory devices; magnetic disks, such as internal

hard disks and removable disks; magneto-optical disks;
Random Access Memory (RAM); Solid State Drives (SSD);

and CD-ROM and DVD-ROM disks. In some examples,
machine readable media may include non-transitory
machine readable media. In some examples, machine read-
able media may include machine readable media that 1s not
a transitory propagating signal.

The 1instructions 2424 may further be transmitted or
received over a communications network 2426 using a
transmission medium via the network interface device 2420.
The machine 2400 may communicate with one or more
other machines utilizing any one of a number of transfer
protocols (e.g., frame relay, internet protocol (IP), transmis-
s1on control protocol (TCP), user datagram protocol (UDP),
hypertext transier protocol (HTTP), etc.). Example commu-
nication networks may include a local area network (LAN),
a wide area network (WAN), a packet data network (e.g., the
Internet), mobile telephone networks (e.g., cellular net-
works), Plain Old Telephone (POTS) networks, and wireless
data networks (e.g., Institute of FElectrical and Electronics
Engineers (IEEE) 802.11 family of standards known as
Wi-Fi®, IEEE 802.16 family of standards known as
WiMax®), IEEE 802.15.4 family of standards, a Long Term
Evolution (LTE) family of standards, a Universal Mobile
Telecommunications System (UMTS) family of standards,
peer-to-peer (P2P) networks, among others. In an example,
the network interface device 2420 may include one or more
physical jacks (e.g., Ethernet, coaxial, or phone jacks) or one
or more antennas to connect to the communications network
2426. In an example, the network interface device 2420 may
include a plurality of antennas to wirelessly communicate
using at least one of single-input multiple-output (SIMO),
multiple-input multiple-output (MIMO), or multiple-input
single-output (MISO) techmiques. In some examples, the
network mterface device 2420 may wirelessly communicate

using Multiple User MIMO techmiques.
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Examples, as described herein, may include, or may
operate on, logic or a number of components, modules, or
mechanisms. Modules are tangible entities (e.g., hardware)
capable of performing specified operations and are config-
ured or arranged 1n a certain manner. In an example, circuits
are arranged (e.g., mternally or with respect to external
entities such as other circuits) 1n a specified manner as a
module. In an example, the whole or part of one or more
computer systems (e.g., a standalone, client, or server com-
puter system) or one or more hardware processors are
configured by firmware or software (e.g., instructions, an
application portion, or an application) as a module that
operates to perform specified operations. In an example, the
soltware may reside on a machine-readable medium. In an
example, the software, when executed by the underlying
hardware of the module, causes the hardware to perform the
specified operations.

Example 1 1s a non-transitory computer readable storage
medium comprising nstructions that when executed config-
ure hardware processing circuitry to perform operations
comprising: receiving, within a secured environment, a first
message from a {irst source account and addressed to a first
destination account, the first message including first data;
identifying, based on the first source account and the first
destination account, a first information barrier policy; deter-
miming, based on the first information barrier policy, the first
source account 1s prohibited from sending sensitive infor-
mation to the first destination account; determining a portion
ol the first data includes an indication of sensitive informa-
tion; transmitting, based on the imndication of sensitive infor-
mation and that the first source account 1s prohibited from
sending sensitive 1nformation to the {first destination
account, the portion to a data matching service device;
receiving a response irom the data matching service device;
identifying, based on the response, that the portion includes
sensitive iformation; and processing, based on the i1denti-
tying, the first message.

In Example 2, the subject matter of Example 1 optionally
includes wherein processing the first message comprising
blocking, based on the identifying, transmission of the first
message to the first destination account.

In
Examples 1-2 optionally include wherein processing the first
message comprises: anonymizing, based on the identifying
and the first information barrier policy, the sensitive infor-
mation in the first message; and transmitting, based on the
anonymizing, the first message to the first destination
account.

In
Examples 1-3 optionally include the operations turther com-
prising: receiving, within the secured environment, a second
message from the first source account and addressed to the
first destination account, the second message including
second data; determining a second portion of the second data
includes an indication of sensitive information; transmitting,
based on the indication of sensitive information and that the
first source account 1s prohibited from sending sensitive
information to the first destination account, the second
portion to the data matching service device; receiving a
second response from the data matching service device;
identifying, based on the second response, that the second
portion does not include sensitive information; and trans-
mitting, based on the second portion not including sensitive
information, the second message to the first destination
account.

In
Examples 1-4 optionally include the operations further com-

Example 3, the subject matter of any one or more of

Example 4, the subject matter of any one or more of

Example 3, the subject matter of any one or more of
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prising: receiving, within the secured environment, a second
message from the first source account and addressed to the
first destination account, the second message including
second data; determining an absence of sensitive informa-
tion 1n the second data; inhibiting transmission, based on the
absence, of the second data to the data matching service
device; and transmitting, based on the absence, the second
message to the first destination account.

In Example 6, the subject matter of any one or more of
Examples 1-5 optionally include the operations further com-
prising: receiving, within the secured environment, a second
message from a second source account and addressed to a
second destination account, the second message including
second data; identiiying, based on the second source account
and the second destination account, a second information
barrier policy; determining, based on the second information
barrier policy, the second source account 1s permitted to send
sensitive information to the first destination account; inhib-
iting transmission, based on the second source account being
permitted to send sensitive information to the second des-
tination account, of second data to the data matching service
device; and transmitting, based on the second source
account being permitted to send sensitive information to the
second destination account, the second message to the
second destination account.

In Example 7, the subject matter of any one or more of
Examples 1-6 optionally include wherein the determining
that the portion includes the indication of sensitive infor-
mation comprises evaluating a regular expression on the
portion or identifying a keyword 1n the portion.

In Example 8, the subject matter of any one or more of
Examples 1-7 optionally include wherein the data matching
service device 1s configured to compare the portion to
second data 1n a data store, and to determine, based on the
comparison, the portion includes sensitive information.

In Example 9, the subject matter of Example 8 optionally
includes wherein the data matching service device 1s con-
figured to determine the portion includes sensitive informa-
tion 1f the portion exactly matches the second data.

In Example 10, the subject matter of any one or more of
Examples 1-9 optionally include the operations further com-
prising hashing or encrypting the portion before transmitting
the portion to the data matching service device.

In Example 11, the subject matter of any one or more of
Examples 1-10 optionally include the operations further
comprising: determining a first group membership of the
first source account; determiming a second group member-
ship of the first destination account, wherein the first infor-
mation barrier policy 1s 1dentified based on the first group
membership and the second group membership.

In Example 12, the subject matter of any one or more of
Examples 1-11 optionally include wherein the determining
the first source account 1s prohibited from sending sensitive
information to the first destination account comprises deter-
mining that the first destination account 1s not identified on
an access list of the first source account.

In Example 13, the subject matter of Example 12 option-
ally includes wherein the access list 1s retrieved from an
address book policy.

In Example 14, the subject matter of Example 13 option-
ally includes wherein the address book policy 1s a Microsoit
Active Directory address book policy.

Example 15 1s a system, comprising: hardware processing,
circuitry; one or more hardware memories storing instruc-
tions that when executed configure the hardware processing
circuitry to perform operations comprising: receiving,
within a secured environment, a first message from a first
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source account and addressed to a first destination account,
the first message including first data; identifying, based on
the first source account and the first destination account, a
first information barrier policy; determining, based on the
first information barrier policy, the first source account 1s 5
prohibited from sending sensitive mformation to the first
destination account; determining a portion of the first data
includes an 1indication of sensitive information; transmitting,
based on the indication of sensitive information and that the
first source account i1s prohibited from sending sensitive 10
information to the first destination account, the portion to a
data matching service device; recerving a response from the
data matching service device; identifying, based on the
response, that the portion includes sensitive information;
and processing, based on the identifying, the first message. 15

In Example 16, the subject matter of Example 15 option-
ally includes wherein processing the first message compris-
ing blocking, based on the identilying, transmaission of the
first message to the first destination account.

In Example 17, the subject matter of any one or more of 20
Examples 15-16 optionally include wherein processing the
first message comprises: anonymizing, based on the identi-
tying and the first information barrier policy, the sensitive
information 1n the first message; and transmitting, based on
the anonymizing, the first message to the first destination 25
account.

In Example 18, the subject matter of any one or more of
Examples 15-17 optionally include the operations further
comprising: receiving, within the secured environment, a
second message from the first source account and addressed 30
to the first destination account, the second message 1nclud-
ing second data; determining a second portion of the second
data includes an indication of sensitive information; trans-
mitting, based on the indication of sensitive information and
that the first source account 1s prohibited from sending 35
sensitive information to the first destination account, the
second portion to the data matching service device; recerv-
ing a second response from the data matching service
device; 1dentitying, based on the second response, that the
second portion does not include sensitive information; and 40
transmitting, based on the second portion not including
sensitive mformation, the second message to the first des-
tination account.

In Example 19, the subject matter of any one or more of
Examples 15-18 optionally include the operations further 45
comprising: receiving, within the secured environment, a
second message from the first source account and addressed
to the first destination account, the second message 1nclud-
ing second data; determiming an absence of sensitive mnifor-
mation in the second data; inhibiting transmission, based on 50
the absence, of the second data to the data matching service
device; and transmitting, based on the absence, the second
message to the first destination account.

In Example 20, the subject matter of any one or more of
Examples 15-19 optionally include the operations further 55
comprising: receiving, within the secured environment, a
second message from a second source account and
addressed to a second destination account, the second mes-
sage including second data; identifying, based on the second
source account and the second destination account, a second 60
information barrier policy; determining, based on the second
information barrier policy, the second source account is
permitted to send sensitive information to the first destina-
tion account; mhibiting transmission, based on the second
source account being permitted to send sensitive information 653
to the second destination account, of second data to the data
matching service device; and transmitting, based on the
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second source account being permitted to send sensitive
information to the second destination account, the second
message to the second destination account.

In Example 21, the subject matter of any one or more of
Examples 15-20 optionally include wherein the determining
that the portion includes the indication of sensitive infor-
mation comprises evaluating a regular expression on the
portion or i1dentifying a keyword 1n the portion.

In Example 22, the subject matter of any one or more of
Examples 15-21 optionally include wherein the data match-
ing service device 1s configured to compare the portion to
second data in a data store, and to determine, based on the
comparison, the portion includes sensitive information.

In Example 23, the subject matter of Example 22 option-
ally includes wherein the data matching service device is
configured to determine the portion includes sensitive infor-
mation 1f the portion exactly matches the second data.

In Example 24, the subject matter of any one or more of
Examples 15-23 optionally include the operations further
comprising hashing or encrypting the portion before trans-
mitting the portion to the data matching service device.

In Example 23, the subject matter of any one or more of
Examples 15-24 optionally include the operations further
comprising: determining a first group membership of the
first source account; determinming a second group member-
ship of the first destination account, wherein the first infor-
mation barrier policy 1s i1dentified based on the first group
membership and the second group membership.

In Example 26, the subject matter of any one or more of
Examples 15-25 optionally include wherein the determining
the first source account 1s prohibited from sending sensitive
information to the first destination account comprises deter-
mining that the first destination account 1s not 1dentified on
an access list of the first source account.

In Example 27, the subject matter of Example 26 option-
ally includes wherein the access list 1s retrieved from an
address book policy.

In Example 28, the subject matter of Example 27 option-
ally includes wherein the address book policy 1s a Microsoft
Active Directory address book policy.

Example 29 1s a method, comprising: receiving, within a
secured environment, a first message from a first source
account and addressed to a first destination account, the first
message including first data; identifying, based on the first
source account and the first destination account, a first
information barrier policy; determining, based on the first
information barrier policy, the first source account 1s pro-
hibited from sending sensitive information to the first des-
tination account; determining a portion of the first data
includes an 1indication of sensitive information; transmitting,
based on the indication of sensitive information and that the
first source account 1s prohibited from sending sensitive
information to the first destination account, the portion to a
data matching service device; receiving a response from the
data matching service device; identifying, based on the
response, that the portion includes sensitive information;
and processing, based on the identifying, the first message.

In Example 30, the subject matter of Example 29 option-
ally includes wherein processing the first message compris-
ing blocking, based on the identifying, transmission of the
first message to the first destination account.

In Example 31, the subject matter of any one or more of
Examples 29-30 optionally include wherein processing the
first message comprises: anonymizing, based on the 1denti-
tying and the first information barrier policy, the sensitive
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information 1n the first message; and transmitting, the ano-
nymized sensitive information to the first destination
account.

In Example 32, the subject matter of any one or more of
Examples 29-31 optionally include receiving, within the
secured environment, a second message from the first source
account and addressed to the first destination account, the
second message mcluding second data; determinming a sec-
ond portion of the second data includes an indication of
sensitive mformation; transmitting, based on the indication
of sensitive mnformation and that the first source account 1is
prohibited from sending sensitive information to the first
destination account, the second portion to the data matching
service device; receiving a second response from the data
matching service device; identifying, based on the second
response, that the second portion does not include sensitive
information; and transmitting, based on the second portion
not including sensitive information, the second message to
the first destination account.

In Example 33, the subject matter of any one or more of
Examples 29-32 optionally include receiving, within the
secured environment, a second message from the first source
account and addressed to the first destination account, the
second message including second data; determining an
absence of sensitive information in the second data; inhib-
iting transmission, based on the absence, of the second data
to the data matching service device; and transmitting, based
on the absence, the second message to the first destination
account.

In Example 34, the subject matter of any one or more of
Examples 29-33 optionally include receiving, within the
secured environment, a second message from a second
source account and addressed to a second destination
account, the second message including second data; 1dent-
tying, based on the second source account and the second
destination account, a second information barrier policy;
determining, based on the second information barrier policy,
the second source account 1s permitted to send sensitive
information to the first destination account; inhibiting trans-
mission, based on the second source account being permit-
ted to send sensitive mformation to the second destination
account, of second data to the data matching service device;
and transmitting, based on the second source account being
permitted to send sensitive information to the second des-
tination account, the second message to the second destina-
tion account.

In Example 35, the subject matter of any one or more of
Examples 29-34 optionally include wherein the determining
that the portion includes the indication of sensitive infor-
mation comprises evaluating a regular expression on the
portion or identifying a keyword 1n the portion.

In Example 36, the subject matter of any one or more of
Examples 29-35 optionally include wherein the data match-
ing service device 1s configured to compare the portion to
second data in a data store, and to determine, based on the
comparison, the portion includes sensitive information.

In Example 37, the subject matter of Example 36 option-
ally includes wherein the data matching service device 1s
configured to determine the portion includes sensitive infor-
mation 1f the portion exactly matches the second data.

In Example 38, the subject matter of any one or more of
Examples 29-3°7 optionally include hashing or encrypting
the portion before transmitting the portion to the data
matching service device.

In Example 39, the subject matter of any one or more of
Examples 29-38 optionally include determining a first group
membership of the first source account; determining a
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second group membership of the first destination account,
wherein the first information barrier policy 1s identified
based on the first group membership and the second group
membership.

In Example 40, the subject matter of any one or more of
Examples 29-39 optionally include wherein the determining
the first source account 1s prohibited from sending sensitive
information to the first destination account comprises deter-
mining that the first destination account 1s not 1dentified on
an access list of the first source account.

In Example 41, the subject matter of Example 40 option-
ally includes wherein the access list 1s retrieved from an
address book policy.

In Example 42, the subject matter of Example 41 option-
ally includes wherein the address book policy 1s a Microsofit
Active Directory address book policy.

Accordingly, the term “module” 1s understood to encom-
pass a tangible entity, be that an enftity that i1s physically
constructed, specifically configured (e.g., hardwired), or
temporarily (e.g., ftransitorily) configured (e.g., pro-
grammed) to operate 1n a specified manner or to perform part
or all of any operation described herein. Considering
examples 1 which modules are temporarily configured,
cach of the modules need not be instantiated at any one
moment 1n time. For example, where the modules comprise
a general-purpose hardware processor configured using sofit-
ware, the general-purpose hardware processor 1s configured
as respective different modules at diflerent times. Software
may accordingly configure a hardware processor, for
example, to constitute a particular module at one instance of
time and to constitute a different module at a different
instance of time.

Various embodiments are implemented fully or partially
in software and/or firmware. This software and/or firmware
may take the form of instructions contained in or on a
non-transitory computer-readable storage medium. Those
instructions may then be read and executed by one or more
processors to enable performance of the operations
described herein. The 1nstructions are in any suitable form,
such as but not lmmited to source code, compiled code,
interpreted code, executable code, static code, dynamic
code, and the like. Such a computer-readable medium may
include any tangible non-transitory medium for storing
information 1n a form readable by one or more computers,
such as but not limited to read only memory (ROM); random
access memory (RAM); magnetic disk storage media; opti-
cal storage media; flash memory; etc.

We claim:

1. A non-transitory computer readable storage medium
comprising instructions that when executed configure hard-
ware processing circuitry to perform operations comprising;:

recerving, within a secured environment, a first message

from a first source account and addressed to a first
destination account, the first message including first
data;
identifying, based on the first source account and the first
destination account, a first information harrier policy;

determiming, based on the first information barrier policy,
the first source account 1s prohibited from sending
sensitive information to the first destination account;

responsive to determining the first source account 1is
prohibited from sending sensitive information to the
first destination account, determining, by a data match
classifier (DMC), a portion of the first data includes an
indication of sensitive information:

transmitting, based on the indication of sensitive infor-

mation and that the first source account 1s prohibited
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from sending sensitive information to the first destina-
tion account, the portion to a data matching service
device;
receiving a response irom the data matching service
device;
identifying, based on the response, that the portion
includes sensitive information; and
processing, based on the identifying, the first message.
2. The non-transitory computer readable storage medium
of claim 1, wherein processing the first message comprising
blocking; based on the 1dentifying, transmission of the first
message to the first destination account.
3. The non-transitory computer readable storage medium
of claim 1, wherein processing the first message comprises:
anonymizing, based on the 1dentifying and the first infor-
mation barrier policy, the sensitive information in the
first message; and
transmitting the anonymized sensitive information to the
first destination account.
4. The non-transitory computer readable storage medium
of claim 1, the operations further comprising:
receiving, within the secured environment, a second mes-
sage from the first source account and addressed to the
first destination account, the second message including
second data;
determining a second portion of the second data includes
an indication of sensitive information;
transmitting, based on the indication of sensitive infor-
mation and that the first source account 1s prohibited
from sending sensitive information to the first destina-
tion account, the second portion to the data matching
service device;
receiving a second response from the data matching
service device;
identifying, based on the second response, that the second
portion does not include sensitive information; and
transmitting, based on the second portion not including
sensitive information, the second message to the first
destination account.
5. The non-transitory computer readable storage medium
of claim 1, the operations further comprising:
receiving, within the secured environment, a second mes-
sage from the first source account and addressed to the
first destination account, the second message including
second data:
determining an absence of sensitive information in the
second data;
inhibiting transmission, based on the absence, of the
second data to the data matching service device; and
transmitting, based on the absence, the second message to
the first destination account.
6. The non-transitory computer readable storage medium
of claim 1, the operations further comprising:
receiving, within the secured environment, a second mes-
sage from a second source account and addressed to a
second destination account, the second message includ-
ing second data;
identifying, based on the second source account and the
second destination account, a second information bar-
rier policy;
determining, based on the second information barrier
policy, the second source account 1s permitted to send
sensitive information to the first destination account;
inhibiting transmission, based on the second source
account being permitted to send sensitive information
to the second destination account, of second data to the
data matching service device; and
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transmitting, based on the second source account being
permitted to send sensitive mformation to the second
destination account, the second message to the second
destination account.

7. The non-transitory computer readable storage medium
of claim 1, wherein the determining that the portion includes
the indication of sensitive information comprises evaluating,
a regular expression on the portion or identifying a keyword
in the portion.

8. The non-transitory computer readable storage medium
of claam 1, wherein the data matching service device 1is
configured to compare the portion to second data 1n a data
store, and to determine, based on the comparison, the portion
includes sensitive imformation.

9. The non-transitory computer readable storage medium
of claam 8, wherein the data matching service device 1s
configured to determine the portion includes sensitive infor-
mation 1i the portion exactly matches the second data.

10. The non-transitory computer readable storage medium
of claim 1, the operations further comprising hashing or
encrypting the portion before transmitting the portion to the
data matching service device.

11. The non-transitory computer readable storage medium
of claim 1, the operations further comprising:

determining a first group membership of the first source

account,

determiming a second group membership of the first

destination account, wherein the first information bar-
rier policy 1s 1dentified based on the first group mem-
bership and the second group membership.

12. A method performed by hardware processing circuitry,
comprising;

recerving, within a secured environment, a first message

from a first source account and addressed to a first
destination account, the first message including first
data;

identifying, based on the first source account and the first

destination account, a first information barrier policy;
determining, based on the first information barrier policy,

the first source account 1s prohibited from sending

sensitive information to the first destination account;
responsive to determining the first source account 1is

prohibited from sending sensitive information to the
first destination account, determining, by a data match
classifier (DMC), a portion of the first data includes an
indication of sensitive information;

transmitting, based on the indication of sensitive infor-
mation and that the first source account 1s prohibited
from sending sensitive mnformation to the first destina-
tion account, the portion to a data matching service
device;

receiving a response from the data matching service
device;

identifying, based on the response, that the portion
includes sensitive information; and

processing, based on the identitying, the first message.

13. The method of claim 12, further comprising:

recerving, within the secured environment, a second mes-
sage from the first source account and addressed to the
first destination account, the second message including
second data;

determining a second portion of the second data includes
an indication of sensitive information;

transmitting, based on the indication of sensitive infor-
mation and that the first source account 1s prohibited
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from sending sensitive information to the first destina-
tion account, the second portion to the data matching
service device;

receiving a second response from the data matching
service device;

identifying, based on the second response; that the second
portion does not include sensitive information; and

transmitting, based on the second portion not including
sensitive iformation, the second message to the first
destination account.

14. The method of claim 12, further comprising:

receiving, within the secured environment, a second mes-
sage from the first source account and addressed to the
first destination account, the second message including
second data;

determining an absence of sensitive information in the
second data;

inhibiting transmission, based on the absence, of the
second data to the data matching service device; and

transmitting, based on the absence, the second message to
the first destination account.

15. The method of claim 12, further comprising:

receiving, within the secured environment, a second mes-
sage Irom a second source account and addressed to a
second destination account, the second message includ-
ing second data;

identifying, based on the second source account and the
second destination account, a second information bar-
rier policy;

determining, based on the second information barrier
policy, the second source account 1s permitted to send
sensitive information to the first destination account;

inhibiting transmission, based on the second source
account being permitted to send sensitive information
to the second destination account, ol second data to the
data matching service device; and

transmitting, based on the second source account being
permitted to send sensitive mformation to the second
destination account, the second message to the second
destination account.

16. A system, comprising:

hardware processing circuitry;

one or more hardware memories storing instructions that
when executed, cause the hardware processing circuitry
to perform operations comprising:
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receiving, within a secured environment, a first message
from a {first source account and addressed to a first
destination account, the first message including first

data;

identifying, based on the first source account and the first
destination account, a first information barrier policy;

determiming, based on the first information barrier policy,
the first source account 1s prohibited from sending
sensitive information to the first destination account:

responsive to determining the first source account 1is
prohibited from sending sensitive information to the
first destination account determining, by a data match
classifier (DMC), a portion of the first data includes an
indication of sensitive information;

transmitting, based on the indication of sensitive infor-

mation and that the first source account 1s prohibited
from sending sensitive mnformation to the first destina-
tion account, the portion to a data matching service
device;

recerving a response Ifrom the data matching service

device;

identifying; based on the response, that the portion

includes sensitive information; and

processing, based on the identitying, the first message.

17. The system of claim 16, wherein the determiming that
the portion 1ncludes the indication of sensitive information
comprises evaluating a regular expression on the portion or
identifying a keyword 1n the portion.

18. The system of claim 16, wherein the data matching
service device 1s configured to compare the portion to
second data in a data store, and to determine, based on the
comparison, the portion includes sensitive information.

19. The system of claim 18, wherein the data matching
service device 1s configured to determine the portion
includes sensitive information 1 the portion exactly matches
the second data.

20. The system of claim 16, the operations turther com-
prising;:

determining a first group membership of the first source

account,

determining a second group membership of the first

destination account, wherein the first information bar-
rier policy 1s 1dentified based on the first group mem-
bership and the second group membership.
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