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PROVIDING VIRTUAL NETWORKING
DEVICE FUNCTIONALITY FOR MANAGED
COMPUTER NETWORKS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 15/996,371, filed Jun. 1, 2018, which 1s a
continuation of U.S. patent application Ser. No. 14/952,519,
filed Nov. 25, 2015, now U.S. Pat. No. 9,998,333, which 1s
a continuation of U.S. application Ser. No. 12/632,678, filed
Dec. 7, 2009, now U.S. Pat. No. 9,203,747/, which are hereby

incorporated by reference herein 1n their entirety.

BACKGROUND

Many companies and other organizations operate com-
puter networks that interconnect numerous computing sys-
tems to support their operations, with the computing systems
alternatively co-located (e.g., as part of a private local area
network, or “LAN”) or instead located in multiple distinct
geographical locations (e.g., connected via one or more
other private or shared intermediate networks). For example,
data centers housing significant numbers of interconnected
computing systems have become commonplace, such as
private data centers that are operated by and on behalf of a
single organization, as well as public data centers that are
operated by entities as businesses. Some public data center
operators provide network access, power, and secure 1nstal-
lation facilities for hardware owned by various customers,
while other public data center operators provide “full ser-
vice” facilities that also iclude hardware resources made
available for use by their customers. However, as the scale
and scope of typical data centers and computer networks has
increased, the task of provisioning, administering, and man-
aging the associated physical computing resources has
become increasingly complicated.

The advent of virtualization technologies for commodity
hardware has provided some benefits with respect to man-
aging large-scale computing resources for many customers
with diverse needs, allowing various computing resources to
be ethiciently and securely shared between multiple custom-
ers. For example, virtualization technologies such as those
provided by VMWare, XEN, Linux’s KVM (*“Kernel-based
Virtual Machine™), or User-Mode Linux may allow a single
physical computing machine to be shared among multiple
users by providing each user with one or more virtual
machines hosted by the single physical computing machine,
with each such virtual machine being a software simulation
acting as a distinct logical computing system that provides
users with the 1llusion that they are the sole operators and
administrators of a given hardware computing resource,
while also providing application isolation and security
among the various virtual machines.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A and 1B are network diagrams illustrating
example embodiments of configuring and managing net-
working functionality provided for computing nodes
belonging to a managed computer network.

FIGS. 2A-2E 1llustrate examples of managing communi-
cations between computing nodes of a managed virtual
overlay computer network.

FIG. 3 1s a block diagram 1llustrating example computing,
systems suitable for executing an embodiment of a system
for managing communications between computing nodes.

FIG. 4 illustrates a flow diagram of an example embodi-
ment of a CNS System Manager routine.
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2

FIGS. SA-5B illustrate a flow diagram of an example
embodiment of a CNS Communication Manager routine.

FIG. 6 illustrates a flow diagram of an example embodi-
ment ol a CNS Network Routing Manager routine.

DETAILED DESCRIPTION

Techniques are described for providing virtual network-
ing functionality for managed computer networks, such as
for computer networks that are managed for and provided on
behalf of users or other entities. Such managed computer
networks may in some embodiments be provided by a
configurable network service to users or other entities who
are customers (e.g., for a fee) or otherwise clients of the
configurable network service, such as to remote clients that
access the configurable network service and/or the provided
managed computer networks from remote locations over one
or more intervemng networks. In at least some embodi-
ments, the described techniques enable a user to configure or
otherwise specily a network topology for a managed com-
puter network being provided for the user, such as to
separate multiple computing nodes of the managed com-
puter network into multiple logical sub-networks intercon-
nected by one or more specified networking devices, or to
otherwise include one or more specified networking devices
that are each associated with a specified group of the
multiple computing nodes. After a network topology 1s
specified for a managed computer network, networking
functionality corresponding to the specified network topol-
ogy may be provided in various manners, such as by
implementing the managed computer network as a virtual
computer network overlaid on one or more other computer
networks, and by providing functionality corresponding to
the specified network topology without physically imple-
menting at least some of the specified network topology. For
example, the configurable network service may in some
embodiments handle communications between computing
nodes of a managed computer network 1n accordance with
its specified network topology by emulating at least some
types ol functionality that would be provided by virtual
networking devices for the managed computer network it
they were physically present, but without physically provid-
ing those networking devices. Similarly, 1n some embodi-
ments, routing communications that include routing infor-
mation for the managed computer network and that are
directed to the specified networking devices may be man-
aged without physically providing the networking devices,
such as by intercepting the routing communications and
using the routing information to update the network topol-
ogy for the managed computer network. In at least some
embodiments, some or all of the described techniques are
automatically performed by embodiments of a Network
Routing Manager (“NRM™) module and/or one or more
other modules, such as one or more NRM modules and
multiple communication manager modules that are part of a
network-accessible configurable network service that pro-
vides configurable computer networks to clients.

As noted above, the described techniques enable a user or
other entity to in at least some embodiments configure or
otherwise specily one or more networking devices for a
managed computer network being provided on behalf of the
user or enfity (e.g., virtual networking devices that are part
of a logical network topology for the managed computer
network, but that are not physically provided), and include
performing various automated actions to support such speci-
fied networking devices (e.g., mtercepting routing commu-
nications directed to virtual networking devices, and using
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routing information in the routing communications 1n vari-
ous manners), including in embodiments 1n which the man-
aged computer network 1s a virtual computer network.
Before discussing some details of providing virtual network-
ing functionality corresponding to such specified network-
ing devices for a managed computer network, some aspects
of such managed computer networks in at least some
embodiments are introduced.

In particular, a managed computer network between mul-
tiple computing nodes may be provided 1n various ways in
various embodiments, such as in the form of a wvirtual
computer network that 1s created as an overlay network
using one or more intermediate physical networks that
separate the multiple computing nodes. In such embodi-
ments, the intermediate physical network(s) may be used as
a substrate network on which the overlay virtual computer
network 1s provided, with messages and other communica-
tions between computing nodes of the overlay virtual com-
puter network being passed over the intermediate physical
network(s), but with the computing nodes being unaware of
the existence and use of the intermediate physical network
(s) 1n at least some such embodiments. For example, the
multiple computing nodes may each have a distinct physical
substrate network address that corresponds to a location of
the computing node within the intermediate physical net-
work(s), such as a substrate IP (“Internet Protocol”) network
address (e.g., an IP network address that 1s specified 1n
accordance with IPv4, or “Internet Protocol version 4,” or in
accordance with IPv6, or “Internet Protocol version 6,” such
as to reflect the networking protocol used by the interme-
diate physical networks). In other embodiments, a substrate
network on which a virtual computer network 1s overlaid
may 1itsell include or be composed of one or more other
virtual computer networks, such as other virtual computer
networks implemented by one or more third parties (e.g., by
an operator or provider of Internet or telecom inirastructure).

When computing nodes are selected to participate 1n a
managed computer network that 1s a virtual computer net-
work overlaid on a substrate network, each computing node
of the managed virtual computer network may also be
assigned one or more virtual network addresses for the
virtual computer network that are unrelated to those com-
puting nodes’ substrate network addresses, such as from a
range of virtual network addresses used for the managed
virtual computer network—in at least some embodiments
and situations, the managed virtual computer network being
provided may further use a networking protocol that 1s
different from the networking protocol used by the substrate
network (e.g., with the virtual computer network using the
IPv4 networking protocol, and the substrate computer net-
work using the IPv6 networking protocol). The computing,
nodes of the virtual computer network inter-communicate
using the virtual network addresses (e.g., by sending a
communication to another destination computing node by
specifying that destination computing node’s virtual net-
work address as the destination network address for the
communication), but the substrate network may be config-
ured to route or otherwise forward communications based on
substrate network addresses (e.g., by physical network
router devices and other physical networking devices of the
substrate network). If so, the overlay wvirtual computer
network may be implemented from the edge of the inter-
mediate physical network(s), by moditying the communi-
cations that enter the intermediate physical network(s) to use
substrate network addresses that are based on the network-
ing protocol of the substrate network, and by modifying the
communications that leave the intermediate physical net-
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work(s) to use virtual network addresses that are based on
the networking protocol of the virtual computer network.
Additional details related to the provision of such an overlay
virtual computer network are included below.

In at least some embodiments, a network-accessible con-
figurable network service (“CNS”) 1s available for use by
customers, such as a CNS provided by a corresponding CNS
system that provides and manages overlay virtual computer
networks for remote customers (e.g., users and other enti-
ties). Such a CNS service may, for example, provide and use
numerous computing nodes that are 1 one or more geo-
graphical locations (e.g., 1n one or more data centers) and
that are inter-connected via one or more intermediate physi-
cal networks. The CNS system may use various commuini-
cation manager modules at the edge of the one or more
intermediate physical networks to manage communications
for the various overlay virtual computer networks as they
enter and leave the intermediate physical network(s), and
may use one or more system manager modules to coordinate
other operations of the CNS system. For example, to enable
the communication manager modules to manage communi-
cations for the overlay virtual computer networks being
provided, the CNS system may track and use various infor-
mation about the computing nodes of each virtual computer
network being managed, such as to map the substrate
physical network address of each such computing node to
the one or more overlay virtual network addresses associated
with the computing node. Such mapping and other infor-
mation may be stored and propagated in various manners in
various embodiments, including centrally or 1n a distributed
manner, as discussed in greater detail below.

Furthermore, 1n order to provide managed virtual com-
puter networks to users and other entities, the CNS system
allows users and other enfities to interact with the CNS
system 1n at least some embodiments to configure a variety
of types of information for virtual computer networks that
are provided by the CNS system on behalf of the users or
other entities, and may track and use such configuration
information as part ol providing those virtual computer
networks. The configuration iformation for a particular
managed virtual computer network having multiple com-
puting nodes may include, for example, one or more of the
following non-exclusive list: a quantity of the multiple
computing nodes to include as part of the virtual computer
network; one or more particular computing nodes to include
as part of the virtual computer network; a range or other
group ol multiple virtual network addresses to associate with
the multiple computing nodes of the virtual computer net-
work; particular virtual network addresses to associate with
particular computing nodes or particular groups of related
computing nodes; a type of at least some of the multiple
computing nodes of the virtual computer network, such as to
reflect quantities and/or types of computing resources to be
included with or otherwise available to the computing
nodes; a geographic location at which some or all of the
computing nodes of the virtual computer network are to be
located; etc. In addition, the configuration mformation for a
virtual computer network may be specified by a user or other
entity 1n various manners in various embodiments, such as
by an executing program of the user or other enftity that
interacts with an API (*“application programming interface”)
provided by the CNS system for that purpose and/or by a
user that interactively uses a GUI (“graphical user inter-
tace”) provided by the CNS system for that purpose.

FIG. 1A 1s a network diagram illustrating an example of
a network-accessible service that provides client-configur-
able managed computer networks to clients. In particular, 1n
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this example, at least some of the managed computer net-
works may be virtual computer networks, such as virtual
computer networks that are created and configured as net-
work extensions to existing remote private computer net-
works of clients, although 1n other embodiments the man-
aged computer networks may have other forms and/or be
provided in other manners. After configuring such a man-
aged computer network being provided by the network-
accessible service, a user or other client of the network-
accessible service may interact from one or more remote
locations with the provided computer network, such as to
execute programs on the computing nodes of the provided
computer network, to dynamically modify the provided
computer network while 1t 1s 1n use, etc. In particular, in the
illustrated example of FIG. 1A, a configurable network
service (“CNS”) 105 1s available that provides functionality
to clients (not shown) over one or more public networks 100
(e.g., over the Internet) to enable the clients to access and use
managed computer networks provided to the clients by the
CNS 105, including to enable the remote clients to dynami-
cally modily and extend the capabilities of their remote
existing private computer networks using cloud computing
techniques over the public network 100. In addition, the
CNS 105 may provide functionality to enable clients to
specily logical network topology information for theirr man-
aged virtual computer networks, and i1f so provides corre-
sponding networking functionality (e.g., under control of an
NRM module of the CNS 105, such as one of the other
modules 125), as described 1n greater detail later.

In the example of FIG. 1A, a number of clients interact
over the public network 100 with a system manager module
110 of the CNS 105 to create and configure various managed
computer networks 120 being provided by the CNS 105,
with at least some of the provided computer networks 120
being private computer network extensions to remote exist-
ing client private networks 130, and with at least some such
of the provided computer network extensions 120 being
configured to enable private access from one or more
corresponding client private networks 130 over the public
network 100 (e.g., via VPN connections established over
interconnections 100aq and 1005, or via other types of private
or non-private interconnections). In this example embodi-
ment, the manager module 110 assists 1n providing func-
tionality of the CNS 105 to the remote clients, such as in
conjunction with various optional other modules 115 of the
CNS 105 and optionally various computing nodes 125
and/or networking devices (not shown) that are used by the
CNS 103 to provide the managed computer networks 120. In
at least some embodiments, the CNS manager module 110
may execute on one or more computing systems (not shown)
of the CNS 105, and may provide one or more APIs that
enable remote computing systems to programmatically
interact with the module 110 to access some or all function-
ality of the CNS 105 on behalf of clients (e.g., to create,
configure, and/or nitiate use of managed computer networks
120). In addition, 1n at least some embodiments, clients may
instead manually interact with the module 110 (e.g., via a
GUI provided by the module 110) to perform some or all
such actions.

The public network 100 1n FIG. 1A may be, for example,
a publicly accessible network of linked networks, possibly
operated by distinct parties, such as the Internet. The remote
client private networks 130 may each include one or more
existing private networks, such as a corporate or other
private network (e.g., home, university, etc.) that 1s partially
or wholly inaccessible to non-privileged users, and that
includes computing systems and/or other networked devices
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(not shown) of a client. In the illustrated example, the
provided computer networks 120 each include multiple
computing nodes (not shown), at least some of which may
be from a plurality of optional computing nodes 125 pro-
vided by or otherwise under the control of the CNS 105,
while 1 other embodiments at least some other computing
systems 135 may be used to provide some or all computing
nodes for one or more of the provided computer networks
120, such as other computing systems 135 that are provided
by or under control of the client for whom a computer
network 120 that uses those other computing systems 135 1s
provided, or other computing systems 133 that are provided
by third parties (e.g., for a fee). Each of the provided
computer networks 120 may be configured 1n various ways
by the clients for whom they are provided, such as to be an
extension to a corresponding remote computer network 130,
and may each be a private computer network that 1s acces-
sible only by the client that creates 1t, although in other
embodiments at least some computer networks provided by
the CNS 105 for clients may be publicly accessible and/or
may be standalone computer networks that are not exten-
sions to other existing computer networks 130. Similarly,
while at least some of the provided computer networks 120
in the example may be extensions to remote client computer
networks 130 that are private networks, 1n other embodi-
ments the provided computer networks 120 may be exten-
sions to other client computer networks 130 that are not
private networks.

Private access between a remote client private computer
network 130 and corresponding private computer network
extension 120 provided for a client may be enabled 1n
various ways, such as by establishing a VPN connection or
other private connection between them that allows inter-
communication over the public network 100 1n a private
manner. For example, the CNS 105 may automatically
perform appropriate configuration on 1ts computing nodes
and other computing systems to enable VPN access to a
particular private network extension 120 of a client, such as
by automatically configuring one or more VPN mechanisms
hosted by the CNS 105 (e.g., soitware and/or hardware VPN
mechanisms), and/or may automatically provide appropriate
configuration information to the client (e.g., credentials,
access points, and/or other parameters) to allow a VPN
mechanism hosted on the remote client private network 130
(e.g., a software VPN endpoint that 1s provided by one of the
multiple computing nodes of the provided network exten-
sion 120) to establish the VPN access. After VPN access has
been appropriately enabled and/or configured, a VPN con-
nection may be established between the remote client private
network and the provided private network extension, such as
initiated by the client using IPsec (“Internet Protocol Secu-
rity”’) or other appropriate communication technologies. For
example, 1n some embodiments, a VPN connection or other
private connection may be established to or between net-
works that use MPLS (*Mult1 Protocol Label Switching™)
for data transmission, such as instead of an IPsec-based VPN
connection. In addition, in the illustrated example, various
network-accessible remote resource services 140 may
optionally be available to remote computing systems over
the public network 100, including to computing nodes on the
remote client private networks 130. The resource services
140 may provide various functionality to the remote com-
puting nodes, such as for at least some of the resource
services 140 to provide remote computing nodes with access
to various types ol network-accessible computing-related
resources. Furthermore, at least some of the computer net-

works 120 that are provided by the CNS 105 may be
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configured to provide access to at least some of the remote
resource services 140, with that provided access optionally
appearing to computing nodes of the provided computer
networks 120 as being locally provided via virtual connec-
tions 117 that are part of the provided computer networks
120, although the actual communications with the remote
resource services 140 may occur over the public networks
100 (e.g., via mterconnections 1005 and 100c¢). In addition,
in at least some embodiments, multiple distinct provided
computer networks 120 may be configured to enable inter-
access with each other.

The provided computer networks 120 may each be con-
figured by clients in various manners. For example, 1n at
least some embodiments, the CNS 105 provides various
computing nodes 125 that are available for use with com-
puter networks provided to clients, such that each provided
computer network 120 may include a client-configured
quantity of multiple such computing nodes that are dedi-
cated for use as part of that provided computer network. In
particular, a client may interact with the module 110 to
configure a quantity ol computing nodes to itially be
included 1n a computer network provided for the client (e.g.,
via one or more programmatic interactions with an API
provided by the CNS 105). In addition, the CNS 105 may
provide multiple different types of computing nodes in at
least some embodiments, such as, for example, computing
nodes with various performance characteristics (e.g., pro-
cessor speed, memory available, storage available, etc.)
and/or other capabilities. If so, 1n at least some such embodi-
ments, a client may specily the types of computing nodes to
be mncluded 1n a provided computer network for the client.
In addition, in at least some embodiments, a client may
interact with the module 110 to configure network addresses
for a computer network provided for the client (e.g., via one
or more programmatic interactions with an API provided by
the CNS 105), and network addresses may later be dynami-
cally added, removed or modified for a provided computer
network of a client 1n at least some such embodiments, such
as alter the provided computer network has already been 1n
use by the client. In addition, 1n at least some embodiments,
a client may interact with the module 110 to configure
network topology information for a computer network pro-
vided for the client (e.g., via one or more programmatic
interactions with an API provided by the CNS 105), and
such network topology information may later be dynami-
cally modified for a provided computer network 1n at least
some such embodiments, such as after the provided com-
puter network has already been 1n use by the client. Fur-
thermore, 1 at least some embodiments, a client may
interact with the module 110 to configure various network
access constraint iformation for a computer network pro-
vided for the client (e.g., via one or more programmatic
interactions with an API provided by the CNS 105), and
such network access constraint information may later be
dynamically modified for a provided computer network 1n at
least some such embodiments, such as after the provided
computer network has already been in use by the client.

Network addresses may be configured for a provided
computer network in various manners 1n various embodi-
ments. For example, if a particular provided computer
network that 1s being configured 1s an extension to an
existing remote client computer network, the client may
specily one or more address ranges (e.g., a Classless Inter-
Domain Routing (“CIDR”’) address block) or other groups of
network addresses for the provided computer network that
are a subset of the network addresses used by the existing
remote client computer network, such that at least some of

10

15

20

25

30

35

40

45

50

55

60

65

8

the specified network addresses are used for the computing
nodes of the provided computer network. Such configured
network addresses may in some situations be virtual or
private network addresses that are not directly addressable
from computing systems on the public network 100 (e.g., 1f
the existing remote client computer network and the corre-
sponding provided network extension use network address
translation techmques and/or virtual networking techniques
for the client computer network and 1ts provided network
extension), while 1 other situations at least some of the
configured network addresses may be public network
addresses that are directly addressable from computing
systems on the public network 100 (e.g., a public network
address that 1s a static Internet-routable IP address or other
non-changing network address). In other embodiments, the
CNS 105 may automatically select network addresses to be
used for at least some computing nodes of at least some
provided computer networks, such as based on network
addresses that are available for use by the CNS 105, based
on selecting network addresses that are related to network
addresses used by remote existing computer networks cor-
responding to the provided computer networks, etc. Further-
more, 11 two or more of the computer networks provided by
the CNS 105 are configured to enable inter-communications
between the provided computer networks (e.g., for two or
more computer networks provided to a single customer, such
as for diflerent departments or groups within a single orga-
nization; for two or more computer networks provided to
two or more distinct customers; etc.), the CNS 105 may in
some embodiments automatically select network addresses
to be used for at least some computing nodes of those
provided computer networks to facilitate the inter-commu-
nications, such as by using different network addresses for
the various provided computer networks. In addition, 1n at
least some embodiments in which the CNS 105 provides
virtual networks to clients, such as by using overlay net-
works on a substrate network, each client may be allowed to
specily any network addresses to be used for their provided
computer networks, even 1 multiple clients specily the same
or overlapping network addresses for their respective pro-
vided computer networks—in such embodiments, the CNS
105 manages the network addresses distinctly for each
client, such that a first client may have a first computing
node associated with a particular specified network address
for the first client’s provided computer network, while a
distinct second client may have a distinct second computing
node associated with the same particular specified network
address for the second client’s provided computer network.
Once network addresses are configured or otherwise deter-
mined for a provided computer network, the CNS 105 may
assign the network addresses to various of the computing
nodes selected for the provided computer network, such as
in a random manner, by using DHCP (*Dynamic Host
Configuration Protocol”) or other techniques for dynamic
assignment of network addresses, etc.

Network topology information may be configured for a
provided computer network 1n various manners 1n various
embodiments. For example, a client may specily particular
types of networking devices (e.g., routers, switches, etc.)
and/or other network devices or nodes (e.g., load balancers,
firewalls, proxies, network storage devices, printers, etc.) to
be part of the provided computer network, and may specily
interconnectivity information between networking devices
and computing nodes. Furthermore, 1n at least some embodi-
ments, the CNS 105 may provide available computing nodes
in multiple geographical locations (e.g., 1n multiple geo-
graphically distributed data centers), and the configuration
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information specified by a client for a provided computer
network may further indicate one or more geographical
locations 1 which computing nodes of the provided com-
puter network are to be located (e.g., to provide fault
tolerance among the computing nodes of a provided com-
puter network by having them located 1n multiple geographi-
cal locations), and/or may otherwise provide information
about preferences or requirements of how the computing
nodes of the provided computer network are to interoperate
that 1s used by the CNS 105 to select one or more such
geographical locations (e.g., minimum or maximum net-
work latency or bandwidth for computing node intercom-
munications; minimum or maximum network proximity
between computing nodes; minimum or maximuim geo-
graphic proximity between computing nodes; having local
access to particular resources or functionality that 1s not
available 1n all such geographic locations; having specified
locations relative to other external computing systems, such
as to a remote computer network of the client and/or to a
remote resource service; constraints or other preferences
based on the cost of obtaining use of particular computing,
nodes and/or for particular types of interactions with par-
ticular computing nodes, such as costs associated with
providing data to and/or from those computing nodes; etc.).
As discussed in greater detail elsewhere, in at least some
embodiments, the interconnections and intercommunica-
tions between computing nodes of a provided computer
network are managed using an underlying substrate network
of the CNS 1035, and 1f so, some or all of the configured
network topology information may be simulated or other-
wise emulated 1n at least some such embodiments using the
underlying substrate network and corresponding modules of
the CNS 105. For example, each of the computing nodes
provided by the CNS 105 may be associated with a node
communication manager module of the CNS 105 that man-
ages communications to and from 1ts associated computing
node(s), and i1 so, the associated communication manager
module for a computing node may take various actions to
emulate desired functionality of a network with respect to
that computing node, as discussed in greater detail else-
where.

Network access constraint information may also be con-
figured for a provided computer network 1n various manners
in various embodiments. For example, a client may specity
information about whether and how some or all of the
computing nodes of a provided computer network are
allowed to communicate with other computing nodes of the
provided computer network and/or with other external com-
puting systems, such as based on one or more of the
following: directions of communications (incoming versus
outgoing); types ol communications (e.g., based on the types
of content included and/or the types of communication
protocols used, such as to allow HT'TP requests for text but
not images and to not allow FTP requests); locations of other
computing systems (e.g., whether part of the provided
computer network, part of a remote client computer network
corresponding to the provided computer network, part of a
remote resource service to which access has been estab-
lished, external to the provided computer network and any
corresponding remote client computer network, etc.); types

of other computing systems; etc. In a manner similar to that
for network topology information, the CNS 103 may enforce
network access constraint imnformation for provided com-
puter networks 1n various manners.
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Thus, managed computer networks may be provided for
clients 1n various manners in various embodiments, and may
be configured to have various types ol functionality in
various embodiments.

In addition, 1n at least some embodiments, the computing
nodes of the managed computer networks may be physical
computing systems and/or may be virtual machines that are
cach hosted on one or more physical computing systems,
and the communications that are handled for managed
computer networks may include transmissions of data (e.g.,
messages, packets, frames, streams, etc.) in various formats.
As previously noted, some or all computing nodes used for
a particular provided overlay virtual computer network may
in some embodiments be provided by the CNS system for
use by users, while 1n other embodiments some or all such
computing nodes may instead be provided by a user who
uses those computing nodes. Furthermore, 1n at least some
situations, an embodiment of the CNS system may be part
of or otherwise afliliated with a program execution service
(or “PES”) that executes multiple programs on behalf of
multiple customers or other users of the service, such as a
program execution service that uses multiple computing
systems on multiple physical networks (e.g., multiple physi-
cal computing systems and networks within a data center).
In at least some such embodiments, virtual computer net-
works to which computing nodes belong may be selected
based on associated users, such as based on the computing
nodes executing programs on behalf of a user or other entity.

As previously noted, a virtual computer network may 1n
some embodiments be provided as an overlay network that
uses one or more intermediate physical networks as a
substrate network, and one or more such overlay virtual
computer networks may be implemented over the substrate
network 1 various ways in various embodiments. For
example, 1n at least some embodiments, communications
between nodes of an overlay virtual computer network are
managed by sending those communications over the sub-
strate network without encapsulating the communications,
such as by embedding virtual network address information
for a computing node of the virtual computer network (e.g.,
the destination computing node’s virtual network address) in
a larger physical network address space used for a network-
ing protocol of the one or more intermediate physical
networks. As one illustrative example, a virtual computer
network may be implemented using 32-bit IPv4 network
addresses, and those 32-bit virtual network addresses may
be embedded as part of 128-bit IPv6 network addresses used
by the one or more intermediate physical networks, such as
by re-headering communication packets or other data trans-
missions (e.g., using Stateless IP/ICMP Translation, or
SIIT), or otherwise modifying such data transmissions to
translate them from a first networking protocol for which
they are configured to a distinct second networking protocol.
As another illustrative example, both the virtual computer
network and substrate computer network may be imple-
mented using the same network addressing protocol (e.g.,
IPv4 or IPv6), and data transmissions sent via the provided
overlay virtual computer network using virtual network
addresses may be modified to use different physical network
addresses corresponding to the substrate network while the
transmissions are sent over the substrate network, but with
the original virtual network addresses being stored in the
modified data transmissions or otherwise tracked so that the
data transmissions may be restored to their original form
when they exit the substrate network. In other embodiments,
at least some of the overlay computer networks may be
implemented using encapsulation of communications. Addi-
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tional details related to SIIT are available at “Request For
Comments 2765—Stateless IP/ICMP Translation Algo-

rithm”, February 2000, at
tools<dot>1eti<dot>org<slash>html <slash>ric2765 (where
<dot> and <slash> are replaced by the corresponding char-
acters with those names), which 1s hereby incorporated by
reference 1n its entirety. More generally, 1n some embodi-
ments when implementing a first overlay network using a
second substrate network, an N-bit network address that 1s
specified for the first overlay network 1n accordance with a
first network addressing protocol may be embedded as part
ol another M-bit network address that 1s specified for the
second substrate network in accordance with a second
network addressing protocol, with “N” and “M” being any
integers that correspond to network addressing protocols. In
addition, 1n at least some embodiments, an N-bit network
address may be embedded 1n another network address using
more or less than N bits of the other network address, such
as 11 a group of N-bit network addresses of interest may be
represented using a smaller number of bits (e.g., with L-bit
labels or identifiers being mapped to particular N-bit net-
work addresses and embedded in the other network
addresses, where “L”" 1s less than “N™).

Various benefits may be obtained from embedding virtual
network address information 1n substrate network addresses
for an underlying substrate network, including enabling an
overlay of the virtual computer network on the substrate
network without encapsulating communications or config-
uring physical networking devices of the substrate network,
as discussed in greater detail below. Furthermore, other
information may similarly be embedded 1n the larger physi-
cal network address space for a communication between
computing nodes 1n at least some embodiments and situa-
tions, such as an identifier specific to a particular virtual
computer network that includes those computing nodes
(e.g., a virtual computer network for a user or other entity on
whose behalf those computing nodes operate), an 1dentifier
corresponding to a particular virtual local area network, etc.
Additional details related to provision of such virtual com-
puter networks via use of overlay networks are included
below.

Furthermore, 1n addition to managing configured network
topologies for provided virtual computer networks, the CNS
system may use the described techniques to provide various
other benefits 1n various situations, such as limiting com-
munications to and/or from computing nodes of a particular
virtual computer network to other computing nodes that
belong to that virtual computer network. In this manner,
computing nodes that belong to multiple virtual computer
networks may share parts of one or more intermediate
physical networks, while still maintaining network 1solation
for computing nodes of a particular virtual computer net-
work. In addition, the use of the described techniques also
allows computing nodes to easily be added to and/or
removed from a virtual computer network, such as to allow
a user to dynamically modily the size of a virtual computer
network (e.g., to dynamically modify the quantity of com-
puting nodes to reflect an amount of current need for more
or less computing resources). Furthermore, the use of the
described techniques also supports changes to an underlying
substrate network—{for example, 1f the underlying substrate
network 1s expanded to include additional computing nodes
at additional geographical locations, existing or new virtual
computer networks being provided may seamlessly use
those additional computing nodes, since the underlying
substrate network will route communications to and from
the substrate network addresses for those additional com-
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puting nodes in the same manner as for other previously
existing substrate network computing nodes. In at least some
embodiments, the underlying substrate network may be of
any size (e.g., spanning multiple countries or continents),
without regard to network latency between computing nodes
at different locations.

At least some such benefits may similarly apply for
logical sub-networks (or “subnets™) that are specified for
such a particular provided virtual computer network, with
the substrate network functionality used to emulate various
functionality corresponding to the specified logical subnets.
For example, the use of the underlying substrate network
may enable different computing nodes assigned to a par-
ticular logical subnet to be located at any position within the
substrate network, with the substrate network forwarding
communications to destination computing nodes based on
those destination computing nodes’ substrate network
addresses. As such, the substrate network may support any
specified logical subnets, without any configuration regard-
ing such specified logical subnets and without any other use
of information about such specified logical subnets, and with
the CNS system modules (e.g., communication manager
modules) mstead managing the corresponding functionality
from the logical edges of the substrate network where the
CNS system modules connect to the substrate network. In
addition, modules of the CNS system may similarly operate
to limit communications within a particular provided virtual
computer network to occur only between computing nodes
assigned to particular logical subnets specified for the pro-
vided computer network, 11 so configured, such as by
authorizing whether to forward particular communications
to 1ndicated destination computing nodes and by directing
communications to particular computing nodes selected to
act as destination computing nodes, so as to provide network
isolation for computing nodes assigned to those specified
logical subnets.

For 1illustrative purposes, some embodiments are
described below 1n which specific types of computing nodes,
networks, communications, network topologies, and con-
figuration operations are performed. These examples are
provided for illustrative purposes and are simplified for the
sake of brevity, and the mmventive techniques may be used 1n
a wide variety ol other situations, some of which are
discussed below.

FIG. 1B 1s a network diagram illustrating an example
embodiment of configuring and managing communications
between computing nodes belonging to a virtual computer
network, by overlaying the virtual computer network and the
communications on one or more mtermediate physical net-
works 1n a manner transparent to the computing nodes of the
virtual computer network. In this example, the configuring
and managing of the communications 1s facilitated by a
system manager module, a network routing manager mod-
ule, and multiple communication manager modules of an
example embodiment of the CNS system. The example CNS
system may be used, for example, 1n conjunction with a
publicly accessible program execution service (not shown),
or instead may be used 1n other situations, such as with any
use of virtual computer networks on behalf of one or more
entities (e.g., to support multiple virtual computer networks
for different parts of a business or other organization on a
private network of the organization).

The 1llustrated example includes an example data center
190 with multiple physical computing systems operated on
behalf of the CNS system. The example data center 190 1s
connected to an internet 185 external to the data center 190,
which provides access to one or more computing systems
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1454 via private network 165, to one or more other globally
accessible data centers 160 that each have multiple comput-
ing systems (not shown), and to one or more other comput-
ing systems 1455. The internet 185 may be, for example, a
publicly accessible network of networks (possibly operated
by various distinct parties), such as the Internet, and the
private network 165 may be, for example, a corporate
network that 1s wholly or partially inaccessible from com-
puting systems external to the private network 165. Com-
puting systems 1455 may be, for example, home computing,
systems or mobile computing devices that each connects
directly to the Internet (e.g., via a telephone line, cable
modem, a Digital Subscriber Line (“DSL”), cellular network
or other wireless connection, etc.).

The example data center 190 includes a number of
physical computing systems 106a-106d4 and 155a-155n, as
well as a Communication Manager module 150 that
executes on one or more other computing systems or devices
(not shown) to manage communications for the associated
computing systems 1535a-1557, an external Communication
Manager module 108 that executes on one or more other
computing systems or devices (not shown) to manage exter-
nal communications that pass 1 and out of the data center
190 over the internet 185, a System Manager module 110
that executes on one or more computing systems (not
shown), and a Network Routing Manager module 170 that
executes on one or more computing systems (not shown).
While not illustrated here, in some embodiments one or
more other modules may also be present and executing on
one or more computing systems or devices of the data center
190, and the System Manager module 110 and/or the Net-
work Routing Manager module 170 may have one or more
associated Communication Manager modules that manage
information sent to and from the modules 110 and 170. In
this example, each physical computing system 106a-106d
hosts multiple wvirtual machine computing nodes and
includes an associated virtual machine (“VM”) communi-
cation manager module (e.g., as part of a virtual machine
hypervisor monitor for the physical computing system),
such as VM Communication Manager module 1092 and
multiple virtual machines 107a on host computing system
106a, and such as VM Communication Manager module
1094 and multiple virtual machines 1074 on host computing
system 1064. Physical computing systems 155a-1557% do not
execute any virtual machines 1n this example, and thus may
cach act as a computing node that directly executes one or
more software programs on behalf of a user. The Commu-
nication Manager module 150 that manages communica-
tions for the associated computing systems 155a-1557 may
be implemented as part of various types of devices, such as,
for example, a proxy computing device, a firewall device, or
a networking device (e.g., a switch, router, hub, etc.) through
which communications to and from the physical computing,
systems travel. Similarly, the Communication Manager
module 108 that manages communications between the data
center 190 and the internet 185 may be implemented as part
of various types of devices, such as, for example, a firewall
device, a network address translation (“NAT™) device, one
or more load balancer devices, the edge router 127¢, or
another networking device. In other embodiments, all or
none of the physical computing systems at the data center
may host virtual machines.

This example data center 190 further includes multiple
physical networking devices, such as switches 119a-1195,
edge router devices 127aq-127¢, and core router devices
132a-132¢. Switch 119q 1s part of a physical sub-network
that includes physical computing systems 106a-106¢, and 1s
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connected to edge router 127a. Switch 1195 1s part of a
distinct physical sub-network that includes physical com-
puting systems 1064 and 155aq-155n, as well as the com-
puting systems providing the Communication Manager
module 150, the System Manager module 110, and the
Network Routing Manager module 170, and 1s connected to
edge router 1275b. The physical sub-networks established by
switches 1194-1195, 1n turn, are connected to each other and
other networks (e.g., the internet 185) via an intermediate
interconnection network 122, which includes the edge rout-
ers 127a-127¢ and the core routers 132a-132¢. The edge
routers 127a-127¢ provide gateways between two or more
physical sub-networks or networks. For example, edge
router 127a provides a gateway between the physical sub-
network established by switch 119a and the interconnection
network 122, while edge router 127¢ provides a gateway
between the interconnection network 122 and internet 185
(e.g., via the module 108). The core routers 132a-132¢
manage communications within the interconnection network
122, such as by routing or otherwise forwarding packets or
other data transmissions as appropriate based on character-
istics of such data transmissions (e.g., header information
including source and/or destination addresses, protocol 1den-
tifiers, etc.) and/or the characteristics of the interconnection
network 122 itself (e.g., routes based on the physical net-
work topology, etc.).

The illustrated System Manager module and Communi-
cation Manager modules may perform at least some of the
described techniques 1n order to configure, authorize and
otherwise manage communications sent to and from asso-
ciated computing nodes, including to support providing
various virtual networking functionality for one or more
virtual computer networks that are provided using various of
the computing nodes, and/or to support providing various
emulated functionality for one or more virtual networking
devices that are configured for one or more such provided
virtual computer networks. Such functionality may further
be supported 1n at least some embodiments by one or more
Network Routing Manager modules, such as Network Rout-
ing Manager module 170, which assist in determiming and
configuring routing information to be used to support pro-
vided virtual computer networks, as discussed in greater
detail below. For example, Communication Manager mod-
ule 1094 manages associated virtual machine computing
nodes 107q, Commumcation Manager module 1094 man-
ages associated virtual machine computing nodes 1074, and
cach of the other Communication Manager modules 109 and
150 may similarly manage communications for a group of
one or more other associated computing nodes. The 1llus-
trated Communication Manager modules may configure
communications between computing nodes so as to overlay
one or more particular virtual networks over one or more
intermediate physical networks that are used as a substrate
network, such as over the interconnection network 122, and
sO as to support one or more virtual networking devices for
such an overlaid particular virtual network that are not
physically provided. Furthermore, a particular virtual com-
puter network may optionally be extended beyond the data
center 190 1n some embodiments, such as 1f one or more
other data centers 160 also provide computing nodes that are
available for use by the example CNS system, and the
particular virtual network includes computing nodes at two
or more such data centers at two or more distinct geographi-
cal locations. Multiple such data centers or other geographi-
cal locations of one or more computing nodes may be
inter-connected 1n various manners, including the following:
directly via one or more public networks 1n a non-private
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manner, or via a private connection, not shown (e.g., a
dedicated physical connection that 1s not shared with any
third parties, such as a leased line; a VPN or other mecha-
nism that provides the private connection over a public
network; etc.). In addition, while not illustrated here, other
such data centers or other geographical locations may each
include one or more other Communication Manager mod-
ules that manage communications for computing systems at
that data center or other geographical location, such as
Communication Manager modules similar to module 108
that manage external communications for their data centers.

In addition, a particular virtual computer network may
optionally be extended beyond the data center 190 1n other
manners in other embodiments, such as based on one or
more other Communication Manager modules external to
the data center 190 (e.g., 1 another Communication Man-
ager module 1s made part of private network 165, so as to
manage communications for computing systems 143a over
the internet 1835 and private network 163; etc.). Thus, for
example, 11 an organization operating private network 165
desires to virtually extend its private computer network 163
to one or more of the computing nodes of the data center
190, it may do so by implementing one or more Commu-
nication Manager modules as part of the private network 165
(e.g., as part of the interface between the private network
165 and the internet 185)—in this manner, computing sys-
tems 145a within the private network 165 may communicate
with those data center computing nodes as 1f those data
center computing nodes were part of the private network. In
other embodiments, the private computer network 165 may
instead be extended to one or more computing nodes of the
data center 190 by the module 108 of the data center 190
managing the communications between computing nodes of
the private network 165 and particular data center 190
computing nodes.

Thus, as one illustrative example, one of the wvirtual
machine computing nodes 107a on computing system 1064
(in this example, virtual machine computing node 107a1)
may be part of the same provided virtual computer network
as one of the virtual machine computing nodes 1074 on
computing system 1064 (in this example, virtual machine
computing node 10741), and may further both be assigned
to a specified logical subnet of that virtual computer network
that includes a subset of the computing nodes for that virtual
computer network, such as with the IPv4 networking pro-
tocol being used to represent the virtual network addresses
tor the virtual computer network. The virtual machine 107a1
may then direct an outgoing communication (not shown) to
the destination virtual machine computing node 10741, such
as by specifying a virtual network address for that destina-
tion virtual machine computing node (e.g., a virtual network
address that 1s umique for the local broadcast domain of the
specified subnet). The Communication Manager module
109a receives the outgoing communication, and 1n at least
some embodiments determines whether to authorize the
sending of the outgoing communication, such as based on
previously obtained information about the sending virtual
machine computing node 10741 and/or about the destination
virtual machine computing node 10741 (e.g., information
about virtual computer networks and/or entities with which
the computing nodes are associated, information about any
specified logical subnets to which the computing nodes
belong, etc.), and/or by dynamically interacting with the
System Manager module 110 (e.g., to obtain an authoriza-
tion determination, to obtain some or all such information,
etc.). By not delivering unauthorized communications to
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computing nodes, network 1solation and security of entities’
virtual computer networks 1s enhanced.

If the Communication Manager module 109a determines
that the outgoing communication 1s authorized (or does not
perform such an authorization determination), the module
109a determines the actual physical network location cor-
responding to the destination virtual network address for the
communication. For example, the Communication Manager
module 109q may determine the actual destination network
address to use for the virtual network address of the desti-
nation virtual machine 10741 by dynamically interacting
with the System Manager module 110, or may have previ-
ously determined and stored that information (e.g., 1n
response to a request from the sending virtual machine
107a1 for information about that destination virtual network
address, such as a request that the virtual machine 1074l
specifies using Address Resolution Protocol, or ARP). The
Communication Manager module 109a then re-headers or
otherwise modifies the outgoing communication so that it 1s
directed to Communication Manager module 1094 using an
actual substrate network address, such as 1 Communication
Manager module 1094 1s associated with a range of multiple
such actual substrate network addresses. FIGS. 2A-2E pro-
vide examples of doing such communication management in
some embodiments, including to emulate functionality cor-
responding to one or more virtual networking devices speci-
fied for the virtual network that are not physically provided.

When Communication Manager module 1094 receives
the communication via the mterconnection network 122 in
this example, it obtains the virtual destination network
address for the communication (e.g., by extracting the
virtual destination network address from the communica-
tion), and determines to which of the virtual machine
computing nodes 1074 managed by the Communication
Manager module 1094 that the communication 1s directed.
The Communication Manager module 1094 next determines
whether the communication 1s authorized for the destination
virtual machine computing node 10741, with examples of
such authorization activities discussed in further detail 1n the
examples of FIGS. 2A-2E. If the communication 1s deter-
mined to be authorized (or the Communication Manager
module 1094 does not perform such an authorization deter-
mination), the Communication Manager module 1094 then
re-headers or otherwise modifies the incoming communica-
tion so that 1t 1s directed to the destination virtual machine
computing node 10741 using an appropnate virtual network
address for the virtual computer network, such as by using
the sending virtual machine computing node 10741’s virtual
network address as the source network address and by using
the destination virtual machine computing node 10741’s
virtual network address as the destination network address.
The Communication Manager module 1094 then forwards
the modified communication to the destination virtual
machine computing node 10741. In at least some embodi-
ments, before forwarding the incoming communication to
the destination virtual machine, the Communication Man-
ager module 1094 may also perform additional steps related
to security, as discussed 1n greater detail elsewhere.

In addition, while not illustrated in FIG. 1B, in some
embodiments the various Communication Manager modules
may take further actions to provide virtual networking
functionality corresponding to a specified network topology
for the provided virtual computer network (e.g., for one or
more virtual networking devices for the provided virtual
computer network), such as by managing communications
between computing nodes of the provided virtual computer
network 1n specified manners and by responding to other
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types of requests sent by computing nodes of the virtual
computer network. For example, although being separated
from computing node 10741 on physical computing system
106a by the interconnection network 122 1n the example
embodiment of FIG. 1B, virtual machine computing node
10741 on physical computing system 1064 may be config-
ured to be part of the same logical sub-network of the virtual
computer network as computing node 10741 (e.g., to not be
separated by any specified router devices). Conversely,
despite the physical proximity of virtual machine computing
node 107¢1 on physical computing system 106¢ to virtual
machine computing node 107al1 on physical computing
system 106a (1.e., being part of the same physical sub-
network without any intervening physical router devices) in
the example embodiment of FIG. 1B, computing node 107¢1
may be configured to be part of a distinct logical sub-
network of the virtual computer network from that of
computing node 10741 (e.g., may be configured to be
separated by one or more specified router devices, not
shown, which 1n this example are virtual router devices that
are not physically provided for the virtual computer net-
work). ITf computing nodes 107a1 and 10741 are configured
to be part of the same logical sub-network, the previous
example of sending a communication from computing node
107al to computing node 10741 may be performed 1n the
manner previously described, without emulating the actions
of any intervening virtual router devices (despite the use of
multiple physical router devices 1n the substrate intercon-
nection network 122 for forwarding the communication),
since computing nodes 10741 and 10741 are configured to
be part of single sub-network in the specified network
topology.

However, if computing node 10741 sends an additional
communication to computing node 1071, the Communica-
tion Manager modules 1094 and/or 109¢ on the host com-
puting systems 106a and 106¢ may perform additional
actions that correspond to one or more virtual specified
router devices configured 1n the specified network topology
to separate the computing nodes 107a1 and 107¢1. For
example, the source computing node 10741 may send the
additional communication in such a manner as to initially
direct 1t to a first of the virtual specified router devices that
1s configured to be local to computing node 10741 (e.g., by
including a virtual hardware address in the header of the
additional communication that corresponds to that first vir-
tual specified router device), with that first virtual specified
router device being expected to forward the additional
communication on toward the destination computing node
107¢c1 via the specified logical network topology. If so, the
source Communication Manager module 109¢ may detect
that forwarding of the additional communication to the
virtual first router device (e.g., based on the virtual hardware
address used 1n the header of the additional communication),
or otherwise be aware of the configured network topology
for the virtual computer network, and may take actions to
emulate functionality of some or all of the virtual specified
router devices that are configured 1n the specified network
topology to separate the computing nodes 107a1 and 107¢1.
For example, each virtual router device that forwards the
additional communication may be expected to take actions
such as moditying a TTL (*“time to live™) hop value for the
communication, modily a virtual destination hardware
address that 1s specified for the commumnication to indicate
the next intended destination of the additional communica-
tion on a route to the destination computing node, and/or
otherwise modily the communication header. If so, the
source Communication Manager module 109a may perform
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some or all of those actions before forwarding the additional
communication directly to the destination Communication
Manager module 109¢ over the substrate network (in this
case, via physical switch device 119q) for provision to
destination computing node 107¢1. Alternatively, some or
all such additional actions to provide the virtual networking
functionality for the sent additional communication may
instead be performed by the destination Communication
Manager module 109¢ after the additional communication 1s
forwarded to the Communication Manager module 109¢ by
the Communication Manager module 109a.

By providing virtual networking functionality using the
described techniques, the CNS system provides various
benefits. For example, because the various Communication
Manager modules manage the overlay virtual network and
may emulate functionality of virtual networking devices,
specified networking devices and other network topology do
not need to be physically implemented for virtual computer
networks being provided, and thus corresponding modifica-
tions are not needed to the interconnection network 122 or
switches 1194-11956 to support particular configured net-
work topologies. Nonetheless, 11 the computing nodes and
software programs of a virtual computer network have been
configured to expect a particular network topology for the
provided virtual computer network, the appearance and
functionality of that network topology may nonetheless be
transparently provided for those computing nodes by the
described techniques.

Thus, various aspects of providing managed computer
networks are described above, as well as elsewhere 1n this
document, including to support virtual computer networks
that are overlaid on an underlying substrate network.

In addition, as previously noted, the described techniques
include performing various additional actions 1n at least
some embodiments to support networking devices specified
for managed computer networks, such as for virtual net-
working devices that are not physically provided and whose
functionality 1s emulated, with the modules of a configurable
network service being configured to perform various auto-
mated operations to support such emulated functionality.

In particular, 1n at least some embodiments 1n which a
network-accessible configurable network service supports
virtual networking devices that are not physically provided
for managed computer networks, the configurable network
service may perform various actions to enable the virtual
networking devices to participate 1n routing protocols 1n the
same manner or a similar manner as would an actual
physically provided networking device of the managed
computer network. Such routing protocols generally enable
network routers and other networking devices of a computer
network, as well as other computing nodes that provide
functionality to facilitate handling communications for the
computer network, to commumicate with each other and
exchange various types ol routing information, so that
network topology and optionally network operation charac-
teristics may be shared and used throughout the computer
network. For example, some routing protocols determine
best paths to destinations based on the minimum number of
hops or on some other minimum distance measure, and
exchange routing information that may include routing
tables indicating a total distance “cost” and next best hop for
each known destination—thus, a network router that
receives such routing table information may update its own
routing table 1f the received routing information includes
any “better” (1.e., lower cost) routes to known destinations,
as well as to add information for any previously unknown
destinations. Other routing protocols determine best paths to



US 11,336,529 B2

19

destinations based on various cost measures that are not
limited to minimum distance, such as to instead or also
consider information such as actual network bandwidth,
latency, reliability, load, etc.}—such other routing protocols
may exchange routing information that includes connectiv-
ity-related information (e.g., who are a sending router’s
nearest neighbors) and optionally network operation char-
acteristics information. A network router that receives such
connectivity-related information may use 1t to optionally
update 1ts map of the connectivity of the various routers in
the network, which 1t may then use to calculate the current
best paths from 1tself to the various destinations. The types
ol destinations that a routing protocol may represent when
using such cost information or other information may
include, for example, a range of IP addresses (e.g., IPv4
addresses, IPv6 addresses, etc.) that are represented by an IP
address prefix, or instead one or more network addresses that
are represented in another form (e.g., using MPLS labels).
Typically, each router will generate a subset of the set of
total routing information (also referred to as a “routing
table” and/or “Routing Information Base,” or “RIB”) that it
has obtained, with the generated subset (referred to as a
“forwarding table” and/or “Forwarding Information Base,”
or “FIB”) including only the preferred routes (e.g., one route
for each IP address prefix), as determined based on the
routing protocol 1n use and available information. Each
router’s generated FIB 1s used to rapidly make forwarding
decisions for network communication packets that are
received. In addition, 1n some situations, a router may
generate and store multiple alternative routes for a destina-
tion as part of its FIB information, such as to represent
ECMP (*Equal Cost Multi-Path™) routing information that 1s
received—il so, the router may use various techmques to
select a particular one of the routes when forwarding a
network packet to that destination. Thus, each router waill
typically make its own decisions regarding how to route
network communication packets in an attempt to maximize
the local operation of the network near the router, using
whatever mformation 1s locally available to the router.

In at least some situations 1n which an embodiment of a
configurable network service provides a managed computer
network as a virtual computer network overlaid on a sub-
strate network, such routing information for the wvirtual
computer network 1s not needed by the configurable network
service to determine how to send network communications
to their final destinations. For example, i the configurable
network service tracks the location in the substrate network
of each computing node that is part of the virtual computer
network, then network communications may 1n some situ-
ations be forwarded to a destination computing node over
the substrate network without using routing information for
the virtual computer network (although optionally modify-
ing the network communications to make changes that
would have been made by appropriate virtual networking,
devices of the virtual computer network 1f they were physi-
cally provided and used to forward the network communi-
cations, as discussed 1n greater detail elsewhere). However,
the network topology and other configuration for the virtual
computer network may influence how network communica-
tions are forwarded between computing nodes 1n at least
some other situations. As a simple 1illustrative example,
consider a virtual computer network that 1s configured into
two logical subnets, with one of the virtual network com-
puting nodes acting as a firewall that has distinct network
interfaces 1 each of the two logical subnets to facilitate
handling inter-subnet network communications by perform-
ing analysis of and possibly interdiction of such network
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communications that pass through it. In such a situation, 1f
the sending and destination computing nodes for a network
communication are in separate logical subnets, the config-
urable network service does not merely forward the com-
munication over the substrate network directly to the desti-
nation computing node—instead, the logical network
topology for the virtual computer network dictates that the
configurable network service forward the communication
from the sending computing node over the substrate network
to the intermediate firewall device computing node for
handling, with the communication sent to the network
interface of the firewall device computing node that is
connected to the sending computing node’s logical subnet.
If the firewall device computing node passes the communi-
cation on (optionally with modifications), the configurable
network service then further forwards the communication
over the substrate network from the other network interface
of the firewall device computing node in the other logical
subnet to the ultimate destination computing node.

In at least some embodiments and situations, the routing
information that 1s forwarded over a managed virtual com-
puter network by computing nodes of the virtual computer
network may be of use to the configurable network service
in various manners, including to update network topology
information for the virtual computer network. For example,
as a continuation of the prior example having a virtual
computer network with two logical subnets, the client asso-
ciated with the virtual computer network may have 1nitially
configured the network topology of the virtual computer
network to have the two logical subnets and to have them
separated by at least one specified virtual network router or
other virtual networking device, but not have mitially con-
figured any 1mtermediate firewall device between the logical
subnets. As discussed in greater detail elsewhere, such initial
configuration information may be supplied by the client
using an API of the configurable network service, or instead
in other manners. In addition, as noted above, 1n such a
situation, commumnications that are mnitially forwarded
between computing nodes in separate logical subnets may be
directly sent to the destination computing node over the
substrate network, without having the communications pass
through any intermediate computing nodes of the virtual
computer network. However, after the virtual computer
network 1s 1n use and one or more such network communi-
cations have been forwarded between computing nodes, the
client may dynamically make changes to the virtual com-
puter network that aflect the network topology of the virtual
computer network. As one example, the client may execute
firewall-related software on one of the computing nodes of
the virtual computer network, and that new firewall com-
puting node may begin to act as the firewall device 1n the
prior example, so as to analyze communications that pass
between computing nodes of the two logical subnets. In
order to detect this network topology change and take
appropriate actions, the configurable network service may
intercept routing-related communications that are sent by the
new firewall device 1n accordance with whatever routing
protocol 1s used for the virtual computer network, and use
the routing information included in those routing-related
communications to detect the location and operation of the
new firewall device, such as based on the network interfaces
of the new firewall device 1n the two logical subnets. In this
manner, the configurable network service will determine to
route subsequent network commumnications between the
logical subnets via the firewall device, using the network
interfaces of the firewall device, 1n the manner previously
discussed.
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Various routing protocols are defined and 1n use, and 1n at
least some embodiments, the configurable network service
may support the use of some or all of the various protocols
(e.g., with a first managed virtual computer network that 1s
provided by the configurable network service using a first
routing protocol, with a distinct second managed virtual
computer network that 1s provided by the configurable
network service using one or more distinct second routing,
protocols, etc., and with the configurable network service
extracting and using routing information sent using the
various routing protocols for the various managed virtual
computer networks). A non-exclusive list of predefined
routing protocols that may be supported by embodiments of
the configurable network service includes the following:
OSPF (Open Shortest Path First); IS-IS (Intermediate Sys-
tem to Intermediate System); BGP (Border Gateway Proto-
col); RIP (Routing Information Protocol); IGRP (Interior
Gateway Routing Protocol); FIGRP (Enhanced Interior
Gateway Routing Protocol); RSVP (Resource ReSerVation
Protocol); GARP (gratuitous address resolution protocol);
etc. Moreover, by supporting multiple routing protocols that
are 1n use by a single managed virtual computer network, the
configurable network service may in some embodiments
enable more consistent and/or accurate routing information
to be provided to computing nodes of the managed virtual
computer network that participate in one or more of those
routing protocols. For example, consider a situation in which
the managed virtual computer network has a first computing
node that uses a first routing protocol (e.g., BGP), which 1s
connected to a second computing node that uses a distinct
second routing protocol (e.g., OSPF), and the second com-
puting node 1s connected to one or more other third com-
puting nodes that also use the first routing protocol. In this
situation, routing information that the first computing node
receives using the first routing protocol would typically be
converted to the second routing protocol for the second
computing node, and then later converted back to the first
routing protocol for the third computing node(s )—however,
such conversions may result in the routing information that
1s provided to the third computing nodes using the first
routing protocol being different from the routing information
that was onginally provided to the first computing node
using the first routing protocol (e.g., with respect to cost
information for particular routing paths or other information
related to connectivity). Instead, some embodiments of the
configurable network service may 1nstead manage the rout-
ing information that 1s provided to the third computing
nodes using the first routing protocol to ensure that it 1s the
same as or otherwise consistent with the routing information
received by the first computing node. More generally, 1T a
particular group of routing information 1s sent to various
computing nodes of a managed virtual computer network
using two or more routing protocols, some embodiments of
the configurable network service may manage that routing,
information to assist in maintaining consistency between the
various routing protocols’ routing information.

In addition, various types ol computing nodes may send
routing information to the virtual networking devices of
managed virtual computer networks in various embodi-
ments. Such computing nodes may be provided by the
configurable network service and part of the virtual com-
puter networks for which they send routing information
(e.g., under control of the client for whom the wvirtual
computer network 1s being provided), or may include other
types of computing nodes that are not part of the virtual
computer networks. For example, i a client operates a
separate computer network that interacts with a managed
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virtual computer network provided by an embodiment of the
configurable network service (e.g., a remote computer net-
work for which the managed virtual computer network 1s an
extension), such as may interact via one or more VPN
connections or other connections, one or more computing
nodes of the other computer network may in some embodi-
ments and situations send routing-related communications
that include such routing mnformation of potential use to the
configurable network service. In addition, the types of
computing nodes that send such routing-related communi-
cations may be actual network routers or other actual
networking devices (e.g., provided by and under control of
the configurable network service and/or provided by and
under control of a client for whom a managed virtual
computer network 1s being provided), and/or various other
types of computing nodes that may be configured (e.g., via
soltware) to provide at least some types of functionality
related to handling network communications (e.g., firewalls;
proxy devices; load balancers; VPN endpoints; intrusion
detection and/or prevention systems; etc.), such as comput-
ing nodes of a managed virtual computer network provided
for a client that are configured by the client to operate as
virtual appliances for the virtual computer network.

In addition, 1 order to facilitate handling of routing-
related communications from other computing nodes to
virtual networking devices of managed virtual computer
networks, embodiments of the configurable network service
may further take various actions to represent the virtual
networking devices to the other computing nodes. In par-
ticular, the configurable network service may in some
embodiments assign at least one network address for a
virtual computer network to each virtual networking device
for the virtual computer network, so as to enable routing-
related communications to be directed to the virtual net-
working devices using those assigned virtual network
addresses. For example, 1 a client specifies configuration
information that indicates multiple wvirtual network
addresses to be used with a managed virtual computer
network, each of the multiple computing nodes of the
managed virtual computer network may be assigned at least
one of those multiple virtual network addresses, and each of
the virtual networking devices may be assigned at least one
other of those virtual network addresses that 1s distinct from
the virtual network addresses used for the multiple comput-
ing nodes (and for the other virtual networking devices). As
discussed 1n greater detail elsewhere, when network com-
munications are recerved by the configurable network ser-
vice that are directed to a virtual network address assigned
to a virtual networking device, the configurable network
service may intercept the communications, extract the rout-
ing information from the communications, and use the
extracted routing information in various manners. In addi-
tion, 1n at least some embodiments, the configurable network
service may further take actions to send routing information
to other computing nodes of a managed virtual computer
network (e.g., to send routing-related communications that
are spooled to be or otherwise identified as being from
virtual networking devices of the managed virtual computer
network), such as 1n accordance with the routing protocol(s)
used for that managed virtual computer network. Such
routing information may be sent to computing nodes of the
managed virtual computer network, for example, for one or
more of the following reasons: to forward routing informa-
tion directed to the virtual networking devices from other
computing nodes; to provide updates about routing-related
changes that a client has made to the managed virtual
computer network by moditying configuration information
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for the virtual computer network, such as modifying net-
work topology information via an API of the configurable
network service; etc. Thus, 1n at least some embodiments
and situations, clients to whom managed virtual computer
networks are provided may be unaware that the wvirtual
networking devices of their managed virtual computer net-
works are not physically provided devices with which the
other computing nodes are actually interacting, based on the
actions of the configurable network service to emulate
various functionality of those virtual networking devices,
including corresponding to routing-related communications.

As previously noted, routing-related communications that
are directed to virtual networking devices of managed
virtual computer networks may be imtercepted and used by
the configurable network service in various situations. For
example, 1n at least some embodiments, each computing
node of a managed virtual computer network has an asso-
ciated communication manager module of the configurable
network service that manages communications for the com-
puting node. In such embodiments, those communication
manager modules may perform at least some of the
described techniques. For example, when such a communi-
cation manager module receives a routing-related commu-
nication from one of the computing nodes that 1t manages
that 1s directed to a virtual networking device, the commu-
nication manager module may identify that intended desti-
nation as being a virtual networking device (e.g., based on
the destination virtual network address used, based on a
particular routing protocol used for the communication,
etc.), and 1nstead process the routing-related communication
so as to enable the routing information 1n the communication
to be used by the configurable network service. In some
embodiments, the communication manager module may
extract the routing information from the routing-related
communication, and forward the extracted routing informa-
tion to another module of the configurable network service
for further processing (e.g., to a Network Routing Manager,
or NRM, module). Furthermore, 1f a response message
would typically be provided by the intended destination
virtual networking device based on the routing protocol in
use, the local communication manager module may generate
and provide a spooied response to the sender as appropriate
that 1s indicated to be from the virtual networking device. In
other embodiments, the various communication manager
modules may instead forward the routing-related commu-
nications to the NRM module (or other module) for similar
processing by the NRM module, such as to enable the NRM
module to extract the routing information. As previously
noted, in at least some embodiments, the communication
manager modules and/or the NRM module may support
multiple distinct routing protocols.

When the NRM module receirves routing information
from a routing-related communication directed to a virtual
networking device of a managed virtual computer network
(whether directly from a communication manager module,
or after extracting the routing information from a routing-
related communication received from the communication
manager module), the NRM module analyzes the routing
information to determine if it indicates any changes with
respect to the previously known network topology and
connectivity iformation for the managed virtual computer
network, such as that would affect how network communi-
cations are routed for the managed virtual computer network
(e.g., whether there are intermediate computing nodes of the
managed virtual computer network through which particular
network communications are to be routed). If network
topology changes are identified for the managed wvirtual
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computer network, the NRM module takes actions to cor-
respondingly update the routing information that 1s used for
the managed virtual computer network. In particular, 1n at
least some embodiments, the communication manager mod-
ules associated with computing nodes of managed virtual
computer networks perform various actions to manage out-
going network communications from their associated com-
puting nodes, such as by forwarding those outgoing network
communications to appropriate destinations—in such
embodiments, the communication manager module(s) that
are associated with computing nodes of the managed virtual
computer network that are aflected by the 1dentified network
topology change may be updated to handle network com-
munications for those associated computing nodes in a
manner consistent with the identified network topology
change. For example, 1n the previously discussed situation 1n
which a firewall device computing node of a managed
virtual computer network 1s dynamically added between two
logical subnets of that managed virtual computer network,
the communication manager module(s) associated with the
computing nodes of those two logical subnets are updated to
handle new network communications between the two logi-
cal subnets 1n a corresponding manner. Thus, for a particular
computing node in a first of the two logical subnets, the
associated communication manager module 1s updated so
that destination virtual network addresses for other comput-
ing nodes of the first logical subnet will continue to be
mapped to the substrate network locations of those other
computing nodes (so that communications directed to those
computing nodes will be forwarded directly to those com-
puting nodes over the substrate network), while destination
virtual network addresses for computing nodes of the other
second logical subnet will newly be mapped to the substrate
network location of the firewall device computing node for
further handling (so that communications directed to those
computing nodes will be forwarded over the substrate net-
work to the firewall device for intermediate handling).
Thus, the NRM module may obtain routing information
from routing-related communications directed to wvirtual
networking devices of a managed virtual computer network,
and use the routing information to update a configured
network topology of the managed virtual computer network.
In addition, 1n at least some embodiments, the NRM module
may take further actions to facilitate the routing of network
communications for such a managed virtual computer net-
work over an underlying substrate network 1n an appropnate
manner. For example, when the managed virtual computer
network 1s first created, the NRM module may use any
configured network topology information for the managed
virtual computer network (e.g., as specified via an API of the
configurable network service) in a similar manner to deter-
mine whether and when any network communications
between computing nodes of the managed virtual computer
network are to be directed through one or more intermediate
computing nodes of the managed virtual computer network
based on the configured network topology information, and
configure the communication manager modules for the
computing nodes of the managed virtual computer network
in a corresponding manner. Similarly, 11 configured network
topology information for the managed virtual computer
network 1s updated after the managed virtual computer
network 1s 1n use, such as via configuration information
explicitly supplied by the associated client to the system
manager module of the configurable network service (e.g.,
via an API and/or GUI provided by the configurable network
service), the NRM module may similarly identily any net-
work topology changes that affect the routing of network
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communications, and update the appropriate communication
manager modules to handle those network topology changes
in an appropriate manner.

Furthermore, in addition to managing the routing of
network communications via the substrate network, the
NRM module may use the obtained routing information for
a managed virtual computer network in other manners 1n at
least some embodiments. For example, when the NRM
module identifies a change 1n network topology for the
managed virtual computer network (whether from obtained
routing information or from new network topology configu-
ration information received from the client), the NRM
module may 1n some embodiments generate routing-related
communications that include corresponding routing infor-
mation in order to update other computing nodes of the
managed virtual computer network. Thus, for each of one or
more of the computing nodes of the managed virtual com-
puter network that participate 1n the defined routing protocol
for the managed virtual computer network and that perform
functionality that involves handling network communica-
tions, the NRM module may instruct a commumnication
manager module that manages that computing node to
supply that computing node with the routing information
corresponding to the network topology change, such as by
sending a routing-related communication to that communi-
cation manager module that 1s destined for that computing
node. Such a communication supplied to such a computing,
node of the managed virtual computer network may, for
example, have spoolfed sender information so that the com-
munication appears to come from a virtual networking
device of the managed virtual computer network, or may
instead be sent in other manners in other embodiments.

When providing routing information for a managed vir-
tual computer network to computing nodes of the managed
virtual computer network, as well as when providing sub-
strate network routing information to particular communi-
cation manager modules that manage communications for
computing nodes of the managed virtual computer network,
the NRM module may determine the routing information in
a manner that 1s contextualized to the recipient, as different
computing nodes and/or communication manager modules
typically route network communications differently depend-
ing on their network location (e.g., their relative location 1n
the configured network topology of the managed virtual
computer network). Nonetheless, by having a centralized
location for the various information about the network
topology of a managed virtual computer network, including
in some embodiments to have a combination of client-
supplied configuration information and dynamically sup-
plied routing information from the actual managed virtual
computer network, the NRM module may 1n some embodi-
ments use the aggregate information to determine consistent
routing information to be used by the various computing
nodes of the managed virtual computer network (e.g., to
determine network paths for particular computing nodes to
use that are globally optimized for the managed wvirtual
computer network, including 1n light of network tratlic from
paths used by other computing nodes of the managed virtual
computer network that facilitate handling communications
for the managed virtual computer network). Thus, rather
than having each such network router and other computing,
node of the managed virtual computer network indepen-
dently attempt to determine best paths 1n a localized manner,
the NRM module 1n such embodiments may coordinate the
routing information used across the managed virtual com-
puter network, such as to maximize or otherwise enhance
any desired criteria regarding characteristics of the operation
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of the managed virtual computer network (e.g., to balance
network traflic passing between multiple particular comput-
ing nodes, to minimize or maximize network traflic passing
through a particular computing node relative to one or more
other computing nodes, etc.).

Furthermore, 1n at least some embodiments, the config-
urable network service may perform various actions to
accomplish other goals. For example, mn order to limait
undesirable behavior, the configurable network service may
in some embodiments limit the types of changes to network
topology information that some or all computing nodes of a
managed virtual computer network are allowed to make. As
one example, in some embodiments, some types of network
topology changes may be limited to being made via con-
figuration information supplied to the system manager mod-
ule of the configurable network service by the client, rather
than via routing mformation from computing nodes of the
managed virtual computer network, or vice versa. Further-
more, the configurable network service may limit the rate
and/or total quantity of routing-related communications that
some or all computing nodes of a managed virtual computer
network are allowed to make. Such limiting of routing-
related communications and/or other filtering of network
topology changes may be performed in various manners,
including by the communication manager modules associ-
ated with the computing nodes that attempt to send such
routing-related communications or otherwise make such
network topology changes (e.g., by discarding routing-
related communications if appropriate), and/or by the NRM
module (e.g., by not updating the configured network topol-
ogy for a managed virtual computer network in accordance
with disallowed network topology changes and/or routing-
related communications, such as by not updating commu-
nication manager modules for the computing nodes of the
managed virtual computer network to support such
changes).

Thus, a configurable network service may take various
actions to support a configured logical network topology for
a managed computer network, such as to include one or
more virtual networking devices as part of a managed virtual
computer network. As one example, the CNS system may
use multiple communication manager modules to transpar-
ently manage communications sent by and to the computing
nodes of the virtual computer network in a manner that
emulates functionality that would be provided by one or
more virtual networking devices if they were physically
implemented for the virtual computer network and were
configured to route or otherwise forward the communica-
tions 1n accordance with the specified network topology.
Furthermore, the configurable network service may use
multiple communication manager modules to emulate
responses to networking requests made by computing nodes
in the manner of a local physical networking device, such as
to respond to ping requests, SNMP (“Simple Network
Management Protocol”) queries, etc. In this manner, the
configurable network service may provide virtual network-
ing functionality that corresponds to a specified network
topology for a managed virtual computer network that 1s
provided by the configurable network service, but without
the computing nodes of the virtual computer network (or the
associated client user or other entity) being aware that the
actual computer network 1s not configured in the normal
manner to support the network topology and to physically
include the virtual networking devices. Furthermore, as
described in greater detail below, 1n at least some embodi-
ments, multiple modules of the configurable network service
may operate together 1n a distributed manner to provide
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functionality corresponding to a particular virtual network-
ing device, such that no single module or physical device 1s
singly responsible for emulating a particular virtual net-
working device.

Additional details are included below with respect to
actions of configurable network service embodiments to
support networking devices specified for managed computer
networks, such as for virtual networking devices that are not
physically provided and whose functionality 1s emulated, as
well as for obtaining and using routing information for a
managed computer network 1n various manners.

FIGS. 2A-2E illustrate further examples with additional
illustrative details related to managing communications
between computing nodes that occur via a virtual computer
network overlaid over one or more physical substrate net-
works, such as may be used by the computing nodes and
networks of FIGS. 1A and/or 1B, or in other situations. In
these examples, FIGS. 2A and 2B illustrate details regarding
actions of various modules of an example CNS system 1n
managing communications between computing nodes of a
managed computer network, while FIGS. 2C and 2D 1llus-
trate additional details regarding similar actions 1n managing,
communications 1 a manner specific to a particular speci-
fied network topology, such as that includes virtual network-
ing devices and/or intermediate computing nodes of the
virtual computer network through which at least some
inter-node communications pass. FIG. 2E illustrates addi-
tional details regarding obtaining and using routing infor-
mation for a managed virtual computer network from rout-
ing-related communications directed to a virtual networking
device of the managed virtual computer network.

In particular, FIG. 2A 1llustrates various example com-
puting nodes 205 and 255 that may communicate with each
other by using one or more ntermediate interconnection
networks 250 as a substrate network. In this example, the
interconnection network 250 1s an IPv6 substrate network on
which IPv4 wvirtual computer networks are overlaid,
although 1n other embodiments the interconnection network
250 and overlay virtual computer networks may use the
same networking protocol (e.g., IPv4). In addition, in this
example embodiment, the computing nodes are operated on
behalf of multiple distinct entities to whom managed virtual
computer networks are provided, and a System Manager
module 290 manages the association of particular computing
nodes with particular entities and managed virtual computer
networks, and tracks wvarious configuration information
specified for the managed virtual computer networks. The
example computing nodes of FIG. 2A include four comput-
ing nodes executed on behalf of an example entity Z and part
of a corresponding managed virtual computer network pro-
vided for entity Z, those being computing nodes 205a, 205c¢,
255a and 255b6. In addition, other computing nodes are
operated on behall of other entities and belong to other
provided virtual computer networks, such as computing
node 2056 and other computing nodes 255.

In this example, the computing nodes 205 are managed by
and physically connected to an associated Communication
Manager module R 210, and the computing nodes 235 are
managed by and physically connected to an associated
Communication Manager module S 260. The CNS Com-
munication Manager modules 210 and 260 are physically
connected to an interconnection network 250, as 1s the
System Manager module 290, although the physical inter-
connections between computing nodes, modules and the
interconnection network are not illustrated 1n this example.
As one example, computing nodes 205 may each be one of
multiple virtual machines hosted by a single physical com-
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puting system, and Communication Manager module R may
be part of a hypervisor virtual machine monitor for that
physical computing system. For example, with reference to
FIG. 1B, computing nodes 205 may represent the virtual
machines 107a, and computing nodes 255 may represent the
virtual machines 107d. If so, Communication Manager
module R would correspond to Communication Manager
module 109q of FIG. 1B, Communication Manager module
S would correspond to Communication Manager module
1094 of FIG. 1B, the interconnection network 250 would
correspond to interconnection network 122 of FIG. 1B, and
the System Manager module 290 would correspond to
System Manager module 110 of FIG. 1B. Alternatively,
computing nodes 205 or 255 may instead each be a distinct
physical computing system, such as to correspond to com-
puting systems 1554-155% of FIG. 1, or to computing nodes
at other data centers or geographical locations (e.g., com-
puting systems at another data center 160, computing sys-
tems 145a, etc.).

Each of the Communication Manager modules of FIG. 2A
1s associated with a group of multiple physical substrate
network addresses, which the Communication Manager
modules manage on behalf of their associated computing

nodes. For example, Communication Manager module R 1s
shown to be associated with the IPv6 network address range
of *“::0A:01/72”, which corresponds to the 128-bit addresses
(1n hexadecimal) from XXXX: XXXX: XXXX:XXXA:0100:
0000:0000:0000 to XXXX:XXXX:XXXX:XXXA:01FF:
FFFF.FFFF:FFFF (representing 2 to the power of 56 unique
IPv6 addresses), where each “X” may represent any hexa-
decimal character that 1s appropriate for a particular situa-
tion. The interconnection network 250 will forward any
communication with a destination network address 1n that
range to Communication Manager module R—thus, with the
initial 72 bits of the range specified, the Communication
Manager module R may use substrate network addresses
that include the remaining available 56 bits to represent the
computing nodes that it manages and to determine how to
process mcoming communications whose destination net-
work addresses are in that range.

For purposes of the example shown 1 FIG. 2A, comput-
ing nodes 203a, 205¢, 255a, and 2555 are part of a single
managed virtual computer network provided for entity Z,
and have assigned IPv4 virtual network addresses for that
virtual computer network of “10.0.0.27, “10.0.5.17,
“10.0.0.3”, and “10.1.5.3”, respectively. Because computing
node 2055 1s part of a distinct managed virtual computer
network that 1s provided for entity Y, 1t can share the same
virtual network address as computing node 205q without
confusion. In this example, computing node A 2034 intends
to communicate with computing node G 23554, which are
configured 1n this example to be part of a single common
physical sub-network (not shown) 1n a configured network
topology for the managed virtual computer network, and the
interconnection network 250 and Communication Manager
modules are transparent to computing nodes A and G 1n this
example. In particular, despite the physical separation of
computing nodes A and G, the Communication Manager
modules 210 and 260 operate so as to overlay the managed
virtual computer network for entity Z over the physical
interconnection network 250 for communications between
those computing nodes, including to emulate functionality
corresponding to the configured sub-network of the man-
aged virtual computer network, so that the lack of an actual
corresponding network 1s transparent to the computing

nodes A and G.
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In order to send the communication to computing node G,
computing node A exchanges various messages 220 with
Communication Manager module R 210, despite 1n the
illustrated embodiment being unaware of the existence of
Communication Manager module R (1.e., computing node A
may believe that 1t 1s transmitting a broadcast message to all
other nodes on the local sub-network, such as via a specified
switching device that computing node A believes connects
the nodes on the local sub-network). In particular, in this
example, computing node A {first sends an ARP message
request 220-a that includes the virtual network address for
computing node G (1.e., “10.0.0.3”) and that requests the
corresponding hardware address for computing node G (e.g.,
a 48-bit MAC address). Communication Manager module R
intercepts the ARP request 220-a, and responds to comput-
ing node A with a spoofed ARP response message 220-b that
includes a virtual hardware address for computing node G.

To obtain the virtual hardware address for computing
node G to use with the response message, the Communica-
tion Manager module R first checks a local store 212 of
information that maps virtual hardware addresses to corre-
sponding IPv6 actual physical substrate network addresses,
with each of the virtual hardware addresses also correspond-
ing to an IPv4 wvirtual network address for a particular
entity’s managed virtual computer network. If the local store
212 does not contain an entry for computing node G (e.g.,
il none of the computing nodes 205 have previously com-
municated with computing node G and the System Manager
module 290 does not push mapping information to the
Communication Manager Module R without request, if a
prior entry in local store 212 for computing node G has
expired based on an associated expiration time, etc.), the
Communication Manager module R interacts 225 with Sys-
tem Manager module 290 to obtain the corresponding actual
IPv6 physical substrate network address for computing node
G on behall of computing node A. In particular, 1n this
example, the System Manager module 290 maintains pro-
visioning information 292 that identifies where each com-
puting node 1s actually located and to which entity and/or
managed virtual computer network the computing node
belongs, such as by imitiating execution of programs on
computing nodes for entities and virtual computer networks
or by otherwise obtaining such provisioning information. As
discussed 1n greater detail with respect to FIG. 2B, the
System Manager module may determine whether the request
from Communication Manager module R on behall of
computing node A for computing node G’s actual IPv6
physical substrate network address i1s valid, including
whether computing node A 1s authorized to communicate
with computing node G (e.g., such as based on being part of
the same configured local area sub-network), and 1f so
provides that actual IPv6 physical substrate network
address. While the interactions 2235 with the System Man-
ager module 290 are not illustrated in this example as
explicitly traveling over the iterconnection network 250, 1t
will be appreciated that such interactions may include one or
more communications that do travel over the interconnec-
tion network 2350 1n at least some embodiments.

Communication Manager module R receives the actual
IPv6 physical substrate network address for computing node
G from the System Manager module 290, and stores this
received information as part of an entry for computing node
G 1 mapping information 212 for later use (optionally with
an expiration time and/or other information). In addition, 1n
this example, Communication Manager module R deter-
mines a virtual hardware address to be used for computing,
node G (e.g., by generating a dummy identifier that is locally
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unmique for the computing nodes managed by Communica-
tion Manager module R), stores that virtual hardware
address 1n conjunction with the received actual IPv6 physi-
cal substrate network address as part of the mapping infor-
mation entry, and provides the virtual hardware address to
computing node A as part of response message 220-5. By
maintaining such mapping information 212, later commu-
nications from computing node A to computing node G may
be authorized by Communication Manager module R with-
out further interactions with the System Manager module
290, based on the use of the virtual hardware address
previously provided by Communication Manager module R.
In some embodiments, the hardware address used by Com-
munication Manager module R for computing node G may
not be a dummy address, such as 1f System Manager module
290 further maintains information about hardware addresses
used by the various computing nodes (e.g., virtual hardware
addresses assigned to virtual machine computing nodes,
actual hardware addresses assigned to physical computing
systems acting as computing nodes, etc.) and provides the
hardware address used by computing node G to Communi-
cation Manager module R as part of the interactions 225. In
such embodiments, the Communication Manager module R
may take further actions 1f computing nodes on different
virtual networks use the same virtual hardware address, such
as to map each combination of computing node hardware
address and managed virtual computer network to a corre-
sponding substrate network address.

In other embodiments, Communication Manager module
R may interact with System Manager module 290 to obtain
a physical substrate network address for computing node G
or otherwise determine such a physical substrate network
address at times other than upon receiving an ARP request,
such as 1n response to any received communication that 1s
directed to computing node G using the virtual network
address “10.0.0.3” as part of entity Z’s virtual computer
network, or if the System Manager module provides that
information to Communication Manager module R without
request (e.g., periodically; upon changes 1n the information,
such as changes 1n network topology information for the
managed virtual computer network; etc.). Furthermore, in
other embodiments, the virtual hardware addresses that are
used may differ from this example, such as 1t the virtual
hardware addresses are specified by the System Manager
module 290, 1f the wvirtual hardware addresses are not
random and instead store one or more types of information
specific to the corresponding computing nodes, etc. In
addition, 1n this example, if computing node A had not been
determined to be authorized to send communications to
computing node G, whether by the System Manager module
290 and/or Communication Manager module R, Communi-
cation Manager module R would not send the response
message 220-b with the virtual hardware address (e.g.,
instead sends no response or an error message response).

In this example, the returned IPv6 actual physical sub-
strate network address corresponding to computing node G

in 1nteractions 225 1s ““::0B:02:<Z-1dentifier>:10.0.0.3”,
where “10.0.0.3” 1s stored 1n the last 32 bits of the 128-bit
IPv6 address, and where “<Z-identifier>" 1s a 24-bit enfity
network 1dentifier for computing node G corresponding to
the managed virtual computer network for entity Z (e.g., as
previously assigned by the System Manager module to that
network to retlect a random number or some other number
corresponding to the entity). The initial 72 bits of the IPv6
network address store the *::0B:02” designation, corre-
sponding to the sub-network or other portion of the physical
interconnection network with a network address range of
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“::0B:02/72” to which Communication Manager module S
corresponds—thus, a communication sent over the intercon-
nection network 250 to IPv6 destination network address
“::0B:02:<Z-1dentifier>:10.0.0.3” will be routed to Commu-
nication Manager module S. In other embodiments, the
entity network identifier may be other lengths (e.g., 32 bits,
if Communication Manager module S has an associated
network address range of 64 bits rather than 56 bits) and/or
may have other forms (e.g., may be random, may store
various types of information, etc.), and the remaining 56 bits
used for the network address range after the *::0B:02”
designation may store other types of information (e.g., an
identifier for a particular entity, a tag or label for the virtual
computer network, an identifier for a particular specified
VLAN to which computing node G 1s assigned, etc.). In
other embodiments, some or all such information may
instead be stored and/or transmitted with a communication
to computing node Gin other manners, such as by including
the information 1n a header of the communication, including,
in situations i which the substrate network uses the IPv4
networking protocol.

After receiving the response message 220-6 from Com-
munication Manager module R, computing node A creates
and 1nmitiates the sending of an mter-node communication to
computing node G, shown in FIG. 2A as communication
220-c. In particular, the header of communication 220-c¢
includes a destination virtual network address for destination
computing node G that 1s “10.0.0.3”, a destination hardware
address for destination computing node G that 1s the virtual
hardware address provided to computing node A 1n message
220-b, a source virtual network address for sending com-
puting node A that 1s “10.0.0.2”, and a source hardware
address for sending computing node A that 1s an actual or
dummy hardware address that was previously identified to
computing node A (e.g., by Communication Manager mod-
ule R, based on prior configuration of computing node A,
etc.). Since computing node A believes that computing node
G 1s part of the same local sub-network as 1tself, computing
node A does not need to direct the communication 220-c¢ to
any intermediate virtual router devices that are configured 1n
a network topology for the managed virtual computer net-
work to separate the computing nodes. Furthermore, in this
example, there are no other computing nodes of the managed
virtual computer network through which this inter-node
communication 1s configured to pass.

Communication Manager module R intercepts the com-
munication 220-¢, modifies the communication as appropri-
ate, and forwards the modified communication over the
interconnection network 250 to computing node G. In par-
ticular, Communication Manager module R extracts the
virtual destination network address and virtual destination
hardware address for computing node G from the header,
and then retrieves the IPv6 actual physical substrate network
address corresponding to that virtual destination hardware
address from mapping information 212. As previously
noted, the IPv6 actual physical substrate network address in
this example 1s *“::0B:02:<Z-1dentifier>:10.0.0.3”, and Com-
munication Manager module R creates a new IPv6 header
that includes that actual physical substrate network address
as the destination address. Similarly, the Communication
Manager module R extracts the virtual source network
address and virtual source hardware address for computing
node A from the header of the received communication,
obtains an IPv6 actual physical substrate network address
corresponding to that virtual source hardware address (e.g.,
from a stored entry 1n mapping information 212, by inter-
acting with the System Manager module 290 to obtain that
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information if not previously obtained, etc.), and includes
that actual physical substrate network address as the source
network address for the new IPv6 header. In this example,
the IPv6 actual physical substrate network address for
computing node A 1s “::0A:01:<Z-identifier>:10.0.0.2”,
which 11 used 1n a reply by Communication Manager module
S on behalf of computing node G will be routed to Com-
munication Manager module R for forwarding to computing
node A. The Communication Manager module R then cre-
ates communication 230-3 by modilying communication
220-¢ so as to replace the prior IPv4 header with the new
IPv6 header (e.g., in accordance with SIIT), including
populating the new IPv6 header with other information as
appropriate for the communication (e.g., payload length,
traflic class packet prionity, etc.). Thus, the communication
230-3 includes the same content or payload as communica-
tion 220-c, without encapsulating the communication 220-¢
within the communication 230-3 1 this example. Further-
more, access to the specific information within the payload
1s not needed for such re-headering, such as to allow
Communication Manager module R to handle communica-
tions 1n which the payload 1s encrypted without needing to
decrypt that payload.

In at least some embodiments, before forwarding com-
munication 230-3 to Commumnication Manager module S,
Communication Manager module R may perform one or
more actions to determine that communication 220-¢ 1s
authorized to be forwarded to computing node Gas commu-
nication 230-3, such as based on the mapping information
212 including a valid entry for the destination virtual hard-
ware address used 1n communication 220-¢ (e.g., an entry
specific to sending computing node 205q 1n some embodi-
ments, or mstead an entry corresponding to any of the
computing nodes 205 1n other embodiments). In other
embodiments, such an authorization determination may not
be performed by Communication Manager module R for
cach outgoing communication, or instead may be performed
in other manners (e.g., based on a determination that the
sending node and destination node are part of the same
managed virtual computer network, are associated with the
same entity, or are otherwise authorized to inter-communi-
cate; based on an interaction with System Manager module
290 to obtain an authorization determination for the com-
munication; etc.).

After Communication Manager module R forwards the
modified communication 230-3 to the interconnection net-
work 250, the interconnection network uses the physical
IPv6 destination network address of the commumnication to
route the communication to Communication Manager mod-
ule S. In domg so, the devices of the interconnection
network 250 do not use the portion of the destination
network address that includes the embedded entity network
identifier or embedded virtual network address, and thus do
not need any special configuration to forward such a com-
munication, nor even awareness that a managed virtual
computer network 1s being overlaid on the physical inter-
connection network.

When Communication Manager module S receives com-
munication 230-3 via the interconnection network 250, it
performs actions similar to those of Communication Man-
ager module R, but 1in reverse. In particular, 1n at least some
embodiments, the Communication Manager module S veri-
fies that communication 230-3 1s legitimate and authorized
to be forwarded to computing node G, such as via one or
more interactions 240 with the System Manager module. As
with the interactions 225, it will be appreciated that the
interactions 240 may include one or more communications
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(not shown) that travel over the interconnection network 250
in at least some embodiments. If the communication 230-3
1s determined to be authorized (or 11 the authorization
determination 1s not performed), the Communication Man-
ager module S then modifies communication 230-3 as
appropriate and forwards the modified communication to
computing node G. Additional details related to the verifi-
cation of the communication 230-3 are discussed with
respect to FIG. 2B.

In particular, to modily communication 230-3, Commu-
nication Manager module S retrieves information from
mapping information 262 that corresponds to computing
node G, including the virtual hardware address used by
computing node G (or generates such a virtual hardware
address 1I not previously available, such as for a new
computing node). Communication Manager module S then
creates communication 245-¢ by modifying communication
230-3 so as to replace the prior IPv6 header with a new IPv4
header (e.g., 1n accordance with SIIT). The new IPv4 header
includes the virtual network address and virtual hardware
address for computing node G as the destination network
address and destination hardware address for the new IPv4
header, the virtual network address and a virtual hardware
address for computing node A as the source network address
and source hardware address for the new IPv4 header, and
includes other information as appropriate for the communi-
cation (e.g., total length, header checksum, etc.). The virtual
hardware address used by Communication Manager module
S for computing node A may be the same as the hardware
address used by Communication Manager module R for
computing node A, but in other embodiments each Com-
munication Manager module may maintain separate hard-
ware address information that 1s not related to the informa-
tion used by the other Communication Manager modules
(e.g., 11 Communication Manager module S generated its
own dummy virtual hardware address for computing node A
in response to a prior ARP request from one of the comput-
ing nodes 2535 for computing node A’s hardware address).
Thus, the communication 245-¢ includes the same content or
payload as communications 220-¢ and 230-3. Communica-
tion Manager module S then forwards communication 245-¢
to computing node G.

After recerving communication 245-¢, computing node G
determines to send a response communication 245-f to
computing node A, using the source virtual network address
and source virtual hardware address for computing node A
from communication 245-¢. Communication Manager mod-
ule S receives response communication 243-f, and processes
it in a manner similar to that previously described with
respect to communication 220-¢ and Communication Man-
ager module R. In particular, Communication Manager
module S optionally verifies that computing node G 1s
authorized to send communications to computing node A
(c.g., based on being a response to a previous communica-
tion, or otherwise based on configuration information for
computing nodes A and G as previously described), and then
modifies communication 245-f to create communication
230-6 by genecrating a new IPv6 header using mapping
information 262. After forwarding communication 230-6 to
the interconnection network 250, the communication 1s sent
to Communication Manager module R, which processes the
Incoming communication in a manner similar to that previ-
ously described with respect to communication 230-3 and
Communication Manager module S. In particular, Commu-
nication Manager module R optionally verifies that comput-
ing node G 1s authorized to send communications to com-
puting node A and that communication 230-6 actually was
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sent from the substrate network location of computing node
(g, and then modifies communication 230-6 to create
response communication 220-d by generating a new IPv4
header using mapping information 212. Communication
Manager module R then forwards response communication
220-d to computing node A. In some embodiments and
situations, Communication Manager modules R and/or S
may handle response communications diflerently from 1ni-
tial communications, such as to assume that response com-
munications are authorized in at least some situations, and to
not perform some or all authorization activities for response
communications in those situations.

In this manner, computing nodes A and G may inter-
communicate using a IPv4-based managed virtual computer
network, without any special configuration of those com-
puting nodes to handle the actual intervening IPv6-based
substrate interconnection network, and interconnection net-
work 250 may forward IPv6 communications without any
special configuration of any physical networking devices of
the interconnection network, based on the Communication
Manager modules overlaying the virtual computer network
over the actual physical interconnection network from the
edges of the interconnection network.

In addition, while not 1llustrated with respect to FIG. 2A,
in at least some embodiments the Communication Manager
modules may receive and handle other types of requests and
communications on behalf of associated computing nodes.
For example, Communication Manager modules may take
various actions to support broadcast and multicast capabili-
ties for computing nodes that they manage. As one example,
in some embodiments, a special multicast group virtual
network address suilix may be reserved from each entity
network i1dentifier prefix for use 1n signaling networking
Layer 2 raw encapsulated communications. Similarly, for
link-local broadcast and multicast communications, a spe-
cial multicast group/64 prefix may be reserved (e.g., “FF36:
0000::), while a different destination address prefix (e.g.,
“FF15:0000::”) may be used for other multicast communi-
cations. Thus, for example, multicast and broadcast IP
frames may be encapsulated using a corresponding reserved
64-bit prefix for the first 64 bits of the 128-bit IPv6 address,
with the remaining 64 bits including the virtual IPv4 net-
work address for the destination computing node and the
entity network identifier for the destination computing node
in a manner similar to that previously described. Alterna-
tively, 1n other embodiments, one or more types of broadcast
and/or multicast communications may each have a corre-
sponding reserved label or other 1dentifier that has a different
value or form, including using a different number of bits
and/or being stored in a manner other than as a network
address prefix. When a computing node sends a broadcast/
multicast communication, any Communication Manager
module with an associated computing node that has sub-
scribed to that multicast/broadcast group would be 1dentified
(c.g., based on those Communication Manager modules
having subscribed to the group, such as 1n response to prior
join communications sent by those associated computing
nodes), and the Communication Manager module for the
sending computing node would forward the communication
to each of the identified Communication Manager modules
of the group, for forwarding to their appropriate managed
computing nodes. In addition, 1n some embodiments and
situations, at least some broadcast or multicast communica-
tions may not be forwarded by Communication Manager
modules, such as communications with an IPv4 prefix of
224.0/16 or another designated prefix or other label or
identifier.
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In addition to supporting broadcast and multicast capa-
bilities for managed computing nodes, the Communication
Manager modules may receive and handle other types of
requests and communications on behalf of associated com-
puting nodes that correspond to configured network topolo-
gies for the virtual computer networks to which the com-
puting nodes belong. For example, computing nodes may
send various requests that a specified local router device or
other specified networking device would be expected to
handle (e.g., ping requests, SNMP queries, etc.), and the
associated Communication Manager modules may intercept
such requests and take various corresponding actions to
emulate the functionality that would have been provided by
the specified networking device 1f 1t was physically imple-
mented. Furthermore, 1n at least some embodiments, Com-
munication Manager modules may recerve and handle rout-
ing-related communications that are directed to wvirtual
networking devices rather than to computing nodes of the
managed virtual computer network, as discussed 1n greater
detail with respect to FIG. 2E.

In addition, 1t will be appreciated that a Communication
Manager module may facilitate communications between
multiple of the computing nodes that are associated with that
Communication Manager module. For example, with
respect to FIG. 2A, computing node 205q may wish to send
an additional communication (not shown) to computing
node 205¢. If so, Communication Manager module R would
perform actions similar to those previously described with
respect to the handling of outgoing communication 220-¢ by
Communication Manager module R and the handling of
incoming communication 230-3 by Communication Man-
ager module S, but without re-headering of the additional
communication to use an IPv6 header (since the communi-
cation will not travel over the interconnection network).
However, 1f computing nodes 2054 and 205¢ are configured
in a network topology for the virtual computer network to be
separated by one or more virtual networking devices, the
Communication Manager module R may take additional
actions to emulate the functionality of those virtual network-
ing devices, as discussed in greater detail with respect to
FIG. 2C. Similarly, 1f computing nodes 205a and 205¢ are
configured 1n a network topology for the virtual computer
network to be separated by one or more other intermediate
computing nodes of the virtual computer network through
which such communications are to pass, the Communication
Manager module R may take additional actions to forward
such communications to such intermediate computing
nodes, as discussed 1n greater detail with respect to FIG. 2D.

While not illustrated with respect to FIG. 2A, in at least
some embodiments other types of requests and communi-
cations may also be handled 1n various ways. For example,
in at least some embodiments, an entity may have one or
more computing nodes that are managed by Communication
Manager module(s) and that are part of a managed virtual
computer network for that entity, and may further have one
or more other non-managed computing systems (€.g., com-
puting systems that are directly connected to the intercon-
nection network 250 and/or that natively use IPv6 network
addressing) that do not have an associated Communication
Manager module that manages their communications. If the
entity desires that those non-managed computing systems be
part of that virtual computer network or otherwise commu-
nicate with the managed computing nodes of the virtual
computer network, such communications between managed
computing nodes and non-managed computing systems may
be handled by the Communication Manager module(s) that
manage the one or more computing nodes 1n at least some
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such embodiments. For example, 1n such situations, 1f such
a non-managed computing system 1s provided with an actual
IPv6 destination network address for such a managed com-
puting node (e.g., “::0A:01:<Z-identifier>:10.0.0.2” {for
managed computing node A 1n this example), the non-
managed computing system may send communications to
computing node A via iterconnection network 250 using
that destination network address, and Communication Man-
ager module R would forward those communications to
computing node A (e.g., aiter re-headering the communica-
tions 1 a manner similar to that previously described) it
Communication Manager module R 1s configured to accept
communications from that non-managed computing system
(or from any non-managed computing system). Further-
more, Communication Manager module R may generate a
dummy virtual network address to correspond to such a
non-managed computing system, map 1t to the actual IPv6
network address for the non-managed computing system,
and provide the dummy virtual network address to comput-
ing node A (e.g., as the source network address for the
communications forwarded to computing node A from the
non-managed computing system), thus allowing computing
node A to send communications to the non-managed com-
puting system.

Similarly, 1n at least some embodiments and situations, at
least some managed computing nodes and/or their virtual
computer networks may be configured to allow communi-
cations with other devices that are not part of the virtual
computer network, such as other non-managed computing
systems or other types of network appliance devices that do
not have an associated Communication Manager module
that manages their communications. In such situations, 1f the
managed computing nodes and/or the virtual computer net-
work 1s configured to allow communications with such other
non-managed devices, such a non-managed device may
similarly be provided with the actual IPv6 destination net-
work address for such a computing node (e.g., “::0A:01:<Z-
identifier>:10.0.0.2” for computing node A 1n this example),
allowing the non-managed device to send communications
to computing node A via interconnection network 250 using
that destination network address, with Communication Man-
ager module R then forwarding those communications to
computing node A (e.g., after re-headering the communica-
tions 1n a manner similar to that previously described).
Furthermore, Communication Manager module R may simi-
larly manage outgoing communications from computing
node A to such a non-managed device to allow computing
node A to send such communications.

In addition, as previously noted, a communication man-
ager module manages communications for associated com-
puting nodes in various ways, including 1n some embodi-
ments by assigning virtual network addresses to computing
nodes of a provided virtual computer network, and/or by
assigning substrate physical network addresses to managed
computing nodes from a range of substrate physical network
addresses that correspond to the communication manager
module. In other embodiments, some such activities may
instead be performed by one or more computing nodes of the
virtual computer network, such as to allow a DHCP (Dy-
namic Host Configuration Protocol) server or other device of
a virtual computer network to specily virtual network
addresses and/or substrate physical network addresses for
particular computing nodes of the virtual network. In such
embodiments, the communication manager module obtains
such configuration nformation from the virtual network
device(s), and updates 1ts mapping information accordingly
(and 1n some embodiments may further update one or more
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system manager modules that mamtain iformation about
computing nodes associated with virtual networks). In yet
other embodiments, a user or other entity associated with a
virtual computer network may directly configure particular
computing nodes to use particular virtual network addresses.
If so, the communication manager modules and/or system
manager module may track which virtual network addresses
are used by particular computing nodes, and similarly
update stored mapping imformation accordingly.

In addition, 1n some embodiments and situations, a man-
aged computing node may 1itsellf be treated as a phantom
router, with multiple virtual network addresses associated
with that managed computing node, and with that managed
computing node forwarding communications to other com-
puting nodes that correspond to those multiple virtual net-
work addresses. In such embodiments, the communication
manager module that manages communications for that
managed router computing node handles communications to
and from that computing node in a manner similar to that
previously described. However, the communication man-
ager module 1s configured with the multiple virtual network
addresses that correspond to the managed router computing
node, so that mmcoming communications to any of those
multiple virtual network addresses are forwarded to the
managed router computing node, and so that outgoing
communications from the managed router computing node
are given a substrate source physical network address that
corresponds to the particular computing node that sent the
communication via the managed router computing node. In
this manner, routers or other networking devices of a par-
ticular customer or other entity may be virtually represented
for a virtual computer network implemented for that entity.

FIG. 2B illustrates some of the computing nodes and
communications discussed with respect to FIG. 2A, but
provides additional details with respect to some actions
taken by the Communication Manager modules 210 and 260
and/or the System Manager module 290 to authorize com-
munications between computing nodes. For example, after
computing node A sends message 220-a to request a hard-
ware address for computing node G, Communication Man-
ager module R may perform one or more interactions 2235
with the System Manager module 290 1n order to determine
whether to provide that information, such as based on
whether computing node A 1s authorized to communicate
with computing node G, as well as to determine a corre-
sponding substrate physical network address for computing
node G based on interconnection network 250. If the Com-
munication Manager module R has previously obtained and
stored that information and 1t remains valid (e.g., has not
expired), then the mteractions 225 may not be performed. In
this example, to obtain the desired physical network address
corresponding to computing node G, Communication Man-
ager module R sends a message 225-1 to the System
Manager module 290 that includes the wvirtual network
addresses for computing nodes A and G, and that includes an
entity network 1dentifier for each of the computing nodes,
which 1n this example 1s an entity network identifier for the
managed virtual computer network of entity Z (e.g., a 32-bit
or 24-bit unique i1dentifier). In at least some embodiments,
Communication Manager module R may send message
225-1 to the System Manager module 290 using an anycast
addressing and routing scheme, so that multiple System
Manager modules (not shown) may be implemented (e.g.,
one for each data center that includes Communication
Manager modules and associated computing nodes) and an
appropriate one of those (e.g., the nearest, the most under-
utilized, etc.) 1s selected to receive and handle the message.

10

15

20

25

30

35

40

45

50

55

60

65

38

After the System Manager module 290 determines that
computing node A 1s authorized to communicate with com-
puting node G (e.g., based on having the same enfity
network i1dentifier, based on computing node A having an
entity network 1dentifier that 1s authorized to communicate
with computing nodes of the entity network identifier for
computing node G, based on other information provided by
or associated with computing node A indicating that com-
puting node A 1s authorized to perform such communica-
tions, based on information provided by or associated with
computing node G indicating that computing node A 1is
authorized to perform such communications, based on the
configured network topology for the managed virtual com-
puter network to which computing nodes A and G belong,
etc.), the System Manager module 290 returns a response
message 225-2 that includes the desired actual physical
substrate network address corresponding to computing node
(. In addition, 1n at least some embodiments, before sending
the desired actual physical network address, the System
Manager module 290 may further verily that Communica-
tion Manager module R 1s authorized to send the message
225-1 on behalf of computing node A, such as based on
computing node A being determined to be one of the
computing nodes with which Communication Manager
module R 1s associated.

In other embodiments, Communication Manager module
R may perform some or all of the actions described as being
performed by System Manager module 290, such as to
maintain provisioning information for the various comput-
ing nodes and/or to determine whether computing node A 1s
authorized to send communications to computing node G, or
instead no such authorization determination may be per-
formed in some or all situations. Furthermore, 1n other
embodiments, other types of authorization determinations
may be performed for a communication between two or
more computing nodes, such as based on a type of the
communication, on a size of the communication, on a time
of the communication, etc.

As previously noted with respect to FIG. 2A, after Com-
munication Manager module S receives communication
230-3 intended for computing node G via the interconnec-
tion network 250, Communication Manager module S may
perform one or more interactions 240 with the System
Manager module 290 in order to determine whether to
authorize that communication. In particular, 1n this example,
to verily that the communication 230-3 1s valid and autho-
rized to be forwarded to computing node G, Commumnication

Manager module S first extracts the actual IPv6 destination
network address and actual IPv6 source network address
from the header of communication 230-3, and then retrieves
the embedded entity network identifiers and virtual network
addresses 1from each of the extracted IPv6 network
addresses. The Communication Manager module S next
exchanges messages 240 with System Manager module 290
to obtain the corresponding actual IPv6 physical network
address for the sending computing node A on behalf of
computing node G, including a message 240-4 that includes
the extracted virtual network addresses for computing nodes
A and G and the enftity network identifier for each of the
computing nodes. In at least some embodiments, Commu-
nication Manager module S may send message 240-4 to the
System Manager module 290 using an anycast addressing
and routing scheme, as previously described.

The System Manager module 290 receives message 240-
4, and returns a response message 240-5 that includes the
actual physical substrate network address corresponding to
computing node A, which 1n this example 1s *“::0A:01:<Z-
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identifier>:10.0.0.2”. As previously discussed with respect
to messages 225-1 and 225-2, 1in some embodiments the
System Manager module 290 and/or Communication Man-
ager module S may further perform one or more other types
of authorization determination activities, such as to deter-
mine that computing node G 1s authorized to communicate
with computing node A, that Communication Manager
module S 1s authorized to send the message 240-4 on behalf
of computing node G, etc. Communication Manager module
S then verifies that the returned physical network address 1n
response message 240-5 matches the source IPv6 network
address extracted from the header of communication 230-3,
s0 as to prevent attempts to spool messages as being from
computing node A that are actually sent from other com-
puting nodes 1n other locations. Communication Manager
module S optionally stores this received information from
response message 240-5 as part of an entry for computing
node A 1n mapping information 262 for later use, along with
computing node A’s virtual network address and a virtual
hardware address for computing node A.

FI1G. 2C illustrates a further example of managing ongo-
ing communications for the wvirtual computer network
described with respect to FIGS. 2A and 2B, but with
communications being managed to support virtual network-
ing functionality for the virtual computer network 1n accor-
dance with a configured network topology for the virtual
computer network. The network topology information may
be configured for the managed virtual computer network in
various manners and at various times. For example, entity Z
285 may directly interact with the System Manager module
290 to provide the configured network topology informa-
tion, such as via an API (not shown) and/or GUI (not shown)
that 1s provided by the module 290 to facilitate obtaiming
such configuration information. In addition, the network
topology information may be configured, for example, as
part of mitially creating the virtual computer network for
entity 7, and 1n some embodiments may further be dynami-
cally updated while the virtual computer network is 1n use.

The example of FIG. 2C illustrates computing node A,
Communication Manager modules R and S, System Man-
ager module 290, and interconnection network 230 1n a
manner similar to that shown 1n FIGS. 2A and 2B. However,
FIG. 2C further 1llustrates additional information regarding
computing node A 205q and computing node H 2555 as
compared to FIG. 2A, as well as logical representations
270a and 2705 of two specified router devices that are part
of the configured network topology for the managed virtual
computer network but that are not actually physically imple-
mented as part of providing the managed virtual computer
network. In particular, 1n this example, computing node A 1s
sending a communication to computing node H, and the
actions of the physically implemented modules 210 and 260
and devices of network 250 1n actually sending the com-
munication are shown, as well as emulated actions of the
virtual router devices 270a and 2705 1n logically sending the
communication.

In this example, computing nodes A and H are configured
to be part of two distinct sub-networks of the virtual com-
puter network, and the virtual router devices 270aq and 2705
separate the computing nodes A and H in the configured
network topology for the virtual computer network. For
example, virtual router device J 270a may be a local router
device to computing node A 1in the configured network
topology (e.g., may manage a first sub-network that includes
computing node A), and virtual router device L 27056 may be
a local router device to computing node H 1n the configured
network topology (e.g., may manage a distinct second
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sub-network that includes computing node H). While com-
puting nodes A and H are illustrated as being separated by
two router devices 1n the configured network topology in
this example, it will be appreciated that two such computing
nodes may be separated by 0, 1 or more than 2 router devices
in other situations, and that other types of networking
devices may separate computing nodes in some situations.

In the example of FIG. 2C, the additional information that
1s shown for computing nodes A and H includes hardware
addresses associated with those computing nodes for the
virtual computer network, such as wvirtual hardware
addresses that are assigned to the computing nodes by the
System Manager module 290 and/or the Communication
Manager modules R and S. In particular, in this example,

computing node A has been assigned hardware address
“00-05-02-0B-27-44,” and computing node H has been

assigned hardware address “00-00-7D-A2-34-11." In addi-
tion, the virtual router devices J and L have also each been
assigned virtual hardware addresses, which in this example
are  “00-01-42-09-88-73” and “00-01-42-CD-11-01,”
respectively, and have been assigned virtual network
addresses, which 1n this example are “10.0.0.1” and
“10.1.5.1,” respectively. The various hardware addresses
will be used as part of the sending of the communication
from computing node A to computing node H, and the
providing of corresponding virtual networking functionality
for the virtual computer network, as described below.

Thus, 1n a manner similar to that described with respect to
FIG. 2A, computing node A determines to send a commu-
nication to computing node H, and accordingly exchanges
various messages 222 with Communication Manager mod-
ule R 210. In particular, 1n this example, computing node A
first sends an ARP message request 222-a for virtual hard-
ware address information. However, unlike the example of
FIG. 2A 1n which computing nodes A and G were part of the
same logical sub-network, communications from computing,
node A to computing node H are expected to first pass
through an initial intermediate destination of local router
device I betfore being forwarded to computing node H.
Accordingly, since virtual router I 1s the 1nitial intermediate
destination for logically remote computing node H, the ARP
message request 222-q includes the virtual network address
for virtual router J (1.e., “10.0.0.1”") and requests the corre-
sponding hardware address for virtual router J. In other
embodiments, computing node A may instead request virtual
hardware address information for computing node H directly
(e.g., using the virtual network address “10.1.5.3” for com-
puting node H), but be provided with the corresponding
hardware address for virtual router J.

Communication Manager module R intercepts the ARP
request 222-a, and obtains a hardware address to provide to
computing node A as part of spooted ARP response message
222-). The Communication Manager module R may deter-
mine the hardware address for virtual router J, as well as that
computing node H 1s part of a distinct logical sub-network
from computing node A, 1n various manners in various
embodiments. For example, as previously discussed, the
Communication Manager module R may store various hard-
ware address mformation as part ol mapping information
212¢, and 1f so may already have stored hardware address
information for virtual router J. If not, however, Communi-
cation Manager module R performs one or more interactions
227 with the System Manager module 290 to obtain infor-
mation from the module 290 corresponding to the indicated
virtual network address for virtual router J. Rather than
obtaining a substrate network address corresponding to the
indicated virtual network address, as for computing node G
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in FIG. 2A, the System Manager module 290 indicates that
the virtual network address corresponds to a virtual router
device of the configured network topology, and may also
provide information to the Communication Manager module
R that indicates the hardware address information for virtual
router J. In particular, the System Manager module 290
maintains various mnformation 296 related to the configured
network topology for the virtual computer networks that it
provides or otherwise manages, such as iformation about
specified networking devices, and uses that information to
provide requested mformation to Communication Manager
modules. The information 296 may in some embodiments be
generated at least in part by a separate Network Routing
Manager module (not shown), as described 1n greater detail
with respect to FIG. 2E and elsewhere. The Communication
Manager module R then stores the received information as
part of mapping information 212¢ for future use, and 1n this
manner determines that computing node H 1s part of a
distinct sub-network from computing node A 1n the config-
ured network topology. Furthermore, Communication Man-
ager module R provides computing node A with the hard-
ware address “00-01-42-09-88-73" corresponding to virtual
router J as part of response message 222-b. While request
222-a and response message 222-b actually pass between
computing node A and Communication Manager module R
in the manner discussed, from the standpoint of computing
node A, the communications 222-a and 222-b are part of
logical interactions 263 that occur with local router device J.

After recerving the response message 222-b from Com-
munication Manager module R, computing node A creates

and 1nitiates the sending of a communication to computing
node H, shown in FIG. 2C as communication 222-c. In
particular, the header of communication 222-¢ includes a
destination network address for destination computing node
H that 1s “10.1.5.3”, a destination hardware address that 1s
the virtual hardware address for virtual router J provided to
computing node A 1n message 222-b, a source network
address for sending computing node A that 1s “10.0.0.2”, and
a source hardware address for sending computing node A
that 1s an actual or dummy hardware address that was
previously identified to computing node A. From the stand-
point of computing node A, the sent communication will be
handled 1n the manner illustrated for logical communication
265, and will be sent to local virtual router J as communi-
cation 265a for forwarding based on the destination hard-
ware address 1n the communication. If virtual router J were
physically implemented and received such a communication
265a, 1t would modity the header of the communication
265a and forward the modified communication 2655 to
virtual router L, which would similarly modity the header of
the communication 2635 and forward that further modified
communication 265¢ to computing node H. The modifica-
tions that virtual router J would perform to such a commu-
nication 265a may include, for example, decrementing a
TTL network hop value 1n the header and changing the
destination hardware address to correspond to the next
destination, which 1n this example would be virtual router L.
Similarly, the modifications that virtual router L. would
perform to such a communication 2635 may include, for
example, Turther decrementing the TTL network hop value
in the header and changing the destination hardware address
to correspond to the next destination, which 1n this example
would be computing node H. In some embodiments and
situations, other similar modifications may be performed by
the router devices 1f they were physically implemented and
used for the forwarding of the communication.
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While communication 222-¢ from computing node A to
computing node H 1s logically handled in the manner
illustrated for communication 265, the communication
222-c 1s actually mtercepted and handled by Communication
Manager module R. In particular, 1n a manner similar to that
described 1n FIG. 2A for communication 220-¢, Communi-
cation Manager module R intercepts the communication
222-c, modifies the communication as appropriate, and
forwards the modified communication over the interconnec-
tion network 250 to computing node H. To determine the
substrate network address to be used for forwarding the
modified communication over the interconnection network
250, Communication Manager module R extracts the des-
tination virtual network address and destination virtual hard-
ware address from the header of commumnication 222-c.
However, based on the destination virtual hardware address
corresponding to virtual router J, Communication Manager
module R determines to use the destination virtual network
address to 1dentily the destination substrate network address,
in a manner different from that of FIG. 2A. Thus, the
Communication Manager module R checks the mapping
information 212c¢ to determine if a substrate network address
corresponding to computing node H’s virtual network
address has been previously determined and stored. If not,
Communication Manager module R performs one or more
interactions 227 with the System Manager module 290 to
determine that information, 1n a manner similar to the
interactions 225 of FIG. 2A. As discussed 1in greater detail
with respect to FIG. 2B, in response to the ARP request
message 222-a and/or communication 222-¢, the Commu-
nication Manager module R and/or the System Manager
module 290 may further perform various optional authenti-
cation activities.

After Communication Manager module R determines the
IPv6 actual physical substrate network address correspond-
ing to computing node H, 1t creates a new IPv6 header that
includes that actual physical substrate network address as
the destination address, and similarly adds a source IPv6
address for computing node A to the new header. In this
example, the physical substrate network address correspond-
ing to computing node H 1s similar to that of computing node
(G, and 1n particular i1s the IPv6 substrate network address

“::0B:02:<Z-1dentifier>:10.1.5.3”, where “10.1.5.3” 1s
stored 1n the last 32 bits of the 128-bit IPv6 address, and
where “<Z-identifier>" 1s a 24-bit entity network 1dentifier
for the managed virtual computer network. Thus, as with
communications sent to computing node G, a communica-
tion sent over the interconnection network 2350 to the sub-
strate network address for computing node H will be routed
to Communication Manager module S. The Communication
Manager module R next creates a new communication 232-3
by modifying communication 222-¢ so as to replace the
prior IPv4 header with the new IPv6 header (e.g., 1n accor-
dance with SIIT), including populating the new IPv6 header
with other information as appropriate for the new commu-
nication (e.g., pavload length, traflic class packet priority,
etc.), and forwards communication 232-3 over the intercon-
nection network 250. The interconnection network then uses
the physical IPv6 destination network address of the com-
munication 232-3 to route the communication to Commu-
nication Manager module S. When Communication Man-
ager module S recerves communication 232-3 wvia the
interconnection network 250, it performs actions similar to
those described 1n FIG. 2A with respect to communication
230-3, including to optionally perform interactions 242 with
the System Manager module 290 to determine 1f the com-
munication 1s authorized, to update mapping information




US 11,336,529 B2

43

262c¢ to reflect any new information about computing node
A, to modify the communication to include an appropriate
IPv4 header, and to provide the modified commumnication as
communication 247-¢ to computing node H.

Furthermore, as noted elsewhere, Communication Man-
ager module R and/or Communication Manager module S
take further actions in this example to modily the commu-
nication from computing node A to computing node H in
such a manner as to provide virtual networking functionality
corresponding to the configured network topology for the
virtual computer network, including to emulate functionality
that would be provided by virtual routers J and L 11 they were
physically implemented for the virtual computer network.
For example, as previously discussed, virtual routers J and
L. would perform various modifications to communication
265 as 1t 1s forwarded to computing node H it those routers
were physically implemented and used, including to modify
TTL network hop values and to perform other header
modifications. Accordingly, Communication Manager mod-
ule R and/or Commumnication Manager module S may per-
form similar modifications to the communication 222-c¢
and/or 247-¢ to emulate such functionality of the wvirtual
routers J and L. Thus, computing node H receives a com-
munication 247-¢ that appears to be communication 265¢
torwarded via the specified network topology for the virtual
computer network.

In this manner, the CNS system may provide virtual
networking functionality corresponding to the configured
network topology, without any special configuration of the
computing nodes of the managed virtual computer network
or of the physical networking devices of the intervening
substrate interconnection network, based on the Communi-
cation Manager modules overlaying the virtual computer
network on the actual physical interconnection network in
such a manner as to emulate the configured network topol-
ogy. In addition, multiple modules of the CNS system may
operate together in a distributed manner to provide func-
tionality corresponding to a particular virtual networking
device, such as with modules 210, 260 and 290 operating
together 1n the previous example to emulate functionality
corresponding to each of virtual router devices 270a and
270b.

FIG. 2D illustrates a further example of managing ongo-
ing communications for the virtual computer network
described with respect to FIGS. 2A-2C, but with commu-
nications being managed to support virtual networking func-
tionality for the managed virtual computer network 1n accor-
dance with a configured network topology for the virtual
computer network that includes one or more computing
nodes of the virtual computer network that act as interme-
diate nodes that facilitate handling at least some inter-node
communications. In particular, FI1G. 2D illustrates comput-
ing nodes A and H, Communication Manager modules R and
S, System Manager module 290, and interconnection net-
work 250 1n a manner similar to that shown 1n FIGS. 2A-2C.
However, 1n the example of FIG. 2D, the virtual computer
network 1s configured to have at least two logical subnets,
and computing node H 1s configured to act as an interme-
diate computing node through which inter-node communi-
cations between the two logical subsets are passed (e.g., as
a firewall device between the two logical subnets). One or
more specified networking devices may further be config-
ured as part of the network topology, such as 1llustrated with
respect to FIG. 2C, but are not illustrated or explicitly
managed 1n the example of FIG. 2D.

In the example of FIG. 2D, computing node A 1s sending
a communication to computing node C, with computing
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nodes A and C being configured to belong to distinct logical
subnets of the virtual computer network, and with comput-
ing node H being configured to act as a firewall device for
communications passing between those logical subnets. The
actions of the physically implemented modules 210 and 260
and devices ol network 250 1n actually sending the com-
munication are shown, as well as the actions of computing
node H in facilitating the sending of the communication.
While only a single intermediate computing node 1s 1llus-
trated 1n FIG. 2D as being used in the routing path of the
virtual computer network for inter-node communications
between the two logical subnets, 1t will be appreciated that
such a routing path may instead include O such intermediate
nodes (e.g., as discussed with respect to FIGS. 2A and 2B)
or more than 1 such intermediate nodes 1n other situations,
and that such mtermediate nodes may perform other types of
actions 1n some situations.

Thus, 1n a manner similar to that described with respect to
FIG. 2A, computing node A determines to send a commu-
nication to computing node C, and accordingly exchanges
various messages 224 with Communication Manager mod-
ule R 210. In particular, 1n this example, computing node A
first sends a message request 224-a for virtual hardware
address mformation for computing node C. However, unlike
the example of FIG. 2A 1n which computing nodes A and G
were part of the same logical subnet and did not include any
intermediate computing nodes in the routing path between
computing nodes A and G for the virtual computer network,
communications from computing node A to computing node
C are configured to first pass through an 1nitial intermediate
computing node H before being forwarded to computing
node G. Accordingly, the information maintained by the
System Manager module 290 for use 1n directing commu-
nications ifrom computing node A to computing node C
reflects that computing node H 1s an inmitial intermediate
destination for such communications.

Thus, Communication Manager module R intercepts the
request 224-a, and obtains a hardware address to provide to
computing node A as part of spooted ARP response message
224-H for use in directing the inter-node communication
along the configured routing path, 1n a manner similar to that
previously discussed. The Communication Manager module
R may store various hardware address information as part of
mapping nformation 2124, and if so may already have
stored hardware address information for use with commu-
nications from computing node A to computing node C. IT
not, however, Commumication Manager module R performs
one or more interactions 229 with the System Manager
module 290 to obtain information from the module 290
corresponding to the indicated virtual network address for
computing node C. Rather than providing the substrate
network address corresponding to computing node C, how-
ever, as performed for computing node Gin FIG. 2A, the
System Manager module 290 instead indicates that the
virtual network address for computing node C (at least for
communications sent from computing node A) corresponds
to the substrate network address for computing node H as
part of the substrate network routing path to computing node
C, and may also provide information to the Communication
Manager module R that indicates a hardware address to use
to represent computing node C (at least for communications
sent from computing node A). In particular, as discussed
with respect to FIG. 2C, the System Manager module 290
maintains various information 296 related to the configured
network topology for the virtual computer networks that 1t
provides or otherwise manages (e.g., as generated at least in
part by a separate Network Routing Manager module, not
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shown, as described in greater detail with respect to FIG. 2E
and elsewhere), such as information about intermediate
computing nodes along routing paths between particular
computing nodes, and uses that information to provide
requested information to Communication Manager modules.
The Communication Manager module R then stores the
received information as part of mapping information 212d
for future use, with the hardware address for computing
node C being associated with the substrate network address
for computing node H ({or communications sent from com-
puting node A), and provides computing node A with the
hardware address corresponding to computing node C as
part of response message 224-b.

After receiving the response message 224-6 from Com-
munication Manager module R, computing node A creates
and mitiates the sending of a communication to computing
node C, shown in FIG. 2D as communication 224-c. In
particular, the header of communication 224-¢ includes a
destination network address for destination computing node
C that 1s “10.0.5.1”, a destination hardware address that 1s
the virtual hardware address for computing node C provided
to computing node A 1n message 224-b, a source network
address for sending computing node A that 1s “10.0.0.2”, and
a source hardware address for sending computing node A
that 1s an actual or dummy hardware address that was
previously 1dentified to computing node A.

The outgoing communication 224-c¢ 1s intercepted and
handled by Communication Manager module R 1n a manner
similar to that previously described with respect to FIGS. 2A
and 2C. In particular, as with communication 220-c in FIG.
2A, Communication Manager module R intercepts the com-
munication 224-¢, modifies the communication as appropri-
ate, and forwards the modified communication over the
interconnection network 250 to computing node H. To
determine the substrate network address to be used for
torwarding the modified communication over the intercon-
nection network 250, Communication Manager module R
extracts the destination virtual network address and desti-
nation virtual hardware address from the header of commu-
nication 224-c. After Communication Manager module R
determines the IPv6 actual physical substrate network
address corresponding to computing node H, it creates a new
IPv6 header that includes that actual physical substrate
network address as the destination address, and similarly
adds a source IPv6 address for computing node A to the new
header. The Communication Manager module R next creates
a new communication 234-3 by modifying communication
224-c so as to replace the prior IPv4 header with the new
IPv6 header (e.g., in accordance with SIIT), including
populating the new IPv6 header with other information as
appropriate for the new communication (e.g., payload
length, trathic class packet prionty, etc.), and forwards com-
munication 234-3 over the mterconnection network 250. As
discussed in greater detaill with respect to FIG. 2B, i
response to the request message 224-a and/or communica-
tion 224-c, the Communication Manager module R and/or
the System Manager module 290 may further perform
various optional authentication activities.

The interconnection network then uses the physical IPv6
destination network address of the communication 234-3 to
route the communication to Communication Manager mod-
ule S. When Communication Manager module S receives
communication 234-3 via the interconnection network 250,
it performs actions similar to those described in FIG. 2A
with respect to communication 230-3, including to option-
ally perform interactions 244 with the System Manager
module 290 to determine 1f the communication 1s autho-
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rized, to update mapping information 2624 to reflect any
new information about computing node A, to modily the
communication to mnclude an appropniate IPv4 header, and
to provide the modified communication as communication
248-¢ to computing node H. However, the communication
248-¢ provided to computing node H includes information
that indicates that computing node C 1s the final destination
for the communication, such as for use by computing node
H 1n performing its firewall analysis. In particular, in this
example, the communication 248-¢ includes a destination
hardware address that corresponds to computing node H, but
the destination network address 1s the wvirtual network
address for computing node C, in a manner similar to
communication 222-¢/265a of FIG. 2C.

When computing node H receives communication 248-¢,
it optionally performs various firewall-related activities for
the communication, based on its configuration, and 1n this
example determines to forward the communication on to 1ts
final destination of computing node C. As discussed 1n
greater detail elsewhere, such intermediate computing nodes
via which some inter-node communications may be directed
may provide a variety of other types of capabilities in other
embodiments and situations. Furthermore, as noted else-
where, computing node H may in some such situations
determine to modily the communication in one or more
manners based on its firewall policies. In order to forward
the communication on to computing node C, computing
node H updates the received communication 248-¢ so that 1t
has a new destination hardware address that corresponds to
computing node C (optionally after performing interactions
with Communication Manager module S to obtain the
hardware address for computing node C’s virtual network
address, not shown, 1n a manner similar to that of commu-
nications 224-a and 224-b). The computing node H then
sends the modified communication as outgoing communi-
cation 248-f.

In a manner similar to that previously discussed else-
where, the outgoing communication 248-f 1s intercepted and
handled by Communication Manager module S. In particu-
lar, Communication Manager module S intercepts the com-
munication 248-f, modifies the communication as appropri-
ate, and forwards the modified communication over the
interconnection network 250 to computing node C. To
determine the substrate network address to be used for
forwarding the modified communication over the intercon-
nection network 250, Communication Manager module S
extracts the destination virtual network address and desti-
nation virtual hardware address from the header of commu-
nication 248-f. After Communication Manager module S
determines the IPv6 actual physical substrate network
address corresponding to computing node C, 1t creates a new
IPv6 header that includes that actual physical substrate
network address as the destination address, and similarly
adds a source IPv6 address for computing node A to the new
header. The Communication Manager module S next creates
a new communication 234-6 by modilying communication
248-f so as to replace the prior IPv4 header with the new
IPv6 header (e.g., in accordance with SIIT), including
populating the new IPv6 header with other information as
appropriate for the new communication (e.g., payload
length, traflic class packet priority, etc.), and forwards com-
munication 234-6 over the interconnection network 250.

The mterconnection network then uses the physical IPv6
destination network address of the communication 234-6 to
route the communication to Communication Manager mod-
ule R. When Communication Manager module R receives
communication 234-6 via the interconnection network 250,




US 11,336,529 B2

47

it performs actions similar to those previously described,
including to optionally determine 1f the communication 1s
authorized, to modily the communication to include an
appropriate IPv4 header, and to provide the modified com-
munication as communication 224-% to computing node C.
As discussed 1n greater detail elsewhere, 1 other embodi-
ments the substrate network that 1s used may instead use the
same network addressing scheme as the overlay virtual
computer network, such as to both use IPv4.

In this manner, the CNS system may provide virtual
networking functionality corresponding to the configured
network topology, including to support intermediate com-
puting nodes along routing paths between particular com-
puting nodes, and again without any special configuration of
the computing nodes of the managed virtual computer
network or of the physical networking devices of the inter-
vening substrate interconnection network, based on the
Communication Manager modules overlaying the virtual
computer network on the actual physical interconnection
network 1n such a manner as to emulate the configured
network topology.

FIG. 2E continues the example of FIG. 2D, i which
computing node H acted as an intermediate computing node
for at least some inter-node communications of a managed
virtual computer network by facilitating handling of those
communications, and in particular performed firewall-re-
lated tunctionality for such communications as part of the
example of FIG. 2D. In the example of FIG. 2E, computing
node H continues to act as such an intermediate computing
node for at least some inter-node communications, and 1s
turther configured to participate 1 one or more defined
routing protocols for the managed virtual computer network,
such as to exchange routing-related communications with
other specified networking devices of the managed virtual
computer network that include routing information for the
managed virtual computer network. Such other specified
networking devices of the managed virtual computer net-
work may include, for example, virtual router devices 270a
and 27056, as discussed 1n greater detail with respect to FIG.
2C.

Accordingly, 1n the example of FIG. 2E, computing node
H has determined to send a routing-related communication
to virtual router L 2705 (e.g., based on virtual router L being
configured 1n the network topology for the managed virtual
computer network as being a nearby neighbor router, or
instead 1n other manners), such as to include various routing
information for the managed virtual computer network that
1s locally stored by or otherwise accessible to computing
node H. Thus, 1n this example, computing node H creates the
routing-related communication, and nitiates sending of the
routing-related commumnication 249-j, which computing
node H intends to send directly to virtual router L as shown
with respect to logical communication 266. In particular, the
routing-related communication has a destination network
address and destination hardware address that are the virtual
network address and virtual hardware address assigned to
virtual router L (in this example, “10.1.5.1” and “00-01-42-
CD-11-01,” respectively), and source network address and
source hardware address corresponding to computing node
H. While not 1llustrated here, in order to obtain the desti-
nation network address and/or the destination hardware
address for virtual router L, computing node H may perform
one or more other prior communications (not shown) to
obtain such information, such as via an ARP message
request.

In a manner similar to that described previously, Com-
munication Manager module S intercepts the routing-related
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communication 249-7, and determines that the routing-re-
lated communication 1s intended for a virtual networking
device that 1s part of the configured network topology of the
managed virtual computer network, such as based on the
indicated destination virtual network address and/or desti-
nation hardware address of the routing-related communica-
tion, or instead 1n other manners (e.g., based on the routing
protocol used for the communication). As previously dis-
cussed, the Communication Manager module S may store
various hardware address information and virtual network
address information as part of mapping information 262e,
and 11 so may already have stored information for use with
communications directed to virtual router L. If not, however,
Communication Manager module S may perform one or
more interactions (not shown) with the System Manager
module 290 to obtain information from the module 290
corresponding to the virtual router L, 1n a manner similar to
that discussed previously.

However, 1n a manner different from that of FIGS. 2A-2D,
rather than forwarding the received communication 249-;
over the substrate network to its intended destination, Com-
munication Manager module S determines to provide the
received routing-related commumication 249-; (or routing
information from the communication) to the Network Rout-
ing Manager module 295, such as via one or more interac-
tions 243. While the module 295 1s not explicitly 1llustrated
as being physically connected to the interconnection net-
work 250 1n this example, such physical connections may
exist 1n at least some embodiments, 1n a manner similar to
that for System Manager module 290 and the various
Communication Manager modules. Accordingly, while the
interactions 243 with the module 295 are not illustrated 1n
this example as explicitly traveling over the interconnection
network 250, 1t will be appreciated that such interactions
may include one or more communications that do travel over
the mterconnection network 250 1n at least some embodi-
ments. In addition, as discussed in greater detail elsewhere,
in some embodiments, the Communication Manager module
S and/or the Network Routing Manager module 295 may
filter or restrict at least some types of routing-related com-
munications, such as by discarding or otherwise not using
such communications, and thus the Communication Man-
ager module S and/or the Network Routing Manager module
295 may further perform various optional activities 1n deter-
mining whether to use the routing imformation in the
received communication 249-;.

As discussed in greater detail elsewhere, the Network
Routing Manager module 295 may use the routing informa-
tion from the routing-related communication i various
manners, including to determine whether the routing infor-
mation indicates any changes in the configured network
topology for the managed virtual computer network. As
previously noted, the System Manager module 290 main-
tains various information 296 related to the configured
network topology for the virtual computer networks that 1t
provides or otherwise manages (e.g., as generated at least in
part by the Network Routing Manager module 295), such as
information about intermediate computing nodes along rout-
ing paths between particular computing nodes, and uses that
information to provide requested imnformation to Communi-
cation Manager modules. Accordingly, the Network Routing
Manager module 295 may analyze the received routing
information to determine 1f it reflects any relevant changes
to the configured network topology information for the
managed virtual computer network (e.g., any changes
regarding intermediate computing nodes along particular
inter-node communication routing paths). If the Network
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Routing Manager module 295 identifies any such relevant
changes to the configured network topology information for
the managed virtual computer network, the Network Rout-
ing Manager module 295 performs one or more interactions
297 (optionally by sending one or more communications,
not shown, over the iterconnection network 250) with the
System Manager module 290 to cause the network topology
information 296 to be updated 1n a corresponding manner.

In a similar manner, after the managed virtual computer
network 1s 1n the use, the entity Z client 285 associated with
the managed virtual computer network may optionally in
some embodiments perform additional interactions with the
System Manager module 290 to provide updates or other
new configured network topology information for the man-
aged virtual computer network. If so, the System Manager
module 290 may provide the new network topology infor-
mation to the Network Routing Manager module 295 (e.g.,
via one or more interactions 297). If so, the Network
Routing Manager module 295 may proceed to perform
actions similar to those performed for the received routing
information from routing-related communication 249-j,
including to analyze the received new network topology
information to determine 1t it reflects any relevant changes
to the configured network topology information for the
managed virtual computer network. I the Network Routing,
Manager module 293 1dentifies any such relevant changes to
the configured network topology information for the man-
aged virtual computer network, the Network Routing Man-
ager module 295 similarly performs one or more interactions
297 with the System Manager module 290 to cause the
network topology information 296 to be updated 1n a cor-
responding manner.

In addition to updating the stored network topology
information 296 as approprnate, the Network Routing Man-
ager module 295 may further take other actions in some
embodiments. For example, 1f changes to the network topol-
ogy are detected that retlect changes to one or more 1nter-
mediate computing nodes for use in nter-node communi-
cations between at least some computing nodes, the
Network Routing Manager module 295 may optionally
perform 1interactions 246 to supply corresponding update
information to one or more Communication Manager mod-
ules that manage computing nodes atiected by the network
topology changes. If such updated information 1s supplied to
Communication Manager modules R and/or S, for example,
they may use that updated information to update their stored
mapping information 212e¢ and 262e¢, respectively, 1n a
corresponding manner for use with future inter-node com-
munications that are aflected by the network topology
change. In other embodiments, the Communication Man-
ager modules may 1nstead obtain such updated network
topology information directly from the System Manager
module 290, such as 1f the Communication Manager mod-
ules periodically contact the System Manager module 290
for current mformation (e.g., 1f the stored mapping infor-
mation 212¢ and 262¢ expires periodically or instead based
on other criteria, such as based on a communication from the
System Manager module 290 and/or the Network Routing
Manager module 295 that some or all of the stored mapping
information 1s no longer valid).

Furthermore, while not illustrated in FIG. 2E, the Net-
work Routing Manager module 295 may take other actions
in at least some embodiments and situations, such as to
initiate the sending of routing-related communications to
computing nodes such as computing node H that participate
in the predefined routing protocol for the managed virtual
computer network. Such sending of a routing-related com-
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munication to computing node H or other similar computing
node may be imtiated by the Network Routing Manager
module 295 in various manners 1n various embodiments,
such as by generating a particular routing-related commu-
nication and forwarding 1t over the interconnection network
250 to the destination computing node in a manner similar
to that of other inter-node communications (optionally with
the sent communication including sender mformation cor-
responding to a virtual networking device for the managed
virtual computer network, such as virtual router L or virtual
router J). Alternatively, the Network Routing Manager mod-
ule 295 may 1n some embodiments and situations instead
provide the routing information intended for such a com-
puting node to the computing node’s associated Communi-
cation Manager module (e.g., to Communication Manager
module S for computing node H), and have that associated
Communication Manager module generate and provide an
appropriate routing-related communication to the associated
computing node. As discussed in greater detail elsewhere,
such routing mformation provided to computing nodes may
have various forms, including the following: routing infor-
mation received Ifrom other computing nodes or other
sources (e.g., a remote networking device at a client’s
remote network that interacts with the managed wvirtual
computer network) that 1s being forwarded to additional
computing nodes; routing information that reflects changes
made by the client to the configured network topology for
the managed virtual computer network, such as via interac-
tions with the System Manager module; routing information
that 1s generated by the Network Routing Manager module
to provide globally consistent routing information for all
computing nodes of the managed virtual computer network,
or that otherwise satisfies a centralized goal for operation of
the managed virtual computer network; etc.

In this manner, the CNS system may further provide
virtual networking functionality corresponding to the con-
figured network topology, including to support intermediate
computing nodes along routing paths between particular
computing nodes, and again without any special configura-
tion of the computing nodes of the managed virtual com-
puter network or of the physical networking devices of the
intervening substrate interconnection network. Such tech-
niques may be based at least in part on the Communication
Manager modules managing at least some routing-related
communications (e.g., routing-related communications
directed to virtual networking devices) 1n appropriate man-
ners, and/or on a Network Routing Manager module using
configured network topology information and/or dynami-
cally supplied routing information to manage inter-node
communications for a managed virtual computer network.

In addition, as previously noted, various computing nodes
may be selected for a managed virtual computer network
and configured in accordance with a configured network
topology of that managed virtual computer network in
vartous manners. For example, in some embodiments, the
selection of a computing node to be used 1n a managed
virtual computer network and/or to be assigned a particular
role 1n a configured network topology may be based at least
in part on a geographical and/or network location of the
computing node, such as an absolute location, or instead a
location relative to one or more other computing resources
of interest (e.g., other computing nodes of the same managed
virtual computer network, storage resources to be used by
the computing node, etc.), such as within a minimum and/or
maximum specified geographical distance or other degree of
proximity to an indicated other computing resource or other
location. In addition, in some embodiments, factors used
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when selecting a computing node may be based 1n part or in
whole on factors other than location, such as to include one
or more of the following: constraints related to capabilities
ol a computing node, such as resource-related criteria (e.g.,
an amount of memory, an amount ol processor usage, an
amount of network bandwidth, and/or an amount of disk
space), and/or specialized capabilities available only on a
subset of available computing nodes; constraints related to
costs, such as based on fees or operating costs associated
with use of particular computing nodes; etc.

As previously noted, 1n some embodiments, a program
execution service executes third-party customers’ programs
using multiple physical computing systems (e.g., in one or
more data centers) that each host multiple virtual machines,
with each virtual machine being able to execute one or more
programs for a customer. In some such embodiments, cus-
tomers may provide programs to be executed to the program
execution service, and may reserve execution time and other
resources on physical or virtual hardware facilities provided
by the program execution service. In addition, customers
and/or the program execution service may define virtual
computer networks that will be used by the program execu-
tion service for computing nodes of the customer, so as to
transparently provide computing nodes of a virtual computer
network with the appearance of operating on a dedicated
physical network.

In addition, 1n some situations, a communication manager
module may track or otherwise determine the virtual com-
puter networks to which the module’s associated computing
nodes belong as part of managing the communications for
the virtual computer networks. The determination by a
communication manager module of a corresponding virtual
computer network for a computing node may be performed
in various ways 1n various embodiments, such as by inter-
acting with a system manager module that provides that
information, by tracking software programs executing on
such computing nodes, by tracking entities associated with
such computing nodes, etc. For example, when a particular
computing node begins to execute one or more soltware
programs on behall of a user, and that user also has other
soltware programs executing on other computing nodes, the
new computing node executing the user’s program(s) may
be selected to be associated with a virtual computer network
for the user that includes those other computing nodes.
Alternatively, a user or other entity may specily a particular
managed computer network to which a computing node
belongs, such as if the entity maintains multiple distinct
managed computer networks between different groups of
computing nodes.

Various other types of actions than those discussed with
respect to FIGS. 2A-2E may be performed 1n other embodi-
ments, mncluding for types of network addressing protocols
other than IPv4 and IPv6.

FIG. 3 1s a block diagram 1llustrating example computing,
systems suitable for executing an embodiment of a system
for managing communications between computing nodes. In
particular, FIG. 3 illustrates a group 399 of computing
systems and inter-network(s), such as a data center or other
group ol co-located computing nodes. In some embodi-
ments, some or all of the computing systems of the group
399 may be used by an embodiment of the CNS system to
provide managed virtual computer networks to users or
other enftities. The group 399 includes a server computing
system 300, a host computing system 3350 capable of execut-
ing one or more virtual machines, other host computing
systems 390 that are similar to host computing system 350,
and an optional Communication Manager module 360 that
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manages host computing systems 390 and that executes on
one of the computing systems 390 or on another computing
system (not shown). The server computing system 300 and
host computing systems 350 and 390 are connected to one
another via an internal network 380, which includes a
physical networking device 362 and other networking
devices (not shown). The network 380 may be an intercon-
nection network that joins multiple disparate physical net-
works (not shown) for the group 399 and possibly provides
access to external networks (not shown) and/or systems,
such as other computing systems 393. In the illustrated
example, the networking device 362 provides a gateway
between the network 380 and host computing systems 350
and 390. In some embodiments, networking device 362 may,
for example, be a router or a bridge.

The computing system 300 operates to configure and
manage virtual computer networks within the group 399, as
well as to provide other functions (e.g., the provisioning,
initialization, and execution of programs on computing
nodes). The computing system 300 includes a CPU 305,
various I/O components 310, storage 330, and memory 320.
The I/O components include a display 311, network con-
nection 312, computer-readable media drive 313, and other
I/O devices 315 (e.g., a mouse, keyboard, speakers, etc.).

The host computing system 350 operates to host one or
more virtual machines, such as for use as computing nodes
in managed virtual computer networks (e.g., computing
nodes that execute programs on behalf of various users). The
host computing system 350 includes a CPU 352, various [/O
components 353, storage 351, and memory 355. While not
illustrated here, the I/O components 353 may include similar
components to those of I/O components 310. A virtual
machine Communication Manager module 356 and one or
more virtual machines 358 are executing 1n the memory 3335
(and may each have an associated amount of storage 351
and/or other local computing resources), with the module
356 managing communications for the associated virtual
machine computing nodes 358. The Communication Man-
ager module 356 maintains various mapping information
354 on storage related to the computing nodes 358 and other

computing nodes, such as 1n a manner similar to mapping
information 212, 212¢, 212d, 212e, 262, 262¢, 2624 and

262¢ of FIGS. 2A-2E. The structure of the other host
computing systems 390 may be similar to that of host
computing system 350, or instead some or all of the host
computing systems 350 and 390 may act directly as com-
puting nodes by executing programs without using hosted
virtual machines. In a typical arrangement, the group 399
may 1nclude hundreds or thousands of host computing
systems such as those illustrated here, organized into a large
number of distinct physical sub-networks and/or networks.

An embodiment of a CNS system 340 1s executing 1n
memory 320 of the computing system 300. In some embodi-
ments, the system 340 may receive an indication of multiple
computing nodes to be used as part of a managed virtual
computer network (e.g., one or more virtual machine com-
puting nodes on host computing system 350 or one or more
computing nodes using one of the host computing systems
390), and 1n some situations may select the particular
computing node(s) for the managed virtual computer net-
work. In some cases, information about the structure and/or
membership of various managed virtual computer networks
may be stored 1n the provisioning database 332 on storage
330 by the system 340, and provided to the Communication
Manager modules at various times. Similarly, 1n some cases,
information about the configured network topology of vari-
ous managed computer networks (e.g., information about
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logical subnets, virtual networking devices, intermediate
computing nodes along routing paths for communications
between particular computing nodes, etc.) may be stored in
the database 334 on storage 330 by the system 340, such as
1n a manner similar to information 296 ot FIGS. 2C-2E, and
provided to the Communication Manager modules at various
times. In this example, the system 340 in memory 320
includes a Network Routing Manager (“NRM”) module 342
and optionally other modules 344 (e.g., a system manager
module), with the communication manager modules 356 and
360 being a further part of the distributed CNS system. The
NRM module 342 performs operations to {facilitate the
configuration and use of specified network topology for
managed computer networks, such as in response to requests
from clients and/or dynamically received routing informa-
tion, as discussed elsewhere. In at least some embodiments,
the NRM module 342, other modules 344, and/or various
communication manager modules may each include sofit-
ware 1nstructions that may be stored on long-term non-
volatile storage (e.g., storage 330, storage 351, etc.) and may
be loaded mnto memory (e.g., memory 320, memory 355,
etc.) for execution by at least one of one or more processors
(e.g., CPU 305, CPU 352, etc.), so as to configure those
processors and the corresponding computing systems/de-
vices to perform the described techniques.

As discussed 1n greater detail elsewhere, the Communi-
cation Manager modules 356 and 360 (and other Commu-
nication Manager modules, not shown, that manage other
associated computing nodes, not shown) and the various
modules 342 and 344 of the system 340 may interact in
various ways to manage communications between comput-
ing nodes, mcluding to provide virtual networking function-
ality corresponding to configured network topologies for
provided virtual computer networks. Such interactions may,
for example, enable the computing nodes 358 and/or other
computing nodes to inter-communicate over managed vir-
tual computer networks without any special configuration of
the computing nodes, by overlaying the virtual computer
networks over network 380 and optionally one or more
external networks (not shown) without any special configu-
ration of networking device 362 or other networking devices
(not shown), and optionally without encapsulation of com-
munications.

It will be appreciated that computing systems 300, 350,
390, and 395, and networking device 362, are merely
illustrative and are not intended to limit the scope of the
present invention. For example, computing systems 300
and/or 350 may be connected to other devices that are not
illustrated, including through one or more networks external
to the group 399, such as the Internet or via the World Wide
Web (“Web”). More generally, a computing node or other
computing system may comprise any combination of hard-
ware or software that can interact and perform the described
types of functionality, including without limitation desktop
or other computers, database servers, network storage
devices and other network devices, PDAs, cell phones,
wireless phones, pagers, electronic organizers, Internet
appliances, television-based systems (e.g., using set-top
boxes and/or personal/digital video recorders), and various
other consumer products that include appropriate commu-
nication capabilities. In addition, the functionality provided
by the illustrated modules may 1n some embodiments be
combined i fewer modules or distributed in additional
modules, such as 1f the functionality of a system manager
module and a network routing manager module are instead
combined 1nto a single module. Similarly, 1n some embodi-
ments the functionality of some of the illustrated modules
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may not be provided and/or other additional functionality
may be available. Furthermore, 1n some embodiments the
functionality of a single illustrated module may be distrib-
uted across multiple related modules that provide the
described functionality 1n an aggregate manner.

It will also be appreciated that, while various items are
illustrated as being stored 1n memory or on storage while
being used, these items or portions of them may be trans-
ferred between memory and other storage devices for pur-
poses of memory management and data integrity. Alterna-
tively, 1n other embodiments some or all of the modules
and/or systems may execute 1n memory on another device
and communicate with the illustrated computing systems via
inter-computer communication. Furthermore, 1n some
embodiments, some or all of the systems and/or modules
may be implemented or provided in other manners, such as
at least partially 1n firmware and/or hardware, including, but
not limited to, one or more application-specific integrated
circuits (ASICs), standard integrated circuits, controllers
(e.g., by executing appropriate mnstructions, and including
microcontrollers and/or embedded controllers), field-pro-
grammable gate arrays (FPGAs), complex programmable
logic devices (CPLDs), etc. Some or all of the modules,
systems and data structures may also be stored (e.g., as
software 1nstructions or structured data) on a computer-
readable medium, such as a hard disk, a memory, a network,
or a portable media article to be read by an appropriate drive
or via an appropriate connection. The systems, modules and
data structures may also be transmitted as generated data
signals (e.g., as part ol a carrier wave or other analog or
digital propagated signal) on a variety of computer-readable
transmission mediums, including wireless-based and wired/
cable-based mediums, and may take a variety of forms (e.g.,
as part of a single or multiplexed analog signal, or as
multiple discrete digital packets or frames). Such computer
program products may also take other forms in other
embodiments. Accordingly, the present invention may be
practiced with other computer system configurations.

FIG. 4 1s a flowchart of an example embodiment of a CNS
System Manager routine 400. The routine may be provided
by, for example, execution of the system manager module
110 of FIG. 1B, the manager module 110 of FIG. 1A, the
system manager module 290 of FIGS. 2A-2E, and/or a
system manager module (not shown) of CNS system 340 of
FIG. 3, such as to assist in managing communications
between multiple computing nodes across one or more
intermediate networks, including to manage communica-
tions so as to provide virtual networking functionality cor-
responding to configured network topologies of managed
computer networks, as well as to perform other types of
management operations in some situations. In at least some
embodiments, the routine may be provided as part of a
system that manages communications for multiple different
entities across a common intermediate network, with the
communications configured so as to enable each computing
node to transparently communicate with other associated
computing nodes using a private virtual computer network
that 1s specific to that entity. Furthermore, the routine may
facilitate preventing unauthorized communications from
being provided to destination computing nodes, such as by
assisting Communication Manager modules with determi-
nations of whether communications are authorized.

In the illustrated embodiment, the routine begins at block
4035, where a request 1s received. The routine continues to
block 410 to determine the type of request. IT 1t 1s determined
that the type of request 1s to associate one or more comput-
ing nodes with a particular managed virtual computer net-
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work provided for an indicated entity, such as if those
computing nodes are executing or are to execute one or more
programs on behalf of that entity, the routine continues to
block 415 to associate those computing nodes with that
indicated entity and virtual computer network. In some
embodiments, the routine may further determine the one or
more computing nodes to be associated with the indicated
entity and virtual computer network, such as based on
information provided by the indicated entity, while 1n other
embodiments the selection of such computing nodes and/or
execution of appropriate programs on those computing
nodes may be performed in other ways. In addition, as
discussed 1n greater detail elsewhere, 1n some embodiments
one or more of the computing nodes may each be a virtual
machine that 1s hosted by one or more physical computing
systems. The routine then continues to block 420 to store
mapping information for the computing nodes and the
managed virtual computer network. In particular, 1n the
illustrated embodiment the routine stores for each comput-
ing node an 1indication ol a physical substrate network
address corresponding to the computing node, a virtual
network address used by the entity for the computing node
as part of the virtual computer network, optionally a virtual
hardware address assigned to the computing node, and an
indication of the associated entity. As discussed 1n greater
detail elsewhere, the physical substrate network address
corresponding to the computing node may 1n some embodi-
ments be a substrate network address specific to that single
computing node, while 1n other embodiments may instead
refer to a sub-network or other group of multiple computing
nodes, such as may be managed by an associated Commu-
nication Manager module. In addition, the specification of
various network topology information for computing nodes
and virtual networking devices 1s discussed 1n greater detail
with respect to block 480 and FIG. 6, such as to be further
included 1n the stored mapping information as discussed 1n
greater detail previously, although in other embodiments
such information could further be recerved and stored with
respect to block 420. After block 420, the routine continues
to block 422 to optionally provide information about the
computing nodes and their configuration to one or more
communication manager modules associated with those
computing nodes, although in other embodiments instead
provides such information upon request from the commu-
nication manager modules.

If 1t 1s mstead determined 1n block 410 that the type of
received request 1s a request for address resolution for a
virtual network address of a target computing node or other
network device of interest, such as from a communication
manager module on behalf of a managed computing node,
the routine continues instead to block 425, where 1t deter-
mines whether the request 1s authorized in one or more
ways, such as based on whether the managed computing
node on whose behalf the request 1s made 1s authornized to
send communications to a computing node whose virtual
network address resolution 1s requested (e.g., based on the
virtual computer network(s) to which the two computing
nodes belong), based on whether the managed computing
node on whose behall the request 1s made 1s a valid
computing node that is currently part of a configured virtual
computer network, and/or based on whether the request 1s
received from the communication manager module that
actually manages the indicated computing node on whose
behalf the request 1s made. If the request 1s determined to be
authorized, the routine continues to block 430, where it
obtains a virtual network address of interest for a particular
virtual computer network, such as may be included with the
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request received 1n block 405, or previously stored and
currently 1dentifiable for the target computing node of inter-
est based on other received information. The routine then
continues to block 433 to retrieve stored information for the
computing node that 1s associated with the virtual network
address for the virtual computer network, and 1n particular
information that associates that virtual network address to a
physical substrate network address for a network location
that corresponds to the computing node, such as may be
previously stored with respect to block 420, and optionally
to other information for the virtual network address (e.g., an
associated virtual hardware address, an indication regarding
whether the virtual network address corresponds to a physi-
cally implemented computing node with an actual substrate
network address or instead to a virtual networking device
that does not have an actual substrate network address,
information about a role or status of the device correspond-
ing to the virtual network address with respect to configured
network topology information, etc.). I communications
from the computing node on whose behalf the request i1s
made to the mdicated computing node are to be routed via
one or more intermediate computing nodes, the information
that 1s provided may 1n part correspond to a first of those
intermediate computing nodes, such as to include the actual
substrate network address of that first intermediate comput-
ing node (whether instead of or in addition to the actual
substrate network address for the indicated computing
node). After block 435, the routine continues to 440 to
provide an indication of the retrieved information to the
requester. While not 1llustrated here, i1 the determination in
block 425 determines that the request 1s not authorized, the
routine may instead not perform blocks 430-440 for that
request, such as by responding with an error message to the
request recerved 1 block 405 or not responding to that
received request. In addition, mn other embodiments the
routine may perform one or more other tests to validate a
received request belfore responding with the requested 1nfor-
mation, such as to verily that the computing node that
initiated the request 1s authorized to recerve that informa-
tion.

If 1t 15 1nstead determined in block 410 that the received
request 1s to configure information regarding a specified
network topology for an indicated managed virtual computer
network, such as from a user associated with that virtual
computer network (e.g., a user representative of the client on
whose behalf the virtual computer network 1s provided), the
routine continues to block 480 to perform a Network Rout-
ing Manager routine to manage the configuration. One
example embodiment of such a Network Routing Manager
routine 1s described 1n further detail with respect to FIG. 6.
In this i1llustrated embodiment, the Network Routing Man-
ager routine manages the interaction with the user to obtain
the configured network topology information (e.g., via an
API and/or GUI of the configurable network service), and
stores relevant configured network topology information 1n
a manner that 1s accessible by the System Manager routine
for later use (e.g., with respect to block 435), while 1n other
embodiments the System Manager routine may instead
manage those user interactions and/or that network topology
information storage (e.g., by providing received configured
network topology information to the Network Routing Man-
ager routine for analysis after it 1s received by the System
Manager routine, and by storing updated network topology
information 1f 1t 1s received from the Network Routing
Manager routine).

If 1t 15 1mnstead determined in block 410 that the received
request 1s ol another type, the routine continues instead to
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block 490 to perform another indicated operation as appro-
priate. For example, 1n some embodiments, the routine may
receive requests to update stored information about particu-
lar computing nodes, such as i1 a particular computing node
was previously associated with a particular entity and/or
virtual computer network (or portion of a virtual computer
network, such as a specified logical subnet) but that asso-
ciation ends (e.g., one or more programs being executed for
that entity on that computing node are terminated, the
computing node fails or otherwise becomes unavailable, an
associated user or other client changes specified configura-
tion information for the computing node, etc.). The routine
may also perform a variety of other actions related to
managing a system of multiple computing nodes, as dis-
cussed 1n greater detail elsewhere, and may at times perform
actions of other types, such as to perform occasional house-
keeping operations to review and update stored information
as appropriate (e.g., alter predefined periods of time have
expired). In addition, 1f possible validation problems are
detected, such as with respect to received address resolution
requests for virtual network addresses, the routine may take
various actions to signal an error and/or perform other
corresponding actions as appropriate. Furthermore, if the
routine recerves updated network topology information for a
managed virtual computer network, such as from the client
and/or from the Network Routing Manager module, the
routine may proceed to store that information for later use as
appropriate.

After blocks 422, 440, 480 or 490, the routine continues
to block 495 to determine whether to continue, such as until
an explicit indication to terminate 1s recerved. If it 1s
determined to continue, the routine returns to block 405, and
il not continues to block 499 and ends.

FIGS. 5A-5B are a flow diagram of an example embodi-
ment of a CNS Communication Manager routine 500. The
routine may be provided by, for example, execution of the
Communication Manager modules 1094, 1095, 109¢, 109
and/or 150 of FIG. 1B, the Communication Manager mod-
ules 210 and/or 260 of FIGS. 2A-2E, the Communication
Manager modules 356 and/or 360 of FIG. 3, and/or a
communication manager module (not shown) of the CNS
service 105 of FIG. 1A, such as to manage communications
to and from an associated group of one or more computing
nodes 1n order to provide a private virtual computer network
over one or more shared intermediate networks, including to
determine whether to authorize communications to and/or
from the managed computing nodes, and to support provid-
ing virtual networking functionality corresponding to con-
figured network topologies for managed virtual computer
networks.

The routine begins at block 305, where an indication 1s
received of a node communication or other message. The
routine continues to block 510 to determine the type of
communication or other message and proceed accordingly.
If 1t 1s determined 1n block 510 that the message 1s a request
from an associated managed computing node for network
address resolution, such as an ARP request, the routine
continues to block 5135 to idenftify the wvirtual network
address of mterest indicated 1n the request. The routine then
continues to block 520 to send a request to a system manager
module for virtual network address resolution for the indi-
cated virtual network address for the virtual computer net-
work that 1s associated with the computing node that pro-
vided the request, such as discussed with respect to blocks
425-440 of FIG. 4. As discussed 1n greater detail elsewhere,
the routine may 1n some embodiments track information
about virtual computer networks and/or entities associated
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with each managed computing node, while 1n other embodi-
ments at least some such information may instead be pro-
vided to the routine by the computing nodes, by the system
manager module and/or by the network routing manager
module, or mstead the system manager module may track
and store that information without 1t being provided to and
tracked by the current routine. While not 1llustrated here, in
other embodiments and situations such address resolution
requests may be handled 1n other manners. For example, 11
a computing node being managed by a particular commu-
nication manager module provides an address resolution
request for another computing node that 1s also managed by
that communication manager module, the routine may
instead respond to the request without interaction with the
system manager module, such as based on locally stored
information. In addition, while 1n the 1llustrated embodiment
the received request 1s a request to provide a computing
node’s link-layer hardware address that corresponds to an
indicated networking layer address, in other embodiments
the address resolution request may have other forms, or
computing nodes may request other types of information
about indicated computing nodes.

In the 1llustrated embodiment, the routine next continues
to block 5235 to recerve a response from the system manager
module that includes a physical substrate network address
and/or other information corresponding to the identified
virtual network address, and stores information locally that
maps that physical substrate network address and/or other
information to a unique hardware address for later use by the
routine (e.g., based on a dummy virtual hardware address
generated by the routine or provided in the response), along
with other information about the computing node as dis-
cussed 1n greater detail elsewhere. The routine then provides
the hardware address to the requesting computing node,
which it may use as part of one or more later communica-
tions that 1t sends to the computing node with the indicated
virtual network address. As discussed 1n greater detail else-
where, the physical substrate network address response that
1s provided may 1n some embodiments include a physical
substrate network address that 1s specific to the indicated
computing node of interest, while 1n other embodiments the
physical substrate network address may correspond to
another mtermediate computing node via which communi-
cations to the indicated computing node of interest will be
passed for some or all sending computing nodes, or may
instead correspond to a sub-network or other group of
multiple computing nodes to which the indicated computing
node belongs, such as to correspond to another communi-
cation manager module that manages those other computing
nodes. IT only some inter-node communications to an indi-
cated computing node of interest will be passed through a
particular intermediate computing node, such as for only
some sending computing nodes, 1t will be appreciated that
the routine may obtain and store multiple entries for the
indicated computing node of interest, such as to include
different information to use for different sending computing
nodes that imitiate 1nter-node communications to the indi-
cated computing node of interest. The routine next continues
to block 530 to determine 11 blocks 515-525 were performed
as part of the handling of an outgoing node communication,
as discussed with respect to blocks 540-560, and 11 so,
continues to block 547, or otherwise continues to block 595.
While not illustrated here, in some embodiments the routine
may instead receive an error response from the system
manager module (e.g., based on the requesting computing
node not being authorized to commumicate with the indi-
cated destination computing node) or no response, and 11 so
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may not send any response or a corresponding error message
to the requesting computing node.

If 1t 1s mstead determined 1n block 510 that the type of
communication or other message 1s an outgoing communi-
cation from a computing node managed by the routine, such
to another indicated remote destination computing node that
1s not managed by the routine and/or to an indicated virtual
networking device, the routine continues to block 540. If the
routine 1s being performed for a communication manager
module that operates as an edge module to manage connec-
tions between a group ol computing nodes connected by a
substrate network (e.g., at a data center) and external com-
puting systems, such outgoing communications correspond
to communications entering the group of inter-connected
computing nodes from external computing systems, and the
routine proceeds to block 550 without performing blocks
540-547. In block 540, the routine i1dentifies the indicated
hardware address for the destination from the communica-
tion header for the outgoing commumnication. In block 545,
the routine then determines whether that destination hard-
ware address 1s a hardware address previously mapped to a
physical substrate network address corresponding to the
destination, such as previously discussed with respect to
block 525. If not, in some embodiments the routine contin-
ues to block 5135 to perform blocks 515-5235 to determine
such a corresponding physical network address for the
outgoing node communication, while 1n other embodiments
such actions are not performed (e.g., if the indicated hard-
ware address 1s not a mapped address, the routine may cause
the outgoing node communication to fail, such as with an
error message back to the sending node).

If the indicated hardware address 1s a mapped address, or
the check 1s not performed, the routine continues to block
547 to determine 11 the received communication 1s a routing-
related communication, such as a communication intended
for a virtual networking device. If so, the routine continues
to block 581, and otherwise continues to block 550 to
retrieve the physical substrate network address that 1s
mapped to the hardware address for the destination com-
puting node to which the communication 1s directed (or to
the destination network address for incoming communica-
tions from external computing systems). As discussed in
greater detail elsewhere, 11 the communication 1s to be
directed to one or more mtermediate computing nodes along
a routing path to the final destination computing node, the
substrate network address that 1s used may correspond to a
first such intermediate computing node as an initial desti-
nation computing node. After block 550, the routine 1n block
5355 then rewrnites the communication header 1n accordance
with a networking address protocol for one or more inter-
mediate networks between the communication manager
module and the destination computing node using the physi-
cal substrate network address retrieved 1 block 350. The
header re-writing may further include changing other infor-
mation in the new header, including changing a virtual
network address for the sending computing node to be a
corresponding physical substrate network address so as to
direct responses to a communication manager module asso-
ciated with the sending computing node (e.g., to an edge
communication manager module for an external computing
system that sent the commumnication), and in at least some
embodiments includes moditying the received communica-
tion without encapsulation as part of an overlay of the virtual
computer network over the substrate one or more interme-
diate physical networks. Furthermore, for a communication
whose destination hardware address does correspond to a
virtual networking device, the routine in block 555 may
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turther perform other modifications that correspond to pro-
viding virtual networking functionality to emulate the
actions and functionality that would be performed by the one
or more virtual networking devices that would be used to
forward the communication to the destination computing
node 1n accordance with the configured network topology
for the virtual computer network.

In block 560, the routine then facilitates providing of the
modified outgoing communication along the routing path to
the destination computing node, such as by initiating for-
warding ol the modified outgoing communication over the
substrate intermediate network(s) to the destination comput-
ing node. While not 1llustrated here, in other embodiments
various additional types of processing may be performed for
outgoing node communications, such as to verity that the
communications are valid or otherwise authorized 1n various
ways (e.g., to verily that the sending computing node 1s
authorized to send communications to the destination com-
puting node, such as based on being associated with the
same entity or part of the same virtual computer network,
based on the sending and destination computing nodes being
assoclated with different entities that are authorized to
inter-communicate, based on the type of communication or
other information specific to the communication, etc.), to
add and/or remove a VLAN identifier or other information
about a VLAN configured for the network topology and
associated with the communication (e.g., based on the type
of VLAN communication links associated with the sending
and destination computing nodes, such as i1f the communi-
cation manager module for an outgoing communication
performs such a modification rather than the communication
manager module for an incoming communication), etc.

If 1t 1s mstead determined in block 547 that the received
communication 1s a routing-related communication, such as
a communication mtended for a virtual networking device,
the routine continues instead to block 581 to forward the
received routing-related communication to the Network
Routing Manager routine for analysis, as discussed 1n
greater detaill with respect to FIG. 6. The communication
may be forwarded to the Network Routing Manager routine
in various manners, including by re-headering the commu-
nication and forwarding it over the intermediate substrate
network to a location of the Network Routing Manager
module that performs the Network Routing Manager rou-
tine, 1 a manner similar to that discussed 1n greater detail
clsewhere. In other embodiments, the routine may instead
extract particular routing information from the communica-
tion and instead forward the extracted routing information to
the Network Routing Manager routine. After block 381, the
routine continues to block 583 to optionally generate a
response communication to the computing node from which
the routing-related communication was recerved (e.g., to
acknowledge receipt), such as 1f the predefined routing
protocol 1n use includes such response communications, and
provides the generated response communication to the man-
aged computing node from which the routing-related com-
munication was received. After block 583, the routine con-
tinues to block 595.

IT 1t 1s mstead determined in block 510 that the received
message 1s an imcoming node communication for one of the
managed computing nodes, such as an inter-node commu-
nication from an external computing node and/or a routing-
related communication from the Network Routing Manager
routine (e.g., a routing-related communication that 1s
spoofed to include sender information corresponding to a
virtual networking device), the routine continues to block
5635. 11 the routine 1s being performed for a communication
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manager module that operates as an edge module to manage
connections between a group of computing nodes connected
by a substrate network (e.g., at a data center) and external
computing systems, such incoming communications corre-
spond to communications exiting the group of inter-con-
nected computing nodes to external computing systems. In
block 565, the routine identifies the physical substrate net-
work addresses for the sender and for the destination com-
puting node from the communication header. After block
565, the routine continues to block 570 to optionally verily
that the imncoming communication 1s valid 1in one or more
ways. For example, the routine may determine whether the
physical substrate network address for the sender 1s actually
mapped to a sending computing node that corresponds to the
source physical substrate network address location, such as
based on interactions with a system manager module and/or
based on other information previously obtained and stored
by the routine. In addition, the routine may determine
whether the physical substrate network address for the
destination computing node corresponds to an actual man-
aged computing node, or to an external computing system or
device with which communications are authorized. While
not 1llustrated here, 11 an 1ncoming communication 1s deter-
mined to not be valid, the routine may take various actions
not shown, such as to generate one or more errors and
perform associated processing and/or drop the mmcoming
communication without forwarding it to the indicated des-
tination node. For example, 11 the incoming communication
indicates a destination network address that does not corre-
spond to a current managed computing node or authorized
external device, the routine may drop the mcoming com-
munication and/or initiate an error message, although in
some embodiments such error messages are not sent to the

sending computing node.

In the 1llustrated embodiment, after block 570, the routine
continues to block 375 to retrieve the hardware address and
the network address that are mapped to the physical desti-
nation substrate network address, and to rewrite the com-
munication header in a manner corresponding to the virtual
computer network, so that 1t includes information directed to
the destination computing node. For example, in some
embodiments the destination virtual network address may be
obtained from the destination physical substrate network
address 1itself, such as from a subset of the bits of the
destination physical substrate network address. In addition,
the destination hardware address may have previously been
mapped to mformation about the location of the destination
computing node, such as previously discussed with respect
to block 525. In situations in which such prior mapping has
not occurred, the routine may instead perform blocks 515-
525 to obtain such information. The routine may similarly
rewrite the communication header for the virtual computer
network so that it appears to be sent from a sender with a
source virtual network address and source hardware address
corresponding to the sender. In addition, 1n at least some
embodiments, the routine 1n block 575 may further perform
other modifications to the imcoming communication that
correspond to providing virtual networking functionality to
emulate the actions and functionality that would be per-
formed 1f the communication was forwarded in a manner
associated with a configured VLAN for the managed virtual
computer network, such as to add and/or remove a VLAN
identifier or other VLAN information, although in other
embodiments such a modification 1s not performed for an
incoming commumnication 1if 1t was instead performed for the
communication when outgoing for another communication
manager module, or if no modification 1s needed based on
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the configured VLAN communication links associated with
the sending and destination computing nodes. Furthermore,
in at least some embodiments, the routine in block 575 may
further perform other modifications to the incoming com-
munication that correspond to providing virtual networking
functionality to emulate the actions and functionality that
would be performed by one or more virtual networking
devices that would have been used to forward the commu-
nication to the destination computing node 1 accordance
with the configured network topology for the virtual com-
puter network. After block 575, the routine continues to
block 580 to facilitate providing of the modified incoming
communication to the destination computing node, such as
by mitiating forwarding of the modified incoming commu-
nication to the destination node. In other embodiments,
routing-related communications that are directed to man-
aged computing nodes may 1instead be generated by the
communication manager module that manages that comput-
ing node (e.g., as mstructed by the Network Routing Man-
ager, and such as to include routing information supplied by
the Network Routing Manager), and provided to the desti-
nation computing node.

If 1t 1s mstead determined 1n block 510 that a message of
another type 1s received, the routine continues to block 590
to perform another indicated operation as appropriate, such
as to store information about entities associated with par-
ticular computing nodes, store information about configured
network topologies for particular virtual computer networks,
respond to requests and other messages from computing
nodes 1 a manner to provide virtual networking function-
ality corresponding to configured network topologies for
virtual computer networks (e.g., by emulating actions and
other functionalities that would be performed by specified
virtual networking devices 1f they were physically imple-
mented), update previously mapped or stored mnformation to
reflect changes with respect to computing nodes that are
being managed or to remote computing nodes, etc. The
storing and/or updating of stored information may be 1niti-
ated 1n various manners, such as by recerving information in
response to previous requests, recerving information that 1s
proactively pushed to the routine without a corresponding
request, €tc.

After blocks 560, 580, 583, or 590, or if it 1s instead
determined 1n block 530 that the processing 1s not being
performed with respect to an outgoing communication, the
routine continues to block 595 to determine whether to
continue, such as until an explicit indication to terminate 1s
received. It 1t 1s determined to continue, the routine returns
to block 505, and 1f not continues to block 599 and ends.

FIG. 6 1s a tlow diagram of an example embodiment of a
CNS Network Routing Manager routine 600. The routine
may be provided by, for example, execution of the NRM
module 342 of FIG. 3, the NRM module 295 of FIG. 2E, the
Network Routing Manager module 170 of FIG. 1B, a
Network Routing Manager module (not shown) of the CNS
service 105 of FIG. 1A, and/or a Network Routing manager
module (not shown) that operates in conjunction with the
System Manager module 290 of FIGS. 2A-2D, such as to
manage the configuration of specified network topology
information for managed computer networks. In the 1llus-
trated embodiment, the routine may be invoked by, for
example, execution of block 480 of FIG. 4 and/or directly 1n
response to a request mitiated by a client of the CNS system,
and may recerve information forwarded by block 581 of
FIGS. 5A-5B. In addition, in the illustrated embodiment of
the routine, a Network Routing manager module facilitates
the configuration of specified network topology information
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for managed virtual computer networks, and provides cor-
responding information to a system manager module that
further 1interacts with communication manager modules
based on the specified network topology imformation—in
other embodiments, however, various functionality may be
distributed 1n other manners, such as to combine some or all
functionality of a Network Routing manager module, a
system manager module, and/or one or more communication
manager modules.

The routine begins at block 605, where an indication 1s
received of configuration information related to a managed
computer network. The routine continues to block 610 to
determine whether the indication 1s related to the initial
configuration of network topology information for a man-
aged virtual computer network, such as part of initially
creating the managed virtual computer network. If so, the
routine continues to block 615 to recerve various informa-
tion about the configured network topology, such as infor-
mation previously received 1n block 6035, or by interacting,
with a user or other entity for a client providing the con-
figuration information. The received information may
include, for example, information regarding logical subnets
of the managed computer network and optionally corre-
sponding computing nodes and/or virtual networking
devices, mformation about any computing nodes that are
configured to act as intermediate computing nodes for at
least some 1nter-node communications for at least some
computing nodes, etc.

The routine then continues to blocks 620-635 to analyze
the recerved configuration information to determine particu-
lar information to use in routing communications between
computing nodes. In particular, in block 620, the routine
selects the next computing node of the managed computer
network, beginning with the first. In block 625, the routine
then, for each other computing node of the managed com-
puter network, determines i1f inter-node communications
from the selected computing node to the other computing
node are configured to pass through one or more interme-
diate computing nodes based on the configured network
topology. If so, the routine selects the substrate network
address for a first such mtermediate computing node to use
for communications directed from the selected computing
node to the other computing node, and otherwise selects the
substrate network address for the other computing node to
use for such inter-node communications. In block 630, the
routine then stores such received information (e.g., 1n a
manner accessible to a system manager module, such as by
providing the received information to the system manager
module), and optionally provides the configuration informa-
tion (e.g., 1n a push manner) to one or more communication
manager modules, including the communication manager
module that manages the selected computing node. In block
633, the routine then determines 11 there are more computing
nodes to analyze, and 1f so returns to block 620, and
otherwise continues to block 695. While 1llustrated here as
performing the analysis 1n a serial manner for individual
computing nodes, 1n other embodiments and situations such
analysis may occur 1n other manners.

If 1t 1s mstead determined 1n block 610 that the received
indication 1s related to a possible update of network topol-
ogy information for a managed virtual computer network,
such as based on a routing-related communication received
via a commumnication manager module and/or based on an
update to network topology information specified by the
associated client, the routine continues to block 645. In
block 645, the routine determines whether routing informa-
tion has been received 1n a routing-related communication
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for a managed computer network, and 1f so continues to
block 650 to extract the routing information from the
communication and optionally store it for later use (e.g., as
discussed with respect to block 690). After block 650, the
routine continues to block 657 to determine 11 there are any
computing nodes of the managed computer network to
update with the received routing information, such as based
on the configured network topology of the managed com-
puter network. In particular, 1t the received routing infor-
mation was directed to a particular virtual networking device
of the managed computer network, the routine may i1dentity
other computing nodes of the managed computer network to
which that networking device would forward routing infor-
mation 1f that networking device were physically provided,
such as based on the network topology of the managed
computer network. For example, if the routing-related com-
munication was sent by a first computing node of the
managed computer network that participates in one or more
routing-related protocols, and was directed to a specified
virtual networking device of the managed computer network
that connects the first computing node to one or more other
second computing nodes of the managed computer network
that also participate 1n one or more routing-related protocols
for the managed computer network, the routine may select
at least one (e.g., all) of the second computing nodes to
receive corresponding routing information. The routine may
determine such computing nodes of the managed computer
network that participate in one or more routing protocols for
the managed computer network 1n various manners, such as
based on configuration mformation supplied by a client for
whom the managed computer network 1s provided, and/or
based on tracking which computing nodes issue routing-
related communications. After block 657, the routine then
continues to block 659 to provide to the determined com-
puting nodes routing iformation that corresponds to the
routing information obtained in block 630, such as by
sending a routing-related communication with such corre-
sponding routing information to each of the determined
computing nodes. In particular, 1f the routing information
obtained 1n block 6350 was directed to a particular virtual
networking device of the managed computer network, the
routine may determine particular routing information that
the particular virtual networking device would forward on 1t
that networking device were physically provided, such as in
a manner relative to a position of that virtual networking
device based on the network topology of the managed
computer network. For example, if the virtual networking
device 1s configured to select shortest paths to destinations
by using distance-based cost information, the routine may
use 1ts available information for the entire managed com-
puter network to determine the various shortest paths from
the location of the virtual networking device to the various
possible destinations, including based on the routing infor-
mation received 1n block 650. It will be appreciated that the
routine may operate in other manners 1n other embodiments,
such as by determiming best path immformation 1n manners
other than using distance-based cost information, by deter-
mining best path information for a particular virtual net-
working device 1n a localized manner for that virtual net-
working device rather than using globally available
information for the entire managed virtual computer net-
work, etc.

IT 1t 1s mstead determined 1n block 645 that the network
topology information 1s received from the client, the routine
continues to block 635 to update the stored network topol-
ogy information for the managed virtual computer network
in accordance with the received information. After block
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655, the routine continues to block 657 and 659 to determine
whether to send any routing information to any computing
nodes of the managed computer network, as discussed
above. After block 659, the routine continues to block 660
to determine if the updates corresponding to the recerved
information aflect the routing paths for any inter-node
communications, such as 1n a manner similar to that previ-
ously discussed with respect to blocks 620-635. If it 1s
determined 1n block 665 that any such routing paths are
aflected, the routine continues to block 670, and otherwise
continues to block 695. In block 670, the routine determines
a new destination substrate network address to use for each
destination computing node 1n an atfected routing path for
inter-node communications for one or more sending com-
puting nodes, 1n a manner similar to that discussed with
respect to block 625 and elsewhere. The routine then stores
the determined new information as part of the network
topology information for the managed computer network,
and optionally updates the mapping information stored by
one or more communication manager modules affected by
the changes.

If 1t 15 mstead determined 1n block 610 that a message of
another type 1s recerved, the routine continues to block 690
to perform another indicated operation as appropriate. For
example, as discussed 1n greater detail elsewhere, in some
embodiments the routine may generate and send routing
information to at least some computing nodes of a managed
computer network that participate in a routing protocol for
that managed computer network, including in a manner that
1s specific to the context of the recipient computing node
within the configured network topology of the managed
computer network, and/or 1 a manner to coordinate the
routing information provided to the various computing
nodes. The generation and sending of such routing infor-
mation may be mnitiated 1n various manners, such as based
on received routing mnformation and/or other updates to
configured network topology information, in a periodic
manner, €tc.

After blocks 670 or 690, or 1t 1t 1s determined 1n block 635
that there are no more computing nodes, or 1n block 665 that
no routing paths are affected, the routine continues to block
695 to determine whether to continue, such as until an
explicit indication to terminate 1s received. If it 1s deter-
mined to continue, the routine returns to block 605, and 1t
not continues to block 699 and ends.

In addition, various embodiments may provide mecha-
nisms for customer or other client users and other entities to
interact with an embodiment of the system manager module
for purpose of configuring computing nodes and their com-
munications. For example, some embodiments may provide
an interactive console (e.g. a client application program
providing an interactive user interface, a Web browser-based
interface, etc.) from which users can manage the creation or
deletion of virtual computer networks, and the configuration
ol network topology information for virtual computer net-
works, as well as more general administrative functions
related to the operation and management of hosted applica-
tions (e.g., the creation or modification of user accounts; the
provision of new applications; the imtiation, termination, or
monitoring of hosted applications; the assignment of appli-
cations to groups; the reservation of time or other system
resources; etc.). In some embodiments, some or all of the
functionality of an embodiment of the CNS system may be
provided 1n exchange for fees from users or other entities
acting as customers or other clients of the CNS system, and
iI so the mechanisms for such clients to interact with an
embodiment of the system manager module may include
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mechanisms for users and other entities to provide payment
and payment-related information, as well as to monitor
corresponding payment information, and the CNS system
may take various actions to obtain appropriate payments
from such clients. In addition, some embodiments may
provide an API that allows other computing systems and
programs to programmatically imnvoke at least some of the
described functionality, such as APIs provided by libraries or
class interfaces (e.g., to be imnvoked by programs written 1n
C, C++, or Java) or otherwise, and/or using network service
protocols such as via Web services. Additional details
related to the operation of example embodiments of a
program execution service and/or configurable network ser-
vice with which the described techniques may be used are
available 1n U.S. application Ser. No. 11/394,595, filed Mar.
31, 2006 and entitled “Managing Communications Between
Computing Nodes;” U.S. application Ser. No. 11/395,463,
filed Mar. 31, 2006 and entitled “Managing Execution of
Programs by Multiple Computing Systems;” U.S. applica-
tion Ser. No. 11/692,038, filed Mar. 27, 2007 and entitled
“Configuring Intercommunications Between Computing
Nodes;” and U.S. application Ser. No. 12/332,214, filed Dec.
10, 2008 and entitled “Providing Access To Configurable
Private Computer Networks;” each of which is incorporated
herein by reference in 1ts entirety. In addition, additional
details related to the management of provided virtual net-
works that may be used by at least some embodiments of a
CNS system, such as 1n conjunction with an Overlay Net-
work Manager module of such a CNS system, are available
in U.S. application Ser. No. 12/060,074, filed Mar. 31, 2008
and entitled “Configuring Communications Between Com-
puting Nodes;” in U.S. application Ser. No. 12/414,260, filed
Mar. 30, 2009 and entitled “Providing Logical Networking
Functionality For Managed Computer Networks;” and 1n
U.S. application Ser. No. 12/491,818, filed Jun. 25, 2009 and
entitled “Providing Virtual Networking Functionality For
Managed Computer Networks;” each of which 1s also incor-
porated herein by reference 1n 1ts entirety.

It will also be appreciated that, although 1n some embodi-
ments the described techniques are employed in the context
of a data center housing multiple physical machines hosting
virtual machines, other implementation scenarios are also
possible. For example, the described techniques may be
employed 1n the context an organization-wide network or
networks operated by a business or other institution (e.g. a
umversity) for the benefit of 1ts employees and/or members.
Alternatively, the described techniques could be employed
by a network service provider to improve network security,
availability, and 1solation. In addition, example embodi-
ments may be employed within a data center or other context
for a variety of purposes. For example, data center operators
or users that sell access to hosted applications to customers
may 1n some embodiments use the described techniques to
provide network 1solation between their customers” appli-
cations and data; software development teams may 1n some
embodiments use the described techniques to provide net-
work 1solation between various environments that they use
(e.g., development, build, test, deployment, production,
etc.); organizations may in some embodiments use the
described techniques to isolate the computing resources
utilized by one personnel group or department (e.g., human
resources) from the computing resources utilized by another
personnel group or department (e.g., accounting); or data
center operators or users that are deploying a multi-compo-
nent application (e.g., a multi-tiered business application)
may 1n some embodiments use the described techniques to
provide functional decomposition and/or i1solation for the
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various component types (e.g., Web front-ends, database
servers, business rules engines, etc.). More generally, the
described techniques may be used to virtualize physical
networks to reflect almost any situation that would conven-
tionally necessitate physical partitioming of distinct comput-
ing systems and/or networks.

It will also be appreciated that in some embodiments the
functionality provided by the routines discussed above may
be provided 1n alternative ways, such as being split among,
more routines or consolidated into fewer routines. Similarly,
in some embodiments illustrated routines may provide more
or less functionality than 1s described, such as when other
illustrated routines instead lack or include such functionality
respectively, or when the amount of functionality that 1s
provided 1s altered. In addition, while various operations
may be 1llustrated as being performed 1n a particular manner
(e.g., 1 serial or in parallel) and/or 1n a particular order,
those skilled in the art will appreciate that 1n other embodi-
ments the operations may be performed 1n other orders and
in other manners. Those skilled 1n the art will also appreciate
that the data structures discussed above may be structured in
different manners, such as by having a single data structure
split into multiple data structures or by having multiple data
structures consolidated into a single data structure. Simi-
larly, 1n some embodiments 1llustrated data structures may
store more or less information than 1s described, such as
when other illustrated data structures instead lack or include
such information respectively, or when the amount or types
ol information that 1s stored 1s altered.

From the foregoing 1t will be appreciated that, although
specific embodiments have been described herein for pur-
poses of 1llustration, various modifications may be made
without deviating from the spirit and scope of the invention.
Accordingly, the invention 1s not limited except as by the
appended claims and the elements recited theremn. In addi-
tion, while certain aspects of the mvention are presented
below 1n certain claim forms, the mventors contemplate the
various aspects of the mvention 1n any available claim form.
For example, while only some aspects of the invention may
currently be recited as being embodied 1n a computer-
readable medium, other aspects may likewise be so embod-
1ed.

What 1s claimed 1s:

1. A method, comprising:

performing, by one or more computing systems:

providing a configurable network service accessible
over one or more networks by a plurality of clients;
creating, by the configurable network service, a virtual
computer network of virtual machines according to
one or more client requests, icluding:
creating at least one logical sub-network of the
virtual computer network; and
creating a first virtual machine and a second virtual
machine 1n the logical sub-network; and
managing, by the configurable network service, com-
munications 1n the virtual computer network, includ-
ng:
intercepting an Address Resolution Protocol (ARP)
request sent by the first virtual machine, wherein
the ARP request requests a Media Access Control
(MAC) address associated with an Internet Pro-
tocol (IP) address of with the second wvirtual
machine;:
responsive to the ARP request, sending an ARP
response to the first virtual machine indicating the
MAC address, wherein the ARP response causes
the first virtual machine to send packets to the IP
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address of the second wvirtual machine using
frames comprising the MAC address;
receiving a Iframe from the first virtual machine, the
frame comprising the MAC address and a packet;
determining that the frame complies with an access
control policy, wherein the access control policy
allows or denies a communication 1n the virtual
computer network based on a source, a destina-
tion, a direction, or a protocol used for the com-
munication; and
routing the packet to the second virtual machine.
2. The method of claim 1, wherein the providing of the
configurable network service comprises providing and man-
aging a plurality of wvirtual computer networks for the
plurality of clients using physical computing system oper-
ated on behalf of the plurality of clients.
3. The method of claim 1, wherein the ARP response 1s a

spoofed ARP response.

4. The method of claim 1, wherein the MAC address 1s a
virtual MAC address associated with the second virtual
machine.

5. The method of claim 1, wherein the mtercepting of the
ARP request and the sending of the ARP response are
performed by a communication manager executing on a
physical host hosting the first virtual machine.

6. The method of claim 5, wherein the receiving of the
frame comprises and the determining that the frame com-
plies with an access control policy are performed by the
communication managetr.

7. The method of claim 3, further comprising performing,
by the communication manager:

generating a locally unique 1dentifier as the MAC address

for the second virtual machine responsive to the ARP
request.

8. The method of claim 3, further comprising performing,
by the communication manager:

determining that no entry exists i a local store for the

second virtual machine;
obtaining, from a system manager, a substrate network
address associated with the second virtual machine; and

storing an entry in the local store for the second virtual
machine, wherein the entry associates the MAC
address of the second virtual machine and the substrate
network address.

9. The method of claim 8, further comprising performing,
by the communication manager:

in response to another ARP request from another virtual

machine requesting the MAC address of the second

virtual machine:

determining that the entry in the local store corresponds
to the second virtual machine; and

sending another ARP response to the other virtual
machine 1ndicating the MAC address stored in the
entry.

10. The method of claim 5, further comprising perform-
ing, by the communication manager:;

in response to another ARP request from another virtual

machine:

determining that the other ARP request requests a MAC
address of a virtual machine 1n another logical sub-
network of the virtual computer network associated
with a virtual router emulated by the configurable
network service; and

sending to the other virtual machine an ARP response
indicating a MAC address associated with the virtual
router.
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11. The method of claim 10, wherein the emulating of the
virtual router comprises emulating changes on packets
among the virtual machine performed by the virtual router.

12. The method of claim 1, wherein the virtual computer
network 1s overlaid on a substrate network of physical hosts
that host the virtual machines, and the routing of the packet
includes rewriting the packet to indicate network addresses
in the substrate network.

13. A system, comprising:

one or more computing systems that implements a con-

figurable network service, configured to:
create a virtual computer network of virtual machines
according to one or more client requests, including
to:
create at least one logical sub-network of the virtual
computer network; and
create a first virtual machine and a second virtual
machine 1n the logical sub-network; and
manage communications in the virtual computer net-
work, including to:
intercept an Address Resolution Protocol (ARP)
request sent by the first virtual machine, wherein
the ARP request requests a Media Access Control
(MAC) address associated with an Internet Pro-
tocol (IP) address of the second virtual machine;
responsive to the ARP request, send an ARP response
to the first virtual machine indicating the MAC
address, wherein the ARP response causes the first
virtual machine to send packets to the IP address
of the second virtual machine using the MAC
address:
recerving a iframe from the first virtual machine, the
frame comprising the MAC address and a packet;
determine that the frame complies with an access
control policy, whereimn the access control policy
allows or denies a communication in the virtual
computer network based on a source, a destina-
tion, a direction, or a protocol used for the com-
munication; and
route the packet to the second virtual machine.

14. The system of claim 13, wherein the configurable

network service 1s configured to provide and manage a

plurality of virtual computer networks for a plurality of
clients using physical computing system operated on behalf 45

of the plurality of clients.

15. The system of claim 13, wherein the configurable
network service 1s configured to send a spoofed ARP
response as the ARP response and indicate a virtual MAC
address associated with the second virtual machine as the

MAC address.

16. The system of claim 13, wherein the interception of

the ARP request and the sending of the ARP response are
performed by a communication manager that executes on a
physical host that hosts the first virtual machine.

17. The system of claim 16, wherein the communication
manager 1s configured to intercept the frame and determine
that the packet indicates the MAC address.

18. The method of claim 16, wherein the communication
manager 1s configured to:

generate a locally unique identifier as the MAC address

for the second virtual machine responsive to the ARP
request.

19. The method of claim 16, wherein the communication
manager 1s configured to:

determine that no entry exists in a local store for the

second virtual machine;

70

obtain, from a system manager, a substrate network

address associated with the second virtual machine; and

store an entry in the local store for the second virtual

machine, wherein the entry associates the MAC

d address of the second virtual machine and the substrate
network address.

20. The system of claim 19, wherein the communication

manager 1s configured to:
in response to another ARP request from another virtual

10 machine requesting the MAC address of the second
virtual machine:
determine that the entry 1n the local store corresponds
to the second virtual machine; and
5 send another ARP response to the other virtual machine

indicating the MAC address stored in the entry.
21. One or more non-transitory computer-readable media
having stored instructions that when executed on or across
one or more processors cause the one or more processors to
>0 1mplement at least a portion of a configurable network
service, wherein:
the configurable network service i1s configured to:
create a virtual computer network of virtual machines
according to one or more client requests, including
to:
create at least one logical sub-network of the virtual
computer network; and
create a first virtual machine and a second virtual
machine 1n the logical sub-network; and
the program 1nstructions when executed on or across the
one or more processors cause the configurable network
service to:
manage communications in the virtual computer net-
work, mcluding to:
intercept an Address Resolution Protocol (ARP)
request sent by the first virtual machine, wherein
the ARP request requests a Media Access Control
(MAC) address associated with an Internet Pro-
tocol (IP) address of the second virtual machine;
responsive to the ARPrequest, send an ARP response
to the first virtual machine indicating the MAC
address, wherein the ARP response causes the first

virtual machine to send packets to the IP address
of the second virtual machine using frames com-
prising the MAC address;

receiving a iframe from the first virtual machine, the
frame comprising the MAC address and a packet;

determine that the frame complies with an access
control policy, wherein the access control policy
allows or denies a communication in the virtual
computer network based on a source, a destina-
tion, a direction, or a protocol used for the com-
munication; and

route the packet to the second virtual machine.

22. The one or more non-transitory computer-readable
media of claim 21, wherein the stored instructions when
executed on or across the one or more processors cause the
configurable network service to send the a spoofed ARP
response as the ARP response and indicate a virtual MAC
address associated with the second virtual machine as the
MAC address.

23. The one or more non-transitory computer-readable
media of claim 21, wherein the stored instructions when
executed on or across the one or more processors cause the
configurable network service to implement a communica-
tion manager to perform the management of the communi-
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cations 1n the virtual computer network, wherein the com-
munication manager executes on a physical host that hosts
the first virtual machine.
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