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sonal data corresponding to the attribute information and the
data item and a second token for requesting the personal
data. The processor transmits, to the resource server, 1den-
tification information of a data owner who has consented to
providing personal data pertaimng to the data item and
corresponds to the attribute information when the server

device receives the first token from the resource server. The
processor transmits a verification result for the second token
to the resource server when the server device receives the
second token from the resource server.
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DEVICE AND METHOD FOR PROCESSING
DATA REQUEST TRANSMITTED FROM
CLIENT

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2020-

006598, filed on Jan. 20, 2020, the entire contents of which
are 1ncorporated herein by reference.

FIELD

The embodiments discussed herein are related to a device
and a method for processing a data request transmitted from
a client.

BACKGROUND

In recent years, services such as personal data stores
(PDSs) and information banks have attracted attention for
using personal data. A PDS/information bank provides a
third party (1.e., a data user) with personal data entrusted
thereto by a user. However, a user’s consent may be required
to provide the user’s personal data to the data user. Accord-
ingly, proposed methods are ones Wherein when distributing
personal data, consent 1s acquired from the user (i.e., the
owner ol the personal data). For example, OAuth2.0 and
UMA2.0 are widely known. Relevant techniques are
described 1n, for example, Japanese Laid-open Patent Pub-
lication No. 2018-173917 and Japanese Laid-open Patent
Publication No. 2019-070921.

In many cases, qualities vary considerably among per-
sonal data. Thus, a data user could acquire low-quality
personal data. For example, data may be partly lost. Alter-
natively, data may include an incorrect value (or a value that
cannot be true). When the quality of acquired personal data
1s low, the data user cannot utilize the personal data sufli-
ciently.

SUMMARY

According to an aspect of the embodiments, a server
device includes: a receiver configured to receive a data
request transmitted from a client device via a resource
server, the data request including attribute information, a
data 1tem and a quality request; and a processor configured
to transmit, to the client device, a first token for requesting,
quality information indicating a quality of personal data
corresponding to the attribute information and the data item
and a second token for requesting the personal data, trans-
mit, to the resource server, identification information of a
data owner who has consented to providing personal data
pertaining to the data, item and corresponds to the attribute
information when the server device receives the first token
from the resource server, and transmit a verification result
for the second token to the resource server when the server
device receives the second token from the resource server.

The object and advantages of the mmvention will be
realized and attained by means of the elements and combi-
nations particularly pointed out in the claims.

It 1s to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the inven-
tion.
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2
BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates an example of a data processing system
in accordance with embodiments of the invention;

FIG. 2 illustrates an example of an operation of a data
processing system;

FIG. 3 illustrates examples of personal data stored in a
resource server;

FIG. 4 1llustrates an example of a sequence of acquiring,
personal data from a resource server;

FIG. 5 illustrates an example of a sequence for a data
processing method in accordance with embodiments of the
invention;

FIG. 6 illustrates an example of the configuration of a
consent portal server;

FIGS. 7TA-7C 1illustrate examples of tables managed by a
consent portal server;

FIG. 8 illustrates an example of the configuration of a
resource server;

FIG. 9 1llustrates an example of the configuration of data
stored 1n a resource server;

FIGS. 10A, 10B, 11, 12A, and 13B are flowcharts illus-
trating examples of processes performed by a consent portal
Server;

FIGS. 13A-13C and 14A-14C are tflowcharts 1llustrating,
examples of processes performed by a resource server; and

FIG. 15 illustrates a sequence of data processing in a first
example.

DESCRIPTION OF EMBODIMENTS

FIG. 1 illustrates an example of a data processing system
in accordance with embodiments of the invention. A data
processing system 100 1n accordance with embodiments of
the invention includes a resource server 1, a client device 2,
and a consent portal server 3. The resource server 1, the
client device 2, and the consent portal server 3 are connected
to a network 4. For example, the network 4 may be, but 1s
not particularly limited to, the Internet.

The resource server (data provider) 1 stores personal data.
In this example, personal data 1s received from a terminal 5.
The client device (data user) 2 acquires personal data stored
in the resource server 1. The consent portal server 3 serves
as an intermediary for providing personal data from the
resource server 1 to the client device 2. The consent portal
server 3 acquires the consent of the owner of the personal
data stored in the resource server 1 for providing the
personal data to a third party. Note that the owner of personal
data may hereinaiter be referred to as a “data owner (or
resource owner)”.

FIG. 2 1llustrates an example of an operation of the data
processing system 100. In this example, the resource server
1 1s provided in a health center. The client device 2 1s
provided for a health care service company that provides
health care services.

The health center collects health data of data owners.
Thus, the data owners provide their health data to the health
center. Health data 1s an example of personal data and, 1n this
example, includes the weight, blood pressure, step count,
sleep time, and the like of a data owner, as indicated in FIG.
3. In particular, a data owner measures his/her weight, blood
pressure, step count, sleep time, and the like as health data
every day. The data owner transmits the measured health
data to the resource server 1 by using, for example, a user
terminal Sa. As a result, the health data of the data owner 1s
accumulated 1n the resource server 1. Although, personal
data of one data owner 1s stored 1n the resource server 1 1n
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the example depicted 1n FIGS. 2-3, personal data of many
data owners 1s actually accumulated 1n the resource server 1.

The health care service company generates health service
information for health improvement by analyzing health
data of many data owners. For example, heath service
information may be sent to a data owner who provided heath
data. The health care service company may sell health
service 1nformation according to the consent of the data
owner. For example, the health care service company may
sell health service information to a hospital or a doctor. In
this way, the health care service company acquires health
data from the health center and generates health service
information using the acquired health data.

The consent portal server 3 1s an example of an authori-
zation server and, 1n this example, 1s provided for an
intermediary service company that serves as an intermediary
for distribution of personal data. When a data owner pro-
vides his/her health data to the health center, the interme-
diary service company acquires the consent of the data
owner for providing the health data to a third party. In this
case, the data owner transmits attribute information to the
consent portal server 3 by using for example, the user
terminal 5a. Attribute information includes the name,
address, sex, date of birth (or age), and the like of the data
owner. For each data owner, the consent portal server 3
manages the presence/absence of consent for providing
health data to a third party in association with attribute
information of the data owner.

FIG. 4 1llustrates an example of a sequence of acquiring,
personal data from the resource server 1. In this example,
health data of many data owners i1s stored in the resource
server 1. The client device 2 acquires health data stored 1n
the resource server 1.

A data owner provides his/her health data to the health
center. In particular, the health data of the data owner is
transmitted from the user terminal 5a to the resource server
1. Then, the health data of the data owner 1s stored in the
resource server 1. For example, the user terminal 5 may be
a smartphone, a tablet, or a personal computer.

The data owner contracts with the mtermediary service
company regarding use ol his/her health data. In this
example, the data owner contracts with the intermediary
service company when the data owner receives services
from the health care service company. Assume that the data
owner consents that his/her health data 1s used by the third
party (health care service company). At this time, the
intermediary service company acquires the consent of the
data owner as a proxy for the health care service company.

The data owner can indicate an access control policy for
the contract with the mtermediary service company. For
example, the data owner may indicate an access control
policy wherein a portion of the health data (e.g., weight) 1s
not allowed to be provided to the third party.

The contract between the data owner and the intermediary
service company 1s made by means of the user terminal 5qa
and the consent portal server 3. In this case, for example, an
input form provided from the consent portal server 3 may be
displayed on a display device of the user terminal Sa. The
data owner mputs needed information by using the input
form. As a result, information indicating the consent for the
health data being provided to the third party 1s stored in the
consent portal server 3 1n association with the attribute
information of the data owner.

When needing to acquire health data accumulated 1n the
health center, the health care service company makes a
request for the health center to provide the desired data
thereto. In this case, a data request 1s transmitted from the
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client device 2 to the resource server 1. In this example, the
data request designates attribute information and data items.
The attribute information designates attributes of data own-
ers. For example, attribute information may designate age
range and sex. The data items designate 1tems of data needed
by the health care service company. The following 1s an
example of a data request.

(1) Age Range: 50-39

(2) Sex: Male

(3a) Weight

(3b) Blood Pressure

(3d) Step count

For example, the details of a data request may be designated
using a URI. The resource server 1 can identify the requested
data according to the URI.

The resource server 1 forwards the data request received
from the client device 2 to the consent portal server 3. Then,
the consent portal server 3 retains the data request recerved
from the resource server 1 and 1ssues a ticket for allowing
for access to the consent portal server 3. For example, this
ticket may be one used under UMAZ2.0. The consent portal
server 3 transmits the ticket to the resource server 1.

The resource server 1 transmits the ticket 1ssued by the
consent portal server 3 to the client device 2. In this case, the
resource server 1 reports, to the client device 2, a URI for
allowing for access to the consent portal server 3.

The client device 2 transmits the ticket recerved from the
resource server 1 to the consent portal server 3. In this case,
the client device 2 accesses the consent portal server 3 by
using the URI reported by the resource server 1.

The consent portal server 3 decides whether the ticket
received from the client device 2 has been authorized. In this
case, when the ticket received from the client device 2
matches the ticket 1ssued by the consent portal server 3, 1t 1s
decided chat the ticket received from the client device 2 has
been authorized. When the authorized ticket 1s received from
the client device 2, the consent portal server 3 1ssues a token.
The token allows the health data to be acquired from the
resource server 1. The consent portal server 3 transmits the
token to the client device 2.

The client device 2 transmits the toked issued by the
consent portal server 3 to the resource server 1. Then, the
resource server 1 transmits the token received from the
client device 2 to the consent portal server 3 so as to check
whether the token 1s valid.

The consent portal server 3 decides whether the token
received from the resource server 1 1s valid. In this case,
when the token received from the resource server 1 matches
the token 1ssued by the consent portal server 3, it 1s decided
that the token received from the resource server 1 1s valid.
When the received token 1s valid, the consent portal server
3 generates a data owner list based on the data request
transmitted from the client device 2.

The data owner list includes 1dentification information of
data owners who satisiy the following two requirements.
(1) Consent to providing personal data pertaining to data
items 1ncluded 1n the data request transmitted from the client
device 2.

(2) Correspond to the attribute information mcluded in the
data request transmitted from the client device 2.

For each data owner, information indicating whether the
data owner has consented to providing personal data is
stored 1n a database for the consent portal server 3. The
intermediary service company acquires attribute information
of data owners who have made a contract with respect to
providing health data. Thus, the consent portal server 3
retains attribute mmformation of the data owners. Accord-
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ingly, the consent portal server 3 can specily data owners
who satisiy the two requirements. In the example described
above, data owners who correspond to “Age: 50-59” and
“Sex: Male” are specified among the data owners who have
consented to providing health data. The consent portal server
3 generates a data owner list that includes identification
information indicating the specified data owners.

The consent portal server 3 transmits the generated data
owner list to the resource server 1. In this case, the consent

portal server 3 may report data 1tems to be extracted from the
database to the resource server 1. Note that the data items to
be extracted from the database are designated in the data
request transmitted from the client device 2. In the example
described above, the consent portal server 3 reports “weight,
blood pressure, step count” to the resource server 1 as data
items to be extracted.

In accordance with the data owner list and the data 1tems
received from the consent portal server 3, the resource server
1 extracts health data of data owners corresponding to the
attributes needed by the health care service company from
the database for the resource server 1. In the example

described above, health data of data owners corresponding
to “Age: 50-39” and “Sex: Male” 1s extracted, and weight
data, blood pressure data, and step count data are extracted
from the health data. The resource server 1 transmits the
extracted health data to the client device 2. As a result, the
health care service company acquires needed personal data.

As described above, 1n the sequence depicted 1n FIG. 4,
the intermediary service company collectively acquires the
consents of data owners as a proxy for the health care service
company. Thus, the health care service company can acquire
many pieces of health data without performing the task of
acquiring the consents of data owners. Note that the
sequence depicted i FIG. 4 1s based on UMAZ2.0.

However, personal data could be incomplete. For
example, health data may be generated by a data owner
himselt/herself performing measurements. Hence, 1f the data
owner forgets to perform a measurement, the data will be
partly lost. In the example depicted in FIG. 3, weight data 1s
lost for Jul. 3, 2019. Meanwhile, the data owner could enter
an 1correct value when inputting measurement data to the
user terminal 5a. For example, “645 kg could be mput as
weight data which should be “64.5 kg”. The health care
service company cannot perform an eflective analysis when
health data 1s incomplete.

As described above, the quality of personal data acquired
from the resource server 1 could be low 1n a personal data
transaction. A personal data transaction 1s diflicult to develop
when low-quality personal data, 1s provided. Accordingly, a
data processing method 1n accordance with embodiments of
the present invention i1s provided with a function for pro-
viding information indicating the quality of personal data. In
particular, in the data processing method 1n accordance with
embodiments of the present invention, the data user can
check the quality of personal data before acquiring the
personal data from the resource server 1.

EMBODIMENTS

FIG. 35 illustrates an example of a sequence for a data
processing method in accordance with embodiments of the
invention. In this example, health data of many data owners
1s stored 1n the resource server 1, as in the case depicted 1n
FIG. 4. The contract between the data owner and the
intermediary service company in FIG. 5 1s substantially the
same as that i FIG. 4.
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FIGS. 4 and 5 are substantially the same 1n terms of the
procedure from the process i which the client device 2
transmits a data request to the resource server 1 to the
process 1n which the client device 2 transmits a ticket to the
consent portal server 3 (S1-S5 1n FIG. 5). However, the data
request transmitted from the client device 2 1n embodiments
of the mvention includes a quality request, as depicted 1n
FIG. 5. The quality request requests information indicating
the quality of personal data that the client device 2 1s to
acquire from the resource server 1.

For example, a data request that includes a quality request
may be indicated using a URI. In this case, the URI
indicating the data request includes the following path
information.

/operation/quality/pseudonymlID_gender _ageRange
(weight__bloodPressure_steps)

The “quality” makes a request to generate information
indicating the equality of personal data. The “pseud-
onymlD” requests a pseudonym of the data owner, not the
true name. The “gender” and the “ageRange” are examples
of attribute information and indicate “sex” and “age (or
range of age)’. The “weight_bloodPressure_steps” are
examples of data items and indicate “weight”, “blood pres-
sure”, and “step count™.

Details of a data request may be represented by a query (?7)
as follows.

/operation/quality?pseudonymlID_gender ageRange
(weight__bloodPressure_steps)

When receiving a ticket transmitted from the client device
2 1n S5, the consent portal server 3 decides whether this
ticket has been authorized. When an authorized ticket 1s
received from the client device 2, the consent portal server
3 i1ssues a Q-token and an A-token. The Q-token requests
quality information indicating the quality of personal data
corresponding to the attribute information and data items
included in the data request transmitted from the client
device 2. As with the token used 1n the sequence depicted 1n
FIG. 4, the A-token requests personal data corresponding to
the attribute information and data items included 1n the data
request transmitted from the client device 2. In S6, the
consent portal server 3 transmits the Q-token and the A-to-
ken to the client device 2.

In S7, the client device 2 transmits the Q-token 1ssued by
the consent portal server 3 to the resource server 1. Then, 1n
S8, the resource server 1 forwards the Q-token received
from the client device 2 to the consent portal server 3 so as
to check whether the Q-token 1s valid.

The consent portal server 3 decides whether the Q-token
received from the resource server 1 1s valid. In this case,
when the Q-token received from the resource server 1
matches the Q-token 1ssued by the consent portal server 3,
it 1s decided that the Q-token received from the resource
server 1 1s valid. When the received Q-token 1s valid, the
consent portal server 3 generates a data owner list based on
the data request transmitted from the client device 2.

A method for generating the data owner list 1s substan-
tially the same as the method described above by referring
to FIG. 4. In particular, data owners corresponding to the
attribute information included 1n the data request transmaitted
from the client device 2 are specified among the data owners
who have consented to providing health data. The consent
portal server 3 creates a data owner list that includes
identification information indicating the specified data own-
ers. In S9, the data owner list 1s transmitted from the consent
portal server 3 to the resource server 1.

According to the data request received from the client
device 2 in S1 and the data owner list recerved from the
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consent portal server 3 1n S9, the resource server 1 extracts
health data of data owners corresponding to attributes
needed by the health care service company from the data-
base for the resource server 1. In the example described
above, health data of data owners corresponding to “Age:
50-59” and “Sex: Male” 1s extracted, and “weight data,
blood pressure data, and step count data” are extracted from
the extracted health data.

However, the resource server 1 receives the Q-token from
the client device 2 in S7. Thus, the resource server 1
generates quality information indicating the quality of the
health data extracted in the manner described above. The
resource server 1 transmits the quality information to the
client device 2 1n S10. A method for generating the quality
information will be described hereinafter 1n detail.

The health care service company acquires the quality
information transmitted from the resource server 1. The
quality information indicates the quality of personal data
that the health care service company 1s to acquire. Thus, the
health care service company can evaluate the value of
personal data provided by the resource server 1.

In this example, the health care service company decides
to acquire personal data from the resource server 1 after
analyzing the quality information acquired using the Q-to-
ken. In this case, the A-token 1s transmitted from the client
device 2 to the resource server 1 in S11. Note that, as
described above, the A-token requests the personal data
corresponding to the attribute information and data items
included 1n the data request transmitted from the client
device 2.

In S12, the resource server 1 forwards the A-token
received from the client device 2 to the consent portal server
3 so as to check whether the A-token 1s valid. The consent
portal server 3 verifies whether the A-token received from
the resource server 1 1s valid. In this case, when the A-token
received from the resource, server 1 matches the A-token
issued by the consent portal server 3, it 1s decided that the
A-token received from the resource server 1 1s valid. In 513,
the consent portal server 3 transmits the verification result to
the resource server 1.

The resource server 1 receives the verification result for
the A-token from the consent portal server 3. In this
example, the A-token 1s valid. Accordingly, the resource
server 1 transmits the health data designated by the data
request to the client device 2. As a result, the health care
service company acquires needed personal data.

As described above, in the data processing method 1n
accordance with embodiments of the invention, the inter-
mediary service company collectively acquires the consents
of data owners as a proxy for the health care service
company. Thus, the health care service company can acquire
many pieces of health data without performing the task of
acquiring the consents of data owners. In addition, the health
care service company can check the quality of personal data
before actually acquiring the personal data. Hence, the
health care service company can acquire valuable personal
data of high quality. In other words, the health care service
company can avoid purchasing low-quality personal data.
Note that a part of the sequence depicted 1n FIG. 5 15 also
based on UMAZ2.0.

Next, descriptions are given of a method for generating
quality information. In this example, quality information 1s
generated according to ISO25012. Thus, quality information
pertaining to currentness, completeness, accuracy, consis-
tency, and credibility 1s generated for personal data. In
addition, quality information pertaining to data volume and
dispersibility 1s also generated.
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(1) Data Volume

A data volume indicates the amount of data with which
statistical processing can be performed. In particular, the
data volume indicates the number of samples 1n a parent
population. When, for example, performing analysis by
sex/age 1n a market; research with 500 samples, 30 or more
samples are considered to be needed for each attribute.

(2) Dispersibility

A dispersibility indicates whether data i1s distributed
evenly or unevenly. For example, 1t may be decided that data
1s distributed evenly when the numbers of samples falling
within the age ranges from teens to 60 s are approximately
equal.

(3) Currentness

A currentness indicates whether data 1s new. For example,
it may be decided that the currentness 1s high for health data
measured 1n the past year.

(4) Accuracy

An accuracy indicates whether data 1s correct. The accu-
racy also indicates whether data 1s represented 1n a desig-

nated format. For example, 1t may be decided that the
accuracy 1s low for a blood-pressure value of 10007, 1.e., a
value that cannot be true. When a slash */” should be
interposed between a minimal blood pressure and a maximal
blood pressure, 1t will be decided that the accuracy 1s low 1t
a comma “,” 1s mterposed between the two values.

(5) Completeness

A completeness 1indicates whether related data 1s lost. In
the example depicted 1n FIG. 3, the weight data for Jul. 3,
2019 1s lost.

(6) Consistency

A consistency indicates the presence/absence of a logical
contradiction. For example, 1t may be decided that the
consistency 1s lacked it “Jan. 1, 20057 1s indicated 1n a
column of data of birth while “20 years old” 1s indicated 1n
a column of age.

(7) Credibility

A credibility indicates whether contents of data are reli-
able 1n terms of a method for collection or verification of the
data. For example, 1t may be decided that the credibility 1s
high when information identifying a data owner is the
driver’s license or the passport.

When receiving a Q-token, the resource server 1 generates
quality information associated with designated personal data
for one or more of the seven evaluation items described
above. The resource server 1 transmits the generated quality
information to the client device 2.

FIG. 6 1llustrates an example of the configuration of the
consent portal server 3. As depicted in FIG. 6, the consent
portal server 3 includes a processor 10, a storage 20, and a
communication unit 30. Note that the consent portal server
3 may include other functions or devices that are not
depicted 1n FIG. 6.

The processor 10 provides the functions of the consent
portal server 3 by executing a communication program
stored 1n a storage device (not illustrated). In particular, the
processor 10 provides at least the functions of a consent
manager 11, a request manager 12, a token manager 13, and
a list generator 14, which are described hereinafter, by
executing a communication program stored 1 a storage
device (not illustrated). The communication program may
be stored in the storage 20.

The storage 20 stores data and/or information to be used
by the consent portal server 3. Specifically, the storage 20
stores at least a resource management table, a data-owner

management table, and a request management table.
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As depicted 1n FIG. 7A, resources for which the consent
portal server 3 serves as an intermediary are registered 1n the
resource management table. In particular, a data provider, a
data name, and a data item are recorded for each of the
resources. For example, the resource management table may
be generated according to a contract between a data provider
(health center 1n FIG. 2) and an intermediary (intermediary
service company in FIG. 2).

As depicted 1n FIG. 7B, attribute information (e.g., name,
address, sex, date of birth), a pseudonym ID, a resource 1D,
policy information, consent imnformation, and the like are
recorded for each data owner in the data-owner management
table. A pseudonym ID 1s identification information for
representing a data owner without specifying this data
owner. In this example, “YAMADA xx” 1s represented by
“2134”, and “SUZUKI yy” 1s represented by “2135”. Pseud-
onym IDs are preferably shared between the resource server
1 and the consent portal server 3. Resource IDs indicate
resources that include personal data provided by data own-
ers. In this example, health data of “YAMADA xx 1is
included 1n a resource R 2134 stored in the health center.
Policy information indicates a policy pertaining to providing
data that 1s defined by a data owner. For example, when a
data owner does not wish to provide weight data, this
information 1s recorded as policy information. Consent
information indicates whether a data owner has given con-
sent for providing personal data to a third party.

As depicted 1n FIG. 7C, data requests transmitted from the
client device 2 are registered 1n the request management
table. A source indicates the source of a data request.
Request details designate data requested by a data user.
Details of Request may be indicated using URIs. Details of
Request also indicate whether the request quality informa-
tion 1s needed. In addition, when tokens (a (Q-token and an
A-token) are 1ssued for a data request, the 1ssued tokens are
stored 1n association with the data request.

The communication unit 30 includes a transmitter and a
receiver and provides an interface for connection to a
network.

When the intermediary service company and a data owner
make a contract, the consent manager 11 transmits an input
form pertaining to the contract to a user terminal 3a. Then,
the consent manager 11 records information input using the
input form 1n the data-owner management table.

The request manager 12 processes a data request trans-
mitted from the client device 2. In particular, upon receipt of
a data request transmitted from the client device 2 via the
resource server 1, the request manager 12 registers the data
request 1n the request management table. The request man-
ager 12 also 1ssues a ticket for access to the consent portal
server 3 for the received data request. The ticket 1s trans-
mitted to the resource server 1. In addition, upon receipt of
the ticket from the source of the data request, the request
manager 12 decides whether the ticket has been authorized.

When the ticket recerved from the source of the data
request has been authorized, the token manager 13 1ssues a
Q-token and an A-token for the data request. For example,
the Q-token and the A-token may each be a random number
(or pseudo random number) generated using a random
number generator. Alternatively, the Q-token and the A-to-
ken may each be generated according to a specified calcu-
lation formula. The 1ssued tokens are recorded 1n the request
management table 1n association with the data request. The
token manager 13 decides whether the token received from
the resource server 1 (Q-token or A-token) 1s valid. In this
case, 1t 1s decided that the received token 1s valid when this
token 1s recorded 1n the request management table.
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The list generator 14 generates a data owner list. For
example, the list generator 14 may generate a data owner list
when the consent portal server 3 has received a ticket from
the client device 2. Alternatively, the list generator 14 may
generate a data owner list when the consent portal server 3
has received a data request or when the consent portal server
3 has received a Q-token.

A data owner list 1s generated according to details of a
data request. In the example depicted 1n FIG. 7C, a data
owner list 1s generated according to the details of a data
request “RQ_001”. In this case, the list generator 14
searches the data-owner management table for data owners
who have consented to providing personal data pertaining to
the data items designated by the data request (weight, blood
pressure, and the step count 1n this example) and corre-
sponding to the attributes designated by the data request (age
and sex 1n this example). The list generator 14 generates a
data owner list by extracting, from the data-owner manage-
ment table, identification information (pseudonym IDs in
this example) of data owners who satisiy the conditions. The
generated data owner list 1s transmitted to the resource
server 1.

FIG. 8 1llustrates an example of the configuration of the
resource server 1. As depicted 1in FIG. 8, the resource server
1 includes a processor 40, a storage 50, and a communica-
tion unit 60. Note that the resource server 1 may include
other functions or devices that are not depicted 1n FIG. 8.

The processor 40 provides the functions of the resource
server 1 by executing a communication program stored 1n a
storage device (not illustrated). In particular, the processor
40 provides at least the functions of a resource manager 41,
a request processor 42, and a quality information generator
43, which are described heremafiter, by executing a commu-
nication program stored 1n a storage device (not 1llustrated).
The communication program may be stored in the storage
50.

The storage 30 stores personal data provided by a data
owner. In the example depicted i FIG. 9, the storage 50 1n
the resource server 1 stores a resource (1.e., health data)
identified as “RM_001”. Note that data owners are 1dentified
by pseudonym IDs in the storage 50. In this case, the
pseudonym IDs are preferably shared between the resource
server 1 and the consent portal server 3.

The communication unit 60 includes a transmitter and a
receiver and provides an interface for connection to a
network.

The resource manager 41 stores personal data provided by
a data owner 1n the storage 50. In this case, the personal data
of the data owner 1s transmitted from a user terminal 53¢ and
received by the communication unit 60. The resource man-
ager 41 assigns a pseudonym ID to the data owner who
provided the personal data. When the data owner contracts
with the mtermediary service company, the resource man-
ager 41 may report the pseudonym ID assigned to the data
owner to the consent portal server 3 as necessary or in
response to a request from the consent portal server 3.

The request processor 42 processes a data request trans-
mitted from the client device 2. In particular, the request
processor 42 forwards a recerved data request to the consent
portal server 3. The request processor 42 forwards a ticket
received from the consent portal server 3 to the client device
2. The request processor 42 processes a token received from
the client device 2. When an A-token received from the
client device 2 1s valid, the request processor 42 transmits
health data of data owners registered 1n a data owner list
received from the consent portal server 3 to the client device

2.
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When a Q-token recerved from the client device 2 1s valid,
the quality information generator 43 generates quality 1nfor-
mation for personal data of data owners registered 1n a data
owner list. In this example, the quality information of
personal data indicates currentness, completeness, accuracy,
consistency, credibility, data volume, and/or dispersibility.

Next, processes performed by the consent portal server 3
are described by referring to the flowcharts depicted 1n
FIGS. 10A, 10B, 11, 12A, and 12B. The consent portal
server 3 performs a process that corresponds to a message
received from the user terminal 5, the resource server 1, or
the client device 2.

The processes of the flowchart depicted 1n FIG. 10A are
performed when the consent portal server 3 has received a
message pertamning to a contract from a user terminal 3a.
These processes are performed mainly by the consent man-
ager 11.

In S21, the consent portal server 3 transmits an input form
for mputting contract information to the user terminal 5a.
The consent portal server 3 stores information mput using
the input form 1n the storage 20. Note that attribute infor-
mation of the data owner may be recorded in the data-owner
management table.

In S22, the consent portal server 3 performs a consent
process. For example, the data owner may be inquired with
about whether to consent to providing personal data to a
third party. When a reply to the query 1s transmitted from the
user terminal Sa, the consent portal server 3 records the
details of the reply in the data-owner management table.

In S23, the consent portal server 3 records a policy of the
data owner 1n the data-owner management table. The data
owner transmits, as necessary, a policy pertaining to pro-
viding personal data to the consent portal server 3 by using
the user terminal 5a.

The processes of the flowchart depicted in FIG. 10B are
performed when the consent portal server 3 has received a
data request transmitted from the client device 2 via the
resource server 1. In the example depicted in FIG. 5, the data
request 1s transmitted from the client device 2 1n S1 and
forwarded to the consent portal server 3 by the resource
server 1 1n S2. These processes are performed mainly by the
request manager 32.

In S31, the consent, portal server 3 decides whether the
received data request includes a quality request. When the
data request includes a quality request, the consent portal
server 3 retains the details of the data request and the quality
request 1 S32. When the data request does not include a
quality request, the consent portal server 3 retains the details
of the data request 1n S33. In S34, the consent portal server
3 1ssues a ticket for allowing for access to the consent portal
server 3. In S35, the consent portal server 3 transmits the
issued ticket to the resource server 1.

The processes of the flowchart depicted in FIG. 11 are
performed when the consent portal server 3 has received a
ticket transmitted from the client device 2. In the example
depicted 1n FIG. 5, the ticket 1s transmitted from the client
device 2 1n S5. These processes are performed mainly by the
request manager 12, the token manager 13, and the list
generator 14.

In S41-542, the consent portal server 3 verifies the ticket
received from the client device 2. For example, when the
ticket received from the client device 2 matches the ticket
issued 1n S34, 1t may be decided that the received ticket has
been authorized. When the received ticket has been autho-
rized, the process of the consent portal server 3 shiits to S43.

In S43, the consent portal server 3 generates a data owner
list. In particular, the consent portal server 3 provides
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personal data corresponding to the attributes designated by
the data request registered 1n the request management table
and designated by the data request and extracts, from the
data-owner management table, the pseudonym IDs of the
data owners who have consented to providing the personal
data to the third party. In the example depicted 1n FIG. 7B,
“2134”, “2135”, . . . are extracted from the data-owner
management table. In this way, the data owner list 1s
generated.

In S44, the consent portal server 3 decides whether the
received data request imncludes a quality request. When the
data request includes a quality request, the consent portal
server 3 1ssues a Q-token and an A-token 1n S435. For
example, the Q-token and the A-token may each be a
random number (or pseudo random number) generated by
using a random number generator. Alternatively, the Q-token
and the A-token may each be generated according to a
specified calculation formula. The consent portal server 3
records the generated QQ-token and A-token in the request
management table in association with the data request
transmitted from the client device 2.

When the data request does not include a quality request,
the consent portal server 3 issues one token i S46. The
token 1ssued 1n S46 corresponds to the token used in the
sequence depicted i FIG. 4.

In S47, the consent portal server 3 transmits the token(s)
issued 1 S435 or S46 to the client device 2.

The processes of the flowchart depicted 1n FIG. 12A are
performed when the consent portal server 3 has received a
Q-token transmitted from the resource server 1. In the
example depicted i FIG. 5, a Q-token 1s transmitted from
the client device 2 1n S7 and forwarded to the consent portal
server 3 by the resource server 1 in S8. These processes are
performed mainly by the token manager 13.

In S51-552, the consent portal server 3 verifies the
Q-token received from the resource server 1. For example,
it may be decided that the Q-token recerved from the
resource server 1 1s valid when the recerved Q-token 1s
registered 1n the request management table. When the Q-to-
ken 1s valid, the consent portal server 3 transmits a verifi-
cation OK message and a data owner list to the resource
server 1 1n S53. When the QQ-token 1s not valid, the consent
portal server 3 transmits an error message to the resource
server 1 1n S34.

The processes of the flowchart depicted in FIG. 12B are
performed when the consent portal server 3 has received an
A-token transmitted from the resource server 1. In the
example depicted 1n FIG. 5, an A-token 1s transmitted from
the client device 2 1n S11 and forwarded to the consent portal
server 3 by the resource server 1 in S12. These processes are
performed mainly by the token manager 13.

In S61-562, the consent portal server 3 verifies the
A-token received from the resource server 1. For example,
it may be decided that the A-token received from the
resource server 1 1s valid when the received A-token 1s
registered 1n the request management table. When the A-to-
ken 1s valid, the consent portal server 3 transmits a verifi-
cation OK message to the resource server 1 1n S63. When the
A-token 1s not valid, the consent portal server 3 transmits an
error message to the resource server 1 1n S64.

Next, processes performed by the resource server 1 are
described by referring to the flowcharts depicted in FIGS.
13A-13C and 14A-14C. The resource server 1 performs a
process that corresponds to a message received from the
client device 2 or the consent portal server 3.

The processes of the flowchart depicted in FIG. 13A are
performed when the resource server 1 has received a data
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request from the client device 2. In the example depicted in
FIG. §, the data request 1s transmitted from the client device
2 in S1. These processes are performed mainly by the
request processor 42.

In S71, the resource server 2 decides whether the received
data request includes a quality request. When the data
request includes a quality request, the resource server 13
retains the details of the request and the quality request in
S72. When the data request does not include a quality
request, the resource server 1 retains the details of the
request 1n S73. In S74, the resource server 1 forwards the
data request received from the client device 2 to the consent
portal server 3.

The processes of the flowchart depicted in FIG. 13B are
performed when the resource server 1 has received a ticket
from the consent portal server 3. In the processes depicted
in FIG. 10B, a ticket 1s 1ssued by the consent portal server
3 for a data request. In the example depicted 1n FIG. 5, a
ticket 1s transmitted from the consent portal server 3 in S3.
These processes are performed mainly by the request pro-
cessor 42.

In S81, the resource server 1 forwards the received ticket
to the source of the data request. In particular, the resource
server 1 forwards the recerved ticket to the client device 2.
In this case, the resource server 1 reports, to the client device
2, a URI for allowing for access to the consent portal server
3.

The processes of the flowchart depicted i FIG. 13C are
performed when the resource server 1 has received a Q-to-
ken from the client device 2. In the processes depicted in
FIG. 11, a Q-token 1s 1ssued by the consent portal server 3
for a data request. In the example depicted in FIG. 5, a
Q-token 1s transmitted from the consent portal server 3 1n S6
and forwarded by the client device 2 to the resource server
1 1n S7. These processes are performed mainly by the
request processor 42.

In S91, the resource server 1 forwards the received
Q-token to the consent portal server 3. In this case, the
resource server 1 may make a request for the consent portal
server 3 to verily whether the Q-token 1s valid.

The processes of the flowchart depicted 1n FIG. 14A are
performed when the resource server 1 has received a veri-
fication result for a Q-token from the consent portal server
3. In the processes depicted in FIG. 12A, a Q-token 1s
verified by the consent portal server 3. In the example
depicted 1n FIG. 3, a verification result 1s transmitted from
the consent portal server 3 to the resource server 1 1n S9.
These processes are performed mainly by the quality infor-
mation generator 43.

In S101, the resource server 1 checks the verification
result for the Q-token. In S102, the resource server 1 decides
whether a data owner list 1s attached to the verification result
tor the Q-token. When the Q-token 1s valid and a data owner
list 1s attached, the process of the resource server 1 shifts to
S103.

In S103, the resource server 1 extracts personal data of
data owners registered in the data owner list from, the
storage 50. In S104, the resource server 1 generates quality
information for the personal data extracted in S103. For
example, the quality information may be generated 1n accor-

dance with ISO25012. However, in chis example, some
evaluation 1tems are added to ISO25012. Note that examples
will be described hereinafter for a method for generating
quality information for personal data.
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In S105, the resource server 1 transmits the quality
information to the client device 2. When the Q-token 1s not

valid or a data owner list 1s not attached, an error massage
1s output 1n S106.

The processes of the flowchart depicted in FIG. 14B are
performed when the resource server 1 has received an
A-token from the client device 2. In the processes depicted
in FIG. 11, an A-token 1s 1ssued by the consent portal server
3 for a data request. In the example depicted 1n FIG. §, an
A-token 1s transmitted from the consent portal server 3 1n S6
and forwarded by the client device 2 to the resource server
1 in S11. These processes are performed mainly by the
request processor 42.

In S111, the resource server 1 forwards the received
A-token to the consent portal server 3. In this case, the
resource server 1 makes a request for the consent portal
server 3 to verily whether the A-token 1s valid.

The processes of the flowchart depicted in FIG. 14C are
performed when the resource server 1 has received a veri-
fication result for an A-token from the consent portal server
3. In the processes depicted in FIG. 12B, an A-token 1s
verified by the consent portal server 3. In the example
depicted 1n FIG. 5, a verification result i1s transmitted from
the consent portal server 3 to the resource server 1 in S13.
These processes are performed mainly by the request pro-
cessor 42.

In S121, the resource server 1 checks the verification
result for the A-token. When the A-token 1s wvalid, the
resource server 1 transmits, i S122, the personal data
extracted 1 S103 to the client device 2. When the A-token
1s not valid, an error massage 1s output in S123.

First Example

In the first example, the number of samples (the number
of data owners who have consented to providing health data
and correspond to attributes designated by a data request) 1s
453, Dastribution of the age ranges of the extracted data
owners 1s such that there are 32 data owners 1n their teens,
20 data owners 1n their 20 s, . . ., and the standard deviation
1s 9.8. A measurement period for the health data extends
from Jan. 16, 2019 to Jan. 135, 2020. The percentage of data
loss 1s 0.9 percent. Among the health data of the data owners,
a smallest number of samples 1s 290 days, a largest number
of samples 1s 365 days, and a continuous loss period 1s 5
days.

A “data volume” 1s expressed by the number of samples.
A “dispersibility” 1s expressed by the distribution of the age
ranges of the extracted data owners (1in this example, devia-
tion values). A “currentness” 1s expressed by the measure-
ment period for the health data. A “completeness” 1s
expressed by the percentage of data loss, the smallest/largest
number of samples, and a continuous loss period. In the first
example, quality information pertaining to accuracy, con-
sistency, or credibility 1s not generated.

FIG. 15 1llustrates a sequence of data processing in the
first example. This sequence indicates procedures after a
process 1n which the client device 2 transmitted a data
request and a Q-token and an A-token corresponding to the
data request were transmitted from the consent portal server
3 to the client device 2.

Upon receipt of the Q-token transmitted from the client
device 2 via the resource server 1, the consent portal server
3 transmits a data owner list to the resource server 1. Then,
the resource server 1 generates and transmits quality infor-
mation to the client device 2. Thus, the health care service
company can determine the quality of health data before
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actually acquiring the health data. When the quality of the
health data 1s satisfactory, the health care service company
transmits the A-token to the resource server 1 so as to make
a request for the resource server 1 to transmit the health data
to the health care service company. The resource server 1
transmits the health data to the client device 2 1n response to
the request.

Second Example

In a second example, quality information pertaiming to
“accuracy’ 1s generated additionally in comparison with the
first example. In this example, the accuracy indicates the
correctness of a data value or the correctness of a data
format.

For example, possible data ranges of “5-180 kg™, “40-180
mHg”, and “1-99999 steps” may be set for weight data,
blood pressure data, and step count data, respectively. In this
case, for each of the weight data, the blood pressure data,
and the step count data, i1t 1s decided whether a measured
value falls within the data range that has been set. Then, the
number of measured values that do not fall within the data
range 1s counted. Thus, the “accuracy (correctness of a data
value)” 1s expressed by the number of outliers.

Assume that a minimal blood pressure and a maximal
blood pressure are indicated using a format 1n which a slash
“/”” 1s mterposed between the two values. In this case, it 1s
decided that a format error has occurred when a minimal
blood pressure and a maximal blood pressure are indicated
in another format, e.g., “80, 120”. Alternatively, a minimal
blood pressure and a maximal blood pressure may be
indicated using a format in which the minimal blood pres-
sure 1s indicated to the left of a slash and the maximal blood
pressure 1s indicated to the right of the slash. In this case, 1t
1s decided that a format error has occurred when a value
indicated to the right of the slash 1s larger than a value
indicated to the left of the slash, e.g., “120/80”. Thus, the
“accuracy (correctness of the data format)” 1s expressed by
the number of format errors.

Variations

In the embodiments depicted in FIGS. 5-14C, before
acquiring data, the data user can determine the quality of this
data by using two tokens (1.e., Q-token and A-token).
However, the present invention 1s not limited to this method.
For example, the consent portal server 3 may 1ssue one token
for one data request. The resource server 1 prepares an end
point for providing data (e.g., /token/data) as well as an end
point for providing quality information (e.g., /token/quali-
ty_info). In this case, for example, the two end points may
be reported from the resource server 1 to the consent portal
server 3, and then the two end points may be reported from
the consent portal server 3 to the client device 2, instead of
the process of S6 depicted in FIG. 5 being performed.
Subsequently, the client device 2 acquires the quality infor-
mation by accessing the end point for providing the quality
information by using the token, instead of performing the
process of S7 depicted in FIG. 5. The client device 2 also
acquires the data by accessing the end point for providing
the data by using the same token, instead of performing the
process of S11 depicted 1n FIG. 5.

When transmitting a data request, the client device 2 may
designate one or more desired items of the seven items
described above (data volume, dispersibility, currentness,
accuracy, completeness, consistency, and credibility). In this
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case, the resource server 1 transmits quality information
pertaining to only the designated items to the client device
2.
All examples and conditional language provided herein
are intended for the pedagogical purposes of aiding the
reader 1n understanding the invention and the concepts
contributed by the imventor to further the art, and are not to
be construed as limitations to such specifically recited
examples and conditions, nor does the organization of such
examples in the specification relate to a showing of the
superiority and inferiority of the invention. Although one or
more embodiments of the present inventions have been
described 1n detail, 1t should be understood that the various
changes, substitutions, and alterations could be made hereto
without departing from the spirit and scope of the invention.
What 1s claimed 1s:
1. A non-transitory computer-readable recording medium
having stored therein a communication program for causing
a processor 1n a server device to execute a communication
process, the communication process comprising:
recerving a data request transmitted from a client device
via a resource server, the data request including attri-
bute information, a data item and a quality request;
transmitting, to the client device, a first token for request-
ing quality information indicating a quality of personal
data corresponding to the attribute information and the
data item and a second token for requesting the per-
sonal data;
transmitting, to the resource server, a verification, result
for the first token and identification information of a
data owner who has consented to providing personal
data pertaining to the data 1item and corresponds to the
attribute information when the server device receives
the first token from the resource server; and
transmitting a verification result for the second token to
the resource server when the server device receives the
second token from the resource server.
2. The non-transitory computer-readable recording
medium according to claim 1, the communication process
further comprising:
1ssuing and transmitting a ticket to the resource server
when the data request 1s received; and
transmitting the first token and the second token to the
client device when the server device receives the ticket
from the client device.
3. A server device comprising:
a recerver configured to recerve a data request transmitted
from a client device via a resource server, the data
request including attribute information, a data item and
a quality request; and
a processor configured to
transmiuit, to the client device, a first token for requesting
quality information indicating a quality of personal
data corresponding to the attribute information and
the data 1item and a second token for requesting the
personal data,

transmit, to the resource server, identification informa-
tion of a data owner who has consented to providing,
personal data pertaining to the data 1tem and corre-
sponds to the attribute information when the server
device receives the first token from the resource
server, and

transmit a verification result for the second token to the
resource server when the server device receives the
second token from the resource server.

4. The server device according to claim 3, wherein

the processor




US 11,316,957 B2

17

1ssues and transmits a ticket to the resource server when
the data request 1s received, and
transmits the first token and the second token to the
client device when the server device receives the
ticket from the client device.
5. A data processing method for providing personal data
stored 1n a resource server to a client device, the data
processing method comprising:
transmitting, by the client device, a data request to the
resource server, the data request including attribute
information, a data 1item and a quality request;

forwarding, by the resource server, the data request to an
authorization server;

transmitting, by the authorization server to the client

device, a first token for requesting quality information
indicating a quality of personal data corresponding to
the attribute information and the data 1tem included in
the data request and a second token for requesting the
personal data;

transmitting, by the client device, the first token to the

resource server;

forwarding, by the resource server, the first token to the

authorization server;

transmitting, by the authorization server to the resource

server, identification information of a data owner who
has consented to providing personal data pertaining to
the data 1tem and corresponds to the attribute informa-
tion when a first token received from the resource
server matches the first token transmitted to the client
device;

transmitting, by the resource server to the client device,

quality information indicating a quality of the personal
data of the data owner 1dentified by the i1dentification

information;
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transmitting, by the client device, the second token to the

resource server aiter receiving the quality information;
and

transmitting, by the resource server, the personal data of

the data owner 1dentified by the identification informa-
tion to the client device.

6. The data processing method according to claim 3,
wherein

the resource server generates quality information indicat-

ing at least one of data volume, dispersibility, current-
ness, accuracy, completeness, consistency, and cred-
ibility for the personal data of the data owner 1dentified
by the identification imformation and transmits the
generated quality information to the client device.

7. The data processing method according to claim 5,
wherein

the quality information indicates a percentage of loss 1n

the personal data of the data owner identified by the
identification information.

8. The data processing method according to claim 5,
wherein

the quality information indicates a number of outliers 1n

the personal data of the data owner identified by the
identification information.

9. The data processing method according to claim 5,
wherein

the quality mmformation indicates a number of format

errors 1n the personal data of the data owner 1dentified
by the identification information.
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