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NARROWBAND IQ EXTRACTION AND
STORAGE

RELATED APPLICATION

The present application relates to and claims the benefit of

priority to U.S. Provisional Patent Application No. 62/963,
373 filed 20 Jan. 2020 which 1s hereby incorporated by

reference 1n 1ts entirety for all purposes as if fully set forth
herein.

BACKGROUND OF THE INVENTION

Field of the Invention

Embodiments of the present invention relate, 1n general,
to the capture and storage of Radio Frequency (RF) data and

more particularly to extraction and storage of narrowband
IQQ data.

Relevant Background

At any one moment in time, the RF spectrum contains a
vast amount of information. As the use of the RF spectrum
to transport data grows so too does the interest 1n capturing,
and analyzing such data. The amount of data collected 1n
what 1s referred to as wideband RF capture 1s based on an
amount of the RF spectrum observed through a sampling
rate (or how much data 1s taken within a given time frame).
For example, the same amount of data may be collected
through a high sampling rate over a small bandwidth as with
a high bandwidth (spectrum) but with a low sampling rate.

As data collection increases so too do the requirements of
processing power and storage leading to tradeolls between
storage time, responsiveness, processing speed, and even
s1ze, weight and power of equipment.

Not all information in the RF spectrum 1s useful infor-
mation. Most of the RF information acquired while perform-
ing a wideband capture describes background noise/non-
signal data. For example, to capture the 2.4 GHz band (irom
2.4 GHz to 2.5 GHz) requires a minimum capture of 100
million complex samples (also known as I/QQ (In-phase/
(Quadrature) samples per second. With a 16-bit Analog-to-
Digital Converter (ADC), this 1s equivalent to 400 Mega-
bytes per second of data which 1s both cumbersome to store
and to process.

High volume data storage and portability 1s also a chal-
lenge despite the recent eflorts to compress and manage
large files. Large data files are cumbersome with which to
interact over a network, ditlicult to transfer and problematic
to analyze. In many instances the time and resources to
transier a large wideband recording, even when compressed,
exceeds the time and resources required to capture the data.
And the reconstitution of a compressed file further adds to
resource requirements, time delays and data loss.

What 1s needed 1s a highly available datastore of select,
narrowband I/QQ data from signals of interest alongside the
metadata and envelop parameters used to capture and extract
such data. The challenge therefore 1s to identify signals from
what 1s otherwise noise and efliciently store such data for
near-real time analysis. These and other deficiencies of the
prior art are addressed by one or more embodiments of the
present mvention.

Additional advantages and novel features of this invention
shall be set forth 1n part 1n the description that follows, and
in part will become apparent to those skilled 1n the art upon
examination of the following specification or may be learned
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by the practice of the mvention. The advantages of the
invention may be realized and attained by means of the

instrumentalities, combinations, compositions, and methods
particularly pointed out 1n the appended claims.

SUMMARY OF THE INVENTION

High-volume RF data is transformed to a collection of
smaller narrowband signals with greatly reduced storage and
on-board processing facilitating the capability to analyze
signals of interest in otherwise denmied environments. A
computer implemented system for 1) data extraction and
storage 1ncludes, according to one embodiment of the pres-
ent mvention a digital sampling device configured to acquire
time domain IQ data communicatively coupled to a data
conversion module. The digital conversion module 1s con-
figured to convert time domain IQQ data collected the sam-
pling device to frequency domain IQQ data.

The system further includes a signal detection module
communicatively coupled to the data conversion module
configured to detect time and frequency envelope param-
cters from the frequency domain IQ) data. Based on select
time and frequency envelope parameters an extraction mod-
ule, communicatively coupled to the signal detection mod-
ule, 1s configured to extract narrowband IQ signal compo-
nents from the frequency domain IQ data. In some 1nstances
of the present imnvention, the time and frequency envelope
parameters include signal edges and ranges. Lastly, a non-
transitory storage media 1s configured to receive and store
the extracted narrowband IQQ signal components.

In other embodiments of the present invention, the system
for IQ data extraction and storage, the digital sampling
device 1s a software defined radio which itself include the
data conversion module. The system for 1Q data extraction
and storage can also include a non-transitory data storage
bufler communicatively coupled to the digital sampling
device and the extraction module. This storage bufler can be
configured to receive, and store acquired time domain IQ)
data for later processing.

In other versions of the present invention the signal
detection module 1ncludes instructions executable by a pro-
cessor to segment and separate frequency domain IQ data
from noise.

The system for I(Q data extraction and storage of the
present invention may also include a formatting module
wherein the formatting module associates extracted narrow-
band IQ signal components with the time and frequency
envelope parameters. In doing so the formatting module
includes 1nstructions executable by a processor to tag
extracted narrowband 1Q) signal components with time and
frequency envelope parameters.

In other versions of the present invention the extraction
module includes instructions executable by a processor to
digitally down convert time domain IQ data including
istructions to frequency shift and down sample the ire-
quency domain IQ) data to extract a narrowband IQ of a
narrow signal. In other versions of the present invention the
extraction module includes instructions executable by a
processor to polyphase resample frequency domain IQQ data.
These processes may be done by a graphic, central process-
ing unit, or 1n some cases an FPGA.

A method for IQ) data extraction and storage, according to
one embodiment of the present invention, begins by acquir-
ing IQ time domain data by a digital sampling device. The
time domain IQ) data 1s thereafter converted to frequency
domain 1Q) data. From that frequency domain IQQ data time
and frequency envelope parameters are detected leading to
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the extraction of narrowband IQ) signal components based on
select time and frequency envelope parameters. The method
concludes by recerving and storing, at a non-transitory
storage media, the extracted narrowband IQ signal compo-
nents.

Other aspects of a method IQ) data extraction and storage
include buflering acquired 1QQ data for later processing.
Another aspect of the methodology of present invention 1s
segmenting and separating frequency domain IQQ data from
noise and associating extracted narrowband IQ signal com-
ponents with time and frequency envelope parameters. The
time and frequency envelope parameters can include signal
edges and ranges.

Extracting narrowband 1Q signals can, according to
another version of the present invention, include digitally
down converting time domain IQ data as well as digitally
down converting, frequency shifting and down sampling
frequency domain IQQ data. Extracting can also include
polyphase resampling frequency domain IQQ data.

The features and advantages described 1n this disclosure
and 1n the following detailed description are not all-inclu-
sive. Many additional features and advantages will be appar-
ent to one of ordinary skill 1n the relevant art 1n view of the
drawings, specification, and claims hereof. Moreover, it
should be noted that the language used in the specification
has been principally selected for readability and instruc-
tional purposes and may not have been selected to delineate
or circumscribe the imnventive subject matter; reference to the
claims 1s necessary to determine such inventive subject
mattetr.

BRIEF DESCRIPTION OF THE DRAWINGS

The atorementioned and other features and objects of the
present mvention and the manner of attaining them waill
become more apparent, and the invention 1tself will be best
understood, by reference to the following description of one
or more embodiments taken 1n conjunction with the accom-
panying drawings, wherein:

FIGS. 1A-1D depict two and three-dimensional render-
ings of RF signals as would be known to on skilled 1n the
relevant art;

FIG. 2 presents a high-level block diagram and data flow
architecture for narrowband IQQ data extraction and storage
according to one embodiment of the present invention;

FIG. 3 1s a flowchart of one methodology according the
present invention for narrowband I(QQ data extraction and
storage;

FI1G. 4 1s one embodiment of asset/resource allocation for
the present invention of narrowband 1Q) data extraction and
storage;

FIG. 5§ 1s a block diagram of a computer system suitable
for implementation of one or more embodiments of narrow-
band IQQ data extraction and storage.

The Figures depict embodiments of the present invention
for purposes of 1illustration only. Like numbers refer to like
clements throughout. In the figures, the sizes of certain lines,
layers, components, elements or features may be exagger-
ated for clarity. Moreover, one skilled in the art will readily
recognize from the following discussion that alternative
embodiments of the structures and methods illustrated
herein may be employed without departing from the prin-
ciples of the mvention described herein.

DESCRIPTION OF THE INVENTION

Capturing, extracting and storing narrowband IQQ data for
later processing enables timely and ethicient analysis. As
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wideband capture of RF information includes noise and
non-signal elements, the present mnvention detects, extracts
and stores narrowband 1Q signals for later assessment. By
transforming a high-volume data stream to a collection of
smaller narrowband signals with greatly reduced storage and
on-board processing requirements, the present invention
tacilitates the capability to analyze signals of interest in an
otherwise denied environment.

Embodiments of the present invention are hereafter
described 1n detail with reference to the accompanying
Figures. Although the invention has been described and
illustrated with a certain degree of particularity, 1t 1s under-
stood that the present disclosure has been made only by way
of example and that numerous changes in the combination
and arrangement of parts can be resorted to by those skilled
in the art without departing from the spirit and scope of the
invention.

The following description with reference to the accom-
panying drawings 1s provided to assist in a comprehensive
understanding of exemplary embodiments of the present
invention as defined by the claims and their equivalents. It
includes various specific details to assist 1in that understand-
ing but these are to be regarded as merely exemplary.
Accordingly, those of ordinary skill 1n the art will recognize
that various changes and modifications of the embodiments
described herein can be made without departing from the
scope and spirit of the invention. Also, descriptions of
well-known functions and constructions are omitted for
clanity and conciseness.

The terms and words used 1n the following description
and claims are not limited to the bibliographical meanings,
but, are merely used by the inventor to enable a clear and
consistent understanding of the mvention. Accordingly, 1t
should be apparent to those skilled in the art that the
following description of exemplary embodiments of the
present invention are provided for 1llustration purpose only
and not for the purpose of limiting the invention as defined
by the appended claims and their equivalents.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms
“a,” “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. Thus,
for example, reference to “a component surface” includes
reference to one or more of such surfaces.

As used herein any reference to “one embodiment” or “an
embodiment” means that a particular element, feature, struc-
ture, or characteristic described i1n connection with the
embodiment 1s included in at least one embodiment. The
appearances of the phrase “in one embodiment™ in various
places 1n the specification are not necessarily all referring to
the same embodiment.

As used herein, the terms “comprises,” “comprising,”
“includes,” “including,” “has,” “having” or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion.
For example, a process, method, article, or apparatus that
comprises a list of elements 1s not necessarily limited to only
those elements but may include other elements not expressly
listed or mnherent to such process, method, article, or appa-
ratus. Further, unless expressly stated to the contrary, “or”
refers to an inclusive or and not to an exclusive or. For
example, a condition A or B 1s satisfied by any one of the
following: A 1s true (or present) and B 1s false (or not
present), A 1s false (or not present) and B 1s true (or present),
and both A and B are true (or present).

It will be also understood that when an element 1s referred
to as being “on,” “attached” to, “connected” to, “coupled”

AT 4 4



US 11,303,306 B2

e N 4 4

with, “contacting”, “mounted” etc., another element, 1t can
be directly on, attached to, connected to, coupled with or
contacting the other element or intervening elements may
also be present. In contrast, when an element 1s referred to
as being, for example, “directly on,” “directly attached” to,
“directly connected” to, “directly coupled” with or “directly
contacting” another element, there are no intervening ele-
ments present. It will also be appreciated by those of skill in
the art that references to a structure or feature that i1s
disposed “adjacent” another feature may have portions that
overlap or underlie the adjacent feature.

As used herein, the following terms are understood to

have the meaning;

ADC—Analog to Digital converter—the part of an SDR
that converts analog voltages (like those originating
from an antenna) to a sequence of numeric values.

Bandwidth—A range of frequencies within a given band,
in particular that used for transmitting a signal.

DDC (Dagital Down Conversion)—is a technique that
takes a band limited high sample rate digitized signal,
mixes the signal to a lower frequency and reduces the
sample rate while retaining all the information.

DSP (Dagital Signal Processing)—the use of digital pro-
cessing, such as by computers or more specialized
digital signal processors, to perform a wide variety of
signal processing operations.

Envelope Parameter—Envelope parameters or “signal
extents” define a range 1n which a signal lies 1n the time
and frequency domains. For example, By specifying
this signal started at 20 seconds 1nto a recording/stream
and ended at 20.5 seconds, within the frequency range
of 101 and 101.1 MHz, the extents/parameters needed
to fully contain the signal are specified.

FFT (Fast Fourier Transform)—A Dagital Signal process-
ing function that i1s used to convert time series infor-
mation into a series ol frequencies, by arranging the
periodicity of the data into a series of bins representing,
a range ol frequencies.

FPGA (Field-Programmable Gate Array)—an integrated
circuit designed to be configured by a customer or a
designer after manufacturing.

GPU (Graphics Processing Unit)—is a specialized elec-
tronic circuit designed to rapidly manipulate and alter
memory to accelerate the creation of 1images 1n a frame
buffer mtended for output to a display device. Their
highly parallel structure makes them more eflicient than
general-purpose central processing units (CPUs) for
algorithms that process large blocks of data in parallel.

I/Q Samples/data (In-phase and Quadrature Modulated
Samples)—oiten used in RF applications, form the
basis of complex RF signal modulation and demodu-
lation, both 1n hardware and in software, as well as 1n
complex signal analysis. In electrical engineering, a
sinusoid with angle modulation can be decomposed
into, or synthesized from, two amplitude-modulated
sinusoids that are oflset 1n phase by one-quarter cycle
(/2 radians). All three functions have the same center
frequency. These amplitude modulated sinusoids are
known as the in-phase and quadrature components. I 1s
the In-Phase signal component while Q 1s the Quadra-
ture signal component.

Narrowband—Describes a sampled capture or single sig-
nal (or aggregate of subchannels) that occupies a rela-
tively small bandwidth. For the purposes of this docu-
ment, signals that are less than 20 MHz (e.g. a 10 MHz
LTE channel or a 200 kHz FM radio broadcast) would

be considered Narrowband.
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RBW (Resolution Bandwidth)—In frequency domain
data, this 1s the minimum frequency unit discernible.
For example, to reliably detect lower power signals
with a bandwidth of 1 MHz, the resolution bandwidth
of should be 1deally lower than 1 MHz.

RF—Radio Frequency—Used for wireless communica-
tions, and physical sensing, RF Energy 1s one form of
clectromagnetic energy which consists of waves of
clectric and magnetic energy moving together (radiat-
ing) through space, oscillating at various rates. The area
where these waves are found 1s called an electromag-
netic field.

RF Spectrum (aka Radio Spectrum)—The part of the
clectromagnetic spectrum with frequencies from 30
hertz to 300 GHz. Electromagnetic waves 1n this 1re-
quency range, called radio waves, are widely used 1n
modern technology, particularly in telecommunica-
tions.

Sampling Rate—A description of how many times per
second an RF signal 1s sampled

Signal of Interest (SOI): SOI 1s the signal or waveform
that 1s of interest to the end user and 1s being retained
as part of the narrowband 1Q) process described in this
document.

Software Defined Radio—(SDR) a radio communication
system where components that have been traditionally
implemented 1n hardware are instead implemented by
means ol software

SWaP: Size, Weight, and Power

Wideband—Describes a sampled capture or single signal
(or aggregate of subchannels) that occupies a large
bandwidth. For the purposes of this document, radio
captures that are greater than 20 MHz (e.g. a 50 MHz
WBT capture) would be considered Narrowband.

Unless otherwise defined, all terms (including technical
and scientific terms) used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this mnvention belongs. It will be further understood
that terms, such as those defined 1n commonly used diction-
aries, should be iterpreted as having a meaning that is
consistent with their meaning 1n the context of the specifi-
cation and relevant art and should not be interpreted 1n an
idealized or overly formal sense unless expressly so defined
herein. Well-known functions or constructions may not be
described in detail for brevity and/or clarity.

Included in the description are flowcharts depicting
examples of the methodology which may be used to extract
and store 1Q) data. In the following description, 1t will be
understood that each block of the flowchart illustrations, and
combinations of blocks 1n the flowchart 1llustrations, can be
implemented by computer program instructions. These com-
puter program instructions may be loaded onto a computer
or other programmable apparatus to produce a machine such
that the instructions that execute on the computer or other
programmable apparatus create means for implementing the
functions specified 1n the tlowchart block or blocks. These
computer program instructions may also be stored 1n a
computer-readable memory that can direct a computer or
other programmable apparatus to function 1n a particular
manner such that the instructions stored in the computer-
readable memory produce an article of manufacture includ-
ing instruction means that implement the function specified
in the tlowchart block or blocks. The computer program
instructions may also be loaded onto a computer or other
programmable apparatus to cause a series ol operational
steps to be performed in the computer or on the other
programmable apparatus to produce a computer 1mple-
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mented process such that the instructions that execute on the
computer or other programmable apparatus provide steps for
implementing the functions specified in the flowchart block
or blocks.

Accordingly, blocks of the flowchart illustrations support
combinations of means for performing the specified func-
tions and combinations of steps for performing the specified
functions. It will also be understood that each block of the
flowchart 1llustrations, and combinations of blocks in the
flowchart illustrations, can be implemented by special pur-
pose hardware-based computer systems that perform the
specified functions or steps, or combinations of special
purpose hardware and computer instructions.

Some portions of this specification are presented 1n terms
ol algorithms or symbolic representations of operations on
data stored as bits or binary digital signals within a machine
memory (e.g., a computer memory). These algorithms or
symbolic representations are examples of techniques used
by those of ordinary skill in the data processing arts to
convey the substance of their work to others skilled in the

art. As used herein, an “algorithm”™ 1s a self-consistent
sequence ol operations or similar processing leading to a
desired result. In this context, algorithms and operations
involve the manipulation of information elements. Typically,
but not necessarily, such elements may take the form of
clectrical, magnetic, or optical signals capable of being
stored, accessed, transierred, combined, compared, or oth-
erwise manipulated by a machine. It 1s convenient at times,
principally for reasons ol common usage, to refer to such

signals using words such as “data,” “content,” “bits,” “val-
ues,” “elements,” “symbols,” “characters,” “terms,” “num-
bers,” “numerals,” “words”, or the like. These specific

words, however, are merely convenient labels and are to be
associated with appropriate information elements.

Unless specifically stated otherwise, discussions herein
using words such as “processing,” “computing,” “calculat-
ing,” “determining,” “presenting,” “displaying,” or the like
may refer to actions or processes of a machine (e.g., a
computer) that manipulates or transforms data represented
as physical (e.g., electronic, magnetic, or optical) quantities
within one or more memories (e.g., volatile memory, non-
volatile memory, or a combination thereof), registers, or
other machine components that receive, store, transmit, or
display information.

Upon reading this disclosure, those of skill in the art will
appreciate additional alternative structural and functional
designs for a system and a process for 1(QQ data extraction and
storage through the disclosed principles herein. Thus, while
particular embodiments and applications have been illus-
trated and described, 1t 1s to be understood that the disclosed
embodiments are not limited to the precise construction and
components disclosed herein. Various modifications,
changes and variations, which will be apparent to those
skilled 1n the art, may be made 1n the arrangement, operation
and details of the method and apparatus disclosed herein
without departing from the spirit and scope of the invention.

I/QQ data 1s a precise representation of a RF signal. Typical
two-dimensional representation of a RF signal fails to pro-
vide key information that 1s necessary to fully understand
and analyze signal data. FIGS. 1A-1D provide a graphical
perspective of a I/Q or true representation of signal that may
be compared to a more common two-dimensional represen-
tation. FIG. 1A 1s a typical two—dimensional sinusoidal
signal 110 representation. While it 1s seemingly telling of
information such as amplitude and frequency, it 1s, 1n reality,
quite lacking.
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FIG. 1B presents the same signal 110 yet mn an I/QQ
three-dimensional perspective. The signal 1t actually a cork-
screw. Looking at the signal in FIG. 1B from the side
produces the same i1mage as FIG. 1A (I data) however
viewing the signal of FIG. 1B from the top provides an
entirely different image (QQ data). And 11 viewed down axis,
the signal becomes a circle 1n which a signal propagating
clockwise 1s a positive while propagating counterclockwise
1s a negative signal. Indeed, the view of the signal down axis
presents a polar coordinate 1image of how the signal propa-
gates. 1/Q data 1s therefore a rectangular representation of a
signal’s polar notation. In most 1nstances the rectangular
notation of I/Q data 1s used due to the ease of hardware
implementations. In its basic format 1/(Q data comprises a
vector component and a complex number, 1+Q1.

FIGS. 1C and 1D present a two-dimensional and three
dimensional I/QQ representation, respectively, of a more
complex signal 120. One of reasonable skill 1n the relevant
art will appreciate there are diflerent ways to represent the
same 1/Q data sample. These methodologies are well known
and will not be further discussed herein. A true signal is
complex. It possesses attributes of phase, amplitude and
time. These features, for select extracted signals, are the
focus of the present invention.

One embodiment of the present invention detects, 1solates
and extracts 1Q data from noise and thereafter stores the
same for data retention, playback and further processing.
The present invention makes use of captured wideband data
by 1solating signals from noise and storing narrowband IQ)
information 1 a highly accessible database. One embodi-
ment of the present mvention transforms a single high
volume data stream 1nto a collection of smaller narrowband
signals that have greatly reduced data storage, on-board
processing requirements. Such narrowband data facilitates
the capability to analyze signals on a dismounted, stand-
alone unit operating in an environment lacking network or
larger communications and processing capabilities.

FIG. 2 1s a high-level block diagram of a system 200 for
narrowband I() data extraction and storage according to one
embodiment of the present invention. RF data 1s typically
streaming data meaning that 1t 1s continuously being gener-
ated by different sources and received 1n an aggregate form.
Collection, storage and analysis of such data 1s conducted
over a set period of time. As one of reasonable skill i the
relevant art can appreciate the volume of collected streaming
data 1n any environment can be significant. Streaming data
differs from batch data analysis 1n which processing can be
used to compute arbitrary queries over diflerent sets of data.
In batched data analysis results are derived from all the data
it encompasses enabling deep analysis of big data sets at the
expense of real time results. Streaming analysis requires a
more focused etlicient process but often does so at the price
in-depth analysis.

As streaming data 1s continuous but eflicient analysis 1s
batched, a portion of streaming data 1s selected for exami-
nation, with the process by which the selection of signals to
be examined becoming a critical component. The portion,
which 1s normally based on time but may be based on other
parameters, 1s selected 1n consideration of the need for
meaningful results and the speed by which processing can
occur. For example, the volume of data can be used as a
selection criteria rather than a particular period of time. A
larger sampling may provide additional information and
more reliable, meamingiul results but at the expense of
delayed delivery of those outcomes. A shorter interval may
be processed quickly yet yield results that are inconclusive.
It 1s relevant that an objective of the present invention 1s to




US 11,303,306 B2

9

perform IQQ extraction and storage process with maximum
elliciency using various strategies such as parallelism and
data pipelining to distribute the work throughout various
parts of the system to provide meaningftul yet timely results.

The present invention, according to one embodiment,
captures data by way of a digital sampling device such as a
software defined radio 210. While the resources of a soft-
ware defined radio aid 1n the implementation of the present
invention, one of reasonable skill in the relevant art will
appreciate that other means by which to capture RF signal
and IQ data are available and are within the scope of the
present invention.

As shown 1n FIG. 2 data 1s captured by a software defined
radio 210 or similar digital sampling device from various
sources. The radio 1n this embodiment provides high preci-
sion time stamped data describing the time series 1n an 1/QQ
data format. In one version of the invention data capture by

the radio 210 1s stored (buflered) 215 as RAM or high-speed

SSD based storage 1n a manner that allows for rapid time
indexing.

This aspect of the present invention provides for rapid,
random access to large stores of RAM and disk-based 1Q)
data collection platforms. Such specialized storage and
retrieval mechanisms reduce access time to store and
retrieve the 1Q data, allowing additional time to perform the
subsequent conversions and processing as needed to detect
and extract the narrowband signals. As shown 1n FIG. 2 the
buflering process 1s 1n parallel to other methodologies for
narrowband extraction. Upon learning envelope parameters
for select signals, data resident 1n the builer can be quickly
ascertained/retrieved for subsequent analysis.

Once collected, 1Q data 1s converted to the frequency
domain data. In one embodiment of the present mmvention
this conversion 1s accomplished with a spectrum generation/
data conversion module 220 resident in the software defined
radio using a high-speed FPGA (Hardware Accelerated)
based Fast Fourier Transform (FFT) function to deliver
time-stamped spectrum data. In other embodiments the

conversion utilizes a Graphic Processor Unit (GPU) 230
(shown 1n FIG. 2), an additional FPGA or the like to carry

out the conversion steps. The conversion of 1Q data into the
frequency domain sets readies data for the signal detection
step of processing. In doing so, timestamps of the spectrum
information are accurately aligned with the source IQQ data
ensuring that the extraction operation 1s completed success-
tully.

Recognize there 1s a tradeoll between resolution band-
width and time resolution. Generally (while keeping the data
storage requirements the same), the finer the signal detail
looked for 1n time, the more course the frequency measure-
ments will be and vice versa. The present invention opti-
mizes data collection with storage based on ongoing deter-
mination of envelope parameters.

A signal detection module 235 receives frequency domain
data in spectrum snapshots from which 1t identifies signals
embedded within the RF environment. These snapshots are
batch processed by, 1n one embodiment, a GPU 230 accel-
crated detection/segmentation process. This process builds
an estimate of the noise floor providing a threshold to
separate the signal(s) from the noise. Concurrently the signal
detection module 235 ascertains envelope parameters defin-
ing edges of signals (1.¢., frequency and time ranges). In one
version of the present invention the signal detection process
1s akin to an 1mage segmentation algorithm, analyzing the
frequency domain snapshots over time as a 2-dimensional
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image. While such processing can take place in parallel
using a GPU, further acceleration 1s possible with an FPGA
optimized implementation.

An extraction module 240 receives, 1n one istance raw
IQ data capture by and time-tagged by the software defined
radio 210 via the bufler 215, and, in another instance,
detected signals from the detection module 235. From this
data narrowband signal components are extracted. The
extraction process first moves through the collection of
envelope parameters 1dentified by the signal detection mod-
ule 235, identifying the begin and end timestamps of each
signal segment while loading the necessary time ranges. Any
“dead space” or time periods where there are no signals
present are disregarded and not processed further.

For each set of signal envelope parameters, 1Q data
samples are put through a digital down conversion process
wherein the signal 1s frequency shifted and downsampled
extracting the narrowband IQ of the now narrowed signal.

In one embodiment of the present mvention the digital
down conversion process 1s accomplished using a GPU 230.
In such an approach digital down conversion 1s implemented
through accelerated complex sinusoid generation and com-
plex multiplication combined with a Fimte Impulse
Response (FIR) filter and decimation. Recall a finite Impulse
Response Filter 1s a filter whose impulse response (or
response to any finite length mnput) 1s of finite duration,
because 1t settles to zero 1n finite time. This 15 1n contrast to
Infinite Impulse Response (IIR) filters, which may have
internal feedback and may continue to respond indefinitely.
Similarly, to decimate a filtered signal by M means to keep
only every Mth sample.

The GPU can also digitally down convert signals using a
polyphase resampling implementation, or a {requency
domain based down conversion, the later being potentially
faster since a FFT has already occurred at this point-
recognizing that a frequency based down conversion will
destroy phase information.

Digital down conversion can also be accomplished,
according to another embodiment of the present invention,
using a FPGA. By using a FPGA a work-pipeline can be
established exploiting hard coded gates for the purpose of
performing DDC operations in a rapid sequential (and or
parallelized) manner. In the same manner polyphase resa-
mpling can be implemented using a FPGA providing efli-
cient (albeit somewhat nflexible) DDC. It 1s worth noting
that some degree of filtering can occur at this stage to
minimize total processing time. For example, 11 the system
operator does not have a use for signals that match/do not
match a certain length or bandwidth profile, the present
invention can simply choose to only process the relevant
signals.

The use of a GPU or FPGA for digital down conversion
depends on the capabilities and goals of the system and any
tradeofls that have to be considered. For example, when
phase information needs to be preserved, then the down-
conversion processes may become less eflicient by 1njecting
latency at this stage of processing. An example of this would
be the angle-of arrival calculations needed for radio direc-
tion-finding applications. Considerations such as these may
drive the implementation of the present mnvention to use a
GPU vs an FPGA or vice versa or utilize an entirely different
type of computational resource.

One objective of the present mnvention 1s to provide an
casily accessible database of narrowband 1Q) data for further
analysis. This objective 1s achieved by storage of narrow-
band IQ and associated information as a time tagged record
in a NoSQL/document store style database 270. This record
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keeping facilitates addition of supplemental data at a later
time as well as the ability to add additional references to
other signal constructs (such as the determination that the
signal 1s a piece of a larger signal, such as a pulse that 1s part
of a frequency agile signal). Once stored 1n this fashion, such
data allows signal information to be processed easily and
more ellectively both locally to the local SDR platform, or
over a network.

A formatting module 260 interacts with the digitally down
converted IQ data to tag each record and properly format the
data for storage. Typically formatting of this type 1s accom-
plished with a general microprocessor 265. In addition to
preparing 1(QQ data for storage, envelope parameters identi-
fied during the detection phase are similarly stored in the
database 270 housed on a non-transitory storage media
facilitating later imnvestigative processes 280.

Additional understanding of the present invention can be
gained with attention drawn to FIGS. 3 and 4. FIG. 3 15 a
flow chart of one embodiment of a process for 1QQ data
extraction and storage while FIG. 4 provides an example of
implementation processes and resource allocation. As
described previously 1QQ data extraction and storage begins
with acquiring 310 IQ) data 400. In one embodiment I1Q) data
410 1s collected using a software defined radio 310 while 1n
other embodiments time domain IQQ samples can be acquired
from a digitizer or a digital sampling device.

Once acquired time domain IQQ data 410 1s both buflered
320 and separately converted 330 to frequency domain IQ)
data. In one embodiment the frequency domain IQ) data 420
1s processed to detect 340 time and frequency envelope
parameters 430 of signals. The detection 340 of envelope
parameters 430 leads to the extraction 350 of IQ) signals
gaining narrowband I1Q data 450. The detection 340 of
envelope parameters 430 and extraction 350 of IQ signals
450 based on these parameters can be implemented 1n one
embodiment by a GPU 230 while 1n other embodiments
these processes can be accomplished by a FPGA.

The extracted narrowband IQ signals 4350 are formatted
360 and stored 370 as a database record 460 1n a database
along with the envelope parameters and detection models
used to gain such information. The process concludes with
post processing 380 the narrowband signals by accessing the
narrowband I() database.

The ability to sense important signals of interest (SOIs) in
a crowded spectrum has become more and more diflicult. As
spectrum density grows, understanding what 1s 1 your
environment at any given time has become increasingly
complex.

Background characterization and spectrum monitoring,
requirements have driven the need for complete and precise
coverage ol the spectrum and accomplishing this with
traditional RF acquisition systems has become prohibitively
expensive and nethcient. Capturing, extracting and storing
narrowband IQ data for later processing enables timely and
cilicient analysis. As wideband capture of RF information
includes noise and non-signal the present mvention detects
and extracts 1Q signals for later assessment. Transforming a
high-volume data stream to a collection of smaller narrow-
band signals with greatly reduced storage and on-board
processing requirements facilitates the capability to analyze
signals of interest in an otherwise denied environment.

One of reasonable skill will also recognize that portions of
the present invention may be implemented on a conventional
or general-purpose computer system, such as a personal
computer (PC), server, a laptop computer, a notebook com-
puter, a handheld or pocket computer, and/or a server
computer. FIG. 3§ 1s a very general block diagram of a
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computer system i1n which software-implemented processes
of the present invention may be embodied. As shown,
system 500 comprises a central processing unit(s) (CPU) or
processor(s) 501 coupled to a random-access memory
(RAM) 502, a graphics processor umt(s) (GPU) 520, a
read-only memory (ROM) 503, a keyboard or user interface
506, a display or video adapter 504 connected to a display
device 505, a removable (mass) storage device 3515 (e.g.,
floppy disk, CD-ROM, CD-R, CD-RW, DVD, or the like),
a fixed (mass) storage device 516 (e.g., hard disk), a com-
munication (COMM) port(s) or imterface(s) 510, and a
network interface card (NIC) or controller 511 (e.g., Ether-
net). Although not shown separately, a real time system
clock 1s included with the system 500, 1n a conventional
mannet.

CPU 501 comprises a suitable processor for implementing,
the present invention. The CPU 501 communicates with
other components of the system via a bi-directional system
bus 520 (including any necessary input/output (I/0O) con-
troller 507 circuitry and other “glue” logic). The bus, which
includes address lines for addressing system memory, pro-
vides data transfer between and among the various compo-
nents. Random-access memory 502 serves as the working
memory for the CPU 501. The read-only memory (ROM)
503 contains the basic input/output system code (BIOS)—a
set of low-level routines 1n the ROM that application pro-
grams and the operating systems can use to interact with the
hardware, 1including reading characters from the keyboard,
outputting characters to printers, and so forth.

Mass storage devices 515, 516 provide persistent storage
on fixed and removable media, such as magnetic, optical, or
magnetic-optical storage systems, flash memory, or any
other available mass storage technology. The mass storage
may be shared on a network, or 1t may be a dedicated mass
storage. As shown 1n FIG. 3, fixed storage 516 stores a body
of program and data for directing operation of the computer
system, including an operating system, user application
programs, driver and other support files, as well as other data
files of all sorts. Typically, the fixed storage 516 serves as the
main hard disk for the system.

In basic operation, program logic (including that which
implements methodology of the present invention described
below) 1s loaded from the removable storage 515 or fixed
storage 516 into the main (RAM) memory 502, for execu-
tion by the CPU 501. During operation of the program logic,
the system 500 accepts user input from a keyboard and
pointing device 506, as well as speech-based mput from a
voice recognition system (not shown). The user interface
506 permits selection of application programs, entry of
keyboard-based input or data, and selection and manipula-
tion of individual data objects displayed on the screen or
display device 505. Likewise, the pointing device 508, such
as a mouse, track ball, pen device, or the like, permits
selection and manipulation of objects on the display device.
In this manner, these input devices support manual user
input for any process running on the system.

The computer system 3500 displays text and/or graphic
images and other data on the display device 505. The video
adapter 504, which 1s interposed between the display 505
and the system’s bus, drives the display device 505. The
video adapter 504, which includes video memory accessible
to the CPU 501, provides circuitry that converts pixel data
stored 1n the video memory to a raster signal suitable for use
by a cathode ray tube (CRT) raster or liquid crystal display
(LCD) momitor. A hard copy of the displayed information, or
other information within the system 3500, may be obtained
from the printer 317, or other output device.
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The system 1tself communicates with other devices (e.g.,
other computers) via the network iterface card (NIC) 511
connected to a network (e.g., Ethernet network, Bluetooth
wireless network, or the like). The system 500 may also
communicate with local occasionally connected devices
(c.g., serial cable-linked devices) via the communication
(COMM) interface 510, which may include a RS-232 serial
port, a Umversal Serial Bus (USB) iterface, or the like.
Devices that will be commonly connected locally to the
interface 510 include laptop computers, handheld organiz-
ers, digital cameras, and the like.

As will be understood by those familiar with the art, that
the invention may be embodied in other specific forms
without departing from the spirit or essential characteristics
thereot. Likewise, the particular naming and division of the
modules, managers, functions, systems, engines, layers,
features, attributes, methodologies, and other aspects are not
mandatory or significant, and the mechamsms that imple-
ment the invention or 1ts features may have diflerent names,
divisions, and/or formats. Furthermore, as will be apparent
to one of ordinary skill in the relevant art, the modules,
managers, functions, systems, engines, layers, features, attri-
butes, methodologies, and other aspects of the invention can
be implemented as software, hardware, firmware, or any
combination of the three. Of course, wherever a component
of the present invention 1s 1mplemented as software, the
component can be implemented as a script, as a standalone
program, as part of a larger program, as a plurality of
separate scripts and/or programs, as a statically or dynami-
cally linked library, as a kernel loadable module, as a device
driver, and/or 1n every and any other way known now or 1n
the future to those of skill 1n the art of computer program-
ming. Additionally, the present invention 1s 1 no way
limited to implementation 1 any specific programming
language, or for any specific operating system or environ-
ment. Accordingly, the disclosure of the present invention 1s
intended to be illustrative, but not limiting, of the scope of
the invention, which 1s set forth 1n the following claims.

In a preferred embodiment, the present invention can be
implemented in software. Software programming code
which embodies the present invention 1s typically accessed
by a microprocessor ifrom long-term, persistent storage
media of some type, such as a flash drive or hard drive. The
soltware programming code may be embodied on any of a
variety ol known media for use with a data processing
system, such as a diskette, hard drive, CD-ROM, or the like.
The code may be distributed on such media or may be
distributed from the memory or storage of one computer
system over a network of some type to other computer
systems for use by such other systems. Alternatively, the
programming code may be embodied 1n the memory of the
device and accessed by a microprocessor using an internal
bus. The techniques and methods for embodying software
programming code 1n memory, on physical media, and/or
distributing software code via networks are well known and
will not be further discussed herein.

Generally, program modules include routines, programs,
objects, components, data structures and the like that per-
form particular tasks or implement particular abstract data
types. Moreover, those skilled in the art will appreciate that
the invention can be practiced with other computer system
configurations, including hand-held devices, multi-proces-
sor systems, microprocessor-based or programmable con-
sumer electronics, network PCs, minicomputers, mainirame
computers, and the like. The invention may also be practiced
in distributed computing environments where tasks are
performed by remote processing devices that are linked
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through a communications network. In a distributed com-
puting environment, program modules may be located in
both local and remote memory storage devices.

While there have been described above the principles of
the present invention 1n conjunction with 1Q) data collection,
extraction and storage, 1t 1s to be clearly understood that the
foregoing description 1s made only by way of example and
not as a limitation to the scope of the invention. Particularly,
it 1s recognized that the teachings of the foregoing disclosure
will suggest other modifications to those persons skilled in
the relevant art. Such modifications may involve other
features that are already known per se and which may be
used instead of or in addition to features already described
herein. Although claims have been formulated 1n this appli-
cation to particular combinations of features, 1t should be
understood that the scope of the disclosure herein also
includes any novel feature or any novel combination of
features disclosed either explicitly or implicitly or any
generalization or modification thereolf which would be
apparent to persons skilled in the relevant art, whether or not
such relates to the same 1nvention as presently claimed 1n
any claim and whether or not 1t mitigates any or all of the
same technical problems as confronted by the present inven-
tion. The Applicant hereby reserves the right to formulate
new claims to such features and/or combinations of such
features during the prosecution of the present application or
ol any further application derived theretfrom.

The mnvention claimed 1s:

1. A computer implemented system for IQ data extraction
and storage, the system comprising:

a digital sampling device configured to acquire time

domain IQ data from a data stream of high volume data;

a non-transitory data storage buller communicatively
coupled to the digital sampling device configured to
receive, and store acquired time domain IQ) data;

a data conversion module communicatively coupled to the
digital sampling device and 1n parallel with the non-
transitory data storage bufler configured to convert a
portion of the time domain IQ data to frequency
domain IQ data;

a signal detection module communicatively coupled to the
data conversion module configured to detect ongoing
time and frequency envelope parameters from the fre-
quency domain IQ data;

an extraction module, commumicatively coupled to the
signal detection module and the non-transitory data
storage buller, configured to extract narrowband IQ
signal components based on the detected time and
frequency envelope parameters; and

a non-transitory storage media configured to receive and
store extracted narrowband IQ signal components from
the extraction module.

2. The computer implemented system for 1QQ data extrac-
tion and storage according to claim 1, wherein the digital
sampling device 1s a software defined radio.

3. The computer implemented system for IQ data extrac-
tion and storage according to claim 2, wherein the software
defined radio includes the data conversion module.

4. The computer implemented system for 1QQ data extrac-
tion and storage according to claim 1, wherein the signal
detection module includes instructions executable by a pro-
cessor to segment and separate frequency domain IQ data
from noise.

5. The computer implemented system for 1(QQ data extrac-
tion and storage according to claim 1, wherein time and
frequency envelope parameters include signal edges and
ranges.
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6. The computer implemented system for IQ data extrac-
tion and storage according to claim 1, further comprising a
formatting module wherein the formatting module associ-
ates extracted narrowband IQQ signal components with time
and frequency envelope parameters.

7. The computer implemented system for 1QQ data extrac-
tion and storage according to claim 6, wherein the format-
ting module 1ncludes 1nstructions executable by a processor
to tag extracted narrowband I1Q) signal components with time
and frequency envelope parameters.

8. The computer implemented system for I(QQ data extrac-
tion and storage according to claim 7, wherein the processor
1s central processor.

9. The computer implemented system for I(Q data extrac-
tion and storage according to claim 1, wherein the extraction
module 1ncludes instructions executable by a processor to
digitally down convert time domain IQ data.

10. The computer implemented system for 1(QQ data extrac-
tion and storage according to claim 9, wherein the instruc-
tions to digitally down convert frequency domain IQ data
include instructions to frequency shift and down sample the
frequency domain IQQ data to extract a narrowband IQ of a
narrow signal.

11. The computer implemented system for 1(Q data extrac-
tion and storage according to claim 10, wherein the proces-
SOr 1S a graphic processor.

12. The computer implemented system for 1(QQ data extrac-
tion and storage according to claim 1, wherein the extraction
module 1ncludes instructions executable by a processor to
polyphase resample frequency domain IQ data.

13. The computer implemented system for IQ data extrac-
tion and storage according to claim 12, wherein the proces-
sOr 1s a graphic processor.

14. The computer implemented system for IQQ data extrac-
tion and storage according to claim 1, wherein the extraction
module includes instructions executable by a processor to
digitally down convert frequency domain 1Q data.

15. The computer implemented system for 1(QQ data extrac-
tion and storage according to claim 14, wherein the proces-
sOr 1S a graphic processor.

16. The computer implemented system for 1(QQ data extrac-
tion and storage according to claim 1, wherein the extraction
module 1ncludes a field programmable gate array to digitally
down convert acquired time domain I1QQ data.

17. The computer implemented system for IQ data extrac-
tion and storage according to claim 1, wherein the extraction
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module 1ncludes a field programmable gate array to poly-
phase resample frequency domain IQQ data.
18. A method for IQQ data extraction and storage imple-
mented by a machine having one or more processors capable
of executing a program of instructions stored on a non-
transitory storage medium, the method comprising:
acquiring by a digital sampling device time domain IQ)
data from a data stream of high volume data;

receiving and thereafter storing by a non-transitory data
storage buller communicatively coupled to the digital
sampling device acquired time domain IQQ data;

converting a portion of time domain IQQ data to frequency
domain IQ) data in parallel with the receiving and
storing of the acquired time domain IQQ data in the
non-transitory data storage bufler;
detecting on an ongoing basis time and frequency enve-
lope parameters from the frequency domain IQ data;

extracting narrowband IQQ signal components from the
acquired time domain IQQ data in the non-transitory data
storage buller based on the detected time and frequency
envelope parameters; and

recetving and storing, at a non-transitory storage media,

extracted narrowband 1Q signal components.

19. The method for IQ data extraction and storage accord-
ing to claim 18, wherein detecting includes segmenting and
separating {requency domain IQQ data from noise.

20. The method for IQ data extraction and storage accord-
ing to claim 18, wherein time and Irequency envelope
parameters include signal edges and ranges.

21. The method for IQ) data extraction and storage accord-
ing to claam 18, further comprising associating extracted
narrowband 1Q) signal components with time and frequency
envelope parameters.

22. The method for IQQ data extraction and storage accord-
ing to claim 18, wherein extracting includes digitally down
converting time domain IQ data.

23. The method for IQQ data extraction and storage accord-
ing to claim 22, wherein extracting includes frequency
shifting and down sampling the frequency domain IQQ data.

24. The method for 1Q data extraction and storage accord-
ing to claim 18, wherein extracting includes polyphase
resampling frequency domain I1Q) data.

25. The method for IQ) data extraction and storage accord-
ing to claim 18, wherein extracting includes digitally down
converting frequency domain IQQ data.
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