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ELECTRONIC DEVICES AND
CORRESPONDING METHODS FOR
ENROLLING FINGERPRINT DATA AND
UNLOCKING AN ELECTRONIC DEVICE

BACKGROUND

Technical Field

This disclosure relates generally to electronic devices, and
more particularly to electromic devices having displays.

Background Art

Portable electronic communication devices such as smart-
phones and tablet computers have become ubiquitous.
People all over the world use such devices to stay connected.

These devices have been designed 1n various mechanical
configurations. A first configuration, known as a “candy
bar,” 1s generally rectangular 1n shape and has a rigid form
factor with a continually exposed display positioned on a
major face of the electronic device. By contrast, a “clam-
shell” device has a mechanical hinge that allows one hous-
ing to pivot relative to the other, thereby concealing its
display when closed and revealing the same when open.
Some consumers prefer candy bar devices, while others
prefer clamshell devices.

Regardless of device type, most consumers prefer
dynamic user interface devices. This preference has led to
the use of touch sensitive displays, rather than keyboards, as
the primary user interface. Moreover, as display technology
has improved, these displays have become increasingly
larger. While suitable for serving as the primary user inter-
face devices, most electronic devices require other user
interface components such as buttons, biometric sensors,
and other devices. It would be advantageous to have an
improved electronic device that made the use of these
auxiliary user interface devices more eflicient.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying figures, where like reference numerals
refer to identical or functionally similar elements throughout
the separate views and which together with the detailed
description below are incorporated in and form part of the
specification, serve to further illustrate various embodiments
and to explain various principles and advantages all in
accordance with the present disclosure.

FIG. 1 1illustrates explanatory electronic devices config-
ured 1n accordance with one or more embodiments of the
disclosure.

FIG. 2 1illustrates one explanatory method in accordance
with one or more embodiments of the disclosure.

FIG. 3 illustrates one or more preselected fingerprint
reference data files selected as a function of a mechanical
support condition of an electronic device 1n accordance with
one or more embodiments of the disclosure.

FIG. 4 1illustrates one explanatory method 1in accordance
with one or more embodiments of the disclosure.

FIG. 5 illustrates another explanatory method 1n accor-
dance with one or more embodiments of the disclosure.

FIG. 6 1illustrates yet another explanatory method in
accordance with one or more embodiments of the disclosure.

FI1G. 7 illustrates one or more method steps 1in accordance
with one or more embodiments of the disclosure.

FI1G. 8 illustrates one or more method steps 1n accordance
with one or more embodiments of the disclosure.
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FIG. 9 illustrates one or more method steps 1in accordance
with one or more embodiments of the disclosure.

FIG. 10 illustrates another explanatory electronic device
configured 1n accordance with one or more embodiments of
the disclosure.

FIG. 11 illustrates one or more embodiments of the
disclosure.

Skilled artisans will appreciate that elements in the figures
are 1llustrated for simplicity and clarity and have not nec-
essarily been drawn to scale. For example, the dimensions of
some ol the elements in the figures may be exaggerated
relative to other elements to help to improve understanding
of embodiments of the present disclosure.

DETAILED DESCRIPTION OF THE DRAWINGS

Betore describing 1n detaill embodiments that are 1n accor-
dance with the present disclosure, 1t should be observed that
the embodiments reside primarily in combinations of
method steps and apparatus components related to detecting
a mechanical support condition for an electronic device,
receiving lingerprint data, and comparing the fingerprint
data to a preselected fingerprint data reference file that 1s
selected as a function of the mechanical support condition
betore comparing the fingerprint data to any other finger-
print reference data files stored 1n a memory of the electronic
device. Moreover, embodiments of the disclosure provide
methods for enrolling pretferred fingerprint reference data
files to ensure that the most likely used fingerprint reference
data files will be stored in the memory for commonly
detected mechanical support conditions. Any process
descriptions or blocks in flow charts should be understood as
representing modules, segments, or portions of code that
include one or more executable mstructions for implement-
ing specific logical functions or steps 1n the process.

Alternate 1mplementations are included, and it will be
clear that functions may be executed out of order from that
shown or discussed, including substantially concurrently or
in reverse order, depending on the functionality mmvolved.
Accordingly, the apparatus components and method steps
have been represented where appropriate by conventional
symbols 1n the drawings, showing only those specific details
that are pertinent to understanding the embodiments of the
present disclosure so as not to obscure the disclosure with
details that will be readily apparent to those of ordinary skall
in the art having the benefit of the description herein.

Embodiments of the disclosure do not recite the imple-
mentation of any commonplace business method aimed at
processing business information, nor do they apply a known
business process to the particular technological environment
of the Internet. Moreover, embodiments of the disclosure do
not create or alter contractual relations using generic com-
puter functions and conventional network operations. Quite
to the contrary, embodiments of the disclosure employ
methods that, when applied to electronic device and/or user
interface technology, improve the functioning of the elec-
tronic device itsell by and improving the overall user
experience to overcome problems specifically arising in the
realm of the technology associated with electronic device
user interaction.

It will be appreciated that embodiments of the disclosure
described herein may be comprised of one or more conven-
tional processors and unique stored program instructions
that control the one or more processors to implement, in
conjunction with certain non-processor circuits, some, most,
or all of the functions of enrolling preferred fingerprint
reference data files so that, upon detecting a mechanical




US 11,302,112 Bl

3

support condition of the electronic device when fingerprint
data 1s received, the fingerprint data can be compared to a
preselected fingerprint data reference file before comparing
the fingerprint data to any other fingerprint reference data
file stored in the memory of the electronic device. The
non-processor circuits may include, but are not limited to, a
radio receiver, a radio transmitter, signal drivers, clock
circuits, power source circuits, and user input devices.

As such, these functions may be interpreted as steps of a
method to select a preselected fingerprint data reference file
from a plurality of fingerprint reference data files as a
function of a mechanical support condition and authenticat-
ing an authorized user of the electronic device by comparing
the fingerprint data to the preselected fingerprint data refer-
ence file before comparing the fingerprint data to any other
fingerprint reference data file of the plurality of fingerprint
reference data files as described below. Alternatively, some
or all functions could be implemented by a state machine
that has no stored program instructions, or in one or more
application specific integrated circuits (ASICs), in which
cach function or some combinations of certain of the func-
tions are implemented as custom logic. Of course, a com-
bination of the two approaches could be used.

Thus, methods and means for these functions have been
described herein. Further, it 1s expected that one of ordinary
skill, notwithstanding possibly significant effort and many
design choices motivated by, for example, available time,
current technology, and economic considerations, when
guided by the concepts and principles disclosed herein will
be readily capable of generating such soitware instructions
and programs and ASICs with minimal experimentation.

Embodiments of the disclosure are now described in
detail. Referring to the drawings, like numbers indicate like
parts throughout the views. As used 1n the description herein
and throughout the claims, the following terms take the
meanings explicitly associated herein, unless the context
clearly dictates otherwise: the meaning of “a,” “an,” and
“the” includes plural reference, the meaning of “in” includes
“mn” and “on.” Relational terms such as first and second, top
and bottom, and the like may be used solely to distinguish
one enfity or action from another entity or action without
necessarily requiring or implying any actual such relation-
ship or order between such entities or actions.

As used herein, components may be “operatively
coupled” when information can be sent between such com-
ponents, even though there may be one or more intermediate
or intervening components between, or along the connection
path. The terms “substantially”, “essentially”, “approxi-
mately”, “about” or any other version thereol, are defined as
being close to as understood by one of ordinary skill in the
art, and 1n one non-limiting embodiment the term 1s defined
to be within ten percent, in another embodiment within five
percent, in another embodiment within 1 percent and in
another embodiment within one-half percent. The term
“coupled” as used herein 1s defined as connected, although
not necessarily directly and not necessarily mechanically.
Also, reference designators shown herein in parenthesis
indicate components shown in a figure other than the one 1n
discussion. For example, talking about a device (10) while
discussing figure A would refer to an element, 10, shown 1n
figure other than figure A.

Embodiments of the disclosure provide faster and more
ellicient methods for authenticating an authorized user of an
clectronic device using a fingerprint sensor based upon a
mechanical support condition of the electronic device when
fingerprint data 1s received. Additionally, embodiments of

the disclosure provide methods for ensuring that prioritized
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or preferred fingerprint data 1s enrolled and stored as fin-
gerprint reference data files 1n a memory of the electronic
device during an enrollment process. Advantageously,
embodiments of the disclosure solve problems associated
with situations where the fingerprint sensor might be difli-
cult to reach, as well as 1n situations where the electronic
device 1s supported by a surface such as a table. Moreover,
for electronic devices having a first device housing that 1s
pivotable about a hinge relative to a second device housing
between a closed position and axially displaced open posi-
tion, embodiments of the disclosure make the operation of
the fingerprint sensor faster and more eflicient by prioritiz-
ing the fingers that are most likely to be used as a function
of not only the mechanical support condition, but also the
geometric form factor of the electronic device as well.

In one or more embodiments, a method for enrolling
fingerprint data as one or more fingerprint reference data
files 1ncludes determining that an authorized user of the
clectronic device 1s initiating a fingerprint sensor enrollment
sequence. In one or more embodiments, one or more pro-
cessors of the electronic device then determine a device
configuration of the electronic device, which may include
determining whether the electronic device has a single
display or multiple displays, and where the fingerprint
sensor 1s situated on the electronic device, e.g., on the rear
surface of the electronic device, under a display of the
electronic device, on a minor surface of the electronic device
or elsewhere.

In one or more embodiments, an 1mage capture device of
the electronic device then determines whether the authorized
user 1s using a right hand or a left hand to perform the
fingerprint enrollment process. From this information, the
one or more processors of the electronic device ascertain the
handedness of the person. It would be unlikely, for example,
that an authorized user of an electronic device would 1ni-
tially use a lett hand for fingerprint enrollment when they are
righthanded, and vice versa. Accordingly, 1n one or more
embodiments the one or more processors can use mnforma-
tion from an 1mager or other sensor to determine a handed-
ness of the user. The 1imager or other sensors can also be used
to determine which finger the user 1s attempting to enroll as
well.

In one or more embodiments, after determining the device
category of the electronic device, a fingerprint sensor loca-
tion of the fingerprint sensor, and a handedness of the
authorized user, the one or more processors identily at least
two fingerprint reference data file types as a function of these
factors. For example, the one or more processors may
identify a right thumb and index finger as at least two
fingerprint reference data file types as a function of the
device category, the fingerprint sensor location, and the
handedness of the authorized user.

The one or more processors then detect enrollment of a
first fingerprint reference data file type of the at least two
fingerprint reference data file types. Once this finger 1is
enrolled, to ensure that both of the at least two fingerprint
reference data file types are enrolled, the one or more
processors prompting, at a user interface of the electronic
device, for enrollment of at least one other fingerprint
reference data file type of the at least to fingerprint reference
data file types belfore terminating the enrolling process.

Thereafter, the fingerprint reference data files can be
prioritized to make unlocking the electronic device faster,
more seamless, and more efficient. In one or more embodi-
ments, the fingerprint reference data files are prioritized as
a function of the geometric form factor of the electronic
device and/or the mechanical support condition of the elec-
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tronic device. Illustrating by example, 1n one embodiment,
the one or more processors use one or more sensors to
determine a mechanical support condition for the electronic
device. The one or more processors also use the one or more
sensors to determine a mechanical support condition of the
clectronic device.

When the fingerprint sensor receives the fingerprint data
while the electronic device 1s 1n the detected mechanical
support condition and/or at least one other condition, such as
a geometric form factor, the one or more processors select
one fingerprint reference data file from the at least two
fingerprint reference data files as a function of these condi-
tions. Thereatter, the one or more processors authenticate the
authorized user of the electronic device by comparing the
received fingerprint data to the selected fingerprint reference
data file before comparing the fingerprint data to any other
fingerprint reference data file stored in the memory.

Thus, the one or more processors can advantageously
anticipate that the authorized user will used, for instance, an
index finger to authenticate themselves based upon the
geometric form factor and the mechanical support condition
and compare the fingerprint data to the index finger finger-
print reference data file before comparing the fingerprint
data to the thumb fingerprint reference data file 1n one or
more embodiments. This streamlines the authentication pro-
cess, which makes unlocking the electronic device faster and
more etlicient. When combined with the enrollment process
that ensures that all likely fingers that will be used 1n the
most likely mechanical support conditions and geometric
form factors are enrolled, embodiments of the disclosure
allow a user to more quickly unlock an electronic device.
Embodiments of the disclosure also save power and proces-
sor cycles as well. Other advantages offered by embodi-
ments of the disclosure will be described below. Still others
will be obvious to those of ordinary skill in the art having the
benefit of this disclosure.

Turning now to FIG. 1, 1llustrated therein 1s one explana-
tory electronic device 100 configured in accordance with
one or more embodiments of the disclosure. The electronic
device 100 of FIG. 1 1s a portable electronic device. For
illustrative purposes, the electronic device 100 1s shown as
a smartphone. However, the electronic device 100 could be
any number of other devices as well, including tablet com-
puters, gaming devices, multimedia players, and so forth.
Still other types of electronic devices can be configured 1n
accordance with one or more embodiments of the disclosure
as will be readily appreciated by those of ordinary skill in the
art having the benefit of this disclosure.

The electronic device 100 includes a first device housing
102 and a second device housing 103. In one or more
embodiments, a hinge 101 couples the first device housing
102 to the second device housing 103. In one or more
embodiments, the first device housing 102 1s selectively
pivotable about the hinge 101 relative to the second device
housing 103. For example, 1n one or more embodiments the
first device housing 102 1s selectively pivotable about the
hinge 101 between a closed position, shown and described
below with reference to FIGS. 7-8 and the open position
shown 1n FIG. 1.

In one or more embodiments the first device housing 102
and the second device housing 103 are manufactured from
a rigid material such as a rigid thermoplastic, metal, or
composite material, although other materials can be used.
Still other constructs will be obvious to those of ordinary
skill 1n the art having the benefit of this disclosure. In the
illustrative embodiment of FIG. 1, the electronic device 100
includes a single hinge 101. However, 1n other embodiments
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two or more hinges can be incorporated into the electronic
device 100 to allow 1t to be folded in multiple locations.

While the illustrative electronic device 100 of FIG. 1

includes a hinge 101, embodiments of the disclosure are not
so limited. In other embodiments, the electronic device 100
will be bendable, but will not include a hinge 101, such as
when the first device housing 102 and the second device
housing 103 are manufactured from bendable materials. In
still other embodiments, the electronic device 100 can be
bendable via a combination of hinge components and non-
hinge components.

I[llustrating by example, 1n another embodiment the elec-
tronic device housing can exclude a hinge and instead be
flexible with a bending region that allows the electronic
device housing to bend and flex between the axially dis-
placed open position and the closed position. In such an
embodiment, the electronic device housing may be manu-
factured from a malleable, bendable, or physically deform-
able material such as a flexible thermoplastic, flexible com-
posite matenal, flexible fiber material, flexible metal,
organic or inorganic textile or polymer material, or other
materials. The electronic device housing could be formed
from a single flexible housing member or from multiple
flexible housing members.

In other embodiments, the electronic device housing
could be a composite of multiple components. For instance,
in another embodiment the electronic device housing could
be a combination of rigid segments connected by hinges or
flexible materials. Still other constructs will be obvious to
those of ordinary skill 1n the art having the benefit of this
disclosure.

In one or more embodiments the electronic device 100 of
FIG. 1 includes at least one display 105. The illustrative
embodiment of FIG. 1 includes multiple displays. Display
105 serves as a first display and 1s also referred to as the
interior display or the rear-facing display. Display 105 1is
concealed when the first device housing 102 1s pivoted about
the hinge 101 relative to the second device housing 103 to
a closed position. Illustrating by example, display 105 is
concealed 1n FIGS. 7-8 below. Display 103 i1s then revealed
when the first device housing 102 1s pivoted about the hinge
101 relative to the second device housing 103 from the
closed position to an axially displaced open position shown
in FIG. 1. Thus, display 105 15 revealed as the electronic
device 100 transitions from the closed position of FIGS. 7-8
to the open position of FIG. 1.

The explanatory electronic device 100 of FIG. 1 also
includes at least one additional display. As shown 1n FIG. 1,
the electronic device 100 includes a second display 120,
which can be referred to as an exterior display or front-
facing display. This nomenclature arises due to the fact that
the second display 120 1s exposed both when the first device
housing 102 and the second device housing 103 are pivoted
about the hinge 101 to the closed position or the axially
displaced open position. Thus, the second display 120 1is
exposed both 1n the axially displaced open position of FIG.
1 and the closed position of FIG. 3. In one or more
embodiments, each of the first display 105 and the second
display 120 1s a high-resolution display.

While shown coupled to the first device housing 102, it
should be noted that the second display 120 could be
coupled to either of the first device housing 102 or the
second device housing 103. In other embodiments, the
second display 120 can be coupled to the first device housing
102, while a third display (not shown) 1s coupled to the
second device housing 103, and so forth. Thus, electronic
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devices configured 1n accordance with embodiments of the
disclosure can include displays situated at different posi-
tions.

As with the second display 120, display 105 can also be
coupled to either or both of the first device housing 102 or
the second device housing 103. In this i1llustrative embodi-
ment, display 105 1s coupled to both the first device housing,
102 and the second device housing 103 and spans the hinge
101. As noted above, display 105 1s considered to be an
“interior” display because 1t 1s concealed when the first
device housing 102 and the second device housing 103 are
in the closed position.

In one or more embodiments, either or both of display 105
and/or display 120 can be touch-sensitive. Where this 1s the
case, users can deliver user input to one or both of display
105 or the second display 120 by delivering touch input from
a finger, stylus, or other objects disposed proximately with
display 105 or the second display 120.

In the illustrative embodiment of FIG. 1, since display
105 spans the hinge 101, 1t 1s configured as a flexible display
that can bend, deflect, and deform into different shapes. For
instance, 1 one embodiment display 105 1s configured as a
foldable organic light emitting diode (OLED) display
coupled to a foldable substrate. The foldable substrate can be
manufactured from various materials, including flexible
plastic layers, tlexible metal layers, flexible composite lay-
ers, or of other materials. In one embodiment, the foldable
substrate 1s manufactured from stainless steel. Others will be
obvious to those of ordinary skill 1n the art having the benefit
of this disclosure. Where manufactured with a foldable
substrate, this substrate allows display 105 to be flexible so
as to deform when the first device housing 102 pivots about
the hinge 101 relative to the second device housing 103.

In one or more embodiments, a user interface component,
which may be a button or touch sensitive surface, can also
be disposed along one or both of the first device housing 102
and/or the second device housing 103 to facilitate control of
the electronic device 100. In the 1llustrative embodiment of
FIG. 1, the user interface component comprises a fingerprint
sensor 106 positioned under the second display 120 of the
electronic device 100. In other embodiments, the user inter-
face component will be placed to the side of the second
display 120, rather than beneath the second display 120.

Other features can be added and can be located on the
front of one or both of the first device housing 102 and/or the
second device housing 103, sides of one or both of the first
device housing 102 and/or the second device housing 103,
and/or the rear of one or both of the first device housing 102
and/or the second device housing 103. Illustrating by
example, 1n one or more embodiments a {irst image capture
device 107 can be disposed on one side of the electronic
device 100, while a second image capture device 108 1is
disposed on another side of the electronic device 100. In the
illustrative embodiment of FIG. 1, each of the first image
capture device 107 and the second 1image capture device 108
1s positioned beneath the second display 120 and the first
display 105, respectively. However, 1n other embodiments,
the first image capture device 107 and the second image
capture device 108 could be placed beside their respective
displays, rather than beneath the same. Of course, a com-
bination of beside/beneath placements can be used as well.

In this illustrative embodiment, image capture device 107
1s positioned beneath display 120 while image capture
device 108 1s positioned beneath display 105. In one or more
embodiments, one or both of the first display 105 and/or the
second display 120 includes a first pixel portion and a
second pixel portion. Using the second display 120 as an
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illustrative example, a first pixel portion (the area of display
120 within circle 109) 1s situated above fingerprint sensor
106 (with another first pixel portion situated above 1mage
capture device 107) and a second pixel portion (the area of
display 120 outside circle 109) situated at areas of the
display 120 other than those positioned above the fingerprint
sensor 106 and the image capture device 107. The first
display 105 can be similarly configured, with a first pixel
portion situated above image capture device 108 and a
second pixel portion situated at areas of the display 105
other than those positioned above the and the image capture
device 108.

In one embodiment, the first pixel portion comprises only
transparent organic light emitting diode pixels. In another
embodiment, the pixels disposed in the first pixel portion
comprise a combination of transparent organic light emitting
diode pixels and reflective organic light emitting diode
pixels. Other configurations will be obvious to those of
ordinary skill 1n the art having the benefit of this disclosure.

In one or more embodiments, the entire extent of the
displays 105,120 1s available for presenting images. While
some borders are shown 1in FIG. 1, in other embodiments
there 1s no need for the first device housing 102 or the second
device housing 103 of the electronic device 100 to include
borders that picture frame the first display 103 or the second
device housing 103. To the contrary, in one or more embodi-
ments one or both of the first display 105 and/or the second
display 120 can span an entire major face of the electronic
device 100 so that the entirety of the major face can be used
as active display area.

One way that the amount of surface area of the first device
housing 102 and the second device housing 103 covered by
the first display 105 or the second display 120 can be
expanded 1s by placing the various sensors, e€.g., 1mage
capture devices 107,108 and the fingerprint sensor 106,
beneath the first pixel portion such that the fingerprint sensor
106, the image capture devices 107,108, and/or any other
sensors are collocated with the first pixel portion or portions.
This allows the fingerprint sensor 106, the image capture
devices 107,108, and/or the other sensors to receive signals
through the transparent portions of the first pixel portion.

In one or more embodiments, the second pixel portion
comprises only reflective light emitting diode pixels. Con-
tent can be presented on a first pixel portion comprising only
transparent organic light emitting diode pixels or sub-pixels
or a combination of transparent organic light emitting diode
pixels or sub-pixels and reflective organic light emitting
diode pixels or sub-pixels. The content can also be presented
on the second pixel portion comprising only the reflective
organic light emitting diode pixels or sub-pixels.

When a user desires to capture an image with either or
both of 1mage capture device 107 or image capture device
108, or when touch input delivering fingerprint data to the
fingerprint sensor 106 1s detected upon the second display
120, one or more processors 110 of the electronic device 100
cause the transparent organic light emitting diode pixels or
sub-pixels to cease emitting light 1n one or more embodi-
ments. This cessation of light emission prevents light emit-
ted from the transparent organic light emitting diode pixels
or sub-pixels from interfering with light or fingerprint data
incident upon the first pixel portion. When the transparent
organic light emitting diode pixels or sub-pixels are turned
OFF, they become optically transparent in one or more
embodiments.

In some embodiments, the second pixel portion will then
remain ON when the first pixel portion ceases to emit light.
However, 1n other embodiments the second pixel portion
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will be turned OFF as well. The requisite 1mage capture
device 107,108 or the fingerprint sensor 106 can then be
actuated to capture the fingerprint data and/or an 1image from
the light passing through the transparent organic light emait-
ting diode pixels or sub-pixels. Thereafter, the one or more
processors 110 can resume the presentation of data along the
first pixel portion of the display 105,120. In one or more
embodiments, this comprises actuating the transparent
organic light emitting diode pixels or sub-pixels, thereby
causing them to again begin emitting light.

A block diagram schematic 111 of the electronic device
100 1s also shown 1n FIG. 1. In one or more embodiments,
the block diagram schematic 111 1s configured as a printed
circuit board assembly disposed within one or both of the
first device housing 102 or the second device housing 103.
Various components can be electrically coupled together by
conductors or a bus disposed along one or more printed
circuit boards, which can optionally be flexible circuit
boards or alternatively rigid circuit boards coupled together
by one or more tlexible conductors or substrates. It should
be noted that the block diagram schematic 111 includes
many components that are optional, but which are included
in an eflort to demonstrate how varied electronic devices
configured 1n accordance with embodiments of the disclo-
sure can be.

Thus, 1t 1s to be understood that the block diagram
schematic 111 of FIG. 1 1s provided for illustrative purposes
only and for 1llustrating components of one electronic device
100 1n accordance with embodiments of the disclosure. The
block diagram schematic 111 of FIG. 1 1s not intended to be
a complete schematic diagram of the various components
required for an electronic device 100. Therefore, other
clectronic devices 1n accordance with embodiments of the
disclosure may include various other components not shown
in FIG. 1 or may include a combination of two or more
components or a division of a particular component 1nto two
or more separate components, and still be within the scope
of the present disclosure.

In one embodiment, the electronic device 100 includes
one or more processors 110. The one or more processors 110
can be a microprocessor, a group of processing components,
one or more Application Specific Integrated Circuits
(ASICs), programmable logic, or other type of processing
device. The one or more processors 110 can be operable with
the various components of the electronic device 100. The
one or more processors 110 can be configured to process and
execute executable software code to perform the various
tfunctions of the electronic device 100. A storage device,
such as memory 112, can optionally store the executable
soltware code used by the one or more processors 110 during
operation.

In one or more embodiments, the one or more processors
110 are responsible for transitioning the electronic device
100 from a locked mode of operation to an active mode of
operation. In one or more embodiments, the electronic
device 100 includes a security mechamism that places the
clectronic device 100 1n a locked mode of operation to
prevent unauthorized users from accessing the electronic
device 100 or the data stored in the memory 112. Accord-
ingly, 1n one or more embodiments the electronic device 100
can be referred to as a “lockable device” 1n that the one or
more processors 110 can selectively actuate a security
mechanism that prevents unauthorized persons from access-
ing or logging on to the electronic device 100. Examples of
such mechanisms include password protected login screens,
screensavers, voice command login mechanism using voice
recognition, voice password entry, and so forth. In the
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illustrative embodiment of FIG. 1, the security mechanism
includes authentication of an authorized user of the elec-
tronic device 100 using the fingerprint sensor 106, as will be
described in more detail below. Other examples of security
mechanisms will be obvious to those of ordinary skill 1n the
art having the benefit of this disclosure.

In the 1illustrative embodiment of FIG. 1, the electronic
device 100 1s a lockable device capable of being transitioned
between a locked mode of operation and an active mode of
operation. A person can authenticate themselves as an autho-
rized user of the electronic device 100 by delivering finger-
print data to the fingerprint sensor 106 for authentication by
the one or more processors 110. Using the fingerprint sensor
106, the one or more processors 110 can detect fingerprint
data when a person places their finger upon the second
display 120 at a location situated atop the fingerprint sensor
106. The one or more processors 110 can then compare this
received fingerprint data with one or more fingerprint ref-
crence data files 113 stored in the memory 112 of the
clectronic device 100 to determine whether the fingerprint
data sufliciently matches one of the one or more fingerprint
reference data files 113. Where it does, the one or more
processors 110 can transition the electronic device 100 from
a locked mode of operation to an active mode of operation.
In one or more embodiments, this includes causing the
presentation of content to occur on one or both of the first
display 105 and/or the second display 120 when the elec-
tronic device 100 1s 1n the active mode of operation.

In one or more embodiments, the one or more processors
110 are further responsible for performing the primary
functions of the electronic device 100. For example, in one
embodiment the one or more processors 110 comprise one or
more circuits operable to present presentation information,
such as 1mages, text, and video, on one or both of the first
display 105 and/or the second display 120. The executable
soltware code used by the one or more processors 110 can
be configured as one or more modules stored in the memory
112 that are operable with the one or more processors 110.
Such modules can store instructions, control algorithms, and
so forth.

In one embodiment, the one or more processors 110 are
responsible for running the operating system environment.
The operating system environment can include a kernel, one
or more drivers, and an application service layer, and an
application layer. The operating system environment can be
configured as executable code operating on one or more
processors or control circuits of the electronic device 100.

In one or more embodiments, the one or more processors
110 are responsible for managing the applications of the
electronic device 100. In one or more embodiments, the one
or more processors 110 are also responsible for launching,
monitoring and killing the various applications and the
various application service modules. The applications of the
application layer can be configured as clients of the appli-
cation service layer to communicate with services through
application program interfaces (APIs), messages, events, or
other inter-process communication interfaces.

In one or more embodiments, the fingerprint sensor 106
situated beneath the second display 120 1s operable with the
one or more processors 110. In one embodiment, the fin-
gerprint sensor 106 includes its own processor to perform
various functions, imncluding detecting a finger touching the
second display 120 atop the fingerprint sensor 106, captur-
ing and storing fingerprint data from the finger, detecting
user actions across a surface of the second device housing
103 situated atop the fingerprint sensor 106. The processor
of the fingerprint sensor 106 can optionally perform at least
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one pre-processing step while the one or more processors
110 are 1n a low power or sleep mode 1n the locked mode of
operation. Upon receiving a request from the one or more
processors 110 for the fingerprint data, the fingerprint sensor
106 can deliver the fingerprint data to the one or more
processors 110. In one or more embodiments the processor
of the fingerprint sensor 106 can, as one pre-processing step.,
perform a preliminary authentication of the user by com-
paring fingerprint data captured by the fingerprint sensor 106
to a fingerprint data reference file 113 stored 1n the memory
112. The processor of the fingerprint sensor 106 can be an
on-board processor. Alternatively, the processor can be a
secondary processor that 1s external to, but operable with,
the fingerprint sensor 1n another embodiment. Other con-
figurations will be obvious to those of ordinary skill in the
art having the benefit of this disclosure.

In one embodiment, the fingerprint sensor 106 can include
a plurality of sensors. The fingerprint sensor 106 can be a
complementary metal-oxide-semiconductor active pixel
sensor digital imager or any other fingerprint sensor. The
fingerprint sensor 106 can be configured to capture, with the
plurality of sensors, a live scan of a fingerprint pattern from
a finger disposed along 1ts surface, and to store this infor-
mation as fingerprint data from the user’s finger. The fin-
gerprint sensor 106 may also be able to capture one or more
images with the plurality of sensors. The images can corre-
spond to an area beneath a surface of skin. The fingerprint
sensor 106 can compare the fingerprint data or skin 1mages
to one or more fingerprint reference data files 113 to authen-
ticate a user in an authentication process.

In this 1llustrative embodiment, the electronic device 100
also includes a communication circuit 114 that can be
configured for wired or wireless communication with one or
more other devices or networks. The networks can include
a wide area network, a local area network, and/or personal
area network. The communication circuit 114 may also
utilize wireless technology for communication, such as, but
are not limited to, peer-to-peer or ad hoc communications,
and other forms of wireless communication such as infrared
technology. The communication circuit 114 can include
wireless communication circuitry, one of a receiver, a trans-
mitter, or transceiver, and one or more antennas 116.

In one embodiment, the electronic device 100 includes
one or more sensors 115 operable to determine one or more
conditions of the electronic device 100. Examples of the
conditions that the one or more sensors 115 can detect
include a geometric form factor of the electronic device,
which hand a user 1s using to enroll fingerprint data at the
clectronic device 100, which finger a user 1s using to enroll
fingerprint data at the electronic device 100, a mechanical
support condition of the electronic device 100, such as
whether the electronic device 100 1s being held or 1s sup-
ported by a table or other flat surface, and other conditions.

The one or more processors 110 may generate commands
or execute control operations based on information received
from the first image capture device 107, the second 1mage
capture device 108, the one or more sensors 115, and/or the
other components 119 of the electronic device 100. The one
or more processors 110 may also generate commands or
execute control operations based upon information received
from a combination of these components. Moreover, the one
or more processors 110 may process the recerved informa-
tion alone or in combination with other data, such as the
information stored 1n the memory 112.

[lustrating by example, in one or more embodiments the
one or more sensors 115 detect angles between the first
device housing 102 and the second device housing 103 as
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these device housings pivot relative to each other about the
hinge 101. This information can be used to detect the
geometric form factor of the electronic device 100. The one
or more sensors 115 can detect the first device housing 102
pivoting about the hinge 101 relative to the second device
housing 103, for example.

In one or more embodiments, the one or more sensors 115
identily whether a mechanmical support condition of the
clectronic device 100 1s a hand supported condition or a
surface supported condition. This information can be used to
streamline the unlocking process. To wit, in one or more
embodiments the fingerprint sensor 106 receives fingerprint
data while the electronic device 100 1s 1n the mechanical
support condition identified by the one or more sensors 115.
The one or more processors 110 then select a prioritized
fingerprint reference data file from the plurality of finger-
print reference data files 113 stored 1n the memory 112 as a
function of the mechanical support condition for 1nitial use
in authenticating a person as an authorized user of the
electronic device 100. In one or more embodiments, the one
or more processors 110 authenticate an authorized user of
the electronic device 100 by comparing the fingerprint data
received while the electronic device 100 1s 1n the mechanical
support condition to the prioritized fingerprint reference data
file before comparing the fingerprint data to any other
fingerprint reference data files of the plurality of fingerprint
reference data files 113. In one or more embodiments, the
one or more processors 110 then unlock the electronic
device 100 1n response to authenticating the authorized user
of the electronic device 100. Other factors determined by the
one or more sensors 115 can be used in selecting the
prioritized fingerprint reference data file as well, including
the geometric form factor of the electronic device 100, the
handedness of the user, and so forth.

The one or more sensors 115 used to determine these
factors can take various forms. Illustrating by example, 1n
one or more embodiments the one or more sensors 115
comprise one or more tlex sensors operable to detect the
geometric form factor of the electronic device 100. The one
or more tlex sensors can be supported by the first device
housing 102 and/or second device housing 103 and operable
with the one or more processors 110 to detect a bending
operation deforming the electronic device 100 nto a
deformed geometric form factor, examples of which are
shown below 1n FIGS. 7-8. The inclusion of flex sensors 1s
optional, and in some embodiment flex sensors will not be
included.

Where included, in one embodiment the flex sensors each
comprise passive resistive devices manufactured from a
material with an impedance that changes when the material
1s bent, deformed, or flexed. By detecting changes in the
impedance as a function of resistance, the one or more
processors 110 can use the one or more tlex sensors to detect
bending or flexing. In one or more embodiments, each flex
sensor comprises a bi-directional flex sensor that can detect
flexing or bending in two directions. In one embodiment, the
one or more flex sensors have an impedance that increases
in an amount that i1s proportional with the amount 1t is
deformed or bent.

In one embodiment, each flex sensor 1s manufactured
from a series of layers combined together 1n a stacked
structure. In one embodiment, at least one layer 1s conduc-
tive, and 1s manufactured from a metal fo1l such as copper.
A resistive material provides another layer. These layers can
be adhesively coupled together in one or more embodi-
ments. The resistive material can be manufactured from a
variety of partially conductive materials, including paper-
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based maternials, plastic-based materials, metallic matenals,
and textile-based materials. In one embodiment, a thermo-
plastic such as polyethylene can be impregnated with carbon
or metal so as to be partially conductive, while at the same
time being flexible.

In one embodiment, the resistive layer 1s sandwiched
between two conductive layers. Electrical current tlows 1nto
one conductive layer, through the resistive layer, and out of
the other conductive layer. As the flex sensor bends, the
impedance of the resistive layer changes, thereby altering
the flow of current for a given voltage. The one or more
processors 110 can detect this change to determine an
amount of bending. Taps can be added along each flex sensor
to determine other information, including the number of
folds, the degree of each fold, the location of the folds, the
direction of the folds, and so forth. The flex sensor can
turther be driven by time-varying signals to increase the
amount of information obtained from the flex sensor as well.

While a multi-layered device as a flex sensor i1s one
configuration suitable for detecting a bending operation
occurring to deform the electronic device 100 and a geo-
metric form factor of the electronic device 100 after the
bending operation, the other sensors 115 for detecting the
one or more conditions of the electronic device 100 can
include other sensors for detecting the geometric form factor
as well. For instance, a magnet can be placed 1n the first
device housing 102 while a magnetic sensor 1s placed in the
second device housing 103, or vice versa. The magnetic
sensor could be Hall-effect sensor, a giant magnetoresistance
cllect sensor, a tunnel magnetoresistance eflect sensor, an
anisotropic magnetoresistive sensor, or other type of sensor.

In still other embodiments, the one or more sensors 115
can comprise an inductive coil placed in the first device
housing 102 and a piece of metal placed in the second device
housing 103, or vice versa. When the metal 1s 1 close
proximity to the coil, the one or more sensors 1135 detect the
first device housing 102 and the second device housing 103
in a first position. By contrast, when the metal 1s farther
away from the coil, the one or more sensors 115 can detect
the first device housing 102 and the second device housing
103 being 1n a second position, and so forth.

In other embodiments the one or more sensors 115 can
comprise an inertial motion unit situated 1n the first device
housing 102 and another inertial motion unit situated in the
second device housing 103. The one or more processors 110
can compare motion sensor readings from each inertial
motion unit to track the relative movement and/or position
of the first device housing 102 relative to the second device
housing 103 to detect the geometric form factor of the
clectronic device 100. The one or more 1nertial motion units
can also work to determine the position of the first device
housing 102 and the second device housing 103 relative to
the direction of gravity 117.

Instead of, or 1n addition to, inertial motion units, the one
or more sensors 115 can include a gravity detector. For
example, as one or more accelerometers and/or gyroscopes
may be used to show vertical orientation, constant, or a
measurement of tilt relative to a direction of gravity 117.
Accordingly, 1n one or more embodiments, the one or more
processors 110 can use the gravity detector to determine an
orientation of the electronic device 100 1n three-dimensional
space 118 relative to the direction of gravity 117.

This information can be used to detect the mechanical
support condition of the electronic device. For example,
when the electronic device 100 i1s lying on a horizontal
surface such as a table, the direction of gravity 117 will pass
orthogonally through a major face of the first device housing
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102 and the second device housing 103. If the electronic
device 100 1s closed, the direction of gravity 117 will pass
in opposite directions through the first device housing 102
and the second device housing 103, e.g., from outside to 1n
through one and from 1inside to out through the other. By
contrast, when the first device housing 102 and the second
device housing 103 are pivoted to the open position when
the electronic device 100 1s resting on a surface, the direc-
tion of gravity 117 will pass in the same direction through
the first device housing 102 and the second device housing
103. When a user 1s holding the electronic device 100, it 1s
rarely the case that the direction of gravity 117 will orient in
this fashion, as the user rarely holds the electronic device
100 1n a fully horizontal condition. Accordingly, the direc-
tion of gravity 117 can be used to determine the mechanical
support condition of the electronic device 100. This data can
also be used to determine and or track the state and position
of the first device housing 102 and the second device
housing 103 directly as they pivot about the hinge 101 to
determine the geometric form factor of the electronic device
100.

Where included with the one or more sensors 115, each
inertial motion unit can comprise a combination of one or
more accelerometers, one or more gyroscopes, and option-
ally one or more magnetometers, to determine the orienta-
tion, angular velocity, and/or specific force of one or both of
the first device housing 102 or the second device housing
103. When 1included in the electronic device 100, these
inertial motion units can be used as orientation sensors to
measure the orientation of one or both of the first device
housing 102 or the second device housing 103 in three-
dimensional space 118. Similarly, the nertial motion units
can be used as orientation sensors to measure the motion of
one or both of the first device housing 102 or second device
housing 103 1n three-dimensional space 118. If, for example,
the electronic device 100 1s moving 1n a repetitive motion
consistent with a walking or running motion, the one or
more processors 110 of the electronic device 100 may use
this information to determine that the electronic device 100
1s being held rather than sitting on a stationary surface, for
example. The mertial motion units can be used to make other
measurements as well.

Where only one 1nertial motion unit 1s included 1n the first
device housing 102, this inertial motion unit 1s configured to
determine an orientation, which can include measurements
of azimuth, plumb, t1lt, velocity, angular velocity, accelera-
tion, and angular acceleration, of the first device housing
102. Stmilarly, where two inertial motion units are included,
with one 1nertial motion unit being situated in the first device
housing 102 and another 1nertial motion unit being situated
in the second device housing 103, each inertial motion unit
determines the orientation of its respective device housing.
Inertial motion unit can determine measurements ol azi-
muth, plumb, tilt, velocity, angular velocity, acceleration,
angular acceleration, and so forth of the first device housing
102, while 1nertial motion unit can determine measurements
of azimuth, plumb, tilt, velocity, angular velocity, accelera-
tion, angular acceleration, and so forth of the second device
housing 103, and so forth.

In one or more embodiments, each 1nertial motion unit
delivers these orientation measurements to the one or more
processors 110 in the form of orientation determination
signals. Thus, the mnertial motion umt situated 1n the first
device housing 102 outputs a {irst orientation determination
signal comprising the determined orientation of the first
device housing 102, while the inertial motion unit situated 1n
the second device housing 103 outputs another orientation
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determination signal comprising the determined orientation
of the second device housing 103.

In one or more embodiments, the orientation determina-
tion signals are delivered to the one or more processors 110,
which report the determined orientations to the various
modules, components, and applications operating on the
electronic device 100. In one or more embodiments, the one
or more processors 110 can be configured to deliver a
composite orientation that 1s an average or other combina-
tion of the orientation of orientation determination signals.
In other embodiments, the one or more processors 110 are
configured to deliver one or the other orientation determi-
nation signal to the various modules, components, and
applications operating on the electronic device 100.

In another embodiment the one or more sensors 115
comprise proximity sensors. The proximity sensors can be
used to detect both the geometric form factor and the
mechanical support condition of the electronic device 100.
[llustrating by example, in one or more embodiments the
proximity sensors can detect how far a first end of the
clectronic device 100 1s from a second end of the electronic
device 100 to detect the geometric form factor. Coverage
locations of the proximity sensors can also be used to
determine whether the electronic device 100 1s being held or
sitting on a table, which allows the one or more processors
110 to determine the mechanical support condition of the
clectronic device 100 as well.

The proximity sensors can include one or more proximity
sensor components. The proximity sensors can also include
one or more proximity detector components. In one embodi-
ment, the proximity sensor components comprise only sig-
nal receivers. By contrast, the proximity detector compo-
nents include a signal receiver and a corresponding signal
transmitter.

In one embodiment, the proximity sensor components
comprise an inirared signal recerver so as to be able to detect
inirared emissions from a person. Accordingly, the proxim-
ity sensor components require no transmitter since objects
disposed external to the electronic device 100 deliver emis-
sions that are received by the infrared receiver. As no
transmitter 1s required, each proximity sensor component
can operate at a very low power level.

In one embodiment, one or more proximity detector
components can each include a signal receiver and a corre-
sponding signal transmuitter. The signal transmitter can trans-
mit a beam of infrared light that reflects from a nearby object
and 1s received by a corresponding signal receiver. The
proximity detector components can be used, for example, to
compute the distance to any nearby object from character-
istics associated with the reflected signals. The reflected
signals are detected by the corresponding signal receiver,
which may be an infrared photodiode used to detect reflected
light emitting diode (LED) light, respond to modulated
infrared signals, and/or perform triangulation of received
infrared signals.

In one or more embodiments, the one or more sensors 115
can comprise an 1mage capture analysis/synthesis manager.
When determining the geometric form factor, and when the
clectronic device 100 1s bent at the hinge 101, with an image
capture device 107 situated on the first device housing 102
positioned to a first side of the bend, and image capture
device 108 situated on the second device housing 103
positioned to the second side of the bend, the image capture
analysis/synthesis manager can detect that the field of view
of image capture device 107 and the field of view of image
capture device 108 converging or diverging depending upon
the angle of the bend, and can determine the geometric form
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factor by processing images from 1mage capture device 107
and 1mage capture device 108 to determine the angle of the
bend.

Similarly, when one or both of the 1image capture device
107 and/or the 1image capture device 108 capture an 1image
of a hand grasping the electronic device 100, the image
capture analysis/synthesis manager can detect that the
mechanical support condition of the electronic device 100 1s
that of being held. Such 1mages can be used to determine the
handedness of the authorized user of the electronic device
100 as well. When 1mages of a table or other flat surface are
captured, or when 1magers are covered with a direction of
gravity passing orthogonally through major faces of one or
more of the first device housing 102 and/or the second
device housing 103, the image capture analysis/synthesis
manager can detect that the mechanical support condition of
the electronic device 100 1s that of being situated on a table
or other flat surface, and so forth.

In one or more embodiments, each of the first image
capture device 107 and the second 1image capture device 108
comprises an intelligent 1mager. Where configured as an
intelligent 1mager, each image capture device 107,108 can
capture one or more 1mages ol environments about the
clectronic device 100 and determine whether the object
matches predetermined criteria. This information can be
used to determine the mechanical support condition of the
clectronic device 100. For example, the intelligent imager
can operate as an i1dentification module configured with
optical recognition such as include 1image recognition, char-
acter recognition, visual recognition, facial recognition,
color recognition, shape recognition and the like. This
information can be used to determine whether the electronic
device 100 1s being held or 1s resting on a surface. It can also
be used to determine the handedness of the user as well.

In yet another embodiment, the intelligent imager can
determine where a user’s eyes or face are located 1n three-
dimensional space relative to the electronic device 100. This
information can be combined with the direction of gravity
117 as previously described, can be used to determine
whether the electronic device 100 1s being held or 1s sitting
on a surface. When the mechanical support condition of the
clectronic device 100 1s that of resting on a surface, the gaze
of the user will generally be at a non-orthogonal angle
relative to either display 105 or display 120. By contrast,
when the electronic device 100 1s being held, the gaze of the
user will generally be substantially orthogonal with either
display 105 or display 120, or within a range of orthogonal,
such as between 75 and 105 degrees relative to the surface
of the display at which the user’s gaze 1s directed.

The one or more sensors 1135 can include a skin sensor
configured to determine when the electronic device 100 1s
touching the skin of a person. This information can be used
to determine the mechanical support condition of the elec-
tronic device 100. Where the skin 1s touching the electronic
device 100 can be used to determine the handedness of the
user as well. For example, 1n one or more embodiments the
skin sensor can determine when the electronic device 100 1s
being held within the hand of a user. In one embodiment, the
skin sensor can include a substrate with an electrode dis-
posed thereon. The electrode can confirm the object touch-
ing the skin sensor i1s skin by detecting electrical signals
generated by a heartbeat 1n one embodiment. Other forms of
skin sensors will be obvious to those of ordinary skill 1n the
art having the benefit of this disclosure.

The one or more sensors 115 can include a light sensor.
The light sensor can be used to detect whether or not direct
light 1s incident on one or both of the first device housing
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102 or the second device housing 103 in one or more
embodiments. The light sensor can also be used to detect an
intensity of ambient light 1s above or below a predefined
threshold in one or more embodiments.

In one or more embodiments the light sensor can detect
changes 1n optical intensity, color, light, or shadow 1n the
near vicinity of the electronic device 100. This can be used
to make 1nferences about whether the electronic device 100
1s being held or 1s sitting on a surface. In one embodiment,
the light sensor can be configured as an 1mage-sensing
device that captures successive images about the device and
compares luminous intensity, color, or other spatial varia-
tions between 1mages to detect weather conditions.

The one or more sensors 115 can include a temperature
sensor configured to monitor the temperature of the envi-
ronment. Temperature gradients along the surfaces of the
clectronic device 100 can be used to detect not only the
mechanical support condition of the electronic device, but
the handedness of the user as well. The temperature sensor
can take various forms. In one embodiment, the temperature
sensor 1s simply a proximity sensor component. In another
embodiment, the temperature sensor comprises a simple
thermopile. In another embodiment, the temperature sensor
comprises an inirared imager that captures the amount of
thermal energy emitted by an object. Other types of tem-
perature sensors will be obvious to those of ordinary skill in
the art having the benefit of this disclosure.

The one or more sensors 115 can 1nclude a force sensor.
The force sensor can be used to determine that the mechani-
cal support condition of the electronic device 100 1s that of
being held by a user. It can also be used to determine where
the electronic device 100 1s being grasped for the purposes
of determining the handedness of the user. The force sensor
can take various forms. For example, in one embodiment,
the force sensor comprises resistive switches or a force
switch array configured to detect contact with one or both of
display 105 or display 120, or one or both of the first device
housing 102 or the second device housing 103 of the
electronic device. In another embodiment, the force sensor
can 1nclude a capacitive sensor. In yet another embodiment,
piezoelectric sensors can be configured to sense force as
well. Other types of force sensors will be obvious to those
of ordinary skill in the art having the benefit of this disclo-
sure.

The one or more sensors 115 can include one or more
motion sensors. The one or more motion sensors can include
one or more accelerometers or gyroscopes. For example, an

accelerometer may be embedded 1n the electronic circuitry
of the electronic device 100 to show wvertical orientation,
constant t1lt and/or whether the electronic device 100 1is
stationary. A gyroscope can be used 1 a similar fashion.
Motion of the electronic device 100 indicates a mechanical
support condition of being held, while an absence of motion
may indicate the mechanical support condition of the elec-
tronic device 100 that of being stationary on a table or other
surface. The one or more motion sensors can also include an
clectronic compass to detect the spatial orientation of the
clectronic device 100 relative to the earth’s magnetic field.

The one or more sensors 115 can also include one or more
microphones operable to receive acoustic mput. While the
one or more microphones can be used to sense voice mnput,
voice commands, and other audio input, in one or more
embodiments they can also be used as environmental sen-
sors to sense environmental sounds such as the electronic
device 100 being placed on a table, the sound of skin moving
across the first device housing 102, the hinge 101, or the
second device housing 103, or the rumpling of soft surfaces
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ol textile materials or other similar materials encapsulating
the electronic device 100 when the electronic device 100 1s
in a pocket, for example. Alternatively, the one or more
microphones can be used to detect the nearby presence of
items to determine the mechanical support condition of the
clectronic device 100.

The one or more sensors 115 can also include a moisture
sensor. The moisture sensor 207 can be configured to detect
the amount of moisture on or about display 105 or display
120, or the amount of moisture present on the first device
housing 102 or the second device housing 103. Perspiration
detection can be used to determine both the mechanical
support condition of the electronic device 100 and the
handedness of the user as well. The moisture sensor can be
realized 1n the form of an impedance sensor that measures
impedance between electrodes. Other types of moisture
sensors will be obvious to those of ordinary skill in the art
having the benefit of this disclosure.

The one or more sensors 115 can include a distance
measurement sensor. The distance measurement sensor can
take wvarious forms. In one or more embodiments, the
distance measurement sensor comprises a time-oi-tlight
depth imager. In another embodiment, the distance measure-
ment sensor can comprise a radar device. In still another
embodiment, the distance measurement sensor can comprise
a sonar device. In yet another embodiment, the distance
measurement sensor can comprise an ultrasound distance
measurement device.

Regardless of type, in one or more embodiments the
distance measurement sensor can perform distance determi-
nation operations. For example, the distance measurement
sensor can measure distances between objects situated
within the environment of the electronic device 100 in one
or more embodiments. This information can be used to
determine the mechanical support condition. In other
embodiments, the distance measurement sensor can deter-
mine changes in distances between the electronic device 100
and objects situated within the environment. Combinations
of these operations can be performed as well.

The electronic device 100 can include other components
119 as well. The other components 119 may include an
carpiece speaker, a loudspeaker, key selection sensors, a
touch pad sensor, a touch screen sensor, a capacitive touch
sensor, and one or more switches. Touch sensors may be
used to indicate whether any of the user actuation targets
present on the first display 105 are being actuated. Alterna-
tively, touch sensors can determine 11 the second display 120
1s being touched to determine whether fingerprint data 1s
being delivered to the fingerprint sensor 106. The touch
sensors can include surface and/or housing capacitive sen-
sors 1 one embodiment.

The other components 119 operable with the one or more
processors 110 can include output components such as video
outputs, audio outputs, and/or mechanical outputs.
Examples of output components include audio outputs,
haptic devices, or other alarms and/or buzzers and/or a
mechanical output component such as vibrating or motion-
based mechanisms. Still other components will be obvious
to those of ordinary skill in the art having the benefit of this
disclosure.

It 1s to be understood that FIG. 1 1s provided for illustra-
tive purposes only and for illustrating components of one
electronic device 100 1n accordance with embodiments of
the disclosure and 1s not intended to be a complete schematic
diagram of the various components required for an elec-
tronic device. Therefore, other electronic devices 1n accor-
dance with embodiments of the disclosure may include
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various other components not shown i FIG. 1 or may
include a combination of two or more components or a
division of a particular component 1nto two or more separate
components, and still be within the scope of the present
disclosure.

Now that the various hardware components have been
described, attention will be turned to methods, systems, and
use cases 1n accordance with one or more embodiments of
the disclosure. Beginning with FIG. 2, illustrated therein 1s
one explanatory method 200 for enrolling fingerprint data as
one or more fingerprint reference data files stored within a
memory of an electronic device 1n accordance with one or
more embodiments of the disclosure. In one or more
embodiments, the method 200 of FIG. 2 allows for the
completion of an enrollment process receiving reference
fingerprint data at a fingerprint sensor of the electronic
device, where that reference fingerprint data corresponds to
at least two fingers of the authorized user most likely to be
used 1n conditions of the electronic device that are most
likely to occur during usage. The method 200 of FIG. 2
stores the reference fingerprint data as two or more finger-
print reference data file in the memory of the electronic
device.

The method 200 of FIG. 2 1s the “learning” process that
allows embodiments of the disclosure provide faster and
more eilicient methods for authenticating an authorized user
ol an electronic device using a fingerprint sensor based upon
a mechanical support condition of the electronic device
when fingerprint data 1s received. Additionally, the method
200 of FI1G. 2 ensures that prioritized or preferred fingerprint
data 1s enrolled and stored as fingerprint reference data files
in a memory ol the electronic device during the initial
enrollment process. The method 200 enrolls fingerprint data
corresponding to at least two fingers of an authorized user of
the electronic device by storing, with one or more proces-
sors, the fingerprint data as at least two fingerprint reference
data files 1n the memory of the electronic device.

At step 201, the method 200 for enrolling fingerprint data
as one or more lfingerprint reference data files includes
determining that an authorized user of the electronic device
1s 1nitiating a fingerprint sensor enrollment sequence. In one
or more embodiments, the authorized user may first be
required to 1dentity himself or herself as the authorized user
by entering an authentication credential at step 201. The one
or more processors may prompt for the authorized user to
enter a passcode at step 201 for example. Other techniques
allowing for the authorized user to initially 1identity himself
or hersell as the authorized user of the electronic device will
be obvious to those of ordinary skill in the art having the
benefit of this disclosure.

At step 202, one or more processors of the electronic
device determine a device category of the electronic device.
In one embodiment, the device category 1s that the electronic
device 1s a clamshell device. In another embodiment, the
device category 1s that the electronic device 1s a candy bar
device. Other device categories, including pivoting devices,
sliding devices, bending devices, and rotating devices will
be obvious to those of ordinary skill 1n the art having the
benefit of this disclosure.

In one or more embodiments, step 203 includes one or
more processors of the electronic device then determine a
device configuration of the electronic device, which may
include determining whether the electronic device has a
single display or multiple displays. Step 203 can also include
detecting other hardware configurates of the electronic
device, such as where the fingerprint sensor 1s situated on the
clectronic device, e.g., on the rear surface of the electronic
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device, under a display of the electronic device, on a minor
surface of the electronic device or elsewhere.

At step 204, one or more processors of the electronic
device 1dentily at least two fingerprint reference data file
types as a function of the information identified at step 202
and step 203. In one or more embodiments, step 204
comprises the one or more processors of the electronic
device initially i1dentifying the at least two fingerprint ret-
erence data file types as a function of the device category
determined at step 202 and the location of the fingerprint
sensor determined at step 203. As will be described below,
other information can be determined, such as the handedness
of the user, which can allow the one or more processors to
identify the at least two fingerprint reference data file types
as a function of the device category, the fingerprint sensor
location, and the handedness of the authorized user of the
clectronic device as well. Other factors for selecting the at
least two fingerprint reference data file types will be obvious
to those of ordinary skill in the art having the benefit of this
disclosure.

At step 205, one or more processors of the electronic
device detect enrollment of fingerprint data as a fingerprint
reference data file when fingerprint data i1s receirved by the
fingerprint sensor. In one or more embodiments, the autho-
rized user of the electronic device completes the enrollment
process shown 1n FIG. 2 by delivering fingerprint data to the
fingerprint sensor so that the fingerprint data can be captured
and stored as one or more fingerprint reference data files 1n
the memory of the electronic device. As explained below, 1n
one or more embodiments the authorized user enrolls fin-
gerprint data corresponding to at least two fingers when step
206 1s repeated 1n response to the output of decision 207.

Ilustrating by example, the authorized user may first
enroll a forefinger due to the fact that the forefinger 1s well
positioned to deliver fingerprint data to the fingerprint sensor
when the electronic device 1s 1n the axially displaced open
position shown in FIG. 1 above. The authorized user may
then enroll fingerprint data from a second finger, such as a
thumb, because the thumb can convemently be used when
the electromc device 1s 1n the closed position of FIGS. 7-8
below when the authorized user is holding the electronic
device with their fingers supporting the second device
housing with their thumb placed on the first device housing.
Additional fingers can be enrolled at step 206 as well.

In one or more embodiments, the one or more processors
can prompt the user for a specific sequence of finger taps,
rolls, and movements along the fingerprint sensor at step 203
to ensure the proper fingerprint data of suflicient quality 1s
received. Accordingly, in one or more embodiments, step
203 can include the one or more processors navigating the
authorized user through the enrollment process. The one or
more processors may present a series ol prompts informing
the authorized user how to enroll the fingerprint data at step
205. This may include the one or more processors presenting
a message structing the authorized user to first find the
fingerprint sensor, which may be situated beneath a display.
When the authornized user locates the fingerprint sensor, 1n
one or more embodiments the one or more processors
present a verification notification at step 205.

At step 205, the one or more processors may also request
that the authorlzed user place their finger atop a location of
the exterior display multlple times so that a suflicient amount
of fingerprint data 1s captured to be used as a fingerprint
reference data file. Accordingly, the one or more processors
may present a prompt nstructing the authorized user to lift
their finger and then again touch the location of the exterior
display situated atop the fingerprint sensor multiple times at
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step 205. The one or more processors may request that the
authorized user move their finger slightly at step 205.

Step 205 can also include identifying which finger is
being enrolled and the handedness of a user as well. Illus-
trating by example, 1n one or more embodiments step 205
can include capturing one or more images with an 1mage
capture device of the electronic device to determine which
finger 1s being used to deliver the fingerprint data. The one
or more 1mages can also be used to determine whether the
authorized user 1s using a right hand or a left hand to perform
the fingerprint enrollment process.

From this information, the one or more processors of the
clectronic device ascertain the handedness of the person 1n
one or more embodiments at step 205. It would be unlikely,
for example, that an authorized user of an electronic device
would 1nitially use a left hand for fingerprint enrollment
when they are righthanded, and vice versa. Accordingly, in
one or more embodiments the one or more processors can
use mformation from an imager or other sensor at step 205
to determine a handedness of the user. The 1imager or other
sensors can also be used to determine which finger the user
1s attempting to enroll as well. The fingerprint data 1s stored
as a fingerprint reference data file in the memory of the
clectronic device at step 206.

Decision 207 then determines whether additional fingers
need to be enrolled. Since the step 204 1nmitially identified at
least two fingerprint reference data file types as a function of
the device category and the fingerprint sensor location, and
as only one finger has been enrolled to this point, the method
200 moves to step 208 where the one or more processors of
the electronic device prompt for at least one other finger to
be enrolled. Thus, to ensure that both of the at least two
fingerprint reference data file types are enrolled, step 208
comprises the one or more processors prompting, at a user
interface of the electronic device, for enrollment of at least
one other fingerprint reference data file type of the at least
to fingerprint reference data file types before terminating the
enrolling process.

The method 200 then returns to step 204. In one or more
embodiments, after determining the device category of the
clectronic device (step 202), a fingerprint sensor location of
the fingerprint sensor (step 203), and a handedness of the
authorized user (step 205), the one or more processors
identify at least two fingerprint reference data file types at
step 204 as a function of these factors. For example, the one
or more processors may identify a right thumb and i1ndex
finger as at least two fingerprint reference data file types as
a Tunction of the device category, the fingerprint sensor
location, and the handedness of the authorized user.

The one or more processors then detect enrollment of a
second fingerprint reference data file type of the at least two
fingerprint reference data file types at step 205, with this
second fingerprint reference data file type being stored as a
fingerprint reference data file at step 206. Once all requisite
fingerprint reference data file types are enrolled, the method
200 ends at step 209. Once the enrollment process 1is
complete, another verification notification may be presented
informing the authorized user of the same at step 209. While
the method 200 of FIG. 2 provides one illustrative technique
for enrolling fingerprint reference data file types, other
techniques for performing an enrollment process will be
obvious to those of ordinary skill 1n the art having the benefit
of this disclosure.

Thereafter, the fingerprint reference data files can be
prioritized to make unlocking the electronic device faster,
more seamless, and more eflicient. In one or more embodi-
ments, the fingerprint reference data files are prioritized as
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a function of the geometric form factor of the electronic
device and/or the mechanical support condition of the elec-
tronic device. Turning now to FIG. 3, illustrated therein 1s
one table 300 of prioritized fingerprint reference data file
types 301 as a function of geometric form factor 303 and a
mechanical support condition 302 in accordance with one or
more embodiments of the disclosure.

When the geometric form factor 303 comprises the first
device housing and second device housing of the electronic
device being in the closed position, and the mechanical
support condition 302 comprises the electronic device being
supported by a surface such as a table, there 1s no prioritized
fingerprint reference data file type. This 1s the case because
an authorized user of the electronic device 1s equally likely
to use a thumb or forefinger to unlock the electronic device,
with the latter being illustrated in FIG. 7 below. This
presumes, of course, that the electronic device 1s being
supported by the surface with the fingerprint sensor facing
upward. If the electronic device 1s turned over with the
fingerprint sensor situated between the electronic device and
the surface, the fingerprint sensor would not be accessible
until the electronic device 1s transitioned to a hand-sup-
ported mechanical support condition and turned over.

When the geometric form factor 303 comprises the first
device housing and second device housing of the electronic
device being 1n the closed position, and the mechanical
support condition 302 comprises the electronic device being
in a held condition due to the authorized user of the
clectronic device holding the electronic device 1n their hand,
in one or more embodiments the prioritized fingerprint
reference data file type 1s a thumb fingerprint reference data
file type. This 1s the case because 1t 1s most often the case
that the authorized user will use their fingers to support the
clectronic device against the direction of gravity, with their
thumb positioned atop the exterior display as shown below
in FIG. 8.

When the geometric form factor 303 comprises the first
device housing and second device housing of the electronic
device being pivoted to the axially displaced open position,
and the mechanical support condition 302 comprises the
clectronic device being supported by a surface such as a
table with the fingerprint sensor oriented upward so as to be
accessible, there 1s no prioritized fingerprint reference data
file type. This 1s the case because an authorized user of the
clectronic device 1s equally likely to use a thumb or fore-
finger to unlock the electronic device, with the latter being
illustrated 1n FIG. 9 below. As with the closed, surface-
supported mechanical support condition, this presumes that
the electronic device 1s being supported by the surface with
the fingerprint sensor facing upward. It the electronic device
1s turned over with the fingerprint sensor situated between
the electronic device and the surface, the fingerprint sensor
would not be accessible until the electronic device 1s tran-
sitioned to a hand-supported mechanical support condition
and turned over.

When the geometric form factor 303 comprises the first
device housing and second device housing of the electronic
device being pivoted to the axially displaced open position,
and the mechanical support condition 302 comprises the
clectronic device being 1n a held condition due to the
authorized user of the electronic device holding the elec-
tronic device 1n their hand, 1n one or more embodiments the
prioritized fingerprint reference data file type 1s a forefinger
fingerprint reference data file type. This 1s the case because
it 1s most oiten the case that the authorized user will use their
thumb and other fingers to grasp the minor surfaces of the
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clectronic device, with their forefinger positioned atop the
exterior display as shown below in FIG. 9.

Accordingly, when the fingerprint sensor receives the
fingerprint data while the electronic device 1s 1n the detected
mechanical support condition and/or at least one other
condition, such as a geometric form factor, the one or more
processors select one fingerprint reference data file from the
at least two fingerprint reference data files as a function of
these conditions. Thereafter, the one or more processors
authenticate the authorized user of the electronic device by
comparing the received fingerprint data to the selected
fingerprint reference data file before comparing the finger-
print data to any other fingerprint reference data file stored
in the memory.

Thus, the one or more processors can advantageously
anticipate that the authorized user will used, for instance, an
index finger to authenticate themselves based upon the
geometric form factor and the mechanical support condition
and compare the fingerprint data to the index finger finger-
print reference data file before comparing the fingerprint
data to the thumb fingerprint reference data file 1n one or
more embodiments. This streamlines the authentication pro-
cess, which makes unlocking the electronic device faster and
more efhcient. When combined with the enrollment process
that ensures that all likely fingers that will be used in the
most likely mechanical support conditions and geometric
form factors are enrolled, embodiments of the disclosure
allow a user to more quickly unlock an electronic device.
Embodiments of the disclosure also save power and proces-
sor cycles as well. Turming now to FIG. 4, 1llustrated therein
1s one explanatory method 400 by which this can occur.

The method 400 of FIG. 4 prioritizes a particular finger
when authenticating an authorized user of the electronic
device as a function of the mechamical support condition of
the electronic device. The method 400 can additionally
prioritize a particular finger as a function of additional
tactors, including the geometric form factor of the electronic
device, the handedness of the user, or other factors. While
multiple fingers can be used for authentication regardless of
the mechanical support condition of the electronic device,
the geometric form factor of the electronic device, or the
handedness of the user, prioritizing a particular finger as a
function of these conditions advantageously saves processor
cycles 1n the authentication process to provide a more
instantaneous authentication operation.

Beginning at step 401, one or more processors ol an
clectronic device detect, using one or more sensors, a
mechanical support condition of the electronic device. In
one or more embodiments, step 401 comprises determining
whether the mechanical support condition comprises a hand
supported condition occurring when the electronic device 1s
being held by a user, or when the mechanical support
condition 1s a surface supported condition such as when the
clectronic device 1s resting on a surface such as a counter,
table, upon a surface in a car, or on a piece of furniture.
Other mechanical support conditions can be determined as
well, such as when the electronic device 1s 1n a stowed state,
which 1s a condition the electronic device may experience
when situated 1n a purse, pocket, or drawer.

This mechanical support condition can be determined at
step 401 1n a variety of ways, including those described
above with reference to FIG. 1. Illustrating by example, 1f
one or more motion sensors detect an absence ol motion
while a gravity detector detects the direction of gravity
passing substantially orthogonally through major surfaces of
the electronic device, the one or more processors may
conclude that the electronic device i1s resting upon a hori-
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zontal surface. By contrast, 1if the one or more motion
sensors detect that the electronic device 1s moving while a
touch sensor detects touch along the housings of the elec-
tronic device, the one or more processors may conclude that
the electronic device 1s being held, and so forth.

In one or more embodiments, step 401 also comprises
determining a geometric form factor of the electronic device.
Where, for example, the electronic device comprises a {irst
device housing that 1s pivotable relative to a second device
housing between a closed position and an axially displaced
open position, flex sensors, inertial motion units, magnetic
sensors, imagers, or other sensors can determine whether the
clectronic device 1s 1n the closed position, the axially dis-
placed open position, or somewhere 1n between at step 401.

At step 402, a fingerprint sensor of the electronic device
receives fingerprint data. In one or more embodiments, the
fingerprint sensor 1s situated beneath a display of the elec-
tronic device. In one or more embodiments, the fingerprint
data received at step 402 1s received while the electronic
device 1s 1n the mechanical support condition and geometric
form factor determined at step 401.

Decision 403 then determines whether the electronic
device 1s 1n the axially displaced open position or the closed
position. If the former, the method 400 moves to decision
405. If the latter, the method 400 moves to decision 404.

In the illustrative example of FIG. 4, decision 404 deter-
mines whether the mechanical support condition of the
clectronic device 1s a surface supported condition or a hand
supported condition. In other embodiments, decision 404
can include other possible conditions, including stowed
conditions, m-pocket conditions, and so forth. However, for
brevity, the two mechanical support conditions of a surface
supported condition and a hand supported condition are used
for illustration purposes. It will be obvious to those of
ordinary skill 1n the art having the benefit of this disclosure
how the method 400 of FIG. 4 could be extended to
additional conditions based upon this explanatory illustra-
tion. Additional method steps following decision 404 are
described i FIG. 5 below.

Decision 405 effectively makes the same determination as
decision 404, 1.e., whether the mechanical support condition
1s a surface supported condition or a hand supported con-
dition, but when the electronic device 1s 1n the axially
displaced open position rather than the closed position.
Additional method steps {following decision 405 are
described 1n FIG. 6 below.

FIGS. 5 and 6 1llustrate how one or more processors can
select a preselected fingerprint reference data file to which
the fingerprint data will be compared before comparing the
fingerprint data to any other fingerprint reference data file
stored 1n a memory of the electronic device. In one or more
embodiments, this preselected fingerprint reference data file
1s selected as a function of the mechanical support condition
and the geometric form factor, as will be 1llustrated 1n FIGS.
5 and 6.

Beginning with FIG. 5, when decision 404 determines
that the mechanical support condition 1s a hand supported
condition while the geometric form factor of the electronic
device 1s 1n the closed position, the method 400 moves to
step 501. At step 501, the one or more processors of the
clectronic device select a preselected fingerprint reference
data file as a function of this mechanical support condition
and geometric form factor. In one or more embodiments, the
preselected fingerprint reference data file comprises a thumb
fingerprint reference data file.

Since the authorized user enrolled at least two fingers
using the method (200) of FIG. 2, the memory of the
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clectronic device stores a plurality of fingerprint reference
data files. Illustrating by example, 1I the authorized user
enrolls the thumb and forefinger 1n the method of FIG. 2, the
memory will store a forefinger fingerprint reference data file
and a thumb fingerprint reference data file. If the authornized
user enrolls additional fingers, the memory will store addi-
tional fingerprint reference data files, and so forth. The
selection occurring at step 501 makes a selection of one
fingerprint reference data file from this plurality of finger-
print reference data files as a function of the mechanical
support condition and the geometric form factor in one or
more embodiments.

At step 501, the one or more processors then compare the
fingerprint data received at step 402 with the thumb finger-
print reference data file before comparing the fingerprint
data to any other fingerprint reference data file stored in the
memory of the electronic device. In one or more embodi-
ments, step 501 comprises the one or more processors
prioritizing the thumb fingerprint data by comparing the
fingerprint data received at step 402 with the thumb finger-
print data reference {file stored in the memory of the elec-
tronic device before comparing the ﬁngerprmt data to any
other fingerprint reference data files stored in the memory
whenever the first device housing and the second device
housing are the closed position and the electronic device 1s
being held.

If the fingerprint data substantially matches the thumb
fingerprint reference data file, as determined at decision 502,
the one or more processors authenticate the user delivering
the fingerprint data at step 502 as the authorized user of the
clectronic device and unlock the electronic device 1n
response to authenticating the authorized user of the elec-
tronic device at step 503. In one or more embodiments, this
occurs when the fingerprint sensor situated beneath the
exterior display receives the fingerprint data while the first
device housing and the second device housing are in the
closed position and the electronic device 1s being held by the
user. Otherwise, the method 400 moves to step 504 where
additional fingerprint reference data files are compared to
the fingerprint data until a match 1s determined at decision
505. If no match 1s ever made, the electronic device and its
displays remain locked at step 506. The one or more
processors can optionally prompt for an alternate authenti-
cation credential at step 506, such as a password, personal
identification number, or other credential, 1n one or more
embodiments.

In contrast to this prioritization of the thumb occurring
when the electronic device 1s 1n the closed position and 1s
being held, when the mechanical support condition 1s a
surface supported condition and the electronic device 1s 1n
the closed position multiple fingers can equally be used to
authenticate the authorized user. While this 1s ultimately true
as well 1n hand supported mechanical support condition, the
left side of the method 400 of FIG. 5 uses additional
processor cycles, thereby making 1t slower than the right
side of the method 400 of FIG. 5.

Specifically, when the electronic device 1s in the closed
position and the mechanical support condition comprises a
surface supported condition, an additional step of identify-
ing the type of fingerprint data occurs at step 507. The one
or more processors analyze the fingerprint data to determine
which finger provided the same at decision 508. Using a
thumb and forefinger as an 1illustrative example, 1 decision
508 determines the finger supplying the fingerprint data 1s a
thumb, this fingerprint data 1s compared to a thumb finger-
print reference data file at step 509 to determine i 1t
substantially matches the same. By contrast, 1f the 11 deci-
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sion S08 determines the finger supplyving the fingerprint data
1s a forefinger, this fingerprint data 1s compared to a fore-
finger fingerprint reference data file at step 504 to determine
if 1t substantially matches the same. If a match 1s made, the
exterior display 1s unlocked at step 503. If no match 1s ever
made, the electronic device and 1ts displays remain locked at
step 506. The one or more processors can optionally prompt
for an alternate authentication credential at step 306 1n one
or more embodiments as previously noted.

Accordingly, to streamline and make the process of user
authentication more eflicient, the method 400 of FIGS. 4-5
authenticates the authorized user of the electronic device by
comparing the fingerprint data to a thumb fingerprint refer-
ence data file before any other fingerprint reference data files
when the geometric form factor of the electronic device 1s
the closed position and the mechanical support condition of
the electronic device 1s a held condition. By contrast, an
additional determination of which finger 1s being used
occurs when the geometric form factor of the electronic
device 1s the closed position and the mechanical support
condition 1s a surface supported condition 1n one or more
embodiments due to the fact that the difference between the
probability of the authorized user using a thumb or forefin-
ger (or another finger) 1s smaller when the electronic device
1s 1n the closed position and 1s surface supported than when
the electronic device 1s i the closed position and 1s hand
supported.

In other embodiments, the method 400 can be altered
based upon learned usage of the fingerprint sensor and the
clectronic device. I, for example, a user repeatedly uses a
forefinger to unlock the electronic device when the elec-
tronic device 1s in the closed position and 1 a surface
supported mechanical support condition, step 507 and deci-
sion 508 can be removed from the method 400 of FIG. 5
with step 507 being replaced by a variant of step 501 and
decision 308 being replaced with decision 502 when a
preselected fingerprint reference data file 1s chosen for the
surface supported, closed position electronic device.

[llustrating by example, 1n one or more embodiments
when the mechanical support condition comprises a surtace
supported condition and the geometric form factor com-
prises the first device housing being pivoted relative to the
second device housing to the closed position, step 507 can
be replaced with a variant of step 501 1n which the one or
more processors select a forefinger fingerprint reference data
file and compare the fingerprint data received at step 402 to
the forefinger fingerprint reference data file before compar-
ing the fingerprint data to any other fingerprint reference
data files stored in the memory of the electronic device.
When decision 508 1s replaced with decision 502, the one or
more processors can determine whether there 1s a match.
Where there 1s, the method 400 can proceed to step 503
where the electronic device 1s unlocked 1n response to the
fingerprint data authenticating the user as an authorized user
of the electronic device. By contrast, when there 1s not a
match, the method 400 can proceed to step 509 as previously
described.

The same process can occur when the user tends to use a
thumb to unlock the electronic device when the electronic
device 1s 1n the closed position and the mechanical support
condition 1s a surface supported condition. In this condition,
step 307 can be replaced with step 501 1n which the one or
more processors select a thumb fingerprint reference data
file and compare the fingerprint data received at step 402 to
the thumb fingerprint reference data file before comparing
the fingerprint data to any other fingerprint reference data
files stored 1n the memory of the electronic device. When
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decision 508 1s replaced with decision 502, the one or more
processors can determine whether there 1s a match. Where
there 1s, the method 400 can proceed to step 503 where the
clectronic device 1s unlocked in response to the fingerprint
data authenticating the user as an authorized user of the
clectronic device. By contrast, when there 1s not a match, the
method 400 can proceed to step 504 as previously described.

Accordingly, the methods of FIGS. 4-5 illustrate the steps
of detecting a mechanical support condition of the electronic
device with one or more sensors, recerving fingerprint data
with a fingerprint sensor of the electronic device, and
authenticating an authorized user of the electronic device
with one or more processors by comparing the fingerprint
data to a preselected fingerprint reference data file, stored 1n
a memory of the electronic device and selected as a function
of the mechanical support condition and geometric form
factor, before comparing the fingerprint data to any other
fingerprint reference data files stored 1n the memory. When
the fingerprint data authenticates the person delivering the
fingerprint data to the fingerprint sensor, the one or more
processors can unlock the electronic device.

In one or more embodiments, when the mechanical sup-
port condition comprises a hand supported condition, and
the geometric form factor 1s the closed position, the prese-
lected fingerprint reference data file comprises a thumb
reference data file. In one or more embodiments, when the
mechanical support condition comprises a surface supported
condition, and the geometric form factor 1s the closed
position, extra steps can be taken to determine which finger
1s delivering the fingerprint data before any comparison or
selection of a fingerprint reference data file 1s made. How-
ever, 1n other situations, such as when the user defines
preferred fingers using one or more user settings of the
clectronic device, or where the one or more processors
determine a consistent and repeated usage pattern 1n which
one finger 1s preferred for the closed position and surface
supported condition, the method 400 of FIGS. 4-5 allows for
the preselection of a fingerprint reference data file as well.
To this poimnt, in one or more embodiments when the
mechanical support condition comprises a surface supported
condition and the geometric form factor comprises the
closed position, the preselected fingerprint reference data
file comprises a forefinger fingerprint reference data file.
However, 1n other embodiments when the mechanical sup-
port condition comprises the surface supported condition
and the geometric form factor comprises the closed position,
the preselected fingerprint reference data file comprises a
thumb reference data file. Other optional configurations for
the method 400 of FIG. 4 will be obvious to those of
ordinary skill in the art having the benefit of this disclosure.

Turning now to FIG. 6, illustrated therein 1s the corollary
of the method 400 of FIG. 5 that occurs when the geometric
form factor comprises the first device housing being pivoted
relative to the second device housing to the axially displaced
open position. In one or more embodiments, when decision
405 determines that the mechanical support condition 1s a
hand supported condition while the geometric form factor of
the electronic device 1s the axially displaced open position,
the method 400 moves to step 601. At step 601, the one or
more processors of the electronic device select a preselected
fingerprint reference data file as a function of this mechani-
cal support condition and geometric form factor. In one or
more embodiments, the preselected fingerprint reference
data file comprises a forefinger fingerprint reference data
file.

At step 601, the one or more processors then compare the
fingerprint data received at step 402 with the forefinger
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fingerprint reference data file before comparing the finger-
print data to any other fingerprint reference data file stored
in the memory of the electronic device. It the fingerprint data
substantially matches the forefinger fingerprint reference
data file, as determined at decision 602, the one or more
processors authenticate the user delivering the fingerprint
data at step 402 as the authorized user of the electronic
device and unlock the electronic device 1n response to
authenticating the authorized user of the electronic device at
step 603. Otherwise, the method 400 moves to step 604
where additional fingerprint reference data files are com-
pared to the fingerprint data until a match 1s determined at
decision 605. If no match 1s ever made, the electronic device
and 1ts displays remain locked at step 606. The one or more
processors can optionally prompt for an alternate authenti-
cation credential at step 606 1n one or more embodiments.

In contrast to this prioritization of the forefinger occurring
when the electronic device 1s 1n the axially displaced open
position and 1s being held, when the mechanical support
condition 1s a surface supported condition and the electronic
device 1s 1n the axially displaced open position multiple
fingers can equally be used to authenticate the authorized
user. In one or more embodiments, the left side of the
method 400 of FIG. 6 uses additional processor cycles,
thereby making 1t slower than the right side of the method
400 of FIG. 6.

In one or more embodiments, when the electronic device
1s 1n the axially displaced open position and the mechanical
support condition comprises a surface supported condition,
an additional step of 1dentiiying the type of fingerprint data
occurs at step 607. The one or more processors analyze the
fingerprint data to determine which finger provided the same
at decision 608. Using a thumb and forefinger as an 1llus-
trative example, if decision 608 determines the finger sup-
plying the fingerprint data 1s a thumb, this fingerprint data 1s
compared to a thumb fingerprint reference data file at step
604 to determine 1f it substantially matches the same. By
contrast, if the 11 decision 608 determines the finger supply-
ing the fingerprint data 1s a forefinger, this fingerprint data 1s
compared to a forefinger fingerprint reference data file at
step 609 to determine 11 1t substantially matches the same. If
a match 1s made, the exterior display 1s unlocked at step 603.
If no match 1s ever made, the electronic device and 1its
displays remain locked at step 606. The one or more
processors can optionally prompt for an alternate authenti-
cation credential at step 606 1n one or more embodiments as
previously noted.

Accordingly, to streamline and make the process of user
authentication more eflicient, the method 400 of FIGS. 4 and
6 authenticates the authorized user of the electronic device
by comparing the fingerprint data to a forefinger fingerprint
reference data file before any other fingerprint reference data
files when the geometric form factor of the electronic device
1s the axially displaced open position and the mechanical
support condition of the electronic device 1s a held condi-
tion. By contrast, an additional determination of which
finger 1s being used occurs when the geometric form factor
ol the electronic device 1s the axially displaced open position
and the mechanical support condition 1s a surface supported
condition in one or more embodiments due to the fact that
the diflerence between the probability of the authorized user
using a thumb or forefinger (or another finger) 1s smaller
when the electronic device 1s 1n the axially displaced open
position and 1s surface supported than when the electronic
device 1s 1n the axially displaced open position and 1s hand
supported. The rnight side of the method 400 of FIG. 6

presumes that the fingerprint sensor 1s facing upward when
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in the surface supported mechanical support condition, as 1t
1s not possible to access the fingerprint sensor otherwise
unless the electronic device i1s first transitioned from the
surface supported condition to the hand supported condition.

As with the portions of the method 400 shown 1n FIG. 4,
in other embodiments the portions of method 400 of FIG. 6
can be altered based upon learned usage of the fingerprint
sensor and the electronic device, user settings, or other
iputs. I, for example, a user repeatedly uses a forefinger to
unlock the electronic device when the electronic device 1s in
the axially displaced open position and in a surface sup-
ported mechanical support condition, step 607 and decision
608 can be removed from the method 400 of FIG. 6 with step
607 being replaced by step 601 and decision 608 being
replaced with decision 502 when a preselected fingerprint
reference data file 1s chosen for the surface supported,
axially displaced open position electronic device.

When step 607 1s replaced with a step 501, the one or
more processors select a forefinger fingerprint reference data
file and compare the fingerprint data received at step 402 to
the forefinger fingerprint reference data file before compar-
ing the fingerprint data to any other fingerprint reference
data files stored in the memory of the electronic device.
When decision 608 1s replaced with decision 602, the one or
more processors can determine whether there 1s a match.
Where there 1s, the method 400 can proceed to step 603
where the electronic device 1s unlocked 1n response to the
fingerprint data authenticating the user as an authorized user
of the electronic device. By contrast, when there 1s not a
match, the method 400 can proceed to step 609 as previously
described.

The same process can occur when the user tends to use a
thumb to unlock the electronic device when the electronic
device 1s in the axially displaced open position and the
mechanical support condition 1s a surface supported condi-
tion. In this condition, step 607 can be replaced with a
variant of step 601 in which the one or more processors
select a thumb fingerprint reference data file and compare
the fingerprint data received at step 402 to the thumb
fingerprint reference data file before comparing the finger-
print data to any other fingerprint reference data files stored
in the memory of the electronic device. When decision 608
1s replaced with decision 602, the one or more processors
can determine whether there 1s a match. Where there 1s, the
method 400 can proceed to step 603 where the electronic
device 1s unlocked 1n response to the fingerprint data authen-
ticating the user as an authorized user of the electronic
device. By contrast, when there 1s not a match, the method
400 can proceed to step 604 as previously described.

Further illustrations of the method 400 shown 1n FIGS.
4-6 1s provided in FIGS. 7-10. Beginning with FIG. 7, at step
701 the electronic device 100 comprises a first device
housing 102 that 1s pivotable relative to a second device
housing 103 between a closed position and an axially
displaced open position. At step 701 the electronic device
100 1s 1n the closed position, 1n a surface supported condi-
tion, and 1n the locked mode of operation. In one or more
embodiments, one or more sensors (115) of the electronic
device 100 detect both this geometric form factor and
mechanical support condition at step 701.

As shown at step 702, 1n one or more embodiments the
clectronic device 100 includes a display 120 that 1s exposed
for all geometric form factors. A fingerprint sensor 106 is
situated beneath this display 120. Since display 120 1s
oriented upward, the fingerprint sensor 106 1s accessible to
the user. At step 702, the fingerprint sensor 106 situated
beneath the display 120 receives fingerprint data from a
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finger touching the display 120 at a location that 1s collo-
cated with the fingerprint sensor 106.

The electronic device 100 includes a memory (112)

storing a plurality of fingerprint reference data files (113).
One or more processors (110) of the electronic device select
a prioritized fingerprint reference data file from the plurality
of fingerprint reference data files (113) as a function of the
mechanical support condition and the geometric form factor.
In this illustrative embodiment, the prioritized fingerprint
reference data file for the closed position and surface sup-
ported condition 1s the forefinger fingerprint reference data
file.
The one or more processors (110) then authenticate the
authorized user of the electronic device by comparing the
fingerprint reference data file to the prioritized fingerprint
reference data file before comparing the fingerprint refer-
ence data file to any other fingerprint reference data files of
the plurality of fingerprint reference data files (113) stored in
the memory (112) at step 302.

At step 703, the one or more processors (110) transition
the electronic device 100 from the locked mode of operation
to an active mode of operation. In one or more embodiments,
this comprises the one or more processors (110) of the
clectronic device 100 unlocking display 120 1n response to
authenticating the authorized user of the electronic device.
In one or more embodiments, the one or more processors
(110) of the electronic device 100 unlock display 120
without unlocking other displays of the electronic device
100. For instance, in one or more embodiments step 703
comprises the one or more processors (110) of the electronic
device 100 unlocking display 120 without unlocking display
(105) whenever the electronic device 100 1s 1n the closed
position and a surface supported condition. In other embodi-
ments, the one or more processors (110) will fully unlock the
clectronic device 100 in response to authenticating the
authorized user of the electronic device 100.

Advantageously, the method 700 depicted in FIG. 7
allows an authorized user of the electronic device to simply
touch the exterior display with a finger to unlock the
clectronic device 100, which includes unlocking the exterior
display. This quick and seamless process allows the autho-
rized user to view content, messages, files, and data without
having to pivot the first device housing 102 and the second
device housing 103 to the axially displaced open position.
Embodiments of the disclosure advantageously use the same
fingerprint sensor, 1.e., fingerprint sensor 106 situated
beneath display 120 to also unlock the other display(s), e.g.,
display (105), as well. This will be described 1n more detail
below with reference to FIG. 9.

FIG. 8 contrasts the surface supported condition of FIG.
7 with a hand supported condition. Turning now to FIG. 8,
at step 801 the electronic device 100 again comprises a first
device housing 102 that 1s pivotable relative to a second
device housing 103 between a closed position and an axially
displaced open position. At step 801 the electronic device
100 1s 1n the closed position, 1n a hand supported condition,
and in the locked mode of operation. In one or more
embodiments, one or more sensors (115) of the electronic
device 100 detect both this geometric form factor and
mechanical support condition at step 701.

As shown at step 802, a fingerprint sensor 106 1s again
situated beneath this display 120. At step 802, the fingerprint
sensor 106 situated beneath the display 120 receives finger-
print data from a finger touching the display 120 at a location
that 1s collocated with the fingerprint sensor 106.

At step 802, one or more processors (110) of the elec-
tronic device 100 select a prioritized fingerprint reference




US 11,302,112 Bl

31

data file from the plurality of fingerprint reference data files
(113) as a function of the mechanical support condition and
the geometric form factor. In this 1llustrative embodiment,
the prioritized fingerprint reference data file for the closed
position and surface supported condition 1s the thumb fin-
gerprint reference data {ile.

The one or more processors (110) then authenticate the
authorized user of the electronic device by comparing the
fingerprint reference data file to the prioritized fingerprint
reference data file before comparing the fingerprint refer-
ence data file to any other fingerprint reference data files of
the plurality of fingerprint reference data files (113) stored in
the memory (112) at step 802.

At step 803, the one or more processors (110) transition
the electronic device 100 from the locked mode of operation
to an active mode of operation. In one or more embodiments,
this comprises the one or more processors (110) of the
clectronic device 100 unlocking display 120 1n response to
authenticating the authorized user of the electronic device.
In one or more embodiments, the one or more processors
(110) of the electronic device 100 unlock display 120
without unlocking other displays of the electronic device
100. For imstance, in one or more embodiments step 803
comprises the one or more processors (110) of the electronic
device 100 unlocking display 120 without unlocking display
(105) whenever the electronic device 100 1s 1n the closed
position and a surface supported condition. In other embodi-
ments, the one or more processors (110) will fully unlock the
clectronic device 100 1n response to authenticating the
authorized user of the electronic device 100.

Turning now to FI1G. 9, 1llustrated therein 1s a method 900
dealing with the electronic device 100 when in the axially
displaced open position. At step 901 the electronic device
100 1s 1n the axially displaced open position. Step 902 shows
the electronic device 100 1n both a surface supported con-
dition with display 120 oriented upward such that the
fingerprint sensor 106 1s accessible to the user and a hand
supported condition. In this illustrative example, the priori-
tized fingerprint reference data file for both mechanical
support conditions 1s the forefinger fingerprint reference data
file. As noted above, based upon other factors one or both of
these mechanical support conditions could have associated
therewith a thumb fingerprint reference data file as the
prioritized fingerprint reference data file.

At step 901, the electronic device 100 1s 1n the axially
displaced open position and 1n the locked mode of operation.
In one or more embodiments, one or more sensors (115) of
the electronic device 100 detect this geometric form factor
at step 901. Since display 120 i1s oriented upward, the
fingerprint sensor 106 1s accessible to the user. The mechani-
cal support condition can also be detected at step 901.

At step 902 the fingerprint sensor 106 situated beneath the
display 120 receives fingerprint data from a finger touching
the display 120 at a location that 1s collocated with the
fingerprint sensor 106. One or more processors (110) of the
clectronic device select a priontized fingerprint reference
data file from the plurality of fingerprint reference data files
(113) as a function of the mechanical support condition and
the geometric form factor at step 902. In this illustrative
embodiment, the prioritized fingerprint reference data file
tor the closed position and surface supported condition 1s the
forefinger fingerprint reference data file.

The one or more processors (110) then authenticate the
authorized user of the electronic device at step 903 by
comparing the fingerprint reference data file to the priori-
tized fingerprint reference data file before comparing the
fingerprint reference data file to any other fingerprint refer-
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ence data files of the plurality of fingerprint reference data
files (113) stored 1n the memory (112).

At step 903, the one or more processors (110) transition
the electronic device 100 from the locked mode of operation
to an active mode of operation. In one or more embodiments,
this comprises the one or more processors (110) of the
clectronic device 100 unlocking display (1035) 1n response to
authenticating the authorized user of the electronic device.
In one or more embodiments, the one or more processors
(110) of the electronic device 100 unlock display (105)
without unlocking other displays of the electronic device
100. For instance, in one or more embodiments step 903
comprises the one or more processors (110) of the electronic
device 100 unlocking display (105) without unlocking dis-
play 120 whenever the electronic device 100 1s 1n the axially
displaced open position and 1n a hand supported condition.
In other embodiments, the one or more processors (110) will
tully unlock the electronic device 100 1n response to authen-
ticating the authorized user of the electronic device 100. In
still other embodiments, step 903 comprises the one or more
processors (110) of the electronic device 100 unlocking
display 120 without unlocking display (105) whenever the
clectronic device 100 1s 1n the axially displaced open posi-
tion and 1n a surface supported condition.

To this point, explanatory embodiments of the disclosure
have provided an electronic device comprising a first device
housing that 1s pivotable relative to a second device housing
between a closed position and an axially displaced open
position. The electronic device includes a first display that 1s
coupled to the first device housing, with the first display
being exposed both when the first device housing and the
second device housing are 1n the closed position and when
the first device housing and the second device housing are in
the axially displaced open position. A fingerprint sensor 1s
situated beneath the first display.

The electronic device used for illustrative explanation has
included a second display that 1s coupled to the first device
housing. The second display 1s concealed when the first
device housing and the second device housing are in the
closed position and revealed when the first device housing
pivots relative to the second device housing to the axially
displaced open position. With the inclusion of these two
displays, one or more processors of the electronic device
unlock the electronic device when the fingerprint sensor
situated beneath the first display receives fingerprint data
authenticating an authorized user of the electronic device.

It should be noted that the electronic device could be

configured 1n numerous other ways as well and still offer the
benelits and features described heremn. Turning to FIG. 10,
illustrated therein 1s one alternative electronic device con-
figured 1n accordance with one or more embodiments of the
disclosure.

As mentioned above, however, not all electronic devices
configured 1n accordance with embodiments of the disclo-
sure employ flexible displays. FIG. 10 1illustrates one
embodiment where the flexible display. As shown 1n FIG.
10, an electronic device 1000 includes a first device housing
1002 and a second device housing 1003. A hinge 1001
couples the first device housing 1002 to the second device
housing 1003. The first device housing 1002 1s pivotable
about the hinge 1001 relative to the second device housing
1003 between an axially displaced open position and a
closed position, as previously described.

Rather than having a flexible display, 1n this embodiment
the electronic device 1000 includes a first display 10035
coupled to the first device housing 1002 and a second
display 1006 coupled to the second device housing 1003.
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Thus, 1n addition to separating the first device housing 1002
from the second device housing 1003, the hinge 1001
separates the first display 1005 from the second display 1006
as well. The unlocking process described above where a
fingerprint sensor situated beneath one display unlocks the

clectronic device using a prioritized fingerprint reference
data file can be used with the electronic device 1000 of FIG.
10.

Turning now to FIG. 11, illustrated therein are various
embodiments of the disclosure. The embodiments of FI1G. 11
are shown as labeled boxes in FIG. 11 due to the fact that the
individual components of these embodiments have been
illustrated 1n detail in FIGS. 1-10, which precede FIG. 10.
Accordingly, since these items have previously been 1llus-
trated and described, their repeated illustration 1s no longer
essential for a proper understanding of these embodiments.
Thus, the embodiments are shown as labeled boxes.

At 1101, a method in an electronic device comprises
detecting a mechanical support condition of the electronic
device with one or more sensors. At 1101, the method
comprises recerving fingerprint data with a fingerprint sen-
sor of the electronic device.

At 1101, the method comprises authenticating an autho-
rized user of the electronic device with one or more pro-
cessors by comparing the fingerprint data to a preselected
fingerprint data reference file, stored 1n a memory of the
clectronic device and selected as a function of the mechani-
cal support condition, before comparing the fingerprint data
to any other fingerprint reference data files stored in the
memory. At 1101, the method comprises unlocking the
clectronic device 1 response to authenticating the autho-
rized user of the electronic device.

At 1102, the electronic device 1n the method of 1101
comprises a first device housing that 1s pivotable relative to
a second device housing between a closed position and an
axially displaced open position. At 1103, the fingerprint
sensor of 1102 1s situated beneath a display of the electronic
device. At 1104, the method of 1102 further comprises
determining a geometric form factor of the electronic device
with the one or more sensors, wherein the preselected
fingerprint reference data file 1s further selected as a function
of the geometric form factor.

At 1105, the mechanical support condition of 1104 com-
prises a surface supported condition. At 1105, the geometric
form factor of 1104 comprises the first device housing and
the second device housing pivoted to the closed position. At
1105, the preselected fingerprint data reference file of 1104
comprises a forefinger reference data file.

At 1106, the mechanical support condition of 1104 com-
prises a surface supported condition. At 1106, the geometric
form factor of 1104 comprises the first device housing and
the second device housing pivoted to the closed position. At
1106, the preselected fingerprint data reference file of 1104
comprises a thumb reference data file.

At 1107, the mechanical support condition of 1104 com-
prises a surface supported condition. At 1107, the geometric
form factor of 1104 comprises the first device housing and
the second device housing pivoted to the axially displaced
open position. At 1107, the preselected fingerprint data
reference file of 1104 comprises a forefinger reference data
file.

At 1108, the mechanical support condition of 1104 com-
prises a hand supported condition. At 1108, the geometric
form factor of 1104 comprises the first device housing and
the second device housing pivoted to the closed position. At
1108, The preselected fingerprint data reference file of 1104
comprises a thumb reference data file.
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At 1109, the mechanical support condition of 1104 com-
prises a hand supported condition. At 1109, the geometric
form factor of 1104 comprises the first device housing and
the second device housing pivoted to the axially displaced
open position. At 1109, the preselected fingerprint data
reference file of 1104 comprises a forefinger reference data
file.

At 1110, the method of 1101 further comprises complet-
ing with the one or more processors an enrollment process
receiving reference fingerprint data at the fingerprint sensor.
At 1110, the method of 1101 further comprises storing the
reference fingerprint data as fingerprint reference data files
in a memory of the electronic device.

At 1111, the fingerprint data of 1110 corresponds to at
least two fingers of the authorized user. At 1111, the finger-
print reference data files of 1110 comprise at least two
fingerprint reference data files.

At 1112, an electronic device comprises a memory storing
a plurality of fingerprint reference data files. At 1112, the
clectronic device comprises one or more sensors 1dentiiying
whether a mechanical support condition of the electronic
device 1s a hand supported condition or a surface supported
condition.

At 1112, a fingerprint sensor receiving fingerprint data
while the electronic device 1s in the mechanical support
condition. At 1112, one or more processors select a priori-
tized fingerprint data reference file from the plurality of
fingerprint reference data files as a function of the mechani-
cal support condition and authenticate an authorized user of
the electronic device by comparing the fingerprint data to the
prioritized fingerprint data reference file before comparing
the fingerprint data to any other fingerprint reference data
files of the plurality of fingerprint reference data files.

At 1113, the one or more processors of 1112 unlock the
clectronic device 1n response to authenticating the autho-
rized user of the electronic device. At 1114, the electronic
device of 1113 comprises a first device housing that is
pivotable relative to a second device housing between a
closed position and an axially displaced open position.

At 1115, the one or more sensors of 1114 further identity
whether a geometric form factor of the electronic device 1s
the axially displaced open position or the closed position. At
1116, the one or more processors of 1115 further select the
prioritized fingerprint data reference file as a function of the
geometric form factor.

At 1117, a method in an electronic device comprises
enrolling, with a fingerprint sensor, fingerprint data corre-
sponding to at least two fingers of an authorized user of the
clectronic device by storing, with one or more processors,
the fingerprint data as at least two fingerprint reference data
files 1n a memory of the electronic device. At 1117, the
method comprises determining, with one or more sensors, a
mechanical support condition of the electronic device.

At 1117, the method comprises determining, with the one
or more sensors, at least one other condition of the electronic
device. In one or more embodiments, the at least one other
condition 1s a geometric form factor of the electronic device.

At 1117, the method comprises receiving additional fin-
gerprint data with the fingerprint sensor while the electronic
device 1s 1n the mechanical support condition and the at least
one other condition. At 1117, the method comprises select-
ing, by the one or more processors as a function of the
mechanical support condition and the at least one other
condition, one fingerprint reference data file of the at least
two fingerprint reference data files as a selected fingerprint
reference data file and authenticating the authorized user of
the electronic device by comparing, with the one or more
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processors, the additional fingerprint data to the selected
fingerprint data reference file before comparing the finger-
print data to any other fingerprint reference data file stored
in the memory.

At 1118, the enrolling of 1117 comprises determining, by
the one or more processors, a device category of the elec-
tronic device and a handedness of the authorized user. At
1118, the enrolling comprises identifying, by the one or
more processors, at least two fingerprint reference data file
types as a function of the device category and the handed-
ness of the authorized user. At 1118, the enrolling comprises
detecting, by the one or more processors, enrollment of a
first fingerprint reference data file type of the at least two
fingerprint reference data file types. At 1118, the enrolling
comprises prompting, at a user iterface of the electronic
device by the one or more processors, for enrollment of at
least one other fingerprint reference data file type of the at
least to fingerprint reference data file types before terminat-
ing the enrolling.

At 1119, the device category of 1118 comprises one of a
candy bar device or a clamshell device. At 1119, the hand-
edness of 1118 1s one of left handedness or rnight handedness.
At 1120, The at least two fingerprint reference data file types
of 1119 comprise a thumb fingerprint reference data file and
a forefinger fingerprint reference data file.

In the foregoing specification, specific embodiments of
the present disclosure have been described. However, one of
ordinary skill in the art appreciates that various modifica-
tions and changes can be made without departing from the
scope ol the present disclosure as set forth in the claims
below. Thus, while preferred embodiments of the disclosure
have been illustrated and described, i1t 1s clear that the
disclosure 1s not so limited. Numerous modifications,
changes, variations, substitutions, and equivalents will occur
to those skilled in the art without departing from the spirit
and scope of the present disclosure as defined by the
tollowing claims.

Accordingly, the specification and figures are to be
regarded in an 1llustrative rather than a restrictive sense, and
all such modifications are imntended to be included within the
scope of present disclosure. The benefits, advantages, solu-
tions to problems, and any element(s) that may cause any
benefit, advantage, or solution to occur or become more
pronounced are not to be construed as a critical, required, or
essential features or elements of any or all the claims.

What 1s claimed 1s:

1. An electronic device, comprising:

a memory storing a plurality of fingerprint reference data

files:

one or more sensors identifying whether a mechanical

support condition of the electronic device 1s a hand
supported condition or a surface supported condition;

a fingerprint sensor recerving fingerprint data while the

clectronic device 1s in the mechanical support condi-
tion; and

one or more processors selecting a prioritized fingerprint

data reference file from the plurality of fingerprint
reference data files as a function of the mechanical
support condition and authenticating an authorized user
of the electronic device by comparing the fingerprint
data to the prioritized fingerprint data reference file
before comparing the fingerprint data to any other
fingerprint reference data files of the plurality of fin-
gerprint reference data files.

2. The electronic device of claim 1, the one or more
processors unlocking the electronic device 1n response to
authenticating the authorized user of the electronic device.
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3. The electronic device of claim 2, the electronic device
comprising a first device housing that 1s pivotable relative to
a second device housing between a closed position and an
axially displaced open position.

4. The electronic device of claim 3, the one or more
sensors further identitying whether a geometric form factor
of the electronic device 1s the axially displaced open position
or the closed position.

5. The electronic device of claim 4, the one or more
processors further selecting the prioritized fingerprint data
reference file as a function of the geometric form factor.

6. A method 1n an electronic device, the method compris-
ng:

enrolling, with a fingerprint sensor, fingerprint data cor-

responding to at least two fingers of an authorized user
of the electronic device by storing, with one or more
processors, the fingerprint data as at least two finger-
print reference data files 1n a memory of the electronic
device;

determining, with one or more sensors, a mechanical

support condition of the electronic device;
determining, with the one or more sensors, at least one
other condition of the electronic device;
recerving additional fingerprint data with the fingerprint
sensor while the electronic device 1s 1n the mechanical
support condition and the at least one other condition;

selecting, by the one or more processors as a function of
the mechanical support condition and the at least one
other condition, one fingerprint reference data file of
the at least two fingerprint reference data files as a
selected fingerprint reference data file; and

authenticating the authorized user of the electronic device
by comparing, with the one or more processors, the
additional fingerprint data to the selected fingerprint
data reference file before comparing the fingerprint data
to any other fingerprint reference data file stored 1n the
memory.

7. The method of claim 6, the enrolling comprising;

determining, by the one or more processors, a device

category of the electronic device and a handedness of
the authorized user;

identifying, by the one or more processors, at least two

fingerprint reference data file types as a function of the
device category and the handedness of the authorized
user;
detecting, by the one or more processors, enrollment of a
first fingerprint reference data file type of the at least
two fingerprint reference data file types; and

prompting, at a user interface of the electronic device by
the one or more processors, for enrollment of at least
one other fingerprint reference data file type of the at
least to fingerprint reference data file types before
terminating the enrolling.

8. The method of claim 7, the device category comprising,
one of a candy bar device or a clamshell device, the
handedness being one of left handedness or right handed-
ness.

9. The method of claim 7, the at least two fingerprint
reference data file types comprising a thumb fingerprint
reference data file and a forefinger fingerprint reference data
file.

10. A method 1n an electronic device, the method com-
prising:

detecting a mechanical support condition of the electronic

device with one or more sensors:

recerving fingerprint data with a fingerprint sensor of the

electronic device;
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authenticating an authorized user of the electronic device
with one or more processors by comparing the finger-
print data to a preselected fingerprint data reference file,
stored 1n a memory of the electronic device and
selected as a function of the mechanical support con-
dition, before comparing the fingerprint data to any
other fingerprint reference data files stored in the
memory; and

unlocking the electronic device 1n response to authenti-

cating the authorized user of the electronic device.

11. The method of claim 10, the electronic device com-
prising a first device housing that 1s pivotable relative to a
second device housing between a closed position and an
axially displaced open position.

12. The method of claim 11, wherein the fingerprint
sensor 1s situated beneath a display of the electronic device.

13. The method of claim 11, further comprising deter-
mimng a geometric form factor of the electronic device with
the one or more sensors, wherein the preselected fingerprint
reference data file 1s further selected as a function of the
geometric form factor.

14. The method of claim 13, the mechanical support
condition comprising a surface supported condition, the
geometric form factor comprising the first device housing
and the second device housing pivoted to the closed posi-
tion, and the preselected fingerprint data reference file
comprising a forefinger reference data file.

15. The method of claim 13, the mechanical support
condition comprising a surface supported condition, the
geometric form factor comprising the first device housing
and the second device housing pivoted to the closed posi-
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tion, and the preselected fingerprint data reference file
comprising a thumb reference data file.

16. The method of claim 13, the mechanical support
condition comprising a surface supported condition, the
geometric form factor comprising the first device housing
and the second device housing pivoted to the axially dis-
placed open position, and the preselected fingerprint data
reference file comprising a forefinger reference data file.

17. The method of claim 13, the mechanical support
condition comprising a hand supported condition, the geo-
metric form factor comprising the first device housing and
the second device housing pivoted to the closed position,
and the preselected fingerprint data reference file comprising
a thumb reference data file.

18. The method of claim 13, the mechanical support
condition comprising a hand supported condition, the geo-
metric form factor comprising the first device housing and
the second device housing pivoted to the axially displaced
open position, and the preselected fingerprint data reference
file comprising a forefinger reference data file.

19. The method of claim 10, further comprising complet-
ing with the one or more processors an enrollment process
receiving reference fingerprint data at the fingerprint sensor
and storing the reference fingerprint data as fingerprint
reference data files 1n a memory of the electronic device.

20. The method of claim 19, the fingerprint data corre-
sponding to at least two fingers of the authorized user, the
fingerprint reference data files comprising at least two
fingerprint reference data files.
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