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customer privacy through cryptography and withholding of
personally identifiable information includes: storing, 1n a
memory ol a processing server, contact data and a reference
value associated with a first external computing device;
receiving, by a receiver of the processing server, a commu-
nication request from a second external computing device,
the communication request including at least the reference
value and a digital signature; validating, by a processor of
the processing server, the digital signature using a commu-
nicator public key of a cryptographic key pair; receiving, by
the recerver of the processing server, a communication
message from the second external computing device; and
forwarding, by a transmitter of the processing server, the
communication message to the first external computing
device using the stored contact data following successiul
validation of the digital signature.
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METHOD AND SYSTEM FOR PROTECTION
OF CUSTOMER PII VIA CRYPTOGRAPHIC
TOKENS

FIELD

The present disclosure relates to protecting customer
personally identifiable information (PII) via the use of
cryptographic information, specifically the use of cryptog-
raphy to enable a service provider to contact a customer
through an itermediary without revealing customer infor-
mation to the service provider.

BACKGROUND

In recent years, improvements 1in technology have
resulted 1n a vast number of services that are available to
consumers through the use of third party providers and
others that are not directly approached by the customer. For
instance, in one example, rideshare services enable a cus-
tomer that needs a ride somewhere to request one via an
application program, with an available driver being con-
tacted and confirmed on behalf of the customer. In another
example, many restaurants now provide delivery through a
third party engaged via a third party application program. In
these cases, a third party service provider with no connection
to the customer can provide them with a valuable service
that 1s convenient and economical.

However, these services are often connected to the cus-
tomer via use of their phone number or other personally
identifiable information. The application program provides
the customer’s phone number to the service provider, so that
the service provider can contact the customer directly should
they have any questions or need assistance. However, many
customers may be uncomfortable with the service provider
receiving such personal information. In such cases, the
customer 1s faced with a choice: surrender their personal
information to the unknown service provider or refuse to
take advantage of the service.

Thus, there 1s a need for a technical solution to enable a
customer to be put i communication with a third party
service provider without the service provider being given

any access to the customer’s personally 1dentifiable infor-
mation.

SUMMARY

The present disclosure provides a description of systems
and methods for facilitating communications while protect-
ing customer privacy through cryptography and withholding
of personally identifiable information. A service provider
has a cryptographic key pair that they generate, with the
private key of the key pair being stored on their device.
When they want to contact a customer regarding services,
they generate a digital signature with their private key to be
included with their desired communication. The data 1s
provided to a server, which validates the digital signature
using the public key of the key paitr, to authenticate the
identity of the service provider. I the service provider is
authenticated and has permission to contact the customer
(e.g., given by the customer themselves or through a plat-
form used for the service), then the server may forward the
communication to the customer’s device, such as by for-
warding on a short messaging service message, initiating a
telephone call between the two devices, etc. The result 1s that
the service provider can contact the customer when neces-
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2

sary, but without being provided or having access to any
personally i1dentifiable information of the customer.

A method for facilitating communications while protect-
ing customer privacy through cryptography and withholding
of personally identifiable information includes: storing, 1n a
memory of a processing server, contact data and a reference
value associated with a first external computing device;
receiving, by a receiver of the processing server, a commu-
nication request from a second external computing device,
the communication request including at least the reference
value and a digital signature; validating, by a processor of
the processing server, the digital signature using a commu-
nicator public key of a cryptographic key pair; receiving, by
the receiver of the processing server, a communication
message Irom the second external computing device; and
forwarding, by a transmitter of the processing server, the
communication message to the first external computing
device using the stored contact data following successiul
validation of the digital signature.

A system for facilitating communications while protect-
ing customer privacy through cryptography and withholding
of personally 1dentifiable information includes: a first exter-
nal computing device; a second external computing device;
and a processing server, the processing server including a
transmitter, a memory storing contact data and a reference
value associated with a first external computing device, a
recelver receiving a communication request from a second
external computing device, the communication request
including at least the reference value and a digital signature,
and a processor validating the digital signature using a
communicator public key of a cryptographic key pair,
wherein the receiver of the processing server Iurther
receives a communication message from the second external
computing device, and the transmitter of the processing
server transmits the communication message to the first
external computing device using the stored contact data
following successiul validation of the digital signature.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

The scope of the present disclosure 1s best understood
from the following detailed description of exemplary
embodiments when read in conjunction with the accompa-
nying drawings. Included in the drawings are the following
figures:

FIG. 1 1s a block diagram 1llustrating a high level system
architecture for facilitating communications while protect-
ing customer privacy in accordance with exemplary embodi-
ments.

FIG. 2 1s a block diagram illustrating the processing
server of the system of FIG. 1 for facilitating communica-
tions while protecting customer privacy in accordance with
exemplary embodiments.

FIGS. 3A and 3B are a flow diagram 1llustrating a process
for establishing communications between a customer and
vendor while protecting customer privacy in the system of
FIG. 1 1n accordance with exemplary embodiments.

FIG. 4 1s a flow chart illustrating an exemplary method for
facilitating communications while protecting customer pri-
vacy 1n accordance with exemplary embodiments.

FIG. 5 1s a block diagram 1llustrating a computer system
architecture in accordance with exemplary embodiments.

Further areas of applicability of the present disclosure will
become apparent from the detailed description provided
hereinafter. It should be understood that the detailed descrip-
tion of exemplary embodiments are intended for 1llustration
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purposes only and are, therefore, not intended to necessarily
limit the scope of the disclosure.

DETAILED DESCRIPTION

Glossary of Terms

Blockchain—A public ledger of all transactions of a
blockchain-based currency. One or more computing devices
may comprise a blockchain network, which may be config-
ured to process and record transactions as part of a block in
the blockchain. Once a block 1s completed, the block 1s
added to the blockchain and the transaction record thereby
updated. In many instances, the blockchain may be a ledger
of transactions in chronological order, or may be presented
in any other order that may be suitable for use by the
blockchain network. In some configurations, transactions
recorded 1n the blockchain may include a destination address
and a currency amount, such that the blockchain records
how much currency 1s attributable to a specific address. In
some 1nstances, the transactions are financial and others not
financial, or might include additional or different informa-
tion, such as a source address, timestamp, etc. In some
embodiments, a blockchain may also or alternatively include
nearly any type of data as a form of transaction that 1s or
needs to be placed 1n a distributed database that maintains a
continuously growing list of data records hardened against
tampering and revision, even by its operators, and may be
confirmed and validated by the blockchain network through
prool of work and/or any other suitable verification tech-
niques associated therewith. In some cases, data regarding a
grven transaction may further include additional data that 1s
not directly part of the transaction appended to transaction
data. In some instances, the inclusion of such data in a
blockchain may constitute a transaction. In such instances, a
blockchain may not be directly associated with a specific
digital, virtual, fiat, or other type of currency.
System for Facilitating Communications and Protecting
Customer Privacy

FIG. 1 1llustrates a system 100 for the facilitating of
communications between a customer and vendor as a service
provider while protecting the customer’s personally 1denti-
fiable information (PII) through the use of cryptography.

The system 100 may include a processing server 102. The
processing server 102, discussed in more detail below, may
be configured to facilitate communications between a cus-
tomer 106 and a vendor 108 in the system 100 while
protecting the customer’s PII. In the system 100, the cus-
tomer 106 may have a customer computing device 110. The
customer computing device 110 may be any type of com-
puting device suitable for performing the functions dis-
cussed herein, such as a specially configured desktop com-
puter, tablet computer, notebook computer, laptop computer,
cellular phone, smart phone, smart watch, smart television,
wearable computing device, implantable computing device,
etc. The customer 106 may, using their customer computing
device 110, request a service from a service provider 104.

The service provider 104 may 1dentily the vendor 108 as
being available to provide the service to the customer 106.
For instance, 1n one example, the service provider 104 may
be a nndeshare service, where the vendor 108 may be a driver
that 1s available to pick up the customer 106 and take them
to a selected destination. In another example, the vendor 108
may be a driver that i1s available to pick up a meal at a
restaurant for delivery to the customer 106. In a third
example, the vendor 108 may be a mechanic that 1s available
to assist the customer 106 with repairs to their vehicle. The
service provider 104 may contact the vendor 108 via a
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4

vendor computing device 112. The vendor computing device
112 may be any type of computing device suitable for
performing the functions of the vendor computing device
112 as discussed herein, such as a specially configured
computing device similar to those that may be used as the
customer computing device 110. In some embodiments, the
processing server 102 may be configured to perform the
functions of the service provider 104 as discussed herein.

In an exemplary embodiment, the vendor computing
device 112 may be provided with any information necessary
to enable the vendor 108 to provide the service to the
customer 106. For instance, 11 the service provider 104 1s for
ridesharing, the service provider 104 may provide the ven-
dor 108 with the address for pickup of the customer 106 and
address of the destination of the customer 106 via the vendor
computing device 112, without providing any additional
information regarding the customer 106. The vendor 108
may then be able to provide the service to the customer 106.

However, a situation may arise where the vendor 108 may
be interested 1n communicating with the customer 106. At
the same time, the customer 106 may be wary of providing
PII to the vendor 108. For instance, the customer 106 may
not want to provide their phone number of their customer
computing device 110 to the vendor 108 so that the vendor
108 may not be able to contact them once the service has
been provided. Similarly, the customer 106 may not want to
reveal their name or other information out of concern for
identity theft, personal security, etc. However, the customer
106 may still be mterested in having the vendor 108 be able
to contact them. For example, the customer 106 awaiting a
rideshare may be open to contact to provide the vendor 108
with assistance 1n locating them for pickup or being apprised
of any delays.

The processing server 102 may be used to facilitate such
communication. When the service 1s requested by the cus-
tomer 106, a reference value may be established. The
reference value may be any value that i1s unique to the
instance of the service being provided to the customer 106,
such as an 1dentification number, alphanumeric value, etc. In
some cases, the reference value may be provided by the
customer 106 when requesting the service. In other cases,
the service provider 104 may generate or otherwise 1dentily
the reference value, which may be provided back to the
customer computing device 110. The service provider 104
may provide the reference value to the vendor computing
device 112. The vendor 108 may then use that reference
value when contacting the service provider 104 or process-
ing server 102 regarding the providing of the service to the
customer 106.

The vendor computing device 112 may include a crypto-
graphic key pair. The cryptographic key pair may include a
private key and public key, referred to herein as a “commu-
nicator” key pair and a “communicator” private key and
public key for the keys associated with the vendor 108. The
cryptographic key pair may be generated using any suitable
key generation algorithm. The vendor’s public key may be
provided to the processing server 102. In some cases, the
vendor computing device 112 may provide the public key to
the processing server 102. In other cases, the communicator
public key may be stored in the service provider 104, where
the service provider 104 may provide the public key to the
processing server 102 when the vendor 108 i1s selected to
provide the service to the customer 106. For instance, the
service provider 104 may provide the reference value and
public key both to the processing server 102, which may
establish the vendor 108 as the approved provider of the
service to the customer 106. In another case, the service
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provider 104 may provide the communicator public key to
the customer 106 via the customer computing device 110
when the customer requests the service. In such cases, the
customer 106 may provide the communicator public key and
reference value to the processing server 102, which may
service to validate the vendor 108 as the approved provider
of the service.

When the vendor 108 wants to communicate with the
customer 106, the vendor 108 may submit a communication
request to the processing server 102 using their vendor
computing device 112. The communication request may
include at least the reference value and a digital signature.
The digital signature may be generated using the commu-
nicator private key by the vendor computing device 112,
which may be generated using any suitable signature gen-
eration algorithm. The processing server 102 may receive
the reference value and the digital signature, and attempt a
validation of the digital signature. The processing server 102
may 1dentily the communicator public key that 1s associated
with the reference value, and attempt to validate the digital
signature using the communicator public key and the sig-
nature generation algorithm. If the validation 1s unsuccess-
tul, then 1t may be implied that the vendor 108 1s not the
selected and authorized provider, or 1s using an unauthorized
vendor computing device 112. It the validation 1s successiul,
then the vendor 108 and/or vendor computing device 112 are
authenticated and validated as being the authorized provider
of the service. Upon successtul validation, the processing
server 102 may establish communication between the ven-
dor computing device 112 and the customer computing
device 110.

The communication may be established using any suitable
communication network and method, which may be depen-
dent on the choices of the customer 106 and/or vendor 108.
For instance, the customer 106 may authorize text commu-
nications but may not authorize any voice communications.
Similarly, the vendor 108 may specily preferences or
requirements regarding communication. For example, 11 the
customer 106 allows only text communications, and the
vendor 108 allows only voice communications, then any
attempt at communication may be unsuccessiul. If the
requested communication 1s via text, the processing server
102 may forward a data message from the vendor computing
device 112 to the customer computing device 110 using a
suitable text communication channel, such as via e-mail,
short messaging service, multimedia messaging service, efc.
IT the requested communication 1s via voice, then the pro-
cessing server 102 may imitiate a telephone call between the
customer computing device 110 and the vendor computing
device 112 in a manner that may prevent access to the
telephone number of the customer computing device 110 by
the vendor computing device 112. In any instance, the
processing server 102 may thus establish communication
between the vendor 108 and customer 106, without the
vendor 108 or vendor computing device 112 having any
access to PI of the customer 106.

In some embodiments, the customer 106 may be required
(e.g., by the processing server 102 or based on preferences
of the customer 106, such as when requesting the service
from the service provider 104 and/or processing server 102)
to provide authorization for any communication to be
received from a vendor 108. In such embodiments, when the
processing server 102 receives a communication request, the
processing server 102 may transmit a request for authoriza-
tion to the customer computing device 110. The customer
computing device 110 may then respond (e.g., based on
instructions provided by the customer 106) providing their
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approval or denmial of the attempted communication. If
communication 1s denied, the processing server 102 may
respond accordingly to the request to the vendor computing
device 112. If the communication 1s approved, then, if the
vendor 108 1s successtully authenticated and validated, the
communication may be forwarded and/or established. In
some cases, the customer’s providing of the communicator
public key and reference value to the processing server 102
may serve as authorization for communication.

In some embodiments, the customer 106 may also have a
cryptographic key pair generated by the customer computing
device 110 for use 1n the system 100, also referred to herein
as a “customer” key pair including a “customer” private key
and a “customer” public key. In such embodiments, the
customer 106 may generate a digital signature on their
customer computing device 110 that 1s included 1n trans-
missions made to the processing server 102. For instance,
when the customer 106 provides authorization for a com-
munication, the authorization may include a digital signature
generated using the customer private key. The processing
server 102 may use the customer public key to validate the
digital signature, where successful validation may be
required before any communication 1s forwarded to the
customer computing device 110.

In some embodiments, the system 100 may include a
blockchain network 114. The blockchain network 114 may
include a plurality of blockchain nodes (not shown). Each
blockchain node may be a computing system, such as
illustrated 1n FIG. 5, discussed 1n more detail below, that 1s
configured to perform functions related to the processing
and management of the blockchain, including the generation
of blockchain data values, verification of proposed block-
chain transactions, verification of digital signatures, genera-
tion of new blocks, validation of new blocks, and mainte-
nance ol a copy of the blockchain. The blockchain may be
a distributed ledger that 1s comprised of at least a plurality
of blocks. Each block may include at least a block header
and one or more data values. Each block header may include
at least a timestamp, a block reference value, and a data
reference value. The timestamp may be a time at which the
block header was generated, and may be represented using
any suitable method (e.g., UNIX timestamp, DateTime,
etc.). The block reference value may be a value that refer-
ences an earlier block (e.g., based on timestamp) in the
blockchain. In some embodiments, a block reference value
in a block header may be a reference to the block header of
the most recently added block prior to the respective block.
In an exemplary embodiment, the block reference value may
be a hash value generated via the hashing of the block header
of the most recently added block. The data reference value
may similarly be a reference to the one or more data values
stored 1n the block that includes the block header. In an
exemplary embodiment, the data reference value may be a
hash value generated via the hashing of the one or more data
values. For instance, the block reference value may be the
root of a Merkle tree generated using the one or more data
values.

The use of the block reference value and data reference
value 1n each block header may result in the blockchain
being immutable. Any attempted modification to a data
value would require the generation of a new data reference
value for that block, which would thereby require the
subsequent block’s block reference value to be newly gen-
crated, further requiring the generation of a new block
reference value in every subsequent block. This would have
to be performed and updated 1n every single node in the
blockchain network prior to the generation and addition of
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a new block to the blockchain 1n order for the change to be
made permanent. Computational and communication limi-
tations may make such a modification exceedingly difficult,
if not impossible, thus rendering the blockchain immutable.

Blockchain data values may include information regard-
ing services being provided in the system 100. For instance,
when the service provider 104 seclects a vendor 108 for
providing of the requested service to the customer 106, then
the reference value and the communicator public key may be
stored 1n a new blockchain data value that 1s stored in the
blockchain. In such cases, the reference value and commu-
nicator public key may be submitted to a node in the
blockchain network 114 by the service provider 104 or by
the processing server 102. In some embodiments, the pro-
cessing server 102 may be a node in the blockchain network
114. In some cases, customer authorization for communica-
tions from vendors 108 may also be stored 1n the blockchain.
For example, the customer 106 may submit their authoriza-
tion via the customer computing device 110 to a blockchain
node, where the authorization includes the reference value
and the digital signature generated using the customer
private key. In some cases, the reference value, communi-
cator public key, and customer digital signature may all be
included 1n one submission to the blockchain network 114
by the customer computing device 110, which may be used
by the processing server 102 for validating the communi-
cation request and having authorization from the customer
106.

The methods and systems discussed herein enable com-
munications between a vendor 108 and a customer 106 to
occur 1n cases where the vendor 108 1s a third party service
provider, without the customer 106 having to surrender any
PII. The processing server 102 acts as an intermediary that
can validate and authenticate vendors 108 as being autho-
rized service providers and establish communications with
the customer 106 only 1n authorized instances, and can do so
without any PI being provided to or even made available to
the vendor 108 or the vendor computing device 112. As a
result, communication can occur between the customer 106
and vendor 108 i necessary for a service, but without the
customer 106 having to sacrifice any PI or be subject to any
communications once the service has been provided and
completed. The result 1s a system that provides all of the
convenience that customers 106 and vendors 108 rely on,
without sacrificing any privacy.

Processing Server

FIG. 2 illustrates an embodiment of a processing server
102 1n the system 100. It will be apparent to persons having
skill 1n the relevant art that the embodiment of the process-
ing server 102 1llustrated 1n FIG. 2 1s provided as 1llustration
only and may not be exhaustive to all possible configura-
tions of the processing server 102 suitable for performing
the functions as discussed herein. For example, the computer
system 500 illustrated 1n FIG. 5 and discussed 1n more detail
below may be a suitable configuration of the processing
server 102.

The processing server 102 may include a receiving device
202. The rece1ving device 202 may be configured to receive
data over one or more networks via one or more network
protocols. In some instances, the recerving device 202 may
be configured to receive data from service providers 104,
customer computing devices 110, vendor computing devices
112, and other systems and entities via one or more com-
munication methods, such as radio frequency, local area
networks, wireless area networks, cellular communication
networks, Bluetooth, the Internet, etc. In some embodi-
ments, the receiving device 202 may be comprised of
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multiple devices, such as diflerent receiving devices for
receiving data over different networks, such as a first receiv-
ing device for receiving data over a local area network and
a second receiving device for receiving data via the Internet.
The recerving device 202 may receive electronically trans-
mitted data signals, where data may be superimposed or
otherwise encoded on the data signal and decoded, parsed,
read, or otherwise obtained via receipt of the data signal by
the receiving device 202. In some instances, the receiving
device 202 may include a parsing module for parsing the
received data signal to obtain the data superimposed
thereon. For example, the receiving device 202 may include
a parser program configured to receive and transiorm the
received data signal into usable input for the functions
performed by the processing device to carry out the methods
and systems described herein.

The receiving device 202 may be configured to receive
data signals electronically transmitted by service providers
104 and customer computing devices 110 that may be
superimposed or otherwise encoded with reference values,
contact data for customer computing devices 110, and com-
municator public keys. The receiving device 202 may also
be configured to receive data signals electronically trans-
mitted by customer computing devices 110 that are super-
imposed or otherwise encoded with communication autho-
rizations, which may include customer digital signatures
and/or customer public keys. The receiving device 202 may
be further configured to receive digital signatures electroni-
cally transmitted by vendor computing devices 112, which
may be superimposed or otherwise encoded with commu-
nication requests, which may include reference values and
communicator digital signatures.

The processing server 102 may also include a communi-
cation module 204. The communication module 204 may be
configured to transmit data between modules, engines, data-
bases, memories, and other components of the processing
server 102 for use in performing the functions discussed
herein. The communication module 204 may be comprised
of one or more communication types and utilize various
communication methods for communications within a com-
puting device. For example, the communication module 204
may be comprised of a bus, contact pin connectors, wires,
etc. In some embodiments, the communication module 204
may also be configured to communicate between internal
components of the processing server 102 and external com-
ponents of the processing server 102, such as externally
connected databases, display devices, input devices, etc. The
processing server 102 may also include a processing device.
The processing device may be configured to perform the
functions of the processing server 102 discussed herein as
will be apparent to persons having skill in the relevant art.
In some embodiments, the processing device may include
and/or be comprised of a plurality of engines and/or modules
specially configured to perform one or more functions of the
processing device, such as a querying module 214, genera-
tion module 216, validation module 218, etc. As used herein,
the term “module” may be software or hardware particularly
programmed to receive an input, perform one or more
processes using the mput, and provides an output. The input,
output, and processes performed by various modules will be
apparent to one skilled in the art based upon the present
disclosure.

The processing server 102 may also include a memory
206. The memory 206 may be configured to store data for
use by the processing server 102 in performing the functions
discussed herein, such as public and private keys, symmetric
keys, etc. The memory 206 may be configured to store data
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using suitable data formatting methods and schema and may
be any suitable type of memory, such as read-only memory,
random access memory, etc. The memory 206 may include,
for example, encryption keys and algorithms, communica-
tion protocols and standards, data formatting standards and
protocols, program code for modules and application pro-
grams ol the processing device, and other data that may be
suitable for use by the processing server 102 1n the perfor-
mance of the functions disclosed herein as will be apparent
to persons having skill in the relevant art. In some embodi-
ments, the memory 206 may be comprised ol or may
otherwise include a relational database that utilizes struc-
tured query language for the storage, identification, modi-
tying, updating, accessing, etc. of structured data sets stored
therein. The memory 206 may be configured to store, for
example, cryptographic keys, salts, nonces, communication
information for blockchain nodes and blockchain networks
114, communication imnformation for service providers, key
signature generation algorithms, communication protocols
and network information, customer preferences regarding
communications, communicator and customer public keys,
reference values, etc.

The processing server 102 may include a querying mod-
ule 214. The querying module 214 may be configured to
execute queries on databases to identily immformation. The
querying module 214 may receive one or more data values
or query strings, and may execute a query string based
thereon on an indicated database, such as the memory 206
of the processing server 102 to identily imnformation stored
therein. The querying module 214 may then output the
identified information to an appropriate engine or module of
the processing server 102 as necessary. The querying mod-
ule 214 may, for example, execute a query on the memory
206 to 1dentily a communicator public key associated with
a reference value for use 1n validating a communication
request that includes the reference value.

The processing server 102 may also 1include a generation
module 216. The generation module 216 may be configured
to generate data for use by the processing server 102 in
performing the functions discussed herein. The generation
module 216 may receive mstructions as input, may generate
data based on the instructions, and may output the generated
data to one or more modules of the processing server 102.
For example, the generation module 216 may be configured
to generate communications for forwarding, new blockchain
data values for the blockchain, and other data for use in
performing the functions discussed herein.

The processing server 102 may also iclude a validation
module 218. The validation module 218 may be configured
to perform validations for the processing server 102 as part
of the functions discussed herein. The validation module 218
may receive instructions as mput, which may also include
data to be used 1n performing a validation, may perform a
validation as requested, and may output a result of the
validation to another module or engine of the processing
server 102. The validation module 218 may, for example, be
configured to validate digital signatures received from ven-
dor computing devices 112, customer computing devices
110, the blockchain, etc.

The processing server 102 may also include a transmitting
device 220. The transmitting device 220 may be configured
to transmit data over one or more networks via one or more
network protocols. In some instances, the transmitting,
device 220 may be configured to transmit data to service
providers 104, customer computing devices 110, vendor
computing devices 112, blockchain networks 114, and other
entities via one or more communication methods, local area
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networks, wireless area networks, cellular communication,
Bluetooth, radio frequency, the Internet, etc. In some
embodiments, the transmitting device 220 may be com-
prised of multiple devices, such as different transmitting
devices for transmitting data over diflerent networks, such as
a first transmitting device for transmitting data over a local
area network and a second transmitting device for transmit-
ting data via the Internet. The transmitting device 220 may
clectronically transmit data signals that have data superim-
posed that may be parsed by a receiving computing device.
In some instances, the transmitting device 220 may include
one or more modules for superimposing, encoding, or oth-
erwise formatting data into data signals suitable for trans-
mission.

The transmitting device 220 may be configured to elec-
tronically transmit data signals to service providers 104 that
may be superimposed or otherwise encoded with commu-
nication information, public key requests, etc. The transmit-
ting device 220 may be configured to electronically transmit
data signals to customer computing devices 110 that are
superimposed or otherwise encoded with requests for autho-
rization of communications with a vendor 108. The trans-
mitting device 220 may also be configured to electronically
transmit data signals to vendor computing devices 112,
which may be superimposed or otherwise encoded with data
requests or notifications regarding attempted communica-
tions. The transmitting device 220 may be further configured
to electronically transmit data signals to nodes i blockchain
networks 114, such as may be superimposed or otherwise
encoded with requests for blockchain data values or new
blockchain data values for addition to the blockchain.
Process for Facilitating Communications without Exchange
of PII

FIGS. 3A and 3B illustrate a process executed in the
system 100 of FIG. 1 for the facilitating of communications
between the customer computing device 110 and vendor
computing device 112 by the processing server 102 without
the exchange of any of the customer’s personally 1dentifiable
information (PII).

In step 302, the customer 106 may register their customer
computing device 110 with the processing server 102 for use
in rece1ving communications from a vendor 108 during the
providing of a service. Registration may include the trans-
mission of contact data and a customer public key from the
customer computing device 110. In step 304, the receiving
device 202 of the processing server 102 may receive the
contact data and customer public key. In step 306, the
querying module 214 of the processing server 102 may
execute a query on the memory 206 of the processing server
102 to store the contact data and customer public key
therein.

In step 308, the customer 106 may contact the service
provider 104 using the customer computing device 110 to
request a service. The service provider 104 may collect any
information from the customer 106 necessary for providing
of the service, and then select a vendor 108 to provide the
service to the customer 106. As part of the matching, the
service provider 104 may provide a reference value to the
customer computing device 110 for the instance of service,
which may also be provided to the vendor computing device
112, recerved thereby, 1 step 310. The vendor computing
device 112 may also receive any information necessary to
provide the service to the customer 106, but may not be
provided any PI of the customer 106.

In step 312, the vendor 108 may, using the vendor
computing device 112, request to establish communications
with the customer 106. The vendor computing device 112
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may electronically submit a communication request to the
processing server 102 using any suitable communication
network and method, such as via an application program-
ming interface of the processing server 102. The commu-
nication request may include at least the reference value for
the 1nstance of service and a digital signature generated by
the vendor computing device 112 using the communicator
private key. In step 314, the receiving device 202 of the
processing server 102 may recerve the communication
request. As part of the receipt of the communication request,
the validation module 218 of the processing server 102 may
validate the communication request by validating the digital
signature included therein using the communicator public
key, which may be provided to the processing server 102 by
the service provider 104 or the customer computing device
110 as part of the matching process. In step 316, the
querying module 214 of the processing server 102 may
execute a query on the memory 206 thereof to identily the
contact data for the customer computing device 110 as
associated with the reference value included 1n the commu-
nication request. In step 318, the transmitting device 220 of
the processing server 102 may electronically transmit a
request for approval to the customer computing device 110
using the identified contact data.

In step 320, the customer computing device 110 may
include the request for approval, which may include at least
the reference value for the instance of service to be provided.
The request may be a request to approve the vendor 108 to
communicate with the customer 106 regarding the service
that 1s to be provided to the customer 106. In step 322, the
customer computing device 110 may prompt the customer
106 to provide their approval of the communication request.
In step 324, the customer computing device 110 may elec-
tronically transmit the approval of the communication
request to the processing server 102 along with a digital
signature generated using the customer private key. In step
326, the receiving device 202 of the processing server 102
may receive the customer’s approval along with the digital
signature.

In step 328, the validation module 218 of the processing
server 102 may validate the customer’s approval by vali-
dating the digital signature included in the approval using
the customer public key that was provided during device
registration, as associated with the reference value that was
received prior to requesting the approval. Upon successiul
validation, 1n step 330, the transmitting device 220 of the
processing server 102 may electronically transmit a notifi-
cation to the vendor computing device 112 indicating that
they are approved for communicating with the customer
106. In step 332, the vendor computing device 112 may
receive the notification.

In step 334, the vendor computing device 112 may submait
a communication message to the processing server 102 for
forwarding to the customer 106. The communication mes-
sage may include or otherwise be accompanied by the
reference value for the instance of service being provided to
the customer 106. In step 336, the receiving device 202 of
the processing server 102 may receive the communication
message. The querying module 214 of the processing server
102 may execute a query on the memory 206 therecof to
identify the contact data associated with the received refer-
ence value and, 1n step 338, the transmitting device 220 of
the processing server 102 may forward the communication
message to the customer computing device 110 using the
contact data. In step 340, the customer computing device
110 may receive the communication message, which may
then be presented to the customer 106.
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Exemplary Method for Facilitating Communications while
Protecting Customer Privacy

FIG. 4 illustrates a method 400 for facilitating commu-
nications between a customer and a vendor while protecting
customer privacy through cryptography and withholding of
personally i1dentifiable information.

In step 402, contact data and a reference value associated
with a first external computing device (e.g., the customer
computing device 110) may be stored in a memory (e.g., the
memory 206) of a processing server (e.g., the processing
server 102). In step 404, a communication request may be
received from a second external computing device (e.g., the
vendor computing device 112) by a recerver (e.g., receiving
device 202) of the processing server, the communication
request including at least the reference value and a digital
signature.

In step 406, the digital signature may be validated by a
processor (e.g., validation module 218) of the processing
server using a communicator public key of a cryptographic
key pair. In step 408, a communication message may be
received by the receiver of the processing server from the
second external computing device. In step 410, the commu-
nication message may be forwarded by a transmitter (e.g.,
transmitting device 220) of the processing server 102 to the
first external computing device using the stored contact data
following successiul validation of the digital signature.

In one embodiment, the method 400 may further include:
transmitting, by the transmitter of the processing server, a
permission request to the first external computing device
following successtul validation of the digital signature; and
receiving, by the receirver of the processing server, a per-
mission message from the first external computing device
prior to forwarding the communication message. In some
embodiments, the second external computing device may be
prevented from receiving or obtaining the contact data.

In one embodiment, the method 400 may also include
receiving, by the receiver of the processing server, an
authorization message from the first external computing
device, the authorization message including at least the
communication public key. In a further embodiment, the
method 400 may turther include validating, by the processor
of the processing server, a customer signature using a
customer public key, wherein the authorization message
further includes the customer signature. In an even further
embodiment, the method 400 may even further include
storing, 1n the memory of the processing server, the cus-
tomer public key.

In some embodiments, the method 400 may also include
receiving, by the receiver of the processing server, block-
chain data for a blockchain, the blockchain data including a
plurality of blocks, each block including one or more
blockchain data values, where one of the blockchain data
values 1ncluded 1n one of the plurality of blocks includes at
least the reference value and the communicator public key.
In a further embodiment, the processing server may be a
node of a plurality of nodes comprising a blockchain net-
work (e.g., blockchain network 114), where the blockchain
network operates and manages the blockchain.

Computer System Architecture

FIG. § illustrates a computer system 300 in which
embodiments of the present disclosure, or portions thereof,
may be implemented as computer-readable code. For
example, the processing server 102 of FIG. 1 may be
implemented 1n the computer system 500 using hardware,
soltware, firmware, non-transitory computer readable media
having instructions stored thereon, or a combination thereof
and may be implemented in one or more computer systems
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or other processing systems. Hardware, software, or any
combination thereol may embody modules and components
used to implement the methods of FIGS. 3A, 3B, and 4.

If programmable logic 1s used, such logic may execute on
a commercially available processing platform configured by
executable software code to become a specific purpose
computer or a special purpose device (e.g., programmable
logic array, application-specific integrated circuit, etc.). A
person having ordinary skill in the art may appreciate that
embodiments of the disclosed subject matter can be prac-
ticed with various computer system configurations, 1nclud-
ing multi-core multiprocessor systems, minicomputers,
mainframe computers, computers linked or clustered with
distributed functions, as well as pervasive or minmiature
computers that may be embedded into virtually any device.
For instance, at least one processor device and a memory
may be used to implement the above described embodi-
ments.

A processor unmt or device as discussed herein may be a
single processor, a plurality of processors, or combinations
thereol. Processor devices may have one or more processor
“cores.” The terms “computer program medium,” “non-
transitory computer readable medmum,” and “computer
usable medium” as discussed herein are used to generally
refer to tangible media such as a removable storage unit 518,
a removable storage unit 522, and a hard disk installed 1n
hard disk drive 512.

Various embodiments of the present disclosure are
described in terms of this example computer system 500.
After reading this description, 1t will become apparent to a
person skilled in the relevant art how to implement the
present disclosure using other computer systems and/or
computer architectures. Although operations may be
described as a sequential process, some of the operations
may 1n fact be performed in parallel, concurrently, and/or in
a distributed environment, and with program code stored
locally or remotely for access by single or multi-processor
machines. In addition, 1n some embodiments the order of
operations may be rearranged without departing from the
spirit of the disclosed subject matter.

Processor device 504 may be a special purpose or a
general purpose processor device specifically configured to
perform the functions discussed herein. The processor
device 504 may be connected to a communications infra-
structure 506, such as a bus, message queue, network,
multi-core message-passing scheme, etc. The network may
be any network suitable for performing the functions as
disclosed herein and may include a local area network
(LAN), a wide area network (WAN), a wireless network
(e.g., WiF1), a mobile communication network, a satellite
network, the Internet, fiber optic, coaxial cable, inirared,
radio frequency (RF), or any combination thereof. Other
suitable network types and configurations will be apparent to
persons having skill in the relevant art. The computer system
500 may also include a main memory 508 (e.g., random
access memory, read-only memory, etc.), and may also
include a secondary memory 510. The secondary memory
510 may include the hard disk drive 512 and a removable
storage drive 514, such as a floppy disk drive, a magnetic
tape drive, an optical disk drive, a flash memory, efc.

The removable storage drive 514 may read from and/or
write to the removable storage unit 518 1n a well-known
manner. The removable storage unit 518 may include a
removable storage media that may be read by and written to
by the removable storage drive 514. For example, 11 the
removable storage drive 514 1s a floppy disk drive or
universal serial bus port, the removable storage unit 518 may
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be a floppy disk or portable tlash drive, respectively. In one
embodiment, the removable storage unit 318 may be non-
transitory computer readable recording media.

In some embodiments, the secondary memory 510 may
include alternative means for allowing computer programs
or other instructions to be loaded 1nto the computer system
500, for example, the removable storage unit 522 and an
interface 520. Examples of such means may include a
program cartridge and cartridge interface (e.g., as found in
video game systems), a removable memory chip (e.g.,
EEPROM, PROM, etc.) and associated socket, and other
removable storage units 522 and interfaces 520 as will be
apparent to persons having skill in the relevant art.

Data stored in the computer system 500 (e.g., 1n the main
memory 508 and/or the secondary memory 510) may be
stored on any type of suitable computer readable media,
such as optical storage (e.g., a compact disc, digital versatile
disc, Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard
disk drive). The data may be configured in any type of
suitable database configuration, such as a relational data-
base, a structured query language (SQL) database, a distrib-
uted database, an object database, etc. Suitable configura-
tions and storage types will be apparent to persons having
skill 1n the relevant art.

The computer system 300 may also include a communi-
cations interface 524. The communications interface 524
may be configured to allow software and data to be trans-
ferred between the computer system 300 and external
devices. Exemplary communications interfaces 3524 may
include a modem, a network interface (e.g., an Ethernet
card), a communications port, a PCMCIA slot and card, etc.
Software and data transferred via the communications inter-
face 524 may be 1n the form of signals, which may be
clectronic, electromagnetic, optical, or other signals as will
be apparent to persons having skill in the relevant art. The
signals may travel via a communications path 526, which
may be configured to carry the signals and may be imple-
mented using wire, cable, fiber optics, a phone line, a
cellular phone link, a radio frequency link, etc.

The computer system 500 may further include a display
interface 502. The display interface 502 may be configured
to allow data to be transierred between the computer system
500 and external display 530. Exemplary display interfaces
502 may include high-definition multimedia 1nterface
(HDMLI), digital visual interface (DVI), video graphics array
(VGA), etc. The display 530 may be any suitable type of
display for displaying data transmitted via the display inter-
face 502 of the computer system 500, including a cathode
ray tube (CRT) display, liquid crystal display (LCD), light-
emitting diode (LED) display, capacitive touch display,
thin-film transistor (TF'T) display, etc.

Computer program medium and computer usable medium
may refer to memories, such as the main memory 508 and
secondary memory 310, which may be memory semicon-
ductors (e.g., DRAMSs, etc.). These computer program prod-
ucts may be means for providing software to the computer
system 500. Computer programs (e.g., computer control
logic) may be stored in the main memory 508 and/or the
secondary memory 510. Computer programs may also be
received via the communications interface 524. Such com-
puter programs, when executed, may enable computer sys-
tem 500 to implement the present methods as discussed
herein. In particular, the computer programs, when
executed, may enable processor device 504 to implement the
methods illustrated by FIGS. 3A, 3B, and 4, as discussed
herein. Accordingly, such computer programs may represent
controllers of the computer system 500. Where the present




US 11,301,583 B2

15

disclosure 1s implemented using software, the software may
be stored 1n a computer program product and loaded 1nto the
computer system 500 using the removable storage drive 514,
interface 520, and hard disk drive 512, or communications
interface 524.

The processor device 504 may comprise one or more
modules or engines configured to perform the functions of
the computer system 500. Each of the modules or engines
may be implemented using hardware and, 1n some instances,
may also utilize software, such as corresponding to program
code and/or programs stored in the main memory 308 or
secondary memory 310. In such instances, program code
may be compiled by the processor device 504 (e.g., by a
compiling module or engine) prior to execution by the
hardware of the computer system 500. For example, the
program code may be source code written 1n a programming,
language that 1s translated into a lower level language, such
as assembly language or machine code, for execution by the
processor device 504 and/or any additional hardware com-
ponents of the computer system 500. The process of com-
piling may iclude the use of lexical analysis, preprocessing,
parsing, semantic analysis, syntax-directed translation, code
generation, code optimization, and any other techniques that
may be suitable for translation of program code 1nto a lower
level language suitable for controlling the computer system
500 to perform the functions disclosed heremn. It will be
apparent to persons having skill in the relevant art that such
processes result 1n the computer system 300 being a spe-
cially configured computer system 300 uniquely pro-
grammed to perform the functions discussed above.

Techniques consistent with the present disclosure provide,
among other features, systems and methods for facilitating
communications while protecting customer privacy through
cryptography and withholding of personally identifiable
information. While various exemplary embodiments of the
disclosed system and method have been described above 1t
should be understood that they have been presented for
purposes of example only, not limitations. It 1s not exhaus-
tive and does not limit the disclosure to the precise form
disclosed. Modifications and variations are possible 1 light

of the above teachings or may be acquired from practicing
of the disclosure, without departing from the breadth or

sCope.

What 1s claimed 1s:

1. A method for facilitating communications while pro-
tecting customer privacy through cryptography and with-
holding of personally identifiable information, comprising:

storing, 1n a memory of a processing server, contact data

and a reference value associated with a first external
computing device;

receiving, by a receiver of the processing server, a com-

munication request from a second external computing
device, the communication request including at least
the reference value and a digital signature;

validating, by a processor of the processing server, the

digital signature using a communicator public key of a
cryptographic key pair;

receiving, by the receiver of the processing server, a

communication message irom the second external
computing device;

forwarding, by a transmitter of the processing server, the

communication message to the first external computing
device using the stored contact data following success-
ful validation of the digital signature;
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transmitting, by the transmitter of the processing server, a
permission request to the first external computing
device following successiul validation of the digital
signature; and

receiving, by the receiver of the processing server, a
permission message from the first external computing
device prior to forwarding the communication mes-
sage.

2. The method of claim 1, further comprising:

recerving, by the receiver of the processing server, an
authorization message from the first external comput-
ing device, the authorization message including at least
the communication public key.

3. The method of claim 2, further comprising:

validating, by the processor of the processing server, a
customer signature using a customer public key,
wherein

the authorization message further includes the customer
signature.

4. The method of claim 3, further comprising:

storing, 1n the memory of the processing server, the
customer public key.

5. The method of claim 1, further comprising;:

recerving, by the receiver of the processing server, block-
chain data for a blockchain, the blockchain data includ-
ing a plurality of blocks, each block including one or
more blockchain data values, where one of the block-
chain data values included in one of the plurality of
blocks includes at least the reference value and the
communicator public key.

6. The method of claim 5, wherein the processing server
1s a node of a plurality of nodes comprising a blockchain
network, where the blockchain network operates and man-
ages the blockchain.

7. The method of claim 1, wherein the second external
computing device 1s prevented from recerving or obtaining
the contact data.

8. A system for facilitating communications while pro-
tecting customer privacy through cryptography and with-
holding of personally i1dentifiable information, comprising:

a first external computing device;

a second external computing device; and

a processing server, the processing server including
a transmitter,

a memory storing contact data and a reference value
associated with a first external computing device,

a receiver receiving a communication request from a
second external computing device, the communica-
tion request including at least the reference value and
a digital signature, and

a processor validating the digital signature using a
communicator public key of a cryptographic key
pair, wherein

the receiver of the processing server further receives a
communication message from the second external
computing device,

the transmitter of the processing server transmits the
communication message to the first external computing
device using the stored contact data following success-
ful validation of the digital signature;

wherein the transmitter of the processing server further
transmits a permission request to the first external
computing device following successtul validation of
the digital signature, and
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the receiver of the processing server further receives a
permission message from the first external computing
device prior to forwarding the communication mes-
sage.

9. The system of claim 8, wherein the receiver of the
processing server further receives an authorization message
from the first external computing device, the authorization
message mcluding at least the communication public key.

10. The system of claim 9, wherein

the processor of the processing server further validates a
customer signature using a customer public key, and

the authorization message further includes the customer
signature.

11. The system of claim 10, wherein the memory of the

processing server further stores the customer public key.

12. The system of claim 8, wherein the recerver of the
processing server further receirves blockchain data for a
blockchain, the blockchain data including a plurality of
blocks, each block including one or more blockchain data
values, where one of the blockchain data values included 1n
one of the plurality of blocks includes at least the reference
value and the communicator public key.

13. The system of claim 12, wherein the processing server
1s a node of a plurality of nodes comprising a blockchain
network, where the blockchain network operates and man-
ages the blockchain.

14. The system of claim 8, wherein the second external
computing device 1s prevented from receiving or obtaining
the contact data.
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