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ABSTRACT

The systems and methods described herein can enable the
selection of customized content 1n networked systems that
prevent the transfer of session data between diflerent
domains. The systems and methods described herein enable
the exchange of data between third-party entities that would
be blocked 1n networked systems that prevent cross-domain
data exchange. The systems and methods can provide multi-
sourced content without sacrificing security of the client

device and browser environment.

20 Claims, 4 Drawing Sheets
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CONTENT SELECTION THROUGH
INTERMEDIARY DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation of and claims
priority to U.S. patent application Ser. No. 15/961,748, filed
Apr. 24, 2018, and entitled “CONTENT SELECTION

THROUGH INTERMEDIARY DEVICE”, the contents of
which 1s incorporated herein by reference in its entirety.

BACKGROUND OF THE DISCLOSURE

When a client device visits a website, the website can
transmit small packets of data to the client device. The small
packets of data can include preferences, session information,
or information to be used to authenticate and maintain a
session between the client device and the device hosting the
website. The data stored 1n the client device by the website
can be stored indefinitely or can be purged at regular
intervals. In some 1mplementations, to prevent malicious
attacks known as cross-site or cross-domain attacks or
undesired behavior, web browsers can prevent domains from
accessing the data of other domains or from storing data on
the client device when the client device 1s not 1n an active
session with the domain.

SUMMARY OF THE DISCLOSURE

In some implementations, client devices can routinely
purge locally stored session data. Without the session data,
different domains may not be able to authenticate the client
device or provide the client device with customized content
based on the session data. The systems and methods
described herein can enable the indirect transmission of
session data between different domains. The system can use
the indirectly transmitted session data to provide session
specific content to the client device even 1f the session data
1s locally purged.

The foregoing general description and following descrip-
tion of the drawings and detailed description are exemplary
and explanatory and are intended to provide further expla-
nation of the mvention as claimed. Other objects, advan-
tages, and novel features will be readily apparent to those
skilled 1n the art from the following brief description of the
drawings and detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are not intended to be drawn
to scale. Like reference numbers and designations in the
vartous drawings indicate like elements. For purposes of
clarity, not every component may be labeled 1n every
drawing. In the drawings:

FIG. 1 1illustrates a block diagram of an example system
for the indirect communication of data, according to one
implementation;

FIG. 2 1llustrates a block diagram of an example method
to populate a matching database for use 1n the system
illustrated in FIG. 1, according to one implementation;

FI1G. 3 1llustrates a block diagram of an example method
to provide custom content in the system illustrated 1n FIG.
1, according to one implementation; and

FI1G. 4 1llustrates a block diagram of an implementation of
a computer system, according to one implementation.
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2
DETAILED DESCRIPTION

The various concepts introduced above and discussed 1n
greater detail below may be implemented 1n any of numer-
ous ways, as the described concepts are not limited to any
particular manner of implementation. Examples of specific
implementations and applications are provided primarly for
illustrative purposes.

When a client device renders a website provided by a
content provider and executes the code of the website, the
code can cause small amounts of data to be stored on the
client device (e.g., a HyperText Transport Protocol (HTTP)
cookie). The data can include stateful information about, for
example, preferences or previous interactions with the web-
site, or information about the client device (e.g., device
identifier, user account, or any other such information). In
some 1mplementations, the data can include an authentica-
tion token that informs the content provider that the client
device previously authenticated with the content provider.
The presence of the authentication token on the client device
can mean the client device does not need to re-authenticate
with the content provider (e.g., provide a user name and
password again) to receive content from the content provider
the next time the client device requests content from the
content provider. Not having to re-authenticate with the
content provider can save time and bandwidth as the client
device does not have to go through the authentication
processes each time the client device interacts with the
content provider for additional data.

In some implementations, the web browser can partition
the HI'TP cookie at a predetermined amount of time (e.g., 24
hours) after the HI'TP cookie 1s stored on the client device.
Prior to being partitioned, the HT'TP cookie can be accessed
by content providers that caused the HT'TP cookie to be
stored on the client device 1n a third-party context, regard-
less of which first party website the client device 1s visiting.
In some implementations, once partitioned, the content
provider that caused the HT'TP cookie to be stored on the
client device can access multiple disjointed versions of the
HTTP cookie, depending on which first-party website the
client device 1s visiting. For example, a content provider
www.examplel.com will have diflerence cookies 1 a
browser, depending on whether the user 1s visiting
www.example2.com or www.example3.com. Thus, “parti-
tioning” may refer to the process of making a cookie or other
identifier exclusive to a specific content provider and the
first-party website that the user 1s visiting and may be
variously referred to as “sandboxing”, “walling off”, “lock-
ing”’, “making private”, or by any other such term.

In some implementations, after the predetermined amount
of time, the content provider can no longer access data on the
client device that 1t caused to be stored there because the
web browser includes a policy for limiting access. Addi-
tionally, some countries have implemented regulations that
can prevent content providers from placing or accessing
third-party cookies, and these regulations may be enforced
by the browser.

However, 1n some implementations, a first content pro-
vider which the web browser previously visited can also
provide content to the web browser via a second content
provider. For example, the first content provider may host
videos that can be embedded within the web pages of the
second content provider. The user of the web browser may
wish for the content provided via the second content pro-
vider (by the first content provider) to be selected according,
to previous session’s data with the first content provider. For

example, accessing the content may require authentication
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with the first content provider or selection based on user
preferences. However, the session data (e.g., the authenti-
cation tokens and preferences) may not be available to the
second content provider because the session data was stored
on the client device as a HI'TP cookie by the first content
provider. As described above, the web browser can limit or
prevent the second content provider’s access to HTTP
cookies of the first content provider. This can prevent single
sign-on authentication or the selection of customized con-
tent. In this example, because the authentication 1s processed
via the domain of the first content provider that the web
browser 1s not directly visiting, the web browser can prevent
the second content provider from accessing the authentica-
tion tokens (e.g., cookies) of the first content provider. This
can prevent the web browser from authenticating with the
first content provider during the session with the second
content provider, and prevent the first content provider’s
content being displayed via the website of the second
content provider.

In some 1mplementations, through the use of only first-
party cookies, the systems and methods described herein can
enable the indirect transmission of session data between
different domains. Additionally, as described below, the
system can pass the session data through a hashing function
so that the cookies of a given domain remain private and
secure to the specific domain. Thus, the systems and meth-
ods described herein allow for exchange of information
between third-party entities that would be blocked by typical
web browsers and other computing devices that prevent
cross-domain data exchange. This allows for rich, multi-
source content (e.g., web pages (also referred to as primary
content 1tems) with embedded third-party content, mixed
media, or other such content, which can generally be
referred to as content items, secondary content items, or
digital components), without sacrificing security of the
client device and browser environment. In some 1implemen-
tations, by allowing session data to be retained and passed
to third-party servers, some inter-server communications
and/or client-server communications may be reduced or
climinated, reducing bandwidth requirements and poten-
tially reducing latency and network congestion.

FIG. 1 1illustrates a block diagram of an example system
100 for the indirect communication of data. The system 100
can enable the transmission of customized content to the
client computing device 102. In some implementations, the
content 1s customized or dynamically selected responsive to
the indirection communication between the nodes of the
system 100. The system 100 can include a client computing
device 102 that 1s 1n communication with at least one data
processing system 104. The system 100 can also include at
least one content provider device 106 and a plurality of
content publishing devices 108. The client computing device
102, the data processing system 104, the content provider
device 106, and the content publishing device 108 can
communicate with one another via a network 110. The client
computing device 102, the data processing system 104, the
content provider device 106, and the content publishing
device 108 can each include a software or hardware-based
communication interface. For example, the communication
interface can be a hardware port through which the respec-
tive computing device connects to the network 110 or the
communication interface can be a soltware component of,
for example, a web browser executed by one of the com-
puting devices. In some 1mplementations, the network 110
may include a LAN network, a Wi-F1 network, a cellular
network, a wide area network (WAN), a telephone network,
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wireless link, a satellite link, a device-to-device mesh net-
work, an intranet, the Internet, or combinations thereof.

The client device 102 can be any computing or other data
processing device that includes one or more processors. For
example, the client device 102 can be a mobile device, such
as a mobile phone, tablet, or laptop computing device; a
wearable computing device; a networked appliance (e.g., an
Internet-of-Things or IoT appliance); a single computing
device, such as a work station, laptop, or desktop computer;
or multiple computing devices, such as a computer cluster,
or server farm. In some implementations, the client device
may comprise a virtual device executed by one or more
hardware devices.

The client device 102 can render content provided by the
content publishing device 108 and the data processing
system 104. For example, the client device’s processors can
execute a web browser 112 (or other user agent, e.g. a media
player, social media application, news reader application,
ctc.) that generates content requests. In some 1mplementa-
tions, the client device 102 can transmit a content request to
one of the content publishing devices 108. In response to the
content request, the recipient content publishing device 108
can provide primary content (e.g., a web page, data file,
media file, or other such content) to the client device 102.
The primary content can include one or more content slots
for secondary content, sometimes referred to as embedded
content (e.g., 1images, media, executable scripts, etc. pro-
vided from another source or server). The content slots,
which may be temporal (e.g. pre-roll, post-roll, or interstitial
content during playback of primary content) and/or spatial
(e.g. banners, embedded 1mages 1n a text page, sidebars,
etc.), can include code that when executed by the client
device 102 cause the client device 102 to request or retrieve
secondary content from a secondary content server, which
can be the data processing system 104 or another content
publishing device 108. In some implementations, the sec-
ondary content can be provided by the content publishing
device 108 providing the primary content or a different
content publishing device 108.

The primary content can also include executable scripts 1n
other portions of the primary content that requests content
for the content slots. For example, the primary content can
include one or more scripts 1n the header of the primary
content. The scripts can be JavaScript scripts. When the web
browser 112 renders the primary content, the web browser
112 can execute the executable scripts 1n the header of the
primary content prior to executing executable scripts in the
content slots.

In some 1mplementations, the client device 102 can
receive and store data from one or more of the content
publishing devices 108 and the data processing system 104.
The data can be stored 1n any type and format, such as the
form of a HT'TP *“cookie.” The data may include an 1denti-
fier, user name, account number, device number, unique
identifier (UID), or any other such identifier, and may be
encrypted, hashed, or otherwise obfuscated. The cookie for
a specific content publishing device 108 can include stateful
information that the content publishing device 108 can use
during current and future communication sessions. For
example, the stateful information can include preferences,
previously provided from field data, authentication tokens, a
unique 1dentifier, or other settings. In some 1implementations,
cach of the cookies can expire. The client device 102 can
delete the cookie once the cookie has expired. The cookie
can expire when a duration specified by the cookie’s time-
to-live (T'TL) tlag 1s reached. In some implementations, the
client device 102 can automatically purge the cookies after
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a predetermined duration. For example, the client device 102
can automatically purge the cookie after 1 to 30 days or
when the browser session 1s closed. In some 1mplementa-
tions, the web browser 112 provides only the content pub-
lishing device 108 that stored the cookie with the stateful
information contained in the cookie. In some 1mplementa-
tions, the cookies can expire for third-party use prior to
reaching the time specified by the cookie’s TTL flag. For
example, for an initial period (e.g., the first 24 hours), the
cookie can be viewed by content publishing devices 108 that
saved the cookie to the client computing device 102, regard-
less of the primary content that the web browser 112 1s
accessing. After the first time period (and until the duration
or time limit specified 1n the T'TL flag 1s reached), the cookie
can be partitioned. Based on the primary content the web
browser 112 1s visiting, the content publishing device 108
can access different partitions of the cookie.

The content publishing device 108 can include one or
more processors. The content publishing device 108 can
include a single computing device, a computer cluster, or a
server farm. The content publishing devices 108 can provide
primary content to the web browser 112 executing on the
client computing device 102. The primary content can be a
web page, data file, media file, or other such content. The
web browser 112 can generate a HI'TP request for the
primary content and, responsive to recerving the request, the
content publishing device 108 can transmit the primary
content to the client computing device 102 for rendering by
the web browser 112.

The content provider device 106 can be a single comput-
ing device, a computer cluster, or a server farm and can
include one or more processors. The content provider
devices 106 can provide secondary content to the web
browser 112 for rendering in or with the primary content
provided by the content publishing devices 108. For
example, the primary content can include executable scripts
that request secondary content ifrom the content provider
devices 106. As the web browser 112 renders the primary
content, the web browser 112 can execute the executable
scripts that request secondary content from the content
provider devices 106. The web browser 112 can render the
secondary content mnto one or more content slots of the
primary content. The secondary content can include 1image-
based files, video-based files, text-based files, any other type
of media file, ads, or executable scripts. The secondary
content can be content that 1s embedded 1nto (or rendered
with) primary content but 1s provided by a computing
device, server, or source different from the computing
device, server, or source of the primary content. In some
implementations, the content provider device 106 can be a
supply-side platform. The content provider device 106 can
communicate with one or more demand-side platforms, such
as the data processing system 104, to fulfill the requests for
secondary content.

The data processing system 104 can include one or more
processors. In some implementations, the data processing
system can be a single computer, computer cluster, or server
farm. In some 1implementations, the data processing system
may include a virtual device executed by one or more
hardware devices. In some implementations, the data pro-
cessing system 104 can provide primary content like the
content publishing devices 108. The data processing system
104 can also be a demand-side platform for providing
content to fill one or more content slots 1n primary content
provided by the content publishing devices 108 (or other
data processing systems 104). For example, a user can
access, via a web browser 112, primary content hosted by the
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data processing system 104. The user, via the web browser
112, can also access primary content hosted by the content
publishing devices 108 that includes secondary content
provided by the data processing system 104 to fill content
slots of the primary content.

The data processing system 104 can enable the transmis-
s10n or sharing of data after the web browser 112 has purged
or otherwise made cookies unavailable to the data process-
ing system 104. The data processing system 104 can gen-
erate unique 1dentifiers that are mapped to device 1dentifies
to enable the data processing system 104 to provide cus-
tomized content to the web browser 112 of a client com-
puting device 102 aifter the web browser 112 has purged the
cookie associated with the data processing system 104. The
data processing system 104 can enable customized content
to be presented to the client computing device 102 in
systems that do not enable third-party cookies.

The data processing system 104 can include a connection
manager 116 that can manage a matching database 114. The
matching database 114 can include a plurality of entries or
rows 118 that each include a key-value pair 120. Each of the
key-value pairs 120 can include a header 1D (1llustrated as,
and referred to as, a hb_ID) and a unique ID (1llustrated as,
and referred to as, a dps_ulD). As described below, the
hb_ID can be an ID that 1s generated (or retrieved) by the
web browser 112 when the web browser 112 renders primary
content. The dps_ulD can be a unique ID that the data
processing system 104 assigns to web browsers 112 from
which the data processing system 104 receives hb_IDs. The
connection manager 116 can store the hb_ID and the
dps_ulD as hash values 1n the matching database 114. The
connection manager 116 can periodically purge the key-
value pairs 120 from the matching database 114. For
example, each of the key-value pairs 120 can include a purge
flag or string that sets a date for when the key-value pair 120
should be purged from the matching database 114. The
connection manager 116 can periodically (e.g., daily) scan
the matching database 114 and delete any key-value pair 120
with expired purge tlags. In other implementations, each key
may have an associated creation date or expiration date, and
the connection manager may scan the database for corre-
sponding keys based on a present date. For example, each
day, the connection manager 116 can delete any key-value
pair 120 that are older than 15 days, 30 days, 60 days, or 90
days old.

The hb_IDs can be hashes that are generated based on
data from the client computing device 102. The hb_IDs can
be a randomly assigned character string. The hb_IDs can
indicate which of the content publishing devices 108 the
client computing device 102 mnitiated communications with.
In some 1mplementations, hb_ID can be a hash of a user
agent, network location (e.g., IP address), identifier provided
by the content publishing device 108 during a previous
session, port numbers, media access control (MAC)
addresses, application names, application versions, user-
names, device types, or any other such information, or any
combination thereof. The dps_ulD can be a unique identifier
that the data processing system 104 provides to the client
computing device 102. In some implementations, the
dps_ulD can include a hash of the user agent, network
location, port numbers, media access control (MAC)
addresses, application names, application versions, user-
names, device types, or any other such information, or any
combination thereof. The dps_ulD and the hb_ID for a given
web browser 112 can be difterent. The hb ID and the
dps_ulD, for a web browser 112, can be stored on the client
computing device 102 in cookies. When saving the cookies,
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the client computing device 102 can set the TTL flag for the
cookies to indicate when the cookies should be deleted from
the client computing device 102.

The dps_ulD or the hb_ID can be concatenated with a
time stamp, a random number, a pseudo random number, a
counter value, a sequence number, or other source of
entropy. By concatenating the IDs with entropy, the IDs can
become one-time only so that third parties cannot take
advantage of the identifiers via re-use. In some 1mplemen-
tations, the web browser 112 can transmit only hashes of the
dps_ulD or hb_ID to protect the user’s privacy and security.

The connection manager 116 can receive calls and
requests from the client computing device 102 and populate
the matching database 114. For example, each of the content
publishing devices 108 can include executable scripts in
theirr primary content that, when executed, retrieve the
dps_ulD from the client computing device 102 and transmut
the dps_ulD to the data processing system 104. The data
processing system 104 can provide the dps_ulD to the client
computing device 102 1n a cookie when the client computing
device 102, via the web browser 112, renders primary (or
other) content provided by the data processing system 104.
For example, the content can be a web page hosted by the
data processing system 104. Responsive to rendering the
web page, the executable scripts 1n the web page can cause
the web browser 112 to store a cookie on the client com-
puting device 102. When rendering primary content pro-
vided by the content publishing devices 108, the executable
scripts 1n the primary content provided by the content
publishing devices 108 can retrieve the data processing
system’s cookie stored on client computing device 102. In
some 1mplementations, the data processing system’s cookie
1s only available to the executable scripts embedded 1n the
content publishing device’s primary content if the data
processing system’s cookie was stored on the client com-
puting device 102 within a predetermined time range (e.g.,
within the last 24 hours). The executable scripts from the
content publishing device 108 can transmit the data pro-
cessing system’s cookie to the data processing system 104 1n
the header of an HTTP call. The hb ID for the client
computing device 102 can be included 1n the call as a URL
parameter.

FIG. 2 illustrates a block diagram of an example method
200 to populate a matching database 114. Referring also to
FIG. 1, the steps 1llustrated 1n block 201 can be performed
by the content publishing device 108, the steps illustrated in
block 202 can be performed by the client computing device
102, and the steps 1llustrated 1n block 202 can be performed
by the data processing system 104. As discussed above, in
many implementations one or more of these devices or
systems may comprise a plurality of devices (e.g. server
cloud, farm, etc.).

The method 200 can include transmitting content to the
client computing device 102 (step 204). The content trans-
mitted to the client computing device 102 can be primary
content, such as a web page, that 1s hosted by the data
processing system 104. The data processing system 104 can
transmit the primary content to the client computing device
102 1n response to receiving a request from the web browser
112 executing on the client computing device 102.

The method 200 can include the client computing device
102 rendering the primary content (step 205). The primary
content can include executable scripts that are executed by
the web browser 112 that received the primary content.
Execution of the executable scripts can cause the web
browser 112 to save a dps_ulD to the client computing
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saving the cookie to the client computing device 102, the
web browser 112 can set a TTL flag on the cookie. The TTL
flag can indicate a time or condition when the cookie should
be purged or deleted from the client computing device 102.
For example, the TTL flag can be set for 1 week, 2 weeks,
3 weeks, or 4 weeks from the date when the cookie 1s saved
to the client computing device 102. The web browser 112
can also set a third-party flag for the cookie. The third-party
flag can indicate a time after which third-parties (e.g.,
content publishing devices 108 that did not set the cookie)
can no longer access the cookie. The date of the third-party
flag 1s less than the date of the TTL flag. For example, the
third-party flag can be set to 1 hour, 1 day, or 1 week from
when the cookie 1s saved to the client computing device 102.
In some implementations, when web browser 112 re-renders
primary content provided by the data processing system 104
(e.g., the web browser 112 1s used to revisit one or more web
sites provided by the data processing system 104), the web
browser 112 can reset the TTL flag and/or the third-party
flag.

At a later time, a content publishing device 108 can
transmit primary content to the client computing device 102
(step 207). The primary content can be a web page or other
content that 1s hosted by the content publishing device 108.
The content publishing device 108 can provide the primary
content to the client computing device 102 responsive to the
web browser 112, executing on the client computing device
102, transmitting a request for content to the content pub-
lishing device 108.

The client computing device 102 can render the primary
content provided by the content publishing device 108 (step
208). The primary content provided by the content publish-
ing device 108 can include executable scripts. The execut-
able scripts can be 1n a header of the primary content such
that the web browser 112 executes the scripts prior to
executing the scripts contained in the body of the primary
content. For example, the executable scripts 1n the header
can be executed by the web browser 112 before the web
browser 112 executes the executable scripts contained 1n the
content slots of the primary content. One or more of the
executable scripts can be provided to the content publishing
device 108 by the data processing system 104 for inclusion
in the primary content made available by the content pub-
lishing device 108. For example, the data processing system
104 can provide to the content publishing device 108 an
executable script that retrieves the data processing system’s
dps_ulD that 1s stored on the client computing device 102
when the client computing device 102 renders primary
content from the content publishing device 108.

The client computing device 102 can determine 1f the
dps_ulD 1s active, unexpired, or valid (step 209). The
executable scripts in the header of the primary content can
cause the web browser 112 to determine if the dps_ulD 1s
valid. The dps_ulD can be stored 1n a cookie provided to the
client computing device 102 by the data processing system
104. The cookie (and dps_ulD) can be valid for third-party
use prior to the time indicated by the third-party flag. For
example, the web browser 112 can save a cookie from the
data processing system 104 with the dps_ulD at {2018-01-
16T20:58:104+00:00}. The web browser 112 can set the
third-party flag to {2018-01-17T20:58:10+00:00} (1 day
from the date and time the cookie was saved to the client
computing device 102) and the TTL flag to {2018-02-
15T20:58:104+00:00} (30 days from the date and time the
cookie was saved to the client computing device 102). When
determining if the dps_ulD 1s still valid, the web browser

112 can determine if it is before {2018-01-17T20:58:10+
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00:00}, the time indicated by the third-party flag. If it is
before the time indicated by the third-party tlag, the web
browser 112 can determine the dps_ulD 1s valid.

In some implementations, determining whether the
dps_ulD 1s valid can include determining 1f the primary
content from the content publishing device 108 has read or
write access to the cookie that contains the dps_ulD. For
example, the web browser 112 can periodically analyze the
cookies stored on the client computing device 102 and
determine 11 the read and write access to the cookies should
be changed or 11 the cookie should be purged. The cookie
can be purged (e.g., deleted) when the date indicated by the
cookie’s TTL 1s reached. The web browser 112 can partition
a cookie (e.g., change which primary content items can
access the cookie) when the date indicated by the cookie’s
third-party flag 1s reached. For example, 24 hours after the
cookie 1s saved to the client computing device 102, the web
browser 112 can partition the cookie such that only the
content publishing device 108 (or data processing system
104) that provided the cookie can access the cookie. When
the date indicated by the TTL flag 1s reached, the web
browser 112 can delete the cookie. The web browser 112 can
reset the TTL flag and the third-party tlag for a cookie each
time the web browser 112 interacts with the data processing,
system 104 or the content publishing device 108 that pro-
vided the cookie. For example, if the cookie was provided by
example.com, each time the web browser 112 renders a web
page under the example.com domain, the web browser 112
can reset the TTL and third-party flags of the original cookie.

I, at step 209, the dps_ulD 1s not valid, has expired, or the
cookie 1s 1naccessible, the method 200 can return to the start
of the method (e.g., (step 204)). For example, a user can
continue to browse web pages with the web browser 112.
The data processing system 104 and/or the content publish-
ing device 108 can provide the web pages. If the web
browser 112 determines the dps_ulD 1s not valid, the user
may revisit a web page provided by the data processing
system 104. Rendering of the web page (e.g., primary
content) provided by the data processing system 104 can
reset the TTL and third-party tlags for the cookie, which can
extend or reset the time frame for which the dps_ulD 1s
valid.

If, at step 209, the dps_ulD 1s not valid, the method 200
can include performing one or more of the steps of method
300, described 1in more detail below 1n connection with FIG.
3. In some mmplementations, during the population of the
matching database 114, the method 200 can include not
performing the steps of the method 300. In some implemen-
tations, once the matching database 114 1s populated, the
steps of the method 300 can be performed once the dps_ulD>
1s determined to not be valid.

I, at step 209, the dps_ulD i1s valid, the web browser 112
can transmit the dps_ulD and a hb_ID to the data processing
system 104. The hb_ID can be a ID generated as the web
browser 112 renders the header of the primary content from
the content publishing device 108 at step 208. The web
browser 112 can transmit the dps_ulD and the hb_ID to the
data processing system 104 1n a call to the data processing
system 104. The dps_ulD can be included 1n a header of the
call and the Header ID can be included as a URL parameter
ol the call.

The method 200 can include the data processing system
104 saving the dps_ulD and the hb_ID (step 211). The data
processing system 104 can save the dps_ulD and the hb_ID
to the matching database 114 to populate the matching
database 114. For example, the data processing system 104
can save the dps_ulD and the hb_ID as key value pairs 1n the
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matching database 114. The dps_ulD can be the key and the
hb_ID can be the value. As the method 200 1s repeated, and
the client computing device 102 receives primary content
from additional content publishing devices 108, hb_IDs
associated with the additional content publishing devices
108 can be stored 1n association with the dps_ulD of the data
processing system 104. For example, the dps_ulD from the
data processing system 104 can be stored at the location
indicated by a hash of the hb_ID. The method 200 can repeat
any number of times as a user of the client computing device
102 uses the web browser 112 to visit primary content
provided by the data processing system 104 and/or the
content publishing device 108.

FIG. 3 illustrates a block diagram of an example method
300 to provide custom content. Referring also to FIG. 1, the
steps 1n the block 301 can be performed by the content
publishing device 108, the steps 1n the block 302 can be
performed by the client computing device 102, the steps in
the block 303 can be performed by the data processing
system 104, and the steps in the block 304 can be performed
by the content provider device 106.

The method 300 can be performed after the matching
database 114 1s populated. For example, the method 300 can
be performed after the method 200, illustrated 1n FIG. 2, 1s
completed one or more times. As described above, the steps
of the method 300 can be incorporated into the method 200.
For example, the steps 305-314 can occur after the dps_ulD
1s determined to not be valid a step 209 of the method 200.

The method 300 can be incorporated into the method 200
or the method 300 can operate independently of the method
200, for example, once the matching database 114 1s popu-
lated.

The method 300 can include steps 207-209 from the
method 200. For example, the method 300 can include the
content publishing device 108 transmitting content to the
client computing device 102 (step 207). The content pub-
lishing device 108 can transmit primary content, such as a
web page, to the client computing device 102. The content
publishing device 108 can transmit the primary content to
the client computing device 102 responsive to receiving a
request from the client computing device 102. For example,
a web browser 112 executing on the client computing device
102 can transmit an HT TP request to the content publishing
device 108 for a web page. In response to the request, the
content publishing device 108 can respond with the
requested web page.

The method 300 can include rendering the primary con-
tent (step 208). The web browser 112, executing on the client
computing device 102, can render the primary content once
received by the client computing device 102. The primary
content can include a header portion and a body portion. The
web browser 112 can render the header portion prior to
rendering the body portion of the primary content. The
header can include executable scripts. Responsive to execut-
ing the executable scripts, the web browser 112 can retrieve
the dps_ulD that can be stored 1n a cookie provided by the
data processing system 104. For example, the dps_ulD and
cookie can be provided by the data processing system 104
during the steps similar to steps 204-206 of method 200. The
executable scripts can also cause the web browser 112 to
retrieve to generate a hb_ID that corresponds to the content
publishing device 108.

The method 300 can include determining 11 the dps_ulD
1s valid (step 209). For example, the web browser 112 can
determine 11 the date specified by the third-party flag of the
cookie provided by the data processing system 104 (and
containing the unique ID) has passed. It the date specified by
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the third-party tlag has passed, the web browser 112 can
determine the dps_ulD 1s no longer valid. In some 1mple-
mentations, the web browser 112 determines the dps_ulD 1s
not valid because the cookie 1s partitioned and the execut-
able scripts provided by the content publishing device 108
do not have read or write access to the cookie provided by
the data processing system 104. In some implementations,
the web browser 112 can determine the dps_ulD 1s not valid
if the amount of time between the steps 205 and 208 1n
method 200 1s above a predetermined threshold. For
example, 1I the time 1s above the predetermined threshold
(¢.g., 24 hours), the date set 1n the third-party flag can pass
and the web browser 112 can partition the cookie such that
only executable scripts from the data processing system 104
can access the dps_ulD. At step 209, 11 the dps_ulD 1s valid,
the method 300 can proceed as described in relation to step
210 of method 200, illustrated in FIG. 2.

The method 300 can include transmitting the hb_ID to the
data processing system 104 (step 305). Responsive to deter-
mimng that the dps_ulD i1s not valid, the web browser 112
can transmit the hb_ID to the data processing system 104 as
a URL parameter. The web browser 112 can transmit the
hb_ID to the data processing system 104 and wait for a
response prior to rendering the body of the primary content.

The method 300 can include looking up the dps_ulD
based on the hb_ID (step 306). The connection manager 116
can retrieve the dps_ulD from the matching database 114.
The connection manager 116 can use the hb_ID to lookup
the dps_ulD 1n the matching database 114. For example, the
dps_ulD can be stored at a location 1n the matching database
114 that 1s i1dentified by a hash of the hb_ID.

The method 300 can include the data processing system
104 transmitting the dps_ulD to the client computing device
102 (step 307). The data processing system 104 can transmit
the dps_ulD to the client computing device 102 in response
to the client computing device 102 transmitting the hb_ID to
the data processing system 104. The data processing system
104 can, based on the dps_ulD and hb_ID, determine other
content parameters to return to the client computing device
102. The content parameters can include a bid price for
content, content preferences (e.g., what types of content the
user may be interested 1n), authentication information, state
information, content size parameters, or any combination
thereotf. The data processing system 104 can transmit the
dps_ulD and the content parameters to the client computing
device 102 as key value pairs.

The method 300 can include transmitting a request to the
content provider device 106 (step 308). The web browser
112 can generate the request responsive to rendering the
primary content transmitted to the client computing device
102 at step 207. For example, the web browser 112 can
transmit the hb_ID to the data processing system 104 (at step
305) responsive to rendering the header of the primary
content. The web browser 112 can transmit the request (at
step 308) responsive to rendering the body of the primary
content. For example, the primary content can include
content slots. The content slots can include executable
scripts. Execution of the executable scripts, by the web
browser 112, can cause the web browser 112 to generate and
transmit content requests to remove computing devices,
such as the content provider device 106.

The content provider device 106 can select one or more
data processing systems 104 to fulfill the request (step 309).
In some 1mplementations, the content provider device 106
can be a supply side platform. The supply side platform can
enable the primary content from a content publishing device
108 to make content requests, when rendered by a web
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browser 112 executed by a client computing device 102, to
multiple potential suppliers of content. The suppliers of
content can be demand side platforms (such as data pro-
cessing systems 104), content networks, and content
exchanges. The one or more data processing systems 104
can include the data processing system 104 to which the web
browser 112 transmitted the hb_ID at step 305.

The method 300 can include transmitting the request to
the one or more data processing systems 104 (step 310). The
content provider device 106 can transmit the request to the
one or more data processing systems 104. The request
transmitted to the data processing system 104 that receirved
the dps_ulD at step 305 can include the dps_ulD and/or
key-value pairs that include the dps_ulD and content param-
cters. The data processing system 104 can receive the
request, the dps_ulD, and/or the key-value pairs that include
the dps_ulD and content parameters.

The method 300 can include selecting content (step 312).
The data processing system 104 can select the content based
on the content requirements contained in the request, the
dps_ulD, and/or the content parameters. For example, the
content requirements can indicate a type (e.g., banner con-
tent or movie content) or a size of the content that should be
returned to the web browser 112. The data processing system
104 can use the dps_ulD and/or content parameters to select
content that 1s more relevant to the user of the web browser
112. For example, the data processing system 104 can use
the dps_ulD and/or content parameters to look up stored
preferences of the user. In some implementations, when the
request 1s transmitted to a plurality of data processing
systems 104 at step 310, the data processing systems 104 can
return a bid value to the content provider device 106. Using
the bid value, the content provider device 106 can conduct
an auction to select which of the data processing systems
104 will transmit their content to the client computing
device 102.

The method 300 can include transmitting the content (step
313). Responsive to selecting the content, the data process-
ing system 104 can transmait the content to the client com-
puting device 102. In some implementations, the data pro-
cessing system 104 can transmit the content to the content
provider device 106, which can forward the content to the
client computing device 102.

The method 300 can include rendering the content (step
314). The web browser 112 can render the received content
into a content slot of the primary content that the web
browser 112 began to render during step 305.

According to at least one aspect of the disclosure, a
system for network communication through an imtermediary
includes a data processing system that includes a commu-
nication interface and a processor executing a connection
manager. The communication interface can be configured to
receive, from a client computing device, a {first content
request to fill a content slot. The first content request can
include a first client device 1dentifier for a client device. The
connection manager can be configured to determine a sec-
ond client device 1dentifier for the client device based on the
first client device 1dentifier and a content parameter based on
the second client device identifier. The communication inter-
face can be configured to transmit, to the client computing
device, the content parameter and the second client device
identifier 1n response to receiving the first content request.
The communication interface can receive, from a content
provider, a second content request to fill the content slot. The
second content request can include the second client device
identifier and the content parameter. The connection man-
ager can be configured to select a digital component based
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on the second client device identifier and the content param-
cter. The communication interface can be configured to
transmit the digital component to the client computing
device 1n response to the second content request to fill the
content slot.

In some implementations, the first content request can
include at least one of an indication of a user agent or an
indication of a network location. The connection manager
can be configured to determine the second client device
identifier based on at least one of the indication of the user
agent or the indication of the network location.

The communication iterface can be configured to trans-
mit, to the client computing device, the second client device
identifier. The second client device 1dentifier can include an
expiration date. The communication interface can be con-
figured to receive, from the client computing device, the first
client device identifier and the second client device 1dentifier
prior to the expiration date. The connection manager can be
configured to associate the second client device identifier
with the first client device i1dentifier.

The communication interface can be configured to receive
the first content request to fill the content slot responsive to
the client computing device rendering a first portion of a
primary content item. The communication interface can be
configured to receive the second content request responsive
to the client computing device rendering a second portion of
the primary content item.

According to at least one aspect of the disclosure, a
method for network communication through an intermedi-
ary can include receiving, by a data processing system and
from a client computing device, a first content request to fill
a content slot. The {first content request can include a first
client device 1dentifier for a client device. The method can
include determining, by the data processing system, a sec-
ond client device 1dentifier for the client device based on the
first client device 1dentifier and a content parameter based on
the second client device identifier. The method can include
transmitting, by the data processing system to the client
computing device, the content parameter and the second
client device identifier 1n response to receiving the first
content request. The method can include receiving, by the
data processing system from a content provider, a second
content request to fill the content slot. The second content
request can include the second client device identifier and
the content parameter. The method can include selecting, by
the data processing system, a digital component based on the
second client device identifier and the content parameter.
The method can include transmitting, by the data processing
system, the digital component to the client computing device
in response to the second content request to {ill the content
slot.

In some 1mplementations, the first content request can
include at least one of an indication of a user agent or an
indication of a network location. The method can include
determining the second client device identifier based on at
least one of the indication of the user agent or the indication
of the network location.

In some 1implementations, the method can include trans-
mitting, by the data processing system to the client comput-
ing device, the second client device identifier. The second
client device identifier can include an expiration date. The
method can include receiving, by the data processing system
from the client computing device, the first client device
identifier and the second client device i1dentifier prior to the
expiration date. The method can include associating, by the
data processing system, the second client device 1dentifier
with the first client device identifier.
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The method can include receiving the first content request
to fill the content slot responsive to the client computing
device rendering a first portion of a primary content item.
The method can include receiving the second content
request responsive to the client computing device rendering
a second portion of the primary content item.

According to at least one aspect of the disclosure, a
method for indirect communication between networked
nodes can include generating, by a client computing device,
a first client device i1dentifier of the client computing device
responsive to rendering a first portion of a primary content
item. The method can include determining, by the client
computing device, that a second client device identifier of
the client computing device 1s invalid. The method can
include transmitting, by the client computing device, the first
client device identifier to a data processing system based on
determining the second client device i1dentifier of the client
computing device 1s invalid. The method can include receiv-
ing, from the data processing system, a valid second client
device identifier. The method can include transmitting, to a
content provider, a content request responsive to rendering
a second portion of the primary content 1tem. The content
request can iclude the valid second client device i1dentifier.
The method can include receiving, from the content pro-
vider, a content item based on the valid second client device
identifier of the content request. The method can include
rendering, by the client computing device, the content 1tem
in a content slot of the primary content item.

In some 1implementations, the method can include 1nvali-
dating, by the client computing device, the second client
device 1dentifier after a predetermined length of time from
receiving the second client device identifier. The method can
include receiving a content parameter with the valid second
client device identifier. The content request can include the
content parameter.

In some implementations, the method can include gener-
ating the first client device identifier based on at least one of
a user agent or an indication of a network location. The
method can include transmitting, responsive to rendering a
first portion of a second primary content 1tem, the first client
device 1dentifier and the valid second client device 1dentifier
to the data processing system.

FIG. 4 illustrates a block diagram of an implementation of
a computer system 400. The computer system or computing
device 400 can include or be used to implement the system
100 or its components such as the data processing system
105, the client computing device 102, the content publishing
device 108, or the content provider device 106. The com-
puting system 400 includes a bus 4035 or other communica-
tion component for communicating information and a pro-
cessor 410 or processing circuit coupled to the bus 405 for
processing iformation. The computing system 400 can also
include one or more processors 410 or processing circuits
coupled to the bus for processing mmformation. The comput-
ing system 400 also includes main memory 415, such as a
random access memory (RAM) or other dynamic storage
device, coupled to the bus 405 for storing information, and
instructions to be executed by the processor 410. The main
memory 415 can be or include the connection database 114
and cluster database 118. The main memory 415 can also be
used for storing position information, temporary variables,
or other intermediate information during execution of
instructions by the processor 410. The computing system
400 may further include a read only memory (ROM) 420 or
other static storage device coupled to the bus 405 for storing
static information and instructions for the processor 410. A
storage device 425, such as a solid state device, magnetic
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disk, or optical disk, can be coupled to the bus 405 to
persistently store information and instructions. The storage
device 425 can include or be part of the connection database
114 and/or the cluster database 118.

The computing system 400 may be coupled via the bus
405 to a display 435, such as a liquid crystal display, or
active matrix display, for displaying information to a user.
An 1nput device 430, such as a keyboard including alpha-
numeric and other keys, may be coupled to the bus 403 for
communicating imnformation and command selections to the
processor 410. The mput device 430 can include a touch
screen display 435. The input device 430 can also include a
cursor control, such as a mouse, a trackball, or cursor
direction keys, for communicating direction information and
command selections to the processor 410 and for controlling
cursor movement on the display 435. The display 435 can be
part ol a data processing system 104, the client device 102,
or other components of FIG. 1.

The processes, systems, and methods described herein can
be implemented by the computing system 400 in response to
the processor 410 executing an arrangement ol 1nstructions
contained 1n main memory 415. Such instructions can be
read into main memory 415 from another computer-readable
medium, such as the storage device 425. Execution of the
arrangement of instructions contained 1n main memory 413
causes the computing system 400 to perform the 1llustrative
processes described herein. One or more processors 1n a
multi-processing arrangement may also be employed to
execute the instructions contaimned in main memory 415.
Hard-wired circuitry can be used 1n place of or in combi-
nation with software mstructions together with the systems
and methods described herein. Systems and methods
described herein are not limited to any specific combination
of hardware circuitry and software.

Although an example computing system has been
described 1n FIG. 3, the subject matter including the opera-
tions described 1n this specification can be implemented in
other types of digital electronic circuitry, or in computer
software, firmware, or hardware, including the structures
disclosed 1n this specification and their structural equiva-
lents, or 1n combinations of one or more of them.

For situations in which the systems discussed herein
collect personal information about users, or may make use
ol personal information, the users may be provided with an
opportunity to control whether programs or features that
may collect personal information (e.g., information about a
user’s social network, social actions or activities, a user’s
preferences, or a user’s location), or to control whether or
how to receive content from a content server or other data
processing system that may be more relevant to the user. In
addition, certain data may be anonymized 1n one or more
ways before it 1s stored or used, so that personally 1denti-
fiable information 1s removed when generating parameters.
For example, a user’s identity may be anonymized so that no
personally identifiable information can be determined for the
user, or a user’s geographic location may be generalized
where location information 1s obtained (such as to a city,
postal code, or state level), so that a particular location of a
user cannot be determined. Thus, the user may have control
over how mnformation 1s collected about him or her and used
by the content server.

The subject matter and the operations described in this
specification can be implemented 1n digital electronic cir-
cuitry, or 1 computer software, firmware, or hardware,
including the structures disclosed in this specification and
their structural equivalents, or 1n combinations of one or
more of them. The subject matter described in this specifi-

10

15

20

25

30

35

40

45

50

55

60

65

16

cation can be implemented as one or more computer pro-
grams, €.g., one or more circuits ol computer program
instructions, encoded on one or more computer storage
media for execution by, or to control the operation of, data
processing apparatuses. Alternatively, or in addition, the
program 1instructions can be encoded on an artificially gen-
crated propagated signal, e.g., a machine-generated electr-
cal, optical, or electromagnetic signal that 1s generated to
encode 1nformation for transmission to suitable receiver
apparatus for execution by a data processing apparatus. A
computer storage medium can be, or be included 1n, a
computer-readable storage device, a computer-readable stor-
age substrate, a random or serial access memory array or
device, or a combination of one or more of them. While a
computer storage medium 1s not a propagated signal, a
computer storage medium can be a source or destination of
computer program instructions encoded in an artificially
generated propagated signal. The computer storage medium
can also be, or be included in, one or more separate
components or media (e.g., multiple CDs, disks, or other
storage devices). The operations described 1n this specifica-
tion can be implemented as operations performed by a data
processing apparatus on data stored on one or more com-
puter-readable storage devices or received from other
sources.

The terms “data processing system”, “computing device”,
“component”, or “data processing apparatus’ encompass
various apparatuses, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
combinations of the foregoing. The apparatus can include
special purpose logic circuitry, e.g., an FPGA (field pro-
grammable gate array) or an ASIC (application specific
integrated circuit). The apparatus can also include, 1n addi-
tion to hardware, code that creates an execution environment
for the computer program 1n question, €.g., code that con-
stitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross-platform
runtime environment, a virtual machine, or a combination of
one or more of them. The apparatus and execution environ-
ment can realize various different computing model nira-
structures, such as web services, distributed computing and
orid computing infrastructures. The components described
above 1n relation to FIG. 1 can include or share one or more
data processing apparatuses, systems, computing devices, or
Processors.

A computer program (also known as a program, software,
soltware application, app, script, or code) can be written 1n
any form of programming language, including compiled or
interpreted languages, declarative or procedural languages,
and can be deployed 1n any form, including as a stand-alone
program or as a module, component, subroutine, object, or
other unit suitable for use in a computing environment. A
computer program can correspond to a file 1n a file system.
A computer program can be stored 1n a portion of a file that
holds other programs or data (e.g., one or more scripts stored
in a markup language document), 1n a single file dedicated
to the program 1n question, or 1n multiple coordinated files
(e.g., files that store one or more modules, sub-programs, or
portions of code). A computer program can be deployed to
be executed on one computer or on multiple computers that
are located at one site or distributed across multiple sites and
interconnected by a communication network.

The processes and logic flows described 1n this specifi-
cation can be performed by one or more programmable
Processors executing one or more computer programs (€.g.,
components of the communication manager 106) to perform
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actions by operating on input data and generating output.
The processes and logic tlows can also be performed by, and
apparatuses can also be implemented as, special purpose
logic circuitry, e.g., an FPGA (field programmable gate
array) or an ASIC (application-specific integrated circuit).
Devices suitable for storing computer program instructions
and data include all forms of non-volatile memory, media,
and memory devices, including by way of example semi-

conductor memory devices, e.g., EPROM, EEPROM, and

flash memory devices; magnetic disks, e.g., internal hard
disks or removable disks; magneto optical disks; and CD
ROM and DVD-ROM disks. The processor and the memory

can be supplemented by, or incorporated in, special purpose
logic circuitry.

The subject matter described herein can be implemented
in a computing system that includes a back-end component
(c.g., as a data server), or that includes a middleware
component (e.g., an application server), or that includes a
front-end component (e.g., a client computer having a
graphical user interface or a web browser through which a
user can interact with an implementation of the subject
matter described 1n this specification), or a combination of
one or more such back-end, middleware, or front-end com-
ponents. The components of the system can be intercon-
nected by any form or medium of digital data communica-
tion, e.g., a communication network. Examples of
communication networks include a local area network
(LAN) and a wide area network (WAN), an inter-network
(e.g., the Internet), and peer-to-peer networks (e.g., ad-hoc
peer-to-peer networks).

The computing system such as system 100 or system 400
can include clients and servers. A client and server are
generally remote from each other and typically interact
through a communication network (e.g., the network 110).
The relationship of client and server arises by virtue of
computer programs running on the respective computers and
having a client-server relationship to each other. In some
implementations, a server transmits data (e.g., data packets
representing a content item) to a client device (e.g., for
purposes of displaying data to and receiving user input from
a user interacting with the client device). Data generated at
the client device (e.g., a result of the user interaction) can be
received from the client device at the server (e.g., received
by the data processing system from the client device or the
content provider computing device or the service provider
computing device).

While operations are depicted in the drawings 1n a par-
ticular order, such operations are not required to be per-
formed 1n the particular order shown or in sequential order,
and all illustrated operations are not required to be per-
formed. Actions described herein can be performed 1 a
different order.

The separation of various system components does not
require separation in all implementations, and the described
program components can be imncluded 1n a single hardware or
soltware product.

Having now described some illustrative implementations,
it 1s apparent that the foregoing 1s illustrative and not
limiting, having been presented by way of example. In
particular, although many of the examples presented herein
involve specific combinations of method acts or system
clements, those acts and those elements may be combined 1n
other ways to accomplish the same objectives. Acts, ele-
ments, and features discussed 1n connection with one 1mple-
mentation are not intended to be excluded from a similar role
in other implementations or implementations.
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The phraseology and terminology used herein 1s for the
purpose of description and should not be regarded as lim-
iting. The use of “including”, “comprising”, “having”, “con-
taining’’, “involving”’, “characterized by™, “characterized in
that”, and variations thereof herein, 1s meant to encompass
the 1tems listed thereaiter, equivalents thereof, and addi-
tional items, as well as alternate implementations consisting,
of the 1tems listed thereafter exclusively. In one implemen-
tation, the systems and methods described herein consist of
one, each combination of more than one, or all of the
described elements, acts, or components.

Any references to implementations or elements or acts of
the systems and methods herein referred to in the singular
may also embrace implementations including a plurality of
these elements, and any references in plural to any 1mple-
mentation or element or act herein may also embrace
implementations including only a single element. Refer-
ences 1n the singular or plural form are not intended to limat
the presently disclosed systems or methods, their compo-
nents, acts, or elements to single or plural configurations.
References to any act or element being based on any
information, act or element may include implementations
where the act or element 1s based at least in part on any
information, act, or element.

Any 1mplementation disclosed herein may be combined
with any other implementation or embodiment, and refer-
ences to “an implementation”, “some implementations”,
“one implementation™, or the like are not necessarily mutu-
ally exclusive and are intended to indicate that a particular
feature, structure, or characteristic described 1n connection
with the implementation may be included in at least one
implementation or embodiment. Such terms as used herein
are not necessarily all referring to the same implementation.
Any 1mplementation may be combined with any other
implementation, inclusively or exclusively, in any manner
consistent with the aspects and implementations disclosed
herein.

References to “or” may be construed as inclusive so that
any terms described using “or” may indicate any of a single,
more than one, and all of the described terms. For example,
a reference to “at least one of ‘A’ and B” can include only
‘A’, only ‘B’, as well as both ‘A’ and ‘B’. Such references
used 1n conjunction with “comprising” or other open termi-
nology can include additional 1tems.

Where technical {features i1n the drawings, detailed
description, or any claim are followed by reference signs,
the reference signs have been included to increase the
intelligibility of the drawings, detailed description, and
claims. Accordingly, neither the reference signs nor their
absence have any limiting effect on the scope of any claim
clements.

The systems and methods described herein may be
embodied in other specific forms without departing from the
characteristics thereof. The foregoing implementations are
illustrative rather than limiting of the described systems and
methods. Scope of the systems and methods described
herein 1s thus indicated by the appended claims, rather than
the foregoing description, and changes that come within the
meaning and range of equivalency of the claims are
embraced therein.

What 1s claimed:

1. A method, comprising:

recerving, by a data processing system, from a client

device, a request for content comprising a first identi-
fier of the client device;

selecting, by the data processing system, 1n response to

the request for content, content for display on an

b B 4 4
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information resource presented on the client device
based on the first identifier of the client device included
in the request for content;

transmitting, by the data processing system, the content to

the client device, the content i1dentifying a content
provider;

receiving, by the data processing system, a second mes-

sage from the client device in response to an 1interaction
with the content, the second message identifying a
server of the content provider;
generating, by the data processing system, responsive to
receiving the second message, a second identifier that
(1) 1dentifies a session of the client device, and (11)
enables determination of the first identifier by the data
processing system using the second identifier, wherein
the second 1dentifier 1s different from the first 1dentifier:;
and
transmitting, by the data processing system, to the client
device, a response to the second message, the response
including the second 1dentifier, and a script that causes
the client device to include the second identifier as a
uniform resource locator (URL) parameter 1n a com-
munication to a server.
2. The method of claim 1, turther comprising;:
receiving, by the data processing system, from the content
provider, a third message including the second 1denti-
fier and information about interactions performed by
the client device with a second information resource
provided by the content provider;
selecting, by the data processing system, responsive to
receiving a second request for content from the client
device, second content for display 1 a second infor-
mation resource presented on the client device based on
the second identifier and the information about inter-
actions performed by the client device; and

providing, by the data processing system, the second
content to the client device for display.

3. The method of claim 1, wherein generating the second
identifier further comprises:

generating, by the data processing system, the second

identifier based on a web browser of the client device;
and

storing, by the data processing system, the second 1den-

tifier in a database 1n association with the first identifier,
the association enabling determination of the first iden-
tifier using the second identifier.
4. The method of claim 1, wherein transmitting the second
identifier to the client device further comprises transmitting,
by the data processing system, the second identifier as part
ol a cookie.
5. The method of claim 1, wherein selecting the content
for display further comprises:
determining, by the data processing system, a type of
content associated with the first identifier; and

selecting, by the data processing system, the content for
display based on the type of content associated with the
first 1dentifier.

6. The method of claim 1, wherein selecting the content
1s further based on a content requirement specified 1n the
request for content.

7. The method of claim 1, wherein generating the second
identifier further comprises generating a unique identifier
associated with a session of the client device as the second
identifier.

8. The method of claim 1, further comprising providing,
by the data processing system, the information resource for
presentation on the client device, the mformation resource

10

15

20

25

30

35

40

45

50

55

60

65

20

including a second script that when executed causes the
client device to transmit a first message to the data process-
ing system.
9. A system, the system comprising:
a data processing system comprising one or more proces-
sors and a memory, the data processing system config-
ured to:
receive, from a client device, a request for content
comprising a first identifier of the client device of the
primary content;

select, 1n response to the request for content, content for
display on an information resource presented on the
client device based on the first identifier of the client
device 1ncluded in the request for content;

transmit secondary content to the client device, the
content to the client device, the content 1dentifying a
content provider;

receive a second message from the client device 1n
response to an interaction with the content, the
second message 1dentifying a server of content pro-
vider:;

generate, responsive to recerving the second message,
a second 1dentifier that (1) identifies a session of the
client device, and (11) enables determination of the
first 1dentifier by the data processing system using
the second identifier, wherein the second identifier 1s
different from the first identifier; and

transmit, to the client device, a response to the second
message, the response mcluding the second 1denti-
fier, and a script that causes the client device to
include the second i1dentifier as a uniform resource
locator (URL) parameter 1n a communication to a

Server.
10. The system of claim 9, wherein the data processing
system 1s further configured to:
recerve, from the content provider, a third message includ-
ing the second identifier and information about inter-
actions performed by the client device with a second
information resource provided by the content provider;

select, responsive to recerving a second request for con-
tent from the client device, second content for display
in a second information resource presented on the client
device based on the second 1dentifier and the informa-
tion about 1nteractions performed by the client device;
and

provide the second content to the client device for display.

11. The system of claim 9, wherein 1n generating the
second 1dentifier, the data processing system 1s further
configured to:

generate the second identifier based on a web browser of

the client device; and

store the second identifier 1n a database in association

with the first identifier, the association enabling deter-
mination of the first identifier using the second 1denti-
fier.

12. The system of claim 9, wherein in transmitting the
second device i1dentifier to the client device, the data pro-
cessing system 1s further configured to transmit the second
identifier as part of a cookie.

13. The system of claim 9, wherein in selecting the
content for display, the data processing system 1s further
configured to:

determine a type of content associated with the first

identifier; and

select the content for display based on the type of content

associated with the first identifier.
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14. The system of claim 9, wherein the data processing
system 1s configured to select the content further based on a
content requirement specified 1n the request for content.

15. The system of claim 9, wherein 1n determining the
second 1dentifier, the data processing system 1s further
configured to generate a unique identifier associated with a
session of the client device as the second 1dentifier.

16. The computer-readable storage medium of claim 15,
wherein generating the second identifier further comprises:

generating the second identifier based on a web browser

of the client device; and

storing the second i1dentifier in a database 1n association

with the first device 1dentifier the association enabling
determining of the first identifier using the second

identifier.

17. The computer-readable storage medium of claim 15,
wherein transmitting the second identifier to the client
device further comprises transmitting the second 1dentifier
as part of a cookie.

18. The computer-readable storage medium of claim 15,
wherein selecting the content for display further comprises:

determining a type of content associated with the first

identifier; and

selecting the content for display based on the type of

content associated with the first identifier.

19. The system of claim 9, wherein the data processing
system 1s further configured to provide the information
resource for presentation on the client device, the informa-
tion resource mcluding a second script that when executed
causes the client device to transmit a first message to the data
processing system.

20. A non-transitory computer-readable storage medium
storing instructions, the mstructions being executable by one
or more processors to perform a method, comprising:
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receiving, from a client device, a request for content
comprising a {irst identifier of the client device;

selecting, 1n response to the request, content for display
on the client device based on the first identifier of the

client device included 1n the request;

transmitting the content to the client device, the content
identifying a content provider;

receiving a second message from the client device 1n
response to an interaction with the content, the second
message 1dentifying a server of content provider;

generating, responsive to recerving the second message, a
second 1dentifier that (1) identifies a session of the client
device, and (11) enables determination of the first 1den-
tifier using the second identifier, wherein the second
identifier 1s different from the first identifier; and

transmitting, to the client device, a response to the second
message, the response including the second identifier,
and a script that when executed causes the client device
to include the second identifier as a uniform resource
locator (URL) parameter in a communication to the
content provider;

recerving, from the content provider, a third message
including the second i1dentifier and information about
interactions performed by the client device with a
second information resource provided by the content
provider;

selecting, responsive to receiving a second request for
content from the client device, second content for
display 1n a second information resource presented on
the client device based on the second 1dentifier and the
information about interactions performed by the client
device; and

providing the second content for display on the client
device.
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