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(57) ABSTRACT

Methods and systems for controlling dynamic spectrum
access (DSA) for the purposes of wirelessly communicating
or exchanging data within a network environment are dis-
closed. Methods may include detecting, via at least one asset
included 1n a wireless device network, at least one candidate
asset attempting to enter the wireless device network from
an external network, and constructing a spectrum profile for
the wireless device network based on metadata for transac-
tions between assets 1n the wireless device network. The
method may also include applying an access policy includ-
ing the spectrum profile to the at least one candidate asset
within the wireless device network, and admitting the at
least one candidate asset to the wireless device network 1n
response to applying the access policy to the at least one

candidate asset.
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ADJUDICATION OF ACCESS POLICIES IN
WIRELESS DEVICE NETWORK

TECHNICAL FIELD

Embodiments of the disclosure relate to the control of
dynamic spectrum access (DSA) for the purposes of wire-
lessly communicating or exchanging data within a network
environment. This environment may contain a variety of
wireless devices including fixed and mobile assets. Embodi-
ments may further have transient mobile assets that are
autonomous 1n nature and represent machine-to-machine
data exchanges that may use real-time data for decision-
based actions.

BACKGROUND

Current radio technologies provide for spectrum agility
across many modalities of radio operations via soltware
control of the signal. U.S. Pat. No. 7,151,925 (incorporated
herein by reference), for example, provides a “system and
method for providing one hardware platform to implement
multiple wireless communication standards, services, and
applications.” This system may provide a software defined
radio (SDR) for digital signal communication. Other
examples such as U.S. Pat. No. 9,300,411 (incorporated
herein by reference), discuss that such SDRs can incorporate
an awareness ol how to use the available spectrum through
the sensing of the local electromagnetic operating environ-
ment (EMOE) 1n order to optimize its operating parameters
for eflicient spectrum use with DSA. These are reflective of
conventional tools that indicate the maturity of the SDR
(often referred to as cognitive radio) technology and the
notion that such technologies can help to better use the
available spectrum for wireless communication.

SUMMARY

A first aspect of the disclosure provides a method for
managing access policies, the method including: detecting,
via at least one asset included 1n a wireless device network,
at least one candidate asset attempting to enter the wireless
device network from an external network, wherein a spec-
trum access protocol of the wireless device network 1s
different from a spectrum access protocol of the external
network; constructing a spectrum profile for the wireless
device network based on metadata for transactions between
assets 1n the wireless device network, wherein at least one
asset 1n the wireless device network includes a blockchain
for recording the metadata for transactions between assets 1n
the wireless data network; applying an access policy includ-
ing the spectrum profile to the at least one candidate asset
within the wireless device network; and admitting the at
least one candidate asset to the wireless device network 1n
response to applying the access policy to the at least one
candidate asset.

A second aspect of the disclosure provides a computer
program product stored on a computer readable storage
medium, the computer program product including program
code, which, when being executed by at least one computing
device, causes the at least one computing device to: detect,
via at least one asset included 1n a wireless device network,
at least one candidate asset attempting to enter the wireless
device network from an external network, wherein a spec-
trum access protocol of the wireless device network 1s
different from a spectrum access protocol of the external
network; construct a spectrum profile for the wireless device
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network based on metadata for transactions between assets
in the wireless device network, wherein at least one asset in
the wireless device network includes a blockchain for
recording the metadata for transactions between assets 1n the
wireless data network; apply an access policy including the
spectrum profile to the at least one candidate asset within the
wireless device network; and admitting the at least one
candidate asset to the wireless device network 1n response to
applying the access policy to the at least one candidate asset.

A third aspect of the disclosure provides a system having
at least one computing device configured to perform a
method by performing actions including: detecting, via at
least one asset included 1n a wireless device network, at least
one candidate asset attempting to enter the wireless device
network from an external network, whereimn a spectrum
access protocol of the wireless device network 1s different
from a spectrum access protocol of the external network;
constructing a spectrum profile for the wireless device
network based on metadata for transactions between assets
in the wireless device network, wherein at least one asset 1n
the wireless device network includes a blockchain for
recording the metadata for transactions between assets in the
wireless data network; applying an access policy including
the spectrum profile to the at least one candidate asset within
the wireless device network; and admitting the at least one
candidate asset to the wireless device network 1n response to
applying the access policy to the at least one candidate asset.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 provides a schematic view of a system for adju-
dicating access policies according to embodiments of the
disclosure.

FIG. 2 illustrates a schematic view of an illustrative
network asset with example subcomponents according to
embodiments of the disclosure.

FIG. 3 shows a schematic view of an illustrative envi-
ronment for adjudicating access policies 1n a wireless device
network according to embodiments of the disclosure.

FIG. 4 shows a schematic view of a policy management
program and sub-modules thereol according to embodi-
ments of the disclosure.

FIG. 5 shows a schematic view of a communication
service operating on a network asset according to embodi-
ments of the disclosure.

FIG. 6 shows a schematic view of a detection service
operating on a network asset according to embodiments of
the disclosure.

FIG. 7 shows an 1illustrative tlow diagram for implement-
ing methods according to embodiments of the disclosure.

It 1s noted that the drawings of the disclosure are not to
scale. The drawings are intended to depict only typical
aspects of the disclosure, and therefore should not be con-
sidered as limiting the scope of the disclosure. In the
drawings, like numbering represents like elements between
the drawings.

DETAILED DESCRIPTION

With the increasing use of the electromagnetic spectrum
for communication, driven largely by the consumer devices
such as smartphones, the emerging internet of things (IoT)
connected devices and looming autonomous machines
(drones, robots, vehicles and other such systems), comes
spectrum congestion and degraded wireless communication
performance. This 1s true for both licensed users as well as
unlicensed spectrum use. Methods for “fair” use of local
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spectrum has previously been attempted, e.g., in U.S. Pat.
No. 8,818,293 (incorporated herein by reference), while
U.S. Pat. No. 9,565,638 (incorporated herein by reference)
discusses intelligent control hosted at a control point for
managing the use of spectrum in a shared manner with a
licensed holder based on observation and statistics. U.S. Pat.
No. 7,881,340 (incorporated herein by reference), describes
methods for decentralized control for access based on coop-
eration around a metric such as time.

No conventional technologies have attempted to manage
spectrum use with respect to all stakeholder interests, e.g.,
regulatory, local law, heterogenecous radio node, priority,
auditable use, assured client access and/or transient node
anomaly incorporation. Therefore there 1s a need 1n the art
for a system and method that allows for a dynamic and
distributed control plane that accomplishes the proper inte-
gration of local and global DSA policy and rules to the
granularity of the client radio capabilities in a manner that 1s
accountable and assured. Additionally, there 1s a need for the
ontology of the spectrum use to be preserved for audit and
forensic purposes even at a transient, one-time, minimal
wireless transaction.

Conventional tools have not been suflicient to provide
these features. U.S. Pat. No. 9,608,829 (incorporated herein
by reference), for example, discusses a method for achieving,
additional granularity under a main digital ledger that claims
to allow customized decentralized database within a network
and adapt to changing circumstances allowing for tracking
ol records and monetization associated with such. Though
the SDR technologies have been used previously, the lack of
ability to enforce policy and address individual use have
limited the deployment. The rapid expansion ol wireless
connectivity in Internet of Things (“lIoT”) deployments
demands that the spectrum, a limited resource, 1s used most
clliciently. Conventional technologies have failed to provide
a localized dynamic wireless ontology for, and subsequent
use of, DSA that ensures compliance of an entering and/or
existing asset to all stakeholder requirements. Conventional
systems have not met this challenge, e.g., by continuing to
include various components that have at most a limited
ability to function with recent developments 1n cross net-
work layer technology.

In general terms, methods and systems according to the
disclosure may operate, e.g., by using existing assets 1n a
wireless device network to detect at least one asset seeking
to enter the wireless device network. Upon detecting a
candidate asset, an existing asset on the network may
construct a spectrum profile for the wireless device network
based on metadata for transactions between other, existing,
assets 1n the wireless device network. The existing assets
then may create an access policy which incorporates the
spectrum policy and other access criteria for admitting
candidate assets to the wireless device network, e.g., as
recorded 1n distributed ledgers for a specific network and/or
global ledgers applicable to multiple networks. An adjudi-
cation manager of at least one existing asset may apply the
access policy to the candidate asset to determine whether the
candidate asset will operate successiully on the wireless
device network. The candidate asset will be admuitted to the
wireless device network upon successiul application of the
access policy. In further embodiments, the disclosure
includes turther analysis of the admitted candidate asset for
continued compliance with the access policy and/or other
requirements.

In the description, reference 1s made to the accompanying,
drawings that form a part thereof, and in which 1s shown by
way of illustration specific exemplary embodiments in
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which the present teachings may be practiced. These
embodiments are described in suflicient detail to enable
those skilled in the art to practice the present teachings and
it 1s to be understood that other embodiments may be utilized
and that changes may be made without departing from the
scope of the present teachings. The description 1s, therefore,
merely exemplary.

Referring to FIG. 1, embodiments of the disclosure pro-
vide a system 100 for managing access policies to adjudicate
admission of candidate assets to a distributed wireless
device network (simply “network™ hereafter) 102. Network
102 may 1include one or more existing network assets
(stmply “assets” hereafter) 104 1n communication with each
other over network 102. Each asset 104 may represent one
or more devices capable of communicatively exchanging
data with other assets 104 via network 102, e.g., phones,
tablets, personal computers, and/or any other conceivable
device configured for network communication. Asset(s) 104
of network 102 each may include a memory or similar
storage system for storing and retrieving information, €.g.,
data and metadata. Metadata refers to a category of data for
recording information about other data, e.g., dates of recor-
dation, filenames, statistical data, etc.

Embodiments of the disclosure are operable to use assets
104 of network 102 to determine whether to admit new
assets 104 to network 102, without immediate intervention
by a central controller and/or other device for centrally
managing network 102. A candidate asset 106 1s shown as
being within the detectable range of network 102, but not
currently exchanging data with other assets 104 via network
102. In the example of FIG. 1, network 102 1s geographi-
cally defined, but it 1s understood that network 102 may not
be limited by geography. Network 102 may have a Dynamic
Spectrum Access (DSA) policy which governs available
frequencies that each asset 1s permitted to use within net-
work 102. When candidate asset 106 initially requests access
to network 102, 1t 1s unknown whether candidate asset 106
will comply with the DSA of network 102 upon being
admitted. DSA of network 102 may define several require-
ments for communication and thus can specity methodology
and/or other requirements for the use of a frequency spec-
trum 1n network 102. Techmical challenges of network
access may also include requirements that are defined by
entities outside network 102, e.g., one or more governments,
network admainistrators, and/or other rule defining entities.
In many instances, network 102 may not have any prior
knowledge of candidate asset 106 and candidate asset 106
likewise may not have significant information regarding the
DSA policy for network 102. According to embodiments,
one or more assets 104 of network 102 may include features
and/or may implement methodologies to adjudicate, option-
ally without intervention by a central network controller,
whether candidate asset(s) 106 will be admitted to network
102. Although some asset(s) 104 may lack this capability,
¢.g., by being an existing legacy non-agile wireless device
operating within 102 network, embodiments of the disclo-
sure are capable of implementation via a control plane
defined within or distributed across other asset(s) 104.
Advantages of the present disclosure may allow a network
adminmistrator and/or one or more users in the network to
manage and enforce network access policies relevant to all
stakeholders wvia asset(s) 104 operating independently,
regardless ol whether all assets 104 (e.g., nodes and/or
devices 1n network 102) include tools, modules, etc., for
managing such access.

To implement embodiments of the disclosure, network
102 may include one or more assets 104 with memory for
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recording a blockchain 108 indicative of the DSA policy for
network 102 and/or other requirements for adjudicating a
request to access network 102. The term “blockchain™ refers

to a specific type of data or metadata recorded as a growing
list of records, called blocks, which are linked to each other 5
using cryptography. It i1s possible for multiple blocks to
depend from a single block, with diverging chains within
blockchain 108 being referred to as “sidechains.” Each block

1s associated with a cryptographic hash of the previous
block, timestamp, and transaction data for the block. 10
Although only two assets 104 in network 102 are explicitly
shown to include blockchain 108 1n FIG. 1, this 1s solely for
case of illustration. It 1s possible for only one, multiple, or
all assets 104 1n network 102 to include respective block-
chains 108 1n various embodiments. Each blockchain 108 1s 15
used to maintain a distributed ledger 110 via cloud comput-
ing over network 102, and local sidechains within block-
chain 108 are maintained within network 102. Every trans-
action (1.e., adjudication of a given candidate node 106) may

be defined as an additional stakeholder requirement for 20
network 102 via distributed ledger 110. Within blockchain
108 of each asset 104, lesser sidechains are tailored to be
within the capability of process and memory within asset
104 1tself. Simple transactions based on lower layer network
interaction may be built mnto a customized sidechain for 25
asset 104 reflecting 1its DSA compliance and audit trail. To
cllectively audit each asset 104 and ensure continual com-
pliance, asset(s) 104 may use various types of metadata to
build a spectrum profile including, e.g., spatial data, tem-
poral data, and/or spectral data 1n node negotiations, and 30
may incorporate these types of data into blockchain 108. The
metadata mncorporated mto blockchain 108 may also include
time and location-based data. Temporal and spatial data 1s
collected via updates to blockchain 108 as needed {for
synchronization between assets 104 and direction of net- 35
work traflic respectively. Spectral metadata 1s acquired as
assets 104 broker exchanges into and within network 102.
Distributed ledger 110 may be continuously transmitted to a
global ledger 112 via the internet, such that global ledger 112
may routinely update and modify distributed ledger 110 and 40
blockchain 108 where appropriate.

In system 100, spectrum profiles are iitially generated
locally at each asset 104 by compiling a local set of
metadata. The metadata for constructing a spectrum access
profile may be generated through the sensing of the local 45
clectromagnetic operating environment and the monitoring
ol network parameters and/or network statistics via block-
chain 108. An example process for constructing a spectrum
profile 1s to locally collect the prionty frequency band signal
metadata, e.g., Signal to Noise Ratio (SNR), Receive Signal 50
Strength Indicator (RSSI), and/or in-band and out-of-band
power levels for asset(s) 104 or other portions of network
102. The frequency band signal data may be aggregated with
the network ontology data such as packet round trip time, Bit
error rates, number of correctly received bits, Jitter, latency, 55
and node busyness measured at various assets 104. However
generated, the metadata may be compiled at asset(s) 104 into
blockchain 108 and adjudicated against quality of service
(QoS) and/or service application requirements, governance,
and regulations of network 102 to ensure compliance. Such 60
requirements may be stored, e.g., elsewhere 1n blockchain
108, within distributed ledger 100, and/or within global
ledger 112.

FI1G. 1 1llustrates network 102 as a distributed network of
assets 104, each of which may include corresponding block- 65
chain(s) 108, to demonstrate how a multi-tier digital ledger
system 15 operable to adjudicate the granting or demal of

6

access to candidate assets 106. In the example of FIG. 1,
system 1ncludes tiers of digital ledgers and/or blockchain(s)
108, 110, 112. FEach asset 104 1s capable of managing and
generating local metadata via 1ts own blockchain 108. This
local metadata 1s aggregated across network 102 and
updated via distributed ledger 110. Regulatory data 1s man-
aged and aggregated to the network level across network
102, and other networks 102 (not shown) via global ledger
112.

FIG. 2 provides a schematic view of an example asset 104
of network 102. Asset 104 includes various subcomponents
for adjudicating the admission of denial of candidate asset(s)
106 (FIG. 1) to network 102 (FIG. 1) as described herein.
Network asset 104 may take the form of any conceivable
computing device having a processor and memory config-
ured to perform various functions. In still further embodi-
ments, network asset 104 may include multiple computing
devices and/or sub-computing devices configured to per-
form various functions independently, as part of a distinct
asset 104 on network 102.

Each asset 104 may include a combination of software
and hardware to provide, e.g., an adjudication manager 114
for controlling whether candidate asset(s) 106 (FIG. 1) will
be granted access to network 102 (FIG. 1), a detection
service 116 for detecting whether any candidate asset(s) 106
seek to access network 102, a communication service 118
for communicating with other assets on network 102, and a
wireless network interface 120 to provide access to the
internet and/or various forms ol external media. These
computer programs may work independently and/or in con-
junction with each other to regulate the admission or denial
of candidate assets 106 to provide a protected, controllable,
auditable, Quality of Service (QoS) aware wireless commu-
nication or data exchanging network environment.

Adjudication manager 114 of network asset 104 may
provide, e.g., features for automated policy management
which integrates the DSA policy of network 102 with
regulatory and stakeholder requirements. Adjudication man-
ager 104 may be responsible for integrating metadata and
policies from each of blockchain 108, distributed ledger 110
and/or global ledger 112 for automated policy management.
Adjudication manager 104 will also automatically output
spectrum access rules to a spectrum dependent radio system
for network access 104. In another non-limiting example,
adjudication manager 114 may enable validation feedback to
authorized regulators and stakeholders in communication
with network 102, e.g., via the internet, to allow validation
by spectrum regulators and stakeholders. Method details for
how adjudication manager 114 may provide these features
are described elsewhere herein, e.g., relative to FIGS. 3 and
7.

Network asset 104 may include various other compo-
nents, which may take the form of hardware and/or software,
for providing communication with other devices via network
104 and/or other data connections. Detection service 116
may include hardware components (e.g., near-field commu-
nication, wireless fidelity (Wi1-F1) networking, wired con-
nections, etc.) and/or associated algorithms for 1dentifying
candidate asset(s) 106 seeking to access network 102. Detec-
tion service 116 further may include a suite of sensing
algorithms and data fusion functions to collect, parse, and
define, with a specifically adaptable fidelity, the electromag-
netic operating environment where candidate asset(s) 106
may be detectable. Communication service 118 may provide
an adaptable wireless and/or wired communications 1nfra-
structure to mstantiate wireless data transactions via network
102. These transactions include, but are not limited to, video,
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voice, text, and/or network metadata. Communication ser-
vice 118 may take the form of any currently known or later
developed communications inirastructure for enabling com-

munication between assets 104 of network 102, and between
asset(s) 104 and other devices included on network 102.
Asset(s) 104 may also include wireless network interface
120 to enable communications and/or access between
asset(s) 104 and devices outside network 102. Wireless
network interface may work in conjunction with spectrum
requirements and/or various limiting factors of the spectrum
dependent system hardware. For example, rules and policies
generated by adjudication manager 114 may include provi-
s10ns pertaining to radio systems frequency ranges such that
no policies and/or rules will be validated to request a radio
system tune outside its operating range(s).

Turning to FIG. 3, embodiments of the disclosure may be
implemented through the use of a computing device 200.
Computing device 200 may be integrated into network
asset(s) 104 and/or other components described herein, or
may be an independent component connected to one or more
devices within network 102. According to another example,
computing device 200 may be connected to or otherwise part
of asset(s) 104. Computing device 200 1s shown connected
to network 102, multiple assets 104, and candidate asset 106
in the example embodiment shown 1n FIG. 3. Computing
device 200 may include a processor unit (PU) 208, an
input/output (I/0) interface 210, a memory 212, and a bus
214. Further, computing device 200 1s shown 1n communi-
cation with an external I/O device 216 and a storage system
218. External I/O device 216 may be embodied as any
component for allowing user interaction with computing
device 200. Adjudication manager 114 may be included
wholly or partially within memory 212 of computing device
200, which in turn may represent at least a portion of one
asset 104. Adjudication manager 114 can execute an adju-
dication program 220, which 1n turn can include various
modules 222, e.g., one or more soltware components con-
figured to perform different actions, including without limi-
tation: a calculator, a determinator, a comparator, etc. Mod-
ules 222 can implement any currently known or later
developed analysis technique for adjudicating whether to
permit or deny access of candidate asset 106 to network 102.
As shown, computing device 200 may be 1n communication
with other assets 104 for sending and/or receiving various
forms of data to implement the functions of adjudication
manager 114. Thus, computing device 200 1n some cases
may operate as a part of each asset 104, while 1n other cases
the same computing device 200 may be an intermediate
component (1.¢., communication device 110) between two or
more assets 104.

Modules 222 of adjudication manager 114 can use cal-
culations, look up tables, and similar tools stored 1n memory
212 for processing, analyzing, and operating on data to
perform their respective functions. In general, PU 208 can
execute computer program code, such as “NMS 206,” which
can be stored in memory 212 and/or storage system 218.
While executing computer program code, PU 208 can read
and/or write data to or from memory 212, storage system
218, and/or I/O mterface 210. Bus 214 can provide a
communications link between each of the components 1n
computing device 200. I/O device 216 can comprise any
device that enables a user to mteract with computing device
200 or any device that enables computing device 200 to
communicate with the equipment described herein and/or
other computing devices. I/O device 216 (including but not
limited to keyboards, displays, pointing devices, etc.) can be
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coupled to asset(s) 104/computing device 200 either directly
or through intervening 1/0 controllers (not shown).
Memory 212 can include a cache of data 300 organized
for reference by adjudication manager 114. As discussed
clsewhere herein, computing device 200 can send, receive,
and/or rely various types of data 300, including metadata

pertaining to other devices of network 102. Data 300 thus
may be classified into multiple fields and, where desired,

sub-fields within each field of data 300. Data 300 may be

provided to and/or from asset 104, e¢.g., via network 102
and/or I/O device 216. To exchange data between multiple
assets 104, computer system 200 may be communicatively
connected to other communication features of asset 104
(e.g., detection service 116 (FIG. 2), communication service

118 (FIG. 2) and/or wireless network interface 120 (FIG. 2)).

In some cases, these communication features may also be
contained within memory 212 of computer system 200.

Communications data 300 can optionally be organized
into a group of fields. In some cases, communications data
300 may include various fields indicative of requirements
for being admitted to, and operating within, network 102
alter candidate device 106 1s admitted thereto. For example,
communications data 300 may include spectrum profile
metadata 302 for defining acceptable frequencies, band-
widths, power consumption characteristics, signal modula-
tions, packet overhead, other wavelorm properties, etc. In an
example embodiment, blockchain 108 (FIG. 1) may be
configured to store spectrum profile metadata 302. Data 300
may also include transaction metadata 304 including, e.g.,
spatial, temporal, spectral, and security characteristics of
network 102. In an example embodiment, distributed ledger
110 (FIG. 1) may be configured to store transaction metadata
304. Data 300 may also include regulatory and stakeholder
metadata (simply “regulatory metadata” hereafter) 306
including, e.g., Federal Communications Commission
(FCC) and National Telecommunications and Information
Admuinistration (NTIA) access rules and/or decisions, user
requirements, and others. Each type of data 300, however
embodied, may be accessible to a policy management pro-
gram 224, which 1n turn may operate as a sub-program
within adjudication program 220. Data 300 may be mixed
and parsed using policy management program 224 as it
interfaces with a local static database, e.g., via the iternet,
to store regulatory and stakeholder access decisions. Policy
management program 224 thus may output spectrum access
rules directly to asset(s) 104 and/or candidate asset(s) 106,
and may permit regulatory and stakeholder validation feed-
back triggers via internet communication.

Computing device 200, and/or asset(s) 104 which include
computing device 200 thereon, may comprise any general
purpose computing article of manufacture for executing
computer program code installed by a user (e.g., a personal
computer, server, handheld device, etc.). However, it 1s
understood that computing device 200 1s only representative
ol various possible equivalent computing devices that may
perform the various process steps of the disclosure. To this
extent, 1n other embodiments, computing device 200 can
comprise any specific purpose computing article of manu-
facture comprising hardware and/or computer program code
for performing specific Tunctions, any computing article of
manufacture that comprises a combination of specific pur-
pose and general purpose hardware/soltware, or the like. In
cach case, the program code and hardware can be created
using standard programming and engineering techniques,
respectively. In one embodiment, computing device 200
may include a program product stored on a computer
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readable storage device, which can be operative to adjudi-
cate requests from candidate asset(s) 106 for admission to
network 102.

FIG. 4 provides a schematic view of policy management
program 224 1llustrating policy manager program 224 as a
submodule of the adjudication program 114 (FIG. 2). Policy
management program 224 operates to generate and enforce
network service requirements to adjudicate whether candi-
date asset(s) 106 will be admitted to network 102. Addi-
tionally, policy management program 224 may notily user(s)
of network 102 as well as regulators and stakeholders of
network conditions. Policy management program 224 may
refer to and/or act on data 300, including digital ledger
metadata from various digital ledgers and/or blockchains
108, 110, 112 (FIG. 1) via a metadata interface 310. Policy
management program 224 similarly may use a policy inter-
face 312 to access and use regulatory and stakeholder policy
database(s) 314, which may be accessible via internet and/or
otherwise stored 1n memory 212 (FIG. 3) of asset(s) 104.
Policy management program 224 may also include a radio
controller 316 to access and operate a spectrum dependent
system. Radio controller 316 may define all or part of a
software defined radio (SDR), and thus may be responsible
for accessing a front end of asset(s) 104 and/or data plane via
applications that do not require radio certification. Radio
controller 316 may run procedures to set the configuration of
radio hardware and/or software, make requests to gather
radio metrics, gather spectrum data, pull location informa-
tion, and asses radio capabilities.

Policy management program 224 may additionally
include various subcomponents or sub-modules for allowing
communication between metadata interface 310, policy
interface 312, and/or radio controller 316. Example subcom-
ponents of policy management program 224 may include,
¢.g., a policy mixer/manager module 318, a policy enforcer
module 320, and/or a metadata reasoner module 322. Policy
mixer/manager module 318 provides policy verifications
and authorizations within asset 104 for policies transmitted
from regulator and/or stakeholder policy database 314.
Policy mixer/manager 318 can make quality of service
(QoS) decisions based on optimization rulesets and the
generation of conformance parameters, update and load new
policies, request transmission parameter approvals, and/or
collect QoS metrics from the radio operations undertaken
via radio controller 316. Policy enforcer module 320 can
monitor requests for transmission requirements, policy
changes, and rulesets, 1ssues and track radio control opera-
tions undertaken with radio controller 316, and ensure
policy compliance during operation of asset(s) 104. Meta-
data reasoner module 322 may resolve contlicts between
not-agreeing metadata using predetermined conflict resolu-
tion methods, fuse and/or parse all received forms of data
300, and/or operate as a node-local data storage for data 300,
including each type of metadata described herein.

FIG. 5 provides a schematic view of detection service for
asset(s) 104, and subcomponents thereof. Detection service
116 may be provided on a computing device 1n communi-
cation with adjudication program 114 and/or asset(s) 104, or
may be a wholly or partially independent component of
network 102. As shown 1n FIG. 5, detection service 116 1s
configured to detect candidate asset(s) 106 desiring to oper-
ate on network 102, and thus may include various subcom-
ponents for collecting, parsing, and/or defining, with a
specifically adaptable fidelity, the electromagnetic operating
environment for candidate asset(s) 106 before they may be
admuitted to network 102. Detection service 116 may extract
spectrum data for candidate asset(s) 106 using detection

10

15

20

25

30

35

40

45

50

55

60

65

10

algorithm(s) 324 via a radio front end 326 that 1s controlled
by a hardware controller module 328. Once spectrum data
for candidate asset(s) 106 has been collected it may be
managed, parsed, and stored 1n a data fusion center 330, e.g.,
a subdivision of memory 212 (FIG. 3) configured for com-
bining the mcoming spectrum data with relevant data of
network 102 and/or asset(s) 104 for analysis. A detection
coordinator 332 may coordinate data transaction arising
from each detected candidate asset 106. A network controller
334 may thereafter transmit the transaction data for each
candidate asset 106 to other asset(s) 104 and/or other
components of network 102 via radio front end 326.

FIG. 6 provides a schematic view of communication
service 118 and various sub-components thereol. Commu-
nication service 118 may be configured to provide an
adaptable wireless communications infrastructure needed
for completing any of the various wireless data exchange
transactions 1n embodiments of the disclosure.

Communication service 118 may provide, e.g., an adapt-
able high throughput ultra-low latency data plane with
various sub-modules, e.g., user application and transport
layers 338, an adaptable network layer 340, an adaptable
link layer 342, and/or an adaptable physical layer 344 1n
combination with conventional network layers 348 and/or
conventional media layers 350. Communication service 118
may also include, e.g., a cross-functional media access
controller 352, and/or a radio front end 354. Radio front end
may be independent from radio front end 326 of detection
service 116 (FIGS. 1, 5), or in some cases may be part of
radio front end 326. Network and media layers 348, 360 of
communication service may be used to transport each type
of data 300 (FIGS. 1, 3, 4) across network 102, and may
allow for transactions and/or exchange of information with
global ledger 112. Adaptable layers 340, 342, 344 by con-
trast are prioritized to meet QoS requirements based on the
service requirements of user applications on asset(s) 104
and/or candidate asset(s) 106. User applications on asset(s)
104 and/or candidate asset(s) 106 may provide cross-func-
tional media access controller 352 with intended service
parameters, thereby allowing controller 352 to make opti-
mization decisions in terms of how communication service
118 may optimize QoS, regulations, and user requirements.
For example, adaptable network layer 340 will have the
ability to switch between a TCP/IP service and/or a UDP
service during run time. Adaptable link layer 342 may have

the ability to configure itself for Time Division Multiple
Access (IDMA) or Code Division Multiple Access

(CDMA). Adaptable physical layer 344 may have the ability
to provide Orthogonal Frequency Division Multiplexing
(OFDM) or Binary Phase Shift Keying (BPSK). Cross-
functional access controller 352 thus may provide cross-
layer mechanisms to allow for reconfiguration of each
sub-component 1n communication service 118 while per-
forming consistent monitoring of the QoS, regulations, and
user requirements for network 102.

Referring now to FIG. 7, with continued reference to
FIGS. 2-6, embodiments of the disclosure provide a method
for managing access policies to determine whether candidate
asset(s) 106 will be allowed access to network 102. A
generalized method according to the disclosure may include,
¢.g., using asset(s) 104 to detect at least one candidate asset
106 attempting to enter network 102 from an external
network, constructing a spectrum profile for network 102
based on metadata for transactions between other asset(s)
104 within network 102, applying the access policy with the
spectrum profile to candidate asset(s) 106, and admitting
candidate asset(s) 106 to network 102 1n response to suc-
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cessiully applying the access policy. These processes may
include various sub-processes and additional steps, and an
example method according to the disclosure 1s discussed
herein.

After beginning the operation of adjudication program
114 (“‘Start” in FIG. 7), methods according to the disclosure
may include process P1 of causing one or more asset(s) 104
to run detection service 116 (FIGS. 2, 5). Detection service
116 may operate over periodic intervals and/or may operate
continuously as described herein. At process P2, detection
service 116 may inform adjudication service 114 of whether
any candidate asset(s) 106 are discovered and seek to enter
network 102. Where no candidate asset(s) 106 are detected
(1.e., “No” at process P2), the method may return to process
P1 of continuing to operate detection service 116. In the
event that at least one candidate asset 106 1s discovered (i.e.,
“Yes” at process P2), the method may proceed to further
processes P3-P11 of using asset(s) 104 to create an access
policy for network 102, and grant or deny access to candi-
date asset(s) 106. In some implementations ol process P2,
cach asset 104 1s running the detection service 116 while 1dle
or at predetermined intervals that mimmize and lag time for
node operations. From the detection service 116, each asset
104 may calculate and/or recalculate the spectral conditions
spatial to their location using hardware controller 328 (FIG.
5) to “direct” radio front end 326 (FIG. 5) to collect
spectrum statistics according to detection algorithms 324
(FIG. 5) and storing the metadata 1n various fields 302, 304,
306 of data 300. This information 1s shared amongst assets
104 of network 102 as metadata via detection coordinator
332 (FIG. 5). Candidate asset(s) 106 may be discovered by
direct requests transmitted network 102, ¢.g., using network
layers 348 (FIG. 6) and/or media layers 350 (FIG. 6) 1n
communication service 118 (FIGS. 2, 6) or via metadata
transmitted from detection service 116. In any case, network
102 may then mitiate adjudication service 114 to adjudicate
whether candidate asset(s) 106 will be authorized and able
to use the communication service of network 102.

Adjudication manager 114 may operate 1n further steps to
define an access policy of network 102 for candidate asset(s)
106, and adjudicate whether candidate asset(s) 106 will be
granted access to network 102. At process P3, one or more
asset(s) 104 will begin operating adjudication manager 114
to with respect to candidate asset(s) 106 discovered in
process P2. Before process P3 begins, adjudication manager
114 may operate 1n a dormant mode or, 1n some cases, may
be non-operational until being triggered by detection service
116. A technical benefit to methods of the disclosure 1s that
candidate asset(s) 106 may initially be admitted to network
102 quickly without authorization by a central controller
using security features of digital ledgers and/or blockchain
(s) 108, 110, 112 and corresponding metadata. Adjudication
manager 114 thus provides consistent spectrum manage-
ment, cyber protection, and/or monetization features across
network 102 while permitting consistent variations between
admuitted assets 104.

In process P3, adjudication manager 114 may use meta-
data stored within data 300 field of memory 212 to deter-
mine whether candidate asset(s) 106 under analysis will
comply with regulatory and stakeholder requirements, as
well as technical requirements, if granted access to network
102. To adjudicate candidate asset(s) 106 in process P3,
adjudication manager may refer to and/or use information
from spectrum profile metadata 302, transaction metadata
304, and/or regulatory metadata 306 accessible via memory
212, and/or the same or similar data as recorded 1n digital

ledgers and/or blockchains 108, 110, 112 (FIG. 1). Each type
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of referenced metadata may be 1ndicative of spatial, tempo-
ral, and/or spectral policies, and/or other requirements
including radio access rules where applicable. In some
cases, adjudication manager 114 may compile each available
form of metadata 1into an mitial spectrum profile and access
policy for candidate asset(s) 106. As noted elsewhere herein,
constructing a spectrum profile may include, e.g., compiling
and/or measuring parameters such as the SNR, RSSI, and
in-band and out-of-band power levels for asset(s) 104 and/or
other portions of network 102. Frequency band signal data
may be aggregated with the network ontology data includ-
ing, e.g., packet round trip time, Bit error rates, number of
correctly received bits, Jitter, latency, and/or node busyness
measured at various assets 104. Such data may be recorded
in blockchain 108 and adjudicated against quality of service
(QoS) and/or service application requirements, governance,
and regulations of network 102 to ensure compliance. In
some cases, adjudication manager 114 may continuously
monitor data 300 and digital ledgers and/or blockchains 108,
110, 112 to prepare a spectrum profile and access policy to
be used when adjudicating candidate asset(s) 106.

At process P4, adjudication manager 114 can evaluate
whether candidate asset 106 1s capable of operating under
the terms of the constructed access policy, including its
spectrum profile(s) for available communication across net-
work 102. The constructed access policy may represent, e.g.,
regulatory and stakeholder requirements while the spectrum
profile(s) more specifically characterize the technical capa-
bilities of network 102. Where candidate asset(s) 106 1s
capable of compliance (1.¢., “Yes” at process P4), candidate
asset(s) 106 is/are granted access to network 102 and
additionally may become new platforms for communication
service 118 (FIG. 6) to become a contributing member of
network 102 capable of adjudicating new assets. Where
candidate asset(s) 106 are not capable of compliance (i.e.,
“No” at process P4), candidate asset(s) 106 will not be
allowed to operate on network 102. At this stage, a user of
candidate asset(s) 106 may be informed of the demial and
prompted to make appropriate changes 1n technical and/or
other settings. Thereafter, the method optionally may pro-
ceed to process P6 (shown in phantom as optional) of
informing regulatory and/or stakeholder agencies that can-
didate asset(s) 106 attempted to access network 102. The
method may then return to process P1 for adjudication of
other candidate asset(s) 106.

At process P7, candidate asset(s) 106 which comply with
required access policies and spectrum profiles become
asset(s) 104 of network 102. Proceeding to process P8,
asset(s) 104 and/or a central controller of network 102 may
access newly admitted asset(s) 104 on network 102 to
provide, install, and/or otherwise modily communication
service(s) 118 (FIG. 6) on the newly admitted asset(s) 104.
Candidate asset(s) 106 which become asset(s) 104 of net-
work 102 are autonomously monitored for further compli-
ance with the regulatory and stakeholder requirements. At
process P9, adjudication manager 114 may determine
whether all asset(s) 104, or a subset of asset(s) 104 such as
newly admitted devices, are successiully operating on net-
work 102 and/or continuing to abide by the policies and
rules. Where adjudication manager 114 detects non-compli-
ance (1.e., “No” at process P9), non-compliant asset(s) 104
may revert to being candidate asset(s) 106 and process P3
may be re-implemented to determine whether to re-admait
candidate asset(s) 106 to network 102. In cases where
adjudication manager 114 detects continued compliance
(1.e., “Yes” at process P9), adjudication manager 114 may
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inform one or more regulatory and/or stakeholder agencies
of the admitted asset(s) 104 at process P10.

Even after asset(s) 104 have been granted access to
network 102 by existing asset(s) 104, it 1s possible for
regulatory and/or stakeholder agencies to actively monitor
the admitted asset(s) 104 to determine further compliance
with the access policies(s) of network 102. At process P11,
a regulatory and/or stakeholder agency may manually (e.g.,
via a user) or automatically (e.g., via an automated service)
determine whether admaitted asset(s) 104 are complying with
all policies. Where the regulatory and/or stakeholder agen-
cies detect continued compliance (1.e., “Yes” at process
P11), the method may return to process P8 of allowing
continued operation of communication service 118 by the
admitted asset(s) 104. Where the regulator and/or stake-
holder agencies detect non-compliance (1.e., “No” at process
P11), the method may proceed to process P35 of denying
turther access to the non-complying asset(s) 104 and noti-
tying other regulatory or stakeholder agencies 1n process P6.
The denied asset(s) 104 may then be re-adjudicated by other
asset(s) 104 as a candidate asset 106 when secking to
re-enter network 102.

[lustrations with respect to one or more 1mplementations,
alterations and/or modifications can be made to the 1llus-
trated examples without departing from the spirit and scope
of the appended claims. In addition, while a particular
feature may have been disclosed with respect to only one of
several implementations, such feature may be combined
with one or more other features of the other implementations
as may be desired and advantageous for any given or
particular function. Furthermore, to the extent that the terms
“including”, “includes™, “having”, “has™, “with”, or variants
thereol are used in either the detailed description and the
claims, such terms are intended to be inclusive in a manner
similar to the term “comprising.” The term *“at least one of”
1s used to mean one or more of the listed items can be
selected.

Notwithstanding that the numerical ranges and param-
cters setting forth the broad scope of embodiments are
approximations, the numerical values set forth 1n the specific
examples are reported as precisely as possible. Any numeri-
cal value, however, inherently contains certain errors nec-
essarily resulting from the standard deviation found in their
respective testing measurements. Moreover, all ranges dis-
closed herein are to be understood to encompass any and all
sub-ranges subsumed therein. For example, a range of “less
than 10” can include any and all sub-ranges between (and
including) the minimum value of zero and the maximum
value of 10, that 1s, any and all sub-ranges having a
mimmum value of equal to or greater than zero and a
maximum value of equal to or less than 10, e.g., 1 to 5. In
certain cases, the numerical values as stated for the param-
cter can take on negative values. In this case, the example
value of range stated as “less than 10 can assume negative
values, e.g. -1, -2, -3, =10, =20, =30, etc.

As used herein, the term “configured,” “configured to”
and/or “configured for” can refer to specific-purpose fea-
tures of the component so described. For example, a system
or device configured to perform a function can include a
computer system or computing device programmed or oth-
erwise modified to perform that specific function. In other
cases, program code stored on a computer-readable medium
(e.g., storage medium), can be configured to cause at least
one computing device to perform functions when that pro-
gram code 1s executed on that computing device. In these
cases, the arrangement of the program code triggers specific
functions in the computing device upon execution. In other
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examples, a device configured to interact with and/or act
upon other components can be specifically shaped and/or
designed to eflectively interact with and/or act upon those
components. In some such circumstances, the device 1is
configured to interact with another component because at
least a portion of 1ts shape complements at least a portion of
the shape of that other component. In some circumstances,
at least a portion of the device 1s sized to interact with at least
a portion of that other component. The physical relationship
(e.g., complementary, size-coincident, etc.) between the
device and the other component can aid in performing a
function, for example, displacement of one or more of the
device or other component, engagement of one or more of
the device or other component, etc.

In various embodiments, components described as being
“coupled” to one another can be joined along one or more
interfaces. In some embodiments, these interfaces can
include junctions between distinct components, and in other
cases, these interfaces can include a solidly and/or integrally
formed interconnection. That 1s, 1n some cases, components
that are “coupled” to one another can be simultanecously
formed to define a single continuous member. However, 1n
other embodiments, these coupled components can be
formed as separate members and be subsequently joined
through known processes (e.g., soldering, fastening, ultra-
sonic welding, bonding). In various embodiments, electronic
components described as being “coupled” can be linked via
conventional hard-wired and/or wireless means such that
these electronic components can communicate data with one
another.

The terminology used herein 1s for the purpose of describ-
ing particular example embodiments only and 1s not
intended to be limiting. As used herein, the singular forms
“a”, “an” and “the” may be intended to include the plural
forms as well, unless the context clearly indicates otherwise.
The terms “comprises,” “‘comprising,” “including,” and
“having,” are inclusive and therefore specily the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations,
clements, components, and/or groups thereotf. The method
steps, processes, and operations described herein are not to
be construed as necessarily requiring their performance in
the particular order discussed or illustrated, unless specifi-
cally identified as an order of performance. It 1s also to be
understood that additional or alternative steps may be
employed.

When an element or layer 1s referred to as being “on,”
“engaged to,” “connected to,” or “coupled to” another
clement or layer, 1t may be directly on, engaged, connected
or coupled to the other element or layer, or intervening
clements or layers may be present. In contrast, when an
clement 1s referred to as being “directly on,” “directly
engaged to,” “directly connected to,” or “directly coupled
to” another element or layer, there may be no intervening
clements or layers present. Other words used to describe the
relationship between elements should be interpreted in a like
fashion (e.g., “between” versus “directly between,” “adja-
cent” versus “directly adjacent,” etc.). As used herein, the
term “and/or” includes any and all combinations of one or
more of the associated listed 1tems.

The foregoing description of various aspects of the mven-
tion has been presented for purposes of illustration and
description. It 1s not intended to be exhaustive or to limait the
invention to the precise form disclosed, and obviously, many
modifications and variations are possible. Such modifica-
tions and variations that may be apparent to an individual in
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the art are included within the scope of the invention as
defined by the accompanying claims.

What 1s claimed 1s:
1. A method for managing access policies, the method
comprising;
detecting, via at least one asset included 1n a wireless
device network, at least one candidate asset attempting
to enter the wireless device network from an external
network, wherein a spectrum access protocol of the
wireless device network 1s diflerent from a spectrum
access protocol of the external network, and wherein
the at least one asset and the at least one candidate asset
cach include at least one device capable of communi-
catively exchanging data with other devices;

constructing a spectrum profile for the wireless device
network based on metadata for transactions between
assets 1n the wireless device network, wherein at least
one asset in the wireless device network includes a
blockchain for recording the metadata for transactions
between assets 1n the wireless data network:

applying an access policy including the spectrum profile

to the at least one candidate asset within the wireless
device network; and

admitting the at least one candidate asset to the wireless

device network in response to applying the access
policy to the at least one candidate asset.
2. The method of claam 1, wherein the blockchain
includes:
a primary blockchain for each transaction within the
network indicative of a stakeholder requirement; and

at least one sidechain associated with the primary block-
chain, the at least one sidechain including a transaction
indicative of lower-layer network interactions between
assets within the wireless device network.

3. The method of claim 2, wherein the access policy
turther includes a spectrum allocation rule.

4. The method of claim 3, further comprising;:

verifying compliance with the spectrum allocation rule

before admitting the at least one candidate asset to the
wireless device network: and

recording the verified compliance in the primary block-

chain after admitting the at least one candidate asset to
the wireless device network.

5. The method of claim 1, wherein the metadata includes
one of a frequency, a bandwidth, a power consumption, a
signal modulation, or a packet overhead.

6. The method of claiam 1, wherein constructing the
spectrum profile 1s further based on spatial data, temporal
data, and spectral data included within a transaction between
assets within the wireless device network.

7. The method of claim 1, wherein the access policy
turther includes a security policy or a monetization policy.

8. A computer program product stored on a non-transitory
computer readable storage medium, the computer program
product comprising program code, which, when being
executed by at least one computing device, causes the at
least one computing device to:

detect, via at least one asset included 1n a wireless device

network, at least one candidate asset attempting to enter
the wireless device network from an external network,
wherein a spectrum access protocol of the wireless
device network 1s different from a spectrum access
protocol of the external network, and wherein the at
least one asset and the at least one candidate asset each
include at least one device capable of communicatively
exchanging data with other devices;
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construct a spectrum profile for the wireless device net-
work based on metadata for transactions between assets
in the wireless device network, wherein at least one
asset 1n the wireless device network includes a block-
chain for recording the metadata for transactions
between assets 1n the wireless data network;

apply an access policy including the spectrum profile to

the at least one candidate asset within the wireless
device network; and

admitting the at least one candidate asset to the wireless

device network in response to applying the access
policy to the at least one candidate asset.

9. The computer program product of claim of claim 8,
wherein the blockchain includes: a primary blockchain for
cach transaction within the network indicative of a stake-
holder requirement; and

at least one sidechain associated with the primary block-

chain, the at least one sidechain including a transaction
indicative of lower-layer network interactions between
assets within the wireless device network.

10. The computer program product of claim 9, wherein
the spectrum profile includes: a primary blockchain for each
transaction within the network indicative of a stakeholder
requirement; and

at least one sidechain associated with the primary block-

chain, the at least one sidechain including a transaction
indicative of lower-layer network interactions between
assets within the wireless device network.
11. The computer program product of claim 10, wherein
the access policy turther includes a spectrum allocation rule.
12. The computer program product of claim of claim 8,
wherein the metadata includes one of a frequency, a band-
width, a power consumption, a signal modulation, or a
packet overhead.
13. The computer program product of claim of claim 8,
wherein constructing the spectrum profile 1s further based on
spatial data, temporal data, and spectral data included within
a transaction between assets within the wireless device
network.
14. The computer program product of claim of claim 8,
wherein the access policy further includes a security policy
or a monetization policy.
15. A computing device configured to perform a method
by performing actions including:
detecting, via at least one asset included in a wireless
device network, at least one candidate asset attempting
to enter the wireless device network from an external
network, wherein a spectrum access protocol of the
wireless device network 1s different from a spectrum
access protocol of the external network, and wherein
the at least one asset and the at least one candidate asset
cach include at least one device capable of communi-
catively exchanging data with other devices;

constructing a spectrum profile for the wireless device
network based on metadata for transactions between
assets 1n the wireless device network, wherein at least
one asset 1 the wireless device network includes a
blockchain for recording the metadata for transactions
between assets 1n the wireless data network;

applying an access policy including the spectrum profile

to the at least one candidate asset within the wireless
device network; and

admitting the at least one candidate asset to the wireless

device network in response to applying the access
policy to the at least one candidate asset.

16. The system of claim 15, wherein the blockchain
includes:
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a primary blockchain for each transaction within the
network indicative of a stakeholder requirement; and

at least one sidechain associated with the primary block-
chain, the at least one sidechain including a transaction
indicative of lower-layer network interactions between
assets within the wireless device network.

17. The system of claim 15, wherein the access policy
turther includes a spectrum allocation rule.

18. The system of claim 15, wherein the metadata
includes one of a frequency, a bandwidth, a power consump-
tion, a signal modulation, or a packet overhead.

19. The system of claim 135, wherein constructing the
spectrum profile 1s further based on spatial, temporal, and
spectral data included within a transaction between assets
within the wireless device network.

20. The system of claim 15, wherein the access policy
turther includes a security policy or a monetization policy.
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