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(57) ABSTRACT

Provided 1s a smart card that can prevent malfunction 1n the
smart card and improve stability of radio frequency com-
munication by removing interference of an AC signal gen-
erated at the antenna terminal of the smart card. The smart
card includes: a dual antenna configured of a first antenna
and a second antenna for performing radio frequency com-
munication with a card reader; an IC chip electrically
connected to the first antenna to perform radio frequency
communication through the first antenna; a power genera-
tion unit for generating DC power by converting a radio
frequency signal received through the second antenna; a
control unit for receiving the DC power generated from the
power generation unit to control various modules; and a
cut-ofl unit arranged between the first antenna and the IC
chip to cut ofl a radio frequency signal received through the
first antenna under the control of the control unit.

7 Claims, 5 Drawing Sheets

115

130 |

MCU




U.S. Patent Mar. 8, 2022 Sheet 1 of 5 US 11,270,181 B2

FIG. 1
Prior Art

10T 104

20 20

| ' chip circuit

KFI1G. 2
Prior Art



U.S. Patent Mar. 8, 2022 Sheet 2 of 5 US 11,270,181 B2

115

110..1

\‘ CHIP MCU //

141 L3




U.S. Patent Mar. 8, 2022 Sheet 3 of 5 US 11,270,181 B2

ISFLAY 83 l 1 151 ]

1101




U.S. Patent Mar. 8, 2022 Sheet 4 of 5 US 11,270,181 B2

110

P10 110_2

e sl el s el sl sl

-
i
iy

r—ﬂuﬂumuu‘.uuﬂ.[



U.S. Patent Mar. 8, 2022 Sheet 5 of 5 US 11,270,181 B2

FI1G. 6



US 11,270,181 B2

1
SMART CARD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to Korean Patent Appli-

cation No. 10-2020-0076878, filed on Jun. 24, 2020, the
disclosure of which 1s incorporated herein by reference 1n 1ts
entirety.

BACKGROUND OF THE INVENTION

Field of the Invention

The present mvention relates to a smart card, and more
particularly, to a method of activating and deactivating a
smart card by controlling an antenna terminal of the smart
card.

In addition, the present invention relates to a smart card,
which prevents malfunction of the smart card, and improves
stability of radio frequency communication by removing
interference of an AC signal generated at the antenna
terminal of the smart card.

Background of the Related Art

Generally, a smart card 1s called an NFC card, an IC card,
or the like, and the smart card 1s classified as a contact card
or a contactless card according to the method of communi-
cating with a card reader. The contact card means a card that
can communicate with the card reader by touching a gold-
plated contact surface on the card reader, and the contactless
card means a card that can communicate with the card reader
in a radio frequency method using a wireless antenna
embedded 1n the card. In addition, there are combi cards and
hybrid cards 1n which both contact and contactless cards are
combined.

A card reader recognizes a contactless card, 1n particular,
a smart card, located at a short distance using a radio
frequency signal. The card reader and the smart card may
exchange mnformation through radio frequency signals. In
the smart card, supply of power for driving an integrated
circuit chip (IC chip) in the card 1s made through electronic
coupling of a wireless antenna, and the smart card uses an
clectromagnetic induction method to communicate with a
card reader. That 1s, when the smart card approaches the card
reader, an induction electromotive force 1s generated at the
wireless antenna, and the card reader may read information.
Accordingly, since the contactless smart card has no direct
contact with the external environment 1t 1s robust, and since
the contactless smart card operates only by approaching
within a predetermined distance with no need for being
inserted 1nto or contacting the card reader, convenience and
utilization of using the card are excellent.

A conventional structure proposed for the power supply
function and information exchange of a smart card will be
described.

FIGS. 1 and 2 are views showing the structure of a
conventional smart card including an electronic card.

Referring to FIGS. 1 and 2, as a conventional smart card
having a general electronic circuit embedded therein, a
general circuit 30 for supporting a specific application
tfunction 1s added to a smart card chip 20, and the smart card
chup 20 and the general circuit 30 are supplied with power
through antennas 10_1 and 10_2, and perform radio ire-
quency communication with an external card reader.
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At this point, the antenna 10_1 and the smart card chip 20
are electrically connected, and the electrical connection

between the antenna 10_1 and the smart card chip 20 may
be turned on and off through a switch 25. The switch 25 may
be turned on and off by the control of the general circuit 30
connected through a connection line 31. FIG. 1 shows a case
of connecting the switch 25 and the smart card chip 20 1n
series 1n the smart card, and FIG. 2 shows an example of
connecting the switch 25 and the smart card chip 20 1n
parallel 1n the smart card.

Such a conventional smart card has a problem 1n that the
general circuit 30 1s damaged as the AC signal of a radio
frequency received through the antenna 10_1 flows back
through the connection line 31 while performing radio
frequency communication with an external card reader. This
damage causes a malfunction of the smart card.

SUMMARY OF THE INVENTION

Accordingly, the present invention has been made 1n view
of the problems occurring 1n the prior art, and 1t 1s an object
of the present invention to provide a smart card which
prevents malfunction of the smart card including an elec-
tronic circuit and improves stability of radio frequency
communication by removing interference of an AC signal
generated at the antenna terminal of the smart card.

To accomplish the above object, according to an aspect of
the present invention, there 1s provided a smart card com-
prising: a dual antenna configured of a first antenna and a
second antenna for performing radio frequency communi-
cation with a card reader; an IC chip electrically connected
to the first antenna to perform radio frequency communica-
tion through the first antenna; a power generation unit for
generating DC power by converting a radio frequency signal
received through the second antenna; a control umt for
receiving the DC power generated from the power genera-
tion unit to control various modules; and a cut-off unit
arranged between the first antenna and the IC chip to cut off
a radio frequency signal received through the first antenna
under the control of the control unait.

In addition, the cut-off unit may include: a rectifier for
rectifying the radio frequency signal received through the
first antenna; and a switch for connecting an output terminal
of the rectifier to a ground according to a control signal of
the control unit.

Here, when the control signal 1s provided at a low level
indicating a deactivation state of the IC chip, the switch may
be turned on.

On the contrary, when the control signal 1s provided at a
high level indicating an activation state of the IC chip, the
switch may be turned ofl. Accordingly, the radio frequency
signal recerved through the first antenna may be provided to
the IC chip, and the radio frequency signal provided to the
cut-oil unit may be rectified into DC power and cut off from
the ground.

In addition, the smart card may further comprise: a
built-in battery for storing the DC power generated by the
power generation unit and supplying DC power required for
operation of the various modules under the control of the
control unait.

Here, the various modules may be one or more among a
user 1nterface, a display, a fingerprint recognition module,
and a wireless power charging module.

In another embodiment, the cut-ofl unit may include: a
rectifier for rectifying the radio frequency signal recerved
through the first antenna and a switch connected to a
capacitor to connect the radio frequency signal received
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through the first antenna to the ground through the capacitor
under the control of the control unit, wherein the ground of
the rectifier 1s commonly connected to the ground of the
switch and the control unit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1 and 2 are views showing the structure of a
conventional smart card including an electronic card.

FIG. 3 1s a view showing the structure of a smart card
according to an embodiment of the present invention.

FIG. 4 1s a view showing the structure of a smart card
according to another embodiment of the present invention.

FIG. 5 1s a view showing the structure of a smart card
according to another embodiment of the present invention.

FIG. 6 1s a view briefly showing the operation of a cut-oil
unit i the switching state of FIG. 5.

110 _1, 110_2: Dual antenna
120: IC chip

140, 240: Cut-off unit

143, 243 1, 243_2: Switch

115: Power generation unit
130: Control unit
141, 241: Rectifier

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

(Ll

Hereinafter, preferred embodiments of the present inven-
tion will be described 1n detail with reference to the accom-
panying drawings in order to clarity the techmical spirit of
the present invention. In describing the present invention,
when 1t 1s determined that detailed descriptions of related
well-known functions or components may unnecessarily
obscure the subject matters of the present invention, detailed
descriptions thereof will be omitted. In the drawings, ele-
ments having practically the same functional configuration
are assigned the same reference numerals and symbols as
possible although they are displayed in different drawings.
For convenience of explanation, the device and the method
are described together.

Hereinatter, preferred embodiments of the present inven-
tion will be described with reference to the accompanying,
drawings.

FIG. 3 1s a view showing the structure of a smart card
according to an embodiment of the present mvention, and
FIG. 4 1s a view showing the structure of a smart card
according to another embodiment of the present invention.

Referring to FIG. 3, the smart card may include a dual
antenna 110_1 and 110_2 configured of a first antenna 110_1
and a second antenna 110_2, a power generation unit 115, an
IC chip 120, a control unit 130, and a cut-ofl unit 140.

The dual antenna 110_1 and 110_2 may perform radio
frequency communication with an external card reader.
Here, the radio frequency communication i1s performed
through a near field communication (NFC) module (not
shown), which 1s a communication technique for exchang-
ing various wireless data within a short distance less than 10
cm. Here, NFC 1s a next-generation short-range communi-
cation technique attracting attention as the security 1s rela-
tively excellent owing to the short communication distance

and low price. Accordingly, power supply and information
exchange with the card reader through the radio frequency
communication can be performed 1n a contactless manner
using the dual antenna 110_1 and 110_2.
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The first antenna 110_1 1s electrically connected to the IC
chip 120 and may perform radio frequency communication
between the IC chip 120 and the card reader.

The second antenna 110_2 1s ultimately electrically con-
nected to the control unit 130 and may perform radio
frequency communication with the control unit 130.

As the dual antenna 110_1 and 110_2 1s configured to
perform radio frequency communication between the IC
chip 120 and the control unit 130 while they have a structure
physically separated from each other, stability of the radio
frequency communication between the card reader and the
smart card 1s improved, and the smart card may have an
ellect of increasing the amount of power received from the
card reader.

The power generation unit 115 may be disposed between
the second antenna 110 2 and the control unit 130 to convert
the radio frequency signal received through the second
antenna 110_2 to generate and supply DC power. Since the
radio frequency signal received through the second antenna
110_2 1s an AC signal, 1t needs to convert the AC signal 1nto
DC power for operating the control unit 130.

Accordingly, the power generation unit 115 may convert
the radio frequency signal that the second antenna 110_2
receives into DC power. The power generation unit 115 may
be configured as a rectifying circuit using four diodes
bridge-coupled by a full-wave rectifying method.

The IC chip 120 may be activated through a radio
frequency signal recerved from the first antenna 110_1. The
IC chip 120 may include a rectifier for rectifying a radio
frequency signal received from the first antenna 110_1 into
DC power, a microprocessor unit (MPU) having a calcula-
tion function of 1ts own, a read only memory (ROM) which
1s a non-volatile memory for storing a chip operation system
(COS), an electrically erasable programmable read only
memory (EEPROM) which 1s a non-volatile memory for
storing an application program and 1ts data, a random access
memory (RAM) which 1s a volatile memory for temporarily
storing data including various variables, and an mmput and
output interface for exchanging data with the outside of the
IC chip 120.

In addition, the IC chip 120 may be implemented to
further include a secure element. Here, the secure element
may include a unmiversal integrated circuit card (UICC), an
embedded SE (eSE), and a micro SD. In addition, since the
secure element has its own encryption system and 1s pro-
vided to be separate from the control unit 130, 1t 1s robust to
hacking or the like and thus 1s highly secure. Accordingly,
information that requires high security may be stored in the
secure element.

The control unit 130 1s an electronic circuit and may
include a microcontroller umt (MCU) 1n the form of a
printed circuit or a chip. It may receive DC power from the
power generation unit 115 to operate.

Accordingly, the control unit 130 may control the overall
operation of the smart card. That 1s, the control unit 130 may
control operation of various application modules added to
the smart card.

Retferring to FIG. 4, For example, when the smart card
additionally configures a display 152 that supports a balance
display function, the control unit 130 may be configured to
control a function for operating the display 152 through data
exchange with the IC chip 120.

In addition, the control unit 130 may output a control
signal to the cut-ofl unit 140 to deactivate the 1C chip 120.

For example, when wireless power charging of the smart
card 1s performed through a wireless power charging device,
the control unit 130 may output a control signal so that the
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cut-oil unit 140 1s turned on to deactivate the IC chip 120.
As the wireless power charging (WPC) uses a frequency of
high frequency domain unlike data communication, there 1s
a possibility that the IC chip 120 may be damaged by the
ellect of a radio frequency signal. Accordingly, the control
unit 130 prevents such damage by deactivating the IC chip
120.

As another example, when the smart card additionally
configures a fingerprint recognition module 154, which 1s a
security module, the control unit 130 may output a control
signal for turning on the cut-ofl unit 140 to deactivate the 1C
chip 120 when a fingerprint does not match.

The cut-off unit 140 may be disposed between the first
antenna 110_1 and the IC chip 120 to cut off radio frequency
signals received through the first antenna 110 _1 under the
control of the control unit 130. The cut-off unit 140 may
include a rectifier 141 and a switch 143.

The rectifier 141 may rectity a radio frequency signal
received through the first antenna 110_1 into DC power. The
rectifier 141 may be configured of a full-wave rectifying
circuit, 1n which four diodes are connected 1n the form of a
bridge. Accordingly, the AC signal recerved at both ends
[.1/1.2 of the rectifier 141 can be output as full-wave rectified
DC power.

Accordingly, the rectifier 141 may supply rectified DC
power to the switch 143 by rectifying a radio frequency
signal recerved through the first antenna 110_1 without
regard to the radio frequency signal provided to the IC chip
120.

The switch 143 may connect the output terminal of the
rectifier 141 to the ground according to a control signal of
the control unit 130. That 1s, the switch 143 performs a
turn-on or turn-oil operation according to a control signal to
connect or disconnect the output terminal of the rectifier 141
to or from the ground.

Accordingly, the cut-off unit 140 may cut ofl or connect
the radio frequency signal.

Here, when the control signal provided through the con-
nection line 131, which connects the control unit 130 and the
switch 143, 1s provided at a low level L indicating a
deactivation state of the IC chip 120, the switch 143 1s turned
on. Accordingly, the output terminal of the rectifier 141 1s
connected to the ground, and the rectified DC power tlows
into the ground. As a result, the radio frequency signal
received through the first antenna 110_1 1s cut off as it 1s
rectified into DC power and connected to the ground by the
cut-ofl unit 140.

On the other hand, when the control signal 1s provided at
a high level (H) 1ndlcat1ng an actwa’[lon state of the IC chip
120, the switch 143 i1s turned off. Accordingly, the output
terminal of the rectifier 141 1s cut off from the ground. As a
result, the radio frequency signal received through the first
antenna 110_1 1s provided to the IC chip 120 to perform
radio frequency communication, and the radio frequency
signal provided to the cut-ofl unit 140 1s cut ofl from the
ground while being rectified mto DC power.

Accordingly, the problem of flowing AC signal into the
control unit 130 through the connection line 131 1s solved.
That 1s, as the received radio frequency signal 1s rectified
into DC power by the cut-ofl unit 140, 1t does not affect the
control unit 130 and does not generate any 1nterference 1n
operation of the IC chip 120.

The smart card may further include a built-in battery 151.
The buwlt-in battery 151 may store DC power generated by
the power generation unit 115 and supply DC power
required for operation of various modules under the control

of the control unit 130. That 1s, the built-in battery 151 may
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supply driving power to each of the IC chip 120, the display
152, the fingerprint recognition module 154 and the like. The
built-in battery 151 may be installed 1n the smart card 120
or embedded 1n the form of a paper battery to operate the
components driven by an electrical signal, such as the
display 152, the fingerprint recognition module 154 and the
like. At this point, the built-in battery 151 may be configured
as a separate thin-film wireless power charging module 155
or may be embedded 1n the form of a clock generator or a
flexible printed circuit board (FPCB).

The smart card may further include a user interface 1353.
The user mterface 153 may receive input data for a user to
select a function of the smart card. The user interface 153
may provide the input data to the control unit 130. The user
interface 153 may include a keyboard, a key pad, a touch
pad, a dome switch and the like. In particular, the touch pad
may be generally used as a touch screen.

In addition, the smart card may further include a display
152. The display 152 may display card information and
various kinds of selection information to the user. That 1s,
the display 152 may display information processed by the
smart card. The display 152 may be configured of an
E-paper, an organic light emitting diode (OLED), a tlexible
display, a liquid crystal display (LCD), a thin film transistor
liquad crystal display (TFT LCD) or the like.

In addition, the smart card may further include a finger-
print recognition module 154. The fingerprint recognition
module 154 may include a fingerprint sensor and a storage
unmt. One side of the fingerprint sensor 1s exposed to the
surface of the smart card to recognize a fingerprint, and
information on the recognized fingerprint may be stored 1n
the storage unit. At this point, only the fingerprint of a user’s
finger or fingerprints of a plurality of fingers may be stored
as information on the recognized fingerprint. The operation
of comparing nformation on the fingerprint recognized
through the fingerprint sensor and the information on the
fingerprints previously stored in the storage unit and acti-
vating the IC chip 120 may be implemented through the
control unit 130.

FIG. § 1s a view showing the structure of a smart card
according to another embodiment of the present invention,
and FIG. 6 1s a view briefly showing the operation of a
cut-oil unit in the switching state of FIG. 5.

Retferring to FIG. 5, the smart card may include a dual
antenna 110_1 and 110_2 configured of a first antenna 110_1
and a second antenna 110_2, a power generation unit 115, an
IC chip 120, a control unit 130, and a cut-ofl unit 240. Since
description of the reference numerals are the same as those
shown 1n FIG. 3, details thereof will be omuatted.

The cut-off unit 240 may be disposed between tle first
antenna 110_1 and the IC chip 120 and cut off radio
frequency signals received through the first antenna 110_1
under the control of the control unit 130.

The cut-off unit 240 may include a rectifier 241 and
switches 243_1 and 243_2, respectively, connected to
capacitors C1 and C2 1n series.

The rectifier 241 may rectily a radio frequency signal
received through the first antenna 110_1 into DC power. The
rectifier 241 may be configured of a full-wave rectifying
circuit, in which four diodes are connected in the form of a
bridge. It may be implemented to commonly connect the
ground of the rectifier 241 to the ground of the switches
243 1 and 243_2, and the physically separated control unit
130.

The switch 243_1 connected to the capacitor C1 1n series
at one end LA of the first antenna 110 1 and the switch
243 2 connected to the capacitor C2 1n series at the other
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end LB of the first antenna 110_1 may connect the radio
frequency signals passing through the capacitors C1 and C2
to the ground according to a control signal of the control unit
130. That 1s, the switches 243_1 and 243_2 may perform a
turn-on or turn-oil operation according to a control signal to
connect the radio frequency signals passing through the
capacitors C1 and C2 to the ground or cut off the radio
frequency signals.

Accordingly, the cut-off unit 240 may cut ofl or connect
the radio frequency signals. Here, when the control signal
provided through the connection line 131, which connects
the control unit 130 and the switches 243 1 and 243 2, is
provided at a low level (L) indicating a deactivation state of
the IC chip 120, the switches 243_1 and 243_2 are turned
on.

Accordingly, as shown 1n FIG. 5, the radio frequency
signals passing through the capacitors C1 and C2 flow into
the ground. As a result, the radio frequency signal recerved
through the first antenna 110_1 1s cut off by attenuation of
the frequency and connected to the ground by the cut-ofl unit
240.

On the other hand, when the control signal 1s provided at
a high level (H) indicating an activation state of the IC chip
120, the switches 243 1 and 243 2 are turned off. Accord-
ingly, the radio frequency signals passing through the
capacitors C1 and C2 are disconnected from the ground.

As a result, the radio frequency signal received through
the first antenna 110_1 1s provided to the IC chip 120 to
perform radio frequency communication, and the radio
frequency signal provided to the cut-ofl unit 240 1s cut off
from the ground while the radio frequency signal 1s rectified
into DC power or the frequency 1s attenuated by the capaci-
tors C1 and C2.

Accordingly, the problem of flowing the AC signal back
into the control unit 130 through the connection line 131 is
solved. That 1s, as the received radio frequency signal 1s
rectified into DC power or the frequency 1s attenuated by the
cut-off unit 240, 1t does not aflect the control unit 130, and
it does not generate any interference in operation of the IC
chip 120.

As a result, it 1s possible to perform activation and
deactivation of the smart card without an error by effectively
controlling the antenna terminal, and prevent malfunction 1n
the smart card and improve stability of radio frequency
communication by eliminating interference of an AC signal
flowing back into the electronic circuat.

The smart card according to the present invention as
described above may perform activation and deactivation of
the smart card without an error by effectively controlling the
antenna terminal, and prevent malfunction 1n the smart card
and 1mprove stability of radio frequency communication by
climinating interference of an AC signal flowing back into
the electronic circuit.

The present invention has been described 1n detail focus-
ing on the preferred embodiments shown in the drawings.
These embodiments are not intended to limit the present
invention, but are merely 1llustrative, and should be consid-
ered from an explanatory point of view rather than a
restrictive point of view. The true technical scope of the
present invention should be defined by the technical spirit of
the appended claims rather than the description given above.
Although specific terms are used in this specification, they
are used only for the purpose of explaining the concept of
the present invention and are not used to limit the meaning,
or the scope of the present invention defined in the claims.
Each step of the present invention does not necessarily need
to be performed 1n the described order, and may be per-
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formed 1n parallel, selectively or individually. A person
skilled 1n the art would understand that various modifica-
tions and other equivalent embodiments are possible without
departing from the essential 1dea of the present invention as
claimed. It should be understood that equivalents include
equivalents to be developed 1n the future as well as currently
publicized equivalents—i.e., all components mvented to
perform the same function regardless of a structure.

What 1s claimed 1s:

1. A smart card comprising:

a dual antenna including a first antenna and a second
antenna for performing radio frequency communica-
tion with a card reader;

an IC chip electrically connected to the first antenna to
perform radio frequency communication through the
first antenna;

a power generation circuit for generating DC power by
converting a radio frequency signal recerved through
the second antenna;

a controller for receiving the DC power from the power
generation circuit to control modules 1n the smart card;
and

a cut-ofl circuit arranged between the first antenna and the
IC chip to cut ofl a radio frequency signal received
through the first antenna under a control of the con-
troller,

wherein the cut-off circuit includes:

a rectifier for rectifying the radio frequency signal
received through the first antenna; and

a switch for connecting an output terminal of the rectifier
to a ground according to a control signal from the
controller.

2. The smart card according to claim 1, wherein when the
control signal 1s provided at a low level indicating a deac-
tivation state of the IC chip, the switch 1s turned on.

3. The smart card according to claim 1, wherein when the
control signal 1s provided at a high level indicating an
activation state of the IC chip, the switch 1s turned ofl.

4. The smart card according to claim 3, wherein when the
switch 1s turned off, the radio frequency signal received
through the first antenna 1s provided to the IC chip, and the
radio frequency signal provided to the cut-ofl circuit 1s
rectified mto DC power and cut ofl from the ground.

5. The smart card according to claim 1, further comprising
a built-in battery for storing the DC power generated by the
power generation circuit and supplying DC power required
for operation of the modules under the control of the
controller.

6. The smart card according to claim 1, wheremn the
modules include one or more among a user interface, a
display, a fingerprint recognition module, and a wireless
power charging module.

7. A smart card comprising:

a dual antenna including a first antenna and a second
antenna for performing radio frequency communica-
tion with a card reader;

an IC chip electrically connected to the first antenna to
perform radio frequency communication through the
first antenna;

a power generation circuit for generating DC power by
converting a radio frequency signal recerved through
the second antenna;

a controller for receiving the DC power from the power
generation circuit to control modules in the smart cart;
and
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a cut-ofl circuit arranged between the first antenna and the
IC chip to cut ofl a radio frequency signal received
through the first antenna under a control of the con-
troller,

wherein the cut-off circuit includes: 5

a rectifier for rectifying the radio frequency signal
received through the first antenna; and

a switch connected to a capacitor to connect the radio
frequency signal received through the first antenna to a
ground through the capacitor under the control of the 10
controller, and

wherein a ground of the rectifier 1s commonly connected
to a ground of the switch and the controller.
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