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INTERACTIVE LINEAGE MAPPING
SYSTEM

BACKGROUND

Current systems do not have capability to track and map
resources associated with an entity eflectively, thereby
resulting 1n misappropriation of resources. Therefore, there
exists a need for a system to track and map the resources
associated with the entity efliciently.

BRIEF SUMMARY

The following presents a summary of certain embodi-
ments of the invention. This summary 1s not intended to
identify key or critical elements of all embodiments nor
delineate the scope of any or all embodiments. Its sole
purpose 1s to present certain concepts and elements of one or
more embodiments 1n a summary form as a prelude to the
more detailed description that follows.

Embodiments of the present invention address the above
needs and/or achieve other advantages by providing appa-
ratuses (e.g., a system, computer program product and/or
other devices) and methods for tracking and mapping tlow
of resources. The system embodiments may comprise one or
more memory devices having computer readable program
code stored thereon, a communication device, and one or
more processing devices operatively coupled to the one or
more memory devices, wherein the one or more processing,
devices are configured to execute the computer readable
program code to carry out the invention. In computer
program product embodiments of the mvention, the com-
puter program product comprises at least one non-transitory
computer readable medium comprising computer readable
instructions for carrying out the invention. Computer imple-
mented method embodiments of the invention may comprise
providing a computing system comprising a computer pro-
cessing device and a non-transitory computer readable
medium, where the computer readable medium comprises
configured computer program instruction code, such that
when said instruction code 1s operated by said computer
processing device, said computer processing device per-
forms certain operations to carry out the invention.

In some embodiments, the present invention receives data
from at least one external computing system, categorizes the
data recerved from the at least one external computing
system, transiers the data to a first internal computing
system, 1dentifies mitiation of transier of the data from the
first internal computing system to at least one other internal
computing system, 1dentifying completion of the transier of
the data from the first internal computing system to at least
one other internal computing system, creates an interactive
map associated with the transier of the data from the at least
one external computing system to the at least one internal
computing system, wherein the interactive map comprises
one or more hop levels associated with the transfer of the
data, receives a query from one or more internal computing
systems, wherein the query 1s associated with lineage of the
data, and transmits control signals to cause the one or more
internal computing systems to display the interactive map
associated with the data.

In some embodiments, the present invention identifies
transformation of the data by the at least one internal
computing system and modifies the interactive map to
include the transformation of the data.

In some embodiments, the present mnvention 1n response
to 1dentifying the mitiation of the transier of the data,
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In some embodiments, the present invention identifies one
or more security measures associated with the at least one
other internal computing system, determines that the one or
more security measures do not meet a predetermined crite-
ria, and in response to determining that the one or more
security measures do not meet the predetermined criteria,
wherein the predetermined criteria varies based on a expo-
sure level associated with the data, wherein the exposure
level 1s based on the categorization of the data, implements
one or more exposure mitigation steps before the completion
of the transfer of the data from the first internal computing
system to the at least one other internal computing system.

In some embodiments, the present invention the one or
more exposure mitigation steps comprise automatically
transier and install a security patch on the at least one other
internal computing system.

In some embodiments, the present invention the one or
more exposure mitigation steps comprise prompting at least
one user of the at least one other internal computing system
to update the one or more security measures associated with
the at least one other internal computing system.

In some embodiments, the present invention the one or
more exposure mitigation steps comprise performing expo-
sure analysis associated with the transfer of the data, calcu-
lating exposure factor associated with the transfer of the data
based on the analysis, and transmitting an alert to a first user
of the first internal computing system.

In some embodiments, the present invention 1n response
to 1dentifying the initiation of the transier of the data,
identifies that the data 1s associated with a high exposure
category based on the categorization of data, identifies at
least one user associated with the at least one other internal
computing system, and determines that the at least one user
has authorization to access the data before the completion of
the transfer of the data from the first internal computing
system to the at least one other internal computing system.

In some embodiments, the interactive map further com-
prises at least one of information associated with the at least
one 1ternal computing system, the first internal computing
system, and the at least one external computing system
assoclated with the transfer of the data, user information
associated with one or more users that are associated with
the at least one 1nternal computing system, the first internal
computing system, and the at least one external computing
system associated with the transier of the data, one or more
consents associated with the data, where the one or more
consents are provided by a creator of the data, retention
period associated with the data, wherein the retention period
1s provided by the creator of the data, and category of

exposure associated with the data based on the categoriza-
tion of the data.

The features, tunctions, and advantages that have been
discussed may be achieved independently in various
embodiments of the present invention or may be combined
with yet other embodiments, further details of which can be
seen with reference to the following description and draw-
Ings.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

Having thus described embodiments of the mvention 1n
general terms, reference will now be made the accompany-
ing drawings, wherein:

FIG. 1 provides a block diagram illustrating a system
environment for tracking and mapping tlow of resources, 1n
accordance with an embodiment of the invention;
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FIG. 2 provides a block diagram illustrating the entity
system 200 of FIG. 1, 1n accordance with an embodiment of

the 1nvention;

FIG. 3 provides a block diagram 1llustrating an interactive
lineage mapping system 300 of FIG. 1, 1n accordance with
an embodiment of the invention;

FIG. 4 provides a block diagram 1illustrating the comput-
ing device system 400 of FIG. 1, 1n accordance with an
embodiment of the invention;

FIG. 5 provides a flowchart 1llustrating a process flow for
tracking and mapping flow of resources, 1n accordance with
an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

Embodiments of the present invention will now be
described more fully hereimnafter with reference to the
accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the inven-
tion may be embodied in many different forms and should
not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this
disclosure will satisty applicable legal requirements. Where
possible, any terms expressed in the singular form herein are
meant to also include the plural form and vice versa, unless
explicitly stated otherwise. Also, as used herein, the term “a”
and/or “an” shall mean *“one or more,” even though the
phrase “one or more™ 1s also used herein. Furthermore, when
it 1s said herein that something 1s “based on” something else,
it may be based on one or more other things as well. In other
words, unless expressly indicated otherwise, as used herein
“based on” means “based at least 1n part on” or “based at
least partially on.” Like numbers refer to like elements
throughout.

As used herein, the term “resources” may be any elec-
tronic documents comprising data associated with an entity.
An example of a resource may be a data file. The term “data”™
may refer to any of the data associated with an entity. As
used herein, the terms “entity system” or “entity” may be
any financial institution including, but not limited to, com-
mercial banks, thrifts, federal and state savings banks,
savings and loan associations, credit unions, investment
companies, msurance companies and the like. In an embodi-
ment, where the “entity” 1s a financial mstitutor, the term
“data” may 1nclude financial data, customer data, transaction
data, or any other data associated with the financial institu-
tion. In some embodiments, the entity system may be any of
the non-financial 1nstitutions.

Current systems do not have capability to track and map
resources associated with an entity effectively. In such cases,
there 1s a higher possibility of misappropriation of resources.
An example of such misappropriation 1s a data breach, in
which an which an unauthorized entity retrieves, accesses or
otherwise views data are becoming more common place. As
a means ol trying to protect against such data breaches,
governments and other regulatory entities have recently
iitiated stringent regulations for protecting personal data
which require adherence by entities that possess such data.
For example, the European Union (EU), has recently estab-
lished the General Data Protection Regulation (GDPR) on
data protection and privacy for all individuals within the EU
and additionally addresses the export of personal data out-
side of the EU. Many large enterprises, such as retail
businesses and financial stitutions, are required to possess
personal data (1.e., customer data) as a means of conducting,
business. In this regard, many of these large enterprises
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digitally communicate, on an ongoing basis, data files that
contain personal information. For examples, such data files
may include records of transactions conducted by custom-
ers, specifics of loan held or applied for by customers and the
like most of which include some form of the customer’s
personal data. In many instances, once the data files are
received within the large enterprise the data therein 1s
immediately distributed to various repositories and/or appli-
cations, which rely on the data to conduct an associated task.
However, once the data files have been received and the data
therein 1s disseminated to the various repositories and/or
applications it becomes almost impossible to control the data
in a consistent manner and, more specifically, isure that
both internal and external (i.e., government regulations)
procedures related to viewing, accessing using the data and
the like are adhered to. Additionally, it 1s also 1mpossible to
protect the data against various security breaches without
actually tracking and controlling the data.

Therefore, a need exists to develop systems, apparatus,
methods or the like for tracking and mapping usage of data
and also for implementing one or more measures to prevent
the misappropriation of data. The system of the present
invention effectively maps and tracks the data within and
entity and implements one or more mitigation steps to
reduce the level of exposure associated with the data. The
system of the present mnvention efliciently protects the data
based on the dynamic tracking and mapping features as
discussed 1n detail below, thereby ensuring compliance to
internal and/or external standards and regulations.

FIG. 1 provides a block diagram illustrating a system
environment 100 for tracking and mapping flow of
resources, 1n accordance with an embodiment of the inven-
tion. As 1llustrated 1in FIG. 1, the environment 100 includes
an interactive lineage mapping system 300, entity system
200, a computing device system 400, and one or more third
party systems 201. One or more users 110 may be included
in the system environment 100, where the users 110 interact
with the other entities of the system environment 100 via a
user interface of the computing device system 400. In some
embodiments, the one or more user(s) 110 of the system
environment 100 may be employees of an entity associated
with the enftity system 200.

The entity system(s) 200 may be any system owned or
otherwise controlled by an entity to support or perform one
or more process steps described herein. In some embodi-
ments, the managing entity 1s a financial institution. In some

embodiments, the managing entity 1s a non-financial 1nsti-
tution.

The interactive lineage mapping system 300 1s a system of
the present imnvention for performing one or more process
steps described herein. In some embodiments, the interactive
lineage mapping system 300 may be an independent system.
In some embodiments, the interactive linecage mapping
system 300 may be a part of the entity system 200.

The interactive linecage mapping system 300, the entity
system 200, the computing device system 400, and/or the
third party systems 201 may be in network communication
across the system environment 100 through the network
150. The network 150 may include a local area network
(LAN), a wide area network (WAN), and/or a global area
network (GAN). The network 150 may provide for wireline,
wireless, or a combination of wireline and wireless commu-
nication between devices in the network. In one embodi-
ment, the network 150 includes the Internet. In general, the
interactive lineage mapping system 300 1s configured to
communicate information or instructions with the entity
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system 200, the computing device system 400, and/or the
third party systems 201 across the network 1350.

The computing device system 400 may be a system
owned or controlled by the entity of the entity system 200
and the user 110. As such, the computing device system 400
may be a computing device of the user 110. In general, the
computing device system 400 communicates with the user
110 via a user interface of the computing device system 400,
and 1n turn 1s configured to communicate iformation or

instructions with the interactive linecage mapping system
300, enfity system 200, and/or the third party systems 201
across the network 150. There may be one or more entity
systems 200 and one or more computing devices 400. The
third party systems 201 may be external systems that supply
data to the entity system 200, the interactive lineage map-
ping system 300, and/or the user computing system 400.

FIG. 2 provides a block diagram illustrating the entity
system 200, 1n greater detail, in accordance with embodi-
ments of the invention. As illustrated in FIG. 2, in one
embodiment of the invention, the entity system 200 includes
one or more processing devices 220 operatively coupled to
a network commumnication interface 210 and a memory
device 230. In certain embodiments, the entity system 200 1s
operated by a first entity, such as a financial institution, while
in other embodiments, the entity system 200 1s operated by
an entity other than a financial 1nstitution.

It should be understood that the memory device 230 may
include one or more databases or other data structures/
repositories. The memory device 230 also includes com-
puter-executable program code that instructs the processing
device 220 to operate the network communication 1nterface
210 to perform certain communication functions of the
entity system 200 described herein. For example, in one
embodiment of the entity system 200, the memory device
230 includes, but 1s not limited to, a network server appli-
cation 240, an interactive lineage mapping application 250,
one or more entity applications 270, a data transier appli-
cation 260, and a data repository 280 comprising entity data
285. The computer-executable program code of the network
server application 240, the interactive lineage mapping
application 250, the one or more entity applications 270, and
the data transfer application 260 to perform certain logic,
data-extraction, and data-storing functions of the enftity
system 200 described herein, as well as communication
functions of the entity system 200.

The network server application 240, the interactive lin-
cage mapping application 250, the one or more enfity
applications 270, and the data transier application 260 are
configured to store data i1n the data repository 280 or to use
the data stored in the data repository 280 when communi-
cating through the network commumnication interface 210
with the interactive lineage mapping system 300, the com-
puting device system 400, and/or the third party systems 201
to perform one or more process steps described herein. In
some embodiments, the entity system 200 may receive
instructions from the interactive linecage mapping system
300 via the interactive lineage mapping application 250 to
perform certain operations. The interactive lineage mapping
application 250 may be provided by the interactive lineage
mapping system 300. The one or more entity applications
270 may be any of the applications used, created, modified,
and/or managed by the entity system 200. The data transfer
application 260 may be used to send or receive data from the
interactive lineage mapping system 300, third party systems
201, other entity systems, and/or the user computing system

400.
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FIG. 3 provides a block diagram illustrating the interac-
tive linecage mapping system 300 1n greater detail, 1n accor-
dance with embodiments of the mvention. As illustrated 1n
FIG. 3, 1n one embodiment of the invention, the interactive
lincage mapping system 300 includes one or more process-
ing devices 320 operatively coupled to a network commu-
nication mtertace 310 and a memory device 330. In certain
embodiments, the interactive lineage mapping system 300 1s
operated by a first entity, such as a financial institution, while
in other embodiments, the interactive lineage mapping sys-
tem 300 1s operated by an entity other than a financial
istitution. In some embodiments, the interactive lineage
mapping system 300 1s owned or operated by the entity of
the entity system 200. In some embodiments, the interactive
lineage mapping system 300 may be an independent system.
In alternate embodiments, the interactive lineage mapping
system 300 may be a part of the enfity system 200.

It should be understood that the memory device 330 may
include one or more databases or other data structures/
repositories. The memory device 330 also includes com-
puter-executable program code that 1nstructs the processing,
device 320 to operate the network communication interface
310 to perform certain communication functions of the
interactive linecage mapping system 300 described herein.
For example, 1n one embodiment of the interactive lineage
mapping system 300, the memory device 330 includes, but
1s not limited to, a network provisioning application 340, an
entity application 350, a lineage tracking application 360, an
interactive lineage mapping application 370, an authoriza-
tion application 380, a security application 385, and a data
repository 390 comprising data processed or accessed by
one or more applications in the memory device 330. The
computer-executable program code of the network provi-
sioning application 340, the enfity application 350, the
lincage tracking application 360, the interactive lineage
mapping application 370, the authorization application 380,
and the security application 385 may instruct the processing
device 320 to perform certain logic, data-processing, and
data-storing functions of the interactive lineage mapping
system 300 described herein, as well as communication
functions of the interactive lineage mapping system 300.

The network provisioning application 340, the entity
application 350, the lineage tracking application 360, the
interactive lineage mapping application 370, the authoriza-
tion application 380, and the security application 385 are
configured to mvoke or use the data in the data repository
390 when communicating through the network communi-
cation interface 310 with the entity system 200, the com-
puting device system 400, and/or the third party systems
201. In some embodiments, the network provisioning appli-
cation 340, the entity application 350, the lineage tracking
application 360, the interactive linecage mapping application
370, the authorization application 380, and the security
application 385 may store the data extracted or received
from the entity system 200, the third party system 201, and
the computing device system 400 1n the data repository 390.
In some embodiments, the network provisioning application
340, the enftity application 350, the lineage tracking appli-
cation 360, the interactive lincage mapping application 370,
the authorization application 380, and the security applica-
tion 3835 may be a part of a single application.

In some embodiments, the interactive lincage mapping
system 300 communicates with the entity system 200 via the
entity application 350. In some embodiments, the lineage
tracking application 360 tracks the movement of data
between multiple entity systems 200 and multiple user
computing systems 400. In some embodiments, the interac-
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tive lineage mapping application 370 creates interactive
maps associlated with data movement within an entity
between multiple entity systems 200 and multiple user
computing systems 400. In some embodiments, the autho-
rization application 380 verifies whether one or more users
110 of the multiple computing systems 400 are authorized to
view the data that 1s being transferred to the multiple
computing systems 400. In some embodiments, the autho-
rization application 380 may also verily whether an entity
application of the multiple entity systems 200 has authori-
zation to consume or view the data that 1s being transferred
to the multiple entity systems 200. In some embodiments,
the security application 385 identifies one or more security
measures associated with the multiple entity systems 200
and the multiple user computing systems 400 and also
provides one or more security patches or security updates to
the multiple entity systems 200 and the multiple user com-
puting systems 400.

FI1G. 4 provides a block diagram illustrating a computing,
device system 400 of FIG. 1 1n more detail, 1n accordance
with embodiments of the invention. However, 1t should be
understood that a mobile telephone 1s merely illustrative of
one type of computing device system 400 that may benefit
from, employ, or otherwise be mvolved with embodiments
of the present invention and, therefore, should not be taken
to limit the scope of embodiments of the present invention.
Other types of computing devices may include portable
digital assistants (PDAs), pagers, mobile televisions, enter-
tainment devices, desktop computers, workstations, laptop
computers, cameras, video recorders, audio/video player,
radio, GPS devices, wearable devices, Internet-oi-things
devices, augmented reality devices, virtual reality devices,
automated teller machine devices, electronic kiosk devices,
or any combination of the alforementioned.

Some embodiments of the computing device system 400
include a processor 410 commumicably coupled to such
devices as a memory 420, user output devices 436, user
input devices 440, a network interface 460, a power source
415, a clock or other timer 450, a camera 480, and a
positioning system device 475. The processor 410, and other
processors described herein, generally include circuitry for
implementing communication and/or logic functions of the
computing device system 400. For example, the processor
410 may include a digital signal processor device, a micro-
processor device, and various analog to digital converters,
digital to analog converters, and/or other support circuits.
Control and signal processing functions of the computing
device system 400 are allocated between these devices
according to their respective capabilities. The processor 410
thus may also include the functionality to encode and
interleave messages and data prior to modulation and trans-
mission. The processor 410 can additionally include an
internal data modem. Further, the processor 410 may include
functionality to operate one or more soltware programs,
which may be stored 1n the memory 420. For example, the
processor 410 may be capable of operating a connectivity
program, such as a web browser application 422. The web
browser application 422 may then allow the computing
device system 400 to transmit and recerve web content, such
as, for example, location-based content and/or other web
page content, according to a Wireless Application Protocol

(WAP), Hypertext Transier Protocol (HT'TP), and/or the
like.

The processor 410 1s configured to use the network
interface 460 to communicate with one or more other
devices on the network 1350. In this regard, the network

interface 460 includes an antenna 476 operatively coupled to
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a transmitter 474 and a receiver 472 (together a “trans-
ceiver’). The processor 410 1s configured to provide signals
to and receive signals from the transmitter 474 and recerver
472, respectively. The signals may include signaling infor-
mation 1n accordance with the air interface standard of the
applicable cellular system of the wireless network 152. In
this regard, the computing device system 400 may be
configured to operate with one or more air 1terface stan-
dards, communication protocols, modulation types, and
access types. By way of illustration, the computing device
system 400 may be configured to operate 1n accordance with
any ol a number of first, second, third, and/or fourth-
generation communication protocols and/or the like. For
example, the computing device system 400 may be config-
ured to operate 1n accordance with second-generation (2G)
wireless communication protocols IS-136 (time division
multiple access (TDMA)), GSM (global system for mobile
communication), and/or IS-95 (code division multiple
access (CDMA)), or with third-generation (3G) wireless
communication protocols, such as Universal Mobile Tele-
communications System (UMTS), CDMA2000, wideband
CDMA (WCDMA) and/or time division-synchronous
CDMA (TD-SCDMA), with fourth-generation (4G) wire-
less communication protocols, with LTE protocols, with
4GPP protocols and/or the like. The computing device
system 400 may also be configured to operate in accordance
with non-cellular communication mechanisms, such as via a
wireless local area network (WLAN) or other communica-
tion/data networks.

As described above, the computing device system 400 has
a user 1nterface that 1s, like other user interfaces described
herein, made up of user output devices 436 and/or user input
devices 440. The user output devices 436 include a display
430 (e.g., a liguad crystal display or the like) and a speaker
432 or other audio device, which are operatively coupled to
the processor 410.

The user input devices 440, which allow the computing
device system 400 to receive data from a user such as the
user 110, may include any of a number of devices allowing
the computing device system 400 to receive data from the
user 110, such as a keypad, keyboard, touch-screen, touch-
pad, microphone, mouse, joystick, other pointer device,
button, soft key, and/or other input device(s). The user
interface may also include a camera 480, such as a digital
camera.

The computing device system 400 may also include a
positioning system device 475 that 1s configured to be used
by a positiomng system to determine a location of the
computing device system 400. For example, the positioning
system device 475 may 1nclude a GPS transcerver. In some
embodiments, the positioning system device 475 1s at least
partially made up of the antenna 476, transmitter 474, and
receiver 472 described above. For example, 1n one embodi-
ment, triangulation of cellular signals may be used to
identify the approximate or exact geographical location of
the computing device system 400. In other embodiments, the
positioning system device 475 includes a proximity sensor
or transmitter, such as an RFID tag, that can sense or be
sensed by devices known to be located proximate a mer-
chant or other location to determine that the computing
device system 400 1s located proximate these known
devices.

The computing device system 400 further includes a
power source 4135, such as a battery, for powering various
circuits and other devices that are used to operate the
computing device system 400. Embodiments of the com-
puting device system 400 may also include a clock or other
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timer 450 configured to determine and, in some cases,
communicate actual or relative time to the processor 410 or
one or more other devices.

The computing device system 400 also includes a
memory 420 operatively coupled to the processor 410. As
used heremn, memory includes any computer readable
medium (as defined herein below) configured to store data,
code, or other mmformation. The memory 420 may include
volatile memory, such as volatile Random Access Memory
(RAM) including a cache area for the temporary storage of
data. The memory 420 may also include non-volatile
memory, which can be embedded and/or may be removable.
The non-volatile memory can additionally or alternatively
include an electrically erasable programmable read-only
memory (EEPROM), flash memory or the like.

The memory 420 can store any of a number of applica-
tions which comprise computer-executable instructions/
code executed by the processor 410 to implement the
functions of the computing device system 400 and/or one or
more of the process/method steps described herein. For
example, the memory 420 may include such applications as
a conventional web browser application 422, interactive
lineage mapping application 421, entity application 424.
These applications also typically mnstructions to a graphical
user interface (GUI) on the display 430 that allows the user
110 to interact with the entity system 200, the interactive
lineage mapping system 300, and/or other devices or sys-
tems. The memory 420 of the computing device system 400
may comprise a Short Message Service (SMS) application
423 configured to send, receive, and store data, information,
communications, alerts, and the like via the wireless tele-
phone network 152. In some embodiments, the interactive
lineage mapping application 421 provided by the interactive
lineage mapping system 300 allows the user 110 to access
the one or more electronic resources stored in the entity
system and/or the interactive lineage mapping system 300.
In some embodiments, the interactive lineage mapping
application 421 allows the user 110 to access interactive
maps created by the interactive lineage mapping system 300.

The memory 420 can also store any of a number of pieces
of information, and data, used by the computing device
system 400 and the applications and devices that make up
the computing device system 400 or are 1n communication
with the computing device system 400 to implement the
functions of the computing device system 400 and/or the
other systems described herein.

FIG. 5 provides a tlowchart 1llustrating a process flow for
tracking and mapping flow of resources, 1n accordance with
an embodiment of the invention. As shown 1n block 510, the
system receives data from at least one external computing
system. The at least one external computing system may be
a third party system 201 with respect to the FIG. 1. The at
least one computing external system may be any system that
provides data to the system of the present invention. For
example, the at least one external system may be a merchant
system, a customer device, other entity system, or like. The
data may include, but 1s not limited to, customer 1informa-
tion, financial information, sensitive data (e.g., Social Secu-
rity Number), or the like. In one embodiment, the data may
be customer personal information.

As shown 1 block 520, the system categorizes the data
received from the at least one external computing system.
The system categorizes the data based on the type of the
data. For example, the system may identify that the data
comprises names ol customers and the system may assign
low exposure level to the data. In another example, the
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system may 1dentily that the data comprises social security
numbers of the customers and may assign high exposure to
the data.

As shown 1n block 530, the system transfers the data to the
first internal computing system. In some embodiments, the
first internal system may be any enfity system that 1s at the
highest level of hierarchy. The other entity systems and user
computing systems within an entity may request any avail-
able data from the first internal computing system. In some
embodiments, the first internal computing system may be
any system that 1s used to store the incoming data.

As shown 1n block 540, the system 1dentifies initiation of
transier of the data from the first internal computing system
to at least one other imternal computing system. In some
embodiments, transier of the data may be transterring a copy
ol the data that was transierred to the first internal computing
system. In some embodiments, transfer of the data may be
transierring the original data that was transferred to the first
internal computing system. Initiation of transfer of the data
may be described as receiving a request from the at least one
other internal computing system. In an embodiment, the at
least one other mnternal computing system may request data
from the first mternal computing system. In some other
embodiments, an entity system of the multiple entity sys-
tems 200 may also request data from the first internal
computing system. In some embodiments, after receiving
the request from the at least one other internal computing,
system, the system may determine one or more security
measures associated with the at least one other internal
computing system. The one or more security measures may
include a type of security related soitware installed, security
settings, type of computer (e.g., public or restricted), type of
network the at least one other internal computing system 1s
connected to, and/or the like. The system, based on the
categorization of data, determines whether the one or more
security measures associated with the at least one other
internal computing system meet a certain criteria. For
example, high level exposure data may require high level
security measures and low level exposure data may require
minimum security measures. In response to determining that
the one or more security measures associated with the at
least one other internal computing system do meet the
associated criteria, the system may implement one or more
exposure mitigation steps. In one exemplary embodiment,
the one or more exposure mitigation steps may include
automatically 1nstalling a security patch on the at least one
other internal computing system. In another exemplary
embodiment, the one or more exposure mitigation steps may
include prompting a user of the at least one other internal
computing system to install a security patch. In another
exemplary embodiment, the one or more exposure mitiga-
tion steps may include automatically changing the security
settings associated with the at least one other internal
computing system.

The system after implementing the one or more exposure
mitigation steps, may check whether the one or more secu-
rity measures meet the criteria. After determining that the
one or more security measures at least one other internal
computing system meet the criteria, the system transmits
control signals to allows the first internal computing system
to transier data to the at least one other internal computing,
system. As shown in block 550, the system identifies
completion of the transier of the data from the first internal
computing system to at least one other internal computing
system.

In some embodiments, the system may perform exposure
analysis associated with the transfer of the data, calculate
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exposure factor associated with the transfer of the data based
on the analysis, and transmit an alert to a first user of the first
internal computing system. In some embodiments, the sys-
tem may 1dentify at least one user associated with the at least
one other mternal computing system and determine whether
the at least one user has authorization to access the data
betore the completion of the transier of the data from the
first internal computing system to the at least one other
internal computing system. For example, when the data 1s
associated with a high exposure level based on the catego-
rization of the data, the system may identify initiation of the
transier of data and may verily whether a user associated
with the at least one other internal computing system has
access to view the data. In one embodiments, the system
may determine that the user does not have access to view the
data and may transmit one or more alerts to a first user of the
first internal computing system.

As shown 1n block 560, the system creates an interactive
map associated with the transier of the data from the at least
one external computing system to the at least one internal
computing system, wherein the interactive map comprises
one or more hop levels associated with the transier of the
data. One or more hop levels may be associated with the
levels of data lineage. The interactive map may include
information associated with the at least one internal com-
puting system, the first internal computing system, and the
at least one external computing system associated with the
transier of the data, user information associated with one or
more users that are associated with the at least one internal
computing system, the first internal computing system, and
the at least one external computing system associated with
the transfer of the data, one or more consents associated with
the data, where the one or more consents are provided by a
creator of the data, retention period associated with the data,
wherein the retention period is provided by the creator of the
data, and category of exposure associated with the data
based on the categorization of the data.

As shown 1n block 570, the system receives a query from
one or more mternal computing systems, wherein the query
1s associated with lineage of the data. As shown 1n block
580, the system transmits control signals to cause the one or
more internal computing system to display the interactive
map associated with the data.

The system may dynamically track the transfer of data
between one or more 1mternal computing systems and update
the interactive map. In some embodiments, the system may
also 1dentily transformation of data performed by at least
one internal computing system and 1n response to 1dentify-
ing that the data 1s transformed, modifies the interactive map
to include the transformation of the data in the interactive
map. For example, the system may display the data trans-
formation on the interactive map via any of the visualization
techniques.

In some embodiments, the system may 1dentify exposure
level of data that 1s a combination of different types of data
received at different time periods. In other words, in some
embodiments, the system 1dentifies exposure associated with
a combination of different types of data that 1s accumulated
in internal computing systems over a period of time. For
example, the system may receive and transfer to a first
internal computing system, a user’s utility bill at time period
t1, user’s account and transaction data at time period 12, and
user’s authentication credentials at time period t3. The
system may 1nitially assign low, medium, and high level
exposure to the data received at time period t1, time period
t2, and time period t3 respectively. However, the combina-
tion of data recerved at time period t1, time period t2, and
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time period t3 may pose a very high level exposure. The
system tracks and identifies the transier of data and accu-
mulation of data 1n one or more mternal computing systems
and 1mplements one or more mitigation steps based on the
identified exposure level for the combination of data accu-
mulated over a period of time. Continuing with the previous
example, the system may implement one or more mitigation
steps associated with the high level exposure data on the first
internal computing system. In some embodiments, 11 the
identified exposure level associated with the combination of
data 1s medium, the system belfore transferring new data to
one or more internal computing systems identifies that the
combination of existing data and the new data poses a high
level exposure and implements one or more mitigation steps
associated with the high exposure level accordingly.

As will be appreciated by one of skill in the art, the
present invention may be embodied as a method (including,
for example, a computer-implemented process, a business
process, and/or any other process), apparatus (including, for
example, a system, machine, device, computer program
product, and/or the like), or a combination of the foregoing.
Accordingly, embodiments of the present invention may
take the form of an enftirely hardware embodiment, an
entirely software embodiment (including firmware, resident
software, micro-code, and the like), or an embodiment
combining software and hardware aspects that may gener-
ally be referred to heremn as a “system.” Furthermore,
embodiments of the present invention may take the form of
a computer program product on a computer-readable
medium having computer-executable program code embod-
ied in the medium.

Any suitable transitory or non-transitory computer read-
able medium may be utilized. The computer readable
medium may be, for example but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device. More speciiic
examples of the computer readable medium include, but are
not limited to, the following: an electrical connection having
one or more wires; a tangible storage medium such as a
portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), a compact disc read-only memory (CD-ROM), or
other optical or magnetic storage device.

In the context of this document, a computer readable
medium may be any medium that can contain, store, com-
municate, or transport the program for use by or in connec-
tion with the instruction execution system, apparatus, or
device. The computer usable program code may be trans-
mitted using any appropriate medium, including but not
limited to the Internet, wireline, optical fiber cable, radio
frequency (RF) signals, or other mediums.

Computer-executable program code for carrying out
operations of embodiments of the present invention may be
written 1n an object oriented, scripted or unscripted pro-
gramming language such as Java, Perl, Smalltalk, C++, or
the like. However, the computer program code for carrying
out operations of embodiments of the present invention may
also be written 1n conventional procedural programming
languages, such as the “C” programming language or similar
programming languages.

Embodiments of the present mmvention are described
above with reference to flowchart i1llustrations and/or block
diagrams ol methods, apparatus (systems), and computer
program products. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and/or
combinations of blocks in the flowchart illustrations and/or
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block diagrams, can be implemented by computer-execut-
able program code portions. These computer-executable
program code portions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
particular machine, such that the code portions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create mechanisms for
implementing the functions/acts specified 1in the tlowchart
and/or block diagram block or blocks.

These computer-executable program code portions may
also be stored 1n a computer-readable memory that can direct
a computer or other programmable data processing appara-
tus to function in a particular manner, such that the code
portions stored i1n the computer readable memory produce an
article of manufacture including instruction mechanisms
which implement the function/act specified 1n the flowchart
and/or block diagram block(s).

The computer-executable program code may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series ol operational steps to be
performed on the computer or other programmable appara-
tus to produce a computer-implemented process such that
the code portions which execute on the computer or other
programmable apparatus provide steps for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block(s). Alternatively, computer program imple-
mented steps or acts may be combined with operator or
human implemented steps or acts 1in order to carry out an
embodiment of the invention.

As the phrase 1s used herein, a processor may be “con-
figured to” perform a certain function in a variety of ways,
including, for example, by having one or more general-
purpose circuits perform the function by executing particular
computer-executable program code embodied in computer-
readable medium, and/or by having one or more application-
specific circuits perform the function.

Embodiments of the present invention are described
above with reference to flowcharts and/or block diagrams. It
will be understood that steps of the processes described
herein may be performed in orders different than those
illustrated in the tlowcharts. In other words, the processes
represented by the blocks of a flowchart may, in some
embodiments, be 1n performed i1n an order other that the
order illustrated, may be combined or divided, or may be
performed simultaneously. It will also be understood that the
blocks of the block diagrams illustrated, in some embodi-
ments, merely conceptual delineations between systems and
one or more of the systems illustrated by a block 1n the block
diagrams may be combined or share hardware and/or sofit-
ware with another one or more of the systems illustrated by
a block 1n the block diagrams. Likewise, a device, system,
apparatus, and/or the like may be made up of one or more
devices, systems, apparatuses, and/or the like. For example,
where a processor 1s illustrated or described herein, the
processor may be made up of a plurality of microprocessors
or other processing devices which may or may not be
coupled to one another. Likewise, where a memory 1is
illustrated or described herein, the memory may be made up
of a plurality of memory devices which may or may not be
coupled to one another.

While certain exemplary embodiments have been
described and shown 1n the accompanying drawings, it 1s to
be understood that such embodiments are merely 1llustrative
of, and not restrictive on, the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
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changes, combinations, omissions, modifications and sub-
stitutions, 1n addition to those set forth in the above para-
graphs, are possible. Those skilled 1n the art will appreciate
that various adaptations and modifications of the just
described embodiments can be configured without departing
from the scope and spirit of the invention. Therefore, it 15 to
be understood that, within the scope of the appended claims,
the ivention may be practiced other than as specifically
described herein.

The mnvention claimed 1s:
1. A system for interactive tracking and mapping flow of
resources, the system comprising:

at least one non-transitory storage device; and

at least one processing device coupled to the at least one
non-transitory storage device, wherein the at least one
processing device 1s configured to:

recerve data from at least one external computing system;

in response to recerving the data from the at least one
external computing system, 1dentity a type of the data;

categorize the data received from the at least one external
computing system into one or more exposure levels
based on the type of the data;

transier the data to a first internal computing system;

identily 1mitiation of transier of the data from the first
internal computing system to at least one other internal
computing system;

identily completion of the transier of the data from the
first 1nternal computing system to at least one other
internal computing system;

in response to identifying the completion of the transfer of
the data, create an interactive map associated with the
transfer of the data from the at least one external
computing system to the at least one internal computing,
system, wherein the interactive map comprises one or
more hop levels associated with the transier of the data,
wherein the one or more hop levels are associated with
data lineage of the data;

receive a query from one or more internal computing
systems, wherein the query 1s associated with lineage
of the data;

transmit control signals to cause the one or more internal

computing systems to display the interactive map asso-
ciated with the data;

identily transformation of the data by the at least one

internal computing system; and

in response to identifying that the data i1s transformed,

modity the interactive map to include the transforma-
tion of the data.
2. The system of claim 1, wherein 1n response to 1denti-
tying the mitiation of the transier of the data, the at least one
processing device 1s further configured to:
identify one or more security measures associated with
the at least one other internal computing system:;

determine that the one or more security measures do not
meet a predetermined criteria, wherein the predeter-
mined criteria varies based on an exposure level asso-
ciated with the data, wherein the exposure level is
based on the categorization of the data;

in response to determining that the one or more security

measures do not meet the predetermined criteria,
implement one or more exposure mitigation steps
betore the completion of the transier of the data from
the first internal computing system to the at least one
other internal computing system.
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3. The system of claim 2, wherein the one or more
exposure mitigation steps comprise automatically transfer
and 1nstall a security patch on the at least one other internal
computing system.

4. The system of claim 2, wherein the one or more
exposure mitigation steps comprise prompting at least one
user of the at least one other internal computing system to
update the one or more security measures associated with
the at least one other internal computing system.

5. The system of claim 2, wherein the one or more
exposure mitigation steps comprise:

performing exposure analysis associated with the transfer

of the data;

calculating exposure factor associated with the transfer of

the data based on the analysis; and

transmitting an alert to a first user of the first internal

computing system.

6. The system of claim 1, wherein 1n response to 1denti-
tying the mitiation of the transier of the data, the at least one
processing device 1s further configured to:

identify at least one user associated with the at least one

other internal computing system; and

determine that the at least one user has authorization to

access the data before the completion of the transier of
the data from the first internal computing system to the
at least one other internal computing system.

7. The system of claim 1, wherein the interactive map
turther comprises at least one of:

information associated with the at least one internal

computing system, the first internal computing system,
and the at least one external computing system asso-
ciated with the transfer of the data;

user information associated with one or more users that

are associated with the at least one iternal computing
system, the first internal computing system, and the at
least one external computing system associated with
the transfer of the data;

one or more consents associated with the data, where the

one or more consents are provided by a creator of the
data;

retention period associated with the data, wherein the

retention period 1s provided by the creator of the data;
and

category of exposure associated with the data based on the

categorization of the data.

8. A computer program product for tracking and mapping
flow of resources, the computer program product comprising
a non-transitory computer-readable storage medium having
computer-executable instructions for causing a computer
processor to perform the steps of:

receiving data from at least one external computing

system:

in response to recerving the data from the at least one

external computing system, i1dentifying a type of the
data;

categorizing the data received from the at least one

external computing system into one or more exposure
levels based on the type of the data;

transferring the data to a first internal computing system:;

identifying initiation of transfer of the data from the first

internal computing system to at least one other internal
computing system;

identifying completion of the transfer of the data from the

first internal computing system to at least one other
internal computing system;

in response to 1dentifying the completion of the transier of

the data, creating an interactive map associated with the
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transfer of the data from the at least one external
computing system to the at least one internal computing,
system, wherein the interactive map comprises one or
more hop levels associated with the transfer of the data,
wherein the one or more hop levels are associated with
data lineage of the data;

recerving a query ifrom one or more internal computing

systems, wherein the query 1s associated with lineage
of the data;

transmitting control signals to cause the one or more

internal computing systems to display the interactive
map associated with the data;

identifyving transformation of the data by the at least one

internal computing system; and

in response to i1dentifying that the data 1s transformed,

modifying the mteractive map to include the transior-
mation of the data.
9. The computer program product of claim 8, wherein 1n
response to identifying the initiation of the transier of the
data, the computer readable instructions further cause the
computer processor to:
identily one or more security measures associated with
the at least one other internal computing system;

determine that the one or more security measures do not
meet a predetermined criteria, wherein the predeter-
mined criteria varies based on a exposure level asso-
ciated with the data, wherein the exposure level 1s
based on the categorization of the data; and

in response to determining that the one or more security

measures do not meet the predetermined criteria,
implement one or more exposure mitigation steps
before the completion of the transier of the data from
the first internal computing system to the at least one
other 1nternal computing system.

10. The computer program product of claim 9, wherein
the one or more exposure mitigation steps comprise auto-
matically transfer and install a security patch on the at least
one other internal computing system.

11. The computer program product of claim 9, wherein the
one or more exposure mitigation steps comprise:

performing exposure analysis associated with the transfer

of the data;

calculating exposure factor associated with the transter of

the data based on the analysis; and

transmitting an alert to a first user of the first internal

computing system.

12. The computer program product of claim 8, wherein in
response to identifying the initiation of the transier of the
data, the computer readable instructions further cause the
computer processor to:

identily at least one user associated with the at least one

other internal computing system; and

determine that the at least one user has authorization to

access the data before the completion of the transter of
the data from the first internal computing system to the
at least one other internal computing system.

13. The computer program product of claim 8, wherein
the 1nteractive map further comprises at least one of:

information associated with the at least one internal

computing system, the first internal computing system,
and the at least one external computing system asso-
clated with the transter of the data;

user information associated with one or more users that

are associated with the at least one mnternal computing
system, the first internal computing system, and the at
least one external computing system associated with
the transfer of the data;
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one or more consents associated with the data, where the
one or more consents are provided by a creator of the
data;

retention period associated with the data, wherein the
retention period 1s provided by the creator of the data;
and

category ol exposure associated with the data based on the
categorization of the data.

14. A computerized method for interactive tracking and

mapping tlow of resources, the method comprising:

receiving data from at least one external computing
system;

in response to receiving the data from the at least one
external computing system, i1dentifying a type of the
data;

categorizing the data received from the at least one
external computing system into one or more exposure
levels based on the type of the data;

transferring the data to a first internal computing system;

identifying initiation of transfer of the data from the first
internal computing system to at least one other internal
computing system;

identifying completion of the transfer of the data from the
first internal computing system to at least one other
internal computing system;

in response to 1dentifying the completion of the transter of
the data, creating an interactive map associated with the
transfer of the data from the at least one external
computing system to the at least one internal computing
system, wherein the interactive map comprises one or
more hop levels associated with the transier of the data,
wherein the one or more hop levels are associated with
data lineage of the data;

receiving a query from one or more internal computing
systems, wherein the query 1s associated with lineage
of the data;

transmitting control signals to cause the one or more
internal computing systems to display the interactive
map associated with the data;

identifying transformation of the data by the at least one
internal computing system; and

in response to identifying that the data 1s transformed,
modifying the interactive map to include the transior-
mation of the data.

15. The computerized method of claim 14, wherein the

method further comprises:

identifying one or more security measures associated with
the at least one other internal computing system;

determine that the one or more security measures do not
meet a predetermined criteria, wherein the predeter-
mined criteria varies based on a exposure level asso-
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ciated with the data, wherein the exposure level 1s
based on the categorization of the data; and

in response to determining that the one or more security
measures do not meet the predetermined criteria,
implementing one or more exposure mitigation steps
before the completion of the transier of the data from
the first internal computing system to the at least one
other 1nternal computing system.

16. The computerized method of claim 14, wherein the
method further comprises:

identifying at least one user associated with the at least
one other internal computing system; and

determining that the at least one user has authorization to
access the data before the completion of the transter of
the data from the first internal computing system to the
at least one other internal computing system.

17. The computerized method of claim 14, wherein the
interactive map turther comprises at least one of:

information associated with the at least one internal
computing system, the first internal computing system,

and the at least one external computing system asso-
clated with the transter of the data;

user information associated with one or more users that
are associated with the at least one mternal computing
system, the first internal computing system, and the at

least one external computing system associated with
the transfer of the data;

one or more consents associated with the data, where the
one or more consents are provided by a creator of the
data;

retention period associated with the data, wherein the

retention period 1s provided by the creator of the data;
and

category of exposure associated with the data based on the
categorization of the data.

18. The computerized method of claim 15, wherein the
one or more exposure mitigation steps comprise automati-
cally transtfer and install a security patch on the at least one
other internal computing system.

19. The computerized method of claim 15, wherein the
one or more exposure mitigation steps comprise:

performing exposure analysis associated with the transfer
of the data;

calculating exposure factor associated with the transier of
the data based on the analysis; and

transmitting an alert to a first user of the first internal
computing system.
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