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ing an action via a first apparatus 1s allocated, wherein the
action can be caused by a separate control umt. The server
compiles information that identifies the action and that
allows the first apparatus to check the authorization. The
compiled information 1s transmitted to a second apparatus.
The first apparatus can obtain a message from the second
apparatus, which 1s used to request the causing of the action.
The first apparatus checks the authorization for the request
on the basis of the obtained message and whether the action
1s an action that 1s to be caused by the first apparatus or by
the control unit. If 1t 1s established that authorization exists
and that the action 1s to be caused by the control unit, then
the first apparatus transmits a request to the control unit to
cause the action.
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ASSISTANCE FOR THE CAUSING OF
ACTIONS

CROSS-REFERENCE TO RELATED PATENT
APPLICATIONS

This patent application claims priority to German Appli-
cation No. 10 2015 111 217.5, filed Jul. 10, 2015, the entire

teachings and disclosure of which are incorporated herein by
reference thereto.

FIELD

Exemplary embodiments of the invention relate to meth-
ods that allow selected actions to be requested and to
corresponding apparatuses, computer programs and systems
comprising these apparatuses. Exemplary embodiments of
the invention relate particularly to the enabling of actions by
an access control apparatus.

BACKGROUND

Access control apparatuses are used in many respects, for
example to control access by persons to rooms 1n a building,
as 1s the case with hotels, oflice complexes or laboratories,
for example, to events or, 1n an abstract form, to functions,
resources or services, for example from computer functions
Or IesOUrces Or Server services.

One specific application for access control apparatuses 1s
also the control of access by persons to openings of con-
tainers, such as e.g. safety deposit boxes or goods delivery
containers, particularly of parcel boxes. Parcel boxes allow
a novel form of delivery/pickup of parcels for persons who
wish to receive or send parcels at or 1n proximity to their
residence even 1n their absence. To this end, parcel boxes are
usually installed i front of the residence of the parcel box
user—1n a similar manner to a mailbox, but with a greater
receiving volume—and parcels are then delivered by the
delivery agent by placing them into the parcel box or are
picked up by removing them from the parcel box. In order
to prevent misuse and thelt, the parcel box needs to have a
lock. Both the delivery agent and the parcel box user then
need to be equipped with physical or electronic keys in order
to be able to use the parcel box. To this end, digital keys, for
example, may be stored as data records on what are known
as tokens, for example on mobile telephones or RFID tags,
which can therefore act as electronic keys.

SUMMARY OF SOME EXEMPLARY
EMBODIMENTS OF THE INVENTION

The nvention 1s based on the object of extending the
usability of actions that can be caused by a control umit
and/or of extending the applicability of an apparatus that 1s
configured to check authorizations ol requests from other
apparatuses.

According to a first aspect of the invention, a method,
performed by a first apparatus, 1s disclosed that comprises
the following;:

obtaining a message from a second apparatus, which 1s

used to request the causing of an action,

checking the authorization for the request on the basis of

the obtained message,

checking whether the action 1s an action that 1s to be

performed or caused by the first apparatus or an action
that 1s to be caused by a control unit that is separate
from the first apparatus, and

5

10

15

20

25

30

35

40

45

50

55

60

65

2

11 1t 1s established that authorization exists and that the
action 1s to be caused by the control unit, transmitting
a request to the control unit to cause the action.

According to the first aspect of the invention, an apparatus
1s further disclosed that comprises means for performing
and/or controlling an arbitrary embodiment of the method
according to the first aspect. In this case, 1t 1s either possible
for all the steps of the method to be controlled by the means,
or for all the steps of the method to be performed by the
means, or for one or more steps to be controlled by the
means and one or more steps to be performed by the means.
Different steps can optionally be pertormed or controlled by
different means. The apparatus corresponds to the first
apparatus 1n the method or to a component of said {first
apparatus. The means can comprise hardware and/or sofit-
ware components. By way ol example, the means can
comprise at least one memory having program instructions
of a computer program and at least one processor configured
to execute program instructions from the at least one
memory.

According to the first aspect of the mnvention, a system 1s
turther disclosed that, besides an arbitrary embodiment of
the apparatus according to the first aspect, comprises the
second apparatus and/or the control unit.

According to a first aspect of the mvention, a computer
program 1s further disclosed that comprises program instruc-
tions that are configured, when executed by at least one
processor, to cause an apparatus to perform an arbitrary
exemplary embodiment of the method according to the first
aspect.

According to a second aspect of the invention, a method,
performed by a server, 1s disclosed that comprises the
following;:

obtaining a message that an authorization for requesting,

an action via a first apparatus 1s allocated, wherein the
action can be caused by a control unit that 1s separate
from the first apparatus,

compiling information that identifies the action and that

allows the first apparatus to check the authorization, the
information being based on the obtained message, and

causing transmission of the compiled mmformation to a

second apparatus in order to authorize the second
apparatus to request causing of the action by the control
unit via the first apparatus.

According to the second aspect of the invention, an
apparatus 1s further disclosed that comprises means for
performing and/or controlling an arbitrary embodiment of
the method according to the second aspect. In this case, 1t 1s
again possible either for all the steps of the method to be
controlled by the means, or for all the steps of the method
to be performed by the means, or for one or more steps to
be controlled by the means and one or more steps to be
performed by the means. Diflerent steps can optionally be
performed or controlled by different means. The apparatus
corresponds to the server from the method according to the
second aspect or to a component of this server. The means
can comprise hardware and/or software components. By
way ol example, the means can comprise at least one
memory having program instructions of a computer program
and at least one processor configured to execute program
instructions from the at least one memory.

According to the second aspect of the invention, a system
1s Turther disclosed that, besides an arbitrary embodiment of
the apparatus according to the second aspect, comprises the
control unit and/or the first apparatus and/or the second
apparatus.
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According to the second aspect of the imvention, a com-
puter program 1s further disclosed that comprises program
instructions that are configured, when executed by at least
one processor, to cause a server to perform an arbitrary
exemplary embodiment of the method according to the
second aspect.

Processors can be understood 1n each case to mean, inter
alia, control units, microprocessors, microcontrol units, such
as microcontrollers, digital signal processors (DSPs), appli-
cation-specific integrated circuits (ASICs) or field program-
mable gate arrays (FPGAs). By way of example, each of the
computer programs may be distributable via a network such
as the Internet, a telephone or mobile radio network and/or
a local area network. Each of the computer programs may at
least 1n part be software and/or firmware of a processor. By
way ol example, each of the computer programs may be
stored on a respective computer-readable storage medium,
¢.g. a magnetic, electrical, electromagnetic, optical and/or
other kind of storage medium. By way of example, the
storage medium may be part of a processor, for example a
(nonvolatile or volatile) program memory of the processor
or a part thereof; 1t may alternatively be a component that 1s
separate from the processor.

Particular embodiments of the invention thus provide for
a first apparatus to be used not only 1n order to check the
authorization for requesting actions that can be caused by
the first apparatus itself. Rather, such a first apparatus 1s
rendered able to check the authorization also for requested
actions that can be caused by a different, physically separate
control unit. In this case, by way of example, the information
required for checking the authorization can be compiled by
a server, for example at the request of a user who 1s
authorized to have the control unit.

The message obtained, according to the first aspect, on the
first apparatus can contain encrypted data as check infor-
mation, for example. The checking of the authorization for
the request can comprise decryption of the encrypted data
and comparison of the decrypted data with unencrypted
data. In this case, the unencrypted data may likewise be
contained 1n the obtained message, derived from contained
data and/or stored 1n the first apparatus. By way of example,
the encrypted data can be provided by the server according
to the second aspect. The server can use a first key for the
encryption, for example, and the first apparatus can use a
second key from a key pair for the decryption.

The message obtained, according to the first aspect, on the
first apparatus may alternatively or additionally contain data
and a digital signature for the data as check information, for
example. The checking of the authorization for the request
can comprise checking of the digital signature. The signature
and the signed data can be provided by the server according
to the second aspect, for example. The server can use a first
key for the signature, for example, and the first apparatus can
use a second key from a key pair for checking the signature.

Both when encryption 1s used and when a digital signature
1s used, the key pair may be an asymmetric key pair. For
encryption of data, the first key may be a public key and the
second key may be a private key from an asymmetric key
pair, for example; for a digital signature, the association of
the keys may be the reverse. In both cases, the first key can
be available exclusively to the server and the second key
can, 1n both cases, be available exclusively to the first
apparatus. An asymmetric key pair may have been generated
according to the RSA algorithm, for example. Alternatively,
the key pair may be a symmetric key pair. The symmetric
key pair then comprises the same key twice, for example an
AES key. The key can be available exclusively to the server
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and to the first apparatus. Both an asymmetric key pair and
a symmetric key pair can be used to directly encrypt or sign
the data that are encrypted or signed. Instead, a hash value
could also first of all be formed using the data or some of the
data, and the hash value could then be encrypted or signed
using the first key in order to obtain a piece of check
information. For the check, the first device can then first of
all use the same algorithm to form a hash value using the
data to hand. In the case of encryption, 1f the original data
or the hash values match, then it can be assumed that the
obtained data are integral (intact) and that they have been
provided by an authorized, trustworthy server. In the case of
a signature, 1f the validity of the signature 1s confirmed, then
it can be assumed that the obtained data are itegral and that
they have been provided by the trustworthy server.

An action that, according to the first aspect, 1s to be caused
or, according to the second aspect, can be caused by the
control unit may comprise enabling access to a secured area.
In this case, 1t 1s possible, by way of example, for the secured
area not to be a parcel box receiving arca, a letterbox
receiving area or a parcel butler recerving area. By way of
example, the action can comprise opening or releasing a
door or a gate. In this case, by way of example, 1t 1s possible
for such a door not to be a parcel box door or a letterbox
door. It 1s accordingly also possible for the release of a
secured area not to be release of a parcel butler lid. Access
to a parcel box, letterbox and/or parcel butler could instead
be controlled by the first apparatus.

For both aspects, the first apparatus may be, by way of
example, an access control apparatus or a part thereof, or
clse an apparatus that comprises such an access control
apparatus. An access control apparatus 1s used to perform
access control, for example access to rooms/spaces 1n build-
ings (e.g. hotels, oflice complexes, laboratories) or appara-
tuses, to events (e.g. concerts, sports events), to functions
(for example of a computer, e.g. by means of a login), to
resources or to services (for example to a service provided
by a server, e.g. online banking, social networks, email
accounts) 1s controlled. Examples of access to spaces 1n
apparatuses are access to receiving spaces 1n receiving
apparatuses, such as e.g. safety deposit boxes, lockers,
refrigerators, goods delivery containers, letterboxes, parcel
boxes or combined letter and parcel boxes, each of which are
closed by doors and secured by locking devices, for
example.

For both aspects, the first apparatus may be fitted at a fixed
location, for example. For both aspects, 1t can control access
to a recerving unit, for example, and/or may be fitted 1n or
on a parcel box and/or be a locking system of a parcel box
and/or be fitted 1n or on a parcel butler and/or be a locking
system of a parcel butler. It could also be a module for such
a locking system or else any receiving unit with a locking
system, such as a parcel box, a letterbox, a parcel butler or
another container. If the first apparatus controls access to a
receiving unit, then, for some embodiments, provision may
nevertheless be made for the first apparatus to be able to be
arranged separately from the receiving unait.

If the first apparatus comprises at least one processor, then
the at least one processor can control, by way of example, at
least one locking device, for example an electronically
actuatable lock, and hence cause opening and/or closing of
the lock, for example. The lock may be equipped with a
catch function, for example, so that the first apparatus need
only control opening of the lock (for example by at least
intermittently transierring the catch to an open position, for
example by means of an electric motor), for example, while
the lock 1s closed manually by a user by virtue of the latter
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using the catch function and, for example by pushing a door
to, driving the catch from the closed position to the open
position and, after pushing-to has ended, the catch automati-
cally returning to the closed position again, for example by
virtue of spring loading.

The first apparatus can optionally also comprise such a
locking device and/or further components.

For both aspects, the first apparatus may comprise at least
one locking device, at least one processor, at least one
memory and at least two different communication iterfaces,
for example. A first commumnication interface could be a
Bluetooth, near field communication (NFC) or radio fre-
quency 1dentification (RFID) interface, for example, and a
second communication interface could be an interface for
access to a local area radio network (wireless local area
network WLAN) or a wired local area network (LAN), for
example.

For both aspects, the first apparatus can use a first
communication protocol for receiving the message from the
second apparatus, for example, and a second, different
communication protocol for transmitting the request to the
control unit, and/or can use a radio-based communication
protocol for receiving the message from the second appa-
ratus and/or can use a radio-based or wired communication
protocol for transmitting the request to the control unit.

A radio-based communication protocol used by the first
apparatus for receiving messages from a second apparatus
may be configured for communication with apparatuses in
the closer surroundings of the first apparatus (for example
less than 10 m, 50 m or 100 m), for example. By way of
example, such wireless communication of the first apparatus
may be limited to communication by means of RFID and/or
NFC and/or Bluetooth (e.g. Bluetooth version 2.1 and/or
4.0). RFID and NFC are specified on the basis of ISO
standards 18000, 11784/11785 and ISO/IEC standard
14443-A and 15693, for example. The Bluetooth specifica-
tions are available at www[dot]|Bluetooth|dot]org. Commu-
nication by the first apparatus with the control unit can take
place via a WLAN or an LAN, for example.

For both aspects, the first apparatus may be configured, by
way ol example, such that 1t does not have a connection to
a mobile radio network. The first apparatus can instead
optionally have a universal serial bus (USB) interface, for
example, via which the first apparatus can be serviced, for
example.

For both aspects, the first apparatus may be battery
operated, for example, and have no or no constant electrical
connection, for example.

For both aspects, the second apparatus may be a portable
clectronic device, for example.

Such a device may be a portable electronic device of a
delivery agent, for example, particularly 11 the first apparatus
1s a parcel box or 1s associated with a parcel box as an access
control apparatus. Such a device 1s subsequently also
referred to as “delivery agent device”. By way of example,
the delivery agent device then has a graphical user interface
and a functionality for wirelessly capturing information
from parcels, for example by means of optical scanning of
parcel tags and/or capture of imnformation from parcels by
radio (e.g. RFID) or magnetic fields (e.g. NFC), for example
if the parcel has an RFID tag or NFC tag. By way of
example, the delivery agent device may have the ability to
communicate via a cellular mobile radio network, but this
may also not be the case. By way of example, the delivery
agent device may have the ability to communicate via
WLAN and/or via a cellular mobile radio system (particu-
larly via GPRS). By way of example, the delivery agent
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device may have the ability to communicate via Bluetooth
and/or NFC, for example including by means of appropriate
retrofitting. An example of such a delivery agent device 1s a
hand-held scanner. A delivery agent may generally be a
delivery agent for any shipments, e.g. for parcels and/or
letters.

Alternatively, a portable electronic device may be asso-
ciated with a user (e.g. a user in respect of the first apparatus
or an apparatus associated therewith), for example. Such a
device 1s subsequently referred to as “user device”. If the
first apparatus 1s an access control apparatus, then the user
device can be used, by way of example, to communicate
access authorization information to the first apparatus, 1n
order to gain access to the first apparatus or to an apparatus
associated with the first apparatus. By way of example, the
user device has a graphical user interface and/or a dedicated
power supply. By way of example, the user device 1s a
mobile telephone, a personal digital assistant (PDA), a
media player (e.g. an 1Pod) or a navigation device. If the first
apparatus 1s 1n the form of an access control apparatus of a
parcel box, then the user device may belong to a parcel box
user, for example, that 1s to say to an owner of the parcel
box, for example, or to a person who 1s permitted to use the
parcel box to receive parcels or to place them for pickup by
a delivery agent. In this context, a delivery agent 1s not
understood to be a user. By way of example, the user device
1s configured for wireless communication with the first
apparatus, for example via Bluetooth and/or RFID and/or
NFC. By way of example, the user device has the ability to
use a cellular mobile radio network (e.g. a mobile radio
network based on the Global System for Mobile Commu-
nication (GSM), the Universal Mobile Telecommunications
System (UMTS) and/or the Long Term Evolution (LTE)
system) for communication.

Communication between the first apparatus and the sec-
ond apparatus can be 1mitiated 1n different ways. By way of
example, provision 1s thus made for the second apparatus to
transmit a contact request to the first apparatus, which can
then accept said request. By way of example, the transmis-
sion of such a contact request can take place in response to
a user action or another trigger. Alternatively, the first
apparatus could transmit a signal constantly, for example. If
Bluetooth 1s used, such a signal could be an ever alike
Bluetooth or Bluetooth Low Energy signal, for example. The
second apparatus receives the signal as soon as 1t comes 1nto
reception proximity, and can then react to reception of this
signal.

For both aspects, the control unit may be fitted at a fixed
location, for example. It may be a server for a building
automation system or—more generally—a home automa-
tion system, for example, or a component of such a server.
A server for a building automation system can control
different actuators in a building and a server for a home
automation system can control different actuators in a build-
ing or in a residential unit of a building. Such actuators may
comprise locking devices for arbitrary demarcated areas that
can release a door or a gate for opening by a user or that can
open a door or a gate by motor operation. Such actuators
may further comprise thermostats, light switches and vari-
ous other devices. The control unit may further be a server
for a central locking system for a building or an installation,
for example, or a component of such a server. A central
locking system allows access to different areas by actuating
different locking devices, 1t being possible for there to be
different authorizations for different areas. Thus, 1n an office
building, opening of a building door and of a garage door
could be requested by all users by means of an appropriately
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configured user device, but opening of gates to different
oflice umits could be requested only by users who are
associated with these oflices.

By way of example, the authorization for requesting an
action can relate not only to the action itself that can be
requested but also to the scope of the authorization for such
a request.

For both aspects, the time for the authorization for
requesting an action may be limited. An appropriate period
may be firmly predetermined or freely selectable. It may also

[

be freely selectable with a maximum permissible value for
the length of the period and/or for the end of the period. By
way ol example, the time limitation can be predetermined
for the beginning and the end to the precise day, the precise
hour, the precise minute or the precise second. The possible
period may also be dependent on the type of the second
apparatus. It 1s thus possible for a period for a delivery agent
device to be set to no more than one day, for example, and
for the period for a user device to be set to no more than one
year, for example. By way of example, the period can also
be defined just by an end for the authorization, so that the
carliest beginning of the period 1s provided by the time at
which the authorization i1s granted. The period can also be
based on a predetermined (optionally apparatus-dependent)
standard value that can be changed by the message that an
authorization for requesting an action via a first apparatus 1s
allocated. For some instances of application, it may also be
possible to define a period of time, 1n which an action can
be requested, that 1s repeated daily or on certain days.

For the first aspect, the message received on the first
apparatus from the second apparatus can contain at least one
parameter, for example, that limits the time for the autho-
rization. For the second aspect, the information compiled on
the server for the second apparatus can contain at least one
parameter, for example, that limits the time for the autho-
rization. Necessary conditions for establishing an authori-
zation may then be that a check on the authorization by the
first apparatus reveals that the time information from a clock
of the first apparatus 1s 1n a period defined by the at least one
parameter.

If, according to the first aspect, the first apparatus estab-
lishes that the action 1s an action that 1s to be performed or
1s to be caused by the first apparatus, then the first apparatus
can subsequently perform or cause the action. By way of
example, the action can be caused by sending a control
signal to an actuator, for example to a locking device, for
example 1 order to unlock and/or open a door to one or
more spaces (€.g. receiving spaces 1n a receiving apparatus)
in order to allow access to the one or more spaces. Access
can be granted to different extents, for example when there
are multiple receiving spaces, 1t 1s possible for access to be
granted just to particular receiving spaces or groups of
receiving spaces. By way of example, the extent of the
access may be defined by an access authorization parameter
in the obtained message. In one exemplary embodiment of
the invention, the first apparatus controls access to a con-
tainer, particularly a parcel box having a compartment or
multiple compartments or a combined parcel and letterbox.
By way of example, 1t 1s possible for the locking and/or
unlocking of at least one door to at least one compartment
ol the container to be controlled.

According to the first aspect, the control unit can cause the
action that 1s to be caused by the control device, for example
when the request 1s obtained from the first apparatus. The
first apparatus may be registered with the control device on
a general basis, for example, as authorized to request the
causing of actions. Since the authorization for requesting has

10

15

20

25

30

35

40

45

50

55

60

65

8

already been checked by the first apparatus, a further check
via the control device 1s then not necessary.

The mformation compiled by the server according to the
second aspect can be transmitted to a second apparatus
directly or indirectly, that 1s to say via at least one further
apparatus, for example. The compiled information can be
communicated to the second apparatus, for example, by
transmitting 1t, for example via a network, to a computer that
then transmits the mformation by wire (e.g. via a docking
station) or wirelessly to a delivery agent device, particularly
a hand-held scanner, (as an example of a second apparatus),
or by storing 1t on a tag, particularly an NFC tag (as an
example of a second apparatus), or by transmitting 1t via a
secure connection, for example, to a piece of software
(“App”’) on a user device, particularly a mobile telephone,
(as an example of a second apparatus) and storing 1t thereon.

The mvention 1s used 1n a system for delivering and/or
picking up shipments, for example.

The features of all the embodiments described can be used
on their own or 1n any combination for each category of the
invention (method, apparatus/system, computer program)
and for each aspect of the invention.

Further advantageous exemplary refinements of the
invention can be found in the detailed description that
follows for a few exemplary embodiments of the present
invention, particularly in conjunction with the figures. The
figures accompanying the application are intended to be
used only for the purpose of clarification, however, rather
than for determining the scope of protection of the invention.
The accompanying drawings are not necessarily to scale and
are intended merely to reflect the general concept of the
present invention by way of example. In particular, features
included in the figures are 1n no way intended to be regarded
as a necessary part ol the present invention.

BRIEF SUMMARY OF THE SEVERAL VIEWS
OF THE DRAWING

In the drawings:

FIG. 1 shows a schematic illustration of an exemplary
embodiment of an apparatus according to the first aspect of
the present invention;

FIG. 2 shows a schematic illustration of an exemplary
embodiment of an apparatus according to the second aspect
of the present invention;

FIG. 3 shows a schematic illustration of an exemplary
embodiment of a system according to the present invention;

FIG. 4 shows a flowchart with exemplary operations 1n
the system from FIG. 3 according to the second aspect of the
present invention; and,

FIG. § shows a flowchart with exemplary operations 1n
the system from FIG. 3 according to the first aspect of the
present 1nvention.

DETAILED DESCRIPTION OF SOME
EXEMPLARY EMBODIMENTS OF THE
INVENTION

FIG. 1 1s a schematic illustration of an exemplary embodi-
ment of an apparatus 10 according to the first aspect of the
present 1nvention.

The apparatus 10 1s referred to as first apparatus. By way
of example, 1t may be an access control apparatus that
checks the authorization for a request for actions by a second
apparatus that are able to be caused by the first apparatus 10
and/or by another control unit.
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By way of example, the first apparatus 10 comprises a
processor 11 and, connected to the processor 11, a first
memory as a program and data memory 12, a second
memory as a main memory 13, a first communication
interface 14, a second communication interface 15 and an
actuation interface 16. It goes without saying that for the
same and/or additional tasks, instead of a processor 11, there
may also be multiple processors provided, instead of a
respective memory 12, 13, there may also be multiple
memories provided, and instead of an actuation interface 16,
there may also be multiple actuation interfaces provided.

By way of example, the processor 11 may be a micro-
processor that also comprises a clock.

By way of example, the memory 12 may be a read only
memory (ROM), which only permits read access. This
allows the apparatus 10 to be protected against manipula-
tions. The memory 12 stores program instructions from at
least one computer program. The computer program may be
an exemplary computer program according to the first aspect
of the mnvention, and memory 12 may be an exemplary
storage medium according to the first aspect of the mven-
tion. The program instructions can comprise program
instructions for checking an authorization of a second appa-
ratus to request actions, program instructions for checking
whether the requested actions can be caused by the first
apparatus 10 itself or by another control unit, program
instructions for causing actions by means of actuators and
program 1nstructions for transmitting an authorized request
for an action to the control unit. An apparatus—e.g. the
apparatus 10 or an apparatus containing the apparatus 10—is
caused to perform appropriate actions when the processor 11
executes the program 1nstructions. Besides program instruc-
tions, the program memory can also store values for diflerent
parameters, such as an MAC address associated with the
apparatus 10 and/or another identifier (e.g. lock identifier
LockID) for the apparatus 10 or a key S2 for decrypting
obtained messages or for verilying digital signatures. Such
parameter values may alternatively also be stored in an
additional nonvolatile random access memory (RAM), how-
ever, which 1s not shown. This could then additionally be
used to store variable parameters that are not yet known
when the apparatus 10 1s manufactured, such as a password
for a WLAN. As a further alternative, however, memory 12
itself can also be 1n the form of a nonvolatile random access
memory. This allows or facilitates updates for the program
instructions, for example.

The main memory 13 may be a volatile random access
memory (RAM), for example. This can be used to store
obtained data, currently used program instructions and
interim results, for example, while they are required.

The first commumication interface 14 may be an interface
for Bluetooth (BT) or NFC based communication, for
example. It 1s provided for communication with a second
apparatus. The second apparatus may be any portable elec-
tronic apparatus, for example a hand-held scanner of a
delivery agent or a mobile telephone of a user. It goes
without saying that the first apparatus 10 can use this
interface 14 to communicate with various second appara-
tuses.

The second communication 1nterface 15 may be an inter-
face for WLAN based communication, for example. It 1s
provided for communication with a control unit. The control
unit may be a local control server for actuating diflerent
local actuators, for example.

By way of example, the actuation interface 16 may be an
interface to at least one actuator that 1s controlled by the first
apparatus 10. By way of example, such an actuator may be
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an electronically controllable locking device, for example
for a door to a parcel box. If the parcel box comprises
multiple compartments, then the same actuation interface 16
or multiple actuation interfaces can be used to actuate a
respective electronically controllable locking device for
cach door of each of the compartments.

The first apparatus 10 may also contain further compo-
nents. By way of example, the first apparatus 10 could be a
locking system, which also contains an electronically con-
trollable locking device, inter alia, or a satekeeping appa-
ratus, such as a parcel box, which comprises such a locking
system and a space secured thereby. Alternatively, the first
apparatus 10 could also contain fewer components, for
example only the processor 11 and the memories 12 and 13.
By way of example, 1t could be a module for an access
control apparatus that additionally contains the interfaces
14, 15 and 16.

FIG. 1 can also be understood to be an illustration of a
system according to the first aspect that comprises the first
apparatus 10 and furthermore the second apparatus and/or
the control unait.

FIG. 2 1s a schematic illustration of an exemplary embodi-
ment of an apparatus 20 according to the second aspect of
the present invention.

By way of example, the apparatus 20 may be an autho-
rization management server that provides a second apparatus
with an authorization to use a first apparatus 10 to request
the causing of an action by a control unait.

By way of example, the apparatus 20 comprises a pro-
cessor 21 and, connected to the processor 21, a first memory
22 as a data and program memory, a second memory 23 as
a main memory and a communication interface 24. It goes
without saying that for the same and/or additional tasks,
instead of a processor 21, there may also be multiple
processors provided, and 1nstead of a respective memory 22,
23, there may also be multiple memories provided.

The processor 21 may be a digital signal processor, for
example.

By way of example, the memory 22 may be a nonvolatile
random access memory. The program memory stores pro-
gram 1nstructions from at least one computer program. The
computer program may be an exemplary computer program
according to the second aspect of the invention, and memory
22 may be an exemplary storage medium according to the
second aspect of the invention. The program instructions can
comprise program instructions for obtaining a message. The
message can state that an authorization for requesting an
action that can be caused by a control unit needs to be
allocated, the action being able to be requested from the
control unmit via a first apparatus. They may further comprise
program 1instructions for compiling information that identi-
fies the action and that allows the first apparatus to check the
authorization. The compiled information 1s based at least 1n
part on the obtained message and can be regarded as a digital
key. The program instructions can further comprise program
instructions for causing transmission of the key to a suitable
second apparatus so that the latter can request the action via
the first apparatus. A server—e.g. the apparatus 20 or a
server containing the apparatus 20—i1s caused to perform
appropriate actions when the processor 21 executes the
program 1nstructions from memory 22. Besides program
instructions, the memory 22 may also store diflerent data.
Such data can comprise an association between different
parameter values and different first apparatuses 10, for
example. It would thus be possible for a respective 1dentifier
(e.g. lock i1dentifier LockID) of a first apparatus 10, for
example, to have an associated key S1 for encrypting or
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signing messages for the first apparatus 10, an associated
MAC address for the first apparatus 10 and/or an associated
street address for the first apparatus 10. Such data may
alternatively also be stored in an additional nonvolatile
random access memory, however, which 1s not shown.

By way of example, the main memory 23 may again be
a volatile random access memory that can be used to store
obtained data, currently used program instructions and
interim results while they are needed.

By way of example, the communication interface 24 may
be a TCP/IP interface that allows direct or indirect commu-
nication with various other devices via the Internet, for
example with portable electronic devices and other servers.

The apparatus 20 can contain any further components,
such as a user interface for servicing tasks, for example.
Alternatively, the apparatus 20 could also contain fewer
components, for example only the processor 21 and the
memories 22 and 23. By way of example, it could be a
module for a server that additionally contains the interface
24.

FIG. 2 can also be understood to be an 1illustration of a
system according to the second aspect that comprises the
apparatus 20 and furthermore the second apparatus and/or
the control unait.

FI1G. 3 1s a schematic illustration of an exemplary embodi-
ment of a system according to the mnvention. In this case, the
system may be or contain a system according to the first
aspect, and similarly be or contain a system according to the
second aspect.

The system comprises fixed-location components 110,
130 that are associated with a particular building or property
100, fixed-location servers 120, 140 1n a logistics company
and portable electronic devices 150, 160.

The fixed-location components that are associated with a
particular building or property 100 include a parcel box 110
and components of a building automation system 130.

The parcel box 110 comprises at least one locking system
111 having a digital locking device and an access control
apparatus. The digital locking device can secure a door of
the parcel box 110. By way of example, the access control
apparatus may correspond to the first apparatus 10 from FIG.
1. The access control apparatus, the locking system or the
entire parcel box 1s an exemplary first apparatus according
to the first aspect of the mmvention. By way of example, the
parcel box 110 1s a parcel box for a single-family house that
comprises a single compartment with an associated locking
system. Alternatively, however, 1t could also be a parcel box
for an apartment building and comprise a plurality of
compartments secured by a respective locking device. In the
latter case, all locking devices are part of the same locking
system and are controlled by the same access control appa-
ratus; otherwise, a separate access control apparatus can be
used for each locking device, so that each compartment has
a separate locking system. Each locking device 1s identified
by a univocal i1dentifier (LockID). The parcel box 110 may
additionally comprise at least one letterbox.

The building automation system 130 comprises a control
server 131 as control unit and multiple actuators 132-134
that can be actuated by the control server 131.

By way of example, the control server 131 comprises a
processor, a program and data memory, a main memory and
at least one communication interface. The program and data
memory comprises program instructions for receiving
requests to cause particular actions and program 1nstructions
for causing the actions, for example by virtue of actuation of
the relevant actuators. The requests can be made by arbitrary
devices registered with the control server, provided that the
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registration 1s caused by a person who 1s authorized to do so.
By way of example, the program and data memory may
contain registration information in this regard, and also, by
way ol example, at least one password and at least one key
for secure communication. By way of example, the control
server 131 may support a {irst proprietary communication
protocol for communication with the actuators 132-134 and
a second proprietary communication protocol for commu-
nication with registered devices.

By way of example, the actuators may comprise locking
devices for various doors and gates, such as for a front door
132, for a gate that restricts access to the grounds 133, for
an apartment door, for a cellar door, for a garage door 134,
etc. The actuators may also comprise various other actua-
tors, such as electronic switches for lights, thermostats, eftc.

By way of example, the actuators 132-134 may be con-
figured to be able to use at least one wireless access point 1n
a dedicated building WLAN or to use another radio link for
communication. The control server 131 may likewise be
configured to use a wireless access point or to use another
radio link for communication. A wireless access point or a
router connected thereto allows a connection to a perma-
nently installed communication network, including a con-
nection to the Internet, by means of cables. The control
server 131 may alternatively also be connected by means of
cables to the wireless access point and/or to the Internet, for
example. The control server 131 could further be connected
to at least some of the actuators 132-134 also by cable, for
example by means of a dedicated building LAN.

By way of example, the fixed-location servers 1n a logis-
tics company include an authorization management server
120 and a key distribution server 140. The authorization
management server 120 can correspond to the apparatus 20
from FIG. 2. The key distribution server 140 1s configured
to communicate—directly or indirectly—with the authori-
zation management server 120 and with different delivery
agent devices. It goes without saying that the functions of
the authorization management server 120 could also be
implemented in the key distribution server 140. On the other
hand, an authorization management server 120 could also
have a plurality of associated key distribution servers 140. In
that case, the key distribution servers 140 could optionally
also be associated with different service providers.

It goes without saying that there may furthermore be
various Turther servers of the logistics company 1incorporated
in the system according to the invention.

The portable electronic devices of the system can include
firstly delivery agent devices, such as hand-held scanners
150 used by parcel delivery agents, and secondly at least one
user device 160.

By way of example, the hand-held scanners 150 comprise
a scanner for scanning shipmentlDs or other codes on
parcels or other mail shipments, at least one memory for
storing current digital keys for various parcel boxes and for
storing program instructions for causing the hand-held scan-
ner 150 to perform different actions.

The user device 160 may be any device that 1s configured
for data communication, such as, by way of example, a
smartphone, a tablet PC or a desktop PC that i1s used by a
person registered to use the building automation system 130.
The user device 160 may have an application stored on 1t
that allows the use and possibly configuration of the building
automation system 130. The user device 160 may be con-
figured to use at least one wireless access point or to use
another radio link for communication. By way of example,
there could be provision for communication with the control
server 131 via a WLAN and for communication with the
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authorization management server 120 via the WLAN or a
mobile radio network and, further, via the Internet.

By way of example, the system allows a parcel delivery
agent to cause, for a limited time, the actuation of actuators
132-134 enabled specifically for this purpose that are con-
trolled by the building automation system 130, without the
delivery agent having to become registered with the building
automation system 130 for thus purpose. FIGS. 4 and 3
illustrate exemplary operations 1n the system from FIG. 3.

FI1G. 4 1s a flowchart that 1llustrates actions for provision
of a digital key for a hand-held scanner 150 of a delivery
agent.

The parcel box 110 allows a delivery agent to deliver or
pick up a parcel even when the recipient 1s not at home. To
this end, a hand-held scanner 150 of the delivery agent
obtains and stores a digital key specifically for the parcel box
110 of the recipient. The digital key allows the delivery
agent to open the parcel box 110. In this case, the validity of
the digital key may be limited to the day of the delivery, for
example. In some cases, however, delivery or pickup may
not readily be possible despite an available valid key for the
parcel box 110. By way of example, the parcel may be too
large for the parcel box 110, or although the parcel box 110
1s 1 the open air, 1t 1s installed on demarcated grounds
behind a locked gate.

If, in such a case, the recipient 1s provided with a
notification that a parcel 1s to be delivered on the next day
(or 1f he has ordered pickup of a parcel for a particular day),
then he can additionally allow the delivery agent restricted
use of a building automation system 130 for a limited time.
For this purpose, the user can use an arbitrary user device
160 and an appropriate configuration application for the
building automation system 130 to configure the control
server 131 such that the locking system 111 of the parcel box
110 1s registered as a further authorized user of the building
automation system 130. Such a setting can be made one
time, for example. (Steps 201, 211)

Additionally, the user can use the configuration applica-
tion or a separate authorization application to select at least
one action that 1s to be allowed and also an associated
period. The user device 160 transmits to the authorization
management server 120 a message that contains an identi-
fication for the locking devices of the locking system 111,
¢.g. 1n the form of the LockID or an MAC address, a
statement for the action and an ActionlD that 1dentifies the
action 1n the control server 131, and also a statement for the
selected period. The 1dentification of the locking device may
be stored 1n the user device 160, for example, and retrieved
for the message. Alternatively, the authorization manage-
ment server 120 could store i1dentifications for the locking
devices with an association with respective user data and
select the required 1dentification automatically on the basis
of transmitted user data. Such user data—{for example
including a password—could be transmitted before or
together with the message anyway 1n order to provide the
necessary security against manipulations. If a user has
multiple associated locking devices, then the authorization
management server 120 can then use the user device 160 to
provide the user with a list for selection. The association
between action and ActionlD can be retrieved from the
control server 131 by means of the user device 160, for
example. Optionally, provision could also be made for a
particular, heralded shipment to be additionally 1dentified in
the message, for example 1n accordance with a ShipmentID
that the notification contains. In particular, the authorization
management server 120 may be configured exclusively for
one particular service provider, for example the logistics
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company. If the authorization management server 120 1is
provided for multiple service providers, then an 1dentifica-
tion for the service provider can additionally be transmuitted.
In this case, the transmission can take place via the Internet,
which 1s accessed via WLAN or via a mobile radio network
as appropriate. (Steps 202, 212)

If the user device 160 uses separate applications for
interaction with the control server 131, on the one hand, and
the authorization management server 120, on the other hand,
then these applications could if need be also interact with
one another 1n order to assist the user 1n the compilation of
the data that are to be transmitted. For interaction with the
authorization management server 120, the user could, how-
ever, also use the user device 160, for example, to log nto
the authorization management server 120 via a browser and
transmit the message by means of an application running
only in the browser.

Alternatively, the message could also be compiled by the
control server 131 and transmitted to the authorization
management server 120.

The authorization management server 120 can be caused
to perform the subsequent steps 221 and 222 by a processor
of the authorization management server 120 (e.g. corre-
sponding to processor 21) on execution of program instruc-
tions from a memory of the authorization management
server 120 (e.g. corresponding to memory 22).

The authorization management server 120 receives the
message from the user device 160 and then generates a
digital key. (Step 221) The digital key contains a piece of
authorization information and a piece of check information
and, 11 need be, 1s augmented by accompanying supplemen-
tary information.

By way of example, the authorization immformation can
contain the LockID, the ActionlD and various parameters
that define the specified period. Additionally, the authoriza-
tion management server 120 can add statements pertaining
to an action that 1s generally associated with the LockID—
particularly opeming a parcel box compartment. Such state-
ments can be stored in a memory (e.g. corresponding to
memory 22) of the authorization management server 120
and read using the obtained LocklID. It goes without saying
that the authorization information can also have any further
information added, such as a number of permitted access
operations for actions by means of the generated digital key.

By way of example, the authorization information may
contain one or more of the following authorization param-
eters:

LockID: ID of the locking device

NotBeforeDate: “valid from™ date with year/month/day

NotAfterDate: “valid to” date with year/month/day

StartI1meOfDay: time of day from when the access

authorization 1s valid (standard e.g. 00:00:00)

EndTimeO1Day: time of day until when the access autho-

rization 1s valid (standard e.g. 23:59:59)

MaxUses: number of uses; standard 0 means “unlimited”

Permissions: consent for security-critical operations on

the locking system

External Permission: ActionlD for bulding automation

system

In this case, the two parameters “NotBeforeDate” and
“NotAfterDate” define the validity period for the access
authorization, e.g. with the precision of one day. “NotBe-
foreDate” stipulates the date of first use and “NotAfterDate™
stipulates the last day in the validity period. “StartTimeO1-
Day” further specifies the time of day from when the validity
period begins, and “End TimeO1Day” specifies when it ends.
The precision 1s one second, for example. “MaxUses”
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defines how often the digital key can be used 1n order to open
a lock of a locking device. In this case, the value “0”
stipulates that the digital key can be used without limitation
in the defined period, for example. “Permissions™ encodes,
for example by setting individual bits 1n a byte, what
security-critical operations an device that has the digital key
1s permitted to perform (a bit set to ‘1’ then indicates the
existence ol authorization in each case), e.g. whether open-
ing a parcel compartment or whether opeming a parcel
compartment and a letter compartment 1s permitted each
time. “External Permission™ defines a first ActionID for an
action, as 1s expected by the control server 131 of the
building automation system 130 for requesting an action.
When all bits are set to ‘0’, this can indicate that no action
has been enabled, for example. 11 1t 1s known to be possible
to request multiple actions controlled by means of a building,
automation system 130, then multiple parameters can be
provided for this purpose, for example “External Permission
1” and “External Permission 27, etc. In this case, a fixed
number of such parameters may be provided that can be set
to zero 1f need be, or provision can be made for such
parameters to be able to be added as required.

The check information allows the authorization informa-
tion and hence the authorization per se to be checked. By
way ol example, it may be a piece of authorization infor-
mation encrypted using a key S1 stored on the authorization
management server 120, or a signature for the authorization
information, which signature 1s generated using a key S1
stored on the authorization management server 120. By way
of example, the key S1 may be a key from a symmetric key
pair or a key from an asymmetric key pair. A memory (e.g.
corresponding to memory 22) of the authorization manage-
ment server 120 may store, for a multiplicity of locking
systems, a respective dedicated key S1 with an association
with the LockID of the respective locking system. The
respectively required key S1 can then be retrieved using the
obtained LockID and can be used for generating the check
information. In the case of a symmetric key pair, the key S1
may be stored exclusively 1n the authorization management
server 120 and—as an 1dentical key S2—in the locking
system 111 idenfified by the LockID. In the case of an
encryption method using an asymmetric key pair, the public
key S1 for encryption may be stored exclusively in the
authorization management server 120, while the correspond-
ing private key S2 for decryption may be stored exclusively
in the locking system 111 1dentified by the LockID. In the
case of a signing method using an asymmetric key pair, the
private key S1 for signing may be stored exclusively in the
authorization management server 120, while the correspond-
ing public key S2 for checking the signature may be stored
exclusively 1n the locking system 111 identified by the
LockID.

The statement of the actions that are identified in the
digital key by means of the ActionlDs can be appended to
the digital key, for example as supplementary information in
text form. It goes without saying that 1t 1s also possible for
arbitrary further information to be appended as supplemen-
tary information, such as a ShipmentID for an expected
parcel, a ShipmentID for a parcel to be picked up, a street
address associated with the LockID of the locking system
111 in a memory (e.g. corresponding to memory 22) of the
authorization management server 120 and/or the obtained
MAC address of the locking system 111, or the MAC
address read from a memory (e.g. corresponding to memory
22) of the authorization management server 120.
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The authorization management server 120 transmits the
prepared digital key with the assigned supplementary infor-
mation to the key distribution server 140. (Step 222)

The authorization management server 120 can generate
appropriate digital keys for a multiplicity of users when a
parcel needs to be delivered or picked up for the respective
user. 11 the recipient of a parcel to be delivered or a sender
ol a parcel to be picked up has enabled no additional actions
from a building automation system 130 by a stipulated time,
the authorization information in this case merely comprises
an adapted parameter for enabling a parcel box 110 to be
opened, for example. In that case, the period of validity for
the digital key can be stipulated as a predetermined longer
period on the day scheduled for the delivery (for example for
the whole day, that 1s to say between 0:00 hours and 23:59
hours), for example.

The key distribution server 140 obtains from the autho-
rization management server 120 a multiplicity of digital
keys, for example via a secure Internet connection. The key
distribution server 140 stipulates delivery areas, in which
delivery agents are to deliver parcels, for a respective day. It
then compiles the digital keys for each delivery area, which
contain a LockID that identifies a locking system 1n the
delivery area. To this end, the key distribution server 140 can
store an association between the LockIDs of the locking
systems of installed parcel boxes and street addresses 1n a
memory and evaluate it for compiling the digital keys,
provided that the street addresses have not already been
provided by the authorization management server 120
together with the digital keys. (Step 231)

The key distribution server 140 then causes transmission
of the digital keys compiled for a respective delivery area
together with the supplementary information for the digital
keys that has possibly been assigned by the authorization
management server 120 to the hand-held scanner 150 of a
delivery agent who 1s assigned to the delivery area. (Step
232) The transmission can take place 1 diverse ways. By
way of example, the transmission can take place in a parcel
center at which the delivery agent loads the parcels to be
delivered. In that case, the transmission can take place via a
local WLAN, for example.

Alternatively, a transmission could take place using a
fixed-location computer by means of cable connection or
Bluetooth, or else via a docking station for the hand-held
scanners. As a further alternative, the transmission could
also take place via a mobile radio network 11 the hand-held
scanners are configured for communication via the mobile
radio network. In each case, the transmission may be addi-
tionally secured, for example by means of encryption that
can be decrypted only by the respectively provided hand-
held scanner 150.

The hand-held scanner 150 obtains the digital keys for a
delivery area and stores them 1n an internal memory. (Step
241) Since each key has a validity lasting no more than one
day, for example, the stored digital keys can automatically
be erased before new digital keys are read 1 or at a
particular time of day in each case.

It goes without saying that a digital key can, 1n certain
situations, also be transmitted to more than one hand-held
scanner 150, for example in order to allow more flexible
handling in adjoining delivery areas.

FIG. 5 1s a flowchart that 1llustrates the causing of actions
by a building automation system 130 by means of a hand-
held scanner 150 using a suitable digital key.

A delivery agent delivers parcels 1n an assigned delivery
area and does so using the hand-held scanner 150. The
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hand-held scanner 150 stores the digital keys for the delivery
area that have been generated for the current day.

A parcel needs to be delivered at a particular address. The
recipient has a parcel box at the address, but 1t 1s located
behind a locked gate. The delivery agent scans a Shipmen-
tID or a more extensive code on the packet using the

hand-held scanner 150. The ShupmentID 1s captured by the
hand-held scanner 150 and made available to an application

running on the hand-held scanner 1350. (Step 301) The

application uses the ShipmentID to ascertain an associated,
stored digital key and stored supplementary information
associated with the digital key. (Step 302) The supplemen-
tary information 1s displayed at least in part on a display of
the hand-held scanner 150. By way of example, the dis-
played supplementary information contains the statement
that there 1s authorization for a gate and the parcel box to be
opened. (Step 302) By way of example, the digital key
contains, 1n the authorization information, an appropnately
set bit 1n the “Permissions” parameter for opening the parcel
box and an “External Permission” parameter with the build-
ing-automation-system-specific ActionlD for opeming the
gate.

The delivery agent can thus request that the gate and the
parcel box 110 be opened by 1mnputting a confirmation on the
hand-held scanner 150.

The hand-held scanner 150 then sets up a connection to
the access control apparatus of the locking system 111 of the
parcel box 110, for example a Bluetooth connection. To this
end, the hand-held scanner 150 can use an MAC address for
the locking system 111 that the read digital key or the
supplementary information contains in order to allow or
speed up connection setup. In some exemplary embodi-
ments, the LockID could also be identical to the MAC
address, so that separate inclusion of an MAC address 1n the
digital key or in the supplementary information is not
required. Connection setup 1s alternatively possible without
knowledge of the MAC address by means of a Bluetooth
pairing. When the connection has been set up, the hand-held
scanner 150 transmits the ascertained key to the access
control apparatus of the locking system 111. The supple-
mentary information does not need to be transmitted in this
case, since 1t may be required only for the operation of the
hand-held scanner 150 and for a piece of information to the
delivery agent. (Step 304) As an alternative to a Bluetooth
connection, 1t 1s also possible to use a different type of
connection, such as an NFC or RFID connection.

The locking system 111 can be caused to perform the
subsequent steps 311 to 314 by a processor of the access
control apparatus (e.g. corresponding to processor 11) on
execution of program instructions from a memory of the
access control apparatus (e.g. corresponding to memory 12).

The locking system 111 assists connection setup and
receives the digital key via a Bluetooth interface (e.g.
corresponding to the communication interface 14).

Obtaining a digital key generally implies a request. The
locking system 111 first of all checks the authorization for
the request. The check can comprise various points that can
be processed 1n any order. (Step 311)

Thus, the locking system 111 can check whether a LockID
that the authorization information contains matches the
LockID of the locking device 111. The LockID of the
locking device 111 may be stored 1n a memory of the access
control apparatus (e.g. corresponding to memory 12). If
there 1s no match, then the process i1s terminated.

Furthermore, the locking system 111 can check whether
the time indicated by an 1nternal clock falls within a period
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defined by the authorization information. If this 1s not the
case, then the process 1s terminated.

Additionally, the locking system 111 could use an internal
counter to check whether the same digital key has already
been transmitted more often than 1s permitted according to
a statement 1n a “MaxUses” parameter. IT this 1s the case,

then the process 1s terminated.

Furthermore, the locking system 111 can check the
authenticity and integrity of the authorization information.
Thus, the locking system 111 can decrypt a piece of check
information encrypted using key S1 1n the digital key using
a key S2 stored 1in a memory of the access control apparatus
(e.g. corresponding to memory 12). The decrypted check
information can then be compared with the authorization
information. If the pieces of information do not match, then
the process 1s terminated. Alternatively, the locking system
111 can check a signature generated using key S1 as check
information in the digital key using a key S2 stored in a
memory of the access control apparatus (e.g. corresponding
to memory 12). If the signature cannot be validated, then the
process 1s terminated. It goes without saying that both
encryption and signature can additionally involve the use of
a hash function, which can be taken into account for the
check.

I1 the result of all of the checks was positive, on the other
hand, then the locking system 111 checks whether actions
identified in the authorization information are to be caused
by the locking system 111 and/or via the control server 131
of the building automation system 130. (Step 312)

Actions that are to be caused by the locking system 111
result from set bits 1 a “Permissions™ byte, for example.

Actions that are to be caused by the control server 131
result from the presence of at least one “External Permis-
sion” parameter (or from the fact that at least one such
available parameter does not just contain zeros), for
example.

IT at least one action 1s defined that 1s to be caused by the
control server 131, then the locking system 111 transmits the
ActionID from each “External Permission” parameter to the
control server 131 as a request for an appropriate action via
a WLAN interface (e.g. corresponding to the communica-
tion interface 15). (Step 313) The access data required for
accessing the WLAN may be stored in a memory of the
access control apparatus (e.g. corresponding to memory 12).
The access data may have been transmitted to the access
control apparatus by the user in a suitable manner, for
example likewise via the Bluetooth interface (e.g. corre-
sponding to the communication interface 14). The mput of
access data may be an action that can be permitted by means
of a digital key 1n the user device 160, for example, 1n which
key a bit provided for this purpose in the “Permissions”
parameter 1s set, mter alia. A corresponding digital key for
user devices 160 can likewise be generated and transmaitted
via the authorization management server 120.

Since the locking system 111 1s registered with the control
server 131 as an authorized user, the obtained request 1s
regarded as permissible, and the control server 131 causes
the 1dentified action. (Step 321) By way of example, this can
involve a suitable control signal being sent to the actuator
133 responsible for the identified action via WLAN or by
wire.

By way of example, the actuator 133 may be an elec-
tronically controlled lock, in the present example a lock of
the gate. The control signal causes the lock to be released,
so that the delivery agent can open the gate for a short time
and can enter the demarcated grounds. (Step 331) Alterna-




US 11,256,222 B2

19

tively, particularly in the case of a larger entrance gate, a
motor could also be actuated that opens the gate automati-
cally.

If at least one action 1s defined that 1s to be performed or
to be caused by the locking system 111, then the access
control apparatus causes the relevant action by transmitting
an appropriate control signal to an actuator provided for the
action via an actuation interface (e.g. corresponding to the
actuation interface 16) that 1s provided for this purpose. By
way of example, 1t 1s thus possible for particularly the parcel
box 110 to be opened by the locking device 111. (Step 314)
The parcel delivery agent can therefore place the parcel into
the parcel compartment and then push the door of the parcel
box 110 to again.

The locking system 111 of the parcel box 110 may be
configured such that before the door of the parcel box 110 1s
released, transmission of a digital key must involve a button
being pushed or a proximity sensor having detected a nearby
object. After entering the fenced-ofl grounds, the delivery
agent may thus need to transmit the digital key again so that
the door of the parcel box opens. The delivery agent can
transmit the key a third time 1f need be, 1 order to be able
to leave the grounds again by the gate 1f the gate 1s also
released from the inside by means of the control server 131
or a physical key only. The opportunity to transmit the
digital key can therefore be displayed to the delivery agent
on the display until the display 1s actively closed by the
delivery agent after he has left the grounds again. Addition-
ally or alternatively, it 1s possible to call up a repetition of
the last display i order to allow the delivery agent to
transmit the digital key again.

Certain embodiments of the invention therefore allow
extension ol the usability of delivery agent devices that can
communicate with an access control device of a parcel box
in order to request that said access control device cause
actions. Certain embodiments of the invention furthermore
allow extended usability of actions controlled by means of
a building automation system.

It goes without saying that the system described and the
methods described explain the invention merely by way of
example. The system can be modified by adding, altering
and omitting components, and the methods can be modified
by adding, altering and omitting steps. Some steps can also
be performed in different orders, and individual steps can
also be performed by diflerent components, than described.

Some of the possible diverse varnations are listed below
by way of example.

In another situation, although a parcel box may be freely
accessible, the recipient may expect the parcel to be too large
to be placed 1n the parcel box. In that case, he can cause
(rather than authorization to open a fence gate or the like)
authorization for opening a garage door so that the parcel
can be left in the garage. For a garage door, a building
automation system can provide for successive transmission
of an appropriate ActionlD to cause first the garage door to
be opened and then the garage door to be closed. In this case,
the delivery agent thus needs to transmit the key a second
time after placing the parcel in the garage 1n order to close
the garage door again.

The mmvention can be used not only for a building auto-
mation system but also for a building locking system, for
example. A building locking system may be configured for
an oflice building or apartment building, for example, 1n
which apartment or oflice doors are accessible by means of
individually configured chips, and in which all chips allow
access to a building entrance and possibly a garage and
possible a cellar.
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In another situation, the parcel box may be installed
behind the front door in the staircase in an apartment
building. Instead of a building automation system, a central
building locking system could then exist that can open the
front door, at least one cellar door and a garage door, for
example, electronically under the control of a control server.
A locking system of the parcel box may then be registered
with the building locking system as an additional user. All
residents could have the authorization to allow the front door

to be opened by means of a hand-held scanner of a delivery
agent when required, in a similar manner to that described
above for the building automation system. Alternatively,
generally the landlord or an owner collective could have
predetermined on the authorization management server that
any preparation of a normal digital key for the parcel box
additionally involves the insertion of an authorization for the
front door to be released by the central locking system into
the digital key.

If security-relevant operations by the access control appa-
ratus of a locking system of a parcel box require no more
than 4 bits of a “Permissions” byte, for example, then the
remainder of the bits could also be used for identifying
actions that are to be caused by a control server of a building
automation system. In that case, the control server could
associate an action with a particular one of bits 5-8 1n a byte,
which action 1s then caused when a byte having an appro-
priately set bit 1s obtained.

The transmitted data and the transmission of the data
between the individual components of the system can be
protected against access and/or against unauthorized amend-
ments 1 any other and/or additional ways.

The approach described can be used not only on the basis
ol access control apparatuses for parcel boxes but also for
other types of access control apparatuses, for example access
control apparatuses for parcel butlers or access control
apparatuses for totally different access controls. In this case,
a parcel butler 1s a collapsible container that can be installed
on a building or apartment door whenever required. As with
a parcel box, a delivery agent can place a shipment into the
parcel butler and lock 1t up against theft by means of a
locking system.

The approach described can be used to allow not only
delivery agents but also various other persons to perform
additional actions. By way of example, provision could thus
be made for a neighbor to remove parcels left for the user in
the parcel box and letters put into a letterbox, and to place
them 1n the house of the user, while a parcel box user 1s on
holiday. The neighbor could optionally have a separate
parcel box or already be authorized to use the parcel box
jomtly and therefore have already installed an appropnate
application for receiving and transmitting a digital key for
opening a parcel box on a mobile telephone or have an
appropriate tag. An additional or alternative digital key
could then be generated for the neighbor specifically for the
duration of the holiday period, said key allowing the parcel
box and the letterbox of the user to be opened by a locking
system ol a combined parcel and letterbox and the front door
of the house of the user to be opened (following an autho-
rization check by the locking system of the combined parcel
and letterbox) by a building automation system. This digital
key can be produced by a server at the request of the user and
then transmitted to a portable electronic device of the
neighbor for temporary use.

All references, including publications, patent applica-
tions, and patents cited herein are hereby incorporated by
reference to the same extent as 1f each reference were
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individually and specifically indicated to be incorporated by
reference and were set forth 1n 1ts entirety herein.

The use of the terms “a” and “an” and “‘the” and similar
referents 1n the context of describing the invention (espe-
cially in the context of the following claims) 1s to be
construed to cover both the singular and the plural, unless
otherwise indicated herein or clearly contradicted by con-

- B Y

text. The terms “comprising,” “having,” “including,” and
“containing’” are to be construed as open-ended terms (1.e.,
meaning “including, but not limited to,”) unless otherwise
noted. Recitation of ranges of values herein are merely
intended to serve as a shorthand method of referring indi-

vidually to each separate value falling within the range,
unless otherwise indicated herein, and each separate value 1s
incorporated into the specification as 1f it were individually
recited herein. All methods described herein can be per-
formed 1n any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context. The use
of any and all examples, or exemplary language (e.g., “such
as’’) provided herein, 1s intended merely to better 1lluminate
the invention and does not pose a limitation on the scope of
the invention unless otherwise claimed. No language 1n the
specification should be construed as indicating any non-
claimed element as essential to the practice of the invention.

Preferred embodiments of this invention are described
herein, including the best mode known to the imventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary
skill 1n the art upon reading the foregoing description. The
inventors expect skilled artisans to employ such variations
as appropriate, and the inventors intend for the invention to
be practiced otherwise than as specifically described herein.
Accordingly, this mnvention includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover,
any combination of the above-described elements 1n all
possible vanations thereof 1s encompassed by the mnvention
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.

What 1s claimed 1s:
1. A method, performed by a parcel box, comprising the
steps of:
receiving by the parcel box a message that contains a
requested action, the message being provided by a
portable electronic device;

checking an authorization for the message;

determining whether the requested action received from
the portable electronic device 1s to be performed by the
parcel box or by a control unit that 1s separate from the
parcel box; and

transmitting by the parcel box a request to the control unit

to cause the requested action when the step of checking
determines the authorization exists and when the step
of determining determines that the requested action 1s
to be performed by the control unit; and

performing the action by the parcel box when the step of

checking determines the authorization exists and when
the step of determining determines that the requested
action 1s to be performed by the parcel box.

2. The method according to claim 1, wherein the step of
checking the authorization for the message comprises the
steps of:

decrypting encrypted data contained in the message to

obtain decrypted data;

comparing the decrypted data with unencrypted data.
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3. The method of claim 2, wherein the step of comparing
the decrypted data with unencrypted data comprises the step
of comparing the decrypted data with unencrypted data

contained in the message.

4. The method of claim 2, wherein the step of comparing
the decrypted data with unencrypted data comprises the step
of comparing the decrypted data with unencrypted data
derived from contained data.

5. The method of claim 2, wherein the step of comparing,
the decrypted data with unencrypted data comprises the step
of comparing the decrypted data with unencrypted data
stored 1n the parcel box.

6. The method according to claim 1, wherein the step of
transmitting by the parcel box the request to the control unit
to cause the requested action comprises the step of:

transmitting by the parcel box the request to the control

unit to cause the control unit to enable access to a
secured area.

7. The method according to claim 1, wherein the parcel
box

1s fitted at a fixed location, and

includes a receiving unit, access to which 1s controlled by

a locking system.

8. The method according to claim 1, wherein the parcel
box

comprises a locking mechanism, a processor, a memory

and two communication interfaces,

uses a first, radio-based, communication protocol for

receiving the message from the portable electronic
device, and

uses a second, radio-based, communication protocol, dii-

ferent from the first communication protocol, for trans-
mitting the request to the control unit.

9. The method according to claim 1, wherein the portable
clectronic device

1s a hand-held scanner.

10. The method according to claim 1, wherein the control
unit

1s a server of a home automation.

11. The method according to claim 1, wherein the mes-
sage contains at least one parameter that limits a time for the
authorization.

12. The method according to claim 1, wherein the control
unmit causes the action on obtaining the request from the
parcel box.

13. The method of claim 1, wherein the control unit 1s a
control unit of a central locking system of a building.

14. The method of claim 1, wherein the step of checking
the authorization for the message comprises the steps of:

decrypting encrypted data contained 1n the message to

obtain decrypted data; and

checking a digital signature contained 1n the message for

data contained in the message on the basis of the data
contained in the message.

15. The method of claim 1, wherein the portable elec-
tronic device 1s a portable electronic device of a delivery
agent.

16. The method of claim 1, wherein the portable elec-
tronic device 1s a mobile communication device.

17. A parcel butler comprising at least one memory having
program instructions of a computer program and at least one
processor, the computer program configured to perform the
following when executed by the at least one processor:

obtaining a message from a portable electronic device,

wherein the message 1s used to request the causing of
an action,
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checking the authorization for the message on the basis of

the message,

determining whether the action 1s to be performed or

caused by the parcel butler or an action that 1s to be
caused by a control unit that 1s separate from the parcel
butler, and

when the step of checking determines that authorization

exists and when the step of determining determines that
the action 1s to be caused by the control unit, transmait-
ting a request to the control unit to cause the action, and
when the step of checking determines the authorization
exists and when the step of determining determines that
the action 1s to be performed by the parcel butler,
performing the action by the parcel butler.

18. The parcel butler according to claim 17, wherein the
step of checking of the authorization for the message com-
prises the following:

decrypting encrypted data contained in the message, and

comparing the decrypted data with unencrypted data,
wherein the unencrypted data are likewise contained 1n
the message.

19. The parcel butler of claim 18, wherein the step of
comparing the decrypted data with unencrypted data com-
prises the step of comparing the decrypted data with unen-
crypted data derived from contained data.

20. The parcel butler of claim 18, wherein the step of
comparing the decrypted data with unencrypted data com-
prises the step of comparing the decrypted data with unen-
crypted data stored in the parcel butler.

21. The parcel butler according to claim 17, wherein the
action that 1s to be caused by the control unit comprises the
step of:

enabling access to a secured area, the secured area not

being a parcel box receiving area, a letterbox receiving
area or a parcel butler receiving area by

opening or releasing a door, the door not being a parcel

box door, a parcel butler door, or a letterbox door.

22. The parcel butler according to claim 17, wherein the
parcel butler

1s fitted at a fixed location,

includes a recerving unit, access to which 1s controlled by

a locking system of the parcel butler.

23. The parcel butler according to claim 17, wherein the
parcel butler

comprises a locking mechanism, a processor, a memory

and two communication interfaces,

1s configured to use a first communication protocol for

receiving the message from the portable electronic
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device and a second, communication protocol different
from the first communication protocol for transmitting
the request to the control unit.
24. The parcel butler of claim 23, wherein the first
communication protocol for receiving the message from the
portable electronic device 1s a radio-based communication
protocol.
25. The parcel butler of claim 23, wherein the second
communication protocol for transmitting the request to the
control unit 1s a radio-based communication protocol.
26. The parcel butler according to claim 17, wherein the
portable electromic device 1s a mobile commumnication
device.
277. The parcel butler according to claim 17, wherein the
control unmit 1s a server ol a central locking system of a
building.
28. The parcel butler according to claim 17, wherein the
message contains at least one parameter that limits the time
for the authorization.
29. The parcel butler of claim 17, wherein the control unit
1s a control unit of a home automation system.
30. The parcel butler of claim 17, wherein the action that
1s to be caused by the control unit comprises enabling access
to a secured area by opening or releasing a door or a gate.
31. An authorization management server comprising at
least one memory having program instructions of a com-
puter program and at least one processor, the computer
program configured to cause the authorization management
server to perform the following steps when executed by the
at least one processor:
obtaining a message seeking authorization for requesting,
an action to be performed by one of a parcel box or a
control unit that 1s separate from the parcel box, and
wherein the control unit 1s a control unit of a home
automation or central locking system,
compiling information that identifies the action and that
allows the parcel box to check the authorization, the
information being based on the obtained message, and

transmitting of the compiled information to a handheld
scanner 1n order to authorize the handheld scanner to
send a request to the parcel box, wherein the request
causes the parcel box to perform the action when the
parcel box 1s authorized to perform the action, and
wherein the request causes the parcel box to transmit
the request to the control unit to perform the action
when the control unit i1s authorized to perform the
action.
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