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8.8, Computational device, host computational device, storage controller
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CONTROL OF INFORMATION UNITS FOR
ENCRYPTION

BACKGROUND

1. Field

Embodiments relate to the control of information units for
encryption.

2. Background

Fibre Channel refers to an integrated set of architectural
standards for data transfer developed by the American

National Standards Institute (ANSI). Security solutions for
the Fibre Channel architecture are provided by Fibre Chan-

nel Security Protocols (FC-SP) developed by ANSI. FC-SP

provides mechanisms for device authentication, per message
security, policy distributions, etc., in a Fibre Channel envi-
ronment. Fibre Channel Link Services standards (e.g., FC-
L.S-4) developed by ANSI provide mechanisms for link
services 1n Fibre Channel. Fibre Channel Framing and
Signaling standards (e.g., FC-FS-5) developed by ANSI

provide mechamsms for framing and signaling in Fibre
Channel. Upper level Fibre Channel protocols such as Fibre
Channel Protocol (FCP; e.g., FCP-4) or Fibre connection
(FICON) developed by ANSI are also used for data trans-
mission and reception over Fibre Channel, where FICON 1s
a protocol of the Fibre Channel architecture and may also be
referred to by the formal names of FC-SB-6, FC-SB-3, and
other formal names used in other previously adopted FICON
protocols.

In a Fibre Channel environment, to provide for secure and
encrypted communication between nodes in a Fabric, a
Security Association (SA) management transaction occurs
between an 1nitiator and a responder using a security estab-
lishment protocol. The nitiators and responders may com-
prise ports 1n adaptors in devices 1 a Fibre Channel net-
work. Separate security associations are established for data
transmission and data reception at a port. Completion of the
SA establishment transaction results 1 a set of security
associations and related key material used to encrypt/decrypt
data communication between the mitiator and the responder
under the established security association. An example of a
security association protocol 1s the Security Association
Management protocol i FC-SP-2. The protocol 1s com-
prised of a pair of messages, SA_Init and SA_Init Response
to establish a parent association followed by a pair of
messages, SA_Auth and SA_Auth Response to perform
authentication of the enftities and establish the Security
Associations that protect the data transterred between the
entities.

A storage controller may control access to storage for one
or more host computational devices that may be coupled to
the storage controller over a Fibre Channel network. A
storage management application that executes 1n the storage
controller may manage a plurality of storage devices, such
as disk drives, tape drives, flash drives, direct access storage
devices (DASD), etc., that are coupled to the storage con-
troller. A host computational device may send Input/Output
(I/0) commands to the storage controller and the storage
controller may execute the I/O commands to read data from
the storage devices or write data to the storage devices. The
communication between the hosts and the storage controller
occur via Fibre channel ports located on adapters 1n the hosts
and the storage controller.
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2

A channel 1s a direct or a switched point-to-point con-
nection between communicating devices. In the Fibre Chan-
nel architecture, a. FICON channel may perform the func-
tions specified by FICON protocols to provide access to
Input/Output (I/O) devices by means of control units or
emulated control units. FICON channels may rely on packet
switching for transferring data between communicating
devices.

A channel command word (CCW) 1s a control block
which includes an I/O request, and may refer to a structure
of a specific system architecture which specifies a command
to be executed along with parameters. A channel program 1s
a sequence of one or more channel command words
executed sequentially that controls a specific sequence of
channel operations. FICON channels may transmit channel
command words at a time along with the associated data for
any write operations, where a channel command word
and/or the associated data may be referred to as “information
unmts” (IU). The channel command word may be referred to
as a command IU, and the associated data may be referred
to as a data IU. An IU may comprise a collection of data that
1s organized according to a particular structure depending on
the function being performed or the data content. Informa-
tion associated with the execution of an I/O operation and

the operation of a device 1s transierred between a channel
and a control unit as IUs.

SUMMARY OF THE PREFERRED
EMBODIMENTS

Provided are a method, a system, and a computer program
product 1n which 1n response to receiving a login request
message with a security indicator enabled for security, a
storage port establishes a security association by transmit-
ting a response indicating a login accept with the security
indicator enabled for security. In response to establishing the
security association, the storage port modifies a protocol
behavior for transmitting and receiving information units.

In further embodiments, the modifying of the protocol
behavior comprises transmitting, by the storage port, com-
mand mode status information units that include a status
device mformation block (DIB) in frames of information
category ol command status to avoid encryption of the
command mode status information units.

In additional embodiments, the moditying of the protocol
behavior comprises receiving, by the storage port, com-
mand/data DIBs that use frames of an information category
of solicited data without generating an error, wherein use of
the frames of the information category of solicited data
ensures that the command/data DIBs are encrypted.

In yet additional embodiments, the command/data DIBs
have been transmitted by a host port using frames of the
information category of solicited data.

In further embodiments, the storage port 1s included 1n a
storage controller, wherein the host port 1s included 1n a host
computational device, and wherein the storage port 1s 1n
communication with the host port over a Fibre Channel
communication link.

In certain embodiments, the information units are FICON
information units.

In additional embodiments, the login request message 1s
a Fibre Channel login request message.

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference
numbers represent corresponding parts throughout:
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FIG. 1 1llustrates a block diagram of a computing envi-
ronment comprising a host computational device that com-
municates over a Fibre Channel fabric to a storage control-
ler, 1n accordance with certain embodiments;

FIG. 2 illustrates a block diagram of exemplary Fibre
Channel data structures, 1n accordance with certain embodi-
ments;

FIG. 3 illustrates a block diagram that shows data struc-
tures and elements for security 1n Fibre Channel, in accor-
dance with certain embodiments;

FIG. 4 1llustrates a block diagram that shows a standard
protocol for categorizing information units in Fibre Channel,
in accordance with certain embodiments;

FIG. 5 illustrates a block diagram that shows encrypted
status device information blocks (DIB) 1n a standard proto-
col, 1n accordance with certain embodiments:

FI1G. 6 illustrates a block diagram that shows unencrypted
client data 1n a standard protocol, 1n accordance with certain
embodiments;

FIG. 7 illustrates a flowchart that shows operations of
overriding the standard protocol, 1n accordance with certain
embodiments;

FIG. 8 illustrates a flowchart that shows host port and
storage port operations, 1n accordance with certain embodi-
ments;

FIG. 9 illustrates a flowchart that shows storage port
operations, 1n accordance with certain embodiments;

FIG. 10 illustrates a flowchart that shows host port
operations, 1n accordance with certain embodiments;

FIG. 11 illustrates a block diagram of a cloud computing,
environment, in accordance with certain embodiments;

FI1G. 12 1llustrates a block diagram of further details of the
cloud computing environment of FIG. 11, 1 accordance
with certain embodiments; and

FIG. 13 illustrates a block diagram of a computational
system that shows certain elements that may be included 1n
host computational devices and storage controllers, as
described in FIGS. 1-12, 1n accordance with certain embodi-
ments.

DETAILED DESCRIPTION

In the following description, reference 1s made to the
accompanying drawings which form a part hereof and which
illustrate several embodiments. It 1s understood that other
embodiments may be utilized and structural and operational
changes may be made.

The standard for encrypting Fibre Channel links (FC-SP-
2) mcludes protocols for mutual authentication of the two
endpoints (1.e., ports) as well as protocols for negotiating
encryption keys that are used i communication sessions
between the two endpoints. The standard provides support
for a variety of mechanisms to authenticate the involved
parties and as well as mechanisms by which key material 1s
provided or developed.

In the FC-SP-2 standard, support for authentication within
an endpoint 1s indicated by the setting of the Security Bit of
the Common Service parameters passed to the peer during
the login process. When set to a value of one 1n the login
request, the Security Bit indicates that the sending port 1s
able to perform authentication. When the responding port
accepts the login request, 11 1n the reply the responding port
also sets the Security Bit to one then this indicates that the
responding port requires the sender of the login to perform
authentication before granting any further access.
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4

When a security association to enable encryption 1s suc-
cessiully created, the host and storage ports may exchange

“encrypted” data, where encrypted data refers to data that 1s
encrypted.

The Fibre Channel Framing and Signaling standard (FC-
FS-5) defines a field in each frame that provides a port with
assistance in frame routing. The field 1s called the Routing
Control field or R_CTL. The R_CTL field contains routing
bits and information bits to categorize the frame function.
When the R_CTL field 1s used 1n combination with the upper
level protocol TYPE field 1n a frame, 1t provides a port with
assistance 1n routing frames to a particular upper level
protocol such as FCP (FCP-4) or FICON (FC-SB-6). These
upper level protocol standards provide a mapping of Infor-
mation Unit types to R_CTL values to be used in the frames.

Fibre Channel security standards provide for negotiation
of “Iraflic Selectors™ using a Security Association manage-
ment protocol. These traflic selectors define which frames,
identified by R_CTL values, are to be encrypted on the link
between a pair of ports (e.g., a host port and a storage device
port).

Certain Fibre Channel based encryption of data in flight
solutions require that only frames sent using an R_CTL
value of solicited data are to be selected for encryption.
Solicited Data IUs may be used to carry a Data DIB (e.g.,
client data) or a Status DIB (e.g., I/O completion status) 1n
standard protocols of Fibre Channel. Certain embodiments
provide mechanisms 1 which all FICON status IUs are sent
without encryption and all FICON Command/Data IUs are
encrypted by overriding the standard protocols of Fibre
Channel. Certain embodiments use secured authenticated
encrypted Fibre Channel communication protocols to trans-
fer data between a host computing device (1nitiator) and a
storage controller (target), to improve the performance of the
communication and data transier protocols by adjusting
information categories to be sent using encryption. Certain
embodiments use a security indicator and other data struc-
tures to allow the host processor to send Command/Data His
using frames of information category solicited data that uses
encryption (instead of information category unsolicited Data
that 1s not encrypted). Certain embodiments use the security
indicator and other data structures to allow the storage
controller to send command mode status IUs using frames of
information category command status that 1s not encrypted
(instead of information category solicited data that uses
encryption). As a result, improvements are made to devices
communicating over the Fibre Channel protocol.

EXEMPLARY EMBODIMENTS

FIG. 1 1llustrates a block diagram of a computing envi-
ronment 100 utilizing a first device 102 coupled to a second
device 104. The first device 102 may be coupled to the
second device 104 through a Fibre Channel fabric 106 or any
other data interface mechamism known 1n the art. The first
device 102 and the second device 104 may be any suitable
computational device presently known 1n the art, such as a
personal computer, a workstation, a server, a mainirame, a
handheld computer, a telephony device, a network appli-
ance, etc. The first device 102 and the second device 104
may be elements in any suitable network, such as, a storage
area network, a wide area network, the Internet, an intranet,
etc. In certain embodiments, the first device 102 and the
second device 104 may be elements 1n a cloud computing
environment. In certain embodiments, the first device 102 1s
a host computational device 102 and the second device 104
1s a storage controller 104 that control access to storage
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devices. The host computational device 102 may send
input/output (I/O) requests to the storage controller 104 to
read and write data with respect to storage devices con-
trolled by the storage controller 104.

Communications over the Fibre Channel fabric 106
between the first device 102 and the second device 104 may
be enabled by a Fibre Channel adapter 108 included in the
first device 102 and a Fibre Channel adapter 110 1included 1n
the second device 104. The Fibre Channel adapter 108
included 1n the first device 102 includes a port 112, and the
Fibre Channel adapter 110 included 1n the second device 104
includes a port 114, where the ports 112 and 114 may be
referred to as N-ports in Fibre Channel terminology. Fibre
Channel based communications via the FICON or other
protocols may be performed between the port 112 of the first
device 102 and the port 114 of the second device 104. A
plurality of logical paths may be established between the
two Fibre Channel adapters 108, 110.

In certain embodiments, the port 112 that 1s included in
the host computational device 102 1s referred to a host port,
and the port 114 that 1s included 1n the storage controller 104
1s referred to as a storage port.

Security associations are established between the host
port 112 and the storage port 114 to securely exchange data.
Information units which contain data and control informa-
tion are exchanged between the host port 112 and the storage
port 114.

Therefore, FIG. 1, illustrates a computing environment
100 1n which a host computational device 102 and a storage
controller 104 communicate over Fibre Channel by using a
host port 112 and a storage port 114 respectively. Security
associations may be established between the host port 112
and the storage port 114 and information units may be

exchanged.

FIG. 2 illustrates a block diagram of Fibre Channel data
structures 200, 1n accordance with certain embodiments.

The data structures 200 1include data structures represent-
ing information umts (IU) 202 that are used 1 communi-
cation between the host port 112 and the storage port 114.
The information units 202 may include command 1nforma-
tion units corresponding to commands, and data information
units corresponding to data. There may be many different
types ol information units.

The data structures 200 include data structures represent-
ing a security bit 204. In the FC-SP-2 standard, support for
authentication within an endpoint 1s indicated by the setting
of the security bit 204 of the Common Service parameters
passed to the peer during the login process. When set to a
value of one in the login request, the security bit 204
indicates that the sending port 1s able to perform authenti-
cation. When the responding port accepts the login request,
if 1n the reply the responding port also sets the security bit
204 to one then this indicates that the responding port
requires the sender of the login to perform authentication
before granting any further access.

The data structures 200 include a routing control field
(R_CTL) 206. The Fibre Channel Framing and Signaling
standard (FC-FS-35) defines a field in each frame that pro-
vides a port with assistance 1 frame routing via the R_CTL
field. The R_CTL field contains routing bits and information
bits to categorize the frame function. When the R_CTL field
1s used 1 combination with the upper level protocol type
field 1n a frame, it provides a port with assistance 1n routing
frames to a particular upper level protocol such as FCP
(FCP-4) or FICON (FC-SB-6). These upper level protocol
standards provide a mapping of information unit types to
R _CTL wvalues to be used in the frames.
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Multiple information categories are defined in Fibre
Chanel. The commonly used information categories 207 are
solicited data 208, unsolicited data 210, solicited control
212, unsolicited control 214, command status 216 and data
descriptor 218.

FIG. 3 1llustrates a block diagram 300 that shows data
structures and elements for security in Fibre Channel, 1n
accordance with certain embodiments. Fibre Channel secu-
rity standards provide for negotiation of “Irathic Selectors™
302 by using Security Association management protocols
304. These traflic selectors 302 define which frames, 1den-
tified by R_CTL wvalues, are to be encrypted on the link
between a pair of ports (e.g., a host port 112 and a storage
port 114).

FIG. 4 1illustrates a block diagram 400 that shows a
standard protocol for categorizing information units 1n Fibre
Channel, in accordance with certain embodiments. The
standard protocol 1s 1n accordance with at least the FC-SB-6
standard of the Fiber Channel architecture.

A Fibre Channel frame header identifies the source and
destination of a frame, the exchange and sequence to which
a frame belongs, the order in which a frame was sent, and the
type of information in the frame payload. The frame header

1s comprised of a frame routing control field (R_CTL),

source link address field and destination link address field,
an FC-4 i1dentification field (TYPE), an optional header
control field, fields which identity and control FC-FS-4
sequences and exchanges, and a parameter field whose
function depends on the frame type.

The R_CTL field contains two sub-fields, the routing bits
and the information field. When the routing bits are set to
‘0000 (binary representation) and the frame 1s used to send
an IU, the information field contains an information cat-
cgory lield which identifies the category of the information
in the payload. All frames 1 an FC-SB-6 information unit
contains the same nformation category. The information
category of an IU depends on the contents of the IU and the
conditions under which the IU 1s sent. Block 400 summa-
rizes the information categories that are used to send each
IU.

In a standard protocol, Fibre Channel based encryption of
data 1n flight requires that only frames sent using an R_CTL
value of solicited data are to be selected for encryption.
Thus, IUs that are not of the information category of
solicited data are not encrypted 1n the standard protocol.

FIG. 4 shows that solicited data IUs are used to carry a
Data DIB (e.g., client data) or a Status DIB (e.g., I/O
completion status) [as shown 1n row indicated via reference
numeral 402]. This implies that completion status for a
command 1s encrypted. While this may be alright, 1t 1s
undesirable from the standpoint of reading traces of protocol
for problem determination.

FIG. 4 also indicates (row shown via reference numeral
404) that a Command IU 1s sent using R_CTL Information
Category of Unsolicited Command. A Command IU may
carry a Command DIB (1.e., a device command) or a
Command/Data DIB. A Command/Data DIB may carry both
a device command and write data for the command 1n a
single IU. The nomenclature “Command/Data DIB” 1s 1n
accordance with the Fibre Channel protocol. This write data
may carry client data. According to the selection criteria that
only frames with R_CTL information category of solicited
data are to be encrypted, this presents a security exposure as
client data that needs to be encrypted may not be encrypted
in the standard protocol.

FIG. 5 illustrates a block diagram 500 that shows
encrypted status device information blocks (DIB) 1n a stan-
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dard protocol that indicates the information category of an
information unit (as shown in FIG. 4), in accordance with
certain embodiments.

A solicited data IU 502 1s selected for encryption in
accordance with the standard protocol. The solicited data IU
502 may be comprised of a data DIB (e.g., client data) 504
or a status DIB (e.g., one that indicates the I/O completion
status of a command) 506.

In accordance with the standard protocol, status DIBs 506
are encrypted but 1t 1s undesirable to encrypt I/O completion
status ol a command (as shown via reference numeral 508).
Certain embodiments override the standard protocol to
encrypt the status DIB 506, so that the I/O completion status
of a command is not encrypted.

FIG. 6 illustrates a block diagram 600 that shows unen-
crypted client data 1n a standard protocol, 1n accordance with
certain embodiments.

A command U 602 that 1s 1n the R_CTL information
category of unsolicited command may be a command DIB
604 or a command/data DIB 606 that carries both a device
command and write data, where the write data may 1nclude
client data for the device command 1n a single IU. Since
unsolicited commands are unencrypted 1n the standard pro-
tocol, there 1s a security exposure as the client data included
in the write data should be encrypted for security (as shown
via reference numeral 608).

FIG. 7 illustrates a flowchart 700 that shows operations of
overriding the standard protocol, 1n accordance with certain
embodiments.

Control starts at block 702 and proceeds to block 704 in
which a determination 1s made as whether a secure login
exists between the host port 112 and the storage port 114. If
so (“Yes” branch 706) control proceeds to block 708 1n
which the host port 112 sends FICON command/data infor-
mation units as solicited data information units to allow for
encryption of client data. Control proceeds to block 710 1n
which the storage port 114 sends command mode status
information units that include a status DIB in frames of
information category of command status to avoid encryption
of status indications. From block 710 control returns to
block 704.

If a secure login does not exist between the host port 112
and the storage port 114 (*No” branch 712) control proceeds
to block 714 1n which the standard protocol for categorizing
information units 1s followed and control returns to block
704.

FIG. 8 illustrates a flowchart 800 that shows host port 112

and storage port 114 operations, 1n accordance with certain
embodiments.

The operations shown to the left of the dashed line 802 are
host port operations 804, and the operations shown to the
right of the dashed line 802 are storage port operations 806.

Control starts at block 808 in which the host port 112
transmits a login request message with a security indicator
enabled for security by setting the security bit 204 to one.
Control proceeds to block 810 1n which the storage port 114
receives the login request message with the security 1indica-
tor enabled for security. The storage port 114 establishes a
security association by transmitting a response mdicating a
login accept with the security indicator enabled for security
by setting the security bit 204 to one (at block 812).

From block 812 control proceeds to block 814 1n which
the host port receives the login accept response with the
security indicator enabled for security, to establish a security
association.

From block 814 control proceeds to block 816 1in which
the host port 112 modifies a protocol behavior of the
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standard protocol for transmitting and receiving information
units. From block 812 control also proceeds to block 818 (in

addition to block 814) 1n which the storage port 114 modifies
a protocol behavior of the standard protocol for transmitting
and receiving iformation units.

FIG. 9 1llustrates a flowchart 900 that shows storage port
operations, in accordance with certain embodiments. The
operations shown in FIG. 9 are performed by the storage
port 114 of the storage controller 104.

Control starts at block 902 1n which the storage port 114
receives a login request message with a security indicator
enabled for security. In response to receiving a login request
message with a security indicator enabled for security, the
storage port 114 establishes a security association by trans-
mitting (at block 904) a response indicating a login accept
with the security indicator enabled for security.

In response to establishing the security association, the
storage port modifies (at block 906) a protocol behavior for
transmitting and receiving imformation umits by: transmit-
ting, by the storage port, command mode status information
units that include a status device information block (DIB) in
frames of information category of command status to avoid
encryption of the command mode status information units;
and receiving, by the storage port, command/data DIBs that
use frames of an information category of solicited data
without generating an error, wherein use of the frames of the
information category of solicited data ensures that the com-
mand/data DIBs are encrypted.

FIG. 10 1llustrates a flowchart 1000 that shows host port
operations, 1n accordance with certain embodiments. The
operations shown 1n. FIG. 10 are performed by the host port
112 of the host computational device 102.

Control starts at block 1002 1n which the host port 112
transmits a login request message with a security indicator
enabled for security to the storage port 114. The host port
112 receirves (at block 1004) a response from the storage port
114 indicating a login accept with the security indicator
enabled for security.

In response to establishing the security association, the
host port 112 modifies (at block 1006) a protocol behavior
for transmitting and receiving information units by: trans-
mitting, by the host port, command/data DIBs that use
frames of an information category of solicited data, wherein
use of the frames of the information category of solicited
data ensures that the command/data DIBs are encrypted; and
receiving, by the host port 112, command mode status
information units that include a status device information
block (DIB) 1in frames of information category of command
status, wherein the command mode status information unit
1s not encrypted.

Therefore, FIGS. 1-10 1llustrate certain embodiments that
override the standard Fibre Channel protocols to ensure that
security 1s enforced while transmitting and receiving client
data, and control information 1s not encrypted even though
the standard Fibre Channel protocols may dictate otherwise.

Cloud Computing Environment

Cloud computing 1s a model for enabling convenient,
on-demand network access to a shared pool of configurable
computing resources (€.g., networks, servers, storage, appli-
cations, and services) that can be rapidly provisioned and
released with minimal management effort or service pro-
vider interaction.

Referring now to FIG. 11 an illustrative cloud computing,
environment 50 1s depicted. Control of information units for
encryption (shown via reference numeral 32) 1s performed 1n
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the cloud computing environment 50. As shown, cloud
computing environment 50 comprises one or more cloud
computing nodes 10 with which local computing devices
used by cloud consumers, such as, for example, personal
digital assistant (PDA) or cellular telephone 34 A, desktop
computer 54B, laptop computer 54C, and/or automobile
computer system 54N may communicate. Nodes 10 may
communicate with one another. They may be grouped (not
shown) physically or virtually, in one or more networks,
such as Private, Community, Public, or Hybrid clouds as
described hereinabove, or a combination thereof. This
allows cloud computing environment 50 to offer infrastruc-
ture, platforms and/or software as services for which a cloud
consumer does not need to maintain resources on a local
computing device. It 1s understood that the types of com-
puting devices 54A-N shown 1n FIG. 11 are itended to be
illustrative only and that computing nodes 10 and cloud
computing environment 30 can commumnicate with any type
of computerized device over any type ol network and/or
network addressable connection (e.g., using a web browser).

Referring now to FIG. 12, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
11) 1s shown. It should be understood 1n advance that the
components, layers, and functions shown i FIG. 12 are
intended to be illustrative only and embodiments of the
invention are not limited thereto.

Hardware and software layer 60 includes hardware and
solftware components. Examples of hardware components
include mainirames, 1n one example IBM ZSERIES* sys-
tems; RISC (Reduced Instruction Set Computer) architec-
ture based servers, 1n one example IBM PSERIES™ systems;
IBM XSERIES* systems; IBM BLADECENTER* systems;
storage devices; networks and networking components.
Examples of soitware components include network appli-
cation server software, in one example IBM WEBSPHERE*
application server software; and database soitware, in one
example IBM DB2* database software.

Virtualization layer 62 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, management layer 64 may provide the
functions described below. Resource provisioning provides
dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud
computing environment. Metering and Pricing provide cost
tracking as resources are utilized within the cloud computing,
environment, and billing or mmvoicing for consumption of
these resources. In one example, these resources may com-
prise application software licenses. Security provides 1den-
tity verification for cloud consumers and tasks, as well as
protection for data and other resources. User portal provides
access to the cloud computing environment for consumers
and system administrators. Service level management pro-
vides cloud computing resource allocation and management
such that required service levels are met. Service Level
Agreement (SLA) planning and fulfillment provide pre-
arrangement for, and procurement of, cloud computing
resources for which a future requirement 1s anticipated in
accordance with an SLA.

Workloads layer 66 provides examples ol functionality
tor which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation;
software development and lifecycle management; virtual
classroom education delivery; data analytics processing;
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transaction processing; and control of information units for
encryption 68 as shown in FIGS. 1-12.

Additional Embodiment Details

The described operations may be implemented as a
method, apparatus or computer program product using stan-
dard programming and/or engineering techniques to produce
software, firmware, hardware, or any combination thereof.
Accordingly, aspects of the embodiments may take the form
of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-
code, etc.) or an embodiment combining soiftware and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Furthermore, aspects
of the embodiments may take the form of a computer
program product. The computer program product may
include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
embodiments.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program 1instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present embodiments may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
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oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
istructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
of the computer readable program 1nstructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present embodiments.

Aspects of the present embodiments are described herein
with reference to flowchart illustrations and/or block dia-
grams ol methods, apparatus (systems), and computer pro-
gram products according to embodiments of the mnvention.
It will be understood that each block of the flowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instruc-
tions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
istructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program 1nstructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the mstructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified i the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
tfunctions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
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may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks 1n the block dia-
grams and/or flowchart 1llustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instruction.

FIG. 13 illustrates a block diagram that shows certain
clements that may be included 1n the computational devices,
the host computational devices, the storage controllers or
other devices shown in FIGS. 1-12, in accordance with
certain embodiments. The system 1300 may include a cir-
cuitry 1302 that may 1n certain embodiments include at least
a processor 1304. The system 1300 may also include a
memory 1306 (e.g., a volatile memory device), and storage
1308. The storage 1308 may include a non-volatile memory
device (e.g., EEPROM, ROM, PROM, flash, firmware,
programmable logic, etc.), magnetic disk drive, optical disk
drive, tape drive, etc. The storage 1308 may comprise an
internal storage device, an attached storage device and/or a
network accessible storage device. The system 1300 may
include a program logic 1310 including code 1312 that may
be loaded into the memory 1306 and executed by the
processor 1304 or circuitry 1302. In certain embodiments,
the program logic 1310 including code 1312 may be stored
in the storage 1308. In certain other embodiments, the
program logic 1310 may be implemented in the circuitry
1302. One or more of the components 1n the system 1300
may communicate via a bus or via other coupling or con-
nection 1314. Therefore, while FIG. 13 shows the program
logic 1310 separately from the other elements, the program
logic 1310 may be implemented 1n the memory 1306 and/or
the circuitry 1302.

Certain embodiments may be directed to a method for
deploying computing instruction by a person or automated
processing integrating computer-readable code into a com-
puting system, wherein the code 1n combination with the
computing system 1s enabled to perform the operations of
the described embodiments.

The terms “an embodiment”, “embodiment”, “embodi-
ments”, “the embodiment”, ‘“the embodiments”, “one or

more embodiments”, “some embodiments”, and *

one
embodiment” mean “one or more (but not all) embodiments
of the present invention(s)” unless expressly specified oth-
Crwise.

The terms “including”, “comprising”’, “having” and varia-
tions thereof mean “including but not limited to”, unless
expressly specified otherwise.

The enumerated listing of 1tems does not imply that any
or all of the 1tems are mutually exclusive, unless expressly
specified otherwise.

The terms “a”, “an” and ““the” mean “‘one or more”, unless
expressly specified otherwise.

Devices that are in communication with each other need
not be 1n continuous communication with each other, unless
expressly specified otherwise. In addition, devices that are 1n
communication with each other may communicate directly
or indirectly through one or more intermediaries.

A description of an embodiment with several components
in communication with each other does not imply that all
such components are required. On the contrary a variety of
optional components are described to illustrate the wide
variety of possible embodiments of the present invention.

Further, although process steps, method steps, algorithms

or the like may be described 1n a sequential order, such
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processes, methods and algorithms may be configured to
work 1n alternate orders. In other words, any sequence or
order of steps that may be described does not necessarily
indicate a requirement that the steps be performed in that
order. The steps of processes described herein may be
performed 1n any order practical. Further, some steps may be
performed simultaneously.

When a single device or article 1s described herein, 1t waill
be readily apparent that more than one device/article
(whether or not they cooperate) may be used 1n place of a
single device/article. Similarly, where more than one device
or article 1s described herein (whether or not they cooperate),
it will be readily apparent that a single device/article may be
used in place of the more than one device or article or a
different number of devices/articles may be used instead of
the shown number of devices or programs. The functionality
and/or the features of a device may be alternatively embod-
ied by one or more other devices which are not explicitly
described as having such functionality/features. Thus, other
embodiments of the present invention need not include the
device 1tsell.

At least certain operations that may have been illustrated
in the figures show certain events occurring in a certain
order. In alternative embodiments, certain operations may be
performed 1n a different order, modified or removed. More-
over, steps may be added to the above described logic and
still conform to the described embodiments. Further, opera-
tions described herein may occur sequentially or certain
operations may be processed 1n parallel. Yet further, opera-
tions may be performed by a single processing unit or by
distributed processing units.

The foregoing description of various embodiments of the
invention has been presented for the purposes of 1llustration
and description. It 1s not intended to be exhaustive or to limait
the mvention to the precise form disclosed. Many modifi-
cations and variations are possible i light of the above
teaching. It 1s intended that the scope of the invention be
limited not by this detailed description, but rather by the
claims appended hereto. The above specification, examples
and data provide a complete description of the manufacture
and use of the composition of the invention. Since many
embodiments of the invention can be made without depart-
ing from the spirit and scope of the invention, the invention
resides 1in the claims hereinafter appended.

What 1s claimed 1s:

1. A method, comprising:

1n response to receving, by a storage port, a login request
message with a security indicator enabled for security,
establishing a security association by transmitting a
response 1ndicating a login accept with the security
indicator enabled for security; and

in response to establishing the security association, modi-
tying, by the storage port, a protocol behavior for
transmitting and receiving information units, wherein a
standard protocol for categorizing information units 1s
overridden 1n response to a secure login existing
between the storage port and a host port, wherein the
standard protocol for categorizing information units 1s
followed 1n response to a secure login not existing
between the storage port and the host port, and wherein
the storage port receives command/data device infor-
mation blocks (DIBs) that use frames of an information
category of solicited data from the host port while
overriding the standard protocol.

2. The method of claim 1, wherein the modifying of the

protocol behavior comprises:
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transmitting, by the storage port, command mode status
information units that include a status device informa-
tion block (DIB) in frames of information category of
command status to avoid encryption of the command
mode status information units.

3. The method of claim 1, wherein the moditying of the
protocol behavior comprises:

receiving, by the storage port, the command/data DIBs

that use the frames of the information category of
solicited data without generating an error, wherein use
of the frames of the imnformation category of solicited
data ensures that the command/data DIBs are
encrypted.

4. The method of claim 3, wherein the command/data
DIBs have been transmitted by a host port using frames of
the information category of solicited data.

5. The method of claim 4, wherein the storage port 1s
included 1n a storage controller, wherein the host port 1s
included 1n a host computational device, and wherein the
storage port 1s in communication with the host port over a
Fibre Channel communication link.

6. The method of claim 1, wherein the information units
are FICON information units.

7. The method of claim 1, wherein the login request
message 1s a Fibre Channel login request message.

8. A system, comprising:

a memory; and

a processor coupled to the memory, wherein the processor

performs operations, the operations comprising;:

in response to receiving, by a storage port, a login
request message with a security indicator enabled for
security, establishing a security association by trans-
mitting a response ndicating a login accept with the
security indicator enabled for security; and

in response to establishing the security association,
moditying, by the storage port, a protocol behavior
for transmitting and receiving information units,
wherein a standard protocol for categorizing infor-
mation units 1s overridden 1n response to a secure
login existing between the storage port and a host
port, wherein the standard protocol for categorizing
information units 1s followed 1n response to a secure
login not existing between the storage port and the
host port, and wherein the storage port receives
command/data device information blocks (DIBs)
that use frames of an information category of solic-
ited data from the host port while overriding the
standard protocol.

9. The system of claim 8, wherein the modifying of the
protocol behavior comprises:

transmitting, by the storage port, command mode status

information units that include a status device informa-
tion block (DIB) 1n frames of information category of
command status to avoid encryption of the command
mode status information units.

10. The system of claim 8, wherein the moditying of the
protocol behavior comprises:

recerving, by the storage port, the command/data DIBs

that use the frames of the information category of
solicited data without generating an error, wherein use
of the frames of the imnformation category of solicited
data ensures that the command/data DIBs are
encrypted.

11. The system of claim 10, wherein the command/data
DIBs have been transmitted by a host port using frames of
the information category of solicited data.
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12. The system of claim 11, wherein the storage port 1s
included 1n a storage controller, wherein the host port 1s
included 1 a host computational device, and wherein the
storage port 1s in communication with the host port over a
Fibre Channel communication link.

13. The system of claim 8, wherein the information units
are FICON 1nformation units.

14. The system of claim 8, wherein the login request

message 1s a Fibre Channel login request message.

15. A computer program product, the computer program
product comprising a non-transitory computer readable stor-
age medium having computer readable program code
embodied therewith, the computer readable program code
configured to perform operations, the operations compris-
ng:

1n response to receving, by a storage port, a login request

message with a security indicator enabled for security,
establishing a security association by transmitting a
response 1ndicating a login accept with the security
indicator enabled for security; and

in response to establishing the security association, modi-

tying, by the storage port, a protocol behavior for
transmitting and receiving information units, wherein a
standard protocol for categorizing information units 1s
overridden 1n response to a secure login existing
between the storage port and a host port, wherein the
standard protocol for categorizing information units 1s
followed 1n response to a secure login not existing
between the storage port and the host port, and wherein
the storage port receives command/data device infor-
mation blocks (DIBs) that use frames of an information
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category ol solicited data from the host port while
overriding the standard protocol.

16. The computer program product of claim 15, wherein
the modifying of the protocol behavior comprises:

transmitting, by the storage port, command mode status

information units that include a status device informa-
tion block (DIB) in frames of information category of
command status to avoid encryption of the command
mode status iformation units.

17. The computer program product of claim 135, wherein
the modifying of the protocol behavior comprises:

recerving, by the storage port, the command/data DIBs

that use the frames of the information category of
solicited data without generating an error, wherein use
of the frames of the information category of solicited
data ensures that the command/data DIBs are
encrypted.

18. The computer program product of claim 17, wherein
the command/data DIBs have been transmitted by a host
port using frames of the information category of solicited
data.

19. The computer program product of claim 18, wherein
the storage port 1s included 1n a storage controller, wherein
the host port 1s included 1n a host computational device, and
wherein the storage port 1s in communication with the host
port over a Fibre Channel communication link.

20. The computer program product of claim 15, wherein
the information units are FICON information units, and
wherein the login request message 1s a Fibre Channel login
request message.
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