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CLOUD-BASED SECURE COMPUTATION OF
THE MEDIAN

TECHNICAL FIELD

The subject matter described herein relates to securely
computing the median of the union of private datasets.

BACKGROUND

Benchmarking 1s a management process where a com-
pany compares 1ts Key Performance Indicators (KPI) to the
statistics of the same KPIs of a group of competitors, named
peer group. A KPI 1s a statistical quantity which measures
the performance of a business process. Examples of KPI
from different company operations are make cycle time
(manufacturing), cash flow (financial) and employee tluc-
tuation rate (human resources). A peer group 1s a group of
(usually competing) companies that are interested in com-
paring their KPIs based on some similarity of the companies.
Examples formed along different characteristics include car
manufacturers (industry sector), Fortune 500 companies in
the United States (revenue and location), or airline vs.
railway vs. haulage (sales market). A big challenge for
benchmarking 1s that the KPIs are very sensitive and highly
confidential, even within one company.

Privacy is one of the biggest concerns 1n benchmarking.
Companies are hesitant to share their business performance
data due to the risk of losing a competitive advantage or
being embarrassed. There exist privacy-preserving proto-
cols, that can be used for benchmarking that keep the KPIs
confidential within one company. However, they all require
a communication link between any pair of parties, resulting

in high communication overhead when the number of parties
becomes very large.

SUMMARY

In a first, aspect, a garbled circuit and two garbled mputs
are received by a server from each pair of a plurality of
clients. The garbled circuit encodes a comparison function
and the garbled inputs characterize the respective data value
from each of the clients in the pair. Thereatter, the server
cvaluates the garbled circuits using the garbled nputs to
result 1n a plurality of comparison bits. The server can then
sort the datasets 1 an ascending or descending order by
using the comparison bits to compute the rank of each data
value. Using the sorted datasets, the server determines a
median value for the datasets and transmits data character-
izing the median value to each of the clients.

A common seed can be shared among each pair of a
plurality of clients prior to transmitting their respective
garbled circuits. The common seed can be shared amongst
the clients using a key exchange protocol. The common seed
can be a shared symmetric key used to seed a pseudorandom
number generator that 1s used to generate the respective
garbled 1nputs. The key exchange protocol can be a Diflie-
Hellmann key exchange protocol.

If a size of the datasets 1s odd, the median value 1s a
middle value 1n the sorted datasets. If a size of the datasets
1s even, the median value 1s a mean of two middle values 1n
the sorted datasets.

The server can receive a respective public key from each
client and later transmait such public keys to each client. The
server can compute an encrypted data characterizing the
median value using the respective public keys of each of the
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2

clients such that the data transmitted to each of the clients 1s
encrypted for each such respective client.

Non-transitory computer program products (1.e., physi-
cally embodied computer program products) are also
described that store instructions, which when executed by
one or more data processors of one or more computing
systems, cause at least one data processor to perform opera-
tions herein. Similarly, computer systems are also described
that may include one or more data processors and memory
coupled to the one or more data processors. The memory
may temporarily or permanently store instructions that cause
at least one processor to perform one or more of the
operations described herein. In addition, methods can be
implemented by one or more data processors either within a
single computing system or distributed among two or more
computing systems. Such computing systems can be con-
nected and can exchange data and/or commands or other
istructions or the like via one or more connections, includ-
ing but not limited to a connection over a network (e.g., the
Internet, a wireless wide area network, a local area network,
a wide area network, a wired network, or the like), via a
direct connection between one or more of the multiple
computing systems, etc.

The subject matter described herein provides many tech-
nical advantages. For example, the current subject matter
allows for the computation of a median for diverse private
data sets while, at the same time, preserving the confiden-
tiality of the underlying data.

The details of one or more variations of the subject matter
described herein are set forth in the accompanying drawings
and the description below. Other features and advantages of
the subject matter described herein will be apparent from the
description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 1s a process flow diagram illustrating the secure
computation of a median of datasets from a client perspec-
tive;

FIG. 2 1s a process tlow diagram 1llustrating the secure
computation of a median of datasets from a server perspec-
tive; and

FIG. 3 1s a diagram 1llustrating aspects of a computing
device that can be used for implementing subject matter
described herein.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

The current subject matter i1s directed to securely com-
puting the median of the union of many private datasets.
This 1s a special case of the problem of computing the k-th
ranked element. It 1s an 1nstance of secure multiparty com-
putation protocol where several parties wish to compute a
public known function on their private input while revealing
only the output of the computation to a designated subset of
parties and nothing else. The computation of the k-th ranked
clement 1s of particular interest 1n settings such as collab-
orative benchmarking where the individual datasets may
contain proprietary iformation, yet where the k-th ranked
clement 1s of mutual interest to the participating companies.

A service provider as described herein can be character-
1zed as an organization which offers server-based services to
its customers. It may control several servers running the
service or parts of 1t, by acting as software as a service
(SaaS) provider. During the multi-party computation of the
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median computation protocols, the service provider 1s a
regular participant without any input, and it 1s therefore not
allowed to learn plaintext KPIs from the participants. This
means the service provider remains oblivious in the com-
putation process. As 1n a star network, the clients can only
communicate with the service provider, but never amongst
cach other directly. It 1s also beneficial to keep anonymity
among the participants, which can only be guaranteed, 1f
they do not need to address messages to each other directly.
The explicit requirement for anonymity 1s that a subscriber
does not know (or refer to) any static identifier of other
subscribers (e.g. IP addresses, public keys, etc.). Any static
identifier can disclose the composition of the peer group to
the subscribers, and it may break the privacy of the complete
system.

With the current subject matter, two protocols can be used
for securely computing the median using an oblivious cen-
tral server; namely a garbled circuit (GC) approach and a
threshold homomorphic encryption approach.

With the garbled circuit (GC) approach, a garbled circuit
1s a two-party protocol in which one party acts as an
cvaluator, and the other party plays the role of a generator.
In the secure median protocol as provided herein, the server
evaluates all GCs. In an 1nitial step each pair of parties uses
Difhe-Hellmann key exchange protocol to share a common
seed. In the online protocol, both parties use their common
seed to generate and send one garbled circuit and the
corresponding garbled 1nputs to the server.

With the threshold homomorphic encryption approach,
parties share a private key of an homomorphic encryption
scheme. The parties can use the common public key to send
their encrypted input to the server. The server runs compu-
tation on encrypted input and the parties jointly decrypt the
result. The computation at the server can combine Gold-
wasser-Micali encryption with Fischlin’s comparison pro-
tocol.

Secure multiparty computation (SMC) allows n parties
P,,...,P_, with private input x,, . . . ,X,_ to compute a known
function y=f(x,, . . . ,Xx,) such that only y 1s revealed and
nothing else. Security in SMC 1s defined by comparison to
an 1deal model 1n which a trusted third party (T'TP) receives
X,, ...,X computes and outputs y=F(x,, ... ,X ). In a real
model, parties emulate the i1deal model by executing a
cryptographic protocol. A SMC protocol 1s then said to be
secure 1I the adversary can learn only the result y and
nothing else. Example security models can include semi-
honest and malicious models. Semi-honest adversaries fol-
low the protocol but try to learn more information, while
malicious adversaries may deviate from the protocol speci-
fication.

GC can be used to execute a function over symmetrically
encrypted inputs. With a GC protocol, let f be a function
over two 1mputs X and y such that a garbling scheme
comprises a five-tuple of algorithms G=(Gb, En, De, Ev, ev).
The original function § is encoded as circuit that the function
ev(f,%,*):{0,1}"x{0,1}"—10,1}" can evaluate. On input f
and security parameter k €N, algorithm Gb returns a triple
of strings (F,e,d)<—Gb(1%,f). The string F describes a garbled
function, Ev(F,+*), that maps each pair of garbled inputs
(X,Y) to a garbled output Z=Ev(F,X,Y). The string ¢
describes an encoding function, En(e, ¢), that maps initial
inputs x,y&{0,1}” to garbled inputs X=FEn(e,x), Y=En(e,y).
The String d describes a decoding function, De(d,*), that
maps a garbled output Z to a final output z=De(d,Z). The
garbling scheme 1s correct 1t De(d,Ev(F,En(e,x),

En(e.y)))=ev(Fx,y).
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4

The current GC protocol 1s a 2-party protocol comprising
a generator (Gen) and an evaluator (Eva) with input x and y
respectively. On input f and k, Gen runs (F,e,d)<—Gb(1%f)
and parsese as (X,", X,', ..., XX ' Y,".Y,",....Y°",
Y."). Then Gen sends F, d and X=(X,*", ..., X ™)<En
(e,X) to Eva, where x, represents the 1-th bit of x. Now the
parties execute an oblivious transier protocol with Eva
having selection string y and Gen having inputs (Y,°,

Y5 ..., YY" Y ') As a result, Eva obtains Y=
(Y2, ..., Y,”) and Gen learns nothing. Finally, Eva
evaluates and outputs z=De(d,Ev(F,X,Y)).

Let Enc(im) denotes the probabilistic encryption of a
plaintext m. Then additive homomorphic encryption (HE)

can have the following property:

Enc(m ) Enc(ms)=Enc(m +m-)

By multiplying two ciphertexts, a ciphertext of the sum
can be obtamned. With the current protocol, a public-key
scheme of Paillier can be used.

Threshold Homomorphic Encryption (THE) allows for
sharing a private key to the parties such that a subset of
parties 1s required for decryption. Formally, let ID=
{...,id, ...} bethe set of identities of the n clients (1<i<n).
A THE scheme consists of the following algorithms:

PK, SK «KeyGen(A, t, 1} ): The probabilistic key gen-
cration algorithm takes a security parameter A and generates
a public key PK, the corresponding private key SK. It also
generates n shares SK ={SK, . .., SK } of the private key
SK., such that t shares can be used to recover SK.

c<—Enc(PK, m): The probabilistic encryption algorithm
encrypts a message m using the public key PK producing a
ciphertext c.

m'<—Dec(SK ,c): The partial decryption algorithm
decrypts a ciphertext ¢ using a share SK. &35IK of the private
key producing a share m', of the message m'.

m's—Rec( M ): The reconstruction algorithm takes a sub-
set

of partial decryption shares and outputs a message m'.
We have a correctness condition:

m=Rec(Dec(SK,

i Enc(PK,m)), . . ., DEC‘(SKI-r,EHC‘
(PK,m))

and a security condition of IND-CPA securnity.
Furthermore we have a homomorphic property:

Enc(PK,m ) -Enc(PK,m5)=Enc(PK,m +m-)

When used 1n a protocol, combiner can be used to denote
the party responsible to execute the reconstruction algo-
rithm. Depending on the protocol, the combiner can be any
protocol participant or a server. It receives a set M =
{m,, . . ., m} of ciphertexts, runs M<—Rec(M,) and
publishes the result or moves to the next step of the protocol
specification.

Diflie-Hellman (DH) key exchange as provided herein 1s
a two-party protocol for securely exchanging cryptographic
keys over a public channel. With this protocol and as an
example, assume the parties are called Alice and Bob, and

they can exchange a common key as follows:

Alice generates the description of a cyclic group G and a
generator g, and sends the result to Bob. Let m denote the
number of element in G .
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Alice chooses a random index x&{1, . . ., m-1} and
computes h,=g*. Alice sends h, to Bob
Bob chooses a random index y&{1, . . ., m-1} and

computes h,=g”. Bob sends h, to Alice. (Note that this can
be computed and sent betore Bob receives h, from Alice.)

Alice outputs k=h,"=(g"y'=g™

Bob outputs k=h,"=(g"y=g"

The security of the protocol can rely on the intractability
of the discrete log problem which prevents Bob (resp. Alice)
to learn x (resp. y) from h, (resp. h2). In the following, when
referring to the DH protocol, the following notations are
used: sk _=x,pk _,=h,,sk,=v.pk, =h,,ck ,=ck, =k. Hence
sk =x,pk_.=h,, sk,=vy, pk, =h,, ck_,=ck, =k. Hence, from
sk and pk, Alice can compute ck_,=pk, ** and Bob can
compute ck, =pk .

Mean, median, and mode are measures ol central ten-
dency. These measures provide an overall indication of how
a population looks like. The median value refers to the
division of the data set into two halves. To compute the
median of any dataset, the dataset values are sorted in
ascending order. Then there are two possibilities depending
on the size of the dataset, either 1t can be even or odd. When
the size of the dataset 1s odd, the median 1s exactly the
middle value of the sorted dataset. Otherwise, the median 1s
calculated by computing the mean of the two middle values.

Formally, let x,,X,, . . . , X, be the n data values. To
determine the median, the data values are sorted 1n ascend-
ing order. If n 1s odd, then the median 1s the value that lies
exactly in the middle of the sorted dataset. That 1s, the
median m 1s the data value at the position

of the ordered list:

M= Antl
3

In the even case, the median 1s the mean of the two middle
values of the ordered list. That 1s, m 1s the mean of the data
values 1n positions

P oand T 41
)

of the ordered list:

Xn + Xn
2 2t

The distinction between the even and odd cases can be
avoided by the setting the middle as

The median 1s a fundamental business operation in the
collaborative benchmarking. It facilitates to compute the
mutual interest of peers. In the context of the current subject
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matter, the median can be calculated for n (n=2) confidential
datasets 1n the service provider model. This computation can
be 1mportant for many different scenarios. For example,
several companies may wish to compute the median salary
of theirr employees without revealing to each other their
individual salaries. In an another example, a number of
different hospitals may be interested in determining the
median life expectancy of their patients affected by a par-
ticular disease without revealing to each other their private
information. In the airline industry, competitive airlines may
want to determine the median maintenance cost of their
aircraft parts, where the individual number of aircrait parts
and maintenance cost are private.

A computation model can be implemented using two
mutually distrustiul servers. The clients can submit their
inputs to one server only using a special proxy Oblivious
Transier protocol. The overall protocol can, for example,
used a GC protocol in which one server creates and encrypts
the circuit and the other server evaluates the circuit. Multiple
servers lead to different business models for the service
provider ol a privacy-preserving service. The service pro-
vider can share benefits with an almost equal peer oflering
its computational power. In the one server model the service
provider can ofler the service by himself. In practice, it can
be very dithicult to verity that two servers are really orga-
nizationally separated, although arrangement can be pro-
vided such that special service providers are dedicated for
privacy-preserving services as described herein.

In a server-aided privacy-preserving protocol as provided
herein, the server can be a regular participant without any
input. While privacy protects the confidentiality of the KPIs
for the companies, it alleviates the server from the burden of
storing and handling them and protects 1t from potential
embarrassment due to accidental revelation. Another impor-
tant aspect of the service provider model 1s that the sub-
scribed companies only communicate with the service pro-
vider, but never amongst each other. Anonymity among the
subscribed companies 1s a beneficial feature and can only be
achieved, if they do not need to address messages to each
other. The precise requirement for anonymity 1s that sub-
scribers do not know or refer to any static identifier of other
customers (e.g., IP addresses, public keys, etc.).

The protocol runs between n clients and one server. The
clients can communicate only through the server which has
no mput and must remain oblivious, 1.e. the server should
not learn clients” mputs. The scheme consists of two main
steps. In the imitialization, parties generate and exchange
necessary cryptographic keys through the server. The main
protocol allows the clients with the help of the server to run
a sorting protocol. This then allows to compute the rank of
cach element and later the median. After the protocol the
parties should learn only the expected result and nothing
else. The protocol 1s secure 1n the semi-honest model, hence
it can be assumed that the parties follow the protocol
specification, but may try to learn more miformation than
allowed.

A GC-based secure median protocol (SM-GC) 1s provided
herein. A garbled circuit protocol 1s a two-party protocol 1n
which one party acts as an evaluator, and the other party
plays the role of a generator. However, with the current
subject matter, the server acts as an evaluator for all GCs,
while for each GC, one party acts as a generator, and the
second party just garbles i1ts mput. In the traditional GC
protocol, the evaluator party gets 1ts garbled mput from the
generator using an oblivious transfer (OT) protocol. In
contrast, with the current subject matter, each party garbles
its own 1put to avoid direct interaction between the parties
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during the execution of the protocol. Using the DH key
exchange protocol, each pair of parties generates a shared
symmetric key with the help of the server. This shared
symmetric key can be used on both sides to seed a pseudo-
random number generator that 1s used for circuit garbling.

The mandatory mitialization can be executed only once
and can include a public key distribution and pairwise
symmetric key agreement.

Each client can generate a public and private key pair for
the Paillier encryption scheme and send the public key to the
server. Once the server has received all public keys from the
client, the server can distribute them to all clients as 1llus-
trated 1 Steps 1 and 2 of Protocol 1 as provided below.

The Paillier scheme can be used for its additive homo-
morphic property. Other schemes with similar properties to
that of Paillier can also be used (e.g. Benaloh, Damgard
-Jurik, ECC ElGamal).

Each pair (1,]) of clients can run the DH key exchange
protocol through the server to generate a common secret key
ck;;. A client C, can generate a secret key sk, , then compute
and send pk, to the server for all other clients C, . The server
can redistribute all the pk;; accordingly which can allow
client C, to compute ck,; as illustrated in Steps 3, 4 and 5 ot
Protocol 1.

Protocol 1 Inmitialization

1:C,—=8S:PK,1l=1=n
2:8S—=C;:PK, I =1, j=n(#])
3:C, =5 :pk, 1 =1, j=n(i=))
4: S —= C: pkﬂ,lﬂijﬂll(i#j)
l=1,j=n{=])

C,; : ck; =pk; ak

_,FI i?

The shared symmetric key ck,; can be used by clients C,
and C, to seed a pseudorandom number generator that 1s used
to garble a circuit for comparing X, and x,. Therefore, both
clients can garble their own input. However, with the current
subject matter, only one client 1n each admissible pair (1,1)
can send the garbled circuait.

Protocol 3, as provided below, 1s a one-round protocol in
which the clients send their encrypted input and pairwise
garbled circuits for input comparison to the server. The
server can evaluate the garble circuits, sorts the mputs and
compute the median.

Using the public keys of all other clients received 1n the
initialization protocol, each client encrypts 1ts mput under
Paillier scheme and sends all the resulting ciphertexts to the
server. This 1s illustrated 1 Step 1 to 2 of Protocol 3. As
noted above, Paillier scheme can be used because of its
additive homomorphic property.

The pairwise key agreement can enable two clients to
generate a common symmetric key. Let 1,) be the indices of
parties C, and C,, then the parties can agree on a common
secret key ck, =ck ;. In the SM-GC protocol, pairwise com-
mon symmetric key can be used as a seed by the pairs to
initialize a pseudorandom number generator, in order to
garble a stmilar circuit. Note that pairwise circuits garbling
process can only be carried out by the clients. Garbled
circuit 1s by default a two party protocol 1n which one of
party acts as a generator, and the other party plays the role
of evaluator. However, with the current subject matter, there
1s a desired to avoid clients having a direct connection to
cach other so each client sends the garbled circuit to the
server for evaluation. Algorithm 2 provided below can be
used to pair parties and set the role of each party 1n a parr.
When garbling, the GC algorithms defined herein can be
instantiated with the parameter of the scheme. The function
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f to garble 1s the comparison function fz. The garbling
algorithm Gb takes an additional parameter ck,; and returns

Gc(w) e(zg) where GC /)= (F(IJ) d(lzf))

RED Predicate

Algorithm 2 PA

1: function PAIRED(i , j)

2:return (i=1 (mod 2)/\j <i/\j=1( mod 2)/

i=1(mod2)/\j>i/\j=0 (mod2)\/
i=0(mod2)/\j<i/\j=0(mod2)/
i=0(mod2)/Nj>i/\j=1 (mod 2))

If a pair (1,1) satisfies the PAIRED predicate (Algorithm
2), then client C, computes GCY’=Gb(1*, f=ck,).
GL%’=En(e"”, x) and client C, computes only GI, @D=En
(e(”) ;). Client C; sends M, C)= (GC(“‘T) GL%) to the server
and chent C, sends Mj(lf)—GIj(W ) (steps 3 to 6 of Protocol 3).

T'he server can recerve all garbled circuits and the garbled
inputs from the clients as described above and evaluates the
circuits to learn the corresponding comparison results (step
7 to 10 of Protocol 3). The comparison results can be used
by the server to compute the rank of each eclement as
illustrated 1n Step 11 to 12 of Protocol 3.

Given the rank of all elements, the server computes the
median. This computation 1s illustrated i Protocol 3, steps
13 to 17. If n, the number of clients, 1s odd, then the server
selects the ciphertexts a,; sent i Step 1 by a party C; such
that the rank of that party 1S

i+ 1
Fi= 3
If n 1s even then the server selects the ciphertexts a & 5 &

sent 1n Step 1 by two parties C, and C,; such that the ranks
of those parties are

i
jl_z j2:§+1'

Then the server multiplies a, ra, , which results in the

ciphertext of the sum of the corresponding plaintexts.

Finally, the computed ciphertexts a,, or a, ;a, , are just

redistributed to the clients such that they are able to decrypt.
In the even case, the parties divide the decrypted result by

2.

Protocol 3 GC-Based Median Protocol

for 1, ] ;=1 to n do
C; = S:a; ; < Enc(PK,, x;)
for1, =1 tDIldG
if PAIRED (1, j) then
C,— S: M, (.7 — (Gc(fJ) GII_(I'J))
C — q- M(I 5= GI(I J)
for 1, | —ltmndm
if PAIRED (1, ;) then
S: let b;; < Ev(GCY7, GL, 7, GL%7)
S:let b; «<=1... b
fc:-ri =1 to n do
letr; <= 2" b;
fGI‘l = 1 tc:ndcr
if n mod 2 =1 then

N i e e L T N
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-continued

Protocol 3 GC-Based Median Protocol

15: n+1
S%C{Zm.gi—ﬂjﬁflrjz 5

16: else

17: i1 il
S—}C m{—ﬂjl j2?5|Fj1:§,Fj2:§+l

As noted above, an alternative approach 1s to use thresh-
old homomorphic encryption based secure median protocol
(SM-GM). Threshold homomorphic encryption (THE) as
used herein allows the parties to share a private key such that
a subset of parties 1s required for decryption.

The 1mitialization requires a trusted dealer which 1s not
allowed to participate 1n the main protocol. This step 1s also
called the dealing phase in which the trusted dealer gener-
ates a public/private key pair (PK, SK) for an additively
homomorphic encryption. Then the private key SK is split in
n pieces SK,, ..., SK, such that at least t pieces are required
to reconstruct SK. Finally, the trusted dealer distributes the
n pieces SK,, . . ., SK  to the n parties (party C, receiving,
SK.) and deletes any local memory referring to SK,
SK,, . .., SK,. However, a secure protocol can be run
between the clients that allows them to choose a secret SK,
and to jointly compute a common PK such that at least t
parties a required for the decryption. The dealing phase
depends on the underlying homomorphic encryption. Addi-
tionally, each party C, can generate its own public/private
key pair (pk,, sk;) and can distribute pk, similar to the GC
case above.

Protocol 5 provided below 1s a four-round protocol in
which the clients send their inputs encrypted using Gold-
wasser-Micali encryption under the common public key PK
to the server. The server can homomorphically evaluate a
comparison function on the inputs and let the clients decrypt

the results. The comparison results can then be used to
compute the rank of each client’s mput 1n the overall dataset.
Goldwasser-Micali (GM) Encryption 1s a semantically
secure public key encryption based on the quadratic residu-
osity assumption. The public key consists of an RSA-
modulus N=pq of two equally large prime numbers p and g
and a quadratic non-residue zE Z ,,*. Given a bit message b,
the encryption algorithm chooses a random r&Z ,* and
returns Enc(b)=z"r*mod N, which is a quadratic non-residue
il and only 11 b=1. The scheme has the following properties:
Exclusive-or (xor): Enc(b)-Enc(b")=Enc(b&®b') mod N.
Bit negation (not): Enc(b)-z=Enc(b&1) mod N.
Re-randomization: Rand(Enc(b))=Enc(b)-Enc(0) mod N.
Another important property 1s that GM scheme can be
turned into an AND-homomorphic Enc” scheme over {0,1}.
Let A be a sufficiently large integer such that 2= is small

enough. Then the AND-GM encryption of 0 1s Enc (0)=

(Enc(a,), . . . .Enc(a,)), where a,, . . ., a, are random bits;
and the AND-GM encryption of 1 1s Enc(1)=
(Enc(0), . . . ,Enc(0)) (1.e., A encryptions of 0). The decryp-

tion algorithm takes a sequence of A elements from Z ,* and
returns 1 if they are all quadratic residues (i.e., encryption of
0), and O otherwise (1.e., some eclements are quadratic
non-residue). Given Enc”(b) and Enc”(b'), their component-
wise product mod N results in Enc”(b/\b") except with error
2" In practice, setting A to be 40 or 50 should be sufficient.
A ciphertext Enc(b) of the basic GM encryption can be
extended to the AND-GM encryption Enc’(b). This is
denoted by Enc (b)=Ext(Enc(b)) and can be computed by
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generating a sequence of A basic encryptions where the 1-th
clements 1s randomly chosen between Rand(Enc(b)-z) and
Enc(0).

With the comparison protocol, let u be the input bit length
and let X and y be two numbers with binary representations
X=X, ...,X,and y=y, ...y,. Then x is greater than y it there
exist an 16{1 .t such that x;~1, y,=0 and x =y, for all
1<J=un. More formally:

I
lx > V] {:}\/[x A=y A \/ (x; =y
=1

J=i+1

One can compute each term x,/\-y,"/\_, (X —yj) sepa-
rately, given the ciphertexts of the bits x,,y,. This 1s done as
follows: compute (x,=y,):=— (X Dy,) and -y, using the basic
GM-encryption, extend the results to the AND-homomor-
phic representation using Ext(), evaluate the resulting AND-
homomorphic representations as described.

Finally, the resulting u encryptions can be permuted and
returned to the owner of the private key. Then [x>y] 11 and
only 1f there exists a random AND-GM encryption of 1 at a
random position. Otherwise we have a sequence of random
AND-DM encryptions of 0. The homomorphic comparison
1s denoted by Cmp,,(c,,¢;) and 1s used in step 4 of Protocol
3.

Using the common public key PK generated in the
initialization step, each client can encrypts its input under an
additive HE scheme and send all the resulting ciphertexts to
the server. Thus 1s 1llustrated 1n step 2 of Protocol 5. Because
the comparison protocol operates at binary level, the mputs
have to be encrypted bitwise. Hence, 11 the input bit length
1s U, then each ciphertext consists of u encryptions of the
corresponding bits.

After receiving all ciphertexts, the server computes the
comparison g ; for each pair (x,,x,), 1=1,J,=n, and chooses t+1
permutations 7, 7T, . .., T, 0of {1, ..., n} that are used to
hide the indexes of g, ; to the clients during the threshold
decryption. The server then distributes the threshold decryp-
tion task as equally as possible among the clients. For each
client C, the server computes 1 =mt(1—j+1 mod n), 1<j=<t, and
builds a txn matrix M® as follows

> o) -+ MEO=@ gy -

: gfr,nr(r:))'

ME(I):(gEI-, (It -
gfrﬂr(f)" - e .

This computation 1s 1llustrated 1n Algorithm 4. The result-
ing txn matrix M is then sent to client C, in step 7 of
Protocol 5.

Algorithm 4 TH Goldwasser-Micali Decryption Request

: function THDECREQ([g;;]1 = 1, ] = n, 1, o, 7y,. . .
Let M@ be a t x n matrix
foru=1-t+1to1do

¢ < m{u mod n)
[V «— T Y {a}
forv =1 to n do
I?) A :rljz+l—u (V)
M., (I) “— gon
return (M() 19

:‘T[;I

LRk

After receiving M, each party C, can perform its local
decryption for each ciphertext, re-encrypts each line 1 (1EIV)
with the public key pk;, of party C,. This prevents the server
to be able to reconstruct the comparison results. Then C,
sends the result hz!p(i):Enc(pkﬂ (Dec(SK.,, (g,,v)))), (1=v=n)
to the server (step 9). Party C, will be the combiner of the
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ciphertexts in line 1. Then, 1n step 11, the server can forward
the ciphertexts hzﬂv(f) to the combiner party C,, which can

decrypt, reconstruct the result and compute a rank r=2.._ "

s,.j as illustrated in step 14. Let a_’b be an operator that
returns 1 if a 1s equal b and 0 otherwise. Party C, finally
sends

to the server 1n step 15. This arrangement prevents the server
to learn the order of the inputs.
Let I' be the unique value such that

and therefore b,/=1. The server computes i=m '(I"), selects
c=c, as the ciphertext of the median 1n step 16 and sends it
for decryption to a random set I, of t parties in step 19. Each
party 1n I, runs 1ts partial decryption and returns a partial
result to the server in step 21. Finally, the server recovers the
result 1n step 22 and reveals 1t to the clients 1n step 24.

Protocol 5 THE-based Median Protocol

1: for1:=1ton do
2: C, —= 8: ¢, < Enc(PK, x;)
3: for1, ] :=1ton do
4: S: let g;; <= Cmpy(c;, ¢;)
5: S:let m, @My, . .., @; be random permutations of {1.,... ,n}
6: for1:=1ton do
7 S — C;: MY, ID) « Ta/GaDeRepllgs], 1, w7y, ..., @)
8: for1, ] :=1ton do
9; Ci — S: h; 7 < Enc(pk;, (Dec(SK;, M, ;)), L ET
10: forl, ] :=1ton do
11: S—Cph ,. .., h
12: for]l :=1ton do
13: forj:==1tondo
14: Cr: s;; < Rec(Dec(sky, hy, 1), . .., Dec(sk;, by ;¥9))
15: n ? -1
C!{ — S bg — (ijl S = [E-‘)
16:  S:letl'Ib,=1;i< ! (I');¢c < c
17: S:letl. < {1,...,n} be aset of t random indexes
18: for all1 € 1, do
19: S —=C.:c
20: for all 1 € I, do
21: C, = S: si = Dec(SK,, ¢)
22: S: let m < Rec(sy,...,s,)
23: for1:=1ton do
24: S = C.:m

FIG. 1 1s a process tlow diagram 100 illustrating the
secure computation of a median of datasets from a client
perspective. Client 1n this regard refers to a computing
device that can access and interact with a server (e.g., a
cloud server, etc.) via one or more computing networks (e.g.,
the Internet, etc.). The process starts at 110 1 which, at 120,
a determination 1s made as to whether j 1s less than or equal
to n. j 1n this regard refers to a particular client and n 1n this
regard refers to total number of clients. If this condition has
been met, then at 130, the client sends an encrypted version
of 1ts dataset for evaluation (Enc(pk;, X;)) to the server. This
loop 1s repeated until such time that a determination 1s made,
at 120, that 7 1s greater than n. At such time, another 1terative
loop 1s mitiated, at 140, that again determines whether 7 1s
less than or equal to n. When such condition 1s met, at 150,
a pairing determination (Algorithm 2) 1s made with 1 and ;.
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Such pairing 1s checked for each pair of clients C; and C,. If
the pairing is true, then at 160, a garbled circuit 1s sent to the
server for evaluating [x;=X,]. If the pairing 1s false, then at
170, a garbled input 1s sent to the server. This iterative loop
1s continued until such time that a determination 1s made, at
140, that j 1s greater than n. Subsequently, at 180, the client
can receive a ciphertext encapsulating the median of the
datasets which can be decrypted. The process can, at 190,
then terminate.

FIG. 2 1s a process tlow diagram 200 illustrating the
secure computation of a median of datasets from a server
perspective. Server in this regard refers to a computing
device such as a cloud-based server that interacts with a
plurality of clients via one or more computing networks
(e.g., the Internet, etc.). The process starts at 205 1n which,
at 210, a determination 1s made as to whether the counters
1,] are less than or equal to n. 1, 1 1n this regard refers to the
indexes of the pairs of clients C, and C,, and n 1n this regard
refers to the total number of clients. I this condition has
been met, then at 220, the server receives the encrypted
version of the respective dataset (Enc(pk;, x,)) from a client
(e.g., client C, encrypts x, client with the public key of all
other clients. This process 1s repeated until such time that a
determination 1s made, at 210, that the counters 1, are
greater than n. At such time, another iterative loop 1is
iitiated, at 230, that again determines whether 1, 7 are less
than or equal to n. When such condition 1s met, at 240, a
pairing determination (Algorithm 2) 1s made with 1, 3. Such
pairing 1s checked for each pair of clients C, and C,. If the
pairing 1s true, the server evaluates (at 2335) a garbled circuit
received from a clhient C, with garbled mputs recerved (at
250) from clients C, and C, to get b, <—[x,2zx,]. The server
then sets b,<—1-b . This iterative loop, at 230, 1s continued
until such time that a determination 1s made that 1 and 7 are
greater than n. Then, at 260, an iterative loop 1s mitiated that
terminates when 1 1s less than or equal to n. As part of this
loop, at 270, the server calculates the rank r,=2._,"b,; ot x,.
This 1terative loop, at 260, 1s continued until such time that
a determination 1s made that 11s greater than n. A still further
iterative loop 1s initiated at 280 that terminates when 1 1s less
than or equal to n. As part of this loop, at 290, the server
sends Enc(pk,, x) to client C, such that r=(n+1)/2). The
process, at 295, can then terminate as the computed median
has been provided to the various clients.

FIG. 3 1s a diagram 300 illustrating a sample computing
device architecture for implementing various aspects
described herein. A bus 304 can serve as the information
highway iterconnecting the other illustrated components of
the hardware. A processing system 308 labeled CPU (central
processing unit) (€.g., one or more computer processors/data
processors at a given computer or at multiple computers),
can perform calculations and logic operations required to
execute a program. A non-transitory processor-readable stor-
age medium, such as read only memory (ROM) 312 and
random access memory (RAM) 316, can be 1n communica-
tion with the processing system 308 and can include one or
more programming instructions for the operations specified
here. Optionally, program instructions can be stored on a
non-transitory computer-readable storage medium such as a
magnetic disk, optical disk, recordable memory device, flash
memory, or other physical storage medium.

In one example, a disk controller 348 can interface with
one or more optional disk drives to the system bus 304.

These disk drives can be external or internal tloppy disk
drives such as 360, external or internal CD-ROM, CD-R,
CD-RW or DVD, or solid state drives such as 352, or

external or internal hard drives 356. As indicated previously,
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these various disk drives 352, 356, 360 and disk controllers
are optional devices. The system bus 304 can also include at
least one communication port 320 to allow for communica-
tion with external devices either physically connected to the
computing system or available externally through a wired or
wireless network. In some cases, the at least one commu-
nication port 320 includes or otherwise comprises a network
interface.

To provide for interaction with a user, the subject matter
described herein can be implemented on a computing device
having a display device 340 (e.g., a CRT (cathode ray tube)
or LCD (liqud crystal display) monitor) for displaying
information obtained from the bus 304 via a display inter-
face 314 to the user and an iput device 332 such as
keyboard and/or a pointing device (e.g., a mouse or a
trackball) and/or a touchscreen by which the user can
provide input to the computer. Other kinds of input devices
332 can be used to provide for interaction with a user as
well; for example, feedback provided to the user can be any
form of sensory feedback (e.g., visual feedback, auditory
teedback by way of a microphone 336, or tactile feedback);
and put from the user can be received in any form,
including acoustic, speech, or tactile mput. The mput device
332 and the microphone 336 can be coupled to and convey
information via the bus 304 by way of an mput device
interface 328. Other computing devices, such as dedicated
servers, can omit one or more of the display 340 and display
interface 314, the input device 332, the microphone 336, and
input device interface 328.

One or more aspects or features of the subject matter
described herein can be realized in digital electronic cir-
cuitry, integrated circuitry, specially designed application
specific 1ntegrated circuits (ASICs), field programmable
gate arrays (FPGAs) computer hardware, firmware, soit-
ware, and/or combinations thereof. These various aspects or
features can include implementation in one or more com-
puter programs that are executable and/or interpretable on a
programmable system including at least one programmable
processor, which can be special or general purpose, coupled
to receilve data and instructions from, and to transmit data
and 1nstructions to, a storage system, at least one input
device, and at least one output device. The programmable
system or computing system may include clients and serv-
ers. A client and server are generally remote from each other
and typically interact through a commumnication network.
The relationship of client and server arises by virtue of
computer programs running on the respective computers and
having a client-server relationship to each other.

These computer programs, which can also be referred to
as programs, soitware, soltware applications, applications,
components, or code, mnclude machine instructions for a
programmable processor, and can be implemented 1n a
high-level procedural language, an object-oriented program-
ming language, a functional programming language, a logi-
cal programming language, and/or in assembly/machine
language. As used herein, the term “machine-readable
medium” refers to any computer program product, apparatus
and/or device, such as for example magnetic discs, optical
disks, memory, and Programmable Logic Devices (PLDs),
used to provide machine instructions and/or data to a pro-
grammable processor, ncluding a machine-readable
medium that receives machine instructions as a machine-
readable signal. The term “machine-readable signal” refers
to any signal used to provide machine instructions and/or
data to a programmable processor. The machine-readable
medium can store such machine istructions non-transito-
rily, such as for example as would a non-transient solid-state
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memory or a magnetic hard drive or any equivalent storage
medium. The machine-readable medium can alternatively or
additionally store such machine instructions 1n a transient
manner, such as for example as would a processor cache or
other random access memory associated with one or more
physical processor cores.

To provide for interaction with a user, the subject matter
described herein may be implemented on a computer having
a display device (e.g., a CRT (cathode ray tube) or LCD
(liguid crystal display) monitor) for displaying information
to the user and a keyboard and a pointing device (e.g., a
mouse or a trackball) and/or a touch screen by which the
user may provide input to the computer. Other kinds of
devices may be used to provide for interaction with a user as
well; for example, feedback provided to the user may be any
form of sensory feedback (e.g., visual feedback, auditory
teedback, or tactile feedback); and mnput from the user may
be recetved 1n any form, including acoustic, speech, or
tactile iput.

In the descriptions above and 1n the claims, phrases such
as “at least one of”” or “one or more of” may occur followed
by a conjunctive list of elements or features. The term
“and/or” may also occur 1n a list of two or more elements or
features. Unless otherwise mmplicitly or explicitly contra-
dicted by the context in which it 1s used, such a phrase 1s
intended to mean any of the listed elements or features
individually or any of the recited elements or features in
combination with any of the other recited elements or
features. For example, the phrases “at least one of A and B;”
“one or more of A and B;” and “A and/or B” are each
intended to mean “A alone, B alone, or A and B together.”
A similar mterpretation 1s also intended for lists including
three or more 1tems. For example, the phrases “at least one
of A, B, and C;” “one or more of A, B, and C;” and “A, B,
and/or C” are each intended to mean “A alone, B alone, C
alone, A and B together, A and C together, B and C together,
or A and B and C together.” In addition, use of the term
“based on,” above and i1n the claims 1s intended to mean,
“based at least 1n part on,” such that an unrecited feature or
clement 1s also permissible.

The subject matter described herein can be embodied 1n
systems, apparatus, methods, and/or articles depending on
the desired configuration. The implementations set forth in
the foregoing description do not represent all implementa-
tions consistent with the subject matter described herein.
Instead, they are merely some examples consistent with
aspects related to the described subject matter. Although a
few varations have been described in detail above, other
modifications or additions are possible. In particular, further
features and/or variations can be provided in addition to
those set forth herein. For example, the implementations
described above can be directed to various combinations and
subcombinations of the disclosed features and/or combina-
tions and subcombinations of several further features dis-
closed above. In addition, the logic tlows depicted in the
accompanying figures and/or described herein do not nec-
essarily require the particular order shown, or sequential
order, to achieve desirable results. Other implementations
may be within the scope of the following claims.

What 1s claimed 1s:

1. A computer-implemented method for maintaining ano-
nymity between orgamzations while determining a median
performance value, the computer-implemented method
comprising;

recerving, by a server from each pair of a plurality of

clients, a corresponding garbled circuit encoding a
comparison function,
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wherein the server i1s remote and di
plurality of clients;

receiving, by the server from each pair of the plurality of
clients, garbled inputs characterizing respective data-
sets, the garbled inputs comprising:

a first garbled input received from a first client of the
respective pair of clients, the first garbled nput
characterizing a first dataset from a first organization
including one or more performance 1ndicators of the
first organization; and

a second garbled 1nput recerved from a second client of
the respective pair of clients distinct from the first
client, the second garbled input characterizing a
second dataset from a second organization including
one or more performance indicators of the second
organization;

cvaluating, by the server, the garbled circuits using the
garbled 1nputs to result 1n a plurality of comparison
bits;

sorting, by the server, the first dataset and the second
dataset in an ascending or descending order by using
the comparison bits to compute a rank of each dataset;

determining, by the server using the sorted first dataset

from the first organization and the sorted second dataset

from the second organization, a median performance

value for the datasets; and

transmitting, by the server, data characterizing the median
performance value to each of the clients such that
anonymity 1s maintained among the organizations.

2. The method of claim 1 further comprising;:

sharing, among ecach pair of a plurality of clients, a
common seed prior to transmitting their respective
garbled circuits.

3. The method of claim 2, wherein the common seed 1s

shared amongst the clients using a key exchange protocol.

4. The method of claim 3, wherein the common seed 1s a
shared symmetric key used to seed a pseudorandom number
generator that 1s used to generate the respective garbled
circuits and garbled nputs.

5. The method of claim 4, wherein the key exchange
protocol 1s a Diflie-Hellmann key exchange protocol.

6. The method of claim 1, wherein 1t a si1ze of the datasets
1s odd, the median performance value 1s a middle pertor-
mance value 1n the sorted datasets.

7. The method of claim 1, wherein i1t a size of the datasets
1s even, the median performance value 1s a mean of two
middle values 1n the sorted datasets.

8. The method of claim 1 further comprising;:

receiving, by the server, a respective public key from each
client; and

transmitting, by the server, the public keys to each client.

9. The method of claim 8 further comprising;:

selecting, by the server, an encrypted data characterizing
the median performance value using the respective
public keys of each of the clients; and

wherein the data transmitted to each of the clients 1s
encrypted for each such respective client.

10. A system for maintaining anonymity between orga-
nizations while determiming a median performance value,
the system comprising:

at least one data processor; and

memory storing instructions which, when executed by the
at least one data processor, result 1n operations com-
prising:
receiving, by a server from each pair of a plurality of

clients, a corresponding garbled circuit encoding a
comparison function,
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wherein the server 1s remote and different from the
plurality of clients;

receiving, by the server from each pair of the plurality
of clients, garbled mnputs characterizing respective
datasets, the garbled mputs comprising:

a first garbled 1input received from a first client of the
respective pair of clients, the first garbled 1nput
characterizing a first dataset from a first organi-
zation including one or more performance indica-
tors of the first organization; and

a second garbled 1mnput recerved from a second client
of the respective pair of clients distinct from the
first client, the second garbled input characterizing
a second dataset from a second organmization
including one or more performance indicators of
the second organization;

cvaluating, by the server, the garbled circuits using the
garbled mputs to result 1n a plurality of comparison
bits;

sorting, by the server, the first dataset and the second
dataset 1n an ascending or descending order by using

the comparison bits to compute a rank of each
dataset;

determining, by the server using the sorted first data set
from the first organization and the sorted second
dataset from the second orgamization, a median per-
formance value for the datasets; and

transmitting, by the server, data characterizing the
median performance value to each of the clients such
that anonymity 1s maintained among the organiza-
tions.

11. The system of claim 10, wherein the operations further
comprise:

sharing, among each pair of a plurality of clients, a
common seed prior to transmitting their respective
garbled circuits.

12. The system of claim 11, wherein the common seed 1s
shared amongst the clients using a key exchange protocol.

13. The system of claim 12, wherein the common seed 1s
a shared symmetric key used to seed a pseudorandom
number generator that 1s used to generate the respective
garbled circuits and garbled inputs.

14. The system of claim 13, wherein the key exchange
protocol 1s a Diflie-Hellmann key exchange protocol.

15. The system of claim 10, wherein 1f a size of the
datasets 1s odd, the median performance value 1s a middle
value 1n the sorted datasets.

16. The system of claim 10, wherein 1f a size of the

datasets 1s even, the median performance value 1s a mean of
two middle values 1n the sorted datasets.

17. The system of claim 10, wherein the operations further
COmprise:
receiving, by the server, a respective public key from each
client; and
transmitting, by the server, the public keys to each client.
18. The system of claim 17, wherein the operations further
COmMprise:

selecting, by the server, an encrypted data characterizing
the median performance value using the respective
public keys of each of the clients; and

wherein the data transmitted to each of the clients is
encrypted for each such respective client.
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19. A non-transitory computer program product storing
instructions which, when executed by at least one data
processor, result 1n operations for maintaining anonymity
between organizations while determining a median perfor-
mance value, the operations comprising:

5

receiving, by a server from each pair of a plurality of
clients, a corresponding garbled circuit encoding a
comparison function,
wherein the server 1s remote and di
plurality of clients; ,
receiving, by the server from each pair of the plurality of
clients, garbled inputs characterizing respective data-
sets, the garbled mputs comprising:
a first garbled put received from a first client of the
respective pair of clients, the
first garbled input characterizing a first dataset from
a first organization including one or more perfor-
mance indicators of the first organization; and
a second garbled 1nput received from a second client of
the respective pair of clients distinct from the first
client, the second garbled iput characterizing a
second dataset from a second organization including
one or more performance indicators of the second
organization;

.
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evaluating, by the server, the garbled circuits using
garbled 1nputs to result 1n a plurality of comparison
bits;

sorting, by the server, the first dataset and the second
dataset 1n an ascending or descending order by using
the comparison bits to compute a rank of each dataset;

determining, by the server using the sorted first dataset

from the first organization and the sorted second dataset

from the second organization, a median performance
value for the datasets; and

transmitting, by the server, data characterizing the median
performance value to each of the clients such that
anonymity 1s maintained among the organizations.

20. The computer program product of claim 19, wherein

the operations further comprise:

sharing, among ecach pair of a plurality of clients, a
common seed prior to transmitting their respective
garbled circuits;

wherein the common seed 1s a shared symmetric key used
to seed a pseudorandom number generator that 1s used
to generate the respective garbled inputs.
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