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DYNAMICALLY ANALYZING DIAGNOSTIC
OPERATIONS DATA VIA MACHINE

LEARNING TECHNIQUES

FIELD

The present application generally relates to mformation
technology and, more particularly, to data management
techniques.

BACKGROUND

Diagnostic operations, such as diagnostic dumps, are
often carried out when a system faces one or more errors or
tailures. Additionally, diagnostic dump files generally con-
tain an entire memory snapshot at the time of failure,
commonly being quite large 1n size. Also, diagnostic dumps
often contain sensitive data, and are frequently required to
be shared with third-party vendors for diagnostics, which
poses a security risk related to exposure of sensitive data.
Detecting and removing such sensitive data in diagnostic
dump files, however, 1s conventionally a time- and labor-
intensive process, creating system-related bottlenecks and
inefliciencies.

SUMMARY

In one embodiment of the present invention, techniques
for dynamically analyzing diagnostic operations data via
machine learning techniques are provided. An exemplary
computer-implemented method includes processing user
inputs pertaining to diagnostic operation data analysis asso-
ciated with a system, wherein the user mputs comprise one
or more time constraints and one or more data classification
preferences, and defining, based at least in part on the
processed user inputs, one or more aspects ol machine
learning techniques to be performed 1n connection with the
diagnostic operation data analysis. In such a method, defin-
ing the one or more aspects of the machine learning tech-
niques comprises defining dynamic analysis granularity
selection functionality based at least in part on the one or
more time constraints and the level of progress of the
diagnostic operation data analysis, defining dynamic data
classification identifier type selection functionality based at
least 1n part on the one or more time constraints and the level
of progress of the diagnostic operation data analysis; and
defining dynamic ordering of data classification i1dentifiers
during runtime based at least 1n part on the one or more data
classification preferences, information pertaining to system
workload, and information pertaining to one or more
requested analysis compliance parameters. Further, such a
method also includes dynamically performing the diagnostic
operation data analysis by applying the machine learning
techniques to the diagnostic operation data, and outputting at
least a portion of results of the diagnostic operation data
analysis to at least one user.

Another embodiment of the invention or elements thereof
can be implemented 1n the form of a computer program
product tangibly embodying computer readable nstructions
which, when implemented, cause a computer to carry out a
plurality of method steps, as described herein. Furthermore,
another embodiment of the invention or elements thereof
can be implemented in the form of a system including a
memory and at least one processor that 1s coupled to the
memory and configured to perform noted method steps. Yet
further, another embodiment of the invention or elements
thereol can be implemented in the form of means for
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carrying out the method steps described herein, or elements
thereof; the means can include hardware module(s) or a
combination of hardware and software modules, wherein the
soltware modules are stored 1n a tangible computer-readable
storage medium (or multiple such media).

These and other objects, features and advantages of the
present invention will become apparent from the following
detailed description of illustrative embodiments thereof,

which 1s to be read in connection with the accompanying
drawings.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIG. 1 1s a diagram illustrating system architecture,
according to an exemplary embodiment of the mvention;

FIG. 2 1s a flow diagram 1llustrating techniques according,
to an embodiment of the invention;

FIG. 3 1s a system diagram of an exemplary computer
system on which at least one embodiment of the invention
can be implemented;

FIG. 4 depicts a cloud computing environment according,
to an embodiment of the present invention; and

FIG. 5 depicts abstraction model layers according to an
embodiment of the present invention.

DETAILED DESCRIPTION

As described herein, an embodiment of the present inven-
tion includes improving the reaction time for analysis of
diagnostics system dumps and ethciently analyzing diag-
nostics system dumps to self-tune the extent of sensitivity
analysis performed to maximize accuracy based on one or
more user constraints. At least one embodiment includes
utilizing user iputs to define machine language analytics for
performing dynamic granularity-selection analysis of diag-
nostic system dumps for improving analysis reactions and/or
performance time.

Such an embodiment includes performing time-based
graceful degradation and possible upgradation at different
intervals of time based on user time constraints and progress
of analysis. For example, with respect to implementing a
fine-grained analysis (such as, for instance, a “verbose”
analysis), at least one embodiment includes processing
every token 1n a page and determining whether to redact one
or more portions. With respect to implementing a coarse-
grained analysis (such as, for example, a page-level analy-
s1s), at least one embodiment includes merely determining
the first sensitive token in a page and redacting the entire
page before moving on to the next page.

By way of further example, assume that the initial
selected granularity of analysis 1s set to “verbose.” At least
one embodiment can include dynamically changing the
selected granularity of analysis to “concise” or “Boolean”
granularity 1f the estimated time needed to process the
remaining dump (n “verbose™) 1s more than the user-
provided limut.

Additionally, one or more embodiments include automati-
cally switching among levels of i1dentifiers used (for
example, from more precise identifiers to more relaxed
approximate identifiers) at different intervals of time based
on user time constraints and progress of the analysis. For
example, the system can initially start processing with a
“precise” 1dentifier set, but then switch to “approximate™
identifiers if the time needed to process the remaining dump
1s more than the user provided limit. Further, such an
embodiment can include performing dynamic analysis mode
(passive mode versus active mode, for example) switching
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to facilitate quick(er) identification of quasi-identifiers, as
well as utilizing intra-dump knowledge to effectively record
the locality of reference information about the location of
actual data within dump files, and to eflectively record the
locality of hot identifiers (that 1s, 1dentifiers that are likely to
appear 1n an application context) set by intra-dump knowl-
edge.

Also, at least one embodiment includes dynamically
ordering 1dentifiers based on user preferences, system work-
loads and a level of compliance requested to persist inter-
dump processing information and application metadata to
optimize future analysis of dump files. In one or more
embodiments, process performance 1s related to the size of
the 1dentifier set. For example, 11 it 1s known that for a given
application, certain types of 1dentifiers would not appear, at
least one embodiment 1includes tailoring the identifier set to
improve search time. Additionally, one or more embodi-
ments include searching a new diagnostic dump based on
knowledge learned from a previous diagnostic dump. For
instance, certain pages can be skipped if a previous deter-
mination was made that such pages do not contain sensitive
data.

FIG. 1 1s a diagram 1illustrating system architecture,
according to an embodiment of the mvention. By way of
illustration, FIG. 1 depicts an mput file 102, which can
include diagnostic dumps, logs, etc. The mput file 102 1s
provided to and/or obtained by an mput parser 108 (which
1s part of analysis tlow 106, which 1s carried out by smart
analysis system 104), which parses the mput file 102 to
recognize portions of parsed data 110 derived from 1nput file
102.

As 1llustrated, analysis flow 106 also includes a data
classifier 112, which classifies different parts of the parsed
data 110 into various classes 114 using one or more tech-
niques and/or models. FIG. 1 also depicts a sensitive data
identifier 116, which determines whether the class assign-
ment 114 contains sensitive data. In one or more embodi-
ments, the sensitive data identifier 116 uses a class-to-
sensitivity mapping to analyze the classified data 114. Also,
in at least one embodiment, the sensitive data identifier 116
implements direct 1dentifiers and quasi-identifiers. As used
herein, quasi-identifiers indicate situations wherein multiple
classes should be present together, and 1n such embodi-
ments, the nearness of data should be taken into consider-
ation. The output of sensitive data identifier 116 can 1nclude
data (from the classified data 114) tagged as sensitive or
non-sensitive.

Additionally, analysis flow 106 further includes a data
redaction component 118, which redacts the identified sen-
sitive data from the mput file 102 and generates an output
file 152. In one or more embodiments, various user-config-
urable methods can be implemented by the data redaction
component 118, including, e.g., hashing, replacement, and
encryption.

As also illustrated, FIG. 1 additionally depicts a dynamic
identifier execution plan 144, which 1s provided to and/or
incorporated into the analysis flow 106. The dynamic 1den-
tifier execution plan 144 1s determined and/or generated via
the implementation of components 122, 128, 134, 140 and
142, as detailed below.

User 1mputs 120 are provided to the smart analysis system
to be used i connection with generating the dynamic
identifier execution plan 144. For example, 1n one or more
embodiments, diagnostic dump analysis and removal of
sensitive data are important pre-processing steps, and prob-
lem 1dentification can only start after such pre-processing
has occurred. In such an embodiment, one or more users can
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provide inputs 120 to specily various constraints in order to
facilitate the analysis. Such inputs can 1nclude, for example,
time limit information, wherein the user can specily the
maximum permitted time to analyze the dump file. Other
mputs 120 can include system workload information,
wherein the user can provide a list of applications which
were running at the time of a system failure, which can help
to 1dentily the size of application headers and the position of
data 1n different memory pages. Also, mnputs 120 can include
target application information, which can help to efliciently
organize the selected identifiers, as well as compliance
information, wherein the user can provide a list of compli-
ance parameters that the processed dump should satisty
before reaching a third party.

As also depicted n FIG. 1, the smart analysis system 104
includes a dynamic granularity selection component 122,
which generates time-based graceful degradation informa-
tion 124 as well as approximate identifiers 126. With respect
to time-based graceful degradation 124, given a time limit
for execution, one or more embodiments can include intel-
ligently increasing or decreasing the granularity of machine
learning testing. By way merely of example, the following
granularity of processing can be supported by the system 1n
an example embodiment: Verbose processing, wherein sen-
sitive data i1dentification 1s carried out across page bound-
aries; Concise processing, wherein all of the sensitive tokens
are 1dentified m each page individually; and Boolean pro-
cessing, wherein the identification for a page 1s exited after
detecting a first sensitive token.

Also, by way of example, consider a scenario wherein the
diagnostic dump processing has to finish 1n a given time
limit (say, five hours). In such an example embodiment,
initially, a normal level of processing can be carried out,
consumed time can be periodically measured, the time
needed to complete the analysis can be periodically esti-
mated, and 1f the time needed to complete 1s greater than the
remaining portion of the overall time limit, a switch to a
taster level of processing can be made. I1 the time needed to
complete 1s less than the remaining portion of the overall
time limait, a switch to slower more detailed processing can
be made.

With respect to approximate 1dentifiers 126, one or more
embodiments can include transitioning from multiple dic-
tionaries to a single dictionary (which reduces the accuracy
but facilitates faster execution). For example, with an
approximate 1dentifier, both “first name” and “last name”
identifiers can be merged to form a single (same) 1dentifier.

As also depicted 1n FIG. 1, the smart analysis system 104
includes a dynamic mode switching component 128, which
generates and/or enables an active analysis mode 130 and a
passive analysis mode 132. With respect to an active mode
130, each token can be tested against all identifiers. Also, 1n
one or more embodiments, an active mode can be designated
as the default mode of execution. With respect to a passive
mode 132, each 1dentifier can be executed for all tokens one
by one. In an example embodiment, a first 1dentifier 1s
selected and run for all tokens, and then a second 1dentifier
1s fetched, etc. Additionally, in one or more embodiments,
with respect to quasi-identifiers, the second identifier (of a
quasi-identifier) 1s run only if the first idenfifier 1s found
somewhere 1n the record.

Additionally, the smart analysis system 104 includes an
intra-dump knowledge transifer component 134, which
determines locality of reference information 136, which can
help to prioritize identifiers. For example, the identifiers
which have a positive match 1 a current page will have
more priority i the subsequent pages. Also, the mtra-dump




US 11,243,832 B2

S

knowledge transier component 134 determines patterns 138
of enftity types. By way of example, 1 a record has <first
name>, <last name>, <ssn>, and <dob> for multiple 1den-
tifiers, then the system can group these identifiers and
prioritize their execution. Once a pattern 1s i1dentified, the
same 1dentifiers can be run 1n the same order.

One or more embodiments 1include identifier management
tools including a dynamic 1dentifier ordering component 140
and a parallel i1dentifier execution component 142. With
respect to the dynamic i1dentifier ordering component 140,
various different types of i1dentifiers (derived from diction-
aries, regular expressions, and machine learning techniques)
can be run 1n series until a match 1s found. At least one
embodiment includes keeping track of identifiers which
match, and running those identifiers before the i1dentifiers
that are not matching (while the statistics can be maintained
for a given temporal window). Also, i1dentifiers can be
ordered based on application metadata and compliance
parameters requested. With respect to the parallel 1dentifier
execution component 142, disjoint identifiers for different
compliance can be executed 1n parallel.

As depicted 1 FIG. 1, the outputs from components 122,
128, 134, 140 and 142 are provided to and/or incorporated
into the dynamic identifier execution plan 144. For example,
one or more embodiments include ordering the 1dentifiers to
be searched to improve performance. Such a type of action
1s similar, for example, to a database query execution plan,
which might include knowing and/or estimating the likely
cost of each search step and globally optimizing the entire
search.

FIG. 1 also depicts a component directed to persisting
metadata 146, which includes an inter-dump metadata com-
ponent 148 and an application metadata component 150.
With respect to the mter-dump metadata component 148,
from multiple diagnostic dumps belonging to the same
application, at least one embodiment can include finding the
part of dump most likely to contain sensitive data. In the
future runs, such an embodiment includes first analyzing the
part of the diagnostic dump which 1s most likely to contain
the sensitive data. With respect to the application metadata
component 150, patterns 1dentified with respect to a specific
application can be utilized 1n future runs to improve pertor-
mance, and application-specific tag information can be 1den-
tified to help 1n fetching data quickly from diagnostic dump
pages. Outputs from component 146 are provided to the data
classifier 112.

Further, one or more embodiments include extending one
or more of the techniques and/or components detailed herein
to distributed systems. Such an embodiment can include
processing 1nput files (e.g., diagnostic dump files) generated
in a distributed system, and the analysis can be handled via
combining partial dumps and/or processing individual
dumps.

FIG. 2 1s a flow diagram 1illustrating techniques according,
to an embodiment of the present invention. Step 202
includes processing user nputs pertaining to diagnostic
operation data analysis associated with a system, wherein
the user inputs comprise (1) one or more time constraints and
(11) one or more data classification preferences.

Step 204 includes defining, based at least 1n part on the
processed user inputs, one or more aspects ol machine
learning techniques to be performed 1n connection with the
diagnostic operation data analysis. In at least one embodi-
ment, defining the one or more aspects of the machine
learning techniques includes defining dynamic analysis
granularity selection functionality based at least 1n part on
the one or more time constraints and the level of progress of
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the diagnostic operation data analysis, defining dynamic
data classification identifier type selection functionality
based at least in part on the one or more time constraints and
the level of progress of the diagnostic operation data analy-
s1s, and defining dynamic ordering of data classification
identifiers during runtime based at least 1n part on the one or
more data classification preferences, information pertaining,
to system workload, and information pertaining to one or
more requested analysis compliance parameters.

Further, analysis granularity selection functionality can
include selecting between (1) verbose analysis granularity,
(11) concise analysis granularity, and (111) Boolean analysis
granularity. Also, dynamic data classification identifier type
selection Tunctionality can include selecting between (1) one
or more precise data classification 1dentifiers and (11) one or
more approximate data classification identifiers.

Step 206 includes dynamically performing the diagnostic
operation data analysis by applying the machine learning
techniques to the diagnostic operation data. Applying the
class-to-sensitivity mapping technique can include imple-
menting (1) one or more direct sensitivity identifiers and (11)
one or more quasi sensitivity identifiers. In one or more
embodiments, quasi sensitivity 1dentifiers (1) require two or
more particular classes being present together and (11) con-
sider nearness of data. Additionally, 1n at least one embodi-
ment, defining aspects of the machine learning techniques
includes defining dynamic analysis mode switching func-
tionality based at least 1n part on a lack of identification of
one or more particular data classification i1dentifiers 1n the
diagnostic operation data analysis. In such an embodiment,
analysis mode switching functionality includes selecting
between (1) an active mode of analysis and (1) a passive
mode of analysis, wherein the active mode of analysis
tacilitates identification of one or more quasi-identifiers 1n
the diagnostic operation data analysis.

Step 208 includes outputting at least a portion of results
of the diagnostic operation data analysis to at least one user.

The techniques depicted in FIG. 2 can also include
persisting diagnostic operation data processing information
and related application metadata, and optimizing one or
more subsequent diagnostic operation data analyses based at
least 1n part on the diagnostic operation data processing
information and the related application metadata. Further, at
least one embodiment includes utilizing intra-diagnostic
operation data knowledge to record the locality of reference
information pertaining to one or more locations of particular
data within the diagnostic operation data, as well as utilizing
intra-diagnostic operation data knowledge to record locality
of one or more identifiers.

Also, 1n one or more embodiments, the system includes a
distributed system. Such an embodiment can include seli-
tuning a level of sensitivity for the diagnostic operation data
generated 1n the distributed system.

The techniques depicted 1n FIG. 2 can also, as described
herein, include providing a system, wherein the system
includes distinct software modules, each of the distinct
soltware modules being embodied on a tangible computer-
readable recordable storage medium. All of the modules (or
any subset thereol) can be on the same medium, or each can
be on a different medium, for example. The modules can
include any or all of the components shown 1n the figures
and/or described herein. In an embodiment of the invention,
the modules can run, for example, on a hardware processor.
The method steps can then be carried out using the distinct
soltware modules of the system, as described above, execut-
ing on a hardware processor. Further, a computer program
product can include a tangible computer-readable recordable
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storage medium with code adapted to be executed to carry
out at least one method step described herein, including the
provision of the system with the distinct software modules.

Additionally, the techniques depicted in FIG. 2 can be
implemented via a computer program product that can
include computer useable program code that 1s stored 1n a
computer readable storage medium 1n a data processing
system, and wherein the computer useable program code
was downloaded over a network from a remote data pro-
cessing system. Also, 1n an embodiment of the invention, the
computer program product can include computer useable
program code that 1s stored 1n a computer readable storage
medium 1n a server data processing system, and wherein the
computer useable program code 1s downloaded over a
network to a remote data processing system for use in a
computer readable storage medium with the remote system.

An embodiment of the imnvention or elements thereof can
be 1mplemented 1n the form of an apparatus including a
memory and at least one processor that 1s coupled to the
memory and configured to perform exemplary method steps.

Additionally, an embodiment of the present invention can
make use of software runming on a computer or workstation.
With reference to FIG. 3, such an implementation might
employ, for example, a processor 302, a memory 304, and an
input/output interface formed, for example, by a display 306
and a keyboard 308. The term “processor’” as used herein 1s
intended to include any processing device, such as, for
example, one that includes a CPU (central processing unit)
and/or other forms of processing circuitry. Further, the term
“processor’ may refer to more than one individual processor.
The term “memory” 1s mtended to include memory associ-
ated with a processor or CPU, such as, for example, RAM
(random access memory ), ROM (read only memory), a fixed
memory device (for example, hard drive), a removable
memory device (for example, diskette), a flash memory and
the like. In addition, the phrase “input/output interface” as
used herein, 1s itended to include, for example, a mecha-
nism for mputting data to the processing unit (for example,
mouse), and a mechanism for providing results associated
with the processing unit (for example, printer). The proces-
sor 302, memory 304, and input/output intertace such as
display 306 and keyboard 308 can be interconnected, for
example, via bus 310 as part of a data processing unit 312.
Suitable interconnections, for example via bus 310, can also
be provided to a network interface 314, such as a network
card, which can be provided to interface with a computer
network, and to a media interface 316, such as a diskette or
CD-ROM dnive, which can be provided to interface with
media 318.

Accordingly, computer soitware including instructions or
code for performing the methodologies of the invention, as
described herein, may be stored in associated memory
devices (for example, ROM, fixed or removable memory)
and, when ready to be utilized, loaded in part or 1n whole (for
example, imnto RAM) and implemented by a CPU. Such
software could include, but 1s not limited to, firmware,
resident solftware, microcode, and the like.

A data processing system suitable for storing and/or
executing program code will include at least one processor
302 coupled directly or indirectly to memory elements 304
through a system bus 310. The memory elements can
include local memory employed during actual implementa-
tion of the program code, bulk storage, and cache memories
which provide temporary storage of at least some program
code 1n order to reduce the number of times code must be
retrieved from bulk storage during implementation.
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Input/output or I/O devices (including, but not limited to,
keyboards 308, displays 306, pointing devices, and the like)
can be coupled to the system either directly (such as via bus
310) or through intervening I/O controllers (omitted for
clanty).

Network adapters such as network interface 314 may also
be coupled to the system to enable the data processing
system to become coupled to other data processing systems
or remote printers or storage devices through intervening
private or public networks. Modems, cable modems and
Ethernet cards are just a few of the currently available types
ol network adapters.

As used herein, including the claims, a “server” includes

a physical data processing system (for example, system 312
as shown in FIG. 3) running a server program. It will be
understood that such a physical server may or may not
include a display and keyboard.
The present mnvention may be a system, a method, and/or
a computer program product at any possible technical detail
level of itegration. The computer program product may
include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
istructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present imvention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
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microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written 1n any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, 1n order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor ol a computer, or other program-
mable data processing apparatus to produce a machine, such
that the mstructions, which execute via the processor of the
computer or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
istructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program 1nstructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the mstructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
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noted 1 the Figures. For example, two blocks shown in
succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, 1n a par-
tially or wholly temporally overlapping manner, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart 1llustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

It should be noted that any of the methods described
herein can mclude an additional step of providing a system
comprising distinct software modules embodied on a com-
puter readable storage medium; the modules can include, for
example, any or all of the components detailed herein. The
method steps can then be carried out using the distinct
solftware modules and/or sub-modules of the system, as
described above, executing on a hardware processor 302.
Further, a computer program product can include a com-
puter-readable storage medium with code adapted to be
implemented to carry out at least one method step described
herein, including the provision of the system with the
distinct software modules.

In any case, it should be understood that the components
illustrated herein may be implemented in various forms of
hardware, soiftware, or combinations thereof, for example,
application specific integrated circuit(s) (ASICS), functional
circuitry, an approprately programmed digital computer
with associated memory, and the like. Given the teachings of
the invention provided herein, one of ordinary skill 1 the
related art will be able to contemplate other implementations
of the components of the mvention.

Additionally, 1t 1s understood 1n advance that implemen-
tation of the teachings recited herein are not limited to a
particular computing environment. Rather, embodiments of
the present invention are capable of being implemented in
conjunction with any type of computing environment now
known or later developed.

For example, cloud computing 1s a model of service
delivery for enabling convenient, on-demand network
access 1o a shared pool of configurable computing resources
(for example, networks, network bandwidth, servers, pro-
cessing, memory, storage, applications, virtual machines,
and services) that can be rapidly provisioned and released
with minimal management effort or interaction with a pro-
vider of the service. This cloud model may include at least
five characteristics, at least three service models, and at least
four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There 1s
a sense ol location independence in that the consumer
generally has no control or knowledge over the exact
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location of the provided resources but may be able to specity
location at a higher level of abstraction (for example,
country, state, or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, 1n some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer,
the capabilities available for provisioning oiten appear to be
unlimited and can be purchased 1n any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (for example, storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored,
controlled, and reported providing transparency for both the
provider and consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer 1s to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (for example, web-based e-mail). The con-
sumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems,
storage, or even 1ndividual application capabilities, with the
possible exception of limited user-specific application con-
figuration settings.

Platform as a Service (PaaS): the capability provided to
the consumer 1s to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud mfrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer 1s to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer 1s able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (for example, host firewalls).

Deployment Models are as follows:

Private cloud: the cloud inirastructure 1s operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or ofl-premises.

Community cloud: the cloud infrastructure i1s shared by
several organizations and supports a specific community that
has shared concerns (for example, mission, security require-
ments, policy, and compliance considerations). It may be
managed by the organizations or a third party and may exist
on-premises or ofl-premises.

Public cloud: the cloud infrastructure 1s made available to
the general public or a large industry group and 1s owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure 1s a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
1zed or proprietary technology that enables data and appli-
cation portability (for example, cloud bursting for load-
balancing between clouds).

A cloud computing environment 1s service oriented with
a focus on statelessness, low coupling, modularity, and
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semantic interoperability. At the heart of cloud computing 1s
an infrastructure comprising a network of interconnected
nodes.

Referring now to FIG. 4, illustrative cloud computing
environment 50 1s depicted. As shown, cloud computing
environment 50 includes one or more cloud computing
nodes 10 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 34A, desktop computer 54B,
laptop computer 34C, and/or automobile computer system
54N may communicate. Nodes 10 may communicate with
one another. They may be grouped (not shown) physically or
virtually, 1n one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 50 to offer infrastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
1s understood that the types of computing devices 54A-N
shown 1n FIG. 4 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 50
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 3, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
4) 1s shown. It should be understood 1n advance that the
components, layers, and functions shown in FIG. § are
intended to be illustrative only and embodiments of the
invention are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 60 includes hardware and
soltware components. Examples of hardware components
include: mainirames 61; RISC (Reduced Instruction Set
Computer) architecture based servers 62; servers 63; blade
servers 64; storage devices 65; and networks and networking
components 66. In some embodiments, soltware compo-
nents 1clude network application server software 67 and
database software 68.

Virtualization layer 70 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers 71; wvirtual storage 72; virtual
networks 73, including virtual private networks; virtual
applications and operating systems 74; and virtual clients
75. In one example, management layer 80 may provide the
functions described below. Resource provisioning 81 pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82
provide cost tracking as resources are utilized within the
cloud computing environment, and billing or 1nvoicing for
consumption of these resources.

In one example, these resources may include application
soltware licenses. Security provides identity verification for
cloud consumers and tasks, as well as protection for data and
other resources. User portal 83 provides access to the cloud
computing environment for consumers and system admin-
1strators. Service level management 84 provides cloud com-
puting resource allocation and management such that
required service levels are met. Service Level Agreement
(SLA) planning and fulfillment 85 provide pre-arrangement
for, and procurement of, cloud computing resources for
which a future requirement 1s anticipated 1n accordance with
an SLA.

Workloads layer 90 provides examples of functionality
tor which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
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vided from this layer include: mapping and navigation 91;
software development and lifecycle management 92; virtual
classroom education delivery 93; data analytics processing
94; transaction processing 95; and dynamic diagnostic
operation data analysis 96, 1n accordance with the one or
more embodiments of the present invention.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the invention. As used herein, the singular forms

“a,” “an” and “the” are intended to include the plural forms

as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used 1n this specification, specily the
presence of stated features, steps, operations, elements,
and/or components, but do not preclude the presence or
addition of another feature, step, operation, element, com-
ponent, and/or group thereof.

At least one embodiment of the present invention may
provide a beneficial eflect such as, for example, performing,
time-based degradation with possible upgradation at differ-
ent intervals of time based on user time constraints and
progress of analysis, utilizing intra-diagnostic dump knowl-
edge to record locality of reference information pertaining to
the location of data within dump files and locality of
identifiers set in accordance with the intra-diagnostic dump
knowledge.

The descriptions of the various embodiments of the
present 1nvention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill 1n the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

What 1s claimed 1s:
1. A computer-implemented method comprising;:
processing user mputs pertaining to diagnostic operation
data analysis associated with a system, wherein the user
inputs comprise (1) one or more time constraints and (11)
one or more data classification preferences;
defimng, based at least in part on the processed user
inputs, one or more aspects of machine learning tech-
niques to be performed 1n connection with the diag-
nostic operation data analysis, wheremn said defiming
the one or more aspects of the machine learning tech-
niques comprises:
defining dynamic analysis granularity selection func-
tionality based at least 1n part on (1) the one or more
time constraints and (11) the level of progress of the
diagnostic operation data analysis;
defining dynamic data classification identifier type
selection functionality based at least in part on (1) the
one or more time constraints and (11) the level of
progress of the diagnostic operation data analysis;
and
defining dynamic ordering of data classification 1den-
tifiers during runtime based at least 1n part on (1) the
one or more data classification preferences, (11) infor-
mation pertaining to system workload, and (i11)
information pertaining to one or more requested
analysis compliance parameters;
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dynamically performing the diagnostic operation data
analysis by applying the machine learning techniques
to the diagnostic operation data;
outputting at least a portion of results of the diagnostic
operation data analysis to at least one user; and

automatically tuning at least a portion of the machine
learning techniques based at least 1n part on the results
of the diagnostic operation data analysis;

wherein the method 1s carried out by at least one com-

puting device.
2. The computer-implemented method of claim 1,
wherein analysis granularity selection functionality com-
prises selecting between (1) verbose analysis granularity, (11)
concise analysis granularity, and (111) Boolean analysis
granularity.
3. The computer-implemented method of claim 1,
wherein dynamic data classification 1dentifier type selection
functionality comprises selecting between (1) one or more
precise data classification identifiers and (1) one or more
approximate data classification identifiers.
4. The computer-implemented method of claim 1, com-
prising:
persisting (1) diagnostic operation data processing infor-
mation and (11) related application metadata; and

optimizing one or more subsequent diagnostic operation
data analyses based at least in part on (1) the diagnostic
operation data processing information and (11) the
related application metadata.

5. The computer-implemented method of claim 1, com-
Prises:

utilizing intra-diagnostic operation data knowledge to

record locality of reference information pertaining to
one or more locations of particular data within the
diagnostic operation data.

6. The computer-implemented method of claim 1, com-
Prises:

utilizing intra-diagnostic operation data knowledge to

record locality of one or more identifiers.

7. The computer-implemented method of claim 1,
wherein the system comprises a distributed system.

8. The computer-implemented method of claim 7, com-
Prises:

self-tuning a level of sensitivity for the diagnostic opera-

tion data generated in the distributed system.

9. The computer-implemented method of claim 8,
wherein self-tuning comprising applying the class-to-sensi-
t1ivity mapping technique comprises implementing (1) one or
more direct sensitivity identifiers and (11) one or more quasi
sensitivity identifiers.

10. The computer-implemented method of claim 9,
wherein the one or more quasi sensitivity identifiers (1)
require two or more particular classes being present together
and (1) consider nearness of data.

11. The computer-implemented method of claim 9,
wherein said defining the one or more aspects of the machine
learning techniques comprises defining dynamic analysis
mode switching functionality based at least 1n part on a lack
ol 1dentification of one or more particular data classification
identifiers in the diagnostic operation data analysis.

12. The computer-implemented method of claim 11,
wherein analysis mode switching functionality comprises
selecting between (1) an active mode of analysis and (11) a
passive mode of analysis, wherein the active mode of
analysis facilitates identification of one or more quasi-
identifiers in the diagnostic operation data analysis.

13. A computer program product comprising a computer
readable storage medium having program instructions
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embodied therewith, the program instructions executable by
a computing device to cause the computing device to:
process user mputs pertaining to diagnostic operation data
analysis associated with a system, wheremn the user
inputs comprise (1) one or more time constraints and (11)
one or more data classification preferences;

define, based at least 1n part on the processed user inputs,

one or more aspects of machine learning techniques to

be performed 1n connection with the diagnostic opera-

tion data analysis, wherein said defining the one or

more aspects of the machine learning techniques com-

Prises:

defining dynamic analysis granularity selection func-
tionality based at least 1n part on (1) the one or more
time constraints and (11) the level of progress of the
diagnostic operation data analysis;

defining dynamic data classification identifier type
selection functionality based at least in part on (1) the
one or more time constraints and (11) the level of
progress of the diagnostic operation data analysis;
and

defining dynamic ordering of data classification 1den-
tifiers during runtime based at least 1n part on (1) the
one or more data classification preferences, (11) infor-
mation pertaining to system workload, and (i11)
information pertaining to one or more requested
analysis compliance parameters;

dynamically perform the diagnostic operation data analy-

s1s by applying the machine learning techniques to the
diagnostic operation data;
output at least a portion of results of the diagnostic
operation data analysis to at least one user; and

automatically tune at least a portion of the machine
learning techniques based at least 1n part on the results
of the diagnostic operation data analysis.

14. The computer program product of claim 13, wherein
analysis granularity selection functionality comprises select-
ing between (1) verbose analysis granularity, (i1) concise
analysis granularity, and (111) Boolean analysis granularity.

15. The computer program product of claim 13, wherein
dynamic data classification identifier type selection func-
tionality comprises selecting between (1) one or more precise
data classification identifiers and (11) one or more approxi-
mate data classification identifiers.

16. The computer program product of claim 13, wherein
the program 1nstructions executable by a computing device
turther cause the computing device to:

utilize 1ntra-diagnostic operation data knowledge to

record locality of reference information pertaining to
one or more locations of particular data within the
diagnostic operation data; and

utilize 1ntra-diagnostic operation data knowledge to

record locality of one or more identifiers.

17. A system comprising:

a memory; and

10

15

20

25

30

35

40

45

50

16

at least one processor operably coupled to the memory
and configured for:
processing user mputs pertaining to diagnostic opera-
tion data analysis associated with a system, wherein
the user mputs comprise (1) one or more time con-
straints and (11) one or more data classification pret-
erences;
defining, based at least in part on the processed user
inputs, one or more aspects of machine learning
techniques to be performed 1n connection with the
diagnostic operation data analysis, wherein said
defining the one or more aspects of the machine
learning techniques comprises:
defining dynamic analysis granularity selection func-
tionality based at least in part on (1) the one or
more time constraints and (11) the level of progress
of the diagnostic operation data analysis;
defining dynamic data classification i1dentifier type
selection functionality based at least 1n part on (1)
the one or more time constraints and (11) the level
of progress of the diagnostic operation data analy-
s1s; and
defining dynamic ordering of data classification
identifiers during runtime based at least 1n part on
(1) the one or more data classification preferences,
(11) mformation pertaining to system workload,
and (111) mformation pertaining to one or more
requested analysis compliance parameters;
dynamically performing the diagnostic operation data
analysis by applying the machine learning tech-
niques to the diagnostic operation data;
outputting at least a portion of results of the diagnostic
operation data analysis to at least one user; and
automatically tuning at least a portion of the machine
learning techniques based at least in part on the
results of the diagnostic operation data analysis.

18. The system of claim 17, wherein analysis granularity
selection functionality comprises selecting between (1) ver-
bose analysis granularity, (11) concise analysis granularity,
and (111) Boolean analysis granularity.

19. The system of claim 17, wherein dynamic data clas-
sification identifier type selection functionality comprises
selecting between (1) one or more precise data classification
identifiers and (11) one or more approximate data classifica-
tion 1dentifiers.

20. The system of claim 17, wherein the at least one
processor 1s further configured for:

utilizing intra-diagnostic operation data knowledge to

record locality of reference information pertaining to
one or more locations of particular data within the
diagnostic operation data; and

utilizing intra-diagnostic operation data knowledge to

record locality of one or more identifiers.
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