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1

PREVENTATIVE ALARM FOR POTENTIAL
DEVICE DESTRUCTION USING
MICROLOCATION

BACKGROUND

The present invention relates, generally, to the field of
computing, and more particularly to the Internet of Things.

The Internet of Things (IoT) 1s a collection of devices
such as vehicles, home appliances, computers, mobile
devices, sensors, and any real-world object embedded with
networking technology which are capable of connecting,
interacting, and exchanging data with each other over a
network. IoT technology allows multiple devices to work
together and accomplish tasks or provide imformation far
beyond the capabilities of each individual device. As IoT
technologies have evolved, they have revolutionized such
ficlds as home automation, manufacturing, agriculture,
transportation, medicine, healthcare, energy management
and more. Wherever there are two or more connected
devices, IoT technology may be harnessed to solve prob-

lems.

SUMMARY

According to one embodiment, a method, computer sys-
tem, and computer program product for operating one or
more connected devices to prevent potential mobile device
damage 1s provided. Embodiments of the present invention
may include designating one or more potentially dangerous
conditions, regions, or objects as risk factors within a venue,
tracking the location of the user’s mobile devices in relation
to the risk factors, and monitoring the risk posed to the
mobile devices by the risk factors; 1f the risk exceeds a
threshold, alerting the user to the presence of the risk factor
and the potential danger to the mobile device. The present
invention may further ivolve, responsive to the user’s
actions and the risk of potential device damage, performing
one or more precautionary actions to reduce or prevent data
loss or damage to the mobile device.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

These and other objects, features and advantages of the
present mvention will become apparent from the following
detailed description of illustrative embodiments thereof,
which 1s to be read in connection with the accompanying,
drawings. The various features of the drawings are not to
scale as the illustrations are for clanty in facilitating one
skilled 1n the art 1n understanding the ivention 1n conjunc-
tion with the detailed description. In the drawings:

FIG. 1 illustrates an exemplary networked computer envi-
ronment according to at least one embodiment;

FIG. 2 1s an operational flowchart i1llustrating a device
protection program process according to at least one
embodiment;

FIG. 3 depicts an exemplary device protection use envi-
ronment 1n accordance with at least one embodiment:

FIG. 4 1s a block diagram of internal and external com-
ponents of computers and servers depicted in FIG. 1 accord-
ing to at least one embodiment;

FIG. 5 depicts a cloud computing environment according,
to an embodiment of the present invention; and

FIG. 6 depicts abstraction model layers according to an
embodiment of the present invention.
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2
DETAILED DESCRIPTION

Detailled embodiments of the claimed structures and
methods are disclosed herein; however, 1t can be understood
that the disclosed embodiments are merely illustrative of the
claimed structures and methods that may be embodied 1n
various forms. This invention may, however, be embodied in
many different forms and should not be construed as limited
to the exemplary embodiments set forth herein. In the
description, details of well-known features and techniques
may be omitted to avoid unnecessarily obscuring the pre-
sented embodiments.

Embodiments of the present invention relate to the field of
computing, and more particularly to the Internet of Things.
The following described exemplary embodiments provide a
system, method, and program product to, among other
things, alert a user and take precautionary steps when a
mobile device 1s at risk of being damaged. Therefore, the
present embodiment has the capacity to improve the tech-
nical field of the Internet of Things by leveraging network-
ing technologies and multiple sources of information to
intelligently assess danger, operate the mobile device to
reduce the risk of damage or data loss, and to prevent mobile
devices from being damaged or destroyed.

As previously described, the Internet of Things (IoT) 1s a
collection of devices such as vehicles, home appliances,
computers, mobile devices, sensors, and any real-world
object embedded with networking technology which are
capable of connecting, interacting, and exchanging data with
cach other over a network. IoT technology allows multiple
devices to work together and accomplish tasks or provide
information far beyond the capabilities of each individual
device. As IoT technologies have evolved, they have revo-
lutionized such fields as home automation, manufacturing,
agriculture, transportation, medicine, healthcare, energy
management and more. Wherever there are two or more
connected devices, IoT technology may be harnessed to
solve problems.

In IoT device-rich environments, it 1s common for IoT
devices to be damaged or destroyed by user error, accidents,
and other such tragedies. For instance, users accidentally
launder mobile devices such as cell phones, activity trackers,
smart watches, et cetera on a regular basis. In construction
zones or factories cell phones may be damaged by vehicles,
industrial machines, or other hazards. As such, it may be
advantageous to, among other things, implement a system
that alerts the user of a mobile device that they are about to
potentially damage or destroy their device when 1n a loca-
tion that might cause harm, and if the user’s reaction 1s
insuilicient 1n time, act to mitigate data loss or damage.

A method, system, and computer program product are
disclosed for alerting a user when a device that 1s not
intended to be exposed to certain conditions 1s at risk. In
various embodiments, a user designates one or more poten-
tially dangerous conditions, scenarios, or objects as risk
factors within a venue such as a home, a factory, a con-
struction site, et cetera. Location sensors track the location
of the user’s mobile devices 1n relation to the risk factors,
and monitor the risk posed to the mobile devices by the risk
factors (herein referred to as the ‘risk,” ‘risk of damage,” or
‘damage risk’). If the risk exceeds a threshold, the system
alerts the user to the presence of the nisk factor and the
potential danger to the mobile device. In the event that the
user fails to heed the alert, performs actions indicating a
desire for assistance, or otherwise does not act to intervene,
the system performs various actions to reduce or prevent
data loss, damage, or destruction of the device.
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The present invention may be a system, a method, and/or
a computer program product at any possible technical detail
level of mtegration. The computer program product may
include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1n each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written 1n any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or stmilar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
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4

embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, 1n order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
istructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures illustrate
the architecture, functionality, and operation ol possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable 1nstructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the blocks may occur out of the order
noted 1n the Figures. For example, two blocks shown in
succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks 1n
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.

The following described exemplary embodiments provide
a system, method, and program product to alert a user and
take precautionary steps when a mobile device 1s at risk of
being damaged.
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Referring to FIG. 1, an exemplary networked computer
environment 100 1s depicted, according to at least one
embodiment. The networked computer environment 100
may include client computing device 102 and a server 112
interconnected via a communication network 114. Accord-
ing to at least one implementation, the networked computer
environment 100 may include a plurality of client computing
devices 102 and servers 112, of which only one of each is
shown for illustrative brevity.

The communication network 114 may include various
types of communication networks, such as a wide area
network (WAN), local area network (LAN), a telecommu-
nication network, a wireless network, a public switched
network and/or a satellite network. The communication
network 114 may include connections, such as wire, wireless
communication links, or fiber optic cables. It may be appre-
ciated that FIG. 1 provides only an illustration of one
implementation and does not imply any limitations with
regard to the environments 1n which different embodiments
may be implemented. Many modifications to the depicted
environments may be made based on design and implemen-
tation requirements.

Client computing device 102 may include a processor 104
and a data storage device 106 that 1s enabled to host and run
a device protection program 110A and communicate with
the server 112 via the communication network 114, 1n
accordance with one embodiment of the mvention. Client
computing device 102 may be, for example, a mobile device,
a wearable device, a telephone, a personal digital assistant,
a netbook, a laptop computer, a tablet computer, a desktop
computer, or any type of computing device capable of
running a program and accessing a network. As will be
discussed with reference to FIG. 4, the client computing
device 102 may include internal components 402a and
external components 404a, respectively.

The server computer 112 may be a laptop computer,
netbook computer, personal computer (PC), a desktop com-
puter, or any programmable electronic device or any net-
work of programmable electronic devices capable of hosting,
and running a device protection program 110B and a data-
base 116 and communicating with the client computing
device 102 via the communication network 114, in accor-
dance with embodiments of the invention. As will be dis-
cussed with reference to FIG. 4, the server computer 112
may 1nclude mternal components 4025 and external com-
ponents 4045H, respectively. The server 112 may also operate
in a cloud computing service model, such as Software as a
Service (SaaS), Platform as a Service (PaaS), or Infrastruc-
ture as a Service (IaaS). The server 112 may also be located
in a cloud computing deployment model, such as a private
cloud, community cloud, public cloud, or hybrd cloud.

Sensor 108 may be any sensor equipped with networking
technology and capable of communicating with client com-
puting device 102 and/or server computer 112 over network
114. Sensor 108 may be a location sensor capable of tracking
the location of one or more mobile devices, for instance via
Bluetooth, RFID tags applied to the device to be tracked,
wireless signal strength emitted from the mobile device, et
cetera.

According to the present embodiment, the device protec-
tion program 110A, 110B may be a program enabled to alert
a user and take precautionary steps when a mobile device 1s
at risk of being damaged. The device protection program
110A, 110B may be located on client computing device 102
or server 112 or on any other device located within network
114. Furthermore, device protection program 110A, 110B
may be distributed 1n 1ts operation over multiple devices,
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such as client computing device 102 and server 112. The
device protection method 1s explained 1n further detail below
with respect to FIG. 2.

Referring now to FIG. 2, an operational flowchart 1llus-
trating a device protection program process 200 1s depicted
according to at least one embodiment. At 202, the device
protection program 110A, 110B designates one or more risk
factors within a venue. A risk factor may be any condition,
object, or region that may pose a risk to a mobile device. For
instance, a risk factor could be a dangerous device such as
a washing machine, dryer, construction vehicle, factory
equipment, sauna, et cetera. A risk factor could also be a
condition such as rain, high or low temperatures, humidity,
exposure to water or other potentially harmitul substances, et
cetera. Risk factors may further be a dangerous region such
as a traflicked roadway, lake, or deep hole. A user may
designate a risk factor by creating a data entry within or
accessible to device protection program 110A, 110B con-
taining at least the name of the risk factor and 1ts location,
for 1instance in the form of coordinates. The user may also
add descriptive information that would be relevant 1n assess-
ing the risk that the risk factor might pose to a mobile device;
for instance, the means by which the risk factor might
damage a mobile device (water damage, crushing, etc.), or
other details, such as the hours of operation of a potentially
destructive factory device, the depth of a body of water, et
cetera. The risk factors may also be dynamically updated at
intervals or based on changes 1n conditions. For instance,
where the risk factor 1s a connected device (a connected
device may be any device, including client computing
device 102, server 112, sensor 108, and the mobile device
which 1s to be protected from harm, which 1s connected to
network 114 or another device) such as a smart appliance or
connected factory device, device protection program 110A,
110B may update the data entry pertaining to that risk factor
based on information received from the connected device
itself, such as whether the device 1s on or off at any given
time, or, 1n the case of a risk factor capable of movement
(vehicle, destructive animal, et cetera), the real-time position
of the risk factor. The device protection program 110A, 110B
may even use analytics to determine times of day or sce-
narios when a connected device risk factor 1s most likely to
be 1n a dangerous or safe state.

A venue may be any location where risk factors may exist
and where one or more of a user’s mobile devices may be
brought into contact with the risk factors, such as a home, a
construction site, a factory, a school, a store, et cetera. For
purposes ol implementation, venue may be a tag appended
onto the risk factor data entry to umte risk factors within
similar contextual and geographical settings. The venue may
also be equipped with one or more sensors 108 and may
further be defined by coverage of network 114. In some
embodiments, the venue may be divided into zones based on
the presence of sensors 108, the presence of risk factors, or
other contextual divisions (such as rooms of a house, divi-
sions of a factory floor, regions of a construction site).

In some embodiments, rather than or in addition to risk
factors designated by the user, device protection program
110A, 110B may receive previously designated risk factors
over network 114. Furthermore, a risk factor may be speci-
fied by the manufacturer of a connected device such as
through warranty, operating manuals, or user specification.
In other embodiments, risk factors may be automatically
detected by sensor 108 or inferred from data accessed over
network 114. For instance, sensor 108 may be a thermom-
cter, and may register a temperature that 1s extreme enough
to potentially damage a device; 1n response, device protec-
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tion program 110A, 110B may automatically designate the
region around sensor 108 as a nisk factor. In another
example, where sensor 108 1s a camera, device protection
program 110A, 110B may use computer vision to recognize
a puddle of water within a house and designate 1t as a risk
tactor. Additionally, device protection program 110A, 1108
may draw on weather data accessible to network 114 to
designate outdoor unsheltered regions as containing a risk
factor during rainstorms, extreme temperatures, and other
potentially destructive weather events. As another example,
if a potentially destructive smart home device, such as a
smart washer, smart dryer, or smart sprinkler 1s connected to
the same network 114 as a mobile device, device protection
program 110A, 110B may automatically designate that
device as a risk factor. The device protection program 110A,
110B may automatically designate connected devices as risk
factors based on a provided list of smart devices that are
considered potentially dangerous.

At 204, the device protection program 110A, 110B detects
the movement of one or more mobile devices 1n relation to
the one or more risk factors. The device protection program
110A, 110B may monitor the location of one or more mobile
devices based on sensors itegrated with the devices such as
accelerometers, and/or by triangulation or GPS navigation.
The device protection program 110A, 110B may also use
location sensors installed within a venue to track the location
of the mobile devices, for instance using microlocation
technology such as RFID tags, Bluetooth beacons, et cetera.
The device protection program 110A, 110B may track all
mobile devices connected to network 114, potentially as
identified from a pre-supplied list of mobile devices or as
inferred or identified by information provided by the devices
themselves. The device protection program 110A, 110B may
alternatively track devices explicitly designated by a user. In
some embodiments, device protection program 110A, 110B
may track devices or objects which are not themselves
connected to network 114, but are equipped with technology
to allow for the device or object to be tracked, such as an
RFID tag or radio beacon.

At 206, the device protection program 110A, 110B
assesses a damage risk for each mobile device. The damage
risk, may be the likelihood that the mobile device could be
damaged by a given risk factor. At 1ts most basic, the damage
risk may be based on the proximity of the mobile device to
a risk factor; for instance, the damage risk may increase
linearly as the mobile device approaches the location of a
risk factor. However, the damage risk may be modified to
take 1nto account many other factors 1n order to produce a
more accurate assessment of the risk of damage posed to the
mobile device. For instance, device protection program
110A, 110B may take mto account historical data 1n assess-
ing the damage risk posed to a mobile device by a risk factor,
including number of times the risk factor has damaged the
devices of a user 1n the past, the number of times similar risk
factors have damaged mobile devices 1n the past, trends or
conditions affecting damage inflicted on devices such as
weather, light levels, time of day or year, et cetera. The
device protection program 110A, 110B may also consider
fitness information of a user, such as steps walked, heart rate,
amount of sleep, et cetera, to infer aspects of a user’s mental
state, such as the alertness of user, fatigue of user, et cetera,
and thereby adjust damage risk. For instance, a sleepy or
fatigued user may be more absent-minded and prone to
laundering a mobile device, and therefore the damage risk
posed by a washing machine may be greater when the user
1s 1n such a state. The device protection program 110A, 1108
may also consider age of the user 1n determining damage
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risk. Such user information may be obtained or inferred,
with user’s permission, from a user’s activity tracker, accel-
crometer data, input by a user, or any other source.

In some embodiments, device protection program 110A,
110B may also take into account the location of a mobile
device relative to a second mobile device in determining
damage risk; 11 a user regularly carries more than one mobile
device, such as a second cell phone, a wearable activity
tracker, a smart headset, and/or a smart watch, device
protection program 110A, 110B may infer changes to dam-
age risk based on the movement of the first mobile device to
the second. For instance, 1f a user usually carries a mobile
phone and a smart watch, the position of the two 1s usually
the same. If one of the mobile devices stops moving relative
to the other, than the user may have put down and left
unattended the stationary mobile device. If the stationary
mobile device 1s located near a risk factor, such as a laundry
machine, the user may have forgotten about the stationary
mobile device, and the risk of the stationary mobile device
being absently laundered may increase. The device protec-
tion program 110A, 110B may likewise infer when a mobile
device 1s unattended from sensor readings; for instance, 1f
accelerometer readings or movements 1dentified via location
tracking cease for a threshold amount of time, such as 10
seconds, device protection program 110A, 110B may infer
that the mobile device 1s no longer on the person of a user,
and may increase the damage risk if the mobile device 1s
near a risk factor.

The device protection program 110A, 110B may also
consider the physical characteristics of a mobile device 1n
determining the risk posed by a given risk factor or class of
risk factors. For instance, 11 a mobile device 1s designed to
operate within a high-temperature environment, the device’s
proximity to a high-temperature risk factor may have a
reduced or negated eflect on the danger risk. Additionally, 1T
a mobile device 1s waterproof or equipped with a waterproof
case, risk factors such as puddles of water or rain may no
longer affect the damage risk, and 1f the mobile device or
case 1s rated to a specific depth, bodies of water designated
as risk factors that are shallower than the rated depth may
not affect the damage risk. The device protection program
110A, 110B may be provided with the physical character-
1stics of the device, such as operational ranges, whether the
device 1s waterprool or water-resistant, depth ranges of
waterprooling, shock resistance/rating, and presence and
protective qualities of a protective case by user input, mobile
device literature or specifications accessible to device pro-
tection program 110A, 110B, et cetera.

In simpler embodiments, where the venue 1s divided nto
zones, damage risk may be assessed per zone; for instance,
a damage risk will be assessed for each zone based on the
number of risk factors, or in some embodiments on the
magnitude of the danger posed to the mobile device by each
risk factor, and the damage risk to the mobile device at any
grven moment will be dependent on the zone within which
the mobile device 1s located.

At 208, the device protection program 110A, 110B alerts
a user based on the damage risk. The alert may be triggered
by the damage risk exceeding a threshold amount; the
threshold amount may be set by a user, or may be provided
to or obtained by device protection program 110A, 110B
from a source on network 114 such as a webpage, service,
database, et cetera, and may be based on the level of risk the
user 1s willing to accept or may be established based on
historical trends for a particular device and/or risk factor.
The device protection program 110A, 110B may operate one
or more connected devices to alert the user, such as tablets,
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cell phones, smartwatches, and desktop computers. In some
embodiments, device protection program 110A, 110B may
infer the location of a user from one or more mobile devices
and utilize connected devices within the same zone or within
a threshold distance of the user’s location to alert the user.
The device protection program 110A, 110B may send text
popups or noftifications to one or more mobile devices,
trigger an audible alarm or voice alert, cause mobile devices
to vibrate or flash, change colors on a display, et cetera. In
some embodiments, the intensity of the alarm may be based
on the damage risk; for example, as the damage risk
increases, the vibration may increase in magnitude, the
volume of an auditory alert may increase, flashing may get
brighter and/or more frequent, popups or text alerts may
increase in size or change color, and so forth. In some
embodiments, the number of connected devices producing
the alert may increase. In some embodiments, 1f a mobile
device 1s equipped with an accelerometer and the device
acceleration 1s continuous, device protection program 110A,
110B may infer that the mobile device is still on the person
of the user and therefore may not trigger an alert even when
the damage risk exceeds the threshold. The user may disable
the alert by providing some imput to device protection
program 110A, 110B acknowledging the alert, such as by
pressing ‘1gnore’ on a text popup, 1ssuing a voice command
to a voice assistant, et cetera.

At 210, the device protection program 110A, 110B oper-
ates a connected device to perform one or more precaution-
ary actions based on the user action and the damage risk. A
user action may be any action of the user either explicit, such
as a response to a text prompt, an auditory response to a
voice assistant, et cetera, or inferred, such as by sensor/
location information from mobile devices; movement of the
user may be inferred from the movement or accelerometer
readings of devices usually on the person of the user, and
rescue action may be inferred based on sudden changes in
location data or sensor readings from the endangered mobile
device. In the case of maction by the user during a prede-
termined period of time, such as where a user fails to
respond to a text or auditory alert, and/or where mobile
devices usually associated with the user’s person remain
stationary, or where a user i1ssues a voice command or
responds to a text prompt indicating a desire for device
protection program 110A, 110B to try and protect the device,
device protection program 110A, 110B may perform a
precautionary action. The predetermined period of time that
device protection program 110A, 110B might wait for user
action may be pre-supplied by the user and/or may be based
on the damage risk. A precautionary action may be any
action which may reduce the risk of damage to the mobile
device, or which may prevent loss of data from the mobile
device. For example, device protection program 110A, 1108
may copy data from the mobile device to a remote location
to preserve the data 1n case the mobile device 1s damaged or
destroyed. The device protection program 110A, 110B may
also increase the intensity of the alert, alert a second user
who may be pre-designated by the first user, or remotely
shutting down the mobile device. In the case where the
damage risk 1s affected by a connected device, such as a
smart washer, device protection program 110A, 110B may
shut down, stop, or otherwise perform an action to neutralize
the danger posed by the connected device.

Referring now to FIG. 3, an exemplary device protection
use environment 300 1s depicted 1n accordance with at least
one embodiment. Device protection use environment 300 1s
a venue, 1n this case a home, comprising a user 302 equipped
with a mobile device 304 which 1s running device protection
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program 110A, 110B. Sensors 108 are installed 1n various
rooms within the home. The laundry room contains a
washing machine 306. In various embodiments of the inven-
tion, washing machine 306 may be designated as a risk
factor. In some embodiments of the invention, each room of
the venue could be designated as a zone. The following
example 1llustrates an embodiment of an implementation of
the device protection system:

Anna 302 enters the laundry room. The device protection
program 110A, 110B recognizes that Anna’s mobile device
304, a fitness tracker, 1s very close to washing machine 306,
and as a result assesses the damage risk of mobile device 304
to exceed the threshold required to trigger an alert. However,
device protection program 110A, 110B recognizes that
mobile device 304 1s still tracking Anna’s steps, and infers
that Anna 302 1s still wearing the mobile device 304, so
device protection program 110A, 110B does not trigger an
alert. However, the mobile device 304 soon stops showing
a change 1n the sensor readings; after 10 seconds without
readings from mobile device 304, device protection program
110A, 110B 1infers that mobile device 304 has been discon-
nected from Anna 302 or 1s 1n a pocket or otherwise attached
to clothing that Anna 302 has begun sorting to begin doing
laundry. The device protection program 110A, 110B triggers
mobile device 304 to buzz and sends her a text warning on
her cell phone. Anna 302 fails to heed the alerts and places
the mobile device 304 into washing machine 306. The
device protection program 110A, 110B plays a loud alarm
sound on Anna’s cell phone and shuts down the mobile
device 304 Anna 302 responds to the alarm and retrieves the
mobile device 304 just as 1t has begun to get wet, but damage
was prevented because 1t was powered ofl.

It may be appreciated that FIGS. 2-3 provide only an
illustration of one implementation and do not imply any
limitations with regard to how different embodiments may
be implemented. Many modifications to the depicted envi-
ronments may be made based on design and implementation
requirements.

FIG. 4 1s a block diagram 400 of internal and external
components of the client computing device 102 and the
server 112 depicted 1n FIG. 1 1n accordance with an embodi-
ment of the present invention. It should be appreciated that
FIG. 4 provides only an illustration of one implementation
and does not imply any limitations with regard to the
environments in which different embodiments may be
implemented. Many modifications to the depicted environ-
ments may be made based on design and implementation
requirements.

The data processing system 402, 404 is representative of
any electronic device capable of executing machine-read-
able program 1nstructions. The data processing system 402,
404 may be representative of a smart phone, a computer
system, PDA, or other electronic devices. Examples of
computing systems, environments, and/or configurations
that may represented by the data processing system 402, 404
include, but are not limited to, personal computer systems,
server computer systems, thin clients, thick clients, hand-
held or laptop devices, multiprocessor systems, miCropro-
cessor-based systems, network PCs, minicomputer systems,
and distributed cloud computing environments that include
any of the above systems or devices.

The client computing device 102 and the server 112 may
include respective sets of internal components 402 a,b6 and
external components 404 g, b illustrated 1n FIG. 4. Each of
the sets of internal components 402 include one or more
processors 420, one or more computer-readable RAMs 422,
and one or more computer-readable ROMs 424 on one or
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more buses 426, and one or more operating systems 428 and
one or more computer-readable tangible storage devices
430. The one or more operating systems 428 and the device
protection program 110A 1n the client computing device
102, and the device protection program 110B 1n the server
112 are stored on one or more of the respective computer-
readable tangible storage devices 430 for execution by one
or more of the respective processors 420 via one or more of
the respective RAMs 422 (which typically include cache
memory). In the embodiment 1llustrated 1n FIG. 4, each of
the computer-readable tangible storage devices 430 1s a
magnetic disk storage device of an internal hard drive.
Alternatively, each of the computer-readable tangible stor-
age devices 430 1s a semiconductor storage device such as
ROM 424, EPROM, flash memory or any other computer-
readable tangible storage device that can store a computer
program and digital information.

Each set of internal components 402 a,b also includes a
R/W drive or mterface 432 to read from and write to one or
more portable computer-readable tangible storage devices
438 such as a CD-ROM, DVD, memory stick, magnetic
tape, magnetic disk, optical disk or semiconductor storage
device. A software program, such as the device protection
program 110A, 110B, can be stored on one or more of the
respective portable computer-readable tangible storage
devices 438, read via the respective R/W drive or interface
432, and loaded mto the respective hard drive 430.

Each set of internal components 402 a,b also includes
network adapters or intertaces 436 such as a TCP/IP adapter
cards, wireless Wi-F1 interface cards, or 3G or 4G wireless
interface cards or other wired or wireless communication
links. The device protection program 110A in the client
computing device 102 and the device protection program
110B 1n the server 112 can be downloaded to the client
computing device 102 and the server 112 from an external
computer via a network (for example, the Internet, a local
area network or other, wide area network) and respective
network adapters or interfaces 436. From the network adapt-
ers or interfaces 436 and the device protection program
110A 1n the client computing device 102 and the device
protection program 110B 1n the server 112 are loaded into
the respective hard drive 430. The network may comprise
copper wires, optical fibers, wireless transmission, routers,
firewalls, switches, gateway computers and/or edge servers.

Each of the sets of external components 404 a,b can
include a computer display monitor 444, a keyboard 442,
and a computer mouse 434. External components 404 a,b
can also include touch screens, virtual keyboards, touch
pads, pointing devices, and other human interface devices.
Each of the sets of internal components 402 a,b also includes
device drivers 440 to interface to computer display monitor
444, keyboard 442, and computer mouse 434. The device
drivers 440, R/W drive or interface 432, and network adapter
or interface 436 comprise hardware and software (stored 1n
storage device 430 and/or ROM 424).

It 1s understood 1n advance that although this disclosure
includes a detailed description on cloud computing, 1mple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present 1nvention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing 1s a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
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rapidly provisioned and released with minimal management
ellort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand seli-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There 1s
a sense ol location independence in that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specity
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, 1n some cases automatically, to quickly scale
out and rapidly released to quickly scale 1n. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased 1n any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts ). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer 1s to use the provider’s applications runming on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer 1s to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (laaS): the capability provided
to the consumer 1s to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer 1s able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
inirastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure 1s operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or ofl-premises.
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Community cloud: the cloud infrastructure 1s shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or oll-premises.

Public cloud: the cloud infrastructure 1s made available to
the general public or a large industry group and 1s owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure 1s a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
1zed or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment 1s service oriented with
a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing 1s
an infrastructure comprising a network of interconnected
nodes.

Referring now to FIG. 5, illustrative cloud computing
environment 50 1s depicted. As shown, cloud computing
environment 50 comprises one or more cloud computing
nodes 100 with which local computing devices used by
cloud consumers, such as, for example, personal digital
assistant (PDA) or cellular telephone 54A, desktop com-
puter 54B, laptop computer 54C, and/or automobile com-
puter system 54N may communicate. Nodes 100 may com-
municate with one another. They may be grouped (not
shown) physically or virtually, in one or more networks,
such as Private, Community, Public, or Hybrid clouds as
described hereinabove, or a combination thereof. This
allows cloud computing environment 50 to offer infrastruc-
ture, platforms and/or software as services for which a cloud
consumer does not need to maintain resources on a local
computing device. It 1s understood that the types of com-
puting devices 34A-N shown in FIG. § are intended to be
illustrative only and that computing nodes 100 and cloud
computing environment 30 can commumnicate with any type
of computerized device over any type of network and/or
network addressable connection (e.g., using a web browser).

Referring now to FIG. 6, a set of functional abstraction
layers 600 provided by cloud computing environment 50 1s
shown. It should be understood 1n advance that the compo-
nents, layers, and functions shown 1n FIG. 6 are intended to
be 1llustrative only and embodiments of the invention are not
limited thereto. As depicted, the following layers and cor-
responding functions are provided:

Hardware and software layer 60 includes hardware and
soltware components. Examples of hardware components
include: mainirames 61; RISC (Reduced Instruction Set
Computer) architecture based servers 62; servers 63; blade
servers 64; storage devices 65; and networks and networking
components 66. In some embodiments, software compo-
nents include network application server software 67 and
database software 68.

Virtualization layer 70 provides an abstraction layer from
which the following examples of virtual entities may be
provided: wvirtual servers 71; virtual storage 72; wvirtual
networks 73, including virtual private networks; virtual
applications and operating systems 74; and virtual clients
75.

In one example, management layer 80 may provide the
functions described below. Resource provisioning 81 pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82
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provide cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for
consumption ol these resources. In one example, these
resources may comprise application software licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 83 provides access to the cloud computing environ-
ment for consumers and system administrators. Service level
management 84 provides cloud computing resource alloca-
tion and management such that required service levels are
met. Service Level Agreement (SLA) planning and fulfill-
ment 85 provide pre-arrangement for, and procurement of,
cloud computing resources for which a future requirement 1s
anticipated 1n accordance with an SLA.

Workloads layer 90 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation 91;
soltware development and lifecycle management 92; virtual
classroom education delivery 93; data analytics processing
94: transaction processing 93; and device protection pro-
gram 96. The device protection 96 may relate to alerting a
user and taking precautionary steps when a mobile device 1s
at risk of being damaged.

The descriptions of the various embodiments of the
present invention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope of the described
embodiments. The terminology used herein was chosen to
best explain the principles of the embodiments, the practical
application or techmical improvement over technologies
found in the marketplace, or to enable others of ordinary
skill in the art to understand the embodiments disclosed
herein.

What 1s claimed 1s:

1. A method for operating one or more devices to prevent
potential mobile device damage, the method comprising:

determiming whether a mobile device 1s on a person of a

user;

operating a device to alert a user based on a potential risk

of damage of the mobile device exceeding a threshold,
wherein the threshold 1s based on historical trends for
the mobile device and one or more risk factors, and
wherein the potential risk of damage 1s based on a
plurality of elements comprising the determining, his-
torical data, and a location or movement of the mobile
device relative to the one or more risk factors within a
venue, and wherein the risk factors are dynamically
updated based on changing conditions.

2. The method of claim 1, further comprising:

responsive to a user action status and the potential risk of

damage, operating one or more devices to perform one
Or more precautionary actions.

3. The method of claim 2, wherein the one or more
precautionary actions comprise one or more actions selected
from a list consisting of:

copying data from the mobile device, increasing an inten-

sity of the alert, alerting a second user, operating one or
more additional devices to produce the alert, shutting
down the mobile device, and shutting down one or
more devices that affect the risk of damage.

4. The method of claim 1, wherein determiming whether
the mobile device 1s on the person of the user 1s based on a
location of the mobile device relative to a second mobile
device.
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5. The method of claim 1, wherein a factor of the potential
risk of damage 1s a plurality of fitness information of a user.

6. The method of claim 1, wherein a factor of the potential
risk of damage 1s one or more physical characteristics of the
mobile device.

7. The method of claim 1, wherein an intensity of the alert
1s based on the potential risk of damage.

8. A computer system for operating one or more devices
to prevent potential mobile device damage, the computer
system comprising:

one Or more processors, one or more computer-readable

memories, one or more non-transitory computer-read-
able tangible storage medium, one or more sensors, and
program instructions stored on at least one of the one or
more tangible storage medium for execution by at least
one of the one or more processors via at least one of the
one or more memories, wherein the computer system 1s
capable of performing a method comprising:

determining whether a mobile device 1s on a person of a

user;

operating a device to alert a user based on a risk of

damage of the mobile device exceeding a threshold,
wherein the threshold 1s based on historical trends for
the mobile device and one or more risk factors, and
wherein the potential risk of damage 1s based on a
plurality of factors comprising the determining, histori-
cal data, and a location or movement of the mobile
device relative to the one or more risk factors within a
venue, and wherein the risk factors are dynamically
updated based on changing conditions.

9. The computer system of claim 8, further comprising:

responsive to a user action status and the potential risk of

damage, operating one or more devices to perform one
Or more precautionary actions.

10. The computer system of claim 9, wherein the one or
more precautionary actions comprise one or more actions
selected from a list consisting of:

copying data from the mobile device, increasing an inten-

sity of the alert, alerting a second user, operating one or
more additional devices to produce the alert, shutting
down the mobile device, and shutting down one or
more devices that affect the risk of damage.

11. The computer system of claim 8, wherein determining
whether the mobile device 1s on the person of the user 1s
based on a location of the mobile device relative to a second
mobile device.

12. The computer system of claim 8, wherein a factor of
the potential risk of damage 1s a plurality of fitness infor-
mation of a user.
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13. The computer system of claim 8, wherein a factor of
the potential risk of damage 1s one or more physical char-
acteristics of the mobile device.

14. The computer system of claim 8, wherein an 1ntensity
of the alert 1s based on the potential risk of damage.

15. A computer program product for operating one or
more devices to prevent potential mobile device damage, the
computer program product comprising:

one or more non-transitory computer-readable tangible

storage medium and program instructions stored on at

least one of the one or more tangible storage medium,

the program instructions executable by a processor to

cause the processor to perform a method comprising:

determining whether a mobile device 1s on a person of
a user;

operating a device to alert a user based on a risk of
damage of the mobile device exceeding a threshold,
wherein the threshold 1s based on historical trends
for the mobile device and one or more risk factors,
and wherein the potential risk of damage 1s based on
a plurality of factors comprising the determining,
historical data, and a location or movement of the
mobile device relative to the one or more risk factors
within a venue, and wherein the risk factors are
dynamically updated based on changing conditions.

16. The computer program product of claim 15, further
comprising;

responsive to a user action status and the potential risk of

damage, operating one or more devices to perform one
or more precautionary actions.

17. The computer program product of claim 16, wherein
the one or more precautionary actions comprise one or more
actions selected from a list consisting of:

copying data from the mobile device, increasing an inten-

sity of the alert, alerting a second user, operating one or
more additional devices to produce the alert, shutting
down the mobile device, and shutting down one or
more devices that aflect the potential risk of damage.

18. The computer program product of claim 15, wherein
determining whether the mobile device 1s on the person of
the user 1s based on a location of the mobile device relative
to a second mobile device.

19. The computer program product of claim 135, wherein
a factor of the potential risk of damage 1s a plurality of
fitness miformation of a user.

20. The computer program product of claim 15, wherein
a Tactor of the potential risk of damage 1s one or more
physical characteristics of the mobile device.
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