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IMAGE CAPTURING APPARATUS, SYSTEM,
CONTROL METHOD FOR IMAGE
CAPTURING APPARATUS, AND
NON-TRANSITORY COMPUTER-READABLE
STORAGE MEDIUM THAT CONTROLS
PROCESSING TO COMMUNICATE WITH A

CLIENT BASED ON RECEIVED SETTING
VALUE

BACKGROUND OF THE INVENTION

Field of the Invention

The present disclosure relates to an i1mage capturing
apparatus, a system, a control method for an 1image capturing
apparatus, and a non-transitory computer-readable storage
medium.

Description of the Related Art

Network cameras have been oflering a Web service func-
tion that provides 1mages to a client 1n response to a request
from the client. In recent years, network cameras can also
operate as a client, and transmit 1images by connecting to a
cloud server.

There are known techniques that, when there are multiple
usages or when there are multiple connections as described
above, stop the execution of unnecessary services and func-
tions and do not accept requests for such services and
functions. Japanese Patent Laid-Open No. 2003-165750
discloses a techmique to determine whether to accept an
access request depending on whether there 1s an optional
function that has been added. Also, Japanese Patent Laid-
Open No. 2015-125657 discloses a technique to establish
multiple connections with a server, and maintain another
connection until the obtainment of a certain content is
complete.

Meanwhile, considering a case where a network camera 1s
used as a cloud client, as images and settings are transmitted
and received via a cloud server, there 1s no need for the
network camera 1tself to provide a Web service that returns
a response 1n reply to a request from a general client.
Furthermore, there 1s demand to stop a Web service because,
by stopping the Web service, an access to a network camera
from the general public can be prevented, and improvements
in security are expected.

However, with the techmiques disclosed 1n the above-
mentioned patent documents, 1f a Web service 1s stopped
when a network camera 1s operating as a cloud client, 1n the
event of a failure to connect to a cloud, 1t 1s diflicult to
determine whether the failure has occurred because there 1s
a problem 1n a path to a cloud server or because there 1s a
problem 1n the network camera 1tself.

SUMMARY OF THE INVENTION

In view of the above, a technique 1s provided that makes
it possible to 1dentify the cause of the occurrence of a failure
while improving security of a network camera.

One aspect of exemplary embodiments relates to an image
capturing apparatus, comprising an image capturing unit
configured to capture an image, a communication unit
configured to communicate with a client and a server via a
network, and a processing unit configured to execute first
processing for communication with the client and second
processing for communication with the server, wherein the
communication with the client and the communication with
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2

the server include transmission of the image, and atfter the
first processing and the second processing have been started,
the processing unit stops the first processing when the
communication unit has established the communication with
the server, and does not stop the first processing when the
communication unit has not established the communication
with the server.

Further features of the invention will become apparent

from the following description of exemplary embodiments
(with reference to the attached drawings).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an example of a system
configuration corresponding to an exemplary embodiment.

FIG. 2A 1s a diagram showing an example of a hardware
configuration of a network camera corresponding to an
exemplary embodiment.

FIG. 2B 1s a diagram showing an example of a software
configuration of the network camera corresponding to an
exemplary embodiment.

FIG. 3 1s a flowchart showing an example of processing
for the time of activation of the network camera correspond-
ing to an exemplary embodiment.

FIG. 4 1s a flowchart showing an example of event
processing corresponding to an exemplary embodiment.

FIG. 5 1s a flowchart showing an example of processing
for stopping a Web service 1 accordance with the state of
connection corresponding to an exemplary embodiment.

FIG. 6 1s a flowchart showing an example of cloud
processing corresponding to an exemplary embodiment.

FIG. 7 1s a flowchart showing an example of control of the
Web service corresponding to an exemplary embodiment.

FIG. 8 1s a flowchart showing an example of processing
for the time of reception of a setting corresponding to an
exemplary embodiment.

FIG. 9 1s a flowchart showing an example of processing
for the time of change 1n the state of connection correspond-
ing to an exemplary embodiment.

FIG. 10 1s a flowchart showing an example of processing
for the occurrence of a timeout corresponding to an exem-
plary embodiment.

DESCRIPTION OF TH

(L]

EMBODIMENTS

First Embodiment

Below, an exemplary embodiment will be described 1n
detail based on the attached drawings. FIG. 1 1s a diagram
showing an example of a configuration of a system 10
corresponding to the embodiment. The system 10 corre-
sponding to the present embodiment 1s configured in such a
manner that a network camera 110 and a client 120 are
connected via a local network 130, and a cloud server 140
1s connected via a wide area network 150.

The network camera 110 1s an 1mage capturing apparatus
(or a shooting apparatus, an 1mage generation apparatus, a
communication apparatus) that includes an 1mage capturing
unit and distributes captured images to the client 120 via the
local network 130. The network camera 110 also transmits
captured i1mages to the cloud server 140 via the local
network 130 and the wide area network 150.

The client 120 1s a client apparatus that can access the
network camera 110, obtain images, change the settings of
the network camera 110, and perform camera control, such
as focus control. Meanwhile, the client 120 can also obtain
images held by the cloud server 140 via the local network
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130 and the wide area network 150. In addition, the client
120 can configure the settings of the network camera 110 via
the cloud server 140. The client 120 can be realized as, for
example, an arbitrary information processing apparatus,
communication apparatus, terminal apparatus, or the like,
such as a personal computer (PC), a mobile telephone, a
smartphone, and a tablet terminal.

The cloud server 140 1s a server apparatus that accepts a
connection request from the network camera 110, and
receives and stores images. Furthermore, the cloud server
140 distributes stored i1mages in response to an i1mage
obtainment request from the client 120, and also transmits
various types of settings stored by the client 120 to the
network camera 110.

Although 1t 1s assumed that there 1s one network camera
for simple explanation, there may be two or more network
cameras. Moreover, there may be another client that
accesses the network camera 110 and receives and accumus-
lates 1mages, 1n addition to the client 120. The local network
130 and the wide area network 150 are composed of a
plurality of routers, switches, cables, and so forth that satisfy
the communication standards of, for example, Ethernet®. In
the present disclosure, as long as the individual network
cameras and clients can communicate with one another with
no problem, no restriction 1s placed on the communication
standard, size, and configuration. Therefore, the target of
application ranges from the Internet to a LAN (Local Area
Network).

Next, an example of a hardware configuration of the
network camera 110 will be described with reference to FIG.
2A. As the hardware configuration of the network camera
110 of the present embodiment, a CPU 201, a primary
storage apparatus 202, a secondary storage apparatus 203, an
image capture interface (I/'F) 2035, a network I/'F 207, and a
camera control I/F 208 are connected to one another via an
internal bus 204. Here, the primary storage apparatus 202 1s
a readable and writable high-speed storage apparatus, which
1s typically a RAM, on which an OS, various types of
programs, and various types of data are loaded, and which
1s also used as a work area for the OS and various types of
programs.

The secondary storage apparatus 203 1s a nonvolatile
storage apparatus, which 1s typically a flash memory, an
HDD, an SD card, or the like, which 1s used as a permanent
storage area for the OS, various types of programs, and
various types of data, and which 1s also used as a temporary
storage area for various types of data. The details of various
types of programs and the like stored 1n the primary storage
apparatus 202 and the secondary storage apparatus 203 of
the network camera 110 will be described later.

The 1image capture I'F 203 1s connected to a camera unit
206 composed of an 1mage sensor, such as a CCD and a
CMOS, and a lens, converts and compresses 1mage data
obtained from the camera unit 206 into a predetermined
format, and transfers the resultant image data to the primary
storage apparatus 202. The camera control I/F 208 1s also
connected to the camera unit 206; various types of camera
control are transferred to the camera unit 206, and the
control results are returned to the camera control I/F 208.
The network I'F 207 1s an I/F for connecting to the afore-
mentioned network 130, and takes charge of communication
with the client 120 and the like via a communication
medium, such as Etheret.

Next, an example of a software-based functional configu-
ration of the network camera 110 will be described with
retference to FIG. 2B. Programs that enable the CPU 201 to

function as one of an operating system (OS) 210, a server
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processing unit 211, a camera control unit 212, an image
generation unit 213, a search response unit 214, and a cloud
processing unit 215 are loaded on the primary storage
apparatus 202. The CPU 201 can function as each process-
ing block as the CPU 201 executes each of the loaded
programs.

The following describes the functions fulfilled by each
processing block. The OS 210 controls the entirety of the
network camera 110. Typical functions of the OS 210
include: management of the secondary storage apparatus
203, such as a file system; memory management, such as
virtual storage; process management, such as multitasking;
and management of the network I'F 207. The server pro-
cessing unit 211 1s a processing unit that performs process-
ing for communication with the client 120, and in response
to a request received from the client 120, performs process-
ing that involves distribution of image data generated by the
image generation unit 213, control mformation included 1n
the request, obtainment of information, and so forth. The
server processing unit 211 can function as a so-called Web
server for the client 120; 1n the present embodiment, it 1s
assumed that processing executed by the server processing
umt 211 includes a part of a Web service. The server
processing unit 211 provides a Web service that, 1n response
to a request, performs relay to the image generation unit 213
and the camera control unit 212, and transmits a correspond-
ing response to the client 120 based on the results from the
relay destinations. The server processing unit 211 commu-
nicates with an external apparatus via the network I'F 207
and the local network 130.

The camera control unit 212 adjusts camera functions
based on control information received from the server
processing unit 211. The adjustment typically imvolves con-
trol of the camera unit 206 and nofification of the control
results. Control mformation includes, for example, focus
control that determines a lens position. The 1mage genera-
tion unit 213 generates, via the 1image capture I/'F 205, image
data that was generated by the camera unit 206. Then, the
generated 1mage data 1s encoded. An encoding method may
be JPEG, or an encoding method that involves image
compression, such as H.264/AVC and H.265/HEVC, 1s
applicable. Note that in addition to the encoding method of
the present embodiment, another 1mage compression
method may be used.

The search response unit 214 responds to, for example, a
request from the client 120 to search for a service of the
network camera 110 1n the network. In the present embodi-
ment, 1t 15 assumed that a response to the search request 1s
also included 1n the Web service. The response to the search
request may be Zerocont, typically multicast DNS, or may
be UPnP (Universal Plug and Play), WS-Discovery (Web
Services Dynamic Discovery), or the like; besides these, the
response may be embodied 1n any way as long as a device
search can be realized. Although the search response unit
214 and the server processing unit 211 are provided inde-
pendently 1n the description of the present embodiment, the
functions of the search response unit 214 may be included 1n
the server processing unit 211.

The cloud processing unit 215 1s a processing unit that
performs processing for commumcation with the cloud
server 140; 1t exchanges information with the cloud server
140, and also processes information received from the cloud
server 140. The cloud processing unit 215 1ssues a connec-
tion request to the cloud server 140, and transmits 1mage
data generated by the image generation unit 213 in response
to an obtainment request from the cloud server 140. Fur-
thermore, the cloud processing unit 215 receives settings
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and control information from the cloud server 140, and
configures/performs various types of settings/control on the
network camera 110. Various types of settings include
stopping and starting of the Web service. Upon receiving a
setting to stop the Web service, operations of the server
processing unit 211 and the search response unit 214 are
stopped, and the Web service 1s stopped. On the other hand,
upon receiving a setting to start the Web service, the server
processing unit 211 and the search response unit 214 are
activated, and the Web service 1s started. In addition to the
settings of the Web service, the state of connection with the
cloud server 140 may be taken into consideration in con-
trolling the stopping and starting of the Web service. Fur-
thermore, 1n response to a request, the cloud processing unit
215 performs relay to the image generation unit 213 and the
camera control unit 212, and transmits a corresponding
response to the cloud server 140 based on the results from
the relay destinations.

Next, a flow of processing in the present embodiment will
be described. FIG. 3 1s a flowchart showing an example of
processing for controlling the Web service in accordance
with the state of connection with the cloud server 140 at the
time of activation of the network camera 110. The process-

ing of FIG. 3 can be started, for example, when the power
of the network camera 110 1s turned on.

First, in step S301, the CPU 201 activates the Web service
by starting operations as the server processing unit 211 and
the search response umt 214. Next, in step S302, the CPU
201 determines whether to use a cloud based on a setting
value stored in the primary storage apparatus 202. This
setting value 1s set in advance by the client 120 or the cloud
server 140 via, for example, the server processing unit 211,
and 1s stored 1nto the primary storage apparatus 202 and the
secondary storage apparatus 203. On the client 120, a user
can select one of a setting 1n which the cloud (cloud server
140) 1s used 1n relation to the network camera 110 and a
setting 1n which the cloud 1s not used, and this setting value
can be either transmitted directly to the network camera 110
or provided via the cloud server 140.

I1 1t 1s determined that the setting 1s to use the cloud in step
5302, the processing proceeds to step S303. On the other
hand, 1f 1t 1s determined that the setting 1s not to use the
cloud, the present processing ends. In step S303, the CPU
201 activates the cloud processing unit 215 by starting
operations as the cloud processing unit 215 through the
execution of a predetermined program. In the next step
S304, the CPU 201 makes an attempt to connect to the cloud
server 140 as the cloud processing umt 215. More speciii-
cally, a TCP connection 1s established by performing a
three-way handshake of TCP, and then an HT'TP request 1s
transmitted with the establishment of a TLS (Transport
Layer Security) connection.

Thereafter, 1n step S305, the CPU 201 determines whether
the connection with the cloud server 140 has succeeded as
the cloud processing unit 215. If i1t 1s determined that the
connection has succeeded, the processing proceeds to step
S5306. In step S306, the CPU 201 executes event processing
as the cloud processing unit 215. In the event processing,
starting and stopping of the Web service are controlled
depending on whether the connection has been enabled. On
the other hand, 1f 1t 1s determined that the connection has
tailed 1n step S303, the processing returns to step S304, and
the connection attempt 1s made again. The details of the
event processing of step S306 will be described later with
reference to FIG. 4. Once the CPU 201 has executed the

event processing, the present processing ends.
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Next, the details of the event processing in step S306 of
FIG. 3 will be described with reference to FIG. 4. This
processing can be started not only at the timing of the event
processing of step S306, but also on the occurrence of an
event from the cloud server 140.

First, in step S401, the CPU 201 determines whether
setting information has been receirved from the cloud server
140 as the cloud processing unit 215. If 1t 1s determined that
the setting information has been received, the processing
proceeds to step S402. On the other hand, 11 1t 1s determined
that the setting information has not been received, the
present processing ends. In step S402, the CPU 201 deter-
mines whether a Web service setting 1s included in the
received setting information as the cloud processing unit
215. If 1t 1s determined that the Web service setting 1is
included, the processing proceeds to step S403. On the other
hand, 11 1t 1s determined that the Web service setting 1s not
included, the present processing ends.

In step S403, the CPU 201 determines whether a setting
value of the recetved Web service setting 1s false (a setting
indicating no usage) as the cloud processing unit 215. If 1t
1s determined that the setting value of the Web service
setting 1s false 1n step S403, the processing proceeds to step
S404, and the CPU 201 stops the Web service by stopping
operations as the server processing unit 211 and the search
response unit 214. On the other hand, 11 it 1s determined that
the value of the Web service setting 1s not false but true in
step S403, the processing proceeds to step S405, and the
Web service 1s started. This 1s processing that runs when the
setting information has been receirved from the cloud server
140 after the activation of the network camera 110. After
steps S404 and S405, the present processing ends.

In the present embodiment, as has been described with
reference to FI1G. 4, 1t 1s determined that the connection with
the cloud server 140 has become enabled when the value of
the Web service setting 1s false. Besides this, examples of a
case where the connection can be determined to have
become enabled 1include a case where the cloud processing
umt 215 has received an authentication success response
when connecting to the cloud server 140, a case where the
cloud processing unit 215 has received a camera control
request from the cloud server 140, and a case where the
cloud processing unit 215 has received an 1mage transmis-
sion request from the cloud server 140.

Furthermore, when the network camera 110 has an LED,
the LED can be used to provide a notification (also referred
to as display, an announcement, or the like) regarding the
state of communication between the cloud processing unit
215 and the cloud server 140. For example, the LED may be
used to notity a user of whether the connection with the
cloud server 140 has become enabled. The LED may be used
not only when the connection with the cloud server 140 has
become enabled, but also for another purpose, and 1n addi-
tion, the LED may have a single color. It 1s common that the
LED has three patterns, namely ofl, steady-on, and flash, and
it 1s possible to set, via a user setting, whether the LED 1s
steadily on or tlashes while the network camera 110 1s
operating. Because the three patterns are all used, 1t 1s
difficult to represent a notification that uniquely indicates a
state until the connection with the cloud server 140 becomes
enabled.

An example of another purpose of use 1s rewriting of the
secondary storage apparatus 203 at the time of an operation
of deleting the setting values of the network camera 110 to
restore 1nitial settings, or a firmware update operation of
updating the software of the network camera 110 shown in
FIG. 2B. Unplugging the power during the update of the
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secondary storage apparatus 203 will give rise to a problem
in which the software of FIG. 2B malfunctions and does not

recover. Therefore, time until the connection with the cloud
server becomes enabled and the update of the secondary
storage apparatus 203 are represented by diflerent patterns.
They can be distinguished from each other by, for example,
changing a flashing pattern. More specifically, for example,
an 1nterval between steady-on and steady-on during flashing
may be changed.

As described above, 1n the present embodiment, the Web
service 1s activated upon activation of the network camera
110, and thereafter, connection 1s made with the cloud server
140, and an nquiry about whether to continue the Web
service 1S made to the cloud server 140. Then, 1n accordance
with a value of a Web service setting provided by the cloud
server 140, starting or stopping of the Web service are
controlled; in this way, whether or not to continue the Web
service can be determined after securing the connection
between the cloud server 140 and the network camera 110.
Furthermore, when connection cannot be made with the
cloud server 140, the activated state of the Web service 1s
maintained. Therefore, even i1t the connection with the cloud
fails when the network camera 110 1s operating as a cloud
client, the cause of the occurrence of this failure can be
identified. Also, while the cause of the occurrence of the
failure can be i1dentified, an access to the network camera
110 from the general public can be prevented by stopping the
Web service, thereby maintaining security. In addition, even
when connection cannot be made with the cloud server 140,
as the Web service 1s 1n the activated state, cause analysis
can be promptly performed on the occurrence of the failure.

Second Embodiment

The following describes a second embodiment. In the
above-described first embodiment, starting and stopping of
the provision of the Web service are controlled in accor-
dance with a Web service setting when the connection
between the network camera 110 and the cloud server 140
has been established. In contrast, 1n the present embodiment,
the state of connection between the network camera 110 and
the cloud server 140 1s monitored, and even if the state of
connection has changed, for example, 1f the connection has
been established, the state of the provision of the Web
service 1s maintained without being changed for a certain
period.

A configuration of a system and a hardware configuration
and a soltware configuration of a network camera corre-
sponding to the present embodiment are similar to those
shown 1 FIGS. 1, 2A and 2B; thus, their descriptions are
omitted.

The following describes processing 1n the network camera
110 corresponding to the present embodiment with reference
to FIG. 5. FIG. § 1s a flowchart showing an example of
processing for stopping the Web service 1n accordance with
the state of connection 1n the network camera 110. The
present processing can be started, for example, when the
power ol the camera 1s turned on.

Once the processing has been started, the CPU 201 first
activates the Web service by starting operations as the server
processing unit 211 and the search response unit 214 through
the execution of a predetermined program in step S501.
Next, in step S502, the CPU 201 determines whether to use
a cloud based on a setting value stored 1n the primary storage
apparatus 202. This determination 1s similar to the process of
step S302 of FIG. 3. If it 1s determined that the setting 1s to
use the cloud, the processing proceeds to step S503, and 1t
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it 1s determined that the setting i1s not to use the cloud, the
present processing ends. In step S503, the CPU 201 starts
operations as the cloud processing unit 215 through the
execution of a predetermined program, and executes cloud
processing. Thereafter, the present processing ends.

Next, the details of the cloud processing 1n step S503 of
FIG. 5 will be described with reference to FIG. 6. FIG. 6 1s
a flowchart of processing that 1s executed by the cloud
processing unit 215 1n confirming the state of connection. As
has been described using FIG. 5, the cloud processing unit
215 15 activated and starts the processing in the case of the
setting 1n which the cloud 1s used.

After the processing has been started, in steps S601 to
S603, the cloud processing unit 215 first performs the 1nitial
setting of values indicating the states (statuses) to be used 1n
control of the Web service in step S610. There are three
states used 1n control of the Web service: “Web service
setting”, “connection status”, and “wait state”. A setting
value of the Web service setting 1s one of “true” and “false”,
which respectively mean that the Web service 1s to be used
and the Web service 1s not to be used. As the “connection
status”, a value indicating the state of connection with the
cloud server 140 1s set; a value indicating the connected state
1s “Connect”, and a value indicating the disconnected state
1s “Disconnect”. Furthermore, a setting value of the “wait
state” 1s one of the following two types: “Idle” and “Wait”.
The setting value 1s Idle 1n the 1nitial state; 1t changes to Wait
when the actual state of connection with the cloud server 140
1s changing (the duration of the change), and remains Idle
when such a change 1s not occurring.

In the present embodiment, the duration of the change 1n
the state of connection denotes, for example, a state until a
certain period elapses after the state of connection changed
from disconnected to connected, or from connected to
disconnected. Alternatively, the duration of the change 1n the
state of connection denotes a state until the disconnected
state 1s restored before the certain period elapses after the
state ol connection changed from disconnected to con-
nected, or a state until the connected state 1s restored before
the certain period elapses after the state of connection
changed from connected to disconnected. In the present
embodiment, the certain period i1s set as a timeout period,
and measuring of the timeout period 1s started when the state
ol connection has changed.

In step S601, the cloud processing unit 213 assigns true to
the setting value of the Web service setting as an initial
value. In the next step S602, the cloud processing unit 2135
assigns Idle to the setting value of the wait state as an 1nitial
value. In the next step S603, the cloud processing unit 2135
assigns Disconnect to the setting value of the connection
status as an 1mtial value. In the next step S604, the cloud
processing unit 215 tries to connect to the cloud server 140.
Thereafter, 1n step S6035, the cloud processing unit 215
performs connection event monitoring. The connection
event monitoring 1n the present embodiment 1s an operation
ol monitoring events that are related to connection between
the network camera 110 and the cloud server 140. The
monitored events include a successtul event 1n which the
connection try has succeeded, a failure event 1n which the
connection try has failed, a disconnection event in which the
connected state has changed to the disconnected state, and
an event 1n which a character string has been received.

In step S606, the cloud processing unit 2135 determines
whether the connection try has failed as a result of moni-
toring. It 1t 1s determined that the connection try has failed,
the processing proceeds to step S607, and the cloud pro-
cessing unit 215 makes an attempt to connect to the cloud
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server 140 again. Thereafter, the connection event monitor-
ing 1s performed again 1n step S60S. If it 1s determined that
the event 1s not a failure 1 the connection try in step S606,
the processing proceeds to step S608. In step S608, the cloud
processing unit 215 determines whether the event 1s a
success 1n the connection try. If 1t 1s determined that the
event 15 a success 1n the connection try, the processing
proceeds to step S610, and the Web service 1s controlled.
Regarding the control of the Web service, activation and
stopping of the Web service are controlled using the three
state values that were iitialized 1n steps S601, S602, and
S603. The details of processing of step S610 will be
described later with reference to FIG. 7.

If 1t 1s determined that the event 1s not a success 1n the
connection try 1n step S608, the processing proceeds to step
S609, and the cloud processing unit 215 determines whether
the event 1s disconnection of connection with the cloud
server 140. If 1t 1s determined that the event 1s disconnection,
the processing proceeds to step S611. In step S611, the cloud
processing unit 215 makes an attempt to connect to the cloud
server 140 again. After the connection try, the Web service
1s controlled 1n step S610, and processing of the connection
cvent monitoring 1s performed 1n step S6035. Thereafter,
whether the event 1s a failure i1n the connection try 1s
determined 1n step S606, and whether the event 1s a success
in the connection try 1s determined 1n step S608; these steps
are followed by their respective branch processes.

If 1t 1s determined that the event 1s not disconnection of
connection with the cloud server 140 1n step S609, the
processing proceeds to step S612. In this case, which 1s
equivalent to a case where a character string has been
received from the cloud server 140, the cloud processing
unit 215 determines whether the event 1s the reception of the
character string 1n step S612. If it 1s determined that the
event 1s the reception of the character string 1n step S612, the
processing branches into step S610, and the Web service 1s
controlled. After the control of the Web service of step S610,
the processing of the connection event monitoring of step
S605 1s performed. The details of the processing of step
S610 will be described later with reference to FIG. 7. If 1t 1s
determined that the event 1s not the reception of the character
string 1n step S612, the processing branches into step S613.

In step S613, the cloud processing unit 215 determines
whether a stop signal has been received. If 1t 1s determined
that the stop signal has been received i step S613, the
processing branches mto step S614, and termination pro-
cessing 1s started. IT 1t 1s determined that the stop signal has
not been received, the processing branches into step S603,
and the processing of the connection event monitoring 1s
performed. In step S614, the cloud processing umt 2135
determines whether the connection try 1s currently underway
or the connection 1s currently established. If it 1s determined
that the connection try 1s currently underway or the connec-
tion 1s currently established in step S614, the processing
branches 1nto step S615, and processing for disconnecting
the connection with the cloud server 140 1s performed.
Thereatter, the present processing ends. On the other hand,
if’ 1t 1s determined that the connection try 1s not currently
underway and the connection i1s not currently established
and 1s disconnected 1 step S614, the present processing
ends. The end of the processing makes a return to step S503
of FIG. 5, which 1s a call source.

Next, the details of the processing for controlling the Web
service 1 step S610 of FIG. 6 will be described with
reference to FIG. 7. The present processing 1s called 1n step
S610 of FIG. 6, for example, when a setting has been
received from the cloud server 140, when the state of
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connection with the cloud server 140 has changed, and when
the timeout period has elapsed.

First, setting information can be received from the cloud
server 140 when the connection with the cloud server 140 1s
established. Thus, in step S701, the cloud processing unit
215 determines whether the setting information has been
received from the cloud server 140. IT it 1s determined that
the setting information has been received, the processing
proceeds to step S702. In step S702, the cloud processing
unit 215 performs processing for the time of reception of a
setting, and ends the present processing. The details of the
processing for the time of reception of a setting 1n step S702
will be described later with reference to FIG. 8.

I1 1t 1s determined that the setting information has not been
received 1n step S701, the processing proceeds to step S703,
and the cloud processing unit 2135 determines whether the
state of connection has changed. As the processing of step
S610 1s executed after it 1s determined that the connection
try has succeeded 1n step S608 or after it 1s determined that
the connection with the cloud server has been disconnected
in step S609, whether the state of connection has changed 1s
determined in correspondence with these cases. If 1t 1s
determined that the state of connection has changed, the
processing branches into step S704. It it 1s determined that
the state of connection has not changed, the processing
branches 1nto step S705. In step S704, the cloud processing
unmt 215 performs processing for the time of change in the
state of connection, and ends the present processing. The
details of the processing of step S704 will be described later
with reference to FIG. 9.

In step S705, the cloud processing unit 215 determines
whether the timeout period has elapsed. As will be described
with reference to FIG. 9, when the wait state 1s set to Wait,
a timeout 1s registered, and an elapsed period since the start
of the connected state 1s measured. In step S7035, whether
this elapsed period has reached the timeout period 1s deter-
mined. IT 1t 1s determined that the elapsed period has reached
the timeout period 1n step S705, the processing branches nto
step S706. If 1t 1s determined that the elapsed period has not
reached the timeout period, the present processing ends. In
step S706, the cloud processing unit 2135 performs process-
ing for the occurrence of the timeout. The details of the
processing of step S706 will be described later with refer-
ence to FIG. 10.

Next, the details of the processing in step S702 of FIG. 7
will be described with reference to FIG. 8. FIG. 8 1s a
flowchart showing an example of processing that 1s executed
by the cloud processing unit 215 when setting information
has been received from the cloud server 140. This process-
ing 1s executed 1n step S702 of FIG. 7 when a setting has
been received from the cloud server.

First, 1n step S801, the cloud processing unit 215 deter-
mines whether there 1s a change 1n the received Web service
setting. Here, a case where there 1s a change denotes a case
where the setting value of the Web service setting has been
changed from false to true, or a case where the setting value
has been changed from true to false. I1 1t 1s determined that
there 1s a change, the processing branches into step S802. IT
it 1s determined that there 1s no change, the present process-
ing ends.

The cloud processing unit 215 holds the setting value of
the Web service setting that was received before, and deter-
mines that there 1s a change 1n the Web service setting when
the newly received setting value 1s different from the held
setting value. The CPU 201, which functions as the cloud
processing unit 215, can hold a setting value of the Web
service setting in the primary storage apparatus 202 when




US 11,233,929 B2

11

the setting value has been received from the cloud server
140. Upon newly recerving the Web service setting, the CPU
201 updates the previous setting value held 1n the primary
storage apparatus 202 to the newly received setting value.

In step S802, the cloud processing unit 215 determines
whether the received setting value of the Web service setting,
1s Talse. I 1t 1s determined that the setting value 1s false, the
processing branches into step S803, false 1s assigned to the
setting value of the Web service setting, and furthermore,
stopping of the Web service 1s assigned to an action as a
callback, which 1s executed later, 1n step S804.

If 1t 1s determined that the setting value 1s true 1n step
S802, the processing branches into step S805, the cloud
processing unit 215 assigns true to the Web service setting,
and assigns starting of the Web service to the action as the
callback, which 1s executed later, 1n step S806. After steps
S804 and S806, the processing proceeds to step S807, and
the cloud processing unit 215 determines whether the wait
state 1s Idle 1n step S807. 11 1t 1s determined that the wait state
1s Idle, the processing branches into step S808. For example,
when Idle remains assigned to the wait state 1n the activation
processing of FIG. 6, the processing branches into step
S808. If 1t 1s determined that the wait state 1s Wait 1n step
S807, the present processing ends. In a case where the wait
state 1s Wait, which 1s a state where the certain period has not
clapsed since connection or disconnection was made, the
processing 1s suspended until the wait state becomes Idle
alter the elapse of the certain period. In this way, 1n the
present embodiment, even if there 1s a change 1n the Web
service setting, operations related to the Web service are not
changed while the wait state 1s Watt.

In the next step S808, whether the connection status 1s
Connect 1s determined. IT 1t 1s determined that the connec-
tion status 1s Connect, the processing branches into step
S809, and 1f 1t 1s determined that the connection status 1s
Disconnect, the processing ends. In the next step S809, the
action corresponding to the assignment in step S804 or S806

1s executed. If stopping of the Web service was assigned 1n
step S804, the CPU 201 stops operations as the server

processing unit 211 and the search response unit 214. IT

starting of the Web service was assigned in step S806, the
CPU 201 starts operations as the server processing unit 211
and the search response unit 214. A case where the connec-
tion status 1s Disconnect i1s considered a state where the
connection with the cloud server 140 has been disconnected,
and a case where the wait state 1s Wait 1s considered a state
where the certain period has not elapsed since the connec-
tion; therefore, in this case, the execution of the action
corresponding to the assignment 1n step S804 or S806 1is
deemed unnecessary, and the processing ends without the
execution of the action.

Next, the processing for the time of change 1n the state of

connection 1 step S704 of FIG. 7 will be described with
reference to FIG. 9. FIG. 9 1s a flowchart of processing for
a case where the state of connection with the cloud server

140 has changed. Regarding the change in the state of

connection, when the state of connection has changed, a
timeout 1s used without immediately determining that dis-
connection or connection has been made; in this way, the

prevention of chattering is realized. Starting and stopping of

the Web service 1s costly because they are activation and
termination of a process. As the state of connection may
undergo chattering, a timeout 1s used to suppress costly
activation and termination of a process. The present pro-

cessing 1s executed 1n step S704 of FIG. 7 when the state of

connection with the cloud server 140 has changed.
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First, 1n step S901, the cloud processing unit 2135 deter-
mines whether the wait state 1s Idle. If 1t 1s determined that
the wait state 1s Idle, the processing branches into step S902,
and 1 1t 1s determined that the wait state 1s Wait, the
processing branches into step S904. Here, the processing
branches 1n accordance with a value of the wait state when
the state of connection has changed.

The cloud processing unit 215 registers a timeout and
starts measuring an elapsed period 1n the next step S902, and

changes the wait state to Wait in the following step S903.
Theretore, the timeout 1s set in either a case where the state

ol connection has changed from connected to disconnected,

or a case where the state of connection has changed from
disconnected to connected.

On the other hand, the cloud processing unit 215 deletes
the timeout 1n step S904, and changes the wait state to Idle
in the following step S905. In this way, when the state of
connection has changed before the elapsed period reaches
the timeout period after the wait state 1s set to Wait, the wait
state 1s set back to Idle again. Once the processes of steps
S904 and S906 have ended, the present processing ends.
Note that in the flowchart of FIG. 9, even 1f the state of
connection has changed, the setting value of the connection
status 1tself 1s not changed, and only the setting value of the
wait state 1s changed. This 1s because the connection status
1s changed after the timeout period has elapsed, in other
words, after the same state of connection has elapsed for the
certain period.

Next, the details of the processing in step S706 of FIG. 7
will be described with reference to FIG. 10. FIG. 10 1s a
flowchart of processing that 1s executed upon the expiration
of the timeout period that was registered by the cloud
processing unit 215 in FIG. 9. The present processing 1s
executed 1n step S706 of FIG. 7 when 1t 1s determined that
the timeout has occurred. As the timeout occurs when the
wait state 1s Wait, the cloud processing unit 215 first deletes
the registered timeout 1n step S1001. In the next step S1002,
the cloud processing unit 215 changes the wait state to Idle.
Then, 1n step S1003, whether the connection status is
Disconnect 1s determined. If 1t 1s determined that the con-
nection status 1s Disconnect in step S1003, the processing
branches into step S1004. In FIG. 9, when the state of
connection has changed, the connection status 1s maintained
without being changed, but the wait state 1s changed instead.
Therefore, 1 step S1004, the cloud processing umt 215
waits until the certain period elapses, and changes the
connection status to Connect. This 1s because when the value
of the connection status 1s Disconnect and the wait state 1s
Wait, 1t means that the timeout period has elapsed after the
state of connection has changed from disconnected to con-
nected. Thereatter, 1n step S1003, the cloud processing unit
215 assigns stopping ol the Web service to an action as a
callback.

If 1t 1s determined that the state of connection 1s Connect
in step S1003, the processing branches into step S1006. In
FIG. 9, when the state of connection has changed, the state
ol connection 1s maintained without being changed, but the
wait state 1s changed 1nstead. Therefore, 1n step S1006 also,
the cloud processing unit 215 waits until the certain period
clapses, and changes the connection status to Disconnect.
This 1s because when the value of the connection status 1s
Connect and the wazit state 1s Wait, 1t means that the timeout
period has elapsed aiter the state of connection has changed
from connected to disconnected. Then, in step S1007, the
cloud processing unit 215 assigns starting of the Web service
to the setting value of the action.
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After the processes of steps S1005 and S1007, the cloud
processing unit 215 determines whether the setting value of

the Web service setting 1s false 1n step S1008. At the time of
activation (step S501), true 1s assigned to the setting value
of the Web service setting, and the setting value 1s updated
when a setting has been received from the cloud server 140
(steps S803, S805). I1 1t 1s determined that the Web service
setting 1s false 1n step S1008, the processing proceeds to step
51009, and the cloud processing unit 2135 executes the action
corresponding to the assignment 1n steps S1005, S1007. If
stopping of the Web service was assigned to the setting value
of the action, the CPU 201 stops operations as the server
processing unit 211 and the search response unit 214. If
starting of the Web service was assigned to the setting value
of the action, the CPU 201 starts operations as the server
processing unit 211 and the search response unit 214, and
ends the present processing. If 1t 1s determined that the
setting value of the Web service setting 1s true 1n step S1008,
the cloud processing unit 2135 ends the processing without
executing the action. This 1s because 1t 1s determined that the
Web service setting has higher priority than the change in the
state of connection, and the change in the connected/d1s-
connected state 1s 1gnored.

As described above, 1n the present embodiment, the state
of connection between the network camera 110 and the
cloud server 140 1s monitored, and even 1f the state of
connection has changed, the state of the provision of the
Web service 1s maintained without being changed for a
certain period. In this way, the Web service 1s stopped when
it 1s determined that the connection 1s enabled with both of
the state of connection with the cloud server 140 and the
Web service setting taken into consideration; thus, high
security can be maintained. In addition, when connection
cannot be made with the cloud server 140, as the Web
service 1s 1n the activated state, cause analysis can be
promptly performed on the occurrence of a failure. Although
the embodiments have been described above, the embodi-
ments are not limited to the contents set forth above, and
various modifications and changes can be made within the
scope of their essential spirits.

Other Embodiments

Embodiments of the invention can also be realized by a
computer ol a system or apparatus that reads out and
executes computer executable mstructions (e.g., one or more
programs) recorded on a storage medium (which may also
be referred to more fully as a ‘non-transitory computer-
readable storage medium’) to perform the functions of one
or more of the above-described embodiments and/or that
includes one or more circuits (e.g., application specific
integrated circuit (ASIC)) for performing the functions of
one or more of the above-described embodiments, and by a
method performed by the computer of the system or appa-
ratus by, for example, reading out and executing the com-
puter executable instructions from the storage medium to
perform the functions of one or more of the above-described
embodiments and/or controlling the one or more circuits to
perform the functions of one or more of the above-described
embodiments. The computer may comprise one or more
processors (e.g., central processing umt (CPU), micro pro-
cessing unit (MPU)) and may include a network of separate
computers or separate processors to read out and execute the
computer executable nstructions. The computer executable
instructions may be provided to the computer, for example,
from a network or the storage medium. The storage medium
may include, for example, one or more of a hard disk, a
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random-access memory (RAM), a read only memory
(ROM), a storage of distributed computing systems, an
optical disk (such as a compact disc (CD), digital versatile
disc (DVD), or Blu-ray Disc (BD)™), a flash memory
device, a memory card, and the like.

While the invention has been described with reference to
exemplary embodiments, 1t 1s to be understood that the
invention 1s not limited to the disclosed exemplary embodi-
ments. The scope of the following claims 1s to be accorded
the broadest interpretation so as to encompass all such
modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent

Application No. 2018-226726 filed on Dec. 3, 2018, which
1s hereby incorporated by reference herein in 1ts entirety.

What 1s claimed 1s:

1. An 1mage capturing apparatus, comprising a computer
executing nstructions that, when executed by the computer,
cause the computer to function as:

a communication unit configured to communicate with a

client and a server via a network; and

a processing unit configured to execute first processing for

communication with the client and second processing
for communication with the server,

wherein the communication with the client and the com-

munication with the server include transmission of an
image captured by an image capturing unit,

wherein the communication unit receives, from the server,

a setting value indicating whether to execute the first
processing or not, and

wherein 1n a state where the communication unit has

established the communication with the server after the
first processing and the second processing have been
started, the processing unit:

stops the first processing 1f the received setting value

indicates that the first processing 1s not to be executed;
and

does not stop the first processing if the received setting

value 1ndicates that the first processing 1s to be
executed.

2. The 1mage capturing apparatus according to claim 1,
wherein

the processing unit stops the first processing aiter the

communication unit has established the communication
with the server and after a certain period has elapsed.

3. The image capturing apparatus according to claim 2,
further comprising a holding unit configured to hold the
setting value,

wherein when a setting value that the communication unit

has newly received from the server causes the setting
value held by the holding unit to be changed from the
value indicating that the first processing 1s to be
executed to the value indicating that the first processing
1s not to be executed, the processing unit does not stop
the first processing until the certain period elapses.

4. The 1mage capturing apparatus according to claim 1,
wherein

the processing unit starts the first processing when the

communication performed by the communication unit
with the server has been disconnected after the first
processing has been stopped.

5. The 1mage capturing apparatus according to claim 4,
wherein

alter the communication performed by the communica-

tion unit with the server has been disconnected, the
processing unit starts the first processing aiter a certain
period has elapsed.
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6. The image capturing apparatus according to claim 1,
wherein

the processing unit functions as a Web server for the client

by executing the first processing.

7. The 1image capturing apparatus according to claim 6,
wherein

the first processing includes a response to a search request

received from the client.

8. The image capturing apparatus according to claim 1,
wherein the instructions further cause the computer to
function as

a notification unit configured to give notification of a state

of the communication with the server.

9. The image capturing apparatus according to claim 1,

wherein

the processing unit does not stop the first processing 1n a
case where the communication unit has not established
the communication with the server.

10. A system comprising:

(1) an 1mage capturing apparatus including a computer
executing instructions that, when executed by the com-
puter, cause the computer to function as:

a communication unit configured to communicate with
a client and a server via a network; and

a processing unit configured to execute first processing
for communication with the client and second pro-
cessing for communication with the server,

wherein the communication with the client and the com-

munication with the server include transmission of an

image captured by an 1mage capturing unit,

wherein the communication unit receives, from the server,
a setting value indicating whether to execute the first
processing or not, and

wherein in a state where the communication unit has
established the communication with the server after the
first processing and the second processing have been
started, the processing unit:

stops the first processing i1f the received setting value
indicates that the first processing 1s not to be executed
and

does not stop the first processing 11 the received setting
value 1ndicates that the {first processing 1s to be
executed;

(1) a server that stores the 1image captured by the image
capturing apparatus; and

(111) a client that obtains the 1image captured by the image
capturing apparatus from the server or the image cap-
turing apparatus.
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11. A control method for an 1image capturing apparatus,
the control method comprising:

communicating with a client and a server via a network;
and

executing first processing for communication with the
client and second processing for communication with
the server,

wherein the communication with the client and the com-
munication with the server include transmission of an
image captured by an image capturing unit,

wherein 1 the communicating, a setting value indicating
whether or not to execute the first processing 1s

received from the server, and
wherein 1n a state where, in the communicating, the

communication with the server has been established
after the first processing and the second processing
have been started, in the executing;:

the first processing 1s stopped 1f the received setting value

indicates that the first processing 1s not to be executed;
and

the first processing 1s not stopped 1f the received setting

value 1ndicates that the {first processing 1s to be
executed.

12. A non-transitory computer-readable storage medium
storing one or more programs for causing a computer to
execute a control method for an 1mage capturing apparatus,
the control method comprising:

communicating with a client and a server via a network;

and

executing {irst processing for communication with the

client and second processing for communication with
the server,

wherein the communication with the client and the com-

munication with the server include transmission of an
image captured by an 1mage capturing unit,

wherein 1 the communicating, a setting value 1ndicating

whether or not to execute the first processing 1s
recerved from the server, and

wherein 1n a state where, in the communicating, the

communication with the server has been established
after the first processing and the second processing
have been started, in the executing;:

the first processing 1s stopped 1f the received setting value

indicates that the first processing 1s not to be executed;
and

the first processing 1s not stopped 1if the received setting

value 1ndicates that the {first processing 1s to be
executed.
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