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Figure 1
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Figure 5
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700

702

Transmitting a first packet on a first communication link, the
first packet including discovery information for at least the

first communication link and a second communication link.

704

Recelving a multi-link association request from a second
wireless communication device on the first communication
link based at least 1n part on the discovery information.

706

Transmitting a second packet on the first communication link,
the second packet including association information for at
least the first communication link and the second
communication link.

708

Associating with the second wireless communication device
based at least 1n part on the association information.

710

Communicating with the second wireless communication
device on the second communication link based on the

association with the second wireless communication device on
the first communication link.

Figure 7A
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720

722

Establishing a block acknowledgement (BA) session with the
second wireless communication device that affiliates at least one
traffic identifier (TID) to a first subset of the first communication

link, the second communication link, and a third communication
link, wherein the BA session 1s common for each of the first, the
second. and the third communication links.

724

Dynamically reatfiliating the at least one TID to a second subset
of the first communication link, the second communication link,
and a third communication link.

726

Indicating the reaffiliation in an add Block Acknowledgment
(ADDBA) Capabilities field of a third packet.

Figure 7B
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300

302

Recelving a first packet from a second wireless communication
device on a first communication link, the first packet including

discovery information for at least the first communication link and
a second communication link.

304

Transmitting a multi-link association request on the first
communication link based at least in part on the discovery
information.

306

Recelving a second packet on the first communication link, the
second packet including association information for at least the
first communication link and the second communication link.

303

Associating with the second wireless communication device
based at least 1n part on the association information.

310

Communicating with the second wireless communication device
on the second communication link based on the association with
the second wireless communication device on the first
communication link.

Figure 8A
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320

8322

Establishing a block acknowledgement (BA) session with the
second wireless communication device that affiliates at least one
traffic 1dentifier (‘TID) with a first subset of the first

communication link, the second communication link, and a third
communication link, wherein the BA session 1s common for each
of the first, the second, and the third communication links.

8324

Receilving a third packet indicating, 1n an add Block
Acknowledgment (ADDBA) Capabilities field, that the at least
one TID 1s reaffiliated with a second subset of the first
communication link, the second communication link, and a third
communication link.

Figure 8B
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1200

HE Fragmentation

Operation
1202

No-Fragmentation

Link ID Bitmap Reserved

1201 1203 1204

Figure 12

1300

1302

Generate a frame including an advertising information
clement carrying discovery information for the first AP of
the AP MLD, a first portion carrying discovery

information for each secondary AP of the one or more
secondary APs of the AP MLD, and a second portion

carrying common attributes of the one or more secondary
APs of the AP MLD.

1304

Transmit the frame on the first communication link.

Figure 13A
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1310
han” 1312

Receive a multi-link (ML) association request or a ML

probe request from a wireless station (STA) of a STA
MLD based on the transmitted frame.

1314

Transmit one or both of association information or

discovery information for the first AP and the one or more
secondary APs of the AP MLD based on the request.

Figure 13B

1320
1322

Associate the STA MLD with the AP MLD based at least

in part on the request.

1324

Communicate with the STA MLD on one or more of the

first communication link or the one or more secondary
communication links based on the association.

Figure 13C
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1330
e 1332

Establish a common security context between a first
medium access control service access point (MAC-SAP)
endpoint of the AP MLD and a second MAC-SAP
endpoint of the STA MLD, wherein each of the first and
second MAC-SAP endpoints 1s used to communicate over
the first communication link and the one or more
secondary communication links.

Figure 13D

1340
X 1342

Establish a block acknowledgement (BA) session with the
STA MLD, the BA session based on an affiliation of at
least one traffic identifier (TID) with a first group of
communication links that includes one or more of the first
communication link or the one or more secondary
communication links.

Figure I3E

1350

1352

Dynamically reaffiliate the at least one TID with a second
group ol communication links that includes one or more of
the first communication link or the one or more secondary
communication links, the first group of communication
links different than the second group of communication
links.

Transmit an Add Block Acknowledgment (ADDBA) frame
including a field carrying an indication of the reaffiliation.

Figure I3F
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1360

1362

Recelve a directed probe request on the first
communication link from the STA MLD, the directed

probe request requesting one or more of discovery

information, operating parameters, capabilities, or an
operating class for each AP of the AP MLD.

1364

Transmit the frame as a multi-ink (ML) probe response

frame based on receiving the directed probe request from
the STA MLD.

Figure 13G

1400

1402

Recelve a frame including an advertising information
clement carrying discovery information for the first AP of
the AP MLD, a first portion carrying discovery

information for each secondary AP of the one or more
secondary APs of the AP MLD, and a second portion

carrying common attributes of the one or more secondary
APs of the AP MLD.

Figure 14A
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1410
1412

Transmit a multi-link (ML) association request or a ML
probe request to the AP MLD, the ML association request

indicating one or more of capabilities, operating
parameters, an operating class, or identification

information of each STA of the STA MLD.

1414

Recelve one or both of association information or
discovery information for the first AP and the one or more
secondary APs of the AP MLD based on the request.

Figure 148

1420

1422

Associate the STA MLD with the AP MLD based at least

in part on the request.

1424

Communicate with the AP MLD on one or more of the first
communication link or the one or more secondary
communication links based on the association.

Figure 14C
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1430
e’ 1432

Establish a common security context between a first

medium access control service access point (MAC-SAP)

endpoint of the AP MLD and a second MAC-SAP
endpoint of the STA MLD, wherein each of the first and

second MAC-SAP endpoints 1s used to communicate over
the first communication link and the one or more
secondary communication links.

Figure 14D

1440
T 1442

Establish a block acknowledgement (BA) session with the
AP MLD. the BA session based on an affiliation of at least
one traffic identifier (T1D) with a first group of

communication links that includes one or more of the first
communication link or the one or more secondary
communication links.

Figure 14E
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1450

1452

Dynamically reaffiliate the at least one TID with a second
group ol communication links that includes one or more of
the first communication link or the one or more secondary

communication links, the first group of communication

links different than the second group of communication
links.

1454

Transmit an Add Block Acknowledgment (ADDBA) frame

including a field carrying an indication of the reatfiliation.

Figure 14F

1460

1462

Transmit a directed probe request to the first AP of the AP
MLD, the directed probe request requesting one or more of

discovery information, operating parameters, capabilities,
or an operating class for each AP of the AP MLD.

1464

Receive the frame based at least 1n part on transmission of
the directed probe request to the first AP of the AP MLD.

Figure 14G
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1900
1902

Generate a frame by a first AP of the first AP MLD
assoclated with a first communication link of the first AP
MLD including a first element carrying discovery
information for the first AP and the one or more virtual

APs belonging to the first multiple BSSID set and
including a second element carrying discovery information
for the one or more secondary APs of the first AP MLD
associated with the one or more respective secondary
communication links of the first AP MLD.

1904

Transmit the frame on the first communication link.

Figure 19A

1910
1912

Recelve a multi-link (ML) association request or a ML

probe request from a first wireless station (STA) of a STA
MLD.

1914

Transmit one or both of association information or
discovery information for the first AP and the one or more

secondary APs of the first AP MLD to the first STA of the
STA MLD based on the request.

Figure 19B
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1920
1922

Associate the STA MLD with the first AP MLD based at

least 1n part on the request.

1924

Communicate with the STA MLD on one or more of the
first communication link or the one or more secondary
communication links based on the association.

Figure 19C

2000
2002

Recelve a frame from the AP MLD, the frame including a
first element carrying discovery information for the first
AP and the one or more virtual APs belonging to the first

multiple BSSID set, and including a second element

carrying discovery information for the one or more
secondary APs of the first AP MLD.

Figure 20A
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2010
N 2012
Transmit a ML association request or a ML probe request
to the first AP MLD on the first communication link.
2014
Recelve one or both of association information or
discovery information for the first AP and the one or more
secondary APs of the first AP MLD based on the request.
Figure 20B
2020
e

2022

Associate with the first AP MLD based at least in part on

the association information.

2024

Communicate with the first AP MLD on one or more of the
first communication link or the one or more secondary
communication links based on the association.

Figure 20C
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MULTI-LINK COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This patent application claims priority to U.S. Provisional
Patent Application No. 63/003,284 enfitled “MULTI-LINK
COMMUNICATION” and filed on Mar. 31, 2020, to U.S.
Provisional Patent Application No. 63/003,272 entitled
“MULTI-LINK COMMUNICATION” and filed on Mar. 31,
2020, and to U.S. Provisional Patent Application No.
62/873,827 entitled “MULTI-LINK COMMUNICATION”
and filed on Jul. 12, 2019, all of which are assigned to the
assignee hereof. The disclosures of all prior applications are
considered part of and are incorporated by reference 1n this
patent application.

TECHNICAL FIELD

This disclosure relates generally to wireless communica-
tion, and more specifically, to multi-link (ML) communica-
tion.

DESCRIPTION OF THE RELATED
TECHNOLOGY

A wireless local area network (WLAN) may be formed by
one or more access points (APs) that provide a shared
wireless communication medium for use by a number of
client devices also referred to as stations (STAs). The basic
building block of a WLAN conformmg to the Institute of
Electrical and Electronics Engineers (IEEE) 802.11 family
of standards 1s a Basic Service Set (BSS), which 1s managed
by an AP. Each BSS 1s identified by a Basic Service Set
Identifier (BSSID) that 1s advertised by the AP. An AP
periodically broadcasts beacon frames to enable any STAs
within wireless range of the AP to establish or maintain a
communication link with the WLAN.

To improve data throughput, the AP may communicate
with one or more STAs over multiple concurrent commu-
nication links. Each of the communication links may be of
various bandwidths, for example, by bonding a number of
20 MHz-wide channels together to form 40 MHz-wide
channels, 80 MHz-wide channels, or 160 MHz-wide chan-
nels. The AP may establish BSSs on any of the diflerent
communication links, and therefore i1t 1s desirable to
improve communication between the AP and the one or
more STAs over each of the communication links.

SUMMARY

The systems, methods and devices of this disclosure each
have several inovative aspects, no single one of which 1s
solely responsible for the desirable attributes disclosed
herein.

One mnovative aspect of the subject matter described in
this disclosure can be implemented as a method for wireless
communication. In some 1mplementations, the method may
be performed by an access point (AP) multi-link device
(MLD), and may include generating a frame by a first AP of
the AP MLD associated with a first communication link of
the AP MLD, the AP MLD further including one or more
secondary APs associated with one or more respective
secondary communication links of the AP MLD, and trans-
mitting the frame on the first communication link. The frame
may 1include an advertising information element carrying

discovery information for the first AP of the AP MLD, a first
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2

portion carrying discovery information for each secondary
AP of the one or more secondary APs of the AP MLD, and

a second portion carrying common attributes of the one or
more secondary APs of the AP MLD. In some implemen-
tations, the method may also include receiving, by the first
AP of the AP MLD on the first communication link, a

directed probe request from a wireless station (STA) of a
STA MLD, and transmitting the frame as a multi-link (ML)
probe response frame based on receiving the directed probe
request Irom the STA MLD. In some 1nstances, the directed
probe request may request one or more of discovery infor-
mation, operating parameters, capabilities, or an operating,
class for each AP of the AP MLD. The directed probe request
may also indicate one or more ol capabilities, operating
parameters, an operating class, or identification information
of each STA of the STA MLD.

In some implementations, the method may also include
associating the STA MLD with the AP MLD based at least

in part on the association information, and communicating
with the STA MLD on one or more of the first communi-
cation link or the one or more secondary communication
links based on the association. In some instances, the
method may also include establishing a common security

context between a first medium access control service access
point (MAC-SAP) endpoint of the AP MLD and a second

MAC-SAP endpoint of the STA MLD, where each of the
first and second MAC-SAP endpoints 1s used to communi-
cate over the first communication link and the one or more
secondary communication links.

In some other implementations, the method may also
include establishing a block acknowledgement (BA) session
with the STA MLD, the BA session based on an athliation
of at least one traflic 1dentifier (TID) with a first group of
communication links that includes one or more of the first
communication link or the one or more secondary commu-
nication links. In some instances, the method may also
include dynamically reatliliating the at least one TID with a
second group of communication links that includes one or
more of the first communication link or the one or more
secondary communication links, the first group of commu-
nication links different than the second group of communi-
cation links, and transmitting an Add Block Acknowledg-
ment (ADDBA) frame including a field carrying an
indication of the reafhiliation.

In some 1mplementations, the frame may also include a
first i1dentifier (ID) field carrying a {first identifier that
umquely 1dentifies one or both of the AP MLD with which
the first AP 1s associated or a respective secondary AP of the
one or more secondary APs. In some instances, the frame
may also mclude one or more second ID fields, each field of
the one or more second ID fields carrying at least one of a
link 1dentifier that identifies a respective secondary AP of the
one or more secondary APs or an MLD identifier that
identifies the first AP MLD. Each link i1dentifier of the first
link identifier and the one or more second link identifiers
may associate one or more traflic identifiers (TIDs) with a
respective communication link of the first communication
link and the one or more secondary communication links for
a block acknowledgement (BA) session between the AP
MLD and the STA MLD. In some instances, the first portion
may include one or more per-link profile subelements, each
per-link profile subelement indicating the discovery infor-
mation for a corresponding secondary AP of the one or more
secondary APs associated with a respective secondary com-
munication link of the one or more secondary communica-
tion links, and the second portion may include an MLD
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common ¢lement or field indicating the common attributes
shared by each secondary AP of the one or more secondary
APs.

In some implementations, each per-link profile subele-
ment may also include at least one of capability information 53
or operating parameter information of a corresponding sec-
ondary AP of the one or more secondary APs. The capability
information may indicate one or more of HT capabilities,
VHT capabilities, HE capabilities, HE 6 GHz Band capa-
bilities, or EHT capabilities. The operating parameter infor- 10
mation may indicate one or more of HT operation param-
cters, VHT operation parameters, HE operation parameters,
EHT operation parameters, EDCA parameters, MU EDCA
parameters, UORA parameters, TW1 parameters, FILS
parameters, or SR parameters. In some instances, the dis- 15
covery information carried in each per-link profile subele-
ment includes one or more of an operating class of the
corresponding secondary AP, a wireless channel of the
corresponding secondary AP, or a BSSID of the correspond-
ing AP. In addition, or in the alternative, an absence of a 20
particular capability or operating parameter from a respec-
tive per-link profile subelement of the one or more per-link
profile subelements may indicate that the particular capa-
bility or operating parameter of the corresponding secondary
AP of the one or more secondary APs 1s the same as the 25
particular capability or operating parameter of the first AP.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element, and the
second portion may include a multi-link attribute element.
The RNR element may indicate one or more of a transmit 30
power level, a critical update, or an applicable amendment
to the IEEE 802.11 family of standards for each AP of the
first AP and the one or more secondary APs. In some
instances, the RNR element may include one or more
neighbor AP information fields, each field of the one or more 35
neighbor AP information fields including a unique link
identifier (ID) that identifies a corresponding communica-
tion link of the first communication link or the one or more
secondary commumnication links associated with a respective
AP of the first AP or the one or more secondary APs. The 40
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
of capabilities or operating parameters for a respective AP of 45
the one or more secondary APs.

In some instances, the frame may also include a field
containing an indication of a presence or absence of each of
the common attributes indicated 1n the second portion of the
frame, the common attributes including at least one of an 50
indication of an authentication scheme, an address of the AP
MLD, or a basic service set 1dentifier (BSSID) of the AP
MLD. In some other instances, the frame may also indicate
whether the AP MLD supports simultaneous transmit-and-
receive (STR) operations across multiple links of the first 55
communication link or the one or more secondary commu-
nication links. In addition, or in the alternative, the frame
may also include an indication of one or more critical
updates corresponding to one or more of the first AP or the
one or more secondary APs, where the critical updates 60
include a change in operating channels or a change 1n basic
service set (BSS) parameters for at least one AP of the first
AP or the one or more secondary APs.

Another innovative aspect of the subject matter described
in this disclosure can be implemented 1n a wireless com- 65
munication device. In some implementations, the wireless
communication device may be an access point (AP) multi-

4

link device (MLD) that includes at least one modem, at least
one processor communicatively coupled with the at least one
modem, and at least one memory communicatively coupled
with the at least one processor and instructions that, when
executed by the at least one processor in conjunction with
the at least one modem, causes the AP MLD to perform
operations. The operations may include generating a frame

by a first AP of the AP MLD associated with a first
communication link of the AP MLD, the AP MLD further
including one or more secondary APs associated with one or
more respective secondary communication links of the AP
MLD, and transmitting the frame on the first communication
link. The frame may include an advertising information
clement carrying discovery information for the first AP of
the AP MLD, a first portion carrying discovery information
for each secondary AP of the one or more secondary APs of
the AP MLD, and a second portion carrying common
attributes of the one or more secondary APs of the AP MLD.

In some implementations, the operations may also include
receiving, by the first AP of the AP MLD on the first
communication link, a directed probe request from a wire-
less station (STA) of a STA MLD, and transmitting the frame
as a multi-link (ML) probe response frame based on receiv-
ing the directed probe request from the STA MLD. In some
instances, the directed probe request may request one or
more of discovery information, operating parameters, capa-
bilities, or an operating class for each AP of the AP MLD.
The directed probe request may also indicate one or more of
capabilities, operating parameters, an operating class, or
identification information of each STA of the STA MLD.

In some implementations, the operations may also include
associating the STA MLD with the AP MLD based at least
in part on the association mformation, and communicating
with the STA MLD on one or more of the first communi-
cation link or the one or more secondary communication
links based on the association. In some instances, the
operations may also include establishing a common security
context between a first medium access control service access
point (MAC-SAP) endpoint of the AP MLD and a second
MAC-SAP endpoint of the STA MLD, where each of the
first and second MAC-SAP endpoints 1s used to communi-
cate over the first communication link and the one or more
secondary communication links.

In some other implementations, the operations may also
include establishing a block acknowledgement (BA) session
with the STA MLD, the BA session based on an athliation
of at least one traflic 1dentifier (TID) with a first group of
communication links that includes one or more of the first
communication link or the one or more secondary commu-
nication links. In some instances, the operations may also
include dynamically reafliliating the at least one TID with a
second group of communication links that includes one or
more of the first communication link or the one or more
secondary communication links, the first group of commu-
nication links different than the second group of communi-
cation links, and transmitting an Add Block Acknowledg-
ment (ADDBA) frame including a field carrying an
indication of the reathliation.

In some 1mplementations, the frame may also include a
first 1dentifier (ID) field carrying a first identifier that
umquely 1dentifies one or both of the AP MLD with which
the first AP 1s associated or a respective secondary AP of the
one or more secondary APs. In some instances, the frame
may also mclude one or more second ID fields, each field of
the one or more second ID fields carrying at least one of a
link 1dentifier that identifies a respective secondary AP of the
one or more secondary APs or an MLD identifier that
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identifies the first AP MLD. FEach link identifier of the first
link 1dentifier and the one or more second link identifiers
may associate one or more traflic identifiers (TIDs) with a
respective communication link of the first communication
link and the one or more secondary communication links for
a block acknowledgement (BA) session between the AP
MLD and the STA MLD. In some instances, the first portion
may include one or more per-link profile subelements, each
per-link profile subelement indicating the discovery infor-
mation for a corresponding secondary AP of the one or more
secondary APs associated with a respective secondary com-
munication link of the one or more secondary communica-
tion links, and the second portion may include an MLD
common ¢lement or field indicating the common attributes
shared by each secondary AP of the one or more secondary
APs.

In some 1mplementations, each per-link profile subele-
ment may also include at least one of capability information
or operating parameter information of a corresponding sec-
ondary AP of the one or more secondary APs. The capability
information may indicate one or more of HT capabilities,
VHT capabilities, HE capabilities, HE 6 GHz Band capa-
bilities, or EHT capabilities. The operating parameter infor-
mation may indicate one or more of HT operation param-
cters, VHT operation parameters, HE operation parameters,
EHT operation parameters, EDCA parameters, MU EDCA
parameters, UORA parameters, TW1 parameters, FILS
parameters, or SR parameters. In some instances, the dis-
covery information carried in each per-link profile subele-
ment includes one or more of an operating class of the
corresponding secondary AP, a wireless channel of the
corresponding secondary AP, or a BSSID of the correspond-
ing AP. In addition, or in the alternative, an absence of a
particular capability or operating parameter from a respec-
tive per-link profile subelement of the one or more per-link
profile subelements may indicate that the particular capa-
bility or operating parameter of the corresponding secondary
AP of the one or more secondary APs 1s the same as the
particular capability or operating parameter of the first AP.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element, and the
second portion may include a multi-link attribute element.
The RNR element may indicate one or more of a transmuit
power level, a critical update, or an applicable amendment
to the IEEE 802.11 family of standards for each AP of the
first AP and the one or more secondary APs. In some
instances, the RNR element may include one or more
neighbor AP information fields, each field of the one or more
neighbor AP information fields including a unique link
identifier (ID) that identifies a corresponding communica-
tion link of the first communication link or the one or more
secondary commumnication links associated with a respective
AP of the first AP or the one or more secondary APs. The
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
ol capabilities or operating parameters for a respective AP of
the one or more secondary APs.

In some instances, the frame may also include a field
containing an indication of a presence or absence of each of
the common attributes indicated 1n the second portion of the
frame, the common attributes including at least one of an
indication of an authentication scheme, an address of the AP
MLD, or a basic service set 1dentifier (BSSID) of the AP
MLD. In some other instances, the frame may also indicate
whether the AP MLD supports simultaneous transmit-and-
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6

receive (STR) operations across multiple links of the first
communication link or the one or more secondary commu-
nication links. In addition, or in the alternative, the frame
may also include an indication of one or more critical
updates corresponding to one or more of the first AP or the
one or more secondary APs, where the critical updates
include a change in operating channels or a change 1n basic
service set (BSS) parameters for at least one AP of the first
AP or the one or more secondary APs.

Another 1nnovative aspect of the subject matter described
in this disclosure can be implemented as a method for
wireless communication. In some implementations, the
method may be performed by a wireless station (STA)
multi-link device (MLD), and may include receiving a frame
from a first access point (AP) of an AP MLD on a first
communication link of the AP MLD, the AP MLD {further
including one or more secondary APs associated with one or
more respective secondary communication links of the AP
MLD. In some instances, the frame may include an adver-
tising information element carrying discovery information
for the first AP of the AP MLD, a first portion carrying
discovery information for each secondary AP of the one or
more secondary APs of the AP MLD, and a second portion
carrying common attributes of the one or more secondary
APs of the AP MLD.

In some 1mplementations, the method may also include
transmitting a multi-link (ML) association request to the AP
MLD, and receiving association information for the first AP
and the one or more secondary APs of the AP MLD based
on the ML association request. The ML association request
may 1ndicate one or more of capabilities, operating param-
cters, an operating class, or i1denftification information of
each STA of the STA MLD. In some instances, the method
may also include establishing a block acknowledgement
(BA) session with the AP MLD, the BA session based on an
afliliation of at least one traflic 1identifier (TID) with a first
group of communication links that includes one or more of
the first communication link or the one or more secondary
communication links.

In some other implementations, the method may also
include dynamically reatliliating the at least one TID with a
second group of communication links that includes one or
more of the first communication link or the one or more
secondary communication links, the first group of commu-
nication links different than the second group of communi-
cation links, and transmitting an Add Block Acknowledg-
ment (ADDBA) frame including a field carrying an
indication of the reafhiliation. In some instances, the method
may also include transmitting a directed probe request to the
first AP of the AP MLD, and receiving the frame based at
least in part on transmaission of the directed probe request to
the first AP of the AP MLD. The directed probe request may
request one or more of discovery information, operating
parameters, capabilities, or an operating class for each AP of
the AP MLD.

In some implementations, the frame may also include a
first identifier (ID) field carrying a first identifier that
umquely 1dentifies one or both of the AP MLD with which
the first AP 1s associated or a respective secondary AP of the
one or more secondary APs. In some instances, the frame
may also iclude one or more second ID fields, each field of
the one or more second ID fields carrying at least one of a
link 1dentifier that identifies a respective secondary AP of the
one or more secondary APs or an MLD identifier that
identifies the first AP MLD. Each link identifier of the first
link identifier and the one or more second link i1dentifiers
may associate one or more traflic identifiers (TIDs) with a
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respective communication link of the first communication
link and the one or more secondary communication links for
a block acknowledgement (BA) session between the AP
MLD and the STA MLD. In some instances, the first portion
may include one or more per-link profile subelements, each
per-link profile subelement indicating the discovery infor-
mation for a corresponding secondary AP of the one or more
secondary APs associated with a respective secondary com-
munication link of the one or more secondary communica-
tion links, and the second portion may include an MLD
common element or field indicating the common attributes
shared by each secondary AP of the one or more secondary
APs.

In some implementations, each per-link profile subele-
ment may also 1include at least one of capability information
or operating parameter information of a corresponding sec-
ondary AP of the one or more secondary APs. The capability
information may indicate one or more of HT capabilities,
VHT capabilities, HE capabilities, HE 6 GHz Band capa-
bilities, or EHT capabilities. The operating parameter infor-
mation may indicate one or more of HT operation param-
cters, VHT operation parameters, HE operation parameters,
EHT operation parameters, EDCA parameters, MU EDCA
parameters, UORA parameters, [TW1 parameters, FILS
parameters, or SR parameters. In some instances, the dis-
covery information carried in each per-link profile subele-
ment includes one or more of an operating class of the
corresponding secondary AP, a wireless channel of the
Correspondmg secondary AP, or a BSSID of the correspond-
ing AP. In addition, or in the alternative, an absence of a
particular capability or operating parameter from a respec-
tive per-link profile subelement of the one or more per-link
profile subelements may indicate that the particular capa-
bility or operating parameter of the corresponding secondary
AP of the one or more secondary APs 1s the same as the
particular capability or operating parameter of the first AP.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element, and the
second portion may include a multi-link attribute element.
The RNR element may indicate one or more of a transmuit
power level, a critical update, or an applicable amendment
to the IEEE 802.11 family of standards for each AP of the
first AP and the one or more secondary APs. In some
instances, the RNR element may include one or more
neighbor AP information fields, each field of the one or more
neighbor AP information fields including a unique link
identifier (ID) that identifies a corresponding communica-
tion link of the first communication link or the one or more
secondary commumnication links associated with a respective
AP of the first AP or the one or more secondary APs. The
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
ol capabilities or operating parameters for a respective AP of
the one or more secondary APs.

In some 1instances, the frame may also include a field
containing an indication of a presence or absence of each of
the common attributes indicated 1n the second portion of the
frame, the common attributes including at least one of an
indication of an authentication scheme, an address of the AP
MLD, or a basic service set 1dentifier (BSSID) of the AP
MLD. In some other instances, the frame may also indicate
whether the AP MLD supports simultaneous transmit-and-
receive (STR) operations across multiple links of the first
communication link or the one or more secondary commu-
nication links. In addition, or in the alternative, the frame
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may also include an indication of one or more critical
updates corresponding to one or more of the first AP or the
one or more secondary APs, where the critical updates
include a change 1n operating channels or a change 1n basic
service set (BSS) parameters for at least one AP of the first
AP or the one or more secondary APs.

Another 1nnovative aspect of the subject matter described
in this disclosure can be implemented 1n a wireless com-
munication device. In some implementations, the wireless
communication device may be wireless station (STA) multi-
link device (MLD) that includes at least one modem, at least
one processor communicatively coupled with the at least one
modem, and at least one memory communicatively coupled
with the at least one processor and instructions that, when
executed by the at least one processor 1n conjunction with
the at least one modem, causes the STA MLD to perform
operations. The operations may include receiving a frame
from a first access point (AP) of an AP MLD on a first
communication link of the AP MLD, the AP MLD {further
including one or more secondary APs associated with one or
more respective secondary communication links of the AP
MLD. In some instances, the frame may include an adver-
tising information element carrying discovery information
for the first AP of the AP MLD, a first portion carrying
discovery information for each secondary AP of the one or
more secondary APs of the AP MLD, and a second portion
carrying common attributes of the one or more secondary
APs of the AP MLD.

In some 1implementations, the operations may also include
transmitting a multi-link (ML) association request to the AP
MLD, and receiving association information for the first AP
and the one or more secondary APs of the AP MLD based
on the ML association request. The ML association request
may 1ndicate one or more of capabilities, operating param-
eters, an operating class, or i1denftification information of
each STA of the STA MLD. In some instances, the method
may also include establishing a block acknowledgement
(BA) session with the AP MLD, the BA session based on an
afliliation of at least one traflic 1dentifier (TID) with a first
group of communication links that includes one or more of
the first communication link or the one or more secondary
communication links.

In some other implementations, the operations may also
include dynamically reatliliating the at least one TID with a
second group of communication links that includes one or
more of the first communication link or the one or more
secondary communication links, the first group of commu-
nication links different than the second group of communi-
cation links, and transmitting an Add Block Acknowledg-
ment (ADDBA) frame including a field carrying an
indication of the reafliliation. In some 1nstances, the opera-
tions may also include transmitting a directed probe request
to the first AP of the AP MLD, and receiving the frame based
at least 1n part on transmission of the directed probe request
to the first AP of the AP MLD. The directed probe request
may request one or more of discovery information, operat-
ing parameters, capabilities, or an operating class for each
AP of the AP MLD.

In some 1mplementations, the frame may also include a
first 1dentifier (ID) field carrying a first identifier that
umquely 1dentifies one or both of the AP MLD with which
the first AP 1s associated or a respective secondary AP of the
one or more secondary APs. In some instances, the frame
may also mclude one or more second ID fields, each field of
the one or more second ID fields carrying at least one of a
link 1dentifier that identifies a respective secondary AP of the
one or more secondary APs or an MLD identifier that
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identifies the first AP MLD. FEach link identifier of the first
link 1dentifier and the one or more second link identifiers
may associate one or more traflic identifiers (TIDs) with a
respective communication link of the first communication
link and the one or more secondary communication links for
a block acknowledgement (BA) session between the AP
MLD and the STA MLD. In some instances, the first portion
may include one or more per-link profile subelements, each
per-link profile subelement indicating the discovery infor-
mation for a corresponding secondary AP of the one or more
secondary APs associated with a respective secondary com-
munication link of the one or more secondary communica-
tion links, and the second portion includes an MLLD common
clement or field indicating the common attributes shared by
cach secondary AP of the one or more secondary APs.

In some implementations, each per-link profile subele-
ment may also include at least one of capability information
or operating parameter information of a corresponding sec-
ondary AP of the one or more secondary APs. The capability
information may indicate one or more of HT capabilities,
VHT capabilities, HE capabilities, HE 6 GHz Band capa-
bilities, or EHT capabilities. The operating parameter infor-
mation may indicate one or more of HT operation param-
cters, VHT operation parameters, HE operation parameters,
EHT operation parameters, EDCA parameters, MU EDCA
parameters, UORA parameters, TW1 parameters, FILS
parameters, or SR parameters. In some instances, the dis-
covery information carried in each per-link profile subele-
ment includes one or more of an operating class of the
corresponding secondary AP, a wireless channel of the
corresponding secondary AP, or a BSSID of the correspond-
ing AP. In addition, or in the alternative, an absence of a
particular capability or operating parameter from a respec-
tive per-link profile subelement of the one or more per-link
profile subelements may indicate that the particular capa-
bility or operating parameter of the corresponding secondary
AP of the one or more secondary APs 1s the same as the
particular capability or operating parameter of the first AP.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element, and the
second portion may i1nclude a multi-link attribute element.
The RNR element may indicate one or more of a transmuit
power level, a critical update, or an applicable amendment
to the IEEE 802.11 family of standards for each AP of the
first AP and the one or more secondary APs. In some
instances, the RNR element may include one or more
neighbor AP information fields, each field of the one or more
neighbor AP information fields including a unique link
identifier (ID) that identifies a corresponding communica-
tion link of the first communication link or the one or more
secondary commumnication links associated with a respective
AP of the first AP or the one or more secondary APs. The
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
ol capabilities or operating parameters for a respective AP of
the one or more secondary APs.

In some instances, the frame may also include a field
containing an indication of a presence or absence of each of
the common attributes indicated 1n the second portion of the

frame, the common attributes including at least one of an
indication of an authentication scheme, an address of the AP
MLD, or a basic service set 1dentifier (BSSID) of the AP
MLD. In some other instances, the frame may also indicate
whether the AP MLD supports simultaneous transmit-and-
receive (STR) operations across multiple links of the first
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communication link or the one or more secondary commu-
nication links. In addition, or in the alternative, the frame
may also include an indication of one or more critical
updates corresponding to one or more of the first AP or the
one or more secondary APs, where the critical updates
include a change in operating channels or a change 1n basic
service set (BSS) parameters for at least one AP of the first
AP or the one or more secondary APs.

BRIEF DESCRIPTION OF THE DRAWINGS

Details of one or more implementations of the subject
matter described in this disclosure are set forth in the
accompanying drawings and the description below. Other
features, aspects, and advantages will become apparent from
the description, the drawings, and the claims. Note that the
relative dimensions of the following figures may not be
drawn to scale.

FIG. 1 shows a pictorial diagram of an example wireless
communication network.

FIG. 2A shows an example protocol data unit (PDU)
usable for communications between an access point (AP)
and a number of stations (STAs).

FIG. 2B shows an example field in the PDU of FIG. 2A.

FIG. 3A shows another example PDU usable for commu-
nications between an AP and one or more STAs.

FIG. 3B shows another example PDU usable for commu-
nications between an AP and one or more STAs.

FIG. 4 shows an example physical layer convergence
protocol (PLCP) protocol data unit (PPDU) usable ifor
communications between an AP and a number of STAs.

FIG. 5 shows a block diagram of an example wireless
communication device.

FIG. 6A shows a block diagram of an example access
point (AP).

FIG. 6B shows a block diagram of an example station
(STA).

FIG. 7A shows a flowchart illustrating an example pro-
cess for wireless communication according to some 1mple-
mentations.

FIG. 7B shows a flowchart 1illustrating an example pro-
cess for wireless communication according to some 1mple-
mentations.

FIG. 8A shows a flowchart illustrating an example pro-
cess for wireless communication according to some other
implementations.

FIG. 8B shows a flowchart illustrating an example pro-
cess for wireless communication according to some other
implementations.

FIG. 9A shows a timing diagram depicting an example

multi-link communication according to some 1mplementa-
tions.

FIG. 9B shows a timing diagram depicting an example
multi-link communication according to some 1mplementa-
tions.

FIG. 10 shows an example frame usable for communica-
tions between wireless communication devices.

FIG. 11 shows an example Multiple Link Attribute
(MLA) Element usable for communications between wire-
less communication devices.

FIG. 12 shows an example Extension Element usable for
communications between wireless communication devices.

FIGS. 13A-13G show flowcharts illustrating example
processes for wireless communication according to some
implementations.
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FIGS. 14A-14G show tlowcharts illustrating example
processes for wireless communication according to some

implementations.

FIG. 15 shows a sequence diagram depicting an example
multi-link communication according to some 1mplementa-
tions.

FIG. 16 A shows an example frame usable for communi-
cations between wireless communication devices.

FIG. 16B shows another example frame usable for com-
munications between wireless communication devices.

FIG. 17 shows an example multiple link attribute element
usable for communications between wireless communica-
tion devices.

FIG. 18 shows another example frame usable for com-
munications between wireless communication devices.

FIGS. 19A-19C show flowcharts illustrating example
processes for wireless communication according to some
implementations.

FIGS. 20A-20C show flowcharts illustrating example
processes for wireless communication according to some
implementations.

FIG. 21 shows a sequence diagram depicting an example
multi-link communication according to some 1mplementa-
tions.

FIG. 22 shows an example frame usable for communica-
tions between wireless communication devices.

FIG. 23 shows an example multiple BSSID element
usable for communications between wireless communica-
tion devices.

FIG. 24 shows another example multiple link attribute
clement usable for communications between wireless com-
munication devices.

FIG. 25 shows another example frame usable for com-
munications between wireless communication devices.

FIG. 26 shows an illustration depicting an example pro-
cess for associating various wireless communication devices
with an AP MLD.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

The following description is directed to certain imple-
mentations for the purposes of describing innovative aspects
of this disclosure. However, a person having ordinary skill
in the art will readily recognize that the teachings herein can
be applied 1n a multitude of different ways. The described
implementations can be implemented 1n any device, system,
or network that is capable of transmitting and receiving
radio frequency (RF) signals according to one or more of the
Institute of Electrical and Electronics Engineers (IEEE)
802.11 standards, the IEEE 802.15 standards, the Blu-
ctooth® standards as defined by the Bluetooth Special
Interest Group (SIG), or the Long Term Evolution (LTE),
3G, 4G or 5G (New Radio (NR)) standards promulgated by
the 3rd Generation Partnership Project (3GPP), among oth-
ers. The described implementations can be implemented 1n
any device, system or network that 1s capable of transmitting
and receiving RF signals according to one or more of the
following technologies or techniques: code division multiple
access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), orthogonal
FDMA (OFDMA), single-carrier FDMA (SC-FDMA),
single-user (SU) multiple-input multiple-output (MIMO),
and multi-user (MU) MIMO. The described implementa-
tions also can be implemented using other wireless commu-
nication protocols or RF signals suitable for use 1n one or
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more of a wireless personal area network (WPAN), a wire-
less local area network (WLAN), a wireless wide area
network (WWAN), or an mternet of things (I0T) network.

Various implementations relate generally to multi-link
(ML) communications, and specifically to estabhshmg an
ML communication session between wireless communica-
tion devices. Aspects of the present disclosure provide a
single ML association context for a plurality of communi-
cation links shared between multiple devices that form a
multi-link device (MLD). Each MLD may have a unique
medium access control (MAC) address, which 1s also
referred to as a MAC service access point (MAC-SAP)
endpoint. One example of an MLD device 1s an AP MLD,
which includes multiple APs each capable of communicat-
ing on multiple communication links and establishing a BSS
on the multiple communication links. Another example of an
MLD device 1s a STA MLD device, which includes multiple
STAs capable of communicating with other devices (such as
an AP MLD device) on multiple communication links. The

STA MLD device may have one medium access control
physical layer (MAC-PHY) instance for each of the multiple
communication links, and the MAC address of each MAC-
PHY instance may be the same or different. Under certain
conditions, such as 1f congestion on a first communication
link 1s above a certain level, the MLD devices may switch
from communicating on the first communication link to
communicating on a second communication link. By pro-
viding a single ML association context that can be shared
between the MAC-SAP endpomts of the MLD devices,
aspects of the present disclosure allow the MLD devices to
dynamically switch their communications between different
communication links or groups ol communication links
without disassociating or re-associating with one another. In
some 1mplementations, associating with one another on one
communication link allows the MLD devices to use the
same association configuration, encryption keys, and other
ML communication parameters when communicating on
one or more ol the other communication links associated
with the MLDs.

Some 1mplementations more specifically relate to a first
wireless communication device (for example, an AP MLD
device) transmitting a first packet on a first communication
link (also referred to as a “primary communication link™).
The first packet includes discovery information for at least
the first communication link and a second communication
link (also referred to as a “secondary communication link™).
A second wireless communication device (for example, a

STA MLD device) transmits an MLA request to the AP MLD
device on the first communication link based at least in part
on the discovery information. In some implementations, the
AP MLD then transmits a second packet on the first com-
munication link. The second packet includes association
information for at least the first communication link and the
second communication link. In some 1mplementations, the
AP MLD associates with the STA MLD based at least 1n part
on the association information. In some 1mplementations,
the associating includes establishing at least one ML com-
munication parameter for communicating with the STA
MLD on the first and the second communication links. The
at least one ML communication parameter may be the same
for each of the first and the second communication links.
In some other implementations, the associating includes
establishing a common security context between a {irst

MAC-SAP endpoint of the STA MLD and a second MAC-
SAP endpoint of the AP MLD. E

FEach of the first and second
MAC-SAP endpoints may be used to communicate over
both the first and second communication links. The STA
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MLD and the AP MLD may communicate on the second
communication link based on the association on the first
communication link without disassociating or re-associat-
ing. Some other implementations relate to the AP MLD
establishing a common block acknowledgement (BA) ses-
sion with the STA MLD {for at least one traflic i1dentifier
(TID).

Particular 1mplementations of the subject matter
described 1n this disclosure can be implemented to realize
one or more of the following potential advantages. By using
a first commumnication link to exchange discovery informa-
tion and one or more of capability information or operating,
parameter information for other communication links, wire-
less communication devices that implement various aspects
of the present disclosure may allow the wireless communi-
cation devices to associate with one another by exchanging
communications on a single communication link. The
exchanged ML information may also allow the wireless
communication devices to quickly switch communications
between diflerent communication links, and to dynamically
change mappings between TID values and a plurality of
communication links. Specifically, a STA MLD may receive,
from an AP MLD, a single packet including ML information
for all of the links that the MLDs are operating on. Thus,
aspects of the present disclosure enable the STA MLD to
discover the AP MLD on any link that the AP MLD device
has setup a BSS. Additionally, aspects of the present dis-
closure may allow an AP MLD device and a STA MLD to
establish a common BA session with one another for MAC
service data units (MSDUSs) corresponding to one or more
TIDs, and to afhiliate (or “map”) each of the one or more
TIDs with a corresponding group of commumnication links.
The common BA session established between the AP MLD
and the STA MLD, in conjunction with mappings between
cach TID and a corresponding group of communication
links, may allow the AP MLD and the STA MLD MLDs to
remap each TID of the one or more TIDs to another group
of communication links without tearing-down the common
BA session or establishing a new BA session.

FIG. 1 shows a block diagram of an example wireless
communication network 100. According to some aspects,
the wireless communication network 100 can be an example
of a wireless local area network (WLAN) such as a Wi-Fi
network (and will hereinatter be referred to as WLAN 100).
For example, the WLAN 100 can be a network implement-
ing at least one of the IEEE 802.11 family of standards (such
as that defined by the IEEE 802.11-2016 specification or
amendments thereol including, but not limited to, 802.11ah,
802.11ad, 802.11ay, 802.11ax, 802.11az, 802.11ba, and
802.11be). The WLAN 100 may include numerous wireless
communication devices such as an access point (AP) 102
and multiple stations (STAs) 104. While only one AP 102 1s
shown, the WLAN network 100 also can include multiple
APs 102.

Each of the STAs 104 also may be referred to as a mobile
station (MS), a mobile device, a mobile handset, a wireless
handset, an access terminal (AT), a user equipment (UE), a
subscriber station (SS), or a subscriber unit, among other
possibilities. The STAs 104 may represent various devices
such as mobile phones, personal digital assistant (PDAs),
other handheld devices, netbooks, notebook computers, tab-
let computers, laptops, display devices (for example, TVs,
computer monitors, navigation systems, among others),
music or other audio or stereo devices, remote control
devices (“remotes™), printers, kitchen or other household
appliances, key fobs (for example, for passive keyless entry
and start (PKES) systems), among other possibilities.
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A single AP 102 and an associated set of STAs 104 may
be referred to as a basic service set (BSS), which 1s managed
by the respective AP 102. FIG. 1 additionally shows an
example coverage areca 106 of the AP 102, which may
represent a basic service area (BSA) of the WLAN 100. The
BSS may be identified to users by a service set identifier
(SSID), as well as to other devices by a basic service set
identifier (BSSID), which may be a medium access control
(MAC) address of the AP 102. The AP 102 periodically
broadcasts beacon frames (“beacons”™) including the BSSID
to enable any STAs 104 within wireless range of the AP 102
to “associate” or re-associate with the AP 102 to establish a
respective commumnication link 108 (hereinafter also referred
to as a “Wi-F1 link™), or to maintain a communication link
108, with the AP 102. For example, the beacons can include
an 1dentification of a primary channel used by the respective
AP 102 as well as a timing synchromization function for
establishing or maintaining timing synchronization with the
AP 102. The AP 102 may provide access to external net-

works to various STAs 104 1mn the WLAN wvia respective
communication links 108.

To establish a communication link 108 with an AP 102,
cach of the STAs 104 1s configured to perform passive or
active scanning operations (“‘scans™) on frequency channels
in one or more frequency bands (for example, the 2.4 GHz,
5.0 GHz, 6.0 GHz, or 60 GHz bands). To perform passive
scanning, a STA 104 listens for beacons, which are trans-
mitted by respective APs 102 at a periodic time interval
referred to as the target beacon transmission time (IBTT)
(measured 1 time units (1'Us) where one TU may be equal
to 1024 microseconds (us)). To perform active scanning, a
STA 104 generates and sequentially transmits probe requests
on each channel to be scanned and listens for probe
responses from APs 102. Each STA 104 may be configured
to 1dentify or select an AP 102 with which to associate based
on discovery information obtained through the passive or
active scans, and to perform authentication and association
operations to establish a communication link 108 with the
selected AP 102. After authentication, the AP 102 may
assign an association identifier (AID) to each associated
STA 104.

As a result of the increasing ubiquity of wireless net-
works, a STA 104 may have the opportunity to select one of
many BSSs within range of the STA or to select among
multiple APs 102 that together form an extended service set
(ESS) including multiple connected BSSs. An extended
network station associated with the WLAN 100 may be
connected to a wired or wireless distribution system that
may allow multiple APs 102 to be connected in such an ESS.
As such, a STA 104 can be covered by more than one AP 102
and can associate with different APs 102 at different times
for different transmissions. Additionally, after association
with an AP 102, a STA 104 also may be configured to
periodically scan 1ts surroundings to find a more suitable AP
102 with which to associate. For example, a STA 104 that 1s
moving relative to its associated AP 102 may perform a
“roaming’ scan to find another AP 102 having more desir-
able network characteristics such as a greater recerved signal
strength indicator (RSSI) or a reduced traflic load.

In some cases, STAs 104 may form networks without APs
102 or other equipment other than the STAs 104 themselves.
One example of such a network 1s an ad hoc network (or
wireless ad hoc network). Ad hoc networks may alterna-
tively be referred to as mesh networks or peer-to-peer (P2P)
networks. In some cases, ad hoc networks may be 1mple-
mented within a larger wireless network such as the WLAN
100. In such implementations, while the STAs 104 may be
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capable of communicating with each other through the AP
102 using communication links 108, STAs 104 also can
communicate directly with each other via direct wireless
links 110. Additionally, two STAs 104 may communicate via
a direct communication link 110 regardless of whether both
STAs 104 are associated with and served by the same AP
102. In such an ad hoc system, one or more of the STAs 104
may assume the role filled by the AP 102 1n a BSS. Such a
STA 104 may be referred to as a group owner (GO) and may
coordinate ftransmissions within the ad hoc network.
Examples of direct wireless links 110 include Wi-Fi Direct
connections, connections established by using a Wi-F1 Tun-

neled Direct Link Setup (TDLS) link, and other P2P group
connections.

The APs 102 and STAs 104 may function and commu-

nicate (via the respective commumnication links 108) accord-
ing to the IEEE 802.11 family of standards (such as that
defined by the IEEE 802.11-2016 specification or amend-
ments thereof including, but not limited to, 802.11ah,
802.11ad, 802.11ay, 802.11ax, 802.11az, 802.11ba, and
802.11be). These standards define the WLAN radio and
baseband protocols for the PHY and medium access control
(MAC) layers. The APs 102 and STAs 104 transmit and

receive wireless communications (heremnafter also referred
to as “Wi-F1 communications™) to and from one another in

the form of physical layer convergence protocol (PLCP)

protocol data units (PPDUs). The APs 102 and STAs 104 in
the WLAN 100 may transmit PPDUs over an unlicensed
spectrum, which may be a portion of spectrum that includes

frequency bands traditionally used by Wi-F1 technology,
such as the 2.4 GHz band, the 5.0 GHz band, the 60 GHz

band, the 3.6 GHz band, and the 900 MHz band. Some
implementations of the APs 102 and STAs 104 described
herein also may communicate in other frequency bands,

such as the 6.0 GHz band, which may support both licensed
and unlicensed communications. The APs 102 and STAs 104
also can be configured to communicate over other frequency
bands such as shared licensed frequency bands, where
multiple operators may have a license to operate 1n the same
or overlapping frequency band or bands.

Each of the frequency bands may include multiple sub-
bands or frequency channels. For example, PPDUs conform-
ing to the IEEE 802.11n, 802.11ac, and 802.11ax standard
amendments may be transmitted over the 2.4 and 5.0 GHz
bands, each of which 1s divided into multiple 20 MHz
channels. As such, these PPDUs are transmitted over a
physical channel having a minimum bandwidth of 20 MHz,
but larger channels can be formed through channel bonding.

For example, PPDUs may be transmitted over physical
channels having bandwidths of 40 MHz, 80 MHz, 160, or

320 MHz by bonding together multiple 20 MHz channels.

Each PPDU 1s a composite structure that includes a PHY
preamble and a payload 1n the form of a PLCP service data
unit (PSDU). The information provided 1n the preamble may
be used by a receiving device to decode the subsequent data
in the PSDU. In instances in which PPDUs are transmitted
over a bonded channel, the preamble fields may be dupli-
cated and transmitted in each of the multiple component
channels. The PHY preamble may include both a legacy
portion (or “legacy preamble”) and a non-legacy portion (or
“non-legacy preamble™). The legacy preamble may be used
for packet detection, automatic gain control and channel
estimation, among other uses. The legacy preamble also may
generally be used to maintain compatibility with legacy
devices. The format of, coding of, and information provided
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in the non-legacy portion of the preamble 1s based on the
particular IEEE 802.11 protocol to be used to transmit the
payload.

FIG. 2A shows an example protocol data unit (PDU) 200
usable for communications between an AP and a number of
STAs. For example, the PDU 200 can be configured as a
PPDU. As shown, the PDU 200 includes a PHY preamble
202 and a PHY payload 204. For example, the PHY pre-
amble 202 may include a legacy portion that itself includes
a legacy short training field (L-STF) 206, a legacy long
training field (L-LTF) 208, and a legacy signaling field
(L-SIG) 210. The PHY preamble 202 may also include a
non-legacy portion (not shown). The L-STF 206 generally
enables a receiving device to perform automatic gain control
(AGC) and coarse timing and frequency estimation. The
L-LTF 208 generally enables a receiving device to perform
fine timing and frequency estimation and also to estimate the
wireless channel. The L-SIG 210 generally enables a receiv-
ing device to determine a duration of the PDU and use the
determined duration to avoid transmitting on top of the
PDU. For example, the L-STF 206, the L-LTF 208, and the
L-SIG 210 may be modulated according to a binary phase
shift keying (BPSK) modulation scheme. The payload 204
may be modulated according to a BPSK modulation scheme,
a quadrature BPSK (Q-BPSK) modulation scheme, a
quadrature amplitude modulation (QAM) modulation
scheme, or another appropriate modulation scheme. The
payload 204 may generally carry higher layer data, for

example, in the form of medium access control (MAC)
protocol data units (MPDUSs) or aggregated MPDUs (A-MP-
DUs).

FIG. 2B shows an example L-SIG field 210 in the PDU
of FIG. 2A. The L-SIG 210 includes a data rate field 212, a
reserved bit 214, a length field 216, a parity bit 218, and a
tail field 220. The data rate field 212 indicates a data rate
(note that the data rate indicated in the data rate field 212
may not be the actual data rate of the data carried 1n the
payload 204). The length field 216 indicates a length of the
packet 1n units of, for example, bytes. The parity bit 218 1s
used to detect bit errors. The tail field 220 includes tail bits
that are used by the receiving device to terminate operation
of a decoder (for example, a Viterb1 decoder). The receiving
device utilizes the data rate and the length indicated in the
data rate field 212 and the length field 216 to determine a
duration of the packet 1n units of, for example, microseconds
(us). FIG. 3A shows another example PDU 300 usable for
wireless communication between an AP and one or more
STAs. The PDU 300 may be used for SU, OFDMA or
MU-MIMO transmissions. The PDU 300 may be formatted
as a High Efliciency (HE) WLAN PPDU 1n accordance with
the IEEE 802.11ax amendment to the IEEE 802.11 wireless
communication protocol standard. The PDU 300 includes a
PHY preamble including a legacy portion 302 and a non-
legacy portion 304. The PDU 300 may further include a
PHY payload 306 aiter the preamble, for example, in the
form of a PSDU including a data field 324.

The legacy portion 302 of the preamble includes an
L-STF 308, an L-LTF 310, and an L-SIG 312. The non-
legacy portion 304 includes a repetition of L-SIG (RL-SIG)
314, a first HE signal field (HE-SIG-A) 316, an HE short
training field (HE-STF) 320, and one or more HE long
training fields (or symbols) (HE-LTFs) 322. For OFDMA or
MU-MIMO commumnications, the second portion 304 further
includes a second HE signal field (HE-SIG-B) 318 encoded
separately from HE-SIG-A 316. Like the L-STF 308, L-LTF
310, and L-SIG 312, the mnformation 1 RL-SIG 314 and

HE-SIG-A 316 may be duplicated and transmitted in each of
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the component 20 MHz channels 1n instances involving the

use ol a bonded channel. In contrast, the content i1n HE-
SIG-B 318 may be unique to each 20 MHz channel and
target specific STAs 104.

RL-SIG 314 may indicate to HE-compatible STAs 104
that the PDU 300 1s an HE PPDU. An AP 102 may use
HE-SIG-A 316 to identily and inform multiple STAs 104
that the AP has scheduled UL or DL resources for them. For
example, HE-SIG-A 316 may include a resource allocation
subfield that indicates resource allocations for the identified
STAs 104. HE-SIG-A 316 may be decoded by each HE-
compatlble STA 104 served by the AP 102. For MU trans-
missions, HE-SIG-A 316 {further includes information
usable by each identified STA 104 to decode an associated
HE-SIG-B 318. For example, HE-SIG-A 316 may indicate
the frame format, including locations and lengths of HE-
SIG-Bs 318, available channel bandwidths and modulation
and coding schemes (MCSs), among other examples. HE-
SIG-A 316 also may include HE WL AN signaling informa-
tion usable by STAs 104 other than the 1dentified STAs 104.

HE-SIG-B 318 may carry STA-specific scheduling infor-
mation such as, for example, STA-specific (or “user-spe-
cific”) MCS values and STA-specific RU allocation infor-
mation. In the context of DL MU-OFDMA, such
information enables the respective STAs 104 to identity and
decode corresponding resource units (RUs) in the associated
data field 324. Each HE-SIG-B 318 includes a common field
and at least one STA-specific field. The common field can
indicate RU allocations to multiple STAs 104 including RU
assignments 1n the frequency domain, indicate which RUs
are allocated for MU-MIMO transmissions and which RUs
correspond to MU-OFDMA transmissions, and the number
of users 1n allocations, among other examples. The common
field may be encoded with common bits, CRC bits, and tail
bits. The user-specific fields are assigned to particular STAs
104 and may be used to schedule specific RUs and to
indicate the scheduling to other WL AN devices. Each user-
specific field may include multiple user block fields. Each
user block field may include two user fields that contain
information for two respective STAs to decode their respec-
tive RU payloads 1n data field 324.

FIG. 3B shows another example PPDU 350 usable for
wireless communication between an AP and one or more
STAs. The PDU 350 may be used for SU, OFDMA or
MU-MIMO transmissions. The PDU 350 may be formatted
as an Extreme High Throughput (EHT) WLAN PPDU 1n
accordance with the IEEE 802.11be amendment to the IEEE
802.11 wireless communication protocol standard, or may
be formatted as a PPDU conforming to any later (post-EHT)
version of a new wireless communication protocol conform-
ing to a future IEEE 802.11 wireless communication proto-
col standard or other wireless communication standard. The
PDU 350 includes a PHY preamble including a legacy
portion 352 and a non-legacy portion 354. The PDU 350
may further include a PHY payload 356 after the preamble,
for example, 1n the form of a PSDU including a data field
376.

The legacy portion 352 of the preamble includes an
L-STF 3358, an L-LTF 360, and an L-SIG 362. The non-
legacy portion 354 of the preamble includes an RL-SIG 364
and multiple wireless communication protocol version-de-
pendent signal fields after RL-SIG 364. For example, the
non-legacy portion 354 may include a universal signal field
366 (referred to herein as “U-SIG 366”) and an EHT signal
ficld 368 (referred to herein as “EHT-SIG 368”). One or both
of U-SIG 366 and EH'T-SIG 368 may be structured as, and

carry version-dependent information for, other wireless
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communication protocol versions beyond EHT. The non-
legacy portion 354 further includes an additional short
training field 372 (referred to heremn as “EHT-STF 372,

although 1t may be structured as, and carry version-depen-
dent information for, other wireless communication protocol
versions beyond EHT) and one or more additional long

training fields 374 (referred to herein as “EHT-LTFs 374,”
although they may be structured as, and carry version-
dependent information for, other wireless communication

protocol versions beyond EHT). Like L-STF 358, L-LTF

360, and L-SIG 362, the information in U-SIG 366 and
EHT-SIG 368 may be duplicated and transmitted 1n each of
the component 20 MHz channels 1n 1nstances involving the
use of a bonded channel. In some 1mplementations, EHT-
SIG 368 may additionally or alternatively carry information
in one or more non-primary 20 MHz channels that is
different than the information carried in the primary 20 MHz
channel.

EHT-SIG 368 may include one or more jointly encoded
symbols and may be encoded 1n a different block from the
block 1n which U-SIG 366 1s encoded. EHT-SIG 368 may be
used by an AP to identify and inform multiple STAs 104 that
the AP has scheduled UL or DL resources for them. EHT-
SIG 368 may be decoded by each compatible STA 104
served by the AP 102. EHT-SIG 368 may generally be used
by a recerving device to interpret bits 1n the data field 376.
For example, EHT-SIG 368 may include RU allocation
information, spatial stream configuration information, and
per-user signaling information such as MCSs, among other
examples. EHT-SIG 368 may further include a cyclic redun-
dancy check (CRC) ({or example, four bits) and a tail (for
example, 6 bits) that may be used for binary convolutional
code (BCC). In some implementations, EHT-SIG 368 may
include one or more code blocks that each include a CRC
and a tail. In some aspects, each of the code blocks may be
encoded separately.

EHT-SIG 368 may carry STA-specific scheduling infor-
mation such as, for example, user-specitic MCS values and
user-speciiic RU allocation imnformation. EHT-SIG 368 may
generally be used by a receiving device to interpret bits 1n
the data field 376. In the context of DL. MU-OFDMA, such
information enables the respective STAs 104 to identity and
decode corresponding RUs 1n the associated data field 376.
Each EHT-SIG 368 may include a common field and at least
one user-specific field. The common field can indicate RU
distributions to multiple STAs 104, indicate the RU assign-
ments 1 the frequency domain, indicate which RUs are
allocated for MU-MIMO transmissions and which RUs
correspond to MU-OFDMA transmissions, and the number
of users 1n allocations, among other examples. The common
field may be encoded with common bits, CRC bits, and tail
bits. The user-specific fields are assigned to particular STAs
104 and may be used to schedule specific RUs and to
indicate the scheduling to other WLAN devices. Each user-
specific field may include multiple user block fields. Each
user block field may include, for example, two user fields
that contain information for two respective STAs to decode
their respective RU payloads.

The presence of RL-SIG 364 and U-SIG 366 may indicate
to EHT- or later version-compliant STAs 104 that the PPDU
350 1s an EHT PPDU or a PPDU conforming to any later
(post-EHT) version of a new wireless communication pro-
tocol conforming to a future IEEE 802.11 wireless commu-
nication protocol standard. For example, U-SIG 366 may be
used by a recerving device to interpret bits 1n one or more of

EHT-SIG 368 or the data field 376.
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FIG. 4 shows an example PPDU 400 usable for commu-
nications between an AP 102 and a number of STAs 104. As
described above, each PPDU 400 includes a PHY preamble
402 and a PSDU 404. Each PSDU 404 may carry one or
more MAC protocol data units (MPDUSs). For example, each
PSDU 404 may carry an aggregated MPDU (A-MPDU) 408
that includes an aggregation of multiple A-MPDU sub-
frames 406. Each A-MPDU subirame 406 may include a
MAC delimiter 410 and a MAC header 412 prior to the
accompanying MPDU 414, which comprises the data por-
tion (“payload” or “frame body™) of the A-MPDU subirame
406. The MPDU 414 may carry one or more MAC service
data unmit (MSDU) subirames 416. For example, the MPDU
414 may carry an aggregated MSDU (A-MSDU) 418
including multiple MSDU subframes 416. Each MSDU
subframe 416 contains a corresponding MSDU 420 pre-
ceded by a subirame header 422.

Referring back to the A-MPDU subirame 406, the MAC
header 412 may include a number of fields contaiming
information that defines or indicates characteristics or attri-
butes of data encapsulated within the frame body 414. The
MAC header 412 also includes a number of fields indicating
addresses for the data encapsulated within the frame body
414. For example, the MAC header 412 may include a
combination of a source address, a transmitter address, a
recetver address, or a destination address. The MAC header
412 may include a frame control field containing control
information. The frame control field specifies the frame
type, for example, a data frame, a control frame, or a
management frame. The MAC header 412 may further
include a duration field indicating a duration extending from
the end of the PPDU until the end of an acknowledgment
(ACK) of the last PPDU to be transmitted by the wireless

communication device (for example, a block ACK (BA) 1n
the case of an A-MPDU). The use of the duration field serves

to reserve the wireless medium for the indicated duration,
thus establishing the NAV. Each A-MPDU subirame 406
may also include a frame check sequence (FCS) field 424 for
error detection. For example, the FCS field 416 may include
a cyclic redundancy check (CRC).

As described above, APs 102 and STAs 104 can support
multi-user (MU) communications; that 1s, concurrent trans-
missions {rom one device to each of multiple devices (for
example, multiple simultaneous downlink (DL) communi-
cations from an AP 102 to corresponding STAs 104), or
concurrent transmissions from multiple devices to a single
device (for example, multiple simultaneous uplink (UL)
transmissions from corresponding STAs 104 to an AP 102).
To support the MU transmissions, the APs 102 and STAs
104 may utilize multi-user multiple-input, multiple-output
(MU-MIMO) and multi-user orthogonal frequency division
multiple access (MU-OFDMA) techniques.

In MU-OFDMA schemes, the available frequency spec-
trum of the wireless channel may be divided into multiple
resource units (RUs) each including a number of different
frequency subcarriers (“tones’). Ditlerent RUs may be allo-
cated or assigned by an AP 102 to diflerent STAs 104 at
particular times. The sizes and distributions of the RUs may
be referred to as an RU allocation. In some implementations,
RUs may be allocated 1n 2 MHz intervals, and as such, the
smallest RU may include 26 tones consisting of 24 data
tones and 2 pilot tones. Consequently, 1n a 20 MHz channel,
up to 9 RUs (such as 2 MHz, 26-tone RUs) may be allocated
(because some tones are reserved for other purposes). Simi-
larly, in a 160 MHz channel, up to 74 RUs may be allocated.
Larger 52 tone, 106 tone, 242 tone, 484 tone and 996 tone
RUs may also be allocated. Adjacent RUs may be separated
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by a null subcarrier (such as a DC subcarrier), for example,
to reduce interference between adjacent RUs, to reduce
receiver DC oflset, and to avoid transmit center frequency
leakage.

For UL MU transmissions, an AP 102 can transmit a

trigger 1frame to 1mitiate and synchronize an UL
MU-OFDMA or UL MU-MIMO transmission from multiple

STAs 104 to the AP 102. Such trigger frames may thus
enable multiple STAs 104 to send UL traflic to the AP 102
concurrently in time. A trigger frame may address one or
more STAs 104 through respective association identifiers
(AIDs), and may assign each AID (and thus each STA 104)
one or more RUs that can be used to send UL traflic to the
AP 102. The AP also may designate one or more random
access (RA) RUs that unscheduled STAs 104 may contend
for.

FIG. 5 shows a block diagram of an example wireless
communication device 500. In some implementations, the
wireless communication device 500 can be an example of a
device for use mm a STA such as one of the STAs 104
described above with reference to FIG. 1. In some 1mple-
mentations, the wireless communication device 500 can be
an example of a device for use 1n an AP such as the AP 102
described above with reference to FIG. 1. The wireless
communication device 300 1s capable of transmitting (or
outputting for transmission) and receiving wireless commu-
nications (for example, 1n the form of wireless packets). For
example, the wireless communication device can be config-
ured to transmit and receive packets in the form of physical
layer convergence protocol (PLCP) protocol data units (PP-
DUs) and medium access control (MAC) protocol data units
(MPDUSs) conforming to an IEEE 802.11 standard, such as
that defined by the IEEE 802.11-2016 specification or
amendments thereol including, but not limited to, 802.11ah,
802.11ad, 802.11ay, 802.11ax, 802.11az, 802.11ba, and
802.11be.

The wireless communication device 500 can be, or can
include, a chip, system on chip (SoC), chipset, package, or
device that includes one or more modems 302, for example,
a Wi-F1 (IEEE 802.11 compliant) modem. In some imple-
mentations, the one or more modems 302 (collectively “the
modem 502”") additionally include a WWAN modem (for
example, a 3GPP 4G LTE or 5G compliant modem). In some
implementations, the wireless communication device 500
also includes one or more radios 304 (collectively “the radio
504”). In some 1implementations, the wireless communica-
tion device 506 further includes one or more processors,
processing blocks or processing elements 506 (collectively
“the processor 506”), and one or more memory blocks or
clements 508 (collectively “the memory 508”).

The modem 502 can include an intelligent hardware block
or device such as, for example, an application-specific
integrated circuit (ASIC) among other possibilities. The
modem 502 1s generally configured to implement a PHY
layer. For example, the modem 502 1s configured to modu-
late packets and to output the modulated packets to the radio
504 for transmission over the wireless medium. The modem
502 1s similarly configured to obtain modulated packets
received by the radio 504 and to demodulate the packets to
provide demodulated packets. In addition to a modulator and
a demodulator, the modem 3502 may further include digital
signal processing (DSP) circuitry, automatic gain control
(AGC), a coder, a decoder, a multiplexer, and a demulti-
plexer. For example, while in a transmission mode, data
obtained from the processor 306 i1s provided to a coder,
which encodes the data to provide encoded bits. The
encoded bits are then mapped to points in a modulation
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constellation (using a selected MCS) to provide modulated
symbols. The modulated symbols may then be mapped to a
number N . of spatial streams or a number N.,.. of space-
time streams. The modulated symbols in the respective
spatial or space-time streams may then be multiplexed,
transformed via an iverse fast Fourier transform (IFFT)
block, and subsequently provided to the DSP circuitry for Tx
windowing and filtering. The digital signals may then be
provided to a digital-to-analog converter (DAC). The resul-
tant analog signals may then be provided to a frequency
upconverter, and ultimately, the radio 504. In implementa-
tions mvolving beamforming, the modulated symbols 1n the
respective spatial streams are precoded via a steering matrix
prior to their provision to the IFFT block.

While 1n a reception mode, digital signals received from
the radio 504 are provided to the DSP circuitry, which 1s
configured to acquire a recerved signal, for example, by
detecting the presence of the signal and estimating the 1nitial
timing and frequency offsets. The DSP circuitry 1s further
configured to digitally condition the digital signals, for
example, using channel (narrowband) filtering, analog
impairment conditioning (such as correcting for 1/Q) imbal-
ance), and applying digital gain to ultimately obtain a
narrowband signal. The output of the DSP circuitry may then
be fed to the AGC, which 1s configured to use information
extracted from the digital signals, for example, 1n one or
more received training fields, to determine an appropriate
gain. The output of the DSP circuitry also 1s coupled with the
demodulator, which 1s configured to extract modulated sym-
bols from the signal and, for example, compute the loga-
rithm likelihood ratios (LLRs) for each bit position of each
subcarrier 1 each spatial stream. The demodulator 1s
coupled with the decoder, which may be configured to
process the LLRs to provide decoded bits. The decoded bits
from all of the spatial streams are then fed to the demulti-
plexer for demultiplexing. The demultiplexed bits may then
be descrambled and provided to the MAC layer (the pro-
cessor 306) for processing, evaluation, or interpretation.

The radio 504 generally includes at least one radio
frequency (RF) transmitter (or “transmitter chain™) and at
least one RF receiver (or “receiver chain™), which may be
combined into one or more transceivers. For example, the
RF transmitters and receivers may include various DSP
circuitry including at least one power amplifier (PA) and at
least one low-noise amplifier (LNA), respectively. The RF
transmitters and receivers may 1n turn be coupled to one or
more antennas. For example, 1n some implementations, the
wireless communication device 500 can include, or be
coupled with, multiple transmit antennas (each with a cor-
responding transmit chain) and multiple receive antennas
(cach with a corresponding receive chain). The symbols
output from the modem 502 are provided to the radio 504,
which then transmits the symbols via the coupled antennas.
Similarly, symbols received via the antennas are obtained by
the radio 504, which then provides the symbols to the
modem 502.

The processor 506 can include an intelligent hardware
block or device such as, for example, a processing core, a
processing block, a central processing unit (CPU), a micro-
processor, a microcontroller, a digital signal processor
(DSP), an application-specific mtegrated circuit (ASIC), a
programmable logic device (PLD) such as a field program-
mable gate array (FPGA), discrete gate or transistor logic,
discrete hardware components, or any combination thereof
designed to perform the functions described herein. The
processor 506 processes nformation recerved through the
radio 504 and the modem 502, and processes information to
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be output through the modem 502 and the radio 504 for
transmission through the wireless medium. For example, the
processor 506 may implement a control plane and MAC
layer configured to perform various operations related to the
generation and transmission of MPDUSs, frames, or packets.
The MAC layer 1s configured to perform or facilitate the
coding and decoding of frames, spatial multiplexing, space-
time block coding (STBC), beamforming, and OFDMA
resource allocation, among other operations or techniques.
In some implementations, the processor 506 may generally
control the modem 502 to cause the modem to perform
various operations described above.

The memory 504 can include tangible storage media such
as random-access memory (RAM) or read-only memory
(ROM), or combinations thereof. The memory 504 also can
store non-transitory processor- or computer-executable soft-
ware (SW) code containing instructions that, when executed
by the processor 506, cause the processor to perform various
operations described herein for wireless communication,
including the generation, transmission, reception, and inter-
pretation of MPDUSs, frames or packets. For example, vari-
ous functions of components disclosed herein, or various
blocks or steps of a method, operation, process, or algorithm
disclosed herein, can be implemented as one or more mod-
ules of one or more computer programs.

FIG. 6 A shows a block diagram of an example AP 602.
For example, the AP 602 can be an example implementation
of the AP 102 described with reference to FIG. 1. The AP
602 includes a wireless communication device (WCD) 610.
For example, the wireless commumnication device 610 may
be an example implementation of the wireless communica-
tion device 500 described with reference to FIG. 5. The AP
602 also includes multiple antennas 620 coupled with the
wireless communication device 610 to transmit and receive
wireless communications. In some implementations, the AP
602 additionally includes an application processor 630
coupled with the wireless communication device 610, and a
memory 640 coupled with the application processor 630.
The AP 602 further includes at least one external network
interface 650 that enables the AP 602 to communicate with
a core network or backhaul network to gain access to
external networks including the Internet. For example, the
external network interface 650 may include one or both of
a wired (for example, Ethernet) network interface and a
wireless network interface (such as a WWAN interface).
Ones of the aforementioned components can communicate
with other ones of the components directly or indirectly,
over at least one bus. The AP 602 further includes a housing
that encompasses the wireless communication device 610,
the application processor 630, the memory 640, and at least

portions of the antennas 620 and external network interface
650.

FIG. 6B shows a block diagram of an example STA 604.
For example, the STA 604 can be an example implementa-
tion of the STA 104 described with reference to FIG. 1. The
STA 604 1includes a wireless communication device 615. For
example, the wireless communication device 615 may be an
example 1mplementation of the wireless communication
device 300 described with reference to FIG. 5. The STA 604
also includes one or more antennas 6235 coupled with the
wireless communication device 615 to transmit and receive
wireless communications. The STA 604 additionally
includes an application processor 635 coupled with the
wireless communication device 615, and a memory 643
coupled with the application processor 635. In some 1mple-
mentations, the STA 604 further includes a user interface
(UI) 6535 (such as a touchscreen or keypad) and a display
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665, which may be mtegrated with the Ul 655 to form a
touchscreen display. In some implementations, the STA 604
may further include one or more sensors 675 such as, for
example, one or more inertial sensors, accelerometers, tem-
perature sensors, pressure sensors, or altitude sensors. Ones
of the alforementioned components can communicate with
other ones of the components directly or indirectly, over at
least one bus. The STA 604 further includes a housing that
encompasses the wireless communication device 615, the
application processor 6335, the memory 645, and at least
portions of the antennas 625, Ul 655, and display 665.

As described above, various implementations relate gen-
erally to ML communications, and specifically to establish-
ing an ML communication session between wireless com-
munication devices. Aspects of the present disclosure
provide a single ML A context for a plurality of links shared
between multiple MLD devices. Under certain conditions,
such as 1f congestion on a first link 1s high, the MLD devices
may switch from communicating on the first link to com-
municating on a second link. Aspects of the present disclo-
sure provide a single MLA context that can be shared
between the MAC-SAP endpoints of the MLD devices so
that the MLD devices may dynamically communicate over
any link shared between the MLD devices without disasso-
clating or reassociating. Thus, in some implementations,
associating on one link allows the MLD devices to use the
same association configuration, encryption keys, among
other ML communication parameters, for communication on
any of the links.

Some 1mplementations more specifically relate to a first
wireless communication device transmitting a first packet on
a first communication link. The first packet includes discov-
ery information for at least the first commumcation link and
a second communication link. The AP entity receives a ML
Association request from the STA MLD device on the first
communication link based at least 1n part on the discovery
information. In some implementations, the AP entity then
transmits a second packet on the first communication link.
The second packet includes association information for at
least the first communication link and the second commu-
nication link. In some implementations, the AP entity asso-
ciates with the STA MLD device based at least 1in part on the
association information. In some implementations, the asso-
ciating includes establishing at least one ML communication
parameter for commumicating with the STA MLD device on
the first and the second communication links. The at least
one ML communication parameter may be the same for each
of the first and the second communication links.

In some other implementations, the associating includes
establishing a common security context between a {irst
MAC-SAP endpoint of the first wireless communication
device and a second MAC-SAP endpoint of the second
wireless communication device. Each of the first and second
MAC-SAP endpoints may be used to communicate over
both the first and second communication links. The AP MLD
and the STA MLD may communicate with one another on
the second communication link based on the association
operations performed on the first communication link with-
out disassociating re-associating. Some other implementa-
tions relate to the AP entity establishing a common BA
session with the STA MLD for at least one TID.

Particular 1mplementations of the subject matter
described 1n this disclosure can be implemented to realize
one or more ol the following potential advantages. By
exchanging ML information, MLDs may implement aspects
ol the present disclosure to provide faster discovery of links
available for communication between the MLD. Further, by
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exchanging ML information, MLDs also may implement
aspects of the present disclosure to provide relatively fast
switching between links and more eflicient communications
over the links. For example, the MLDs may switch from
communicating over a first communication link to a second
communication link without disassociation or reassociation,
saving time and resources. For example, a STA MLD device
may receive, from an AP MLD device, a single packet
including ML information for all of the links that the MLDs
are operating on. Thus, aspects of the present disclosure
enable the STA MLD to discover the AP MLD on any link
that the AP MLD device has setup a BSS.

Additionally, aspects of the present disclosure may allow
an AP MLD device and a STA MLD to establish a common
BA session with one another for MAC service data units
(MSDUs) corresponding to one or more TIDs, and to
afhliate (or “map”) each of the one or more TIDs with a
corresponding group ol communication links. The common
BA session established between the AP MLD and the STA
MLD, in conjunction with mappings between each TID and
a corresponding group ol communication links, may allow
the AP MLD and the STA MLD MLDs to remap each TID
of the one or more TIDs to another group of communication
links without tearing-down the common BA session or
establishing a new BA session.

FIG. 7A shows a flowchart illustrating an example pro-
cess 700 for wireless communication according to some
implementations. The process 700 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 700 may be
performed by a wireless communication device operating as
or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. In other implementations, the process 700 may be
performed by a wireless communication device operating as
or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively.

At block 702, the AP transmits a first packet on a first
communication link, the first packet including discovery
information for at least the first communication link and a
second communication link. At block 704, the AP receives
a ML association request from a second wireless commus-
nication device on the first communication link based at
least in part on the discovery information. At block 706, the
AP transmits a second packet on the first commumnication

link, the second packet including association information for
at least the first communication link and the second com-
munication link.

At block 708, the AP associates with the second wireless
communication device based at least 1n part on the associa-
tion information. In some implementations, the associating
includes establishing at least one ML communication
parameter for communicating with the second wireless
communication device on the first and the second commu-
nication links. The at least one ML communication param-
cter may be the same for each of the first and the second
communication links. In some other implementations, the
associating includes establishing a common security context
between a first medium access control service access point
(MAC-SAP) endpoint of the first wireless communication
device and a second MAC-SAP endpoint of the second
wireless communication device. Each of the first and second
MAC-SAP endpoints may be used to communicate over
both the first and second communication links. In block 710,
the process 700 proceeds with communicating with the
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second wireless communication device on the second com-
munication link based on the association with the second
wireless communication device on the first communication
link.

FIG. 7B shows a flowchart illustrating an example pro-
cess 720 for wireless communication according to some
implementations. The process 720 may be performed by a
wireless communication device such as the wireless com-
munication device 500 described above with reference to
FIG. 5. In some implementations, the process 720 may be
performed by a wireless communication device operating as
or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. In other implementations, the process 720 may be
performed by a wireless communication device operating as
or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively.

With reference to FIG. 7A, the process 720 may be a more
detailed implementation of the ML communication opera-
tion described 1n block 710 of the process 700. For example,
at block 722, the AP establishes a block acknowledgement
(BA) session with the second wireless communication
device that afliliates at least one trathic 1dentifier (TID) to a
first subset of the first communication link, the second
communication link, and a third communication link. The
BA session may be common for each of the first, the second.,
and the third communication links. At block 724, the AP
dynamically reafliliates the at least one TID to a second
subset of the first communication link, the second commu-
nication link, and a third communication link. At block 726,
the AP indicates the reafliliation in an add Block Acknowl-
edgment (ADDBA) Capabilities field of a third packet.

FIG. 8A shows a flowchart illustrating an example pro-
cess 800 for wireless communication according to some
implementations. The process 800 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 800 may be
performed by a wireless communication device operating as
or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. In other implementations, the process 800 may be
performed by a wireless communication device operating as
or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively.

At block 802, the first wireless communication device
receives a lirst packet from a second wireless communica-
tion device on a first communication link, the first packet
including discovery information for at least the first com-
munication link and a second communication link. At block
804, the AP transmits an ML association request on the first
communication link based at least in part on the discovery
information. At block 806, the AP receives a second packet
on the first communication link, the second packet including
association imnformation for at least the first communication
link and the second communication link. At block 808, the
AP associates with the second wireless communication
device based at least 1n part on the association information.
At block 810, the AP first wireless communication device
communicates with the second wireless communication
device on the second communication link based on the
association with the second wireless communication device
on the first communication link.

In some implementations, the first A-MPDU subirame
may be aligned with codeword boundaries 1n the PSDU such
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that portions of the first A-MPDU subirame are not encap-
sulated within the same LDPC codeword as portions of
another A-MPDU subirame 1n the PSDU.

In some 1mplementations, the associating includes estab-
lishing at least one ML communication parameter for com-
municating with the second wireless communication device
on the first and the second communication links. The at least
one ML communication parameter may be the same for each
of the first and the second communication links. In some
other implementations, the associating includes establishing
a common security context between a first medium access
control service access point (MAC-SAP) endpoint of the
first wireless communication device and a second MAC-
SAP endpoint of the second wireless communication device.
Each of the first and second MAC-SAP endpoints may be
used to communicate over the first and second communica-
tion links.

FIG. 8B shows a flowchart illustrating an example pro-
cess 820 for wireless communication according to some
implementations. The process 820 may be performed by a
wireless communication device such as the wireless com-
munication device 500 described above with reference to
FIG. 5. In some implementations, the process 820 may be
performed by a wireless communication device operating as
or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. In other implementations, the process 820 may be
performed by a wireless communication device operating as
or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively.

With reference to FI1G. 8 A, the process 820 may be a more
detailed implementation of the ML communication opera-
tion described 1n block 810 of the process 800. For example,
at block 822, the first wireless communication device estab-
lishes a block acknowledgement (BA) session with the
second wireless communication device that afhiliates at least
one traflic identifier (TID) with a first subset of the first
communication link, the second communication link, and a
third communication link. At block 824, the first wireless
communication device receives a third packet indicating, 1n
an add Block Acknowledgment (ADDBA) Capabilities
field, that the at least one TID 1s reathliated with a second
subset of the first communication link, the second commu-
nication link, and a third communication link. The BA
session may be common for each of the first, the second, and
the third communication links.

FIG. 9A shows a timing diagram depicting an example
multi-link commumcation 900 according to some i1mple-
mentations. In the example of FIG. 9A, the ML communi-
cation may be performed between a first wireless commu-
nication device (“first device D1”) and a second wireless
communication device (“second device D2”). Each of the
devices D1 and D2 may be any suitable wireless commu-
nication device such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively, or one of the APs 102 and 602 described above with
reference to FIGS. 1 and 6A, respectively. In the timing
diagram 900, the first device D1 may be the transmitting
device, and the second device D2 may be the receiving
device. Each of the first device D1 and the second device D2
may be an MLO entity. For example, the first device D1 may
be an AP entity, and the second device D2 may be a STA
MLD device.

At time t,, the first device D1 transmits a first packet 901
on a first communication link (not shown for simplicity), the
first packet 901 including ML information (such as capa-
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bilities and parameters) for at least the first communication
link and a second communication link (not shown {for
simplicity). Although the example of FIG. 9A 1s described 1n
terms of the first and the second communication links, 1n
some 1mplementations, there may be any number of addi-
tional communication links, such as a third, fourth, or fifth
communication link. The first commumication link and the
second communication link may operate on diflerent fre-
quency bands or on different channels on the same frequency
band. For example, the first communication link may oper-
ate on a 2.4 GHz frequency band, the second communication
link may operate on a 5.0 GHz frequency band, and another
link (not shown for simplicity) may operate on a 6.0 GHz
frequency band. The first packet 901 may be a beacon frame
or any other frame that may be used to communicate ML
information.

In some implementations, the ML information may
include one or more of: a first operating class for the first
communication link; a first wireless channel for the first
communication link; a first BSSID for the first communi-
cation link; a second operating class for the second com-
munication link; a second wireless channel for the second
communication link; or a second BSSID for the second
communication link. In some implementations, some or all
of the ML information may be included in a link attribute
clement of the first packet 901, as further described with
respect to FIG. 9B and FIG. 10, or 1n a multiple link element
of the first packet 901, as further described with respect to
FIG. 9B, FIG. 10, and FIG. 11. In some aspects, at least one
of the operating classes, the wireless channels, or the
BSSIDs may be different. As one non-limiting example, a
pair ol AP enfities having the same operating class may
communicate on the same wireless channel. However, the
pair of APs may be physically separate (non-collocated) and
may thus have diflerent MAC addresses (BSSIDs).

Between times t, and t,, the second device D2 receives the
first packet 901 from the first device D1 on the first com-
munication link. In some implementations, the first device
D1 and the second device D2 may establish at least one ML
communication parameter for communicating on the first
and the second communication links, as further described
with respect to FIG. 9B. In short, because the first packet 901
includes ML information (such as ML capabilities, ML
operating parameters and constraints, among other informa-
tion) about all of the links that the first device D1 1s
operating on, aspects of the present disclosure enable a STA
MLD device (such as the second device D2) to discover an
AP entity (such as the first device D1) on any link that the
AP enftity has setup a BSS.

At time t,, the second device D2 transmits an MLA
request 911 on the first communication link based at least in
part on the ML information. The MLA request 911 may be
an association request frame. In some implementations, the
MLA request 911 may include a preference for one or more
of the first commumnication link or the second communica-
tion link to be designated as an anchor link, as further
described with respect to FIG. 9B and FIG. 11. In some
aspects, a client device (such as the second device D2) may
save power by waiting (for a beacon, for example) on an
anchor link while there 1s otherwise no active trafiic.

Between times t, and t,, the first device D1 receives the
MLA request 911 from the second device D2 on the first
communication link. In some aspects, the MLA request 911
may 1ndicate one or more capabilities or security parameters
of the second device D2.

At time t,, the first device D1 transmits a second packet
902 on the first communication link, the second packet 902
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including ML information for at least the first communica-
tion link and the second communication link. In some
implementations, the second packet 902 may be an associa-
tion response frame. In some other implementations, the
second packet 902 may be some other appropriate frame. In
some aspects, the second packet 902 may confirm or rene-
gotiate one or more of the second device D2 capabilities for
association over multiple links. Thus, the first device D1 and
the second device D2 may establish a common security
context that may apply to the multiple links. For example,
the first device D1 and the second device D2 may establish
a single encryption key that may apply to each of the first
communication link and the second communication link.

In some 1implementations, the first device D1 may assign
a different AID for each link. For example, in the second
packet 902, the first device D1 may indicate that the AID 1s
25 for the first communication link and the AID 1s 26 for the
second communication link. In some other implementations,
the first device D1 may assign a common AID across all
links.

Between times t, and t., the second device D2 receives the
second packet 902 from the first device D1 on the first
communication link. Then, at time t,, the first device D1
associates with the second device D2 based at least 1n part
on the ML information 1n the second packet 902. In some
implementations, between times t, and t,, the first device D1
and the second device D2 may establish a BA session for at
least one TID. Finally, at time t,, the first device D1 may
communicate with the second device D2 on the first or the
second communication link based on the association with
the second wireless communication device on the first
communication link.

By exchanging the ML mformation included in the first
packet 901, the first device D1 and the second device D2
may implement aspects of the present disclosure to provide
faster discovery of links available for communication
between the first device D1 and the second device D2.
Further by exchanging the ML information included 1n the
second packet 922 or the MLA request 931, the first device
D1 or the second device D2 also may implement aspects of
the present disclosure to provide faster switching between
links and more eflicient communications over the links. For
example, the first device D1 and the second device D2 may
switch from communicating over the first communication
link to the second communication link without disassocia-
tion or reassociation, saving time and resources. Specifi-
cally, the second device D2 may receive ML information
(such as in the first packet 901) for the first communication
link, the second communication link, or any links on which
the first device D1 has setup a BSS. Thus, aspects of the
present disclosure enable the second device D2 to discover
the first device D1 on any link that the first device D1 has
setup a BSS.

FIG. 9B shows a timing diagram depicting an example
multi-link communication 920 according to some imple-
mentations. The multi-link communication 920 may be a
more detailed example of the multi-link communication 900
of FIG. 9A. Each of the devices D1 and D2 may be or
include any suitable wireless communication device such as
one or more of the STAs 104 and 604 described above with
reference to FIGS. 1 and 6B, respectively, or one of the APs
102 and 602 described above with reference to FIGS. 1 and
6A, respectively. In some implementations, the first device
D1 may be an AP MLD, and the second device D2 may be
a STA. In some instances, the AP MLD may include a first
AP associated with a first communication link, and may
include one or more secondary APs associated with respec-
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tive one or more secondary communication links (commu-
nication links not shown for simplicity). In some other
implementations, the second device D2 may be a STA MLD.
In some 1nstances, the STA MLD may include a first STA
associated with the first communication link, and may
include additional STAs associated with one or more of the
secondary communication links of the AP MLD.

At time t,, the first device D1 transmits the first packet
921 on a first communication link to the second device D2.
The first packet 921 may include ML information for the
first communication link and the one or more secondary
communication links. In some implementations, the first
packet 921 may uniquely identify each link of the first
communication link and the one or more secondary com-
munication links based on a limited set of information
(tuple) such as, for example, {operating class, channel, and
BSSID}, where operating class indicates an operating class
for the link, channel indicates a channel for the link, and
BSSID indicates a BSSID {for the link. Example operating
class may include a 2.4 GHz operating class, a 5.0 GHz
operating class, and a 6 GHz operating class. The tuple may

be carried 1n any suitable field (such as a 6-octet field) of the
first packet 921.

The first packet 921 1s shown to include a Link Attribute
Element and a Multiple Link Attribute Element, which may
be referred to by other suitable names 1n some other imple-
mentations. The Link Attribute (LA) Flement may carry
discovery information for the first communication link, and
the Multiple Link Attribute (MLA) Flement may carry
discovery mnformation for the one or more secondary com-
munication links. The discovery information may include an
operating class, a wireless channel, a BSSID, and other
suitable information for a respective communication link. In
some 1mplementations, the LA Element may also carry
operating parameters and capability information corre-
sponding to the first communication link, and the MLA
Element may include one or more per-link profile subele-
ments that carry operating parameters and capability infor-
mation corresponding to respective communication links of
the one or more secondary communication links. In some
instances, each of the per-link profile subelements may also
carry the discovery information for a respective secondary
communication link.

In some implementations, the capability information may
indicate one or more ol high-throughput (HT) capabilities,
very high-throughput (VHT) capabilities, high efliciency
(HE) capabilities, HE 6 GHz Band capabilities, or extremely
high-throughput (EHT) capabilities, and the operating
parameters may 1indicate one or more of HT operation
parameters, VHT operation parameters, HE operation
parameters, EHT operation parameters, enhanced distrib-
uted channel access (EDCA) parameters, multi-user (MU)
EDCA parameters, uplink (UL) orthogonal frequency divi-
sion multiple access (OFDMA) random access (UORA)
parameters, target wait time (I'WT) parameters, fast initial
link setup (FILS) parameters, or spatial reuse (SR) param-
eters.

The LA Element may also include an Anchor Field that
carries information indicating whether the first communica-
tion link 1s or least serves as an anchor link. In some
instances, the Anchor Field carries an anchor bit that can be
set to a first logic state to indicate that the first communi-
cation link 1s an anchor link, and can be set to a second logic
state to 1ndicate that the first communication link is not an
anchor link.

The second device D2 receives the first packet 921 from
the first device D1 on the first communication link, and may
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use the discovery imformation carried in the first packet 921
to establish one or more ML parameters for communicating,
with one another on the first communication link. Some
example ML communication parameters may include, but
are not limited to, a frequency band, high-throughput (HT)
capabilities, very high-throughput (VHT) capabilities, high-
clliciency (HE) capabilities, or extremely high-throughput
(EHT) capabilities. In some implementations, the first
device D1 and the second device D2 may also establish at
least one ML communication parameter for communicating
on one or more secondary communication links based on
discovery information included 1n one or more correspond-
ing per-link profile subelements carried 1n the Multiple Link
Element. For example, the first device D1 and the second
device D2 may establish at least one ML communication
parameter for communicating on the second communication
link based on discovery information carried 1n a first per-link
profile subelement of the Multiple Link Element, and may
establish at least one ML communication parameter for
communicating on the third communication link based on
discovery information carried in a second per-link profile
subelement of the Multiple Link Element. In some aspects,
at least one of the ML communication parameters may be
the same for each of the first and the second communication
links.

At time t,, the second device D2 transmits an ML
Association request 931 on the first communication link
based at least 1n part on the ML information included in the
first packet 921. In some implementations, such as when the
Anchor Field of the first packet 921 has not designated an
anchor link, the ML Association request 931 may indicate a
preference for one of the first communication link or the
secondary communication links to be designated as an
anchor link. For example, the second device D2 may 1ndi-
cate 1ts preference for an anchor link by setting the Anchor
bit to 1 for the preferred anchor link 1n the ML Association
request 931. In some aspects, the second device D2 may
indicate more than one preferred anchor link by setting the
Anchor bit to 1 for each of the preferred anchor links 1n the
ML Association request 931.

The first device D1 receives the ML Association request
931 from the second device D2 on the first communication
link, and transmits a second packet 922 to the first device D1
on the first communication link at time t,. In some 1mple-
mentations, the second packet 922 may carry additional
discovery information for the first communication link and
the one or more secondary communication links. In some
implementations, 1f the second device D2 indicated a pret-
erence for an anchor link in the ML Association request 931,
the first device D1 may indicate an assigned anchor link for
the second device D2 by setting the Anchor bit to the first
logic state for one of the links 1n the second packet 922. In
some aspects, even though the second device D2 may
indicate a preference for a particular link to be designated as
the anchor link, the first device D1 may designate one or
more different links as anchor links.

The second device D2 receives the second packet 922,
and may use the discovery information to perform an
association operation with the second device D2 between
times t. and t.. In some implementations, the first device D1
and the second device D2 may associate by establishing a
common security context between a first MAC-SAP end-
point of the first device D1 and a second MAC-SAP end-
point of the second device D2. In some aspects, each of the
first and second MAC-SAP endpoints may be used to
communicate over any one or more of the first communi-
cation link and the secondary communication links. In some
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aspects, the common security context may include a single
encryption key shared by the first MAC-SAP endpoint and
the second MAC-SAP endpoint.

Between times t, and t-, the first device D1 and the second
device D2 may establish a common BA session with one
another for one or more TIDs. Thus, the first device D1 and
the second device D2 may map MSDUSs for the one or more
TIDs with one or more of the first and the second commu-
nication links. By establishing the common BA session and
mapping the one or more TIDs, the first device D1 and the
second device D2 may implement aspects of the present
disclosure to map (or remap, athliate, or reathliate) the one
or more TIDs to multiple links without tearing-down the
common BA session or establishing a new BA session. The
first device D1 and the second device D2 may then com-
municate on one or more of the first communication link and
the secondary communication links according to their
respectively mapped TIDs.

After time t,, one or more link conditions (such as an
amount of latency) may change, causing the first device D1
to remap one or more of the TIDs to one or more diflerent
links. As a non-limiting example, between times t, and t-,
the first device D1 may imtially map a first TID (such as
TID=4) to the first communication link so that the first
device D1 and the second device D2 may exchange packets
associated with TID=4 on the first communication link prior
to time t,. After time t,, the first device D1 may remap
TID=4 to the second communication link. In some 1mple-
mentations, the first device D1 may indicate the remapping
of TID=4 to the second device D2 1n a third packet 923. In
some aspects, the first device D1 may indicate the remap-
ping of TID=4 in an ADDBA Capabilities field of the third
packet 923. In some implementations, the first device D1
may transmit one or more additional packets between times
t, and t,, as indicated by N? Packet.

Between times t, and tq, the first device D1 may remap
one or more TIDs from one commumication link to another
communication link. The first device D1 may indicate the
remapping to the second device D2 1n the third packet 923.
For example, the first device D1 may remap a first TID (such
as TID=4) from the first communication link to the second
communication link and indicate the remapping 1n the third
packet 923. Upon receiving the third packet 923, the second
device D2 may switch from sending packets with TID=4 on
the first communication link to sending packets with TID=4
on the second communication link. Since the second device
D2 has already received information about each of the first
and the second communication links from the first packet
921 or the second packet 922, the second device D2 may
switch from communicating over the first communication
link for TID=4 to communicating over the second commu-
nication link for TID=4 without disassociating from or
reassociating with the first device D1, thereby saving time
and resources.

As another non-limiting example, the first device D1 and
the second device D2 may establish a common BA session
together. In some 1implementations, the first device D1 may
indicate that one or more of the communication links are
active or enabled (available for commumnication) or that one
or more of the communication links are not active or
disabled (not available for communication). In this example,
the first device D1 may indicate that each of the first and the
second communication links are active and that a third
communication link is 1mactive. For example, while estab-
lishing the common BA session, the first device D1 may set
a first bit corresponding to the first communication link to 1,
a second bit corresponding to the second communication
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link to 1, and a third bit corresponding to the third commu-
nication link to 0. Thus, the common BA session may map
TID=4 to the first communication link and the second
communication link and not the third communication link.

In some instances, conditions for one or more of the
communication links may change. For example, interference
on the second communication link may increase, and inter-
ference on the third communication link may decrease such
that the third communication link offers higher throughput
or lower latencies than the second commumnication link.
Thus, 1n this example, the first device D1 may transmit a
single signal (such as the third packet 923) to dynamically
remap TID=4 to the first communication link and the third
communication link. For example, the third packet 923 may
change the anchor bit for the second communication link
from logic high to logic low, and may change the anchor bit
for the third communication link from logic low to logic
high. Since the second device D2 has already recerved
information about each of the communication links and
setup the common BA session with the first device D1, the
second device D2 may dynamically switch from communi-
cating over the first and the second communication links for
TID=4 to communicating over the first and the third com-
munication links for TID=4 without disassociating from the
first device D1, re-associating with the first device D1, or
exchanging additional information with the first device D1,
thereby saving time, conserving device resources, and
reducing overhead on the communication links (such as
compared with conventional mechanisms for which wireless
communication devices disassociate and/or re-associate
with one another when changing mappings between the
TIDs and the communication links).

In addition, or in the alternative, the first device D1 may
dynamically map one or more other TIDs to any subset of
the communication links using the third packet 923. As a
non-limiting example, the third packet 923 may dynamically
map TID=2 to the third communication link, TID=5 to the
first communication link and the second communication
link, TID=3 to a fourth communication link, and TID=6 to
all of the first, the second, the third, and the fourth commu-
nication links. In addition, or in the alternative, a wireless
communication device may indicate to the first device D1
that the wireless communication device 1s capable of oper-
ating on a single link, even though multiple link are active
and available. For example, the second device D2 may have
one antenna and thus be capable of operating on a single

link. In this example, the first device D1 may dynamically
map .

I'IDs to a single communication link for communica-
tions with the second device D2.

FIG. 10 shows an example frame 1000 including a Link
Attribute Element 1010 and a Multiple Link Attribute Ele-
ment 1020 usable for communications between wireless
communication devices. In some implementations, the
frame 1000 may be a beacon frame, a probe response frame,
an association response frame, or some other appropriate
frame. In some 1nstances, the frame 1000 may be an example
implementation of the first packet 901, the ML Association
request 911, or the second packet 902 described with refer-
ence to FIG. 9A. In some other instances, the frame 1000
may be an example implementation of the first packet 921,
the MLA request 931, the second packet 922, or the third
packet 923 described with reference to FIG. 9B. For ease of
explanation, some information elements of the frame 1000
may also be referred to as a “field,” a “subfield,” an
“element,” or a “subelement,” which may be considered
interchangeable terms for purposes of discussion herein.
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The frame 1000 also 1s shown to 1include a Link Attribute
Element 1010, which may be an example implementation of
the Link Attribute Element described with respect to FIG.
9B. In some implementations, the Link Attribute Element
1010 1ncludes information about a communication link. For
purposes of discussion of this non-limiting example, the
Link Attribute Element 1010 may include information about
the first communication link described with respect to FIG.
9A and FIG. 9B. In some other implementations, the Link
Attribute Flement 1010 may include information about
some other communication link.

The Link Attribute Flement 1010 1s shown to include a
plurality of fields, including: an Element ID field 1051, a
Length field 1052, an Element ID Extension field 1053, a
Control field 1054, an Operating Class field 1055, a Channel
Number field 1056, a BSSID field 1057, a Timing Synchro-
nization Function (TSF) Offset field 1058, and a Beacon
Interval field 1059. In some implementations, the Element
ID field 1051 may be 1 octet long and include an 1dentifier
for the Link Attribute Element 1010. In some aspects, the
Link Attribute Element 1010 may facilitate the establish-
ment of a common BA session between the first device D1
and the second device D2, as described with respect to FIG.
9B. In some implementations, the Length field 1052 may be
1 octet long and indicate a length of the Link Attribute
Element 1010. In some implementations, the Element ID
Extension field 1053 may be 1 octet long.

In some implementations, the Operating Class field 1055
may be O octets or 1 octet long and indicate an operating
class for the first communication link. In some 1mplemen-
tations, the Channel Number ficld 1056 may be O octets or
1 octet long and indicate a channel number for the first
communication link. In some implementations, the BSSID
field 1057 may be 0 or 6 octets long and indicate a BSSID
associated with the first communication link. In some 1mple-
mentations, the TSF Oflset field 1058 may be O or 2 octets
long and idicate a TSF oflset timing value for packets
transmitted over the first communication link. In some
aspects, a value of 0 1 the TSF Oflset field 1058 and the
Beacon Interval field 1059 may indicate that the first device
D1 1s not transmitting beacons on the first communication
link.

In some implementations, the Beacon Interval field 1059
may be 0 or 2 octets long and indicate a beacon interval for
beacons transmitted over the first communication link. In
some aspects, the values 1n the TSF Oflset field 1058 or the
Beacon Interval field 1059 may facilitate faster link switch-
ing for certain types of non-AP entities, such as a STA MLD
device with a single radio. In some other implementations,
the first device D1 may indicate that beacons will not be sent
on one or more links. For example, the first device D1 may
indicate that 1t 1s capable of communicating on the second
communication link and that the second communication link
1s dedicated as a data-only channel. In this way, the first
device D1 may indicate that the second device D2 may
utilize the second communication link but that the first
device D1 will not broadcast beacons on the second com-
munication link.

The Control field 1054 may include a plurality of sub-
clements (which may also be referred to as fields or sub-
fields) and, in some instances, the may include 1 octet (8
bits). In some implementations, the plurality of subelements
may include a Link ID subelement 1061, an Active Link
subelement 1062, an Independent ML A Bitmap subelement
1063, and an Anchor subelement 1064. In some other
implementations, the Control field 1054 may not include the

Link ID subelement 1061, or the Link ID subelement 1061
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may be included 1n some other portion of the frame 1000. In
some 1mplementations, the Link ID subelement 1061 may
include a unique identifier for the first communication link.
In some aspects, the first device D1 may assign the unique
identifier.

In some implementations, the Active Link subelement
1062 may indicate whether the first communication link 1s
currently enabled. As a non-limiting example, the first
device D1 may indicate that 1t 1s capable of operating on one
or more links, and the first device D1 may provide channel
numbers and BSSIDs for each of the one or more links. In
some other implementations, the Active Link subelement
1062 may indicate one or more links that the first device D1
1s not operating on. As an example, the first device D1 may
indicate that a particular link 1s disabled so that certain types
of (such as non-EHT) devices do not attempt to communi-
cate over the particular link. In some aspects, the Active
Link subelement 1062 may be reserved for the primary
(first) communication link.

In some implementations, the Independent MLA Bitmap
subelement 1063 may be a bitmap that indicates a particular
(second) link with which the first communication link may
perform independent ML Association. In some aspects, a bit
position of the Independent ML Association Bitmap subele-
ment 1063 may correspond to the value of the Link ID
subelement 1061. In some aspects, the bitmap may be a
two-bit link i1dentifier capable of indicating up to four
combinations, 0-3. For example, if the second bit 1s asserted
(set to 1) for the second communication link, then the first
communication link may be capable of operating indepen-
dently with respect to the second commumnication link.

In some implementations, the Anchor subelement 1064
may indicate whether the first communication link 1s des-
ignated as an anchor link. In some aspects, for an auxiliary
link, it the Active Link subelement 1062 1s set to O for a
particular link, the Anchor subelement 1064 may be
reserved, and the particular link may be unavailable as an
anchor link.

For the example of FIG. 10, the fields 1051-1059 are
included in the Link Attribute Flement 1010. In some
implementations, the Link Attribute Element 1010 may not
include one or more of the fields 1051-1039 or subelements
1061-1064. In some implementations, the Link Attribute
Element 1010 may include one or more different informa-
tion elements. As one non-limiting example, the Link Afttri-

bute Flement 1010 may not include any of the Operating
Class field 1055, the Channel Number field 1056, the BSSID

field 1057, the TSF Oflset field 1058, or the Beacon Interval
ficld 1059. In some other implementations (not shown for
simplicity), each of the Link Attribute FElements 1040A-
1040C may include each of the Operating Class field 10355,
the Channel Number field 1056, the BSSID field 1057, the
TSFEF Offset field 1058, and the Beacon Interval field 1059.

As another non-limiting example, the Link Attribute

Element 1010 may include each of the Operating Class field
1055, the Channel Number field 1056, the BSSID field 1057,

the TSF Offset field 1058, and the Beacon Interval field

1059. And 1n some other implementations (not shown for
simplicity), each of the Link Attribute Flements 1040A-

1040C may not mclude any of the Operating Class field
1055, the Channel Number field 1056, the BSSID field 1057,

the TSF Offset field 1058, or the Beacon Interval field 1059.
Example implementations of the Link Attribute Element
1010 and the Link Attribute Flements 1040A-1040C are
described with respect to FIG. 11.

In some implementations, one or more information ele-
ments, including the information elements 1051-1059, may
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be combined, added, moved (to one or more other informa-
tion elements), removed, or otherwise modified for the
frame 1000. Furthermore, the names shown for information
clements 1051-1059 are example names, and 1n some 1mple-
mentations, one or more of the information elements 1051-
1059 may have a different name.

The Multiple Link Attribute Element 1020, which may be
an example implementation of the Multiple Link Attribute
Element described with reference to FIG. 9B, may include
a first per-link profile subelement 1030A, a second per-link
profile subelement 10308, and a third per-link profile sub-
clement 1030C, each of which may be an example imple-
mentation of the per-link profile subelement described with
reference to FIG. 9B. Fach Link Profile Subelement
1030A-C may include a respective Link Attribute Element
1040A-1040C.

FIG. 11 shows an example multi-link attribute element
1100 usable for communications between wireless commu-
nication devices. In some aspects, the Multiple Link Ele-
ment 1100 may be an example implementation of the
multi-link attribute element 1020 described with respect to
FIG. 10. In some implementations, the multi-link attribute
clement 1020 may be included 1n a frame (such as the frame
1000, a beacon frame, an association request frame, an
association response frame, or any other appropriate frame)
transmitted by the first device D1 (*transmitting device,”
“AP,” or “AP enfity”) and received by the second device D2
(“receiving device,” “non-AP,” “STA MLD device,” “STA,”
“non-AP STA,” or “non-AP STA entity™), or vice versa. For
purposes of discussion of FIG. 11, the first communication
link may be the “primary link,” and the second communi-
cation link may be one “auxiliary link™ of a number of
auxiliary links. For ease of explanation, some nformation
clements of the multi-link attribute element 1100 may be
referred to as a “field,” a “‘subfield,” an “element,” or a
“subelement,” which may be considered interchangeable
terms for purposes of discussion herein. In some implemen-
tations, the information elements of the multi-link attribute
clement 1100 may be referred to with any other appropriate
term.

The multi-link attribute element 1100 1s shown to include
a plurality of fields, including: an Element ID field 1101, a
Length field 1102, an Element ID Extension field 1103, a
Common Parameters field 1104, and an Optional Subele-
ments field 1105. In some implementations, the Flement 1D
ficld 1101 may be 1 octet long and include an identifier for
the multi-link attribute element 1100. In some 1mplementa-
tions, the Length field 1102 may be 1 octet long and indicate
a length of the multi-link attribute element 1100. In some
implementations, the Element ID Extension field 1103 may
be 1 octet long. An example implementation of the Element
ID Extension field 1103 1s described with respect to FIG. 12.
In some implementations, the Common Parameters field
1104 may be 1 octet long and 1include common information
for each of the number of auxiliary links. In some 1mple-
mentations, the multi-link attribute element 1100 may
include one or more Optional Subelement fields 1105. For
simplicity, only one Optional Subelements field 1105 1s
shown; however, the multi-link attribute element 1100 may
include one Optional Subelements field 1105 of variable
length for each of the number of auxiliary links. In some
aspects, the multi-link attribute element 1100 may include
up to four Optional Subelements fields 1105, one for each of
up to four auxiliary links (not shown for simplicity).

In some implementations, the Optional Subelements field
1105 for each of the number of auxiliary links may include
ML information (or “ML attributes™) for the corresponding
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auxiliary link that differs from the primary link. To save bats,
in some aspects, ML attributes that are not included 1n a
corresponding multi-link attribute element 1100 may be
assumed to be inherited from the primary link. As one
non-limiting example, a Link Attribute Element, such as the
Link Attribute Element 1010 of FIG. 10, may include a
beacon interval for the first (primary) communication link,
and the Optional Subelements field 1105 corresponding to
the second communication link may not include a beacon
interval for the second communication link. In this example,
the beacon interval for the second communication link may
be inherited from the beacon interval for the first commu-
nication link included in the Link Attribute Element 1010. In
this way, one or more information elements in the Optional
Subelements field 1105 corresponding to the second com-
munication link may be excluded or include diflerent infor-
mation. In some other implementations, the Multiple Link
Element 1100 may include a single Optional Subelements
field 1105 that mcludes ML information for all or a subset
of the auxiliary links.

The Optional Subelements field 1103 1s shown to include
a plurality of fields, including: a Subelement ID=0 field
1111, a Length field 1112, and a Data field 1113. In some
implementations, the Subelement 1D=0 field 1111 may be 1
octet long and include an identifier (such as a value from
0-255) of the corresponding Optional Subelements field
1105. In some aspects, values 1-255 may be reserved.

In some 1implementations, the Length field 1112 may be 1
octet long and indicate a length of the corresponding
Optional Subelements field 1105. In some implementations,
the Data field 1113 may be of variable length and include
ML information for the corresponding communication link.
Each of the Data fields 1113 may be an example implemen-
tation of one of the Link Attribute Elements 1040A-1040C
described with respect to FIG. 10. In some implementations,
one or more of the Data fields 1113 may include the same or
similar fields as the Link Attribute Element 1010 described
with respect to FIG. 10.

One example implementation of the Data field 1113 1s
shown to include an Flement ID field 1131, a Length field
1132, and an Element ID Extension field 1133. The Element
1D ﬁeld 1131, the Length field 1132, and the Flement ID
Extension ﬁeld 1133 may be the same or similar to the
Element ID field 1101, the Length field 1102, and the
Element ID Extension ﬁeld 1103, respectively, except that
the Element ID field 1131, the Length field 1132, and the
Element ID Extension ﬁeld 1133 may include information
about the corresponding auxiliary link, rather than the Mul-
tiple Link Flement 1100. In some aspects, the Element 1D
Extension field 1133 may be O octets or 1 octet long. In some
implementations, one or more of the Data fields 1113 may
also 1nclude a Data field 1134 of vaniable length. In some
aspects, one or more of the Data fields 1113 may indicate HT
capabilities, VHT capabilities, HE capabilities, EHT capa-
bilities, MLD capabilities, among other capabilities.

Another example implementation of the Data field 1113 1s

shown to include a plurality of fields, including an Element
ID field 1121, a Length field 1122, an E Extension

Element I
field 1123, a Control field 1124, an Operating Class field
1125, a Channel Number field 1126, a BSSID field 1127, a
TSEF Offset field 1128, and a Beacon Interval field 1129,
which may be the same or similar to the Element ID field

1051, the Length field 1052, the F

Element ID Extension field
1053, the Control field 1054, the Operating Class field 10355,
the Channel Number field 1056, the BSSID field 1057, the
TSF Offset field 1058, and the Beacon Interval field 1059,

described with respect to FIG. 10, respectively.
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In some implementations, the Optional Subelements field
1105 or the Data field 1113 may include additional ML
information.

The Control field 1124 may include a plurality of subele-
ments and, in some 1nstances, may include 1 octet (8 bits).
In some implementations, the Control field 1124 may
include a Link ID subelement 1141, an Active Link subele-
ment 1142, an Independent MLA Bitmap subelement 1143,
and an Anchor subelement 1144, which may be the same or
similar 1n format to the Link ID subelement 1061, the Active
Link subelement 1062, the Independent MLA Bitmap sub-
element 1063, and the Anchor subelement 1064 of FIG. 10,
respectively, except that the subelements 1141-1144 of the
Multiple Link Element 1100 carry information for a corre-
sponding secondary communication link, rather than for the
primary link.

In some 1mplementations, one or more of the various
clements, subelements, fields, and subfields of the Multiple
Link Element 1100 may be combined, added, moved (to one
or more other information elements), removed, or otherwise
modified. Furthermore, the names indicated for the various
clements, subelements, fields, and subfields of the Multiple
Link Element 1100 are example names, and may have
different or alternate names in some other implementations.

FIG. 12 shows an example Extension Element 1200
usable for communications between wireless communica-
tion devices. In some aspects, the Extension Element 1200
may be an example implementation of the Element ID
Extension field 1053 described with respect to FIG. 10, the
Element 1D Extension field 1103 described with respect to
FIG. 11, the Element ID Extension field 1123 described with
respect to FIG. 11, or the Element ID Extension field 1133
described with respect to FIG. 11. In some implementations,

the E Element 1200 may be mncluded in a frame

Extension
(such as the frame 1000) transmitted by the first device D1
(“transmitting device,” “AP,” or “AP enftity”) and received
by the second device D2 (“receiving device,” “non-AP,”
“STA MLD device,” “STA,” “non-AP STA,” or “non-AP
STA entity”), or vice versa. For purposes of discussion of
FIG. 12, the first communication link may be the “primary
link,” and the second communication link may be one
“auxiliary link™ of a number of auxihiary links. For ease of
explanation, some information elements of the Extension
Element 1200 may be referred to as a “field,” a “subfield,”
an “eclement,” or a “subelement,” which may be considered
interchangeable terms for purposes of discussion herein. In
some 1mplementations, the information elements of the
Extension Flement 1200 may be referred to with any other
appropriate term.

In some implementations, the Extension

Element 1200
may be 1 octet (8 bits) long. The Extension Element 1200 1s
shown to include a plurality of fields (or

“information

clements™), including: a No-Fragmentation field 1201 (bat
1), an HE Fragmentation Operation field 1202 (bits 2 and 3),

a Link ID Bitmap field 1203 (bits 4-7), and a Reserved field
1204 (bit 8). In some 1mplementations, the Extension Ele-
ment 1200 may be an ADDBA Capabilities field, as
described with respect to FIG. 9B. In some aspects, the
Extension Element 1200 may be extended to include the
Link ID Bitmap field 1203 for indicating which links are
afhiliated with a particular TID. In this way, the first device
D1 and the second device D2 may establish a common BA
session for each TID for each of the links identified 1n the
Link ID Bitmap field 1203. In some implementations, one or
more information elements, including the information ele-
ments 1201-1204, may be combined, added, moved (to one
or more other information elements), removed, or otherwise
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modified for the Extension Element 1200. Furthermore,
“Extension Element” 1s an example name, and 1in some
implementations, the Extension Element 1200 may have any
other name. The names shown for information elements
1201-1204 also are example names, and 1n some implemen-
tations, one or more of the information elements 1201-1204
may have a different name.

As a non-limiting example, the first device D1 and the
second device D2 may establish a separate BA session for
cach of a number of communication links, such as a primary
(first) communication link and two auxiliary (second and
third) communication links. To facilitate the establishment,
the first device D1 or the second device D2 may set certain
bits (such as 0 and 2) in the Link ID Bitmap field 1203 to
indicate that a particular TID (such as TID=4) 1s mapped
onto the BA session for each of the links. In this way, TID=4
may be remapped to a particular link without either of the
first device D1 or the second device D2 establishing another
BA session. In some aspects, a particular TID (such as for
voice) may be indicated as always mapped to a particular
link. In some other aspects, a particular communication type
(such as HT) of TID may be mapped to a particular link,
such that only the particular link may be used for the
particular communication type of TID. In another example,
a particular TID (such as low-latency voice) may be mapped
to all links, such that the corresponding packets for the
particular TID may be transmitted on any available link.

In some 1mplementations, 1n a packet-level aggregation
MLO system, a first MAC-SAP endpoint and a second
MAC-SAP endpoint may each be capable of supportmg
multiple links, and MLDs may aggregate data over the pair
of MAC-SAP endpoints. In some other implementations, 1n
a flow-level aggregation MLD system, each of a first pair of
MAC-SAP endpoints may support a first communication
link, while each of a second pair of MAC-SAP endpoints
may support a different, second communication link. In
some aspects, flow-level aggregation may also be referred to
as dynamic TID transier. Aspects of the present disclosure
may enable MLD devices of both packet-level aggregation
and flow-level aggregation MLD system types to switch
from communicating over a first communication link to a
second communication link without disassociation or reas-
sociation, saving time and resources. In some 1implementa-
tions, 1n a packet-level aggregation MLD system, the first
device D1 may enable more than one bit of the Link ID
Bitmap field 1203; while for a flow-level aggregation MLD
system, the first device D1 may enable a single bit of the
Link ID Bitmap field 1203 at any given time.

FIG. 13A shows a flowchart illustrating an example
process 1300 for wireless communication according to some
implementations. The process 1300 may be performed by a
first wireless communication device such as the wireless
communication device 300 described above with reference
to FIG. 5. In some implementations, the process 1300 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively. For the example of FIG. 13A, the process 1300 1s
performed by an AP MLD that includes a first AP and one
or more secondary APs. The first AP 1s associated with a first
communication link of the AP MLD, and each of the one or
more secondary APs 1s associated with a respective second-
ary communication link of the one or more secondary
communication links of the AP MLD. At block 1302, the
first AP of the AP MLD generates a frame including an
advertising information element, a first portion, and a second
portion. The advertising information element carries discov-
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ery information for the first AP of the AP MLD, the first
portion carries discovery information for each secondary AP
of the one or more secondary APs of the AP MLD, and the
second portion carries common attributes of the one or more
secondary APs of the AP MLD. At block 1304, the AP MLD
transmits the frame on the first communication link. In some
implementations, the frame may be one of a beacon frame,
a probe response frame, an association response frame, or a
reassociation response frame.

In some 1mplementations, the first portion may include
one or more per-link profile subelements, and each per-link
profile subelement may indicate the discovery information
for a corresponding secondary AP of the one or more
secondary APs (or their respective secondary communica-
tion links). In some 1instances, the discovery information
may include one or more of an operating class of a corre-
sponding secondary AP, a wireless channel of the corre-
sponding secondary AP, or a basic service set identifier
(BSSID) of the corresponding AP. In some instances, the
frame may also include a field carrying an indication
whether each of the per-link profile subelements carries all
of the discovery information for the corresponding second-
ary AP or only a portion of the discovery information for the
corresponding secondary AP.

Each of the per-link profile subelements may also include
at least one of capability information or operating parameter
information of a corresponding secondary AP of the one or
more secondary APs. The capability information may indi-
cate one or more of HT capabilities, VHT capabilities, HE
capabilities, HE 6 GHz Band capabilities, or EHT capabili-
ties. The operating parameter information may indicate one
or more of HT operation parameters, VHT operation param-
cters, HE operation parameters, EHT operation parameters,
EDCA parameters, MU EDCA parameters, UORA param-
eters, ' W1 parameters, FILS parameters, or SR parameters.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element. The RNR
clement may indicate one or more of a transmit power level,

[ 1

a critical update, or an applicable amendment to the IEEE
802.11 family of standards for each AP of the first AP and
the one or more secondary APs. In some 1nstances, the RNR
clement may include one or more neighbor AP information
fields, each field of the one or more neighbor AP information
fields including a umique link 1dentifier (ID) that 1dentifies a
corresponding communication link of the first communica-
tion link or the one or more secondary communication links
associated with a respective AP of the first AP or the one or
more secondary APs.

In some implementations, the second portion may include
an MLD common element or field that indicates one or more
common attributes shared by the one or more secondary APs
(or their respective secondary communication links). The
one or more common attributes indicated in the MLD
common e¢lement may include at least one of an authenti-
cation scheme, an address of the AP MLD, or a basic service
set 1dentifier (BSSID) of the AP MLD. In some instances,
the frame may also include a bitmap indicating a presence or
absence of each of the one or more common attributes
indicated 1n the MLD common element. For example, a {irst
logic state of each bit in the bitmap may indicate the
presence ol a respective one of the authentication scheme,
the address of the AP MLD, or the BSSID of the AP MLD
in the MLD common element, and a second logic state of
cach bit in the bitmap may indicate an absence of the
respective one of the authentication scheme, the address of
the AP MLD, or the BSSID of the AP MLD from the MLD

common element. In some other instances, an absence of a
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particular attribute 1n the MLD common element may indi-
cate that the particular attribute of the corresponding sec-
ondary AP 1s the same as the particular attribute of the first
AP (and therefore may be “inherited” from the first AP).

In some other implementations, the second portion may
include a multi-link attribute element. In some instances, the
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
of capabilities or operating parameters for a respective AP of
the one or more secondary APs.

In some implementations, the frame may also include an
indication of whether the AP MLD supports simultaneous
transmit-and-receive (STR) operations across multiple links
of the first communication link and the one or more sec-
ondary communication links. In some instances, the frame
may also include an indication of whether the AP MLD 1s an
STR device or a non-STR device. In addition, or in the
alternative, the frame may also include a first identifier (ID)
field carrying a first identifier that uniquely 1dentifies one or
both of the AP MLD with which the first AP 1s associated or
a respective secondary AP of the one or more secondary
APs. In some 1nstances, the frame may also include one or
more second ID fields, each field of the one or more second
ID fields carrying at least one of a link identifier that
identifies a respective secondary AP of the one or more
secondary APs or an MLD identifier that identifies the first
AP MLD. Each link i1dentifier of the first link identifier and
the one or more second link 1dentifier may associate one or
more traflic identifiers (T1Ds) with a respective communi-
cation link of the first communication link and the one or
more secondary communication links for a block acknowl-

edgement (BA) session between the AP MLD and the STA
MLD.

In some implementations, the frame may also include an
indication of critical updates corresponding to one or more
of the first communication link and the one or more sec-
ondary communication links. In some instances, at least one
critical update corresponds to the one or more secondary
communication links but not the first communication link. In
some other instances, at least one critical update corresponds
to the first communication link and to at least one of the one
or more secondary communication links. In some other
implementations, the critical updates include a change 1n
operating channels or a change 1n basic service set (BSS)
parameters for at least one communication link of the first
communication link or the one or more secondary commu-
nication links. In some 1nstances, the critical updates may be
carried in the per-link profile (either as an element or as a
subelement within the multiple link attribute element). In
addition, or in the alternative, there may be a bit to indicate
when the reported link 1s 1n silent mode (such as when no
transmissions are permitted on the link).

FIG. 13B shows a flowchart illustrating an example
process 1310 for wireless communication according to some
implementations. The process 1310 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1310 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively. For the example of FIG. 13B, the process 1310 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some mmplementations, the process 1310 1s per-
formed after transmitting the frame 1n block 1304 of FIG.




US 11,228,963 B2

41

13A. Atblock 1312, the AP MLD receives a multi-link (ML)
association request or a ML probe request from a wireless
station (STA) of a STA MLD based on the transmaitted frame.
At block 1314, the first AP transmits one or both of asso-
ciation information or discovery information for the first AP
and the one or more secondary APs of the AP MLD based
on the request.

FIG. 13C shows a flowchart illustrating an example
process 1320 for wireless communication according to some
implementations. The process 1320 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1320 may
be performed by a wireless communication device operating,
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively. For the example of FIG. 13C, the process 1320 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some implementations, the process 1320 15 per-

formed after transmitting the association information 1in
block 1314 of FIG. 13B. At block 1322, the AP MLD

associates with the STA MLD on the first communication
link. At block 1324, the AP MLD communicates with the
STA MLD on one or more of the first communication link
or the one or more secondary communication links based on
the association.

FIG. 13D shows a flowchart illustrating an example
process 1330 for wireless communication according to some
implementations. The process 1330 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1330 may
be performed by a wireless communication device operating,
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively. For the example of FIG. 13D, the process 1330 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some mmplementations, the process 1330 1s per-
tormed after associating the STA MLD with the AP MLD 1n
block 1324 of FIG. 13C. At block 1332, the AP MLD
establishes a common security context between a first
medium access control service access point (MAC-SAP)

endpoint of the AP MLD and a second MAC-SAP endpoint
of the STA MLD, wherein each of the first and second
MAC-SAP endpoints 1s used to communicate over the first
communication link and the one or more secondary com-
munication links.

FIG. 13E shows a flowchart illustrating an example
process 1340 for wireless communication according to some
implementations. The process 1340 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1340 may
be performed by a wireless communication device operating,
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively. For the example of FIG. 13E, the process 1340 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some mmplementations, the process 1340 1s per-
formed after transmitting the association information in
block 1314 of FIG. 13B. At block 1342, the AP MLD

establishes a block acknowledgement (BA) session with the
STA MLD, the BA session based on an athliation of at least
one traflic identifier (TID) with a first group of communi-
cation links that includes one or more of the first commu-
nication link or the one or more secondary communication

links.
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FIG. 13F shows a flowchart illustrating an example pro-
cess 1350 for wireless communication according to some
implementations. The process 1350 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1350 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively. For the example of FIG. 13F, the process 1350 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some mmplementations, the process 1350 1s per-
formed after establishing the BA session 1n block 1342 of
FIG. 13E. At block 1352, the AP MLD dynamically reat-
filiates the at least one TID with a second group of com-
munication links that includes one or more of the first
communication link or the one or more secondary commu-
nication links, the first group ol communication links dif-
ferent than the second group of communication links. At
block 1354, the AP MLD transmits an Add Block Acknowl-
edgment (ADDBA) frame including a field carrying an
indication of the reafhiliation.

FIG. 13G shows a flowchart illustrating an example
process 1360 for wireless communication according to some
implementations. The process 1360 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some 1implementations, the process 1360 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively. For the example of FIG. 13G, the process 1360 1s
performed by the AP MLD discussed with reference to FIG.
13A. In some implementations, the process 1360 i1s per-
formed after transmitting the frame 1n block 1304 of FIG.
13A. At block 1362, the AP MLD receives a directed probe
request on the first communication link from the STA MLD,
the directed probe request requesting one or more of dis-

covery iformation, operating parameters, capabilities, or an
operating class for each AP of the AP MLD. At block 1364,

the AP MLD transmits the frame as a multi-link (ML) probe
response Irame based on receiving the directed probe
request from the STA MLD. In some implementations, the
directed probe request may indicate one or more of capa-
bilities, operating parameters, an operating class, or 1denti-
fication information of each STA of the STA MLD.

FIG. 14A shows a flowchart illustrating an example
process 1400 for wireless communication according to some
other implementations. The process 1400 may be performed
by a first wireless communication device such as the wire-
less communication device 500 described above with refer-
ence to FIG. 5. In some implementations, the process 1400
may be performed by a wireless communication device
operating as or within a STA, such as one of the STAs 104
and 604 described above with reference to FIGS. 1 and 6B,
respectively. For the example of FIG. 14 A, the process 1400
1s performed by a wireless station (STA) multi-link device
(MLD) to associate with an AP MLD that includes a first AP
and one or more secondary APs. The first AP 1s associated
with a first communication link of the AP MLD, and each of
the one or more secondary APs 1s associated with a respec-
tive secondary communication link of the one or more
secondary communication links.

At block 1402, the STA MLD receirves a frame from a first
AP of the AP MLD, the frame including an advertising
information element, a first portion, and a second portion.
The advertising information element carries discovery infor-
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mation for the first AP of the AP MLD, the first portion
carries discovery information for each secondary AP of the
one or more secondary APs of the AP MLD, and the second
portion carries common attributes of the one or more sec-
ondary APs of the AP MLD. In some implementations, the
frame may be one of a beacon frame, a probe response
frame, an association response Irame, or a reassociation
response {rame.

In some 1mplementations, the first portion may include
one or more per-link profile subelements, and each per-link
profile subelement may indicate the discovery information
for a corresponding secondary AP of the one or more
secondary APs (or their respective secondary communica-
tion links). In some 1instances, the discovery information
may include one or more of an operating class of a corre-
sponding secondary AP, a wireless channel of the corre-
sponding secondary AP, or a basic service set identifier
(BSSID) of the corresponding AP. In some instances, the
frame may also include a field carrying an indication
whether each of the per-link profile subelements carries all
of the discovery information for the corresponding second-
ary AP or only a portion of the discovery information for the
corresponding secondary AP.

Each of the per-link profile subelements may also include
at least one of capability information or operating parameter
information of a corresponding secondary AP of the one or
more secondary APs. The capability information may indi-
cate one or more of HT capabilities, VHT capabilities, HE
capabilities, HE 6 GHz Band capabilities, or EHT capabili-
ties. The operating parameter information may indicate one
or more of HT operation parameters, VHT operation param-
cters, HE operation parameters, EHT operation parameters,
EDCA parameters, MU EDCA parameters, UORA param-
cters, I'W'1 parameters, FILS parameters, or SR parameters.

In some other implementations, the first portion may
include a reduced neighbor report (RNR) element. The RNR
clement may indicate one or more of a transmit power level,
a critical update, or an applicable amendment to the IEEE
802.11 family of standards for each AP of the first AP and
the one or more secondary APs. In some 1nstances, the RNR
clement may include one or more neighbor AP information
fields, each field of the one or more neighbor AP information
fields including a umique link 1dentifier (ID) that 1dentifies a
corresponding communication link of the first communica-
tion link or the one or more secondary communication links
associated with a respective AP of the first AP or the one or
more secondary APs.

In some implementations, the second portion may include
an MLD common element or field that indicates one or more
common attributes shared by the one or more secondary APs
(or their respective secondary communication links). The
one or more common attributes indicated in the MLD
common element may include at least one of an authenti-
cation scheme, an address of the AP MLD, or a basic service
set 1dentifier (BSSID) of the AP MLD. In some instances,
the frame may also include a bitmap indicating a presence or
absence of each of the one or more common attributes
indicated in the MLD common element. For example, a first
logic state of each bit in the bitmap may indicate the
presence ol a respective one of the authentication scheme,
the address of the AP MLD, or the BSSID of the AP MLD
in the MLD common element, and a second logic state of
cach bit in the bitmap may indicate an absence of the
respective one of the authentication scheme, the address of
the AP MLD, or the BSSID of the AP MLD from the MLD
common element. In some other instances, an absence of a
particular attribute in the MLD common element may 1ndi-
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cate that the particular attribute of the corresponding sec-
ondary AP 1s the same as the particular attribute of the first
AP (and therefore may be “inherited” from the first AP).

In some other implementations, the second portion may
include a multi-link attribute element. In some instances, the
multi-link attribute element may include one or more per-
link profile subelements, each per-link profile subelement of
the one or more per-link profile subelements including a
corresponding one of the unique link IDs and one or more
of capabilities or operating parameters for a respective AP of
the one or more secondary APs.

In some implementations, the frame may also include an
indication of whether the AP MLD supports simultaneous
transmit-and-receive (STR) operations across multiple links
of the first communication link and the one or more sec-
ondary communication links. In some instances, the frame
may also include an indication of whether the AP MLD 1s an
STR device or a non-STR device. In addition, or in the
alternative, the frame may also include a first identifier (ID)
field carrying a first identifier that uniquely 1dentifies one or
both of the AP MLD with which the first AP 1s associated or
a respective secondary AP of the one or more secondary
APs. In some 1nstances, the frame may also include one or
more second ID fields, each field of the one or more second
ID fields carrying at least one of a link identifier that
identifies a respective secondary AP of the one or more
secondary APs or an MLD identifier that identifies the first
AP MLD. Each link i1dentifier of the first link identifier and
the one or more second link 1dentifier may associate one or
more traflic identifiers (T1Ds) with a respective communi-
cation link of the first communication link and the one or

more secondary communication links for a block acknowl-
edgement (BA) session between the AP MLD and the STA

MLD.

In some implementations, the frame may also include an
indication of critical updates corresponding to one or more
of the first communication link and the one or more sec-
ondary communication links. In some instances, at least one
critical update corresponds to the one or more secondary
communication links but not the first communication link. In
some other instances, at least one critical update corresponds
to the first communication link and to at least one of the one
or more secondary communication links. In some other
implementations, the critical updates include a change 1n
operating channels or a change 1n basic service set (BSS)
parameters for at least one communication link of the first
communication link or the one or more secondary commu-
nication links. In some 1nstances, the critical updates may be
carried in the per-link profile (either as an element or as a
subelement within the multiple link attribute element). In
addition, or 1n the alternative, there may be a bit to indicate
when the reported link 1s 1n silent mode (such as when no
transmissions are permitted on the link).

FIG. 14B shows a flowchart illustrating an example
process 1410 for wireless communication according to some
implementations. The process 1410 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1410 may
be performed by a wireless communication device operating
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14B, the process 1410 1s
performed by the STA MLD of FIG. 14A. In some imple-
mentations, the process 1410 1s performed after receiving,
the frame 1n block 1402 of FIG. 14A. At block 1412, the
STA MLD transmits a multi-link (ML) association request




US 11,228,963 B2

45

or a ML probe request to the AP MLD, the ML association
request 1ndicating one or more of capabilities, operating
parameters, an operating class, or identification information
of each STA of the STA MLD. At block 1414, the STA MLD
receives one or both of association information or discovery
information for the first AP and the one or more secondary
APs of the AP MLD based on the ML association request.

FIG. 14C shows a flowchart illustrating an example
process 1420 for wireless communication according to some
implementations. The process 1420 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1420 may
be performed by a wireless communication device operating,
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14C, the process 1420 1s
performed by the STA MLD of FIG. 14A. In some 1mple-
mentations, the process 1420 1s performed after receiving
the association information 1n block 1414 of FIG. 14B. At
block 1422, the STA MLD associates with the AP MLD
based at least in part on the request. At block 1424, the STA
MLD communicates with the AP MLD on one or more of the
first communication link or the one or more secondary
communication links based on the association.

FIG. 14D shows a flowchart illustrating an example
process 1430 for wireless communication according to some
implementations. The process 1430 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1430 may
be performed by a wireless communication device operating,
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14D, the process 1430 1s
performed by the STA MLD of FIG. 14A. In some 1mple-
mentations, the process 1430 1s performed after associating,
the STA MLD with the AP MLD in block 1424 of FIG. 14C.
At block 1432, the STA MLD establishes a common security
context between a first medium access control service access
point (MAC-SAP) endpoint of the AP MLD and a second
MAC-SAP endpoint of the STA MLD, wherein each of the
first and second MAC-SAP endpoints 1s used to communi-
cate over the first communication link and the one or more
secondary communication links.

FIG. 14E shows a flowchart illustrating an example
process 1440 for wireless communication according to some

implementations. The process 1440 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1440 may
be performed by a wireless communication device operating,
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14E, the process 1440 1s
performed by the STA MLD of FIG. 14A. In some imple-
mentations, the process 1440 1s performed after transmitting
the association information in block 1414 of FIG. 14B. At
block 1442, the STA MLD establishes a block acknowl-
edgement (BA) session with the AP MLD, the BA session
based on an afliliation of at least one traflic identifier (TID)
with a first group of commumnication links that includes one
or more of the first communication link or the one or more
secondary communication links.

FIG. 14F shows a flowchart illustrating an example pro-
cess 1450 for wireless communication according to some
implementations. The process 1450 may be performed by a
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first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1450 may
be performed by a wireless communication device operating
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14F, the process 1450 1s
performed by the STA MLD of FIG. 14A. In some imple-
mentations, the process 1450 1s performed after establishing
the BA session 1n block 1442 of FIG. 14E. At block 1452,
the STA MLD dynamically reafliliates the at least one TID
with a second group of communication links that includes
one or more of the first communication link or the one or
more secondary communication links, the first group of
communication links different than the second group of
communication links. At block 1454, the STA MLD trans-
mits an ADDBA frame including a field carrying an indi-
cation of the reafhiliation.

FIG. 14G shows a flowchart illustrating an example
process 1460 for wireless communication according to some
implementations. The process 1460 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1460 may
be performed by a wireless communication device operating
as or within a STA, such as one of the STAs 104 and 604
described above with reference to FIGS. 1 and 6B, respec-
tively. For the example of FIG. 14E, the process 1460 1s
performed by the STA MLD of FIG. 14A. In some 1mple-
mentations, the process 1460 1s performed after transmitting
the frame 1n block 1404 of FIG. 14A. At block 1462, the
STA MLD transmits a directed probe request to the first AP
of the AP MLD, the directed probe request requesting one or
more ol discovery information, operating parameters, capa-
bilities, or an operating class for each AP of the AP MLD.
At block 1464, the STA MLD receives the frame based at
least in part on transmaission of the directed probe request to
the first AP of the AP MLD. In some implementations, the
directed probe request may indicate one or more of capa-
bilities, operating parameters, an operating class, or identi-
fication information of each STA of the STA MLD.

FIG. 15 shows a sequence diagram depicting an example
multi-link (ML) communication 1500 according to some
implementations. In the example of FIG. 15, the ML com-
munication 1500 may be performed between a first wireless
communication device 1502 and a second wireless commu-
nication device 1504. In some implementations, the first
device 1502 may be one of the APs 102 and 602 described
above with reference to FIGS. 1 and 6A, respectively, and
may be a first AP of an AP MLD associated with a first
communication link of the AP MLD. Although not shown
for simplicity, the AP MLD includes one or more secondary
APs associated with one or more respective secondary
communication links of the AP MLD. The second device
1504 may be one of the STAs 104 and 604 described above
with reference to FIGS. 1 and 6B, respectively, and may be
part of a STA MLD.

The first device 1502 generates a frame 1including discov-
ery 1nformation for the first communication link, one or
more per-link profile elements each indicating discovery
information for a corresponding secondary communication
link, and an MLD common e¢lement indicating common
attributes of the one or more secondary communication
links. The first device 1502 transmits the frame on the first
communication link to the second device 1504.

The second device 1504 receives the frame, and transmits
a ML association request to the first device 1502. The first
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device 1502 receives the ML association request, and trans-
mits association mnformation for the first communication link
and the one or more secondary communication links based
on the ML association request.

The first device 1502 associates the second device 1504
with the AP MLD based at least 1n part on the association
information, and thereafter communicates with the second
device 1504 on one or more of the first communication link
or the one or more secondary communication links based on
the association.

FIG. 16A shows an example frame 1600 usable for
communications between wireless communication devices.
The frame 1600 may be one example of the frame in the
sequence diagram of FIG. 15. In some implementations, the
frame 1600 may be a beacon frame. In some other imple-
mentations, frame 1600 may be a probe response or an
association response. The frame 1600 1s shown to include a
discovery element 1602, a MLD common information ele-
ment 1604, and one or more per-link profile elements
1606(1)-1606(2). In some implementations, the per-link
profile elements 1606(1)-1606(72) may be organized as sub-
clements. In some other implementations, the per-link pro-
file elements 1606(1)-1606(72) and the MLD common ele-
ment 1604 may be subelements contained within a multiple
link attribute element.

Although not shown for simplicity, the frame 1600 may
also mclude a link attribute element including at least a
portion of the discovery information for the first communi-
cation link. The link attribute element may carry a link ID
field indicating a unique identifier for the first communica-
tion link. In some implementations, the unique 1dentifier 1s
configured to identify the first commumnication link for a
particular traflic identifier (T1ID) during block acknowledge-
ment (BA) setup.

The advertising element 1602 may carry discovery infor-
mation for the first communication link of an AP MLD (such
as the first device 1502 of FIG. 15). The MLD common
information element 1604 may carry common attributes of
the one or more secondary communication links. In some
implementations, the common attributes indicated i the
MLD common element 1604 may include at least one of an
authentication scheme, an address of the AP MLD, or a basic

service set 1dentifier (BSSID) of the AP MLD.

Each of the per-link profile elements 1606(1)-1606(1)
may indicate discovery information for a corresponding
secondary communication link of the AP MLD. In some
implementations, the discovery information contained 1in
cach ol the per-link profile elements 1606(1)-1606(7)
includes one or more of an operating class of the corre-
sponding secondary communication link, a wireless channel
of the corresponding secondary communication link, or a
basic service set identifier (BSSID) of the corresponding
secondary communication link. In some instances, at least
one per-link profile element 1606 includes only a portion of
the discovery information for the corresponding secondary
communication link. In some other instances, at least one
per-link profile element 1606 includes an indication of
whether the at least one per-link profile element carries all
of the discovery information for the corresponding second-
ary communication link or a portion of the discovery infor-
mation for the corresponding secondary communication
link.

In some implementations, each per-link profile element
1606 further includes one or more capabilities of a corre-
sponding secondary AP of the one or more secondary APs of
the AP MLD. The one or more capabilities may include at
least one of high-throughput (HT) capabilities, very high-
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throughput (VHT) capabilities, high ethiciency (HE) capa-
bilities, HE 6 GHz Band capabilities, or extremely high-
throughput (EHT) capabilities.

In some implementations, each per-link profile element
1606 further includes one or more operating parameters of
a corresponding secondary AP of the one or more secondary
APs of the AP MLD. The one or more operating parameters
may include at least one of high-throughput (HT) operation,
very high-throughput (VHT) operation, high efliciency (HE)
operation, or extremely high-throughput (EHT) operation,
enhanced distributed channel access (EDCA) parameters,
multi-user (MU) EDCA parameters, uplink (UL) orthogonal
frequency division multiple access (OFDMA) random
access (UORA) parameters, target wait time (TWT) param-
cters, fast mitial link setup (FILS) parameters, or spatial
reuse (SR) parameters.

The frame 1600 may also include a first identifier (I1D)
field carrying a first identifier that uniquely 1dentifies one or
both of the AP MLD with which the first AP 1s associated or
a respective secondary AP of the one or more secondary
APs. The frame 1600 may also include one or more second
ID fields, each field of the one or more second ID fields
carrying at least one of a link identifier that identifies a
respective secondary AP of the one or more secondary APs
or an MLD identifier that identifies the first AP MLD. In
some 1nstances, each link identifier of the first link identifier
and the one or more second link 1dentifier associates one or
more trailic identifiers (TIDs) with a respective communi-
cation link of the first communication link and the one or
more secondary communication links for a block acknowl-

edgement (BA) session between the AP MLD and the STA
MLD.

FIG. 16B shows another example frame 1610 usable for
communications between wireless communication devices.
The frame 1610 may be one example of the frame 1n the
sequence diagram of FIG. 15. In some implementations, the
frame 1610 may be a beacon frame. In some other 1mple-
mentations, frame 1610 may be a probe response or an
association response. The frame 1610 1s similar to the frame
1600 of FIG. 16A, and also includes a bitmap 1612 that may
indicate a presence or absence of each of the one or more
common attributes indicated 1in the MLD common element
1604. In some implementations, an absence of a particular
common attribute from the MLD common element 1604
indicates that the particular common attribute 1s also com-
mon to the first communication link.

In some 1mplementations, each bit of the bitmap 1612
indicates a presence or absence of the authentication
scheme, the address of the AP MLD, and the BSSID of the
AP MLD, respectively, in the MLD common element 1604.
In some 1nstances, a first logic state of a respective bit 1n the
bitmap 1612 indicates the presence of one of the authenti-

cation scheme, the address of the AP MLD, or the BSSID of
the AP MLD in the MLD common element 1604, and a
second logic state of the respective bit in the bitmap 1612
indicates an absence of the one of the authentication scheme,
the address of the AP MLD, or the BSSID of the AP MLD
from the MLD common element 1604.

The frame 1610 may also include a first identifier (I1D)
field carrying a first identifier that uniquely 1dentifies one or
both of the AP MLD with which the first AP 1s associated or
a respective secondary AP of the one or more secondary
APs. The frame 1610 may also include one or more second
ID fields, each field of the one or more second ID fields
carrying at least one of a link identifier that identifies a
respective secondary AP of the one or more secondary APs

or an MLD identifier that identifies the first AP MLD. In
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some 1nstances, each link identifier of the first link 1dentifier
and the one or more second link identifier associates one or
more traflic identifiers (TIDs) with a respective communi-
cation link of the first communication link and the one or
more secondary communication links for a block acknowl-

edgement (BA) session between the AP MLD and the STA
MLD.

FIG. 17 shows an example multiple link attribute element
1700 usable for communications between wireless commu-
nication devices. In some implementations, the multiple link
attribute element 1700 may be used to carry the MLD

common e¢lement 1604 and the one or more per-link profile
clements 1606(1)-1606(72) described with reference to FIGS.
16A and 16B.

FIG. 18 shows another example frame 1800 usable for
communications between wireless communication devices.
As shown, the frame 1800 may include a reduced neighbor
report (RNR) 1810 and a multiple link attribute element
1820. In some implementations, the RNR element 1810
included one or more neighbor AP information fields, each
ficld of the one or more neighbor AP information fields
including a unique link ID and one or more of an operating
class, a channel number, a basic service set i1dentifier
(BSSID), or basic service set (BSS) parameters for a respec-
tive AP of the one or more secondary APs.

The multiple link attribute element 1820 may include one
or more per-link profile elements, where each per-link
profile element may include a corresponding unique link 1D
and one or more of capabilities or operating parameters for
a respective AP of the one or more secondary APs. The
capabilities may include at least one of high-throughput
(HT) capabilities, very high-throughput (VHT) capabilities,
high efliciency (HE) capabilities, or extremely high-
throughput (EHT) capabilities. In some 1nstances, the oper-
ating parameters may include at least one of an operating
class, a wireless channel, or a BSSID. In some other
instances, the operating parameters may include at least one
of high-throughput (HT) operation, very high-throughput
(VHT) operation, high efliciency (HE) operation, extremely
high-throughput (EHT) operation, enhanced distributed
channel access (EDCA) parameters, multi-user ((MU) EDCA
parameters, uplink (UL) orthogonal frequency division mul-
tiple access (OFDMA) random access (UORA) parameters,
target wait time (TW'T) parameters, fast mitial link setup
(FILS) parameters, or spatial reuse (SR) parameters.

In some i1mplementations, the link IDs carried i the
neighbor AP information fields 1812(1)-1812(72) are the
same as the link IDs carried in the per-link profile subele-
ments 1822(1)-1822(n), respectively. That 1s, the link ID
carried 1n the first neighbor AP information field 1812(1) 1s
the same as the link ID carried in the first per-link profile
subelement 1822(1), the link ID carried in the second
neighbor AP information field 1812(2) 1s the same as the link
ID carried 1n the second per-link profile subelement 1822(2),
and the link ID carried in the n” neighbor AP information
field 1812(») is the same as the link ID carried in the n™
per-link profile subelement 1822(72). In this way, information
carried 1n the information fields 1812(1)-1812(») may be
mapped to information carried in the respective per-link
profile subelements 1822(1)-1822(n).

In some 1mplementations, the multiple link attribute ele-
ment 1820 may include an indication 1830 of whether the
transmitting device supports simultaneous transmit-and-re-
ceive (STR) operations across multiple links of the first
communication link and the one or more secondary com-
munication links. In some instances, the STR indication
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1830 may indicate whether the transmitting device 1s an
STR device or a non-STR device.

In some 1implementations, the multiple link attribute ele-
ment 1820 may 1include an indication 1840 of critical
updates corresponding to at least one of the first communi-
cation link and the one or more secondary communication
links. In some 1nstances, the critical updates may include a
change in operating channels or a change 1n basic service set
(BSS) parameters for at least one communication link of the
first communication link and the one or more secondary
communication links.

In some implementations, the RNR eclement 1810 1s
extended to include a Link ID field that stores one or more
unmique link IDs that may be used to map the AP entries in
the RNR element 1810 with corresponding per-link profile
clements 1n the multiple link attribute element 1820. In such
implementations, the multiple link attribute element 1820
also includes a Link ID field that stores the one or more
unmique link IDs.

FIG. 19A shows a flowchart illustrating an example
process 1900 for wireless communication according to some
implementations. The process 1900 may be performed by a
first wireless communication device such as the wireless
communication device 300 described above with reference
to FIG. 5. In some implementations, the process 1900 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6A, respec-
tively. For the example of FIG. 19A, the process 1900 1s
performed by an AP MLD that includes a first AP and one
or more secondary APs. The first AP 1s associated with a first
communication link of the AP MLD, and each of the one or
more secondary APs 1s associated with a respective second-
ary communication link of the one or more secondary
communication links of the AP MLD. The first AP also
includes one or more virtual APs, and the first AP and the
one or more virtual APs of the first AP belong to a first
multiple basic service set 1dentifier (BSSID) set associated
with the first communication link.

At block 1902, the first AP of the AP MLD generates a
frame 1ncluding a first element and a second element. The
first element carries discovery information for the first AP
and the one or more virtual APs belonging to the first
multiple BSSID set, and the second element carries discov-
ery mnformation for the one or more secondary APs of the
first AP MLD associated with the one or more respective
secondary communication links of the first AP MLD. At
block 1904, the AP MLD transmits the frame on the first
communication link. The frame may be one of a beacon
frame, a probe response Irame, an association response
frame, or a reassociation response Irame. In some i1mple-
mentations, each secondary AP of the one or more secondary
APs belongs to a respective secondary multiple BSSID set
ol one or more secondary multiple BSSID sets.

In some implementations, the frame further may include
an 1dentifier (ID) field carrving a first identifier that uniquely
identifies one or both of the AP MLD with which the first AP
1s associated or a respective secondary AP of the one or more
secondary APs that 1s afhliated with the first AP MLD. The
frame may also 1nclude one or more second 1D fields, each
field of the one or more second ID fields carrying a corre-
sponding second 1dentifier that uniquely identifies one or
both of a second AP MLD of one or more second AP MLDs
with which a respective virtual AP of the one or more virtual
APs 1s afliliated, or a secondary AP of the one or more
secondary APs that 1s athliated with the second AP MLD. In
some 1nstances, the first identifier may include one or more
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of a first link identifier that identifies the secondary AP
athliated with the first AP MLD, or a first MLD i1dentifier
that 1dentifies the first AP MLD, and each i1dentifier of the
one or more second 1dentifiers may include one or more of
a second link i1dentifier that identifies the secondary AP that
1s athliated with the second AP MLD, or a second MLD
identifier that 1dentifies the second AP MLD.

In some 1implementations, the first AP 1s associated with
a transmitted BSSID (Tx BSSID), and each virtual AP of the
one or more virtual APs 1s associated with a corresponding
non-transmitted BSSID (non-Tx BSSID) of one or more
non-1x BSSIDs. In some 1nstances, the first element com-
prises a multiple BSSID element including one or more
non-1Tx BSSID profiles, each profile of the one or more

Tx BSSID profiles including an identifier (ID) field

non-1
carrying an identifier that umquely 1dentifies one or both of
a respective AP of the first AP and the one or more virtual
APs or a respective AP MLD of the first AP MLD and one
or more second AP MLDs.

In some implementations, the second element may
include a multi-link attribute element including one or more
per-link profile subelements, each per-link profile subele-
ment of the one or more per-link profile subelements car-
rying the discovery information for a corresponding second-
ary AP of the one or more secondary APs of the first AP
MLD and carrying an identifier (ID) field carrying an
identifier that uniquely 1dentifies a corresponding secondary
communication link of the one or more secondary commu-
nication links. In some instances, each per-link profile
subelement carries operating parameters ol the correspond-
ing secondary AP of the first AP MLD, the operating
parameters indicating at least one of a high-throughput (HT)
operation, very high-throughput (VHT) operation, high eth-
ciency (HE) operation, extremely high-throughput (EHT)
operation, enhanced distributed channel access (EDCA)
parameters, multi-user (MU) EDCA parameters, uplink
(UL) orthogonal {frequency division multiple access
(OFDMA) random access (UORA) parameters, target wait
time (TW'T) parameters, fast initial link setup (FILS) param-
eters, or spatial reuse (SR) parameters. Each per-link profile
subelement may also carry capability information of the
corresponding secondary AP of the first AP MLD, the
capability information indicating at least one of high-
throughput (HT) capabilities, very high-throughput (VHT)
capabilities, high efliciency (HE) capabilities, high efli-
ciency (HE) 6 GHz Band Capabilities, or extremely high-
throughput (EHT) capabilities.

In some 1implementations, the multi-link attribute element
may also indicate operating parameters of a respective AP
and one or more corresponding virtual APs included 1n the
respective AP, the respective AP and the one or more
corresponding virtual APs belonging to a corresponding
secondary multiple BSSID set of the one or more secondary
multiple BSSID sets.

In some other implementations, the frame may also
include a reduced neighbor report (RNR) element carrying
one or more neighbor AP information fields, each field of the
one or more neighbor AP information fields carrying the
unique link ID of a corresponding secondary AP of the one
or more secondary APs of the first AP MLD. In some
instances, the frame may also mclude an MLD common
clement or field carrying common attributes shared by each
secondary AP of the one or more secondary APs of the AP
MLD, the RNR element further comprising a control field
indicating a presence or absence of one or more of the
common attributes 1n the MLD common element or field.
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FIG. 19B shows a flowchart illustrating an example
process 1910 for wireless communication according to some
implementations. The process 1910 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1910 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively. For the example of FIG. 19B, the process 1910 1s
performed by the AP MLD discussed with reference to FIG.
19A.

In some 1implementations, the process 1910 1s performed
after transmitting the frame 1n block 1904 of FIG. 19A. At
block 1912, the first AP receives a multi-link (ML) associa-
tion request or a ML probe request from a first wireless
station (STA) of a STA MLD. At block 1914, the first AP
transmits one or both of association information or discov-
ery information for the first AP and the one or more
secondary APs of the first AP MLD to the first STA of the
STA MLD based on the request. In some implementations,
the ML association or probe request includes a multi-link
attribute element carrying capability information of one or
more secondary STAs of the STA MLD.

FIG. 19C shows a flowchart illustrating an example
process 1920 for wireless communication according to some
implementations. The process 1920 may be performed by a
first wireless communication device such as the wireless
communication device 500 described above with reference
to FIG. 5. In some implementations, the process 1920 may
be performed by a wireless communication device operating
as or within an AP, such as one of the APs 102 and 602
described above with reference to FIGS. 1 and 6 A, respec-
tively. For the example of FIG. 19C, the process 1920 1s
performed by the AP MLD discussed with reference to FIG.
19A.

In some implementations, the process 1920 1s performed
alter transmitting one or both of the association information
or the discovery iformation in block 1914 of FIG. 19B. At
block 1922, the first AP associates the STA MLD with the
first AP MLD based at least in part on the request. At block
1924, the first AP communicates with the STA MLD on one
or more of the first communication link or the one or more
secondary communication links based on the association.

FIG. 20A shows a flowchart illustrating an example
process 2000 for wireless communication according to some
other implementations. The process 2000 may be performed
by a first wireless communication device such as the wire-
less communication device 500 described above with refer-
ence to FIG. 5. In some implementations, the process 2000
may be performed by a wireless commumnication device
operating as or within a STA, such as one of the STAs 104
and 604 described above with reference to FIGS. 1 and 6B,
respectively. For the example of FIG. 20A, the process 2000
1s performed by a STA MLD to associate with an AP MLD
that includes a first AP and one or more secondary APs. The
AP MLD includes a first AP and one or more secondary APs.
The first AP 1s associated with a first communication link of
the AP MLD, and each of the one or more secondary APs 1s
associated with a respective secondary communication link
of the one or more secondary communication links of the AP
MLD. The first AP also includes one or more virtual APs,
and the first AP and the one or more virtual APs of the ﬁrst
AP belong to a first multiple basic service set i1dentifier
(BSSID) set associated with the first communication link. At
block 2002, the STA MLD receives a frame from the AP

MLD, the frame including a first element carrying discovery
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information for the first AP and the one or more virtual APs
belonging to the first multiple BSSID set, and including a
second element carrying discovery mformation for the one
or more secondary APs of the first AP MLD.

In some 1mplementations, the frame further may include
an 1dentifier (ID) field carrying a first identifier that uniquely
identifies one or both of the AP MLD with which the first AP

1s associated or a respective secondary AP of the one or more
secondary APs that 1s afliliated with the first AP MLD. The
frame may also include one or more second ID fields, each
field of the one or more second 1D fields carrying a corre-
sponding second 1dentifier that uniquely identifies one or
both of a second AP MLD of one or more second AP MLDs
with which a respective virtual AP of the one or more virtual
APs 1s afliliated, or a secondary AP of the one or more
secondary APs that 1s afliliated with the second AP MLD. In
some 1nstances, the first identifier may include one or more
of a first link 1dentifier that identifies the secondary AP
afhliated with the first AP MLD, or a first MLD 1dentifier
that 1dentifies the first AP MLD, and each 1dentifier of the
one or more second identifiers may include one or more of
a second link identifier that identifies the secondary AP that
1s athliated with the second AP MLD, or a second MLD
identifier that identifies the second AP MLD.

In some 1mplementations, the first AP 1s associated with
a transmitted BSSID (Tx BSSID), and each virtual AP of the
one or more virtual APs 1s associated with a corresponding
non-transmitted BSSID (non-Tx BSSID) of one or more
non-1x BSSIDs. In some 1nstances, the first element com-
prises a multiple BSSID element including one or more
non-1x BSSID profiles, each profile of the one or more
non-1x BSSID profiles including an identifier (ID) field
carrying an identifier that umquely 1dentifies one or both of

a respective AP of the first AP and the one or more virtual
APs or a respective AP MLD of the first AP MLD and one

or more second AP MLDs.

In some implementations, the second eclement may
include a multi-link attribute element including one or more
per-link profile subelements, each per-link profile subele-
ment of the one or more per-link profile subelements car-
rying the discovery information for a corresponding second-
ary AP of the one or more secondary APs of the first AP
MLD and carrying an identifier (ID) field carrying an
identifier that uniquely 1dentifies a corresponding secondary
communication link of the one or more secondary commu-
nication links. In some instances, each per-link profile
subelement carries operating parameters ol the correspond-
ing secondary AP of the first AP MLD, the operating
parameters indicating at least one of a high-throughput (HT)
operation, very high-throughput (VHT) operation, high efth-
ciency (HE) operation, extremely high-throughput (EHT)
operation, enhanced distributed channel access (EDCA)
parameters, multi-user (MU) EDCA parameters, uplink
(UL) orthogonal {requency division multiple access
(OFDMA) random access (UORA) parameters, target wait
time (ITW'T) parameters, fast initial link setup (FILS) param-
eters, or spatial reuse (SR) parameters. Each per-link profile
subelement may also carry capability information of the
corresponding secondary AP of the first AP MLD, the
capability information indicating at least one of high-
throughput (HT) capabilities, very high-throughput (VHT)
capabilities, high efliciency (HE) capabilities, high efli-
ciency (HE) 6 GHz Band Capabilities, or extremely high-
throughput (EHT) capabilities.

In some 1implementations, the multi-link attribute element
may also indicate operating parameters of a respective AP
and one or more corresponding virtual APs included 1n the
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respective AP, the respective AP and the one or more
corresponding virtual APs belonging to a corresponding
secondary multiple BSSID set of the one or more secondary
multiple BSSID sets.

In some other implementations, the frame may also
include a reduced neighbor report (RNR) element carrying
one or more neighbor AP information fields, each field of the
one or more neighbor AP information fields carrying the
unmique link ID of a corresponding secondary AP of the one
or more secondary APs of the first AP MLD. In some
instances, the frame may also include an MLD common
clement or field carrying common attributes shared by each
secondary AP of the one or more secondary APs of the AP
MLD, the RNR element further comprising a control field
indicating a presence or absence ol one or more of the
common attributes 1n the MLD common element or field.

FIG. 20B shows a flowchart illustrating an example
process 2010 for wireless communication according to some
other implementations. The process 2010 may be performed
by a first wireless communication device such as the wire-
less communication device 300 described above with refer-
ence to FIG. 5. In some implementations, the process 2010
may be performed by a wireless communication device
operating as or within a STA, such as one of the STAs 104
and 604 described above with reference to FIGS. 1 and 6B,
respectively. For the example of FIG. 20B, the process 2010
1s performed by the STA MLD discussed with reference to
FIG. 20A. In some implementations, the process 2010 1is
performed after receiving the frame in block 2002 of FIG.
20A. At block 2012, the STA MLD transmits a ML asso-
ciation request or a ML probe request to the first AP MLD
on the first communication link. At block 2014, the STA
MLD receives one or both of association 111f0rmat1011 or
discovery mnformation for the first AP and the one or more
secondary APs of the first AP MLD based on the request. In
some 1mplementations, the ML association or probe request
includes a multi-link attribute element carrying capabaility
information of one or more secondary STAs of the STA
MLD.

FIG. 20C shows a flowchart illustrating an example
process 2020 for wireless communication according to some
other implementations. The process 2020 may be performed
by a first wireless communication device such as the wire-
less communication device 300 described above with refer-
ence to FIG. 5. In some implementations, the process 2020
may be performed by a wireless commumication device
operating as or within a STA, such as one of the STAs 104
and 604 described above with reference to FIGS. 1 and 6B,
respectively. For the example of FIG. 20C, the process 2020
1s performed by the STA MLD discussed with reference to
FIG. 20A. In some implementations, the process 2020 1is
performed after receiving one or both of the association
information or the discovery information 1n block 2014 of
FIG. 20B.

In some 1implementations, the process 2020 1s performed
alter transmitting the frame 1n block 2014 of FIG. 20B. At
block 2022, the STA MLD associates with the first AP MLD
based at least 1n part on the association information. At block
2024, the STA MLD communicates with the first AP MLD
on one or more of the first communication link or the one or
more secondary communication links based on the associa-
tion.

FIG. 21 shows a sequence diagram depicting an example
multi-link (ML) communication 2100 according to some
implementations. In the example of FIG. 21, the ML com-
munication 2100 may be performed between a first wireless
communication device 2102 and a second wireless commu-
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nication device 2104. In some implementations, the first
device 2102 may be one of the APs 102 and 602 described
above with reference to FIGS. 1 and 6A, respectively, and
may be a first AP of a first AP MLD associated with a first
communication link of the first AP MLD. Although not
shown for simplicity, the AP MLD includes one or more
secondary APs associated with one or more respective
secondary communication links of the first AP MLD, the
first AP belonging to a first multiple basic service set
identifier (BSSID) set associated with the first communica-
tion link and including one or more virtual APs correspond-
ing to one or more different BSSIDs. The second device
2104 may be one of the STAs 104 and 604 described above
with reference to FIGS. 1 and 6B, respectively, and may be
part of a STA MLD.

The first device 2102 generates a frame including discov-
ery information for the first AP and the one or more virtual
APs belonging to the first multiple BSSID set, and including
discovery information for the one or more secondary APs of

the first AP MLD associated with the one or more respective
secondary communication links of the first AP MLD. The
first device 2102 transmits the frame on the first communi-
cation link to the second device 2104.

The second device 2104 receives the frame, and transmits
a ML association request to the first device 2102. The first
device 2102 receives the ML association request, and trans-
mits association mnformation for the first communication link
and the one or more secondary communication links based
on the ML association request.

The first device 2102 associates the second device 2104
with the AP MLD based at least 1n part on the association
information, and thereafter communicates with the second
device 2104 on one or more of the first communication link
or the one or more secondary communication links based on
the association.

FIG. 22 shows an example frame 2200 usable for com-
munications between wireless communication devices. The
frame 2200 may be one example of the frame in the
sequence diagram of FIG. 21. In some implementations, the
frame 2200 may be a beacon frame. In some other imple-
mentations, frame 2200 may be a probe response or an
association response. The frame 2200 1s shown to include a
multiple BSSID element 2202 and a multiple link attribute
clement 2204.

The multiple BSSID element 2202 may 1nclude discovery
information for the first AP and the one or more virtual APs
belonging to the first multiple BSSID set. The discovery

information may include an operating class of the first
communication link, a wireless channel of the first commu-
nication link, and a basic service set identifier (BSSID) of
the first communication link. In some implementations, the
multiple BSSID element 2202 may also include capability
information of the first AP and the one or more virtual APs.
The capability information includes at least one of high-
throughput (HT) capabilities, very high-throughput (VHT)
capabilities, high efliciency (HE) capabilities, high efli-
ciency (HE) 6 GHz Band Capabilities, or extremely high-
throughput (EHT) capabilities.

In some mmplementations, the multiple BSSID element
2202 turther includes one or more operating parameters of
the first AP and the one or more virtual APs. The operating,
parameters icludes at least one of high-throughput (HT)
operation element, very high-throughput (VHT) operation
clement, high efliciency (HE) operation element, extremely
high-throughput (EHT) operation element, enhanced distrib-
uted channel access (EDCA) parameters, multi-user (MU)
EDCA parameters, uplink (UL) orthogonal frequency divi-
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sion multiple access (OFDMA) random access (UORA)
parameters, target wait time (I'WT) parameters, fast initial
link setup (FILS) parameters, or spatial reuse (SR) param-
eters.

The multiple link attribute element 2204 may include
discovery information for the one or more secondary APs of
the first AP MLD associated with the one or more respective
secondary communication links of the first AP MLD. In
some 1mplementations, the multiple BSSID element 2202
carries a link ID subelement indicating a unique identifier
for the first communication link. The discovery information
included in the multiple link attribute element 2204 may
include an operating class, a wireless channel, and a BSSID
of each multiple BSSID set of the one or more other multiple
BSSID sets. In some implementations, the multiple link
attribute element 2204 also includes capability information
of one or more APs belonging to each multiple BSSID set of
the one or more other multiple BSSID sets. The capabilities
may 1nclude at least one of high-throughput (HT) capabili-
ties, very high-throughput (VHT) capabilities, high efli-
ciency (HE) capabilities, or extremely high-throughput
(EHT) capabilities of the transmitting device.

In some implementations, the multiple link attribute ele-
ment 2204 also includes operating parameters of one or
more APs belonging to each multiple BSSID set of the one
or more other multiple BSSID sets. The operating param-
cters may include at least one of high-throughput (HT)
operation element, very high-throughput (VHT) operation
clement, high efliciency (HE) operation element, extremely
high-throughput (EHT) operation element, enhanced distrib-
uted channel access (EDCA) parameters, multi-user (MU)
EDCA parameters, uplink (UL) orthogonal frequency divi-
sion multiple access (OFDMA) random access (UORA)
parameters, target wait time (I'W') parameters, fast initial
link setup (FILS) parameters, or spatial reuse (SR) param-
eters.

The frame 2200 may also include a link ID field 2206. The
link ID field 2206 may carry a first identifier that uniquely
identifies one or both of the AP MLD with which the first AP
1s associated or a respective secondary AP of the one or more
secondary APs that 1s atliliated with the first AP MLD. In
some 1mplementations, the link ID field 2206 may also carry
one or more second ID fields, each field of the one or more
second ID fields carrying a corresponding second 1dentifier
that uniquely 1dentifies one or both of a second AP MLD of
one or more second AP MLDs with which a respective
virtual AP of the one or more virtual APs 1s athliated, or a
secondary AP of the one or more secondary APs that 1s
athliated with the second AP MLD. In some instances, the
first 1dentifier comprises one or more of a first link 1dentifier
that 1dentifies the secondary AP afliliated with the first AP
MLD, or a first MLD 1dentifier that identifies the first AP
MLD, and each i1dentifier of the one or more second iden-
tifiers comprises one or more of a second link 1dentifier that
identifies the secondary AP that 1s afliliated with the second
AP MLD, or a second MLD 1dentifier that identifies the
second AP MLD.

FIG. 23 shows an example multiple BSSID element 2300
usable for communications between wireless communica-
tion devices. The Multiple BSSID element 2300, which may
be used by an AP associated with the Tx BSSID to advertise
the presence of the multiple BSSID set, includes an element
ID field 2302, a length field 2304, a MaxBSSID Indicator
field 2306, and an optional Sub-elements field 2308. The
clement 1D field 2302 may store a value indicating the
clement type (such as a Multiple BSSID element). The
length field 2304 may store a value indicating a length of the
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Multiple BSSID element 2300. The MaxBSSID Indicator
fiecld 2306 may store a value indicating the maximum
possible number of BSSIDs 1n the multiple BSSID set.

The optional Sub-clements field 2308 may store zero or
more additional sub-elements. For the example of FIG. 23,
the Sub-elements field 2308 1s shown to include a non-Tx
BSSID profile 2310. The non-Tx BSSID profile 2310 may
contain a list of elements for one or more APs (or virtual
APs) associated with the non-Tx BSSIDs. In some 1mple-
mentations, the non-Tx BSSID profile 2310 may include. In
some other implementations, the non-Tx BSSID profile
2310 may also include a non-Tx BSSID capabilities ele-
ment, an SSID and BSSID-index element, and an FMS
descriptor element (not shown for simplicity).

FIG. 24 shows an example multi-link attribute element
2400 usable for communications between wireless commus-
nication devices. In some implementations, the multiple link
attribute eclement 2400 may be used to carry the MLD
common element 2204 and the one or more per-link profile
clements 2206(1)-2206(7) described with reference to FIGS.
22A and 22B.

FIG. 25 shows another example frame 2500 usable for
communications between wireless communication devices.
The frame 2500 1s shown to include a reduced neighbor
report (RNR) 2510, a multiple link attribute element 2520,
and a multiple BSSID element 2530. In some implementa-
tions, the RNR element 2510 includes one or more neighbor
AP information fields, each field of the one or more neighbor
AP information fields including a unique link ID and one or
more of an operating class of the first communication link,
a wireless channel of the first communication link, and a
basic service set identifier (BSSID) of the first communica-
tion link. In some implementations, the RNR element 2510
includes capability information of the first AP and the one or
more virtual APs. The capability information may include at
least one of high-throughput (HT) capabilities, very high-
throughput (VHT) capabilities, high efliciency (HE) capa-
bilities, high efliciency (HE) 6 GHz Band Capabilities, or
extremely high-throughput (EHT) capabilities.

In some implementations, the RNR element 2510 also
includes one or more operating parameters of the first AP
and the one or more virtual APs. The one or more operating
parameters ncludes at least one of high-throughput (HT)
operation element, very high-throughput (VHT) operation
clement, high efliciency (HE) operation element, extremely
high-throughput (EHT) operation element, enhanced distrib-
uted channel access (EDCA) parameters, multi-user (MU)
EDCA parameters, uplink (UL) orthogonal frequency divi-
sion multiple access (OFDMA) random access (UORA)
parameters, target wait time (I'W') parameters, fast initial
link setup (FILS) parameters, or spatial reuse (SR) param-
eters.

The multiple link attribute element 2520 may include one
or more per-link profile elements, each per-link profile
clement of the one or more per-link profile elements 1nclud-
ing a corresponding unique link ID and capability informa-
tion of one or more APs belonging to each multiple BSSID
set of the one or more other multiple BSSID sets. The
multiple link attribute element 2520 may also include oper-
ating parameters ol one or more APs belonging to each
multiple BSSID set of the one or more other multiple BSSID
sets. The operating parameters include at least one of
high-throughput (HT) operation element, very high-
throughput (VHT) operation element, high efliciency (HE)
operation element, extremely high-throughput (EHT) opera-
tion element, enhanced distributed channel access (EDCA)

parameters, multi-user (MU) EDCA parameters, uplink
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(UL) orthogonal {requency division multiple access
(OFDMA) random access (UORA) parameters, target wait
time (T WT) parameters, fast initial link setup (FILS) param-
cters, or spatial reuse (SR) parameters.

In some implementations, the link IDs carried in the
neighbor AP information fields are the same as the link IDs
carried 1n respective per-link profile subelements of the
MLA element 2520, for example, so that information carried
in the neighbor AP information fields may be mapped to
information carried in the per-link profile subelements of the
MLA element. In some instances, the RNR element may
include a first identifier (ID) field carrying a first identifier
that uniquely i1dentifies one or both of the AP MLD with
which the first AP 1s associated or a respective secondary AP
ol the one or more secondary APs, and may include one or
more second ID fields, each field of the one or more second
ID fields carrying at least one of a link identifier that
identifies a respective secondary AP of the one or more
secondary APs or an MLD identifier that identifies the first
AP MLD. In some 1nstances, each link identifier of the first
link 1dentifier and the one or more second link identifier
associates one or more trailic identifiers (TIDs) with a
respective communication link of the first communication
link and the one or more secondary communication links for
a block acknowledgement (BA) session between the AP
MLD and the STA MLD.

The multiple link attribute element 2520 may also include
an idication 2530 of whether the transmitting device sup-
ports simultaneous transmit-and-receive (STR) operations
across multiple links of the first commumication link and the
one or more secondary communication links. In some
instances, the STR indication 2530 may indicate whether the
transmitting device 1s an STR device or a non-STR device.

In some 1implementations, the multiple link attribute ele-
ment 2520 may include an indication 2540 of critical
updates corresponding to at least one of the first communi-
cation link and the one or more secondary communication
links. In some 1nstances, the critical updates may include a
change 1n operating channels or a change 1n basic service set
(BSS) parameters for at least one communication link of the
first communication link and the one or more secondary
communication links.

In some 1mplementations, the RNR element 2510 1s
extended to include a Link ID field that stores one or more
unmique link IDs that may be used to map the AP entries in
the RNR element 2510 with corresponding per-link profile
clements 1n the multiple link attribute element 2520. In such
implementations, the multiple link attribute element 2520
also includes a Link ID field that stores the one or more
unique link IDs.

FIG. 26 shows an illustration depicting an example pro-
cess Tor associating various wireless communication devices
with an AP MLD.

As used herein, a phrase referring to “at least one of” or
“one or more of” a list of 1items refers to any combination of
those items, including single members. For example, “at
least one of: a, b, or ¢’ 1s mtended to cover the possibilities
of: a only, b only, ¢ only, a combination of a and b, a
combination of a and ¢, a combination of b and ¢, and a
combination of a and b and c.

The various 1llustrative components, logic, logical blocks,
modules, circuits, operations, and algorithm processes
described in connection with the implementations disclosed
herein may be implemented as electronic hardware, firm-
ware, software, or combinations of hardware, firmware, or
software, including the structures disclosed 1n this specifi-
cation and the structural equivalents thereof. The inter-
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changeability of hardware, firmware and software has been
described generally, 1n terms of functionality, and illustrated
in the various illustrative components, blocks, modules,
circuits and processes described above. Whether such func-
tionality 1s implemented in hardware, firmware or software
depends upon the particular application and design con-
straints 1mposed on the overall system.

Various modifications to the implementations described 1n
this disclosure may be readily apparent to persons having
ordinary skill in the art, and the generic principles defined
herein may be applied to other implementations without
departing from the spirit or scope of this disclosure. Thus,
the claims are not intended to be limited to the implemen-
tations shown herein, but are to be accorded the widest scope
consistent with this disclosure, the principles and the novel
teatures disclosed herein.

Additionally, various features that are described in this
specification 1n the context of separate implementations also
can be implemented in combination 1n a single implemen-
tation. Conversely, various features that are described 1n the
context of a single implementation also can be implemented
in multiple implementations separately or i any suitable
subcombination. As such, although {features may be
described above as acting 1n particular combinations, and
even 1mmtially claimed as such, one or more features from a
claimed combination can in some cases be excised from the
combination, and the claimed combination may be directed
to a subcombination or variation of a subcombination.

Similarly, while operations are depicted 1n the drawings 1n
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or 1n sequential order, or that all 1llustrated operations
be performed, to achieve desirable results. Further, the
drawings may schematically depict one more example pro-
cesses 1n the form of a flowchart or flow diagram. However,
other operations that are not depicted can be incorporated 1n
the example processes that are schematically 1llustrated. For
example, one or more additional operations can be per-
tormed before, after, simultaneously, or between any of the
illustrated operations. In some circumstances, multitasking
and parallel processing may be advantageous. Moreover, the
separation of various system components 1n the implemen-
tations described above should not be understood as requir-
ing such separation in all implementations, and 1t should be
understood that the described program components and
systems can generally be integrated together in a single
soltware product or packaged into multiple software prod-
ucts.

What 1s claimed 1s:
1. A method for wireless communication performed by an
access point (AP) multi-link device (MLD), comprising:
generating a frame by a first AP of the AP MLD associated
with a first communication link of the AP MLD, the AP
MLD fturther including one or more secondary APs
associated with one or more respective secondary com-
munication links of the AP MLD, the frame compris-
ing:
an advertising information element carrying discovery
information for the first AP of the AP MLD, the
discovery information including an operating class
of the first AP, a wireless channel of the first AP, and
a basic service set identifier (BSSID) of the first AP;
a first portion carrying discovery information for each
secondary AP of the one or more secondary APs of
the AP MLD, the discovery information including an
operating class of the respective secondary AP, a
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wireless channel of the respective secondary AP, and
a BSSID of the respective AP; and
a second portion carrying common attributes of the one
or more secondary APs of the AP MLD; and
transmitting the frame on the first commumication link.
2. The method of claim 1, further comprising:
recerving a multi-link (ML) association request or a ML
probe request from a wireless station (STA) of a STA
MLD based on the transmitted frame; and
transmitting one or both of association information or
discovery information for the first AP and the one or
more secondary APs of the AP MLD based on the ML
association request.
3. The method of claim 2, further comprising:
associating the STA MLD with the AP MLD based at least
in part on the request; and
commumnicating with the STA MLD on one or more of the
first communication link or the one or more secondary
communication links based on the association.
4. The method of claim 3, wherein the associating com-
Prises:
establishing a common security context between a first
medium access control service access pomnt (MAC-

SAP) endpoint of the AP MLD and a second MAC-
SAP endpoint of the STA MLD, wherein each of the
first and second MAC-SAP endpoints 1s used to com-
municate over the first communication link and the one
or more secondary communication links.

5. The method of claim 2, further comprising;:

establishing a block acknowledgement (BA) session with

the STA MLD, the BA session based on an atliliation of
at least one traflic 1dentifier (T1D) with a first group of
communication links that includes one or more of the
first communication link or the one or more secondary
communication links.

6. The method of claim 5, further comprising;:

dynamically reathliating the at least one TID with a

second group of communication links that includes one
or more of the first commumnication link or the one or
more secondary communication links, the first group of
communication links different than the second group of
communication links; and

transmitting an Add Block Acknowledgment (ADDBA)

frame including a field carryving an indication of the
reathiliation.
7. The method of claim 1, further comprising:
recerving, by the first AP of the AP MLD on the first
communication link, a directed probe request from a
wireless station (STA) of a STA MLD, the directed
probe request requesting one or more ol discovery
information, operating parameters, capabilities, or an
operating class for each AP of the AP MLD; and

transmitting the frame as a multi-link (ML) probe
response Irame based on receiving the directed probe
request from the STA MLD.

8. The method of claim 7, wherein the directed probe
request indicates one or more ol capabilities, operating
parameters, an operating class, or identification information
of each STA of the STA MLD.

9. The method of claam 1, wherein the frame further
comprises a first identifier (ID) field carrying a first identifier
that uniquely 1dentifies one or both of the AP MLD with
which the first AP 1s associated or a respective secondary AP
of the one or more secondary APs.

10. The method of claim 9, wherein the frame further
comprises one or more second ID fields, each field of the one
or more second ID fields carrying at least one of a link
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identifier that identifies a respective secondary AP of the one
or more secondary APs or an MLD 1dentifier that identifies
the first AP MLD.

11. The method of claim 10, wherein each link identifier
of the first link identifier and the one or more second link
identifier associates one or more trailic identifiers (TIDs)
with a respective communication link of the first commu-
nication link and the one or more secondary communication
links for a block acknowledgement (BA) session between
the AP MLD and the STA MLD.

12. The method of claim 1, wherein:

the first portion comprises one or more per-link profile

subelements, each per-link profile subelement indicat-
ing the discovery information for a corresponding
secondary AP of the one or more secondary APs
associated with a respective secondary communication
link of the one or more secondary communication
links; and

the second portion comprises an MLD common element

or field indicating the common attributes shared by
cach secondary AP of the one or more secondary APs.

13. The method of claim 12, wherein each per-link profile
subelement further includes at least one of capability infor-
mation or operating parameter information of a correspond-
ing secondary AP of the one or more secondary APs, the
capability information indicating one or more ol high-
throughput (HT) capabilities, very high-throughput (VHT)
capabilities, high efliciency (HE) capabilities, HE 6 GHz
Band capabilities, or extremely high-throughput (EHT)
capabilities, and the operating parameter imnformation indi-
cating one or more of HT operation parameters, VHT
operation parameters, HE operation parameters, EH'T opera-
tion parameters, enhanced distributed channel access
(EDCA) parameters, multi-user (MU) EDCA parameters,
uplink (UL) orthogonal frequency division multiple access
(OFDMA) random access (UORA) parameters, target wait
time (T W) parameters, fast initial link setup (FILS) param-
cters, or spatial reuse (SR) parameters.

14. The method of claim 13, wherein an absence of a
particular capability or operating parameter from a respec-
tive per-link profile subelement of the one or more per-link
profile subelements indicates that the particular capability or
operating parameter of the corresponding secondary AP of
the one or more secondary APs 1s the same as the particular
capability or operating parameter of the first AP.

15. The method of claim 13, wherein the frame further
includes a field carrying an indication whether each per-link
profile subelement of the one or more per-link profile
subelements carries all of the discovery information for the
corresponding secondary AP or only a portion of the dis-
covery information for the corresponding secondary AP.

16. The method of claim 1, wherein the first portion

comprises a reduced neighbor report (RNR) element, and
the second portion comprises a multi-link attribute element.
17. The method of claim 16, wherein the RNR element
indicates one or more of a transmit power level, a critical
update, or an applicable amendment to the IEEE 802.11
family of standards for each AP of the first AP and the one
or more secondary APs.
18. The method of claim 16, wherein:
the RNR element includes one or more neighbor AP
information fields, each field of the one or more neigh-
bor AP information fields including a unique link
identifier (ID) that 1dentifies a corresponding commu-
nication link of the first communication link or the one
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or more secondary communication links associated

with a respective AP of the first AP or the one or more
secondary APs; and

the multi-link attribute element includes one or more

per-link profile subelements, each per-link profile sub-

clement of the one or more per-link profile subelements

including a corresponding one of the unique link IDs

and one or more of capabilities or operating parameters

for a respective AP of the one or more secondary APs.

19. The method of claim 1, wherein the frame further

includes a field containing an indication of a presence or

absence of each of the common attributes indicated in the

second portion of the frame, the common attributes 1nclud-

ing at least one of an indication of an authentication scheme,

an address of the AP MLD, or a basic service set 1dentifier

(BSSID) of the AP MLD.

20. The method of claim 1, wherein the frame further
indicates whether the AP MLD supports simultaneous trans-
mit-and-receive (STR) operations across multiple links of
the first communication link or the one or more secondary
communication links.

21. The method of claim 1, wherein the frame comprises
one of a beacon frame, a probe response frame, an associa-
tion response Irame, or a reassociation response frame.

22. The method of claim 1, wherein the frame further
includes an indication of one or more critical updates
corresponding to one or more of the first AP or the one or
more secondary APs, wherein the critical updates include a
change 1n operating channels or a change 1n basic service set
(BSS) parameters for at least one AP of the first AP or the
one or more secondary APs.

23. An access point (AP) multi-link device (MLD), com-
prising:

at least one modem:

at least one processor communicatively coupled with the

at least one modem; and

at least one memory communicatively coupled with the at

least one processor and storing processor-readable code

that, when executed by the at least one processor 1n

conjunction with the at least one modem, causes the AP

MLD to perform operations comprising:

generating a frame by a first AP of the AP MLD
associated with a first communication link of the AP
MLD, the AP MLD further including one or more
secondary APs associated with one or more respec-
tive secondary communication links of the AP MLD,

the frame comprising;
an advertising information element carrying discov-

ery mformation for the first AP of the AP MLD,
the discovery mformation including an operating
class of the first AP, a wireless channel of the first
AP, and a basic service set identifier (BSSID) of
the first AP;
a lirst portion carrying discovery information for
cach secondary AP of the one or more secondary
APs of the AP MLD, the discovery information
including an operating class of the respective
secondary AP, a wireless channel of the respective
secondary AP, and a BSSID of the respective AP;
and
a second portion carrying common attributes of the
one or more secondary APs of the AP MLD; and
transmitting the frame on the first communication link.
24. A method for wireless communication performed by
a wireless station (STA) multi-link device (MLD), compris-
ng:
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receiving a frame from a first access point (AP) of an AP
MLD on a first communication link of the AP MLD, the
AP MLD further including one or more secondary APs
associated with one or more respective secondary com-
munication links of the AP MLD, the frame compris-
ng:
an advertising information element carrying discovery
information for the first AP of the AP MLD, the
discovery information including an operating class
of the first AP, a wireless channel of the first AP, and
a basic service set identifier (BSSID) of the first AP;
a first portion carrying discovery information for each
secondary AP of the one or more secondary APs of
the AP MLD, the discovery information including an
operating class of the respective secondary AP, a
wireless channel of the respective secondary AP, and
a BSSID of the respective AP; and
a second portion carrying common attributes of the one
or more secondary APs of the AP MLD.
25. The method of claim 24, further comprising:
transmitting a multi-link (ML) association request to the
AP MLD, the ML association request indicating one or
more ol capabilities, operating parameters, an operat-
ing class, or identification information of each STA of
the STA MLD:; and
receiving association information for the first AP and the
one or more secondary APs of the AP MLD based on
the ML association request.
26. The method of claim 25, further comprising:
associating the STA MLD with the AP MLD based at least
in part on the association information; and
communicating with the AP MLD on one or more of the
first communication link or the one or more secondary
communication links based on the association.
27. The method of claim 26, wherein the associating

COmprises:

establishing a block acknowledgement (BA) session with
the AP MLD, the BA session based on an affiliation of
at least one traflic identifier (TID) with a first group of
communication links that includes one or more of the
first communication link or the one or more secondary
communication links.

28. The method of claim 27, further comprising:

dynamically reathiliating the at least one TID with a
second group of communication links that includes one
or more of the first communication link or the one or
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more secondary communication links, the first group of
communication links different than the second group of
communication links; and

transmitting an Add Block Acknowledgment (ADDBA)
frame including a field carryving an indication of the
reafhiliation.

29. The method of claim 24, further comprising;

transmitting a directed probe request to the first AP of the
AP MLD, the directed probe request requesting one or
more ol discovery information, operating parameters,
capabilities, or an operating class for each AP of the AP
MLD; and

recerving the frame based at least 1n part on transmission
of the directed probe request to the first AP of the AP

MLD.
30. A wireless station (STA) multi-link device (MLD),

comprising:

at least one modem:;
at least one processor communicatively coupled with the
at least one modem; and
at least one memory communicatively coupled with the at
least one processor and storing processor-readable code
that, when executed by the at least one processor in
conjunction with the at least one modem, causes the
STA MLD to perform operations comprising:
receiving a frame from a first access point (AP) of an
AP MLD on a first commumnication link of the AP
MLD, the AP MLD further including one or more
secondary APs associated with one or more respec-
tive secondary communication links of the AP MLD,
the frame comprising:
an advertising information element carrying discovery
information for the first AP of the AP MLD, the
discovery information including an operating class
of the first AP, a wireless channel of the first AP, and
a basic service set identifier (BSSID) of the first AP;
a {irst portion indicating discovery information for each
secondary AP of the one or more secondary APs of
the AP MLD, the discovery information including an
operating class of the respective secondary AP, a
wireless channel of the respective secondary AP, and
a BSSID of the respective AP; and
a second portion indicating common attributes of the
one or more secondary APs of the AP MLD.
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