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VEHICLE CHARGING SYSTEM, VEHICLE,
AND AUTHENTICATION METHOD FOR

VEHICLE CHARGING SYSTEM

This nonprovisional application 1s based on Japanese
Patent Application No. 2018-077428 filed on Apr. 13, 2018

with the Japan Patent Oflice, the entire contents of which are
hereby incorporated by reference.

BACKGROUND

Field

The present disclosure relates to a vehicle charging sys-
tem, a vehicle, and an authentication method for a vehicle
charging system.

Description of the Background Art

WO 2012/108156 discloses a vehicle charging system in
which electric power 1s supplied from charging equipment to
a vehicle. In this vehicle charging system, charging equip-
ment 1s provided with an IC card reader to read authentica-
tion mformation from an IC card. The charging equipment
uses authentication information read by the IC card reader to
perform authentication as to whether to permit access to a
wireless LAN base station. Successful authentication per-
mits wireless communication between the wireless LAN
base station installed in the charging equipment and a user’s
terminal (e.g. notebook computer) and makes the wireless
L AN (local area network) of the charging equipment avail-
able for use. Japanese Patent Laying-Open Nos. 2013-
154815, 2013-146154, 2013-146148, 2013-110822, and
2013-1263277 also disclose techniques related to wireless
power transmission.

SUMMARY

In the vehicle charging system described in WO 2012/
108156, 1n order for a user to use the wireless LAN of the
charging equipment, the user has to bring the IC card close
to the IC card reader so that the IC card reader can read the
authentication information on the IC card. Such an action
required every time 1s troublesome for the user and reduces
the user convenience.

The present disclosure has been made to solve the above-
described problem. An object of the present disclosure 1s to
reduce the user’s work load for authentication and improve
the user convenience 1n a vehicle charging system.

A vehicle charging system of the present disclosure
includes a vehicle, and charging equipment configured to
perform supply of electric power from the charging equip-
ment to the vehicle. The charging equipment comprises an
information indicator configured to indicate authentication
information, and an authentication device configured to
perform authentication using the authentication information.
The vehicle comprises an 1maging device and a sending
device. The sending device 1s configured to send the authen-
tication information acquired by the imaging device to the
authentication device. The authentication device 1s config-
ured to perform the authentication using the authentication
information recerved from the sending device, and 1s con-
figured to, if the authentication has succeeded, permit the
vehicle to use a prescribed service.

In the above-described vehicle charging system, authen-
tication information to be used for authentication 1s acquired
by the mmaging device of the vehicle, and the acquired
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authentication information 1s sent to the authentication
device of the charging equipment by the sending device of
the vehicle. If authentication information 1s successtully
acquired by the imaging device of the vehicle, the authen-
tication information i1s automatically sent to the authentica-
tion device without requiring the user to mput the authen-
tication information. Thus, according to the above-described
vehicle charging system, the user’s work load for authenti-
cation (1n particular, the user’s trouble of iputting authen-
tication information) can be reduced, and user convenience
can be improved.

In the above-described vehicle charging system, the
charging equipment may 1include a first communication
device configured to perform wireless communication, and
a power transmission device configured to wirelessly supply
clectric power. The vehicle may include a second commu-
nication device configured to perform wireless communica-
tion, and a power reception device configured to wirelessly
receive electric power. In response to the authentication
succeeding, wireless communication between the first com-
munication device and the second commumnication device
may be permitted as the prescribed service.

In general, 1n a wireless charging system in which power
transfer 1s wirelessly performed between charging equip-
ment and a vehicle, communication 1s also wirelessly (1.e.,
contactlessly) performed. According to the above-described
configuration of the vehicle charging system of the present
disclosure, authentication of such communication can be
smoothly performed.

The information indicator may be provided at the power
transmission device. In general, power transier from the
power transmission device of the charging equipment to the
power reception device of the vehicle 1s performed with the
power transmission device and the power reception device
facing each other. If the information indicator indicating
authentication information 1s provided at the power trans-
mission device, the imaging device of the vehicle can image
the authentication information when the vehicle 1s approach-
ing the power transmission device. Thus, according to the
above-described configuration, the authentication informa-
tion can be smoothly acquired.

The wireless communication to be permitted 1n response
to the authentication succeeding may be wireless commu-
nication using a wireless LAN. The authentication informa-
tion may include an SSID (service set identifier) and an
encryption key for connection to the wireless LAN. The
authentication information may be indicated in the form of

a two-dimensional code. Such a configuration can achieve
an excellent authentication system using existing techniques
(e.g. WikF1 [registered trademark] and QR Code [registered
trademark]). The SSID 1s an 1dentifier allocated to a wireless
LLAN access point. The encryption key 1s information for
encrypting communication so as to prevent the communi-
cation on the wireless LAN from being intercepted.

In the above-described vehicle charging system, the sup-
ply of electric power from the charging equipment to the
vehicle may be performed when the vehicle 1s parked 1n a
prescribed region of the charging equipment. The informa-
tion 1ndicator may be provided 1n the prescribed region. The
imaging device included 1n the vehicle may include a front
camera configured to image the frontward field of the
vehicle, and a back camera configured to 1mage the back-
ward field of the vehicle. The front camera may be config-
ured to acquire the authentication information when the
vehicle parks forward in the prescribed region; and the back
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camera may be configured to acquire the authentication
information when the vehicle parks backward in the pre-
scribed region.

According to the above-described configuration, authen-
tication mnformation can be smoothly acquired both when the
vehicle parks forward in the charging position (1.e., 1 the
prescribed region) and when the vehicle parks backward in
the charging position.

The 1imaging device may be configured to be usable for
drive assist of the vehicle. Since the authentication infor-
mation 1s acquired using the imaging device that is also used
for another purpose in the vehicle, there 1s no need to
separately provide an imaging device for acquiring authen-
tication information. In particular, the imaging device used
tor the drive assist of the vehicle can 1mage the surroundings
of the vehicle at a suflicient resolution and 1s thus suitable
for acquiring the authentication imformation.

The vehicle may further include a decryption device
configured to decrypt the authentication information using a
key inputted beforechand when the authentication informa-
tion 1s encrypted. With the vehicle including such a decryp-
tion device, once a key 1s inputted to the decryption device
of the vehicle, the authentication information 1s automati-
cally decrypted afterward without requiring the user to input
the key when decryption of authentication information 1s
necessary. Thus, the user does not have to input the key
every time decryption of authentication information 1s nec-
essary.

A vehicle of the present disclosure includes a power
storage device configured to be charged with electric power
supplied from charging equipment. The vehicle comprises
the power storage device, an 1imaging device, a recognizing,
device, and a sending device. The recognizing device 1is
configured to recognize authentication information included
in information acquired by the imaging device. The sending
device 1s configured to send the authentication information
recognized by the recognizing device to the charging equip-
ment.

In such a vehicle, the recognizing device recognizes the
authentication information included in the information
acquired by the imaging device. The authentication infor-
mation to be recognized 1s information that identifies charg-
ing equipment (e.g. the information indicated on the charg-
ing equipment). The authentication information recognized
by the recognizing device 1s sent to the charging equipment
by the sending device. If authentication information 1s
successiully acquired by the imaging device of the vehicle,
the authentication information 1s automatically sent to the
charging equipment without requiring the user to input the
authentication information. Thus, according to the above-
described vehicle, the user’s work load for authentication
can be reduced, and user convenience can be improved.

The above-described vehicle may further comprise a
decryption device configured to decrypt the authentication
information using a key inputted beforehand when the
authentication information i1s encrypted. With the vehicle
including such a decryption device, once a key 1s inputted to
the decryption device of the vehicle, the authentication
information 1s automatically decrypted afterward without
requiring the user to mput the key when decryption of
authentication information 1s necessary. Thus, the user does
not have to mput the key every time decryption of authen-
tication information i1s necessary.

An authentication method for a vehicle charging system
ol the present disclosure comprises the following processes
A to G. Process A 1s determining, by a vehicle, whether or
not authentication iformation i1s included 1n information
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acquired by an 1imaging device. Process B 1s, 11 1t 1s deter-
mined that the authentication information 1s included 1n the
information acquired by the imaging device, determining, by
the vehicle, whether or not the authentication information 1s
encrypted. Process C 1s, 1t 1t 1s determined that the authen-
tication information 1s encrypted, determining, by the
vehicle, whether or not a key for decrypting the encrypted
authentication information has been inputted beforehand.
Process D 1s, 1f 1t 1s determined that the key has been
inputted beforehand, decrypting the encrypted authentica-
tion 1nformation using the key inputted beforehand, and
sending the decrypted authentication information to charg-
ing equipment, by the vehicle. Process E 1s, 11 it 1s deter-
mined that the key has not been inputted beforehand,
requesting a user to input the key, decrypting the encrypted
authentication information using the key inputted by the
user, and sending the decrypted authentication information
to the charging equipment, by the vehicle. Process F 1s, 11 1t
1s determined that the authentication information 1s unen-
crypted, sending, by the vehicle, the unencrypted authenti-
cation information to the charging equipment. Process G 1s,
if 1t 1s determined that the authentication information 1s not
included 1n the mformation acquired by the 1maging device
and a prescribed condition 1s satisfied, requesting a user to
input the authentication information, and sending the
authentication information mnputted by the user to the charg-
ing equipment, by the vehicle.

Automating the acquisition, decryption, and sending of
authentication information in the vehicle can reduce the
user’s work load for authentication (in particular, the user’s
trouble of mputting authentication information). However,
some kind of obstacle (e.g. foreign body) may prevent the
imaging device of the vehicle from acquiring authentication
information. Accordingly, in the above-described authenti-
cation method, 1t 1t 1s determined that authentication infor-
mation 1s not included in the mformation acquired by the
imaging device of the vehicle and a prescribed condition 1s
satisfied, then the user 1s requested to mmput authentication
information. According to the above-described authentica-
tion method, during a normal time (1.¢., when the 1maging
device can acquire authentication information), acquisition
of authentication information 1s automated to reduce the
user’s work load; whereas, when a prescribed condition 1s
satisfied (e.g. when the imaging device cannot acquire
authentication information), the above-described automa-
tion can be stopped and the user can be requested to input
(manually 1nput) authentication information.

The foregoing and other objects, features, aspects and
advantages of the present disclosure will become more
apparent from the following detailed description of the

present disclosure when taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIG. 1 1s a general configuration diagram of a vehicle
charging system 1n an embodiment of the present disclosure.

FIG. 2 shows a vehicle as seen from the left when electric
power 1s supplied in the vehicle charging system shown in
FIG. 1.

FIG. 3 shows an external appearance of the power trans-
mission umt shown in FIG. 2.

FIG. 4 shows a configuration for performing wireless
power transfer between the charging equipment and a
vehicle 1n the vehicle charging system shown in FIG. 1.
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FIG. 5 shows a configuration for performing authentica-
tion as to whether to permit a vehicle to use the service

provided by the charging equipment in the vehicle charging
system shown in FIG. 1.

FIG. 6 1s a tlowchart showing an authentication method
for a vehicle charging system in an embodiment of the
present disclosure.

FIG. 7 shows a configuration for changing authentication
information in the vehicle charging system.

FIG. 8 shows a variation of the position of the information
indicator

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

An embodiment of the present disclosure will now be
described 1n detail with reference to the accompanying
drawings, 1n which the same or corresponding components
are designated by the same reference characters, and
description thereol will not be repeated.

Arrows F, B, R, L, U, D 1n the drawings heremafter used
denote directions relative to the vehicle. Arrow F denotes
“front”, arrow B denotes “back™, arrow R denotes “right”,
arrow L denotes “left”, arrow U denotes “up”, and arrow D
denotes “down”. The electronic control unit 1s hereinafter
referred to as an “ECU”.

FIG. 1 1s a general configuration diagram of a vehicle
charging system 1in the present embodiment. With reference
to FIG. 1, the vehicle charging system in the present
embodiment includes a charging station 1 and a vehicle 2. In
this vehicle charging system, supply of electric power from
charging station 1 to vehicle 2 1s performed. Supply of
clectric power from charging station 1 to vehicle 2 1s
performed by a wireless system with no cable (wireless
power feeding system). That 1s, power transier between
charging station 1 and vehicle 2 1s performed wirelessly.
Electric power supplied from charging station 1 to vehicle 2
charges a power storage device 202 of vehicle 2. Charging
station 1 1n the present embodiment corresponds to an
example of “charging equipment™ in the present disclosure.

Charging station 1 includes parking sections A to C and a
control umit 101. Parking sections A to C respectively
include power transmission units 10A to 10C and vehicle
detection sensors 103A to 103C. Control umt 101 1s con-
figured to control each of power transmission units 10A to
10C. Each of vehicle detection sensors 103 A to 103C detects
the presence or absence of vehicle 2, and outputs a signal
representing the presence or absence of vehicle 2 to control
unit 101. Fach of vehicle detection sensors 103 A to 103C 1s,
for example, a proximity sensor. Control unit 101 can detect
the presence or absence of vehicle 2 1n parking sections A to
C based on the outputs from vehicle detection sensors 103A
to 103C. Each of parking sections A to C in the present
embodiment corresponds to an example of “a prescribed
region of charging equipment” 1n the present disclosure.

Parking space S 1n each of parking sections A to C shows
the parking position of vehicle 2 at the time of charging (in
particular, a region where vehicle 2 can lie at the time of
charging). When vehicle 2 1s parked in parking space S,
clectric power can be supplied from charging station 1 to
vehicle 2. FIG. 1 shows a case 1in which vehicle 2 enters
parking section A to be parked 1n parking space S backward.
However, vehicle 2 may be parked forward in a parking
section (any one of parking sections A to C). In the present
embodiment, charging station 1 1s configured so that vehicle
2 can be parked both backward and forward 1n the parking
sections. When there 1s no other vehicle (a vehicle other than
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vehicle 2) 1n parking sections A to C (1.e., parking sections
A to C are vacant), vehicle 2 may be parked in any one of
parking sections A to C. The number of parking sections 1s
not limited to three but may be changed as desired

Power transmission units 10A to 10C are disposed 1n
parking spaces S of parking sections A to C, respectively.
Each of power transmission units 10A to 10C includes an
information indicator 3 to indicate authentication informa-
tion, the details of which will be described later. In the
present embodiment, power transmission units 10A to 10C
have 1dentical information indicators 3. However, if the
charging equipment 1s provided with a plurality of wireless
LLAN access points (e.g. 1 diflerent wireless LAN access
points are used depending on which of power transmission
units 10A to 10C 1s used for charging), different information
indicators may be provided for different wireless LAN
access points.

Charging station 1 further includes a wireless LAN base
station 104. Wireless LAN base station 104 serves as an
access point of a wireless LAN 301. In the present embodi-
ment, wireless LAN 301 1s a wireless LAN in conformity
with IEEES02.11 (e.g. WiF1 [registered trademark]). Control
unmit 101 and wireless LAN base station 104 are configured
to exchange information with each other via wireless com-
munication. In the present embodiment, a single wireless
LLAN base station 104 (a common wireless LAN base
station) 1s provided for a plurality of power transmission
units 10A to 10C. However, this 1s not a limitation, and a
wireless LAN base station may be provided for each power
transmission unit.

Vehicle 2 includes power storage device 202. Vehicle 2
may be an electric vehicle configured to travel using only
clectric power stored 1n power storage device 202, or may be
a hybrid vehicle configured to travel using both electric
power stored 1in power storage device 202 and output from
an engine (not shown).

Vehicle 2 turther includes a back camera 203 provided on
the back face of vehicle 2, and a front camera 204 provided
on the front face of vehicle 2. Back camera 203 1s configured
to 1mage the back of vehicle 2. Front camera 204 1s
configured to 1mage the front of vehicle 2. Each of back
camera 203 and front camera 204 1s an imaging device used
for drive assist of vehicle 2, such as parking assist or
collision avoidance. Each of back camera 203 and front
camera 204 includes, for example, a complementary metal
oxide semiconductor (CMOS) image sensor and/or a charge-
coupled device (CCD) image sensor. Each of back camera
203 and front camera 204 1n the present embodiment cor-
responds to an example of an “imaging device” in the
present disclosure.

Heremnafiter, each of power transmission umts 10A to 10C
1s referred to as a “power transmission unit 10, and each of
vehicle detection sensors 103 A to 103C 1s referred to as a
“vehicle detection sensor 103” when there 1s no need to
distinguish between A to C (when the common configura-
tion, characteristics, or the like are described).

FIG. 2 shows vehicle 2 as seen from the left when electric
power 1s supplied. With reference to FI1G. 2, charging station
1 further includes an AC power supply 102 (e.g. a commer-
cial grid power supply) to supply electric power to each
power transmission unit 10. Power transmission unit 10 and
vehicle detection sensor 103 are each installed on the ground
F10, and AC power supply 102 1s installed in the ground.
Vehicle 2 further includes a power reception unit 20 and a
control unit 201 to control power reception unit 20.

Power reception unit 20 1s provided on the lower face (the
road-facing side) of power storage device 202 installed on
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the bottom face F20 of vehicle 2. Power transmission unit 10
1s configured to wirelessly transmit power to power recep-
tion unit 20 of vehicle 2 via a magnetic field when vehicle
2 1s positioned so that power reception unit 20 faces power
transmission unit 10. Power reception unit 20 wirelessly
receives electric power from power transmission unit 10.
Control unit 201 controls power reception unit 20 to charge
power storage device 202 with electric power recerved by
power reception unit 20.

Parking space S in FIG. 1 shows the region where vehicle
2 can lie when vehicle 2 1s parked so that the relative
positional relationship between power transmission unit 10
of charging station 1 and power reception unit 20 of vehicle
2 1s a prescribed positional relationship in which wireless
charging can be performed. With the increase 1n displace-
ment of power reception unit 20 from the position where
power reception unit 20 can most efliciently receive electric
power from power transmission unit 10 (hereinafter referred
to as a “reference power reception position”), the power
receiving elliciency (the proportion of the reception power
to the transmission power) tends to decrease. If the amount
of displacement of power reception unit 20 from the refer-
ence power reception position 1s larger than a prescribed
value (or if the power receiving efliciency 1s lower than a
prescribed value), 1t 1s determined that wireless power
transfer between power transmission unit 10 and power
reception unit 20 (and thus, wireless charging of power
storage device 202) cannot be performed. Power transmis-
sion unit 10 and power reception unit 20 in the present
embodiment respectively correspond to an example of a
“power transmission device” and a “power reception
device” 1n the present disclosure.

FIG. 3 shows an external appearance of power transmis-
sion unit 10. With reference to FIG. 3, power transmission
unit 10 has a casing containing a coil, a ferrite plate (the core
of the coil), a metallic plate for electromagnetic shielding, a
circuit board, and the like (none of them 1s shown).

The casing of power transmission umt 10 includes an
upper cover 111, an under cover 112, and side covers 113,
114. Upper cover 111 and side covers 113, 114 are made of,
for example, a resin. Under cover 112 1s made of, for
example, a metal such as aluminum or aluminum alloy.

Under cover 112 has heat radiator fins (not shown) at both
ends 1n the front-back direction (F-B direction), and each
heat radiator fin 1s covered with side covers 113 and 114.
Each of side covers 113 and 114 has a plurality of slits so that
side covers 113 and 114 will not prevent radiation of heat
from the heat radiator fins. For example, an inclined face F11
of side cover 114 has a plurality of slits 114a.

Inclined face F11 of side cover 114 further includes
information indicator 3. Information indicator 3 1s a part that
displays authentication information. For example, informa-
tion indicator 3 comprises a label that includes authentica-
tion information. In the present embodiment, information
indicator 3 (label) 1s attached to the casing (in particular,
inclined face F11) of power transmission unit 10. Authen-
tication information 1s indicated on the label in the form of
a matrix two-dimensional code, such as QR Code (registered
trademark). As the authentication information, the present
embodiment employs an SSID and an encryption key for
connection to wireless LAN 301 (FIG. 1). Any encryption
scheme may be used for the encryption key. Examples of the
encryption scheme for the encryption key include Wired

Equivalent Privacy (WEP), Wi-F1 Protected Access (WPA)
(registered trademark), WPA2, and WPA3.

Information indicator 3 i1s not limited to the above-
described label, but may be, for example, a flat panel display
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(FPD). That 1s, authentication information may be indicated
on information indicator 3 (FPD) installed on a surface (e.g.
inclined face F11) of power transmission unit 10. Examples
of the FPD include a liquid crystal display, an organic EL,
and an electronic paper.

The indication form of authentication mformation is not
limited to the two-dimensional code, but may be any form.
For example, authentication information may be indicated 1n
the form of any one of a one-dimensional code (e.g. a bar
code), a character string, a digit string, and a color code.

FIG. 4 shows a configuration for performing wireless
power transier between charging station 1 and vehicle 2.

With reference to FIG. 4, power transmission unit 10
includes a power factor correction circuit (hereinafter
referred to as a “PFC circuit™) 11, an mverter 12, a filter
circuit 13, a power transmitter 14, a voltage sensor 16, and
current sensors 17, 18.

PFC circuit 11 1s configured to rectily power received
from AC power supply 102, raise its voltage, and supply the
power to mverter 12. PFC circuit 11 1s also configured to
bring the iput current close to a sinusoidal wave to correct
the power factor. Inverter 12 1s configured to convert DC
power received from PFC circuit 11 into transmission power
(AC power) having a prescribed transmission frequency
(e.g. several tens of kHz). Inverter 12 comprises, for
example, a single-phase full bridge circuit. Filter circuit 13
1s configured to suppress harmonic noise generated from
inverter 12. Filter circuit 13 comprises an LC filter includ-
ing, for example, an inductor and a capacitor

Power transmitter 14 receives AC power having a trans-
mission frequency from verter 12 through filter circuit 13,
and wirelessly transmits power to a power receiver 21 via an
clectromagnetic field generated around power transmitter
14. Power transmitter 14 includes a resonance circuit for
wirelessly transmitting power to power receiver 21, for
example. The resonance circuit comprises, for example, a
coll and a capacitor, and 1s designed to resonate in a
transmission frequency. The (Q value indicating the reso-
nance strength of the resonance circuit 1s preferably 100 or
more.

Voltage sensor 16 detects the output voltage of inverter
12, and outputs the detection value to a power supply ECU
101a. Current sensor 17 detects the output current of inverter
12, and outputs the detection value to power supply ECU
101a. Current sensor 18 detects the current flowing through
power transmitter 14, and outputs the detection value to
power supply ECU 101a. The transmission power supplied
from inverter 12 to power transmitter 14 (1.¢., electric power
outputted from power transmitter 14 to power receiver 21)
can be detected based on the detection values from voltage
sensor 16 and current sensors 17, 18.

Control unit 101 includes power supply ECU 101a and a
communication device 1015. Power supply ECU 101q
includes a central processing unit (CPU) as an arithmetic
device, a storage device, and an 1input-output builer (none of
them 1s shown). The storage device includes a random
access memory (RAM) as a working memory and storage
(e.g. a read only memory [ROM] and a rewritable nonvola-
tile memory). Power supply ECU 101a receives signals
from various types of sensors and controls various types of
devices 1n power transmission unit 10. Various types of
control may be performed by software processing, or may be
performed by dedicated hardware (an electric circuit).

Communication device 1015 1s configured to perform
wireless communication with wireless LAN base station 104
shown i FIG. 1. An SSID and an encryption key for
connection to wireless LAN 301 are set for communication
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device 1015, so that access from communication device
1015 to wireless LAN base station 104 can be permitted.
Thus, communication device 10154 1s connectable to wireless
LAN 301 via wireless LAN base station 104 (an access point
of wireless LAN 301). Communication device 1015 1n the
present embodiment corresponds to an example of a “first
communication device” in the present disclosure.

Power reception unit 20 includes power receiver 21, a
filter circuit 22, a rectifying device 23, a voltage sensor 26,
and a current sensor 27. A charging relay 2024 1s provided
between power storage device 202 (onboard battery) and
power reception unit 20 mounted on vehicle 2 (FIG. 1).

Power receiver 21 wirelessly receives power (AC power)
outputted from power transmitter 14. Power receiver 21
includes a resonance circuit for wirelessly recerving power
from power transmitter 14, for example. The resonance
circuit comprises a coil and a capacitor, and 1s designed to
resonate 1n a transmission frequency. The Q value of the
resonance circuit 1s preferably 100 or more.

Filter circuit 22 1s provided between power receiver 21
and rectitying device 23 to suppress harmonic noise gener-
ated during power reception. Filter circuit 22 comprises an
LC filter including, for example, an inductor and a capacitor.
Rectifying device 23 rectifies AC power recerved by power
receiver 21 and outputs the rectified power (DC power) to
power storage device 202 through charging relay 202a.
Rectifying device 23 includes a rectifier (such as a diode), a
switching element, and a smoothing capacitor, for example.

Charging relay 202a 1s controlled to be on and ofl by
charging ECU 201a. When wireless charging of power
storage device 202 1s to be executed by power transmission
unit 10, charging relay 202a 1s turned on (closed) so that
power transier between power receiver 21 and power stor-
age device 202 1s ready. Voltage sensor 26 detects the output
voltage (receiving voltage) of rectifying device 23, and
outputs the detection value to charging ECU 201q. Current
sensor 27 detects the output current (receiving current) of
rectifying device 23, and outputs the detection value to
charging ECU 201a.

Power storage device 202 i1s a rechargeable DC power
supply. Power storage device 202 includes a secondary
battery, such as a lithium-ion battery or a nickel-hydrogen
battery. Power storage device 202 stores electric power
outputted from rectifying device 23, and supplies electric
power to a not-shown vehicle drive (e.g. an mverter and a
drive motor).

Control unit 201 includes charging ECU 201q, a commu-

nication device 2015, an input device 201¢, and a display
device 201d.

Charging ECU 201a includes a CPU as an arithmetic
device, a storage device, and an input-output bufler (none of
them 1s shown). The storage device includes a RAM as a
working memory and storage (e.g. a ROM and a rewritable
nonvolatile memory). Charging ECU 201a receives signals
from various types of sensors including the above-described
back camera 203 and front camera 204, and controls various
types of devices 1n power reception unit 20. Various types of
control may be performed by software processing, or may be
performed by dedicated hardware (an electric circuit).

Communication device 2015 may serve as a slave unit of
wireless LAN base station 104 (master unit) shown in FIG.
1. Communication device 2015 1s connectable to wireless
LAN 301 when authentication in charging station 1 shown
in FIG. 1 succeeds, the details of which will be described
later. In response to the authentication succeeding, access
from communication device 2015 to wireless LAN base
station 104 1s permitted, and communication device 2015 1s
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connectable to wireless LAN 301 via wireless LAN base
station 104 (an access point of wireless LAN 301). Com-
munication device 2015 in the present embodiment corre-
sponds to an example of a “sending device” and a “‘second
communication device” in the present disclosure. In the
present embodiment, the “sending device” and the “second
communication device” are embodied 1n a single commu-
nication device 2015 (a common communication device).
However, the “sending device” and the “second communi-
cation device” may be embodied 1n separate communication
devices.

Input device 201c¢ 1s a device to recerve nstructions from
the user. Input device 201c¢ 1s operated by the user and
outputs a signal corresponding to the user’s operation to
charging ECU 201a. The communication between charging
ECU 201aq and mput device 201c may be either wire or
wireless communication. Input device 201c¢ 1s 1nstalled at a
position such that the user on the driver’s seat (not shown)
of vehicle 2 can operate mput device 201¢, for example.
Input device 201¢c may be, but 1s not limited to, a touch
panel. Input device 201¢ may also be a keyboard, a mouse,
or various types of switches such as a pushbutton switch or
a lever. Input device 201¢ may be the operation unit of an
onboard car navigation system.

Display device 201d 1s a device to display information
and signals inputted from charging ECU 201a. The com-
munication between charging ECU 201q and display device
2014 may be either wire or wireless communication. Dis-
play device 2014 1s installed at a position such that the user
on the driver’s seat (not shown) of vehicle 2 can see display
device 201d, for example. Display device 2014 may be
various types of displays, such as a liquid crystal display or
a touch panel. Display device 201d may be the display
screen of a meter panel, or may be the display screen of an
onboard car navigation system. Display device 2014 may
also have a speaker function.

FIG. 5§ shows a configuration for performing authentica-
tion as to whether to permit vehicle 2 to use the service
provided by charging station 1 (in the present embodiment,
wireless LAN 301 provided by charging station 1). In the
present embodiment, wireless communication between
communication device 1015 and communication device
2015 (1.e., use of wireless LAN 301) 1s permitted in response
to the authentication succeeding.

With reference to FIG. 5, wireless L AN base station 104
includes an authentication device 31 to perform authentica-
tion using 1mputted iformation. In authentication device 31,
the above-described authentication 1s performed.

Charging ECU 201a includes a recognizing device 41, a
decryption device 42, an authentication information setting
device 43, and a timing device 44.

Recognizing device 41 1s configured to recognize authen-
tication information (in the present embodiment, an SSID
and an encryption key) included 1n the information acquired
by an 1maging device (in the present embodiment, back
camera 203 or front camera 204). In the present embodi-
ment, 1f vehicle 2 shown 1n FIG. 1 parks backward in a
parking section (any one of parking sections A to C) in
charging station 1, the information (in particular, the data of
image that has been taken) including the authentication
information indicated on mnformation indicator 3 1s acquired
by back camera 203. If vehicle 2 parks forward 1n a parking
section 1n charging station 1, the information (in particular,
the data of 1mage that has been taken) including the authen-
tication information indicated on mformation indicator 3 1s
acquired by front camera 204.
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Decryption device 42 1s configured to decrypt encrypted
authentication information using a key inputted beforehand.
If a key has not been inputted to decryption device 42
beforehand, decryption device 42 requests the user to input
a key. The key for decrypting encrypted authentication
information may be hereinafter referred to as a “decryption
key”. The user (e.g. the driver of vehicle 2) can input a
decryption key to decryption device 42 via input device
201c. The decryption key mputted to decryption device 42
1s stored in the storage device of charging ECU 201a.

For example, the decryption key 1s given from the admin-
istrator of charging station 1 only to a prescribed user (in
particular, a user permitted to use the service). The admin-
istrator ol charging station 1 may give the decryption key
only to the user with whom a contract for use of the service
has been held, or only to the user who has paid for the
service.

In the present embodiment, 1f recognizing device 41
determines that authentication information 1s included 1n the
information acquired by an imaging device (1.e., 1f the
authentication information 1s recognized), whether or not the
authentication information 1s encrypted 1s determined. It the
authentication information 1s unencrypted, recognizing
device 41 sends the acquired authentication information to
communication device 2015 without any change.

If the authentication information 1s encrypted, recogniz-
ing device 41 instructs decryption device 42 to decrypt the
authentication information. When receiving the decryption
instruction from recognizing device 41, decryption device
42 determines whether or not a decryption key has been
inputted beforehand (1.e., whether or not a decryption key 1s
stored 1n the storage device of charging ECU 201a). If a
decryption key has been inputted to decryption device 42
beforehand, decryption device 42 decrypts the authentica-
tion information using the decryption key. On the other
hand, 11 a decryption key has not been mputted to decryption
device 42 beforehand, decryption device 42 requests the user
to mput a decryption key, and decrypts the authentication
information using the decryption key inputted by the user.
The authentication information decrypted by decryption
device 42 1s sent from decryption device 42 to recognizing
device 41 and 1s then sent from recognizing device 41 to
communication device 2015.

When recognizing device 41 outputs the authentication
information to commumcation device 2015, recognizing
device 41 sends a signal to that effect (hereinafter referred to
as an “input completion signal™) to authentication informa-
tion setting device 43. By the presence or absence of the
input completion signal, authentication information setting
device 43 can determine whether or not the authentication
information has been mputted from recognizing device 41 to
communication device 2015.

If the mput completion signal has not been mputted from
recognizing device 41 and a prescribed condition 1s satisfied,
then authentication information setting device 43 requests
the user to mput authentication information.

In the present embodiment, while recognizing device 41
determines that authentication information 1s not included 1n
the mformation acquired by an imaging device (1.e., while
authentication iformation 1s not recognized by recognizing
device 41), the mput completion signal 1s not mputted from
recognizing device 41 to authentication information setting,
device 43. In such a situation, authentication information
setting device 43 determines whether or not a prescribed
condition (hereinaiter referred to as a “manual mput condi-
tion”) 1s satisfied. If the manual 1nput condition 1s satisfied,
authentication information setting device 43 requests the
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user to input authentication information. The manual input
condition 1s satisfied when a manual input mode, which 1s
described later, 1s selected by the user. The manual mput
condition 1s also satisfied when timing device 44 determines
that a time-out has occurred.

In the present embodiment, any one of the automatic input
mode and the manual input mode can be select by the user’s
operation ol mput device 201¢. For example, a tlag (here-
iafter referred to as an “input mode flag”) representing
which of the automatic mput mode and the manual input
mode 1s selected 1s stored in the storage device of charging
ECU 201a.

In a situation in which the automatic mput mode 1s
selected (e.g. input mode tlag=1), authentication informa-
tion setting device 43 monitors the value of the input mode
flag. If the manual input mode 1s selected (e.g. 11 the value
of the input mode flag changes from 1 to 0), authentication
information setting device 43 requests the user to mput
authentication information.

In a situation i which the automatic mput mode 1s
selected, timing device 44 determines whether or not pre-
scribed time has elapsed (1.e., whether or not a time-out has
occurred) from a prescribed timing (e.g. the timing of the
start of determination as to whether or not the authentication
information 1s mcluded 1n the information acquired by an
imaging device). If a time-out has occurred, the mode 1s
switched from the automatic input mode to the manual 1nput
mode. Occurrence of the time-out causes the mode to be
switched from the automatic input mode to the manual 1nput
mode, and causes authentication information setting device
43 to request the user to input authentication information. At
least one of the on/ofl of the time-out and the time leit before
the time-out may be settable by the user as desired.

If 1t 1s determined that the manual mput condition 1s
satisfied as described above, authentication information set-
ting device 43 requests the user to input authentication
information via, for example, display device 201d. The user
who has received this request can input authentication
information to authentication information setting device 43
via input device 201¢ If authentication information 1s mput-
ted to authentication information setting device 43 by the
user, authentication information setting device 43 sends the
authentication information to communication device 2015.

Communication device 2015 receives the authentication
information usable for authentication at authentication
device 31. Specifically, unencrypted authentication informa-
tion (1n particular, authentication information acquired by an
imaging device, or authentication information inputted by
the user), or authentication information decrypted after
being acquired (in particular, authentication information
decrypted by decryption device 42) 1s sent from recognizing
device 41 or authentication information setting device 43 to
communication device 2015. Communication device 2015
sends the received authentication information to wireless
L AN base station 104. The information sent from commu-
nication device 2015 to wireless LAN base station 104 1s
inputted to authentication device 31.

Authentication device 31 performs authentication using
the authentication information received from communica-
tion device 2015b. If authentication information registered in
authentication device 31 (in particular, an SSID and an
encryption key indicated on information indicator 3)
matches with the authentication imformation received from
communication device 2015, authentication device 31 deter-
mines that the authentication has succeeded. If the authen-
tication has succeeded, authentication device 31 permits
vehicle 2 to use wireless LAN 301 (and thus, wireless
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communication using wireless LAN 301). This allows wire-
less communication between commumnication device 1015
and communication device 2015. On the other hand, 1f the
authentication has failed, authentication device 31 does not
permit vehicle 2 to use wireless LAN 301. In this case,
communication device 2015 cannot use wireless LAN 301.
Communication device 2015 cannot perform wireless coms-
munication with communication device 1015 until authen-
tication device 31 permits use of wireless LAN 301.

Next, an example of procedure for charging power storage
device 202 of vehicle 2 1n charging station 1 1s described

with reference to FIG. 1, FIG. 2, and FIG. 4.

With reference to FIG. 1, control unit 101 determines
whether or not any of parking sections A to C 1s vacant,
based on the outputs from vehicle detection sensors 103 A to
103C. If there 1s no other vehicle (a vehicle other than
vehicle 2) 1n at least one of parking sections A to C, it 1s
determined that any of parking sections A to C 1s vacant.
Then, a signal (hereinafter referred to as a “broadcast
signal”) notifying availability of charging station 1 (in
particular, at least one of power transmission units 10A to
10C) 1s broadcast from control unit 101 to the surroundings.
The broadcasting refers to sending information to many and
unspecified objects simultaneously. The broadcast signal 1s
sent to the surroundings of charging station 1 (e.g. a range
of 5 to 10 m around control unit 101). On the other hand, 1f
it 1s determined that there are other vehicles 1n all of parking
sections A to C, control unit 101 does not send the above-
described broadcast signal to the surroundings.

With reference to FIG. 4 along with FIG. 1, when charg-
ing ECU 201a of vehicle 2 receives the above-described
broadcast signal via communication device 2015, charging,
ECU 201a makes display device 2014 display information
to the eflect that charging station 1 1s available. The display
notifies the driver of vehicle 2 that any of parking sections
A to C 1s vacant, and the driver can park vehicle 2 in any of
parking sections A to C that 1s vacant (heremaftter referred to
as a “vacant section”). For example, as shown i FIG. 1,
vehicle 2 enters and parks in parking section A (vacant
section) backward from the arrow F side. With vehicle 2
parked 1n parking space S of parking section A, power
storage device 202 (onboard battery) can be charged by
power transmission unit 10A. However, 1f the driver has
tailed to park vehicle 2 1n parking space S, vehicle 2 can be
moved into parking space S by alignment described later.

Images of the backward field of vehicle 2 are successively
taken by back camera 203 during the above-described
parking motion and are stored in the storage device of
charging ECU 201aq. Information indicator 3, which 1is
installed in parking space S (in particular, at power trans-
mission unit 10A), appears in the images taken during the
parking motion of vehicle 2. That 1s, information indicator
3 (and thus, the authentication information indicated on
information indicator 3) 1s included 1n the 1mages succes-
sively taken from when wvehicle 2 receives the above-
described broadcast signal to when vehicle 2 parks in
parking section A. As described above, vehicle 2 acquires
authentication information by an imaging device (e.g. back
camera 203) during the parking motion. The acquired
authentication information 1s stored in the storage device of
charging ECU 201a. In the case described herein, vehicle 2
parks backward 1n a vacant section. However, vehicle 2 may
park forward 1n a vacant section. If vehicle 2 parks forward,
front camera 204 successively takes images of the frontward
field of vehicle 2 so that the above-described authentication
information 1s acquired.

10

15

20

25

30

35

40

45

50

55

60

65

14

Vehicle 2 sends, to wireless LAN base station 104, the
authentication information acquired as described above or
information obtained by performing prescribed information
processing (e.g. decryption) on the acquired authentication
information. Wireless LAN base station 104 uses the infor-
mation received from vehicle 2 to perform authentication as
to whether to permit use of wireless LAN 301. If the
authentication has succeeded, wireless LAN base station
104 permits vehicle 2 to use wireless LAN 301. The details
of the process of when vehicle 2 acquires information to be
used for the authentication and sends the information to
wireless LAN base station 104 (e.g. the process of when
vehicle 2 fails to acquire the authentication mformation) will
be described later (see FIG. 6).

Next, alignment between power transmission unit 10A
and power reception unit 20 (heremnafter also simply referred
to as “alignment”) 1s performed. The alignment includes
checking whether parked vehicle 2 lies 1n parking space S
(1.e., whether the amount of displacement of power reception
umt 20 from the reference power reception position 1s
smaller than a prescribed value), and, 11 parked vehicle 2
does not lie in parking space S, moving vehicle 2 into
parking space S. Various methods are known as alignment
methods, and any method may be employed.

Next, control unit 101 and control unit 201 perform a
process (so-called “pairing”) for identifying which of power
transmission units 10A to 10C has been aligned with power
reception unit 20. By this pairing, control unit 101 1dentifies
the power transmission unit to be used for charging (in the
example shown 1n FIG. 1, power transmission unit 10A),
which will be described later. Wireless communication
between control unit 101 and control unit 201 in the pairing
1s performed via wireless LAN 301. Various methods are
known as pairing methods, and any method may be
employed.

Next, control unit 101 performs power transier for charg-
ing power storage device 202 of vehicle 2, using the power
transmission unit identified by the pairing (in the example
shown 1 FIG. 1, power transmission unit 10A). Power
storage device 202 1s charged by the wireless power transier
from power transmission unit 10A to power reception unit
20. Control unit 101 and control unit 201 control the
wireless power transfer between power transmission unit
10A and power reception unit 20 while exchanging infor-
mation with each other. The exchange of information
between control unit 101 and control unit 201 1n the control
of the wireless power transfer 1s performed via wireless
communication using wireless LAN 301. Various methods
are known as control methods for the wireless power trans-
fer, and any method may be employed.

FIG. 6 1s a flowchart showing an authentication method
for a vehicle charging system 1n the present embodiment.
For example, 1n a situation i which the automatic mput
mode 1s selected, 1n response to charging ECU 201a receiv-
ing the above-described broadcast signal (the signal that
notifies availability of charging station 1), the process of
FIG. 6 starts and repeats until the authentication information
1s sent from communication device 2015 to wireless LAN
base station 104 at step S19 or S192. The timing at which the
process of FIG. 6 starts 1s heremafiter referred to as “process
start timing”.

The storage device of charging ECU 201a stores a timer
T indicating the elapsed time from the process start timing.
Timer T starts at the same time as the start of the process of
FIG. 6.

The process start timing 1s not limited to the timing at
which charging ECU 201a received the broadcast signal, but
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may be changed as desired. For example, the process start
tlmlng may be the timing at which vehicle 2 reached
charging station 1. Whether or not vehicle 2 has reached
charging station 1 can be detected based on the signals from
global positioning system (GPS) satellites acquired by an
onboard car navigation system, for example.

With reference to FIG. 6 along with FIG. 5, during a
parking motion into a vacant section, images of the back-
ward field or the frontward field of vehicle 2 are successively
taken by an 1maging device and are stored in the storage
device of charging ECU 201qa. If vehicle 2 parks backward
in the vacant section, the imaging device 1s back camera
203; whereas 1t vehicle 2 parks forward in the vacant
section, the 1maging device 1s front camera 204.

At step S11, recognizing device 41 checks the images 1n
the above-described storage device, and determines whether
or not authentication information (in particular, an SSID and
an encryption key indicated on information indicator 3) is
included in the mformation acquired by an imaging device
(in particular, the 1mages that has been taken). Specifically,
recognizing device 41 determines whether or not authenti-
cation mformation indicated 1n a prescribed form (e.g. QR
Code [registered trademark]) 1s included 1n the 1images. The
determination can be performed using a known image
recognition technique.

During a period (heremaiter referred to as a “search
period”) from the start of a parking motion of vehicle 2 into
a vacant section to imaging of authentication information by
an i1maging device, 1t 1s determined that authentication
information 1s not included in the information acquired by
an 1maging device (NO at step S11), and the process goes on
to step S12.

If some abnormality occurs and an 1imaging device cannot
acquire authentication information during a parking motion
(heremaiter referred to as an “abnormal state”), step S11
keeps on being determined to be NO. In this case, therefore,
the process also goes on to step S12.

At step S12, authentication information setting device 43
determines whether or not the manual input mode has been
selected by the user. If the automatic mput mode 1s main-
tained during the search period, then step S12 1s determined
to be NO, and the process goes on to step S13.

At step S13, timing device 44 determines whether or not
timer T has exceeded a prescribed threshold Th (heremafter
also simply referred to as “Th”) (timer T>Th) Th 1s a
threshold used to determine whether or not the above-
described abnormal state has occurred. For example, Th 1s a
value obtained beforehand by experiments, for example. Th
1s set to a period of time longer than an average search period
in a normal state. Th 1s preferably set to a sufliciently long
period of time 1n view of, for example, the difference in
driving skills depending on the user. Th may be a fixed value

or may be variable depending on, for example, the situation
of vehicle 2.

While steps S12 and S13 are both determined to be NO,
the process of step S11 1s repeated. On the other hand, if any
of steps S12 and S13 i1s determined to be YES, the process
goes on to step S191. For example, 1f the manual input mode
1s selected by the user during the search period, step S12 1s
determined to be YES. If the abnormal state has occurred
due to some abnormality and prescribed time (1n particular,
the time defined by threshold Th) has elapsed from the
process start timing, then step S13 1s determined to be YES.

At step S191, authentication information setting device 43
requests the user to mput authentication information and
waits until an mput 1s provided by the user. Authentication
information setting device 43 can request the user to mput
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authentication information by displaying prescribed infor-
mation (e.g. a message and an input screen) on display
device 201d. The request to the user may be performed
through voice. The user who has received the request can
input authentication information to authentication iforma-
tion settmg device 43 via input device 201c¢. If an mnput from
the user 1s not provided after a lapse of prescribed time from
the start of the process of step S191, the process of FIG. 6
may be canceled due to time-out.

When authentication information 1s iputted to authenti-
cation information setting device 43 by the user (i.e., manu-
ally imputted), the manually mputted authentication infor-
mation 1s sent from authentication information setting
device 43 to communication device 2015 and 1s further sent
from communication device 2015 to authentication device
31 of wireless LAN base station 104 (step S192). By this
sending process, authentication information 1s mputted to
authentication device 31, and the process of FIG. 6 ends.

If 1t 1s determined that authentication information 1s
included in the mformation acquired by an imaging device
at step S11 (YES at step S11), then recognizing device 41
recognizes the authentication information at step S14, and
the recognized authentication information 1s saved in the
storage device of charging ECU 201a.

Then, recognizing device 41 determines whether or not
decryption 1s necessary for the recognized authentication
information (step S15). If the authentication information 1s
usable for authentication in authentication device 31, 1t 1s
determined that decryption 1s not necessary. On the other
hand, 1f the authentication information 1s not usable for
authentication 1n authentication device 31, it 1s determined
that decryption 1s necessary. Specifically, 11 the authentica-
tion 1mformation 1s encrypted, 1t 1s determined that decryp-
tion 1s necessary (YES at step S135); whereas 11 the authen-
tication information i1s unencrypted, 1t 1s determined that
decryption 1s not necessary (NO at step S15).

I1 1t 1s determined that decryption i1s necessary at step S15,
then recognizing device 41 instructs decryption device 42 to
decrypt the authentication information, and decryption
device 42 that has received the instruction determines
whether or not a decryption key for the authentication
information has been mputted beforehand (i1.e., whether or
not a decryption key for the authentication information 1s
stored 1n the storage device of charging ECU 201a) (step
S16). For example, 1 the storage device of charging ECU
201a holds a plurality of different decryption keys for
different pieces of authentication information, decryption
device 42 tries to decrypt the authentication information
using the decryption keys one after another. If the authen-
tication mformation 1s decrypted by any of the decryption
keys, 1t may be determined that a decryption key for the
authentication information has been inputted beforehand;
whereas 1 the authentication information cannot be
decrypted by any of the decryption keys, it may be deter-
mined that a decryption key for the authentication informa-
tion has not been inputted beforehand.

If a decryption key for the authentication information has
not been mputted to decryption device 42 beforehand (NO
at step S16), decryption device 42 requests the user to mput
a decryption key and waits until an 1mput 1s provided by the
user (step S17). Decryption device 42 can request the user
to 1input a decryption key by displaying prescribed informa-
tion (e.g. a message and an input screen) on display device
201d. The request to the user may be performed through
voice. The user who has received the request can mput a
decryption key to decryption device 42 via mput device
201c. When a decryption key i1s inputted to decryption
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device 42 by the user, decryption device 42 saves the
decryption key in the storage device of charging ECU 201a.
Accordingly, step S16 will be determined to be YES from
the next charging, thus saving the user the trouble of
iputting a decryption key. If an iput from the user i1s not
provided after a lapse of prescribed time from the start of the
process of step S17, the process of FIG. 6 may be canceled
due to time-out.

If a decryption key for the authentication information has
been mputted to decryption device 42 beforehand (YES at
step S16) or 11 a decryption key 1s imputted at step S17, then
the process goes on to step S18. At step S18, decryption
device 42 decrypts encrypted authentication information
using the decryption key, and sends the decrypted authen-
tication information to recognizing device 41. If a decryp-
tion key has been mputted to decryption device 42 before-
hand, decryption device 42 decrypts, at step S18,
authentication information using the decryption key inputted
beforehand. If a decryption key has not been inputted to
decryption device 42 beforehand, decryption device 42
decrypts, at step S18, authentication information using a
decryption key inputted by the user at step S17.

If authentication information 1s unencrypted (NO at step
S15) or if authentication information i1s decrypted at step
S18, then the process goes on to step S19. By the processes
of steps S14 and S18, authentication information 1s inputted
to recognizing device 41 without user operation (1.e., auto-
matically mputted). At step S19, the automatically inputted
authentication 1nformation (unencrypted authentication
information or authentication information decrypted after
being acquired) 1s sent from recognizing device 41 to
communication device 20156 and 1s further sent from com-
munication device 2015 to authentication device 31 of
wireless LAN base station 104. By this sending process,
authentication information 1s inputted to authentication
device 31, and the process of FIG. 6 ends.

The steps shown 1n FIG. 6 are executed by charging ECU
201a as a computer. The authentication information to be
used for authentication 1s acquired by an imaging device
(back camera 203 or front camera 204) of vehicle 2 (step
S14), and the acquired authentication information 1s sent to
authentication device 31 of charging station 1 by commu-
nication device 2015 of vehicle 2 (step S19). If authentica-
tion information 1s successiully acquired by an 1maging
device of vehicle 2 (YES at step S11), the authentication
information 1s automatically sent to authentication device 31
without requiring the user to mput the authentication infor-
mation.

In the process of FI1G. 6 described above, 11 authentication
information acquired by an imaging device 1s not encrypted
and 1s thus usable for authentication without any change
(NO at step S15), recognizing device 41 outputs the authen-
tication nformation acquired by the mmaging device to
communication device 2015 without any change, with no
information processing performed (step S19). On the other
hand, 1f the authentication information acquired by the
imaging device 1s encrypted (YES at step S15), recognizing
device 41 instructs decryption device 42 to decrypt the
authentication nformation (step S18). The authentication
information decrypted and thus usable for authentication 1s
outputted from recognizing device 41 to communication
device 2015 (step S19).

By the above-described process, the authentication infor-
mation usable for authentication 1s sent from recognizing,
device 41 to communication device 2015. Then, this authen-
tication information 1s sent from communication device
2015 to authentication device 31. Authentication device 31
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performs authentication using the authentication informa-
tion recerved from communication device 201/ If the infor-
mation received from communication device 2015 matches
an SSID and an encryption key indicated on information
indicator 3, authentication device 31 determines that the
authentication has succeeded. If the authentication has suc-
ceeded, authentication device 31 permits vehicle 2 to use
wireless LAN 301 (and thus, wireless communication using
wireless LAN 301). This allows wireless communication
between communication device 1015 and communication
device 2015, thus allowing the above-described alignment,
pairing, and control of wireless power transier for charging
power storage device 202.

According to the process of FIG. 6 described above, the
user does not have to input authentication information every
time authentication 1s necessary. Thus, the user’s work load
for authentication (1n particular, the user’s trouble of mnput-
ting authentication information) can be reduced, and user
convenience can be improved.

In the above-described embodiment, charging ECU 2014
includes decryption device 42 to decrypt encrypted authen-
tication information using a decryption key inputted before-
hand. Thus, once a decryption key 1s mputted to decryption
device 42, step S16 15 determined to be YES afterward. That
1s, when decryption of authentication information 1s neces-
sary (YES at step S15), the authentication information 1s
automatically decrypted without requiring the user to nput
the decryption key (step S18). Thus, the user does not have
to iput the decryption key every time decryption of authen-
tication information i1s necessary.

In the vehicle charging system 1n the above-described
embodiment, decryption device 42 1s provided assuming
that charging is performed both 1n charging equipment using
unencrypted authentication information and in charging
equipment using encrypted authentication information. This
1s, however, not a limitation. If charging i1s performed only
in charging equipment using unencrypted authentication
information, decryption device 42 may be omitted.

In the process of FIG. 6 described above, 11 1t 1s deter-
mined that authentication information 1s not included 1n the
information acquired by an imaging device of vehicle 2 (NO
at step S11), and a prescribed manual 1mput condition 1s
satisfied (YES at any of steps S12 and S13), the user 1s
requested to input authentication information (step S191).
Thus, 1f the abnormal state has occurred, authentication
information mputted (manually mputted) by the user can be
sent to authentication device 31, so that authentication
device 31 can perform authentication.

In the process of FIG. 6 described above, the manual 1nput
condition 1s satisfied 1f any of steps S12 and S13 is deter-
mined to be YES. That 1s, the requirement of each of steps
S12 and S13 1s a suflicient requirement (suilicient condition)
for the satisfaction of the manual input condition. However,
this 1s not a limitation, and the manual input condition may
be changed as desired. For example, only one of the require-
ments of steps S12 and S13 may be the suflicient condition
for the satisfaction of the manual input condition.

At least one of the content and encryption scheme of
authentication information may be variable at a desired time
in order to enhance the security level. FIG. 7 shows a
configuration of a vehicle charging system for changing
authentication information.

With reference to FIG. 7, the vehicle charging system
includes a server 105 having an authentication information
management DB 32. Authentication information manage-
ment DB 32 1s stored 1in a storage device of server 105.
Authentication mformation management DB 32 manages
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the authentication information and its decryption key for
cach charging equipment 1n association with an ID (1denti-
fier) to identify each charging equipment. Authentication
information management DB 32 manages the address (e.g.
IP address) of each charging equipment, and also manages
the registered user and the address thereof (e.g. IP address)
for each charging equipment.

Each of communication devices 1015 and 2015 1s con-
figured to be connected to a network 302. Network 302 1s,
for example, the Internet.

In the example of FIG. 7, information indicator 3 com-
prises a display device (e.g. an FPD). Information indicator
3 1s configured to change the display contents 1n accordance
with the instructions from power supply ECU 101a.

Server 103 regularly changes the authentication informa-
tion of each charging equipment and 1ts decryption key. For
example, server 105 changes the authentication information
and the decryption key of charging station 1 managed 1n
authentication mformation management DB 32. Server 105
sends the changed authentication information to the address
of communication device 1015. Power supply ECU 101a
receives the changed authentication immformation sent from
server 105 via communication device 1015 and saves 1t 1n
the storage device. Then, power supply ECU 101a makes
information indicator 3 display the changed authentication
information received from server 105.

Further, server 105 sends a changed decryption key to the
address of the user registered for charging station 1 (e.g. the
address of communication device 2015). Charging ECU
201a recerves the changed decryption key sent from server
105 via communication device 2015 and saves 1t 1n the
storage device. As a result, step S16 1n FIG. 6 1s determined
to be YES, and decryption of authentication mformation 1s
performed using the changed decryption key at step S18.
The update of the decryption key in the storage device of
charging ECU 2014 1s automatically performed without user
operatlon The decryption key in the storage device of
charging ECU 201q¢ may be managed separately for each
charging equipment or for each authentication information.

In the above-described embodiment, back camera 203 and
front camera 204 are used as imaging devices (onboard
cameras) of vehicle 2. However, this 1s not a limitation. An
imaging device may be provided on only one of the back
face and the front face of the vehicle, or an 1maging device
may be provided on a side face and/or the bottom face of the
vehicle. In some cases, for example, an 1maging device 1s
provided on the power reception device of the vehicle for
foreign body detection or alignment. Such an 1maging
device may be used to acquire authentication information.

In the above-described embodiment, information indica-
tor 3 1s provided 1nside of parking space S (in particular, at
power transmission unit 10A). The position of information
indicator 3, however, 1s not limited to this but may be
changed as desired. For example, information indicator 3
may be provided around parking space S additionally or
alternatively to inside of parking space S.

FIG. 8 shows a variation of the position of mformation
indicator 3. With reference to FIG. 8, information indicator
3 may be provided around parking space S. Information
indicators 3 may be provided on members 121 and 122 for
partitioning parking sections A to C, for example. Member
121 defines the end (the arrow B side 1n FIG. 8) opposite to
the entrance side (the arrow F side in FIG. 8) in the
front-back direction of a parking section. Member 122
defines the end in the right-left direction (R-L direction) of
a parking section, and divides adjacent parking sections.
Each of members 121 and 122 may be a stopper block. Each
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of members 121 and 122 may be independently 1n the shape
ol a rectangular parallelepiped or other shapes (such as a
pillared shape or a plate-like shape). At least one of members
121 and 122 may be omitted, and a parking section may be
defined by drawing a line on the ground to indicate the
contour of the parking section (or the boundary between
parking sections).

In order for vehicle 2 to smoothly acquire authentication
information, i1t 1s preferable that an imaging device of
vehicle 2 acquire authentication information by the time
vehicle 2 reaches a parking section (e.g. any ol parking
sections A to C shown 1n FIG. 1) 1n charging station 1, or it
1s preferable that an imaging device of vehicle 2 acquire
authentication information while vehicle 2 1s parked 1n a
parking section in charging station 1. For example, infor-
mation indicator 3 may be provided on the way from the
entrance of charging station 1 to a parking section, or may
be provided around a parking section (e.g. within a range
where an 1imaging device of vehicle 2 parked in the parking
section can recognize mformation indicator 3). Information
indicator 3 may be provided on control unit 101, for
example. A member (e.g. signboard) having information
indicator 3 thereon may be provided at a desired position.

The authentication information may be indicated by light.
In some cases, a luminous body (e.g., an LED) 1s provided
on the power transmission device of charging equipment for
foreign body detection or alignment, for example. The
information indicator may be formed by such a luminous
body. In the vehicle charging system, the information indi-
cator (luminous body) may indicate an optical signal (e.g. a
blinking pulse signal) as the authentication information. An
imaging device of the vehicle may acquire such an optical
signal.

The authentication information 1s not limited to the SSID

and the encryption key. Any mnformation can be employed
that can be used for authentication as to whether to permit
use of a prescribed service (in the above-described embodi-
ment, wireless LAN 301 provided by charging station 1).
The prescnbed service permitted to be used by successiul
authentication 1s not lmited to a network (e.g. wireless
LAN) provided by the charging equipment. For example,
use of a billing system provided by the charging equipment
and related to the fee for the charging equipment may be
permitted by successiul authentication as described above.
The billing system provides information on use of the
charging equipment and collects the fee for the charging
equipment. A user who has succeeded 1n authentication can
mput a user ID (an identifier to 1dentify the user) to the
billing system and thus can automatically make a payment
for usage fee (e.g. a payment by bank account or credit card
registered 1n association with the user ID beforehand), and
can check the status of use of the charging equipment and the
solvency (e.g. the balance of a bank account registered 1n
association with the user ID beforehand) for each user. In
order to eliminate the need for input of the user ID, the user
ID may be sent from the sending device of the vehicle to the
authentication device of the charging equipment along with
authentication information when use of the service 1is
authenticated.
The power feeding system from the charging equipment
to the vehicle 1s not limited to the wireless power feeding
system but may be any system. For example, a system 1n
which electric power 1s supplied from the charging equip-
ment to the vehicle via a cable (contact power feeding
system) may be employed.

Although an embodiment of the present disclosure has
been described, 1t should be understood that the embodiment
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disclosed herein 1s by way of 1llustration and example only
in every respect, and 1s not to be taken by way of limitation.
The scope of the present disclosure 1s defined by the terms
of the appended claims and 1s intended to include any
modification within the scope and meaning equivalent to the
terms of the claims.

What 1s claimed 1s:
1. A vehicle charging system comprising:
a vehicle; and
charging equipment configured to perform supply of
clectric power from the charging equipment to the
vehicle,
the charging equipment comprising:
an information indicator configured to indicate authen-
tication information; and
an authentication device configured to perform authen-
tication using the authentication information;
the vehicle comprising:
an 1imaging device; and
a sending device configured to send the authentication
information acquired by the imaging device to the
authentication device,
the authentication device being configured to perform the
authentication using the authentication nformation
received from the sending device, and configured to, 1t
the authentication has succeeded, permit the vehicle to
use a prescribed service,
wherein the supply of electric power from the charging
equipment to the vehicle 1s performed when the vehicle
1s parked 1n a prescribed region of the charging equip-
ment,
the information indicator 1s provided in the prescribed
region,
the 1maging device icludes a camera,
the camera 1s provided on a front face, a back face, a side
face, or a bottom face of the vehicle, and
the camera 1s configured to acquire the authentication
information when the vehicle parks in the prescribed
region.
2. The vehicle charging system according to claim 1,
wherein
the charging equipment includes
a first communication device configured to perform
wireless communication, and
a power transmission device configured to wirelessly
supply electric power, the vehicle includes
a second communication device configured to perform
wireless communication, and
a power reception device configured to wirelessly
recerve electric power, and
in response to the authentication succeeding, wireless
communication between the first communication
device and the second communication device 1s per-
mitted as the prescribed service.
3. The vehicle charging system according to claim 2,
wherein the information indicator 1s provided at the power
transmission device.
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4. The vehicle charging system according to claim 2,
wherein
the wireless communication to be permitted 1s wireless
communication using a wireless LAN,
the authentication information includes an SSID and an

encryption key for connection to the wireless LAN, and

the authentication information 1s indicated 1n a form of a

two-dimensional code.

5. The vehicle charging system according to claim 2,
wherein the power reception device 1s provided on the
bottom face of the vehicle, the camera being provided on the
power reception device for foreign body detection or align-
ment.

6. The vehicle charging system according to claim 1,
wherein the imaging device 1s configured to be usable for
drive assist of the vehicle.

7. The vehicle charging system according to claim 1,
wherein the vehicle further includes a decryption device
configured to decrypt the authentication information using a
key inputted beforehand when the authentication informa-
tion 1s encrypted.

8. A vehicle charging system comprising:

a vehicle; and

charging equipment configured to supply electric power

from the charging equipment to the vehicle,

the charging equipment comprising:

an information indicator configured to indicate authen-
tication information; and

an authentication device configured to perform authen-
tication using the authentication information;

the vehicle comprising:

an 1maging device; and

a sending device configured to send the authentication
information acquired by the imaging device to the
authentication device,

the authentication device being configured to perform the

authentication using the authentication information
received from the sending device, and configured to, i
the authentication has succeeded, permit the vehicle to
use a prescribed service,

the supply of electric power from the charging equipment

to the vehicle being performed when the vehicle 1s
parked 1n a prescribed region of the charging equip-
ment,

the information indicator being provided in the prescribed

region,

the imaging device including a front camera configured to

image a frontward field of the vehicle, and a back
camera configured to 1mage a backward field of the
vehicle, and

the front camera being configured to acquire the authen-

tication information when the vehicle parks forward 1n
the prescribed region; and the back camera being
configured to acquire the authentication information
when the vehicle parks backward in the prescribed
region.
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