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AUTOMATIC IMAGE SHARING WITH
DESIGNATED USERS OVER A
COMMUNICATION NETWORK

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation of U.S. patent
application Ser. No. 15/898,182, filed Feb. 15, 2018 and
titled AUTOMATIC IMAGE SHARING WITH DESIG-
NATED USERS OVER A COMMUNICATION NET-
WORK, which claims prionity to U.S. Provisional Patent
Application No. 62/507,756, filed May 17, 2017 and titled
AUTOMATIC IMAGE SHARING WITH DESIGNATED
USERS, the contents of both of which are incorporated
herein by reference in their entirety.

BACKGROUND

The popularity and convenience of digital cameras as well
as the widespread of use of Internet communications have
caused user-produced images such as photographs to
become ubiquitous. For example, users of Internet platforms
and services such as email, forums, photograph repositories,
and network services post images for themselves and others
to view. Images can be posted by users to a network service
for private viewing (e.g., Iriends or other small groups of
users) and/or public viewing by many users.

The background description provided herein 1s for the
purpose of generally presenting the context of the disclo-
sure. Work of the presently named inventors, to the extent it
1s described in this background section, as well as aspects of
the description that may not otherwise qualily as prior art at
the time of filing, are neither expressly nor impliedly admat-
ted as prior art against the present disclosure.

SUMMARY

Implementations of this application relate to automatic
sharing of 1mages with designated users over a communi-
cation network. In some implementations, a computer-
implemented method 1includes causing display of a plurality
of 1images 1n a user interface on a first device to a first user,
where each of the plurality of images depicts a different
person, and the plurality of images are obtained from a
library of images associated with the first user. A selection
of a particular image of the plurality of 1mages 1s received
based on user mput recerved by the first device, and a person
identifier 1s determined indicating a particular person
depicted 1n the selected particular image, where the person
identifier 1s designated as a person sharing criterion. A {first
image associated with the first user 1s obtained from the
library of images associated with the first user, where the
first 1image 1s not included 1n the plurality of images. The
method programmatically analyzes the first image to deter-
mine that the first image depicts a person (e.g., 1 pixels of
the first image) that matches the person sharing criterion.
Based on the determination that the first image depicts the
person that matches the person sharing criterion, an access
permission 1s updated for the first image of the library of
images associated with the first user to grant access to the
first 1mage to a second user of a second device over a
communication network.

Various implementations and examples of the method are
described. For example, 1n some implementations, the per-
son sharing criterion 1cludes a face criterion that specifies
a particular face identity, and programmatically analyzing
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2

the first 1mage comprises applying an image classifier to
determine that the first image depicts a face of the particular
face 1dentity, where applying the image classifier 1s based on
pixel values of the pixels of the first 1image. In some
implementations, updating the access permaission for the first
image 1s based on a confidence level of determining that the
first 1mage depicts the person that matches the person
sharing criterion, where the confidence level meets a first
threshold. In some examples, the method 1includes checking
whether the confidence level does not meet the first thresh-
old and meets a second threshold that indicates a lesser
confidence that the first image depicts the person that
matches the person sharing criterion, and in response to
determining that the conference level meets the second
threshold, causing the first image to be displayed for selec-
tion by user mput to the first device from the first user to
update the access permission for the first 1image to grant
access to the second user.

In some implementations, updating the access permission
of the first image includes automatically adding the first
image to an image library of the second user. In some
implementations, adding the first image to the image library
of the second user comprises adding the first image to an
image album 1n the image library of the second user, where
the image album 1s designated to store 1mages that match the
person sharing criterion. In some implementations, 1mage
data of the first 1image 1s stored on a server device 1n
communication with the first device over the communication
network, and a first data pointer referring to the image data
of the first image 1s stored on the first device, where updating
the access permission of the first image includes sending a
second data pointer referring to the image data of the first
image to the second device over the communication net-
work.

In some implementations, programmatically analyzing
the first image includes determining whether the first image
meets one or more additional sharing criteria. In some
examples, the one or more additional sharing criteria include
an 1mage feature criterion that specifies an 1mage content
feature, and programmatically analyzing the first image
includes applying an image classifier to determine a feature
vector that includes a plurality of content features of the first
image, where the feature vector 1s based on pixel values of
the first image, and comparing the feature vector with the
image feature criterion to determine whether the first image
matches the 1image feature criterion. In further examples, the
one or more additional sharing criteria include a time
criterion, and programmatically analyzing the first image
includes determining a creation time for the first image
based on timestamp metadata associated with the first
image, and comparing the creation time with the time
criterion to determine whether the first image matches the
time criterion. In further examples, the one or more addi-
tional sharing criteria include a location criterion, and the
location criterion specifies a particular location, and pro-
grammatically analyzing the first image includes determin-
ing a location associated with the first image based on one
or more of: location metadata associated with the first image
and a content feature detected as depicted 1n one or more
pixels of the first image, and comparing the location asso-
ciated with the first image with the location criterion to
determine whether the first 1image matches the particular
location.

In some 1implementations, the method further includes, 1n
response to the determination that the first image depicts the
person that matches the person sharing criterion, mitiating a
delay period associated with the first user for the first image,
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assigning a status indicator to the first image, where the
status 1ndicator indicates a first status that the first image 1s
to be shared with the second user, determining whether user
input from the first user 1s received at the first device during
the delay period that indicates that the first image 1s not to
be shared with the second user, and 1f 1t 1s determined that
the user 1iput 1s received, updating the status indicator to a
second status that indicates the first image 1s not to be shared
with the second user, where updating the access permission
of the first image 1s 1n response to an expiration of the delay
period and the status indicator indicating the first status.

In some implementations, a computer-implemented
method includes selecting a plurality of 1mages from an
image library associated with a user, and causing the plu-
rality of images to be displayed 1n a user interface on a user
device of the user. The method 1includes receiving a selection
of a particular image of the plurality of images based on user
input recerved by the user device, and determining a person
identifier indicating a particular person depicted in the
selected particular image. The person identifier 1s designated
as a person save criterion and included 1n stored automatic
save criteria assoclated with the user, where the automatic
save criteria include one or more person 1dentifiers that each
identify a different person. The method includes receiving,
over a communication network, an indication that the user
has been granted access to a first image associated with a
different user and provided 1n a stored different library of
images associated with the different user, where the first
image 1s not included in the 1image library associated with
the user. The indication includes an access permission for
the first image, where the indication 1s based on share input
received at a different user device of the different user. In
response to recerving the indication that the user has been
granted access to the first image, the method obtains the first
image and the stored automatic save criteria associated with
the user. The method programmatically analyzes the first
image to determine whether the first image depicts a person
(e.g., 1n pixels of the first image) that matches one of the one
or more person 1dentifiers of the automatic save criteria. In
response to determining that the first image depicts the
person that matches one of the one or more person identi-
fiers, the first image 1s added to the image library associated
with the user. For example, the first image 1s accessible to be
displayed on the user device of the user.

Various implementations and examples of the method are
described. For example, 1n some implementations, each of
the plurality of 1mages depicts a unique person that i1s not
depicted 1n other images of the plurality of images, where
cach of the plurality of images 1s associated with a different
person 1dentifier. In some examples, each of the plurality of
images 1s selected from a different cluster of 1images from a
plurality of clusters of 1mages, where each cluster of 1images
includes one or more 1mages depicting the unique person.

In some 1implementations, automatically adding the first
image to the 1image library includes storing a data pointer on
the user device, where the data pointer points to first image
data stored on a server device, and the first image data 1s
associated with the first image. In some 1mplementations,
the automatic save criteria includes one or more additional
save criteria, where the additional save criteria include a
location save criterion that specifies a location indicated by
user mput received at the user device, and/or a time-based
save criterion that specifies a time period indicated by user
input received at the user device, and the method further
includes determining whether metadata of the first image
meets one or more of the additional save criteria, where
automatically adding the first image to the image library 1s
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additionally 1n response to determining that the metadata of
the first image meets the one or more of the additional save

criteria.

In some implementations, the person save criterion
includes a face save criterion that specifies a particular face
identity, and programmatically analyzing the first image
includes applying an 1mage classifier to determine that the
first 1mage depicts a face of the particular face identity.
Applying the 1mage classifier 1s based on pixel values of the
pixels of the first 1image. In some implementations, the
method further includes causing to be displayed a first user
interface element by the user device, where the first user
interface includes a selectable option to accept access to one
or more 1mages associated with the different user, and the
method further includes receiving user mput from the user
indicative ol an acceptance of access to the one or more
images, where selecting the plurality of 1mages from the
image library and causing the plurality of images to be
displayed are 1n response to receiving the user mput 1indica-
tive of the acceptance. In some examples, the method further
includes, 1n response to receiving the user input indicative of
the acceptance, causing to be displayed a second user
interface that enables the user to update an access permis-
sion of one or more 1images 1n the 1mage library associated
with the user to grant access to the one or more 1mages to the
different user.

In some 1mplementations, a system includes a storage
device and at least one processor configured to access the
storage device and configured to perform operations. The
operations include causing display of a plurality of images
in a user interface on a first device to a first user, where each
of the plurality of 1mages depicts a different person, and
where the plurality of 1images are obtained from a library of
images associated with the first user. A selection of a
particular image of the plurality of images 1s received based
on user input received by the first device. The operations
include determining a person 1dentifier indicating a particu-
lar person depicted in the selected particular 1mage, where
the person 1dentifier 1s designated as a person sharing
criterion. The operations include obtaining a first 1image
associated with the first user, where the first 1mage 1is
provided 1n the library of images associated with the first
user, and the first image 1s not included 1n the library of
images. The operations include programmatically analyzing
the first image to determine that the first 1image depicts a
person, €.g., 1n pixels of the first image, that matches the
person sharing criterion, and, based on the determination
that the first 1mage depicts the person that matches the
person sharing criterion, updating an access permission for
the first image in the library of 1images associated with the
first user to grant access to the first image to a second user
of a second device over a communication network. For
example, the operations include causing the first image to be
added to an 1mage album 1n an 1mage library of the second
user, where the 1mage album 1s designated to store 1mages
that match the person sharing criterion.

In some 1mplementations, a computer-program product
comprising portions of program code which, when executed
by a computing device, cause the computing device to
perform operations similar to those described above for the
respective methods or systems.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram of an example network envi-
ronment which may be used for one or more implementa-
tions described herein;
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FIG. 2 1s a flow diagram 1illustrating an example a method
to provide features to share 1mages from a sending user,

according to some 1mplementations;

FI1G. 3 15 a flow diagram illustrating an example a method
to provide features to share images for a recipient user,
according to some implementations;

FIG. 4 1s a diagrammatic 1llustration of an example user
interface, according to some implementations;

FIG. 5 1s a diagrammatic illustration of another example
user interface, according to some implementations;

FIG. 6 1s a diagrammatic illustration of another example
user interface, according to some implementations;

FIG. 7A 1s a diagrammatic illustration of another example
user interface, according to some implementations;

FIG. 7B 1s a diagrammatic illustration of another example
user interface, according to some implementations;

FI1G. 7C 1s a diagrammatic illustration of another example
user interface, according to some implementations; and

FIG. 8 1s a block diagram of an example device which
may be used for one or more implementations described
herein.

DETAILED DESCRIPTION

Implementations of this application relate to automatic
image sharing with designated users using devices commu-
nicating over a network. In some implementations, 1mages
stored 1n and added to a sending user’s 1mage library are
programmatically analyzed, 11 permitted by the sending user.
If 1t 15 determined that the image matches one or more
sharing criteria that have been specified by the sending user,
access to the 1mage 1s automatically granted to a recipient
user specified by the sending user. In some 1implementations,
the recipient user may indicate a preference to automatically
save certain 1mages from the shared images that they have
been granted access to when such 1images meet automatic
save criteria. In these implementations, the images that meet
the automatic save criteria are automatically, without user
input, added to the recipient’s image library.

Described features include receiving selections of sharing,
criteria images to specily sharing criteria based on user input
from a sending (sharing) user. Sharing criteria images can be
obtained and processed from the image library of the send-
ing user. For example, a person 1dentifier can be determined
in a selected criteria 1mage and used as a person sharing
criterion. Images 1n the user’s 1image library are analyzed
based on the sharing criteria and designated as shared
images based on matches to the sharing criteria. Sharing
criteria can 1nclude various 1mage characteristics including
image content features, time of capture, location of capture,
etc.

At a recipient user device, save criteria 1images can be
displayed and selections from these save criteria images can
specily automatic save criteria based on user input. Save
criteria 1mages can be obtained and/or processed from the
image library of the recipient user. Shared images from a
sending user can be compared to the automatic save criteria,
such as person save criteria, to determine which shared
images are to be automatically stored 1n the 1image library of
the recipient user. Automatic save criteria can include one or
more 1image characteristics including image content features,
time of capture, location of capture, eftc.

The techniques described herein can automatically grant
recipients access to 1mages from a sending user, and can
automatically save images that meet a user’s criteria. The
techniques therefore reduce or eliminate the need for users
to take specific actions with devices to share images and
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provide convenience ol automatically building an image
library relevant to the user. In one example, described
sharing techniques reduce the burden to a user of manually
sharing large amounts of photos with a family member on an
ongoing basis, and reduces frustration of a user not having
access, on an ongoing basis, to all of the photos of their
family that the family member captures.

Automatically sharing images with one or more desig-
nated persons on an ongoing basis provides technical advan-
tages. For example, captured images can be shared with a
designated person immediately without requiring additional
operations and actions on a device and without requiring
processing, storage, and display of additional applications
(c.g., separate sharing user interface, messaging, email,
posting to social networks, etc.). Such sharing of 1mages
may be displayed with lower latency than an interface
requiring use ol separate interfaces or applications for
sharing, by elimination of time required for providing sepa-
rate interfaces or applications to share the images. A further
technical advantage 1s that processing costs and device
resources required for using separate interfaces or applica-
tions for sharing ol i1mages are reduced. For example,
applying predefined sharing criteria and saving criteria to the
automatic sharing of 1mages saves system processing
resources typically used to display interfaces and data for
manual browsing and selection of 1mages to share and to
save to particular storage. The use of various sharing criteria
and save criteria allow relevant images to be shared and/or
saved 1n 1mage libraries without requiring additional pro-
cessing and storage resources 1in manual browsing, selection,
deletion, and confirmation of 1mages to share and/or store.
This can be useful, for example, to a user that wishes to share
photos, yvet who has a large collection of photos to sort
through, or a user that takes a lot of photos. Recipient users
of shared images can be provided with save criteria options
that allow relevant images to be automatically, without user
intervention, stored in their image libraries. In some 1mple-
mentations, notifications can be periodically provided on the
recipient device to indicate newly-shared 1mages are avail-
able to a user for viewing on that user’s device. Users can
thus be enabled to share more images with each other on an
ongoing basis having strong user interest, thus building a
stronger sharing and collaborative network between the
users.

Device memory use and processing resource use can be
reduced by reducing user input and displayed interfaces used
in viewing, selection, and sending of 1images by users using
large sets of device options. Furthermore, described features
can reduce the processing and communication resources
used by devices of recipient users by reducing user input and
displayed interfaces used in viewing, curating, and selection
of shared 1mages to store. Consequently, a technical eflect of
one or more described implementations 1s that operation of
devices 1s reduced 1n computational time and resources
expended to obtain results, thus providing a technical solu-
tion to the technical problem of extensive device resources
required for generation, transmission, and viewing of images
shared among multiple devices and users across communi-
cation networks.

Herein, features relating to images are described. Other
types ol content can also be used with features described
herein. For example, videos (e.g., movies) having multiple
image frames can be included 1n the term “images™ and, e.g.,
analyzed for sharing and/or storing as described herein.
Similarly, content types such as documents, audio segments
and files, games, and other media types can be similarly used
with described features.
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In situations 1n which certain implementations discussed
herein may collect or use personal information about users
(e.g., user data, information about a user’s social network,
user’s location and time at the location, user’s biometric
information, user’s activities and demographic information),
users are provided with one or more opportunities to control
whether information 1s collected, whether the personal infor-
mation 1s stored, whether the personal information 1s used,
and how the information 1s collected about the user, stored
and used. That 1s, the systems and methods discussed herein
collect, store and/or use user personal imnformation specifi-
cally upon receiving explicit authorization from the relevant
users to do so. For example, a user 1s provided with control
over whether programs or features collect user information
about that particular user or other users relevant to the
program or feature. Each user for which personal informa-
tion 1s to be collected 1s presented with one or more options
to allow control over the information collection relevant to
that user, to provide permission or authorization as to
whether the mnformation 1s collected and as to which por-
tions of the information are to be collected. For example,
users can be provided with one or more such control options
over a communication network. In addition, certain data
may be treated 1n one or more ways before it 1s stored or
used so that personally identifiable information 1s removed.
As one example, a user’s 1dentity may be treated so that no
personally 1dentifiable information can be determined. As
another example, a user’s geographic location may be gen-
cralized to a larger region so that the user’s particular
location cannot be determined.

FIG. 1 illustrates a block diagram of an example network
environment 100, which may be used in some 1implementa-
tions described herein. In some 1mplementations, network
environment 100 includes one or more server systems, €.g.,
server system 102 1n the example of FIG. 1. Server system
102 can commumcate with a network 130, for example.
Server system 102 can include a server device 104 and a
database 106 or other storage device. In some 1implementa-
tions, server device 104 may provide an image classifier
1566 and/or a sharing application 1585.

Network environment 100 also can include one or more
client devices, e.g., client devices 120, 122, 124, and 126,
which may communicate with each other and/or with server
system 102 via network 130. Network 130 can be any type
of communication network, including one or more of the
Internet, local area networks (LAN), wireless networks,
switch or hub connections, etc. In some 1mplementations,
network 130 can 1include peer-to-peer commumnication
between devices, e.g., using peer-to-peer wireless protocols
(e.g., Bluetooth®, Wi-F1 Direct, etc.), etc. One example of
peer-to-peer communications between two client devices
120 and 122 1s shown by arrow 132.

For ease of 1llustration, FIG. 1 shows one block for server
system 102, server device 104, database 106, and shows four
blocks for client devices 120, 122, 124, and 126. Server
blocks 102, 104, and 106 may represent multiple systems,
server devices, and network databases, and the blocks can be
provided 1n different configurations than shown. For
example, server system 102 can represent multiple server
systems that can communicate with other server systems via
the network 130. In some implementations, server system
102 can 1nclude cloud hosting servers, for example. In some
examples, database 106 and/or other storage devices can be
provided 1n server system block(s) that are separate from
server device 104 and can communicate with server device
104 and other server systems via network 130. Also, there
may be any number of client devices. Each client device can
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be any type of electronic device, e.g., desktop computer,
laptop computer, portable or mobile device, cell phone,
smart phone, tablet computer, television, TV set top box or
entertainment device, wearable devices (e.g., display glasses
or goggles, wristwatch, headset, armband, jewelry, etc.),
personal digital assistant (PDA), media player, game device,
etc. Some client devices may also have a local database
similar to database 106 or other storage. In some implemen-
tations, network environment 100 may not have all of the
components shown and/or may have other elements includ-
ing other types of elements instead of, or in addition to, those
described herein.

In various implementations, end-users Ul, U2, U3, and
U4 may communicate with server system 102 and/or each
other using respective client devices 120, 122, 124, and 126.
In some examples, users Ul, U2, U3, and U4 may interact
with each other via applications running on respective client
devices and/or server system 102, and/or via a network
service, €.g., a social network service or other type of
network service, implemented on server system 102. For
example, respective client devices 120, 122, 124, and 126
may communicate data to and from one or more server
systems, €.g., server system 102. In some implementations,
the server system 102 may provide appropriate data to the
client devices such that each client device can receive
communicated content or shared content uploaded to the
server system 102 and/or network service.

In some examples, users Ul-U4 can interact via audio or
video coniferencing, audio, video, or text chat, or other
communication modes or applications. A network service
implemented by server system 102 can include a system
allowing users to perform a variety of communications,
form links and associations, upload and post shared content
such as i1mages, text, video, audio, and other types of
content, and/or perform other functions. For example, a
client device can display received data such as content posts
sent or streamed to the client device and originating from a
different client device via a server and/or network service (or
from the different client device directly), or originating from
a server system and/or network service. In some implemen-
tations, client devices can communicate directly with each
other, e.g., using peer-to-peer communications between cli-
ent devices as described above. In some 1implementations, a
“user” can include one or more programs or virtual entities,
as well as persons that interface with the system or network.

In some 1implementations, any of client devices 120, 122,
124, and/or 126 can provide one or more applications. For
example, as shown 1n FIG. 1, client device 120 may provide
camera application 152, image classifier 156a, sharing appli-
cation 1584, and one or more other applications 154. Client
devices 122-126 may also provide similar applications. For
example, camera application 152 may provide a user of a
respective client device (e.g., users U1-U4 with the ability to
activate and utilize a camera (not shown) of client device
122 to capture an 1image and/or video. For example, camera
application 152 may be a software application that executes
on client device 120.

In some implementations, camera application 152 may
provide a camera user interface. In some 1mplementations,
the camera user interface of camera application 152 may
provide user U1 with an option to choose a particular camera
on client device 120, e.g., 1f client device 120 has a plurality
of cameras, €.g., a front camera and a back camera. Further,
the camera user interface of camera application 152 may
provide user Ul with the ability to control one or more
settings of the chosen camera, e.g., an aperture, a shutter
speed, a zoom level, etc. The camera user interface of
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camera application 152 may also provide user Ul with the
ability to control an operational mode, e.g., a slow-motion
mode, a single-image capture mode, a video capture mode,
etc. In some implementations, camera application 152 may
provide users with options related to 1mage settings (e.g.,
image resolution, 1mage size, image orientation, image
format such as raw, JPEG, etc.) and/or image eflects (e.g., a
lens blur efiect, a panorama eflect, etc.). In some 1implemen-
tations, camera application 152 may provide access to
settings, operational modes, 1image processing ellects, efc.
via a user interface, e.g., displayed on client device 120.
Images and/or video captured by a camera of client device
120 may be stored, e.g., 1n local storage of client device 120,
and/or storage provided by server system 102.

In some 1implementations, client device 120 may include
image classifier 156a. Image classifier 156a may be imple-
mented using hardware and/or software of client device 120,
as described with reference to FIG. 8. In different imple-
mentations, 1mage classifier 156a may be a standalone
image classifier, e¢.g., executed on any of client devices
120-124, or may work 1n conjunction with 1image classifier
15656 provided on server system 102. Image classifier 156q
and i1mage classifier 1560 may provide image analysis
functions, based on user permissions, €.g., assigning an
image to one or more clusters, based on analyzing the image
to 1dentily one or more faces depicted 1n the image. In some
examples, image analysis and 1image feature recognition can
be performed using any of a variety of techniques, including
machine learning techniques as described below.

In some implementations, 1image classifier 156a on the
client device 120 can be used instead of 1mage classifier
1566 on the server. In some implementations, server storage
of Ul’s face identification data (e.g., face models as
described herein) can be omitted, and face identification data
1s stored locally on the client’s device 120 1n the custody and
control of the user of the client device. In some 1implemen-
tations, the client device 120 can communicate with the
server 102 to send selected shared images directly to the
recipient user (€.g., via a recipient user server account and/or
to the recipient client device). Correspondingly, in some
implementations, an 1mage classifier 156a and face i1denti-
fication data can be provided on the recipient’s client device
to determine automatic save criteria and select shared
images for storage in the recipient user’s image library,
without use of 1mage classifier 1565 and face identification
data on a server.

In some implementations, client device 120 may also
include sharing application 158a. Sharing application 15856
may be implemented using hardware and/or software of
client device 120. In different implementations, sharing
application 158a¢ may be a standalone application, e.g.,
executed on any of client devices 120-124, or may work 1n
conjunction with sharing application 1585 provided on
server system 102. Sharing application 158a and sharing
application 1585 may enable a user (e.g., a sending user) to
grant one or more others access to 1mages in the user’s
image library. Sharing application 158a and sharing appli-
cation 1585 may further enable a user (e.g., a recipient) to
set up automatic saving functionality to save one or more
images to which other users have granted access in the
recipient’s image library. Images that are granted access may
include, e.g., an 1mage captured by client device 120, an
image stored on client device 120, an 1mage accessed by
client device 120, e.g., over network 130, etc.

In some implementations, client device 120 may include
one or more other applications 154. For example, other
applications 154 may be applications that provide various
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types of functionality, e.g., calendar, address book, e-mail,
web browser, shopping, transportation (e.g., taxi, train,
airline reservations, etc.), entertainment (e.g., a music
player, a video player, a gaming application, etc.), social
networking (e.g., messaging or chat, audio/video calling,
shared 1mages/video, etc.) and so on. In some implementa-
tions, one or more ol other applications 154 may be stand-
alone applications that execute on client device 120. In some
implementations, one or more of other applications 154 may
access a server system that provides data and/or function-
ality of other applications 154.

A user interface on a client device 120, 122, 124, and/or
126 can enable display of user content and other content,
including 1mages, video, data, and other content as well as
communications, privacy settings, notifications, and other
data. Such a user 1nterface can be displayed using software
on the client device, software on the server device, and/or a
combination of client software and server software execut-
ing on server device 104, e.g., application software or client
soltware 1n communication with server system 102. The user
interface can be displayed by a display device of a client
device or server device, e.g., a touchscreen or other display
screen, projector, etc. In some implementations, application
programs running on a server system can communicate with
a client device to receive user mnput at the client device and
to output data such as visual data, audio data, etc. at the
client device. In some 1mplementations, any of server sys-
tem 102, and/or one or more client devices 120-126 can
provide a communication application program. The com-
munication program may allow a system (e.g., client device
or server system) to provide options for communicating with
other devices. The communication program can provide one
or more associated user interfaces that are displayed on a
display device associated with the server system or client
device. The user mterface may provide various options to a
user to select communication modes, users or devices with
which to communicate, etc. In some examples, the commu-
nication program can provide an option to broadcast a
content post to a broadcast area, and/or can output a noti-
fication indicating that a content post has been received by
the device and the device 1s 1n the defined broadcast area for
the post. The communication program can display or oth-
erwise output transmitted content posts and received content
posts, e.g., 1n any of a variety of formats.

Other implementations of features described herein can
use any type of system and/or service. For example, other
networked services (e.g., connected to the Internet) can be
used mstead of or 1n addition to a social networking service.
Any type of electronic device can make use of features
described herein. Some implementations can provide one or
more features described herein on one or more client or
server devices disconnected from or intermittently con-
nected to computer networks. In some examples, a client
device including or connected to a display device can
display content posts stored on storage devices local to the
client device, e.g., received previously over communication
networks.

FIG. 2 1s a flow diagram 1illustrating an example a method
200 to share 1images from a sending user, according to some
implementations. In some implementations, method 200 can
be implemented, for example, on a server system 102 as
shown 1n FIG. 1. In some implementations, some or all of
the method 200 can be implemented on one or more client
devices 120, 122, 124, or 126 as shown in FIG. 1, one or
more server devices, and/or on both server device(s) and
client device(s). In described examples, the implementing
system includes one or more digital processors or processing
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circuitry (“processors”), and one or more storage devices
(c.g., a database 106 or other storage). In some 1mplemen-
tations, different components of one or more servers and/or
clients can perform different blocks or other parts of the
method 200. In some examples, a first device 1s described as
performing blocks of method 200. Some 1mplementations
can have one or more blocks of method 200 performed by
one or more other devices (e.g., other client devices or server
devices) that can send results or data to the first device. The
vartous examples and implementations described for
method 200 can be combined 1n various permutations or
combinations.

In some implementations, the method 200, or portions of
the method, can be 1nitiated automatically by a system. In
some 1mplementations, the implementing system 1s a first
device. For example, the method (or portions thereof) can be
periodically performed, or performed based on one or more
particular events or conditions, e.g., an application being
iitiated by a user, receiving one or more 1images that have
been newly uploaded to or accessible by the system, a
predetermined time period having expired since the last
performance of method 200, and/or one or more other
conditions occurring which can be specified 1n settings read
by the method. In some 1implementations, such conditions
can be specified by a user 1n stored custom preferences of the
user.

In one example, the first device can be a camera, cell
phone, smartphone, tablet computer, wearable device, or
other client device that can receive content input (€.g., image
capture) by a user to the client device, and can perform the
method 200. In another example, a client device or server
device can receive one or more 1images uploaded from one
or more users or received over a network connection, and
can perform the method 200 for the one or more 1mages. In
another example, a client device can send an image to a
server over a network, and the server can process the content
using method 200. Some implementations can imtiate
method 200 based on user mput. A user (e.g., operator or
end-user) may, for example, have selected the mmitiation of
the method 200 from a displayed user interface, e.g., appli-
cation user interface or other user interface.

An 1mage as referred to herein can include a digital image
having pixels with one or more pixel values (e.g., color
values, brightness values, etc.). An image can be a still
image (e.g., still photos, images with a single frame, etc.), a
dynamic 1mage (e.g., animations, animated GIFs, cinema-
graphs where a portion of the image includes motion while
other portions are static, etc.) and a video (e.g., a sequence
of 1mages or image frames that may include audio). While
the remainder of this document refers to an image as a static
image, it may be understood that the techniques described
herein are applicable for dynamic images, video, etc. For
example, implementations described herein can be used with
still images (e.g., a photograph, an emoji1, or other 1image),
videos, or dynamic images. Text, as referred to herein, can
include alphanumeric characters, emojis, symbols, or other
characters.

In block 202, 1t 1s checked whether user consent (e.g., user
permission) has been obtained to use user data in the
implementation of method 200. For example, user data can
include messages sent or received by a user, user prefer-
ences, user biometric information, user characteristics (iden-
tity, name, age, gender, profession, etc.), information about
a user’s social network and contacts, social and other types
of actions and activities, content, ratings, and opinions
created or submitted by a user, a user’s current location,
historical user data, images generated, received, and/or
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accessed by a user, videos viewed or shared by a user, etc.
One or more blocks of the methods described herein may use
such user data 1n some 1mplementations.

If user consent has been obtained from the relevant users
for which user data may be used 1n the method 200, then 1n
block 204, it 1s determined that the blocks of the methods
herein can be implemented with possible use of user data as
described for those blocks, and the method continues to
block 208. If user consent has not been obtained, 1t is
determined 1n block 206 that blocks are to be implemented
without use of user data, and the method continues to block
208. In some 1mplementations, if user consent has not been
obtained, blocks are to be implemented without use of user
data and/or generic or publicly-accessible and publicly-
usable data.

In block 208, user 1mnput 1s received at a first device from
a first user (e.g., sending user) to set up sharing of 1mages
(and/or other content items or media 1tems) with a particular
user (also referred to as a second user, recipient, or recipient
user). For example, the particular user may be a partner,
spouse, designated friend, etc. of the first user. For example,
the user input can be received via a user interface displayed
on the first device, and/or the user input can be mput via an
input device of the first device, e.g., touchscreen, physical
control (e.g., pointing device, joystick, touchpad, etc.), voice
command recetved by microphones of the first device, etc.
In some implementations, a sharing setup interface 1s dis-
played in response to the user mput. In some 1implementa-
tions, the sharing setup interface can be displayed automati-
cally by the first device, e.g., based on user preferences, 1n
response to an obtained image, etc.

In block 210, selection 1s received from the first user of an
identification of a second user as the recipient user (or
recipient) for the sharing of images, e.g., a second user
different than the first user. In some 1implementations, 1f user
consent has been obtained from the first user to access a
social graph of the first user (e.g., social network, messaging
network, e-mail network, etc.), various users that are
socially connected to the first user can be presented for
selection as a recipient user. For example, a menu of contacts
stored 1n the first user’s address book can be presented, from
which the first user can imput a selection. In another
example, users from one or more user groups of the first user
as organized and stored on a social networking service, users
contacted via the first device as indicated 1n a stored call log,
ctc. can be presented for selection. In some implementa-
tions, a single user 1s selected as the recipient for the sharing
of the images. In some 1mplementations, multiple users can
be selected as recipients for the sharing of the images. In
some 1mplementations, multiple users may not be selected
as recipients for the automatic sharing of images as
described herein, and only a single user may be selected as
the recipient.

In block 212, selections are received {rom the first user of
settings for the sharing of images, including sharing criteria.
For example, the sharing criteria can specily one or more
criteria characteristics, e.g., 1mage characteristics such as
depicted image features, that are compared to 1mage char-
acteristics of stored images. I a criteria characteristic
matches an 1mage characteristic of an 1mage, the 1image 1s
determined to be a match for sharing. Based on the specified
sharing criteria, images from the image library of the first
user are 1denftified as i1mages to which the second user
(recipient user) 1s to be provided access. Sharing criteria can
include time criteria, 1image content feature criteria (e.g.,
criteria based on 1mage content or image features such as
faces, etc.), location criteria, etc. Sharing criteria can be
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specified by the first user, e.g., via user mput to the first
device, via stored user preferences, etc.

In some 1implementations, time criteria can include one or
more specified times, dates, or time/date ranges which a
timestamp of an 1mage 1s to match in order for the 1image to
quality as a shared image of the first user (where “times™ can
include dates). For example, an image timestamp can indi-
cate a time of capture of the image by a camera or other
device (or time of creation of a generated 1image). In some
implementations, an image timestamp can indicate a time of
last modification of the image by the first user (or any user),
an upload time at which the image was received via upload
over a network from a client device to a server, a time when
the first user first gained access to the 1mage, etc.

Time criteria can specily a variety of time periods (e.g.,
times or time ranges). Time criteria can specily one or more
particular times, or time ranges of times or dates. For
example, time criteria can specily a particular time (e.g., a
start time or start date), and specily that images that have a
timestamp after that particular time qualily as a shared
image. The particular time can be specified as a time of day,
a particular day or date, an event (e.g., a standard holiday,
sports game, celebration, the date that the sending user first
met the recipient, etc.). In further examples, time criteria can
specily a time range (e.g., between a start time/date and an
end time/date), e.g., which may coincide with a particular
event (vacation, meeting, etc.). In some examples, when the
sending user (first user) permits access to user data, the date
that the sending user first met the recipient may be deter-
mined based on such data, e.g., the first user’s stored
calendar that indicates past event and planned events in the
future. In another example, the sending user may input the
date of the first meeting with the recipient. In various
examples, the time criteria can specily that images that have
a timestamp belfore the particular time (e.g., end time or end
date) qualily as a shared image, or that have a timestamp
within a specified period of time quality as a shared image.

In some implementations, the particular time can be
determined based on particular conditions of the first user,
other users, the images, etc. For example, 11 user consent has
been obtained, time criteria can specily a time period after
the sending user first contacted the recipient user, e.g., using
the first device (e.g., as indicated 1n a contact list, call log,
message log, or other database indicating a history of
previous communications of the first device, 1f user consent
has been obtained), up to the present time. Images having a
timestamp within that time period qualify as shared images.

Image content feature criteria can specily particular image
content features or types of image content features that are
visually depicted in the pixels of images. Image content
teatures can include depictions of faces, persons (e.g., entire
body or portion of body of a person), animals (e.g., 1denti-
flable animals such as pets, 1 user consent has been
obtained), monuments (e.g., Fiffel Tower, Golden Gate
Bridge, etc.), landscape features (e.g., trees, lakes, bridges,
mountains, buildings, sky, sunset, etc.), physical objects
(e.g., vehicles, articles, etc.), logos, objects indicating a
utility 1mage, etc. Particular image content features can be
specified 1n 1mage content feature criteria by an identifier
(e.g., a person’s name, Eiffel Tower, specific location name,
name of pet, etc.), and types of 1mage content features can
be specified 1n the criteria by categories or classifications
(e.g., dog, baby, truck, ball, etc.). Image content features can
be detected 1n an 1mage using one or more 1mage detection
and/or 1mage recognition techniques.

In some 1mplementations, machine learning techniques
can be used to implement an 1mage classifier to classily
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features such as regions and objects 1n 1mages based on pixel
values of the image. For example, a feature vector can be
determined that includes a plurality of content features, and
the feature vector can be compared with 1mage content
feature criteria to determine whether the image matches the
image content feature criteria. The feature vector can be a
condensed numerical representation of the visual pixel con-
tent of the image. For example, the feature vector can be a
vector having a particular number of dimensions, with a
value for each dimension. In some 1implementations, 128 or
other number of dimensions can be used. In some 1mple-
mentations, the feature vector can be generated by a neural
network based on the image pixel values (e.g., color values).
In some implementations, one or more feature vectors can be
determined from particular portions of the image, e.g.,
“local” 1mage content features that are detected based on
image detection or object recognition techniques (e.g., pat-
tern matching, machine learning, etc.).

For example, image content features including faces
(without 1dentity), amimals, objects, landscape features (foli-
age, buildings, sky, sunsets, etc.) can be detected. In some
implementations, 1mage features of a “utility 1mage™ can be
detected, such as text indicating a depiction of a receipt 1n
the 1mage, shapes indicating a screen capture image of a
video screen (e.g., a user interface displayed in a captured
state), etc. Utility images depicting such features can be
excluded from sharing in some implementations. In further
examples, 1I a main subject of an 1mage 1s determined (e.g.,
the largest detected feature in the 1mage, a detected feature
at center of 1mage frame or other particular location, etc.), a
feature vector can be created from the portion of the image
depicting that main subject. In some implementations, a
feature vector of the main subject of an 1mage can be
considered representative of the entire 1mage.

In some implementations, sharing criteria can be specified
as one or more object models, such as face models or models
of other objects. A face model indicates the characteristics of
a face such as dimensions, color, etc. of a face and facial
features, which are associated with a particular person. This
allows the method to detect various faces in different
1mages, poses, angles, etc. and match those faces to sharing
criteria face models to indicate that the depicted faces
belong to the particular persons (e.g., person identifiers)
associated with the face models and thus are to be shared 1f
those face models are included in sharing criteria. If a face
model 1s specified as sharing criteria, the system can deter-
mine faces 1n 1images that match the face model. A number
of face models can be accessible to the method 200, e.g.,
stored locally on the first device of the first user.

In some 1mplementations, the first device can store face
models that are generated based on the 1mages stored 1n the
first user’s 1mage library. In some implementations, face
models can be stored additionally or alternatively on net-
work storage and/or a server accessible by the first device
over a network, and such face models can also be used as
image criteria. In some implementations, face models are
maintained only 1n local storage of user devices and are not
transmitted to servers over the network. In some implemen-
tations, face model clusters are provided, where each cluster
represents a particular person (e.g., each cluster has an
associated person identifier) and includes multiple face
models that have been determined or confirmed to represent
a particular person associated with the cluster. In some
implementations, techniques including vector analysis (e.g.,
change in dark to light pixel values 1s captured, feature
vectors of 1images compared to find similar 1mage features)
and/or skin texture analysis (e.g., surface texture analysis of
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teatures of skin of faces) can be used to detect image content
features 1n the 1mages, including faces.

Some 1mplementations of 1mage content feature criteria
can mclude specified persons that, 1t any of those persons are
detected to be depicted 1mn an 1mage, cause that image to
quality as a shared image. In some implementations, those
specified persons are exclusively to be depicted 1n an 1mage,
with no unspecified persons depicted, for the image to
quality as a shared image. In some examples, the first user
can input particular names of such persons, and/or can
specily categories of persons (e.g., my children, family,
work colleagues, people on my sports team, etc.).

In some examples, 1mages from the first user’s library
(set) of 1mages (e.g., “sharing criteria 1mages”) can be
displayed on a device (e.g., the first device). The sharing
criteria images can be selected to indicate sharing criteria, as
described below. For example, save criteria images can be
selected by mput from the first user. Sharing criteria images
can be selected in other ways, e.g., selected by the system
based on stored user preferences and/or based on character-
istics similar to other sharing criteria images, (e.g., having a
time of capture or location of capture within a particular
period of time or geographic distance of the times and
locations associated with one or more other sharing criteria
images, having the same type of image content features as
other sharing criteria 1mages, etc.). For example, character-
1stics of the sharing criteria 1images can be used as sharing
criteria. Such sharing criteria can include 1mage content
feature criteria.

For example, sharing criteria images can depict sample
faces from different, unique persons (or face models)
depicted 1n the first user’s library images, and images
showing duplicate faces are not displayed 1n the menu (e.g.,
multiple images showing the face of the same person are not
displayed). The first user can select one or more sharing
criteria 1mages to indicate one or more faces depicted 1n the
selected sharing criteria 1mages as face criteria, e.g., to
identily persons that, 1f depicted 1n an 1mage, quality the
image as a shared image. For example, 1n some implemen-
tations, one or more person identifiers are determined from
a selected sharing criteria 1mage based on detecting faces,
and the person identifier 1s designated as a person sharing
criterion. In some examples, a person sharing criterion can
include a face criterion that specifies a particular face
identity. In some 1mplementations, a face model (or face
model cluster) can have an associated face identity to
identify the associated person.

Similarly, sharing criteria 1images can be displayed that
depict image features other than faces, e.g., a sharing criteria
image depicting a sunset, a landscape, a building, an animal,
etc., which the user can select to indicate sharing criteria
based on one or more of the depicted image features. For
example, selecting a sharing criteria 1mage depicting a
sunset causes library images with sunsets to qualify as
shared 1mages.

In some 1mplementations, sharing criteria are determined
from particular 1image features 1n a sharing criteria 1image,
where those 1mage features have predetermined or specified
characteristics, and sharing criteria are not determined from
other 1mage features depicted in the sharing criteria image
that do not have such characteristics. In some 1mplementa-
tions, the specified characteristics used for sharing critenia
can be specified or indicated by user input, user preferences,
device settings, etc. For example, particular types of image
features can be used as, or indicate, sharing criteria, such as
faces, animal types, landscape features, etc. In some
examples, image features having a threshold size or greater

10

15

20

25

30

35

40

45

50

55

60

65

16

s1ze (e.g., a threshold percentage area of the total image area,
threshold percentage number of pixels of the total number of
pixels, threshold width, and/or height in pixels of total width
and/or height of the image, etc.) can be used as sharing
criteria, while image features smaller than the threshold size
are not used as sharing criteria. In some examples, 1mage
teatures that are overlapping and/or have pixels (or a center)
located within a particular threshold distance of the center of
the 1mage (or other particular location within the 1image area
or frame) are used as sharing criteria, while other features
outside such a threshold location are not used as sharing
criteria. In further examples, 1image features that have speci-
fied colors, brightness, or other 1mage characteristics can be
used for sharing criteria.

Location criteria can specily particular locations which a
location associated with an image 1s to match in order for the
image to quality as a shared image of the first user. For
example, an 1mage can be associated with metadata that
includes a geographic location at which the image was
captured. For example, the geographic location can be
specified as coordinates (e.g., latitude and longitude), by an
address (e.g., postal address), or 1n other ways. If a location
associated with an 1mage matches a location specified by the
location criteria, the image qualifies as a shared image.
Location criteria can be specified by the first user as distin-
guishing place names (e.g., Yankee Stadium, Golden Gate
Park), by addresses (e.g., postal addresses, zip codes, tele-
phone area codes, etc.), or in other ways. For example, a map
can be displayed, e.g., by the first device, and the first user
can select particular locations or areas/regions which are
input as location criteria. In some implementations, location
criteria can be specified by the first user as a label (e.g.,
category or classification), e.g., “home,” “work,” “school,”
etc., and, 1f consent has been obtained by the first user, the
system can determine the particular geographic locations to
which these labels correspond, e.g., by examining other user
data of the first user such as contact information (specitying
such locations), travel history of the first user (e.g., work or
home 1ndicated by time and length of presence at a particular
location), communications of the first user (e.g., company
email addresses, etc.), etc.

Other or additional sharing criteria can be used 1n some
implementations. For example, sharing criteria can be based
on visual 1mage characteristics, user ratings, etc. Other
sharing criteria examples are described 1n various sections
this disclosure, and can include visual image characteristics
including quality characteristics of 1images (e.g., blurriness,
contrast, brightness, color noise, etc., where threshold levels
of these characteristics can qualily an image as a shared
image), etc.

In further examples, sharing criteria can include source
storage locations for the shared images. For example, the
sharing criteria can specily particular storage locations such
as folders, groups, or other storage collections from which
shared 1mages are to be selected. In some examples, storage
locations associated with particular application programs
can be specified as sharing criteria, such that shared images
are selected from those storage locations. For example, the
particular application programs can be camera applications
that are usable to capture i1mages, chat applications that
receive 1mages Irom other users in chat conversations and
text messages, communication applications that receive
images from email, image editing applications that are
usable to edit captured 1mages (e.g., to add eflects to 1images,
to select a particular 1mage from a set of 1images captured
within a small time interval such as half a second, to add text
or graphical elements to 1mages, etc.) etc.
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In further examples, sharing criteria can include particular
users and/or devices that have provided images. For
example, a particular user can be specified such that images
that have been received from the particular user quality as
shared 1mages. In some examples, particular user devices are
specified (e.g., camera devices), such that images captured
or created by those devices, or received from those devices,
quality as shared 1mages.

In further examples, sharing criteria can include previous
actions related to images by the first user, e.g., from a history
of such actions, which can indicate the images to qualify as
shared 1mages. For example, previous displays and views,
sharing to other users, selections, and other actions by the
first user performed using the first device and/or other device
to or on particular images can cause the particular images to
qualify as shared images in FIG. 2. In some implementa-
tions, the types of previous actions that are considered to
quality images for sharing can be specified by the first user
(e.g., 1n block 212 or in stored user preferences). In some
implementations, one or more relevant periods of time can
be specified by the first user (e.g., i block 212 or 1n stored
user preferences), during which the previous actions were
made (e.g., time of day, particular month or year, etc.).

In some implementations, 1mages having characteristics
that match particular criteria characteristics can be excluded
from the images that are shared to the second user. For
example, such criteria can be filtering criteria that cause
particular images to be filtered from a set of shared images
based on the characteristics of the 1mages matching the
filtering critena.

In some 1mplementations, one or more sharing criteria
images can be displayed as suggested sharing criteria, and
which allow user input from the first user to select at least
one of the sharing criteria images to specily sharing critena.
In some examples, such sharing criteria 1mages can display
image content features that can be used as 1mage criteria as
described above, 1f sharing criteria 1images are selected by
first user mput. In further examples, some sharing criteria
images can suggest other sharing criteria associated with the
sharing criteria image, such as a time or date (the time or
date of capture of the criteria 1mage), location (the location
ol capture of the criteria image), etc., where this associated
sharing criteria 1s selected 1f the criteria 1mage 1s selected.

In some 1mplementations, sharing criteria images can be
images selected by the system from the first user’s image
library that have particular characteristics, e.g., were shared
with other users (not the recipient user), viewed on the first
user’s device(s), or shared/viewed most frequently by first
user input 1n the past (e.g., within a particular period of time
prior to the current time). In some examples, sharing criteria
images can depict content types that were previously
selected or viewed by the first user and/or match stored
preferences or settings set by the first user. In some
examples, such sharing criteria images can be obtained from
lists storing the most viewed or downloaded images by
multiple users, from a network site that 1s accessed by the
multiple users. Duplicative sharing criteria images, €.g., that
depict content that 1s duplicative to other sharing criteria
images, can be omitted from display. For example, 1f two
images that depict the same person’s face are determined to
be sharing criteria 1mages, one of these images can be
omitted from display as a sharing criteria image.

In some 1mplementations, sharing criteria images can be
generated or modified from other images from the first
user’s 1mage library, e.g., by editing the other images and/or
moditying pixel values of the other images. For example, an
image from the library can be cropped (e.g., by the system,
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or other system) such that the image post-cropping (e.g., the
retained portion of the image after the cropping) 1s used as
a sharing criteria image. In some examples, the system can
crop (e.g., remove) areas ol an 1image other than a portion
that depicts a face to form a sharing criteria 1image. The
sharing criteria image 1s a portion of the image depicting the
face, such that the face 1s the only face depicted in the
sharing criteria image. In some 1mplementations, a sharing
criteria 1mage can be similarly generated for each face 1n an
image (e.g., each face over a threshold size 1n pixel size). In
another example, text or symbols can be added to an 1mage
to form a sharing criteria 1mage, e€.g., a name or other
identifier of a depicted person, location, monument, etc. can
be added.

In further examples of sharing settings, a delay period
(e.g., grace period) can be specified by the first user. The
delay period 1s a period of time that occurs after shared
images have been determined by the system and before the
recipient user has actually been granted access to images of
the first user, during which the first user may designate
particular 1mages of those 1mages to not be shared, e.g., not
be offered or provided for second user access. For example,
in response to the determination that a particular image
matches the designated sharing criteria, a delay period can
be provided during which the particular image 1s assigned a
status indicator indicating a first status, where the first status
indicates that the image 1s to be shared with the recipient
user. A notification can be displayed by the first device
indicating that the shared images are determined. In some
examples, the notification provides a displayed option (e.g.,
selectable button or other displayed control) that causes the
determined shared images to be displayed for user review.

In some 1mplementations, the status indicator indicating
the first status 1s modifiable and can be updated to a status
indicator indicating a second status by {first user 1nput
received during the delay period, where the second status
indicates the 1mage 1s not to be shared with the recipient
user. I1 the delay period expires and the image still has the
first status (e.g., the first user has not designated the par-
ticular image to be removed from being offered or provided
for sharing to the recipient), access 1s provided to the image
by the second user (as described below for block 220). If the
image 1s assigned the second status based on first user input,
the 1mage 1s removed from sharing eligibility, e.g., removed
from a stored list indicating the i1dentifications of 1mages to
share with the recipient user. In some examples, the shared
images can be stored or classified 1n a queue, and the first
user may remove one or more of the shared images from the
queue during the delay period (e.g., by providing user input
selecting the one or more images displayed in a user
interface), such that when the delay period expires, the
second user 1s provided access to the (remaining) 1images 1n
the queue.

In another example of the delay period, the delay period
for an 1mage can start after a particular amount of time (e.g.,
N minutes) have elapsed since the image was backed up,
¢.g., was saved to a server account from a device such as a
client device. During this delay period, the first user can
mark the image to not be shared via the sharing process of
method 200. In some implementations, the delay period can
be adjusted by user input from the first user.

In additional examples, the delay period can be applied
for new 1mages obtained by the first user or the first devices
that are determined to be shared 1images, as described below
for blocks 222-230.

In block 214, the shared images for the first user are
determined based on the sharing criteria. For example,
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images are programmatically analyzed by the first device
and/or other devices 1n communication with the first device,
based on the sharing criteria, to determine which 1mages
qualily as shared images. The analyzed images can be
compared to multiple sharing criteria, or one sharing crite-
rion, to determine 1f they quality as shared images. In some
implementations, diflerent images can be compared to dii-
ferent sharing criteria, e.g., based on one or more charac-
teristics of the images (1mage content features, visual (pixel)
characteristics, time of capture, location of capture, etc.).

The 1images analyzed may be stored 1n one or more stored
collections or albums associated with the first user (e.g., 1n
an 1mage library of the first user), e.g., on one or more
servers, and/or stored 1n local storage of the first device or
other client devices accessible to the first user, etc. In some
implementations, other processes may ailect which 1mages
of the image library are available for processing in block
214. In some implementations, archiving criteria that cause
one or more 1mages to be archived (removed from display 1n
an 1mage library, and/or omitted from being sent to a server
for storage, etc.). Such archiving may remove one or more
images of an i1mage library from consideration as shared
images using the sharing criteria.

In some implementations, sharing criteria are stored in
local storage of the first device, and/or the shared images are
determined by the first device. In some 1implementations,
one or more sharing criteria can be stored at a server (or
other device) remote from the first device (e.g., connectable
to the first device over a network), and/or the server (or other
device) can determine the shared images. In some 1mple-
mentations, both the first device and one or more remote
devices store sharing criteria and/or determine the shared
1mages.

In some 1mplementations 1 which faces are detected in
images of the first user’s library of 1mages, the persons of the
faces are determined and these persons are compared to
person sharing criteria (e.g., face criteria that specifies a
particular face identity) determined in block 212. Shared
images include those images determined to depict a person
in pixels of the image that matches one or more person
sharing criteria. Similarly, other image content features can
be compared to other types of sharing criteria, and other
image characteristics such as time and/or location can be
compared to time and location sharing criteria to determine
the shared images of the first user’s 1image library. Images
determined to qualily as shared images can be designated as
shared 1images to be shared with the recipient (second user),
¢.g., a respective share designation can be associated with
cach shared image and stored in device storage.

In some 1mmplementations, determining a match between
an 1mage and one or more sharing criteria can be associated
with a confidence level for the match between the image and
one or more sharing criteria, where the confidence level can
indicate the confidence in the match and/or a likelihood of
the match being accurate. In one example, the closer the
match 1s determined to be, the higher the confidence level
assigned to the match. In some implementations, different
confidence level thresholds can be employed, where the
different thresholds indicate different tiers or categories of
confidence.

In some i1mplementations, 1mages can be compared to
sharing criteria and/or shared images can be determined, as
described above, at various times and/or 1n response to one
or more particular conditions of the first device (which, e.g.,
can be specified by the first user in some implementations).
For example, in some implementations, 1mages can be
compared and determined for sharing upon capture by the
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first device, and/or upon the first device gaining access to or
receiving the 1images; or upon one or more operating con-
ditions of the first device (e.g., during, or not during,
particular time periods 1n which particular device operations
are being performed by the first device, e.g., such device
operations as executing particular applications, sending or
receiving data 1n a particular application, etc.).

In some implementations, a preview of i1mages that
quality as shared images can be displayed, where the pre-
view 1mages are selected (e.g., by the system or device) from
the 1mage library of the first user based on the specified
sharing criteria (e.g., on the first device), e.g., alter one or
more sharing criteria have been input by the first user (or
based on sharing criteria specified in user preferences, etc.).
The preview can include preview images from the first
user’s library, e.g., images that match one or more of the
sharing criteria currently designated by the first user and
which quality to be shared to the recipient user.

In some 1mplementations, a user interface displaying the
preview can provide displayed interface elements or controls
allowing the first user to remove one or more 1mages from
the sharing status prior to sharing the images with the second
user (e.g., by selecting the 1images 1n the preview with user
input, or by deselecting the 1mages). In some 1mplementa-
tions, all of the images that quality as shared images can be
displayed 1n the preview (e.g., as a scrollable list or grid of
images having an order of 1images). In some implementa-
tions, a subset of representative images that quality as shared
images can be displayed in the preview, e.g., images that
have below a threshold visual similarity to other images as
determined by one or more image pixel-based similarity
measurement techniques, 1images that have visual character-
1stics relative to particular thresholds (e.g., for clarity, noise,
exposure, etc.). In some 1implementations, such a represen-
tative subset of 1mages can be displayed first in the preview
order of 1images, before other 1mages 1n the order (e.g., that
may duplicates of or have similar content to the represen-
tative 1mages, €.g., over a threshold similarity using a pixel
similarity measure).

In some 1implementations, a preview ol 1mages that cur-
rently qualily as shared images can be displayed for specific
types of sharing criteria, e.g., in association with the first
user selecting additional sharing criteria by selecting images
from a list of images (e.g., blocks 212 and 214 can be
iteratively performed multiple times). For example, the
preview can be updated after each selection of an 1mage that
specifies one or more sharing criteria, such that only images
that match the selected one or more sharing criteria are
displayed in the preview.

In block 216, an invitation 1s sent to the second user. The
invitation requests that the second user accept access to the
images that the first user has shared. The mvitation can be
sent over the network to the second device associated with
the second user.

In block 218, data indicating an acceptance of the sharing,
invitation 1s recerved from the second user and second
device over the network. For example, a server system
and/or the first device can receive the acceptance. If the
second user declines the invitation for sharing (e.g., an
indication of a decline 1s received 1 block 218), then
performance of blocks 220-230 may be omitted.

In block 220, the second user 1s provided access to the
shared 1mages of the first user. For example, the second user
can be granted permission(s) to access shared images of the
first user’s library of images, e¢.g., one or more stored
collections or albums associated with and accessible by the
first user. The stored collections can be stored on one or
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more servers, and/or on one or more client devices (includ-
ing one or more client devices associated with the first user),
etc.

In some 1mplementations, access permissions associated
with the shared images (e.g., permission status data) are
automatically updated (without user input) to allow the
second user to have access to the shared images, e.g.,
retrieve the data associated with the shared images for
storing and/or displaying on a user device of the second user.
For example, in some implementations, an access permis-
sion 1s updated for each shared image, and 1s based on a
confidence level associated with the determination that the
shared 1mage matches one or more sharing criteria. For
example, if the shared image depicts a person, the confi-
dence level indicates an estimated confidence or probability
that the depicted person matches a person sharing criterion.

In some implementations, the access permission 1s
updated to permit access to the second user for a particular
image 11 the confidence level of sharing criteria match meets
a threshold confidence level. In some implementations,
multiple confidence level thresholds can be used to deter-
mine different forms of access level updates. In some
examples, 11 the confidence level of the match of a shared
image to sharing criteria meets a first threshold, then the
access permission 1s automatically updated without user
input to allow access to the shared image by the second user.
I1 the confidence level of the match meets a second threshold
that 1indicates lesser confidence 1n the match than the first
threshold, then the first device displays the shared image as
available for selection by user iput to the first device from
the first user to update the access permission for the first
image to grant access to the second user. This allows 1mages
having lower-confidence matches to sharing criteria to be
shared with another user i1 the first user manually 1ndicates
that these 1mages are to be shared.

In some 1mplementations, server system 102 may store a
respective 1image library for one or more users. For example,
the image library may store images associated with a user
(e.g., captured using a device associated with an account of
the user, uploaded to the server by the user, etc.), images that
are shared with the user, and permissions associated with
images 1n the library, e.g., that specily one or more other
users that are granted access to the images. In some 1mple-
mentations, the image library of a user may be organized as
a plurality of albums, each album including one or more
images. An image may be included in more than one album.

In some 1mplementations, when the second user 1s granted
access to shared images of the first user, the shared images
are automatically added to the image library of the second
user (e.g., an automatic save feature, e.g., as described with
reference to FIG. 3). In some implementations, when the
second user 1s granted access to shared images of the first
user, the shared images are automatically added to a separate
album within the image library of the second user that
includes the 1images shared by the first user. In some 1imple-
mentations, a portion of the image library of a user may be
synchronized, e.g., to one or more devices associated with a
user account of the user, such that the images stored on the
one or more devices are also stored in the portion of the
image library, and vice-versa in some implementations.

In some examples, the 1mage data of an 1image library 1s
stored 1n storage of the second device, such that the image
data of the shared images are stored at the second device. In
some 1implementations, the image data of an 1image library 1s
stored on a server. In some 1implementations, the image data
of an 1mage library i1s stored both on a server and one or
more client devices, and/or partially on a server and partially
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on one or more client devices. The image data includes pixel
values of the pixels of the images of the library (e.g., color
values or other values such as luminance values, etc.). For
example, a user device can store a data pointer pointing to
an associated image of the library stored on the server. Thus,
the user’s library of images on the server 1s accessible by the
user device by following such data pointers.

In some 1mplementations, the first device of the first user
can access the image data stored on a server using data
poimnters. If the second user 1s granted access to shared
images of the first user’s 1image library, the access permis-
s1ons of the first user’s shared 1images are updated to permit
the second user (e.g., devices used by the second user)
access to the shared images. In an example, one or more
second data pointers are sent from the server to the second
device of the second user over the network, where the
second data pointers point to the shared images and allow
the second user device to access the image data stored on the
server for the shared 1images. In some implementations, the
first data pointers for the first user and the second data
pointers for the second user may be uniform resource
locators (URLs). In some implementations, the data pointers
for the first user and the second data pointers may be the
same URL. In some implementations, the data pointers for
the first user and the second data pointers may be diflerent
URLs that point to the same images. This allows a single
copy of 1image data to be stored (e.g., on a server or other
device) to save storage requirements of 1mage data, where
different user devices can retrieve the image data of the
single copy to store or view the image data.

In block 222, a new 1mage 1s obtained by the first device.
This may occur at a time after the setup of sharing described
above for blocks 208-220. For example, the first device may
capture the new 1image from a camera component of the first
device, may receive the new 1mage from a device over the
network, may generate the new 1mage 1n an editing appli-
cation, etc.

In block 224, the new 1mage 1s programmatically ana-
lyzed to determine if there are any matches to the sharing
criteria. For example, metadata of the new i1mage can be
examined and compared to appropriate sharing criteria. In
some examples, timestamps indicating date of 1mage cap-
ture, 1mage creation, image modification, etc., can be com-
pared to time criteria described above to determine 1if the
new 1mage qualifies as a shared 1image. Location metadata of
the new 1mage can be analyzed to determine 1f the new
image qualifies as a shared image. Image content can be
analyzed for image features that meet image feature criteria.

In block 226, 1t 1s checked whether one or more matches
were determined for the new 1mage 1n block 224. IT not, then
the method continues to block 228, 1n which the second user
1s not provided access to the new 1mage (e.g., as determined
for method 200; the second user can be granted access to the
new 1mage 1n other ways, such as via specific mput from the
first user). If one or more matches to sharing criteria were
determined for the new 1image, then the method continues to
block 230, 1n which the second user 1s provided access to the
new 1mage, similarly as the access provided in block 220.
Multiple new 1mages obtained by the first user or first device
can be similarly processed 1 sharing criteria are met.

In some implementations, content items (e.g., content
data) other than 1mages can be shared according to methods
and 1mplementations described herein, similarly to the
images described herein. For example, content items can
include audio data or audio data segments (e.g., voice,
music, etc.) without accompanying or corresponding
images. In some implementations, 1f user consent has been
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obtained, voice recognition techniques can be used to detect
or 1dentily a speaker user whose voice 1s captured 1n voice
audio data, and apply sharing criteria based on the detected
user. In another example, types of sound ellects can be
detected (e.g., water flowing, sounds of bells, birds or other
amimals, etc.) and sharing criteria can be applied based on
the detected types to determine 11 the sound data qualifies for
sharing. In another example, content items can include
documents, such as text documents or documents including
text and 1mages, where topics or subject matter of the
documents can be programmatically analyzed for keywords
or keyphrases or based on machine learning techniques to
determine if the documents match sharing criteria for text
and thus 11 the documents qualily as shared content 1tems.

In some 1mplementations, the first user can set up and
cnable the sharing of 1images described 1n method 200 with
a single other user (the recipient user) and, while this sharing
1s enabled, the first user cannot additionally provide access
to other users for the shared 1mages using method 200. In
some examples, the first user can cancel the sharing of
images with the second user and set up sharing of 1mages
with a different user. In some i1mplementations, multiple
recipient users can be provided access simultaneously to
shared 1mages of the first user using method 200. For
example, the sharing criteria can be applied as described
above and the multiple users each provided access to the
shared 1mages.

In some implementations, different and independent sets
of sharing criteria can be associated with each of multiple
recipient users. A set of sharing criteria associated with a
particular recipient user 1s applied to the sending user’s
images for the sharing of images to that particular recipient
user, and this 1s repeated for each of multiple designated
recipient users. For example, sharing criteria can be diflerent
for each such recipient user (e.g., an option to include at least
one different sharing criterion for each recipient user, if
selected by the first user). For example, the first user can
specily one set of sharing criteria to share only 1mages
depicting babies with a grandparent recipient user, a difler-
ent set of sharing criteria to share only 1mages depicting
faces of a Iriend captured 1n 2013 or later with that friend
recipient user, and a third set of sharing criteria to share all
images captured at a home location with a spouse recipient
user.

In some 1mplementations, sending a sharing request and/
or shared images to other devices (e.g., user devices) as
described for FIG. 2 can be enabled and/or disabled tem-
porarily, e.g., based on whether one or more particular
conditions apply. For example, the first device can be
enabled to send 1nvitations for sharing and/or shared images
to other user devices (such as the second device) at particular
times, and can be disabled to send such invitations and/or
shared 1mages at other times. In some implementations, the
particular conditions can be specified 1n stored first user
preferences. In some implementations, the particular condi-
tions can include one or more events that are detected to
have occurred. For example, the first device may have
sharing disallowed and then the first device 1s carned or
moved to a particular geographical location (e.g., as speci-
fied 1n stored preferences), such as a specified geographical
area, that allows sending invitations and sharing of images
to the other user devices. In some examples, the sharing 1s
continued to be allowed while the first device 1s located at
that location, or can have a time duration specified in
preferences or settings starting from the time when the first
device first entered the location, such that the sharing is
disabled after the time duration expires.
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In some 1mplementations, a control (e.g., button or web-
link) 1s displayed on the first device, and 1t the control 1s
selected by first user input, the first device 1s enabled to share
images to other devices as 1n FIG. 2 (e.g., for a particular
time duration and/or while at a particular location). For
example, a particular Uniform Resource Link (URL) can be
specified 1n the weblink, to which the first device can
connect over the network to send sharing invitations and
shared 1images. In some 1implementations, the second device
can be made temporarily available to send invitations and/or

shared 1mages to other devices, e.g., similarly to the first
device as described above.

In some implementations, 1f no connection to an inter-
mediate sharing device (e.g., server) 1s available (e.g., no
wireless service 1s available at a particular location or under
particular environmental conditions), then an alternative
communication channel between the first device and second
device can be established for shared images. For example, a
peer-to-peer network connection (e.g., Bluetooth®, Wi-Fi
Direct, etc.) can be established and used to transmit sharing
invitations and images between the first device and second
device. In some implementations, a different network link
can be available and can be used.

In some implementations, one or more users and/or user
devices (e.g., the second user or second user device in the
example of FIG. 2) can be designated by the first user and/or
first device as temporary sharing users or partners (and/or
temporary sharing user devices) for shared images using the
method of FIG. 2. For example, a sharing invitation and
shared 1mages can be sent to the temporary sharing partner
(e.g., the second device and/or a second user server account)
if one or more particular conditions are met as determined by
the first device, e.g., if the current time 1s within a particular
time period. The particular conditions can be specified in
stored user preferences or first device settings. For example,
the particular conditions can include specified time
period(s), specified geographic location(s) of the first device
and/or the second device, current usage by the user of
specific applications on the first device and/or the second
device, etc.

In some 1implementations, a sharing user may be allowed
access to the shared images of the first user mmitially, as
described 1in FIG. 2, and then blocked from access to the
shared 1mages of the first user after a particular time period
expires and/or other condition occurs. In some implemen-
tations, user devices may be allowed to share images with
cach other (e.g., give each other access to the shared images
of the other user) while the users are co-located at a
particular geographic location, e.g., the user devices are
within a particular threshold distance of each other. In some
implementations, user devices maybe allowed to share
images with each other while the users of those devices are
participating 1n a shared conversation group or chat, e.g., in
a messaging application running on all the user devices.

In some 1implementations, one or more users and/or user
devices can be designated as ongoing sharing users or
partners, e.g., for which there are no conditions that impose
temporary sharing access for the first user’s sharing invita-
tions and shared images.

FIG. 3 1s a flow diagram 1illustrating an example a method
300 to provide features to share images for a recipient user,
according to some implementations. In some implementa-
tions, method 300 can be implemented, for example, on a
server system 102 as shown 1n FIG. 1. In some implemen-
tations, some or all of the method 300 can be implemented
on one or more client devices 120, 122, 124, or 126 as shown
in FIG. 1, one or more server devices, and/or on both server
device(s) and client device(s). In some implementations, the
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implementing system includes one or more digital proces-
SOrs or processing circuitry (“processors’™), and one or more
storage devices (e.g., a database 106 or other storage). In
some 1mplementations, different components of one or more
servers and/or clients can perform different blocks or other
parts of the method 300. In some 1implementations, a second
device 1s described as performing blocks of method 300.
Some 1mplementations can have one or more blocks of
method 300 performed by one or more other devices (e.g.,
other client devices or server devices) that can send results
or data to the second device. The various examples and
implementations described for method 300 can be combined
in various permutations or combinations.

In some 1mplementations, the method 300, or portions of
the method, can be 1nitiated automatically by a system. In
some 1mplementations, the implementing system 1s a second
device. In some implementations, the method (or portions
thereol) can be periodically performed, or performed based
on one or more particular events or conditions, e.g., an
application being initiated by a user, receiving one or more
images that have been newly uploaded to or accessible by
the system, a predetermined time period having expired
since the last performance of method 300, and/or one or
more other conditions occurring which can be specified in
settings read by the method. In some implementations, such
conditions can be specified by a user in stored custom
preferences of the user.

In some mmplementations, the second device can be a
camera, cell phone, smartphone, tablet computer, wearable
device, or other client device that can receive content 1input
(e.g., image capture) by a user to the client device, and can
perform the method 300. In some implementations, a client
device or server device can recerve one or more 1mages
uploaded from one or more users or received over a network
connection, and can perform the method 300 for the one or
more 1mages. In some implementations, a client device can
send an 1mage to a server over a network, and the server can
process the content using method 300. Some 1mplementa-
tions can initiate method 300 based on user iput. A user
(e.g., operator or end-user) may, for example, have selected
the initiation of the method 300 from a displayed user
interface, e.g., application user interface or other user inter-
face.

In block 302, 1t 1s checked whether user consent (e.g., user
permission) has been obtained to use user data in the
implementation of method 300. User data can include mes-
sages sent or received by a user, user preferences, user
biometric information, user characteristics (1dentity, name,
age, gender, profession, etc.), information about a user’s
social network and contacts, social and other types of actions
and activities, content, ratings, and opinions created or
submitted by a user, a user’s current location, historical user
data, images generated, received, and/or accessed by a user,
videos viewed or shared by a user, etc. One or more blocks
of the methods described herein may use such user data 1n
some 1mplementations.

If user consent has been obtained from the relevant users
for which user data may be used 1n the method 300, then 1n
block 304, it 1s determined that the blocks of the methods
herein can be implemented with possible use of user data as
described for those blocks, and the method continues to
block 308. If user consent has not been obtained, 1t 1is
determined 1n block 306 that blocks are to be implemented
without use of user data, and the method continues to block
308. In some 1mplementations, 1f user consent has not been
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obtained, blocks are to be implemented without use of user
data and/or generic or publicly-accessible and publicly-
usable data.

In block 308, an 1nvitation for shared images 1s received
at the second device and the invitation 1s output by the

second device. In some implementations, the mnvitation can
be from the first device (and first user) as described 1n block
216 of FIG. 2, to obtain access to shared images of the first
user. In some 1mplementations, the mvitation can be dis-
played in a user interface, output as audio from speakers, etc.

The mnvitation for shared images can be received and
output 1f the second user and/or second device have not
previously accepted a sharing connection with the first user
and/or first device, e.g., 1 the second user and/or second
device have not been previously granted access to the shared
images as described 1n FIG. 2. If a sharing connection to the
shared 1mages of the first user were previously accepted by
the second user and/or second device, and an indication of
granted access permission to the shared images of the first
user was previously received by the second user and/or
second device, then the display of the invitation 1s omitted
and shared 1images can be automatically saved to the second
user 1mage library based on automatic save criteria as
described herein, e.g., 1n blocks 314-317 below. In some
implementations, 1f there 1s such an existing sharing con-
nection, then the invitation 1s not received by the second
device.

In block 310, an acceptance of the invitation 1s received
by the second device as mput by the second user, and the
acceptance 1s sent to the first user, e.g., the acceptance 1s sent
so that 1t 1s received by the first device over the network. In
some examples, the acceptance can include user input pro-
vided to a user interface displayed by the second device, e.g.,
selecting a displayed accept button, etc.

In block 312, access to the shared images of the first user
1s obtained for the second user. For example, the second user
(e.g., the second device and/or an account of the second
user) can receirve an indication that access permaission to the
shared 1images of the first user has been granted to the second
user. In some implementations, the second user and/or
second device can be provided with access permission data
needed to access the shared 1mages associated with the first
user (as determined with respect to method 200 of FIG. 2).
The permissions (e.g., permission data) can be stored on one
or more server devices, client devices, etc. The second
device 1s thus able to receive image data of the shared
images and/or display the shared images of the first user on
its display. The access can be provided in response to the
first user sharing these 1images as described with respect to
method 200 of FIG. 2.

In block 314, auto-save options can be displayed by the
second device, where the auto-save options provide settings
to allow the second user to designate automatic save criteria
that define which of the shared images of the first user are
to be saved automatically in storage associated with the
second user. The storage of the second user can be storage
provided on one or more servers, provided on one or more
client devices (e.g., the second device), provided in part on
server and 1n part on one or more client devices, etc. For
example, 1f the second user’s storage includes one or more
client devices, shared images stored on a server can be
downloaded to those client devices over the network. The
storage of the second user can include a library of images
associated with the second user.

The auto-save options can be displayed 1n response to the
second user providing an acceptance to the invitation for
sharing received 1 block 308. In some implementations, the
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auto-save options can be displayed at any time by the second
device based on user input, e.g., to add or change automatic
save criteria as user preferences or device settings.

The automatic save criteria can be specified 1n a variety of
ways to indicate which shared 1mages are to be automati-
cally saved to the second user’s storage. In some 1implemen-
tations, one or more of the automatic save criteria can be
similar to, and can be specified similarly to, the sharing
criteria described herein, e.g., for block 212 of FIG. 2.

In some 1mplementations, a second user can specily
image feature criteria for the automatic saving, in which
specified visual 1image content (e.g., 1image features) are to
match visual content in a particular 1mage to qualify that
particular image for automatic saving to the second user’s
image library. In some implementations, the second user can
specily 1mage feature criteria by 1dentifying persons, types
of features, etc. In some 1mplementations, 1mages from the
second user’s library of images can be displayed 1in a user
interface (e.g., on the second device) and the second user can
select a displayed image to identily one or more image
features 1n that 1mage as automatic save criteria. For
example, this allows the second user to select persons known
to the second user via the second user’s image library as
automatic save criteria.

In some 1implementations, 1images from the second user’s
library can depict faces of different, unique persons. Dupli-
cative images having visual content duplicating or similar to
other 1images in the library can be omitted from the display
in this user interface, such that the user interface displays
images depicting unmique persons that are not duplicated 1n
all the 1images displayed in the user interface. When the
second user selects a particular one of those 1mages, this
selection specifies an automatic save criterion (e.g., person
save criteria) such that shared images that depict that person
(e.g., as determined based on face recognition techniques, 11
user consent has been obtained) quality for automatic saving,
to the second user’s library. A person identifier can be
determined that indicates a particular person depicted 1n the
selected 1image, and this person 1dentifier can be designated
as a person save criterion, similarly as described for FIG. 2.
In some 1mplementations, a person save criterion can be a
face save criterion that specifies a particular face i1dentity,
¢.g., based on a face model or a face model cluster as
described herein.

In some implementations, the user interface for specifying
automatic save criteria can display shared images of the first
user to which the second user has previously been given
access, 1n addition or alternatively to displaying images
from the second user’s library, and the user can select one or
more of such shared images as automatic save criteria.

In some 1implementations, models of objects, such as face
models for faces, are accessible to the second user device
and can be specified as automatic save criteria. In some
implementations, face models similar to those described
above for block 212 of FIG. 2 can be used 1n block 314. This
allows a system to detect various faces 1n different 1mages
and match those faces to save criteria face models to
determine that the depicted faces belong to the particular
persons associated with the face models and thus are to be
saved 1n the second user 1mage library. In some 1implemen-
tations, such face models can be stored locally to the second
user device, and can be generated based on detected faces
depicted 1n the images stored in the second user image
library. In some 1implementations, face models can be stored
additionally or alternatively on network storage and/or a
server accessible by the second device over a network, and
such face models can also be used as 1mage criteria. In some
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implementations, face models are maintained only in local
storage of user devices and are not transmitted to servers
over the network. In some implementations, face model
clusters are provided, where each cluster represents a par-
ticular person and includes multiple face models that have
been determined based on depicted faces in 1mage and/or
confirmed via user mput to represent the particular person.

In some implementations, one or more 1mages can be
displayed, e.g., by the second device, as “save criteria
images” having characteristics that can be indicated to be
automatic save criteria. For example, user mput from the
second user can select at least one of the save criteria images
to specily automatic save criteria. Save criteria 1mages can
be selected 1n other ways, e.g., selected by the system based
on stored user preferences and/or based on characteristics
similar to other save criteria 1images (e.g., having a time of
capture or location of capture within a particular period of
time or geographic distance of the times and locations
associated with one or more other save criteria images,
having the same type of image content features as 1n other
save criteria images, etc.), etc. In some 1mplementations,
such save criteria images can display image content that 1s
used as automatic save criteria as described above, if the
save criteria 1mage 1s selected by first user input. For
example, such save criteria images can be images provided
by the system from the second user image library.

Such automatic save criteria can include 1mage content
feature criteria. For example, save criteria images can depict
sample faces from different persons (or face/object models)
depicted 1n the second user’s library i1mages. In some
examples, a save criteria 1image for a particular person can
be displayed, which, if selected by the user, selects the
corresponding person identifier as an automatic save crite-
rion. In some implementations, the person 1dentifier 1s stored
on the second device (e.g., determined from a face model or
face model cluster) and was created based on the image
library of the second user.

In some 1mplementations, one or more save criteria
images can be displayed by the second device which cor-
respond to one or more corresponding particular 1dentifica-
tions (e.g., person 1dentifiers) from the first user and/or first
user device that were, e.g., created based on the first user’s
image library (e.g., based on face model(s) determined from
images of the first user) or otherwise 1dentified by the first
device. Such identifications can be received by the second
device, e.g., from the first user and/or first device. For
example, the second device may not yet store any person
identifiers corresponding to a person depicted 1n a shared
image, and the corresponding person 1dentifier from the first
user can be used to represent that person for a save criteria
image. This can allow the second user to select content
features as automatic save criteria which have been 1dent-
fied by the first user and/or first device.

In some implementations, save criteria images can depict
content types that were previously selected or viewed by the
second user and/or match stored preferences or settings set
by the second user. In some implementations, such save
criteria 1mages can be obtained from lists storing the most
viewed or downloaded mmages by multiple users, from a
network site that 1s accessed by the multiple users.

Duplicative save criteria images, €.g., that depict content
that 1s duplicative to other save criteria 1mages, can be
omitted from display, similarly as described above. In some
implementations, for save criteria images depicting persons,
cach of the save criteria images can be selected for display
by the system to depict a different, unique person and be
associated with a different person identifier. In another
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example, each of the save criteria 1mages can be selected
from a different cluster of 1mages, where each cluster of
images 1s associated with a different, unique person and each
cluster of 1mages includes one or more 1mages depicting an
associated unique person. In some implementations, the
clusters can correspond to face model clusters as described
herein.

Similarly, save criteria 1mages can be displayed that
depict 1mage features other than faces, e.g., a sunset, a

landscape, a building, an amimal, etc., which the user can
select to 1ndicate save criteria based on one or more of the
depicted image features. Save criteria images can be cropped
portions of 1mages from the second user’s library of images,
and/or can be modified versions of such 1images, similarly as
described above for sharing criteria images for FIG. 2.

In some 1mplementations, automatic save criteria are
determined from particular image features in a save criteria
image, where those 1image features have predetermined or
speciflied characteristics, and automatic save criteria are not
determined from other image features depicted 1in the save
criteria 1mage that do not have such characteristics. In some
implementations, the specified characteristics used for auto-
matic save criteria can be specified or indicated by user
input, user preferences, device settings, etc. Particular types
of 1mage features can specily save criteria, such as faces,
ammal types, landscape features, etc. In some 1mplementa-
tions, 1mage features having a characteristic such as a
threshold size or greater size, overlapping and/or have pixels
(or center) located within a particular threshold distance of
the center of the image (or other particular location within
the 1mage area or frame), specified colors, brightness, or
other characteristics can be used as automatic save criteria,
while other features not having such characteristics are not
used as automatic save criteria, e.g., similarly as described
above for sharing criteria.

In some 1implementations, an 1mage that has been shared
to the second user device and stored in the second user
image library can be provided as a save criteria image to
allow its characteristics to be specified as automatic save
criteria. In some i1mplementations, a face model can be
generated from a face depicted 1n a recerved image, and the
face presented as automatic save criteria that will allow
turther received shared images that depict faces that match
the face model to be automatically saved 1n the second user
image library.

The second user can specily other automatic save criteria
to qualily shared images for saving, e.g., time critena,
location criteria, and other criteria similar to sharing criteria
as described herein.

In block 313, selections of displayed auto-save options
can be received from the second user, including user mput
received by the second user device that specifies automatic
save criteria. The automatic save criteria indicate which of
the shared 1mages are to be stored 1n storage associated with
the second user. Automatic save criteria can be receirved
from the second user 1in other types of interfaces or user
input 1n some 1mplementations.

In block 316, selected shared images are determined from
the shared 1mages of the first user based on the automatic
save criteria. These are shared 1mages of the first user that
have been selected to be saved in the second user image
library, ¢.g. a subset of the shared images 11 not all of the
shared 1mages are selected. In some 1mplementations, the
shared 1mages of the first user can be filtered based on the
automatic save criteria. In some implementations, the shared
images and/or information associated with the shared
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images can be processed to determine which shared images
match the automatic save criteria of the second user.

In some implementations, the filtering and/or selection of
block 316 1s performed by the second user device. In some
implementations, the filtering and/or selection of block 316
can be performed partially or completely by a server device
in communication with the second user device. Automatic
save criteria can be stored 1n local storage of the second
device, and/or the selected shared images can be determined
by the second device. In some implementations, one or more
automatic save criteria can be stored at a server (or other
device) remote from the second device (e.g., connectable to
the second device over a network), and/or the server (or
other device) can determine the selected shared 1images. In
some 1mplementations, both the second device and one or
more remote devices store automatic save criteria and/or
determine the selected shared 1images.

In some 1mplementations, the shared images can be
programmatically analyzed to determine which shared
images depict persons that match the person i1dentifiers of
the automatic save criteria of the second user (if user consent
has been obtained). In some 1implementations, the program-
matic analyzing can include detecting image content fea-
tures as described heremn. In some implementations, the
programmatic analyzing can include obtaining metadata of
the shared 1images such as timestamps indicating time of
capture of the shared images and/or location information
indicating location of capture of the shared images.

In some 1mplementations, the receiving device (e.g.,
second device) can determine 1dentifications of one or more
content features in the shared images. In some 1implemen-
tations, the identifications can be person identifiers deter-
mined based on matching to face models derived from
images from the image library of the second user, similarly
as described above (e.g., local face models, and/or server-
stored face models). In some 1implementations, a server can
be used for determining content 1identifications (e.g., person
identifiers) for the shared 1images. In some implementations,
the second device (and/or a second user server account)
receives associated iformation for the shared 1images, e.g.,
identification information indicating one or more 1dentifica-
tions of one or more 1mage content features depicted in an
associated shared image. In some 1mplementations, the
identifications can include person i1dentifiers received by the
second device. In some implementations, the identifications
(e.g., person 1dentifiers) were determined for sharing of the
shared 1mages by the first user and/or first device (e.g., the
images were programmatically analyzed to i1dentily image
content features to determine the person identifiers, as
described for FIG. 2, and/or person identifiers were manu-
ally input by the first user, etc.). In some 1mplementations,
such received person identifiers (associated with shared
images) can be compared with person identifiers associated
with the automatic save criteria of the second user, to
determine if matches exist.

In some 1mplementations, a confidence level can be
determined for a match between a shared image and the
automatic save criteria (e.g., between each shared image and
cach automatic save criterion). If the confidence level meets
a first confidence level threshold, then the shared image can
be automatically considered a selected shared image. In
some 1mplementations, if the confidence level of a match

meets a second confidence level threshold that indicates a
lesser confidence than the first confidence level threshold,
then the shared image can be displayed 1n a user interface of
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the second device which allows user mput from the second
user to select whether the shared image 1s to be saved 1n the
second user’s 1mage library.

In some implementations, the second user can also or
alternatively manually browse the shared images of the first
user, or a subset of the shared 1images of the first user, as
displayed 1n a user interface, to select which of these images
to save to the image library of the second user. In some
implementations, such displayed shared images can be
images that meet a lower confidence threshold as described
above, and/or shared images that have other predetermined
characteristics (e.g., particular image content types, time of
capture, location of capture, etc.). In some implementations,
a preview ol the shared images can be displayed on the
second user device and particular images of the shared
images can be selected by user input received by the second
user device from the second user. In some 1mplementations,
the preview of the shared images can omit 1images from
display that have been “unshared” (e.g., sharing has been
revoked) as described above, based on user input from the
first user that was received by the first user device after the
shared 1mages were shared by the first user.

In block 317, the selected shared images determined in
block 316 (e.g., the shared images that meet the automatic
save criteria of the second user) are stored in the library of
images ol the second user. In some 1implementations, 1mage
data of the selected shared images 1s stored 1n storage
accessible to the second device or the second user, e.g., local
storage and/or network storage. In some implementations,
data pointers are stored in the second user’s image library,
the data pointers pointing to the image data of the selected
shared 1mages that 1s stored on a different device. In some
implementations, data pointers can be stored at the second
device, which allows the second device to retrieve and
display the image data of the selected shared images.

In some 1mplementations, the selected shared images can
be automatically altered by the system performing the
storage. In some implementations, the selected shared
images can be degraded to a particular resolution and/or
quality and stored 1n the altered form. For example, in some
implementations, the system can examine stored user prei-
erences that were specified by the user previous to method
300 and/or previous to block 314 and/or block 316, and can
alter the resolution of the shared images (e.g., create shared
image copies having the resolution) based on the user-
specified preferences. In some implementations, the second
user’s library of 1images can be associated with settings that
indicate storage settings for the images (e.g., settings to
downsample 1mages to a resolution specified by the associ-
ated settings).

In block 318, 1n some implementations, a prompt 1s
displayed by the second device requesting whether the
second user would like to share images of the second user
with the first user. In some 1mplementations, the prompt can
ask whether the second user would like to provide access of
any of the second user’s 1mages to the first user (e.g., first
device). In some implementations, a prompt to share images
of the second user only to the first user 1s provided (who sent
the invitation and shared images received 1n FIG. 3), e.g., a
“reciprocate” type of option, and prompts to share 1images
with other users are not provided. Other implementations
can provide prompts to share images with one or more other
users, €.g., users socially connected to the second user
and/or to the first user as determined as described herein, 1f
user consent has been obtained.

In block 320, 1t 1s determined whether the second user has
indicated to share one or more 1images of the second user
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with the first user. In some 1mplementations, this can be
determined based on a selection of the second user for the
prompt of block 318, or by other user input from the second
user to share images. If no sharing 1s indicated, the method
continues to block 326, described below. It the second user
has 1indicated to share images, the method continues to block
322, 1n which selections are received from the second user
to specily settings for sharing. In some implementations,
various sharing criteria, delay period, and/or other sharing
settings can be specified by the second user similarly to the
sharing settings specified by the first user and obtained 1n
block 212 of FIG. 2. The method continues to block 324.

In block 324, the shared images for the second user are
determined based on sharing criteria specified by the second
user, €.g., 1 block 322. In some implementations, 1images
are programmatically analyzed by the second device and/or
other devices 1n communication with the second device,
based on the sharing criteria, to determine which 1mages
quality as shared images. The 1images analyzed may be
stored 1n an 1mage library, e.g., that includes one or more
stored collections or albums, associated with the second
user, e.g., stored on one or more servers, stored i local
storage of the second device or other client devices acces-
sible to the second user, etc. Images determined to quality as
shared images can be designated as images to be shared with
the first user (sending user), e.g., a respective designation
associated with each shared image and stored in device
storage.

In block 326, the first user 1s provided access to the shared
images of the second user. In some 1implementations, the first
user can be granted permissions to access the shared 1images
of the library of images (e.g., one or more stored 1mage
collections or albums) associated with and accessible by the
second user. In some 1implementations, an access permission
associated with each shared image of the second user can be
updated to allow access by the first user and/or first device
to that shared image. In some implementations, this can be
similar to granting access of the first user’s shared images to
the second user as described above for block 220 of FIG. 2.
The stored collections can be stored on one or more servers,
on one or more client devices associated with the second
user, etc. The method continues to block 328.

In addition, new 1mages obtained by the second user (e.g.,
second device) can be analyzed for matches to the second
user’s sharing criteria and shared with the first user if
appropriate, similarly to new 1mages obtained by the first
user being shared with the second user as described for
blocks 222-230 of FIG. 2.

In some 1mplementations, block 328 can be performed at
any time on the second device after the second user has
received access to the shared images of the first user. A
shared 1mage view can be provided, e.g., in response to the
second user providing user mput to the second device to
display this view. The shared image view displays the first
user’s shared images without displaying images of the
second user. In some implementations, the shared image
view can be 1n a user interface that 1s visually distinguished
from a visual interface used to display the images of the
second user (e.g., displayed 1n a different window, color,
shape, visual texture, diflerent headings, etc.). In some
implementations, the shared image view can be a separate
view from a second user image view that can be accessed by
the second user to display the second user’s images without
displaying the shared images of the first user. Displays of the
shared 1mage view and second user image view can be
toggled on the display screen of the second device, 1n some
implementations.
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In some examples, the first user’s shared images can be
presented chronologically by time/date of capture of the
images, and/or can be sorted by the time/date that the image
was shared with the second user, e.g., the time/date at which
the second user obtained access to the image.

In some 1mplementations, reciprocal sharing exists in
which the second user has shared images of the second user
with the first user in addition to having access to shared
images of the first user. In some 1mplementations where
reciprocal sharing exists, the shared image view of the
second user does not display images that the first user
received access to via sharing from the second user.

Similarly, a similar shared image view can be provided on
the first device for the first user to view shared images of the
second user, if the second user has provided access of the
second user’s shared images to the first user.

In some 1mplementations, notifications can be periodi-
cally provided on a recipient device (e.g., second device) to
indicate that one or more 1mages have been newly-shared
and automatically stored in the image library of the second
user, and are available for viewing (e.g., the notification can
provide a link or button to display the newly-shared images).
In some implementations, the notification can be displayed
periodically or 1n response to a device state of the second
device (e.g., power on, screen turned on, running or access-
ing a particular application, etc.). In some implementations,
notification conditions can be specified in stored user prei-
erences. In some implementations, after the user has selected
to view shared 1mages, a notification 1s no longer provided
for those 1mages.

In some 1mplementations, the ability to receive a sharing
request and/or shared images by the second device as
described for FIG. 3 can be made temporarily available
and/or unavailable, e.g., based on whether one or more
particular conditions apply. In some implementations the
second device can be made available to receive invitations
tor sharing and/or shared images at particular times, and can
be made not available for such invitations and/or shared
images at other times. In some 1mplementations, the first
device can query the second device to determine whether 1t
1s available to receive a sharing invitation and shared 1images
from the first device. In some 1implementations, the particu-
lar conditions can be specified in associated stored user
preferences. In some implementations, the particular condi-
tions can include one or more events that are detected to
have occurred. In some implementations, the second device
may have sharing disallowed and then i1s moved to a
particular geographical location (e.g., as specified 1n stored
preferences), such as a specified geographical area, that
allows receiving shared images as i FIG. 3. In some
implementations, the sharing i1s continuously allowed while
the second device 1s located at that location, or the sharing
can have a time duration specified i preferences or settings,
starting from the time when the second device first entered
the location such that the sharing i1s disallowed after the time
duration expires. In some implementations, a control or
weblink 1s displayed on the second device, and 11 the control
1s selected by second user mnput, the second device 1s made
available for the sharing of images as 1n FIG. 3 (e.g., for a
particular time duration and/or while at a particular loca-
tion). In some 1mplementations, a particular URL can be
specified 1n the weblink, to which the second device can
connect to receive sharing invitations and shared images
(e.g., shared images that are new to the second device since
the last time the second device recerved shared images). In
some 1mplementations, the first device can similarly or
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correspondingly be made temporarily available to receive
invitations and/or shared images from the second device.

In some implementations, 1 no connection to a sharing
server 1s available (e.g., no wireless service 1s available at a
particular location or under particular environmental condi-
tions), then an alternative communication channel between
the first device and second device can be established for
shared 1mages. In some implementations, a peer-to-peer
network connection (e.g., Bluetooth®, Wi-F1 Direct, etc.)
can be established and used to transmit sharing invitations
and 1mages between the first device and second device. In
some i1mplementations, a different network link can be
available and can be used.

In some implementations, one or more users or user
devices (e.g., the first user or first user device in the example
of FIG. 3) can be designated by the second user and/or
second device as temporary sharing users or partners (and/or
temporary sharing user devices) for shared images as
described for FIG. 3. In some implementations, shared
images from the temporary sharing partner can be received
by the second device (and/or by a second user server
account) and stored in the second user image library if one
or more particular conditions are met as determined by the
second device, e.g., if the 1images are recerved 1n particular
time periods. The particular conditions can be specified in
stored user preferences or second device settings. In some
implementations, one or more users and/or user devices can
be designated as an ongoing sharing user or partner, e.g., for
which there are no conditions that impose temporary sharing
access for those users and devices to the second user image
library.

FIG. 4 1s a diagrammatic illustration of an example user
interface 400, according to some 1implementations. In some
implementations, user interface 400 (and other user inter-
faces described herein) can be displayed on a display (e.g.,

display screen) of a user device, such as the first device or
second device described herein. As 1llustrated in FIG. 4, user
interface 400 permits a sending user (e.g., first user) to
choose sharing settings, including specilying one or more
sharing criteria. User interface element 402 indicates that the
sending user 1s sharing with a second user (recipient user)
identified as “John Doe.” In some implementations, sharing
with the second user may utilize one or more 1dentifiers
assoclated with John Doe, such as an e-mail address, a social
media username, an identifier for an 1mage sharing appli-
cation, a phone number, etc.

User interface element 404 provides the sending user with
options to grant access to the second user to all or some of
the 1mages (e.g., photos) of the sending user. In some
implementations, 1f the sending user selects “All photos,”
entire contents of the image library of the sending user may
be shared with the second user. In another example, 11 the
sending user selects “Some photos,” the sending user can
specily one or more sharing criteria.

In some implementations, the one or more sharing criteria
may include image feature criteria that are people criteria,
¢.g., based on people depicted 1n images 1n the 1mage library
of the sending user. As 1illustrated in FIG. 4, user interface
400 may include a user interface element 406 that enables
the sending user to indicate a selection of one or more people
that are depicted in 1mages 1n the image library to share with
the second user. In response to the sending user activating
user interface element 406, the sending user may be pre-
sented with another user interface on the sending user’s
device for the user to indicate such selection. An example of
such a user interface 1s illustrated 1in FIG. 5.
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In some 1implementations, the one or more sharing criteria
may include time criteria for the images. In some 1mple-
mentations, the sending user may specily any time period,
¢.g., a particular day, a start day and/or an end day, etc. In
some implementations, user intertace 400 includes user
interface element 408 that enables the sending user to
indicate the time criteria. As 1illustrated in FIG. 4, the
sending user may indicate a start date (“Starting 10 May
20177), a particular time period (*“Last month,” “Last year,”
“Forever”), or specily custom time criteria (“Custom”), e.g.,
a particular upcoming/future day, week, etc.; the next day or
other specified time period (as measured from the current
time); other user-specified time range, etc. In some 1mple-
mentations, one or more time criteria options can be dis-
played as events, e.g., based on user data 1f user consent has
been obtained (e.g., a user’s calendar, user’s task list, etc.).
In some implementations, a criteria option of “Spring Vaca-
tion” can specily time criteria that 1s the time period of this
event as indicated by user data or other referenced data
(standard calendar, etc.). In some implementations, one or
more timestamps, €.g., a creation date, a last modified date,
an upload date, etc. associated with 1images 1n the image
library of the sending user may be compared with the time
criteria to identify 1images that are to be shared to the second
user.

In some implementations, the one or more sharing criteria
may include location criteria for the images. In some 1mple-
mentations, the sending user may specity a specific location,
a geographic region (e.g., a city, a state), etc. In some
implementations, user intertace 400 includes user interface
clement 410 that enables the sending user to indicate the
location criteria. As illustrated 1n FIG. 4, the sending user
may indicate one or more particular locations as labels or
categories (“Home,” “Away”) or specily custom location
criteria (“Custom”). In some implementations, when users
provide permission, location data associated with 1images in
the 1mage library of the sending user may be compared with
the location criteria to 1dentily images that are to be shared
to the second user. In some 1mplementations, location data
may include location metadata for the image, e.g., included
by a capturing device that includes location features (e.g.,
GPS). In some implementations, location data may be
determined, e.g., based on one or more landmarks recog-
nized in the images.

In some implementations, any combination of people
criteria, time criteria, and location criteria may be used as
sharing criteria. For example, user interface 400 may enable
the sending user to specily a particular time period (e.g.,
“last month™), a location (e.g., “San Francisco™), and select
people (e.g., “John,” “Tim,” “Jane,” etc.). In response to the
sending user indicating the selection, 1mages 1n the image
library of the sending user that match all of the sharing
criteria are shared with the second user. In some 1implemen-
tations, one or more of the sharing criteria may be optional,
¢.g., the user may specily people criteria, but not specity any
time criteria or location criteria. In these implementations,
images 1n the image library of the sending user that match
the people criteria are shared with the user.

While FIG. 4 illustrates people criteria, time criteria, and
location criteria, the sending user may specily one or more
other criteria for sharing. In some implementations, the
sending user may specily image quality criteria (e.g., visual
quality criteria) to share images. For example, in some
implementations, the image library may store user-assigned
quality ratings (user ratings) for images, e.g., 1-star, 2-star,
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S-star, etc. In these implementations, the sending user may
specily sharing criteria such as “Share images that are 4-star
and above.”

In some implementations, a sharing application that
implements methods described with reference to FIG. 2 may
automatically detect visual characteristics of 1mages 1n the
image library, e.g., based on programmatically analyzing the
images, to assign a quality rating. The quality rating of an
image can be a visual quality rating based on one or more
visual 1mage characteristics. For example, based on user
permission to perform such analysis, programmatically ana-
lyzing the 1image may be based on determining one or more
factors/characteristics such as illumination, focus, color
noise, position (with respect to 1mage area) and/or orienta-
tion of a face or other feature 1n the 1mage, an expression on
the face, blurriness, etc. The quality rating may be deter-
mined as a composite rating based on these factors. In some
implementations, programmatically analyzing the image
may include analyzing the 1image using a machine-learning
application that includes an inference engine that provides a
quality rating (e.g., “High,” “Medium,” and “Low”) for an
image based on applying a trained model.

In some implementations, the sending user may specily
that duplicates or near-duplicates, e.g., images that depict
similar subject matter are to be excluded from sharing (e.g.,
where similanity can be determined based on image pixel
similarity techniques). In these implementations, such
images may be identified based on programmatically ana-
lyzing 1mages in the image library, and may be excluded
from the images shared with the second user. In some
implementations, the sharing criteria may specily that cer-
tain types of 1mages are to be excluded from sharing, e.g.,
even when the sending user has selected “All photos™ 1n user
interface 400. In some 1mplementations, the sending user
may specily that images that do not depict any persons (e.g.,
images that depict documents, receipts, animals, trees, food,
etc.) are to be excluded from sharing. In these implemen-
tations, such 1mages are excluded, e.g., based on program-
matically analyzing the images to determine that the 1images
do not depict one or more persons. In some 1mplementa-
tions, one or more other sharing criteria can include whether
the sending user has posted the 1mage to a network service
for display by other users, e.g., users having a social
connection to the sending user (e.g., social networking
service, image collection service, etc.). In some implemen-
tations, if the sending user has posted the image to such a
service, then the image can qualify as a shared image for the
recipient user.

FIG. 5 1s a diagrammatic illustration of an example user
interface 500, according to some implementations. As 1llus-
trated 1n FIG. 5, images 502-518 are displayed, e.g., as an
image grid, 1n user mterface 300. Each image 1n the image
orid corresponds to a particular person that 1s depicted in one
or more 1mages in the image library of the sending user. In
some 1mplementations, when the sending user consents to
analysis of 1mages 1n the image library, facial matching
techniques can be applied to 1images 1n the 1mage library of
the sending user to identily images that depict particular
faces. Fach 1mage that 1s detected as depicting a particular
person based on facial matching techniques may be grouped
into a person cluster (or face cluster) corresponding to the
particular person. In some implementations, such grouping
may 1nclude adding metadata to the images that identify one
or more person clusters for the image.

As shown in the example of FIG. 5, images 502-518 each
correspond to a different person and no persons are depicted
in two or more of the images. In some implementations, each
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image displayed in the user interface 500 can show a
different, unique group of persons, e.g., each displayed
image depicts a different number of persons and/or at least
one different person than the other displayed images. The
image library of the sending user may include one or more
images ol each different person shown in 1mages 502-518.
User interface 500 enables the sending user to indicate
selection ol one or more persons, €.g., by selecting a
corresponding image from images 502-518. In the example
illustrated 1in FIG. 3, the sending user has selected persons
corresponding to 1images 514 and 516, as indicated by the
checkmarks shown 1n FIG. 5. In response to the sending user
indicating selection of the persons, images 1n the image
library of the sending user that are detected as including the
selected persons corresponding to 1images 514 and 516, may
be shared with the second user. In the example 1llustrated 1n
FIG. 5, images 1n the image library of the sending user that
correspond to persons 1n 1image 514 and 516 may be shared
with the second user. In some 1implementations, the sending,
user 1s provided a preview of the images that will be shared
with the second user, as illustrated in FIG. 6.

FIG. 6 1s a diagrammatic 1llustration of an example user
interface 600, according to some 1implementations. As 1llus-
trated in FIG. 6, when the sending user selects persons
depicted in 1mages 514 and 516, a preview of 1mages from
the 1mage library of the sending user 1s provided. In the
preview, 1mages 602 and 604 that correspond to the person
depicted 1n 1image 516, and images 606, 608, and 610 that
correspond to the person depicted in 1image 514, are shown,
thus indicating which images from the library of the sending
user will be shared. In some implementations, user interface
600 cnables the sending user to designate one or more
qualitying images to be excluded from sharing (e.g., by
selecting the images in the preview) prior to sharing the
qualitying images with the second user.

FIG. 7A 1s a diagrammatic illustration of an example user
intertace 700, according to some implementations. In some
implementations, user interface 700 can be displayed on a
device of the recipient user, e.g., the second device of the
second user described above. As illustrated 1n FIG. 7A, user
interface 700 includes an indication that a sending user
(“Jane”) has granted the second user (recipient user) access
to 1mages 1n her image hibrary. In FIG. 7A, user interface
clement 702 depicts a representative image of the sending
user (“Jane”) providing a visual indication of the identity of
the second user. In some implementations, user interface
clement 702 may additionally or alternatively include other
information such as a user’s name, an e-mail address, a
social media username, a phone number, etc. User interface
700 also includes a message 704 that indicates that the
second user has been granted access by the sending user. In
the example illustrated 1n FIG. 7A, the recipient user 1s
provided with options to accept or decline the access granted
by the sending user, e.g., by selecting user interface element
706 (“ACCEPT”) or user interface element 708 (“DE-
CLINE”). For example, 1n some implementations, a recipi-
ent user may be restricted to receiving access to images from
a limited number of sending users, €.g., a single sending user
(partner), three sending users, etc. By providing options to
accept or decline, user interface 700 enables the recipient
user to select the users whose 1mages they want to access
(c.g., a spouse or partner, a parent, or other important
persons etc.) and decline access to 1mages from other users.
In some 1mplementations, the recipient user may automati-
cally be granted access to the sending user’s images.

FIG. 7B 1s a diagrammatic illustration of an example user
interface 720, according to some 1implementations. As 1llus-
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trated 1n FI1G. 7B, user interface 720 includes an 1image grid
that depicts representative images 722, 724, 726, and 728.
For example, images 722-728 may correspond to persons
whose 1mages are in the recipient user’s 1image library. For
example, image 724 corresponds to a person whose images
are 1n the 1mages that the sending user has granted access to,
¢.g., image 602 and 604 shared by the sending user depict
the same person as image 724 1n the recipient’s library. In
this example, the recipient user may select one or more
persons, €.g., by selecting one or more 1mages 722-728, to
indicate automatic saving criteria for shared images. In the
example shown 1n FIG. 7B, the recipient has selected image
724 corresponding to a particular person. The recipient may
then indicate that images of the selected person, e.g., the
person depicted in 1mage 724, which 1s the same person
depicted 1n 1mages 602 and 604 shared by the sending user,
are to be saved to the recipient’s image library by selecting
user interface element 730 (“SAVE”).

Upon receiving the user selection, images shared by the
sending user that depict the person are automatically added
to the recipient’s image library. Further, any additional
images ol the person that are shared from the sending user,
¢.g., at a later time after the save user interface element 730
has been selected by the recipient user, are automatically
added to the recipient’s 1mage library without any further
user mput from the recipient. Such automatic addition to
image library may provide a benefit of reducing user inter-
action, e.g., to receive user confirmation to save images to an
image library.

While FIG. 7B illustrates an example where the recipient
chooses one or more persons whose 1mages are to be saved
automatically, in various implementations, the recipient may
specily one or more other automatic save criteria. Automatic
save criteria may include location criteria (e.g., “automati-
cally save images that I have been granted access to that
were taken away from home,” “automatically save 1images
that I have been granted access to that were taken in Paris,”
etc.), time criteria (e.g., “automatically save images that I
have been granted access to that were taken on a holiday,”
“automatically save images that I have been granted access
to that were taken within the last month,” etc.). In some
implementations, automatic save criteria may enable the
recipient to specity that certain images are to be not saved
automatically, e.g., duplicates or near-duplicates of 1mages
that are already 1n the image library of the recipient, 1mages
that do not meet quality criteria, etc.

FIG. 7C 1s a diagrammatic 1llustration of an example user
interface 740, according to some implementations. As 1llus-
trated in FIG. 7C, user interface 740 provides a prompt or
message 742 to the recipient to reciprocate by sharing her
photos with the sending user (““Share your photos Return the
favor to Jane!”). Further, user interface 740 includes user
interface element 744 that enables the recipient to specily
sharing criteria to share photos with the sending user. In
some 1implementations, the sharing criteria may be specified
similar to the sharing criteria as described with reference to
FIG. 4. In some implementations, granting access to “some
photos™ allows the recipient user to specily sharing criteria
in more detail on additional displayed user interface screens.
In some mmplementations, the recipient user may 1nitiate
automatic sharing reciprocally with the sending user and not
with other users.

FIG. 8 1s a block diagram of an example device 800 which
may be used to implement one or more features described
herein. In some 1mplementations, device 800 may be used to
implement a client device, e.g., any of client devices 120-
126 shown 1 FIG. 1. Alternatively, device 800 can imple-
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ment a server device, e.g., server system 102. In some
implementations, device 800 may be used to implement a
client device, a server device, or both client and server
devices. Device 800 can be any suitable computer system,
server, or other electronic or hardware device as described
above.

One or more methods described herein can be run 1 a
standalone program that can be executed on any type of
computing device, a program run on a web browser, a
mobile application (*app”) run on a mobile computing
device (e.g., cell phone, smart phone, tablet computer,
wearable device (wristwatch, armband, jewelry, headwear,
virtual reality goggles or glasses, augmented reality goggles
or glasses, head mounted display, etc.), laptop computer,
etc.). In some implementations, a client/server architecture
can be used, e.g., a mobile computing device (as a client
device) sends user input data to a server device and recerves
from the server the final output data for output (e.g., for
display). In some 1mplementations, all computations can be
performed within the mobile app (and/or other apps) on the
mobile computing device. In some implementations, com-
putations can be split between the mobile computing device
and one or more server devices.

In some 1implementations, device 800 includes a processor
802, a memory 804, and mput/output (I/0) interface 806.
Processor 802 can be one or more processors and/or pro-
cessing circuits to execute program code and control basic
operations of the device 800. A “processor” includes any
suitable hardware system, mechanism or component that
processes data, signals or other information. A processor
may include a system with a general-purpose central pro-
cessing unit (CPU) with one or more cores (e.g., 1n a
single-core, dual-core, or multi-core configuration), multiple
processing units (e.g., 1n a multiprocessor configuration), a
graphics processing unit (GPU), a field-programmable gate
array (FPGA), an application-specific integrated circuit
(ASIC), a complex programmable logic device (CPLD),
dedicated circuitry for achieving functionality, a special-
purpose processor to implement neural network model-
based processing, neural circuits, processors optimized for
matrix computations (e.g., matrix multiplication), or other
systems. In some implementations, processor 802 may
include one or more co-processors that implement neural-
network processing. In some i1mplementations, processor
802 may be a processor that processes data to produce
probabilistic output, e.g., the output produced by processor
802 may be imprecise or may be accurate within a range
from an expected output. Processing need not be limited to
a particular geographic location, or have temporal limita-
tions. For example, a processor may perform its functions in
“real-time,” “offline,” 1n a “batch mode,” etc. Portions of
processing may be performed at different times and at
different locations, by diflerent (or the same) processing
systems. A computer may be any processor i communica-
tion with a memory.

Memory 804 1s typically provided in device 800 ifor
access by the processor 802, and may be any suitable
processor-readable storage medium, such as random access
memory (RAM), read-only memory (ROM), Electrical
Erasable Read-only Memory (EEPROM), Flash memory,
etc., suitable for storing instructions for execution by the
processor, and located separate from processor 802 and/or
integrated therewith. Memory 804 can store soltware oper-
ating on the server device 800 by the processor 802, includ-
ing an operating system 808, machine-learming application
830, other applications 812, and application data 814. Other
applications 812 may include applications such as a data
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display engine, web hosting engine, 1image display engine,
notification engine, social networking engine, etc. In some
implementations, the machine-learning application 830 and
other applications 812 can each include istructions that
enable processor 802 to perform functions described herein,
¢.g., some or all of the methods of FIGS. 2 and 3.

Other applications 812 can include, e.g., 1mage editing
applications, media display applications, communication
applications, web hosting engines or applications, mapping
applications, media sharing applications, etc. One or more
methods disclosed herein can operate 1n several environ-
ments and platforms, e.g., as a stand-alone computer pro-
gram that can run on any type of computing device, as a web
application having web pages, as a mobile application
(“app”) run on a mobile computing device, eftc.

In various implementations, machine-learning application
830 may utilize Bayesian classifiers, support vector
machines, neural networks, or other learning techniques. In
some 1mplementations, machine-learning application 830
may include a trained model 834, an inference engine 836,
and data 832. In some implementations, data 832 may
include training data, e.g., data used to generate trained
model 834. In some implementations, training data may
include any type of data such as text, images, audio, video,
etc. Traiming data may be obtained from any source, e.g., a
data repository specifically marked for training, data for
which permission 1s provided for use as training data for
machine-learning, etc. In implementations where one or
more users permit use of their respective user data to train
a machine-learning model, e.g., trained model 834, training
data may include such user data. In implementations where
users permit use of their respective user data, data 832 may
include permitted data such as images (e.g., photos or other
user-generated 1mages), communications (e.g., e-mail; chat
data such as text messages, voice, video, etc.), documents
(e.g., spreadsheets, text documents, presentations, etc.)

In some implementations, data 832 may include collected
data such as map data, image data (e.g., satellite 1imagery,
overhead imagery, etc.), game data, etc. In some implemen-
tations, training data may include synthetic data generated
for the purpose of training, such as data that 1s not based on
user input or activity in the context that 1s being trained, e.g.,
data generated from simulated conversations, computer-
generated 1mages, etc. In some 1mplementations, machine-
learning application 830 excludes data 832. For example, 1n
these implementations, the trained model 834 may be gen-
erated, e.g., on a different device, and be provided as part of
machine-learning application 830. In various implementa-
tions, the trained model 834 may be provided as a data file
that includes a model structure or form, and associated
weilghts. Inference engine 836 may read the data file for
trained model 834 and implement a neural network with
node connectivity, layers, and weights based on the model
structure or form specified 1n trained model 834.

Machine-learning application 830 also includes a trained
model 834. In some implementations, the trained model may
include one or more model forms or structures. In some
implementations, model forms or structures can include any
type ol neural-network, such as a linear network, a deep
neural network that implements a plurality of layers (e.g.,
“lidden layers” between an input layer and an output layer,
with each layer being a linear network), a convolutional
neural network (e.g., a network that splits or partitions input
data into multiple parts or tiles, processes each tile sepa-
rately using one or more neural-network layers, and aggre-
gates the results from the processing of each tile), a
sequence-to-sequence neural network (e.g., a network that




US 11,212,348 B2

41

takes as mput sequential data, such as words 1n a sentence,
frames 1 a video, etc. and produces as output a result
sequence), etc. The model form or structure may specily
connectivity between various nodes and organization of
nodes 1nto layers. In some implementations, nodes of a first
layer (e.g., input layer) may receive data as input data 832
or application data 814. Such data can include, for example,
one or more pixels per node, e¢.g., when the trained model 1s
used for image analysis. Subsequent intermediate layers
may receive as mput output of nodes of a previous layer per
the connectivity specified in the model form or structure.
These layers may also be referred to as hidden layers. A final
layer (e.g., output layer) produces an output of the machine-
learning application. For example, the output may be a set of
labels for an 1mage, a representation of the image that
permits comparison of the image to other images (e.g., a
feature vector for the 1image), an output sentence 1n response
to an input sentence, one or more categories for the input
data, etc. depending on the specific trained model. In some
implementations, model form or structure also specifies a
number and/or type of nodes in each layer.

In different implementations, trained model 834 can
include a plurality of nodes, arranged into layers per the
model structure or form. In some implementations, the
nodes may be computational nodes with no memory, e.g.,
configured to process one unit of input to produce one unit
ol output. Computation performed by a node may include,
for example, multiplying each of a plurality of node nputs
by a weight, obtaining a weighted sum, and adjusting the
weighted sum with a bias or intercept value to produce the
node output. In some 1mplementations, the computation
performed by a node may also include applying a step/
activation function to the adjusted weighted sum. In some
implementations, the step/activation function may be a
nonlinear function. In various implementations, such com-
putation may include operations such as matrix multiplica-
tion. In some implementations, computations by the plural-
ity of nodes may be performed in parallel, e.g., using
multiple processors cores of a multicore processor, using,
individual processing units of a GPU, or special-purpose
neural circuitry. In some implementations, nodes may
include memory, e.g., may be able to store and use one or
more earlier mputs in processing a subsequent iput. In
some 1mplementations, nodes with memory may include
long short-term memory (LSTM) nodes. LSTM nodes may
use the memory to maintain “state” that permits the node to
act like a finite state machine (FSM). Models with such
nodes may be useful in processing sequential data, e.g.,
words 1n a sentence or a paragraph, frames in a video, speech
or other audio, etc.

In some 1implementations, trained model 834 may include
embeddings or weights for individual nodes. In some 1mple-
mentations, a model may be mnitiated as a plurality of nodes
organized into layers as specified by the model form or
structure. At 1initialization, a respective weight may be
applied to a connection between each pair of nodes that are
connected per the model form, e.g., nodes 1n successive
layers of the neural network. In some implementations, the
respective weights may be randomly assigned, or mitialized
to default values. The model may then be trained, e.g., using
data 832, to produce a result.

In some implementations, training may include applying
supervised learning techniques. In supervised learning, the
training data can include a plurality of mputs (e.g., a set of
images) and a corresponding expected output for each mput
(c.g., one or more labels for each image). Based on a
comparison of the output of the model with the expected
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output, values of the weights are automatically adjusted,
¢.g., In a manner that increases a probability that the model
produces the expected output when provided similar input.

In some implementations, training may include applying
unsupervised learning techniques. In unsupervised learning,
only mput data may be provided and the model may be
trained to diflerentiate data, e.g., to cluster input data into a
plurality of groups, where each group includes input data
that are similar in some manner. In some 1mplementations,
the model may be trained to differentiate 1mages such that
the model distinguishes abstract images (e.g., synthetic
images, human-drawn images, etc.) from natural images
(e.g., photos).

In some 1implementations, a model trained using unsuper-
vised learming may cluster words based on the use of the
words 1n 1nput sentences. In some implementations, unsu-
pervised learning may be used to produce knowledge rep-
resentations, €.g., that may be used by machine-learming
application 830. In various implementations, a trained model
includes a set of weights, or embeddings, corresponding to
the model structure. In implementations where data 832 1s
omitted, machine-learning application 830 may include
trained model 834 that 1s based on prior training, e¢.g., by a
developer of the machine-learning application 830, by a
third-party, etc. In some implementations, trained model 834
may include a set of weights that are fixed, e.g., downloaded
from a server that provides the weights.

Machine-learning application 830 also includes an infer-
ence engine 836. Inference engine 836 1s configured to apply
the trained model 834 to data, such as application data 814,
to provide an inference. In some implementations, inference
engine 836 may include software code to be executed by
processor 802. In some 1mplementations, inference engine
836 may specily circuit configuration (e.g., for a program-
mable processor, for a field programmable gate array
(FPGA), etc.) enabling processor 802 to apply the trained
model. In some implementations, inference engine 836 may
include software instructions, hardware instructions, or a
combination. In some implementations, inference engine
836 may ofler an application programming interface (API)
that can be used by operating system 808 and/or other
applications 812 to invoke inference engine 836, ¢.g., to
apply trained model 834 to application data 814 to generate
an inference.

Machine-learning application 830 may provide several
technical advantages. For example, when trained model 834
1s generated based on unsupervised learning, trained model
834 can be applied by inference engine 836 to produce
knowledge representations (e.g., numeric representations)
from 1nput data, e.g., application data 814. For example, a
model trained for image analysis may produce representa-
tions of images that have a smaller data size (e.g., 1 KB) than
input 1mages (e.g., 10 MB). In some implementations, such
representations may be helpful to reduce processing cost
(e.g., computational cost, memory usage, etc.) to generate an
output (e.g., a label, a classification, a sentence descriptive
of the 1mage, etc.). In some 1mplementations, such repre-
sentations may be provided as mput to a different machine-
learning application that produces output from the output of
inference engine 836. In some implementations, knowledge
representations generated by machine-learning application
830 may be provided to a different device that conducts
turther processing, e.g., over a network. In such implemen-
tations, providing the knowledge representations rather than
the 1mages may provide a technical benefit, e.g., enable
faster data transmission with reduced cost. In another
example, a model trained for clustering documents may
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produce document clusters from mput documents. The
document clusters may be suitable for further processing
(e.g., determining whether a document 1s related to a topic,
determining a classification category for the document, etc.)
without the need to access the original document, and
therefore, save computational cost.

In some mmplementations, machine-learning application
830 may be implemented 1n an offline manner. In these
implementations, trained model 834 may be generated 1n a
first stage, and provided as part of machine-learning appli-
cation 830. In some 1mplementations, machine-learning
application 830 may be implemented 1n an online manner. In
some of these implementations, an application that invokes
machine-learning application 830 (e.g., operating system
808, one or more of other applications 812) may utilize an
inference produced by machine-learming application 830,
¢.g., provide the inference to a user, and may generate
system logs (e.g., 1if permitted by the user, an action taken by
the user based on the inference; or 1f utilized as input for
turther processing, a result of the further processing). Sys-
tem logs may be produced periodically, e.g., hourly,
monthly, quarterly, etc. and may be used, with user permis-
sion, to update tramned model 834, e¢.g., to update embed-
dings for trained model 834.

In some mmplementations, machine-learning application
830 may be implemented in a manner that can adapt to
particular configuration of device 800 on which the
machine-learning application 830 1s executed. In some
implementations, machine-learning application 830 may
determine a computational graph that utilizes available
computational resources, €.g., processor 802. In some 1mple-
mentations, 11 machine-learning application 830 1s 1mple-
mented as a distributed application on multiple devices,
machine-learning application 830 may determine computa-
tions to be carried out on mdividual devices in a manner that
optimizes computation. In some 1implementations, machine-
learning application 830 may determine that processor 802
includes a GPU with a particular number of GPU cores (e.g.,
1000) and implement the inference engine accordingly (e.g.,
as 1000 idividual processes or threads).

In some 1mplementations, machine-learning application
830 may implement an ensemble of trained models. In some
implementations, trained model 834 may include a plurality
of trained models that are each applicable to same input data.
In these implementations, machine-learning application 830
may choose a particular trained model, e.g., based on
available computational resources, success rate with prior
inferences, etc. In some implementations, machine-learning
application 830 may execute inference engine 836 such that
a plurality of trained models 1s applied. In these implemen-
tations, machine-learning application 830 may combine
outputs from applying individual models, e.g., using a
voting-technique that scores individual outputs from apply-
ing each tramned model, or by choosing one or more par-
ticular outputs. Further, in these implementations, machine-
learning application may apply a time threshold for applying
individual trained models (e.g., 0.5 ms) and utilize only
those individual outputs that are available within the time
threshold. Outputs that are not received within the time
threshold may not be utilized, e.g., discarded. In some
implementations, such approaches may be suitable when
there 1s a time limit specified while invoking the machine-
learning application, e.g., by operating system 808 or one or
more other applications 812.

In different implementations, machine-learning applica-
tion 830 can produce different types of outputs. In some
implementations, machine-learning application 830 can pro-
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vide representations or clusters (e.g., numeric representa-
tions of input data), labels (e.g., for input data that includes
images, documents, etc.), phrases or sentences (e.g., descrip-
tive of an 1mage or video, suitable for use as a response to
an mput sentence, etc.), images (e.g., generated by the
machine-learning application 1n response to mput), audio or
video (e.g., 1in response an nput video, machine-learning
application 830 may produce an output video with a par-
ticular effect applied, e.g., rendered 1n a comic-book or
particular artist’s style, when trained model 834 1s trained
using training data from the comic book or particular artist,
etc. In some implementations, machine-learming application
830 may produce an output based on a format specified by
an invoking application, e.g. operating system 808 or one or
more other applications 812. In some implementations, an
invoking application may be another machine-learning
application. In some 1mplementations, such configurations
may be used in generative adversarial networks, where an
invoking machine-learning application 1s trained using out-
put from machine-learning application 830 and vice-versa.

Any of software mn memory 804 can alternatively be
stored on any other suitable storage location or computer-
readable medium. In addition, memory 804 (and/or other
connected storage device(s)) can store one or more mes-
sages, one or more taxonomies, electronic encyclopedia,
dictionaries, thesauruses, knowledge bases, message data,
grammars, user preferences, and/or other instructions and
data used 1n the features described herein. Memory 804 and
any other type of storage (magnetic disk, optical disk,
magnetic tape, or other tangible media) can be considered
“storage” or “storage devices.”

I/O interface 806 can provide functions to enable inter-
facing the server device 800 with other systems and devices.
Interfaced devices can be included as part of the device 800
or can be separate and commumnicate with the device 800. In
some 1mplementations, network communication devices,
storage devices (e.g., memory and/or database 106), and
input/output devices can communicate via I/O interface 806.
In some 1mplementations, the I/O interface can connect to
interface devices such as mput devices (keyboard, pointing
device, touchscreen, microphone, camera, scanner, S€nsors,
etc.) and/or output devices (display devices, speaker
devices, printers, motors, etc.).

Some examples of iterfaced devices that can connect to
I/O iterface 806 can include one or more display devices
820 that can be used to display content, ¢.g., images, video,
and/or a user interface of an output application as described
herein. Display device 820 can be connected to device 800
via local connections (e.g., display bus) and/or via net-
worked connections and can be any suitable display device.
Display device 820 can include any suitable display device
such as an LCD, LED, or plasma display screen, CRT,
television, monitor, touchscreen, 3-D display screen, or
other visual display device. In some implementations, dis-
play device 820 can be a flat display screen provided on a
mobile device, multiple display screens provided in a
goggles or headset device, or a monitor screen for a com-
puter device.

The I/O iterface 806 can interface to other mput and
output devices. Some examples mclude one or more cam-
eras which can capture 1images. Some implementations can
provide a microphone for capturing sound (e.g., as a part of
captured 1mages, voice commands, etc.), audio speaker
devices for outputting sound, or other iput and output
devices.

For ease of illustration, FIG. 8 shows one block for each
of processor 802, memory 804, I/O iterface 806, and
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software blocks 808, 812, and 830. These blocks may
represent one or more processors or processing circuitries,
operating systems, memories, I/O interfaces, applications,
and/or software modules. In other implementations, device
800 may not have all of the components shown and/or may
have other elements including other types of elements
instead of, or 1n addition to, those shown herein. While some
components are described as performing blocks and opera-
tions as described 1 some implementations herein, any
suitable component or combination of components of net-
work environment 100, device 800, similar systems, or any
suitable processor or processors associated with such a
system, may perform the blocks and operations described.

Methods described herein can be implemented by com-
puter program nstructions or code, which can be executed
on a computer. In some 1mplementations, the code can be
implemented by one or more digital processors (€.g., micro-
processors or other processing circuitry) and can be stored
on a computer program product including a non-transitory
computer readable medium (e.g., storage medium), such as
a magnetic, optical, electromagnetic, or semiconductor stor-
age medium, including semiconductor or solid state
memory, magnetic tape, a removable computer diskette, a
random access memory (RAM), a read-only memory
(ROM), tlash memory, a rigid magnetic disk, an optical disk,
a solid-state memory drive, etc. The program instructions
can also be contained i1n, and provided as, an electronic
signal, for example in the form of soiftware as a service
(SaaS) delivered from a server (e.g., a distributed system
and/or a cloud computing system). Alternatively, one or
more methods can be implemented in hardware (logic gates,
etc.), or 1 a combination of hardware and software.
Example hardware can be programmable processors (e.g.
Field-Programmable Gate Array (FPGA), Complex Pro-
grammable Logic Device), general purpose processors,
graphics processors, Application Specific Integrated Circuits
(ASICs), and the like. One or more methods can be per-
tormed as part of or component of an application running on
the system, or as an application or software running in
conjunction with other applications and operating system.

Although the description has been described with respect
to particular 1mplementations thereof, these particular
implementations are merely 1llustrative, and not restrictive.
Concepts 1llustrated 1n the examples may be applied to other
examples and implementations.

In situations in which certain implementations discussed
herein may collect or use personal information about users
(e.g., user data, information about a user’s social network,
user’s location and time at the location, user’s biometric
information, user’s activities and demographic information),
users are provided with one or more opportunities to control
whether information 1s collected, whether the personal infor-
mation 1s stored, whether the personal information 1s used,
and how the information 1s collected about the user, stored
and used. That 1s, the systems and methods discussed herein
collect, store and/or use user personal information specifi-
cally upon receiving explicit authorization from the relevant
users to do so. In some implementations, a user 1s provided
with control over whether programs or features collect user
information about that particular user or other users relevant
to the program or feature. Each user for which personal
information 1s to be collected 1s presented with one or more
options to allow control over the information collection
relevant to that user, to provide permission or authorization
as to whether the information 1s collected and as to which
portions of the mformation are to be collected. In some
implementations, users can be provided with one or more
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such control options over a communication network. In
addition, certain data may be treated 1n one or more ways
before 1t 1s stored or used so that personally identifiable
information 1s removed. In some 1mplementations, a user’s
identity may be treated so that no personally identifiable
information can be determined. In some implementations, a
user device’s geographic location may be generalized to a
larger region so that the user’s particular location cannot be
determined.

Note that the functional blocks, operations, features,
methods, devices, and systems described in the present
disclosure may be integrated or divided into different com-
binations of systems, devices, and functional blocks as
would be known to those skilled in the art. Any suitable
programming language and programming techniques may
be used to implement the routines of particular implemen-
tations. Diflerent programming techniques may be
employed, e.g., procedural or object-oriented. The routines
may execute on a single processing device or multiple
processors. Although the steps, operations, or computations
may be presented 1 a specific order, the order may be
changed in different particular implementations. In some
implementations, multiple steps or operations shown as
sequential 1n this specification may be performed at the same
time.

The mvention claimed 1s:

1. A computer-implemented method comprising:

causing display of a plurality of 1mages 1n a user interface
on a first device to a first user, wherein each of the
plurality of 1images depicts a different person, wherein
the plurality of 1images are obtained from a library of
images associated with the first user;

recerving a selection of a particular image of the plurality
of 1mages based on first user mput received by the first
device;

determining a person identifier indicative of a particular
person depicted in the particular image, wherein the
person i1dentifier 1s designated as a person sharing
criterion;

programmatically analyzing a first image from the library
of 1mages associated with the first user to determine a
confidence level for a determination that the first image
depicts a person that matches the person sharing crite-
rion;

in response to the confidence level meeting a first thresh-
old, updating an access permission of the first image of
the library of images associated with the first user to
grant access to the first image to a second user of a
second device over a communication network:

in response to the confidence level not meeting the first
threshold and meeting a second threshold that indicates
a lower confidence that the first image depicts the
person that matches the person sharing criterion, caus-
ing the first image to be displayed on the first device
and enabling selection of the first image by second user
input from the first user to update the access permission
of the first image to grant the access to the first image
to the second user; and

recerving an indication from the first user to designate the
second user as a temporary sharing partner, wherein 1n
response to the designation of the temporary sharing
partner, the update of the access permission to grant
access to the first image to the second user 1s 1n
response to the confidence level meeting the first
threshold and to one or more user-specified conditions
being satisfied, wherein the one or more user-specified
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conditions include the first device and the second
device being at specified geographic locations.

2. The computer-implemented method of claim 1,
wherein the person sharing criterion includes a face criterion
that specifies a particular face i1dentity, and wherein pro-
grammatically analyzing the first image comprises:

applying an image classifier that analyzes pixel values of

pixels of the first image to determine that the first image
depicts a face that matches the particular face identity.

3. The computer-implemented method of claim 1,
wherein the plurality of 1images are selected from the library
of 1mages based on one or more characteristics of the
plurality of 1mages, wherein the one or more characteristics
of each of the plurality of images includes at least one of: a
time of capture within a particular period of time of a time
ol capture of one or more other images of the plurality of
1images, or a location of capture within a geographic distance
ol a location of capture of one or more other images of the
plurality of images.

4. The computer-implemented method of claim 1, further
comprising;

receiving a selection of a second particular image of the

plurality of 1images based on third user input recerved
by the first device;

determining a second person identifier indicative of a

second particular person depicted in the second par-
ticular 1image, wherein the second person identifier 1s
designated as a second person sharing criterion,
wherein the second person sharing criterion 1s different
than the person sharing criterion;

programmatically analyzing a second image from the

library of images associated with the first user to
determine that the second image depicts a second
person that matches the second person sharing crite-
rion; and

based on determination that the second 1mage depicts the

second person that matches the second person sharing
criterion, updating a second access permission of the
second 1mage of the library of 1images associated with
the first user to grant access to the second 1mage to a
third user of a third device over the communication
network.

5. The computer-implemented method of claim 1,
wherein updating the access permission of the first image
comprises automatically adding the first image to an 1image
library of the second user.

6. The computer-implemented method of claim 1,
wherein 1image data of the first image 1s stored on a server
device 1n communication with the first device over the
communication network, and wherein a first data pointer
referring to the image data of the first image is stored on the
first device, wherein updating the access permission of the
first image includes sending a second data pointer referring
to the 1image data of the first image to the second device over
the communication network.

7. The computer-implemented method of claim 1,
wherein programmatically analyzing the first image icludes
determining whether the first 1mage meets one or more
additional sharing criteria,

wherein 1n response to the confidence level meeting the

first threshold, updating the access permission to grant
access to the first image to the second user 1s 1n
response to the confidence level meeting the first
threshold and to the determination that the one or more
additional sharing criteria are met.

8. The computer-implemented method of claim 7,
wherein the one or more additional sharing criteria include
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an 1mage feature criterion that specifies an 1image content
feature, and wherein programmatically analyzing the first
1mage comprises:

applying an image classifier to pixel values of pixels of

the first 1image to determine a feature vector that
includes a plurality of content features of the first
image; and

comparing the feature vector with the image feature

criterion to determine whether the first image matches
the 1mage feature criterion.
9. The computer-implemented method of claim 7,
wherein the one or more additional sharing criteria include
a time criterion, and wherein programmatically analyzing
the first 1mage comprises:
determinming a creation time of the first image based on
timestamp metadata associated with the first image; and

comparing the creation time with the time criterion to
determine whether the first image matches the time
criterion.

10. The computer-implemented method of claim 7,
wherein the one or more additional sharing criteria include
a location criterion, wherein the location criterion specifies
a particular location, and wherein programmatically analyz-
ing the first image comprises:

determining a location associated with the first 1image

based on at least one of location metadata associated
with the first 1mage or a content feature detected as
depicted 1n pixels of the first 1mage; and

comparing the location associated with the first 1mage

with the location criterion to determine whether the first
image matches the particular location.

11. A system comprising:

a storage device with instructions stored thereon; and

at least one processor configured to access the storage

device and configured to perform operations based on
the nstructions, the operations comprising:

causing display of a plurality of 1images 1n a user interface

on a first device to a first user, wherein each of the
plurality of 1mages depicts a different person, wherein
the plurality of images are obtained from a library of
images associated with the first user;

receiving a selection of a particular image of the plurality

of 1mages based on first user input received by the first
device;

determining a person identifier indicative of a particular

person depicted in the particular image, wherein the
person 1dentifier 1s designated as a person sharing
criterion;

programmatically analyzing a first image from the library

of 1mages associated with the first user to determine a
confidence level for a determination that the first image
depicts a person that matches the person sharing crite-
rion:

in response to the confidence level meeting a first thresh-

old, updating an access permission of the first image of
the library of 1mages associated with the first user to
grant access to the first image to a second user of a
second device over a communication network:;

in response to the confidence level not meeting the first

threshold and meeting a second threshold that indicates
a lower confidence that the first image depicts the
person that matches the person sharing criterion, caus-
ing the first image to be displayed on the first device
and enabling selection of the first image by second user
input from the first user to update the access permission
of the first image to grant the access to the first image
to the second user; and
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receiving an indication from the first user to designate the
second user as a temporary sharing partner, wherein 1n
response to the designation of the temporary sharing
partner, the update of the access permission to grant
access to the first image to the second user 1s 1n
response to the confidence level meeting the first
threshold and to one or more user-specified conditions
being satisfied, wherein the one or more user-specified
conditions 1include the first device and the second

device being at specified geographic locations.

12. The system of claim 11, wherein the plurality of
images are selected from the library of 1images based on one
or more characteristics of the plurality of 1images, wherein
the one or more characteristics of each of the plurality of
images includes at least one of: a time of capture within a
particular period of time of a time of capture of one or more
other 1mages of the plurality of 1images, or a location of
capture within a geographic distance of a location of capture
ol one or more other 1images of the plurality of images.

13. The system of claim 11, wherein the at least one
processor 1s configured to perform further operations com-
prising:

receiving a selection of a second particular image of the

plurality of 1images based on third user mnput recerved
by the first device;

determining a second person identifier indicative of a

second particular person depicted in the second par-
ticular 1image, wherein the second person identifier 1s
designated as a second person sharing criterion,
wherein the second person sharing criterion 1s different
than the person sharing criterion;

programmatically analyzing a second image from the

library of images associated with the first user to
determine that the second image depicts a second
person that matches the second person sharing crite-
rion; and

based on determination that the second 1mage depicts the

second person that matches the second person sharing
criterion, updating a second access permission of the
second 1mage of the library of 1images associated with
the first user to grant access to the second 1mage to a
third user of a third device over the communication
network.

14. The system of claim 11, wherein the operation of
updating the access permission of the first image comprises
automatically adding the first image to an 1image library of
the second user.

15. The system of claim 11, wherein image data of the first
image 1s stored on a server device in communication with
the first device over the communication network, and
wherein a first data pointer referring to the image data of the
first image 1s stored on the first device, wherein the operation
of updating the access permission of the first image includes
sending a second data pointer referring to the image data of
the first image to the second device over the communication
network.

16. The system of claim 11, wherein the operation of
programmatically analyzing the first image includes deter-
mimng whether the first image meets one or more additional
sharing criteria,

wherein 1n response to the confidence level meeting the

first threshold, the operation of updating the access
permission to grant access to the first image to the
second user 1s 1n response to the confidence level
meeting the first threshold and to the determination that
the one or more additional sharing criteria are met.
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17. The system of claim 16, wherein the one or more
additional sharing criteria include an 1image feature criterion
that specifies an 1mage content feature, and wherein the
operation of programmatically analyzing the first image
COmMprises:

applying an image classifier to pixel values of pixels of

the first 1image to determine a feature vector that
includes a plurality of content features of the first
image; and

comparing the feature vector with the image feature

criterion to determine whether the first image matches
the 1mage feature criterion.
18. The system of claim 16, wherein the one or more
additional sharing criteria include a time criterion, and
wherein the operation of programmatically analyzing the
first 1mage comprises:
determining a creation time of the first 1mage based on
timestamp metadata associated with the first image; and

comparing the creation time with the time criterion to
determine whether the first image matches the time
criterion.

19. The system of claim 16, wherein the one or more
additional sharing criteria include a location criterion,
wherein the location criterion specifies a particular location,
and wherein the operation of programmatically analyzing
the first 1mage comprises:

determiming a location associated with the first 1mage

based on at least one of location metadata associated
with the first 1mage or a content feature detected as
depicted 1n pixels of the first image; and

comparing the location associated with the first image

with the location criterion to determine whether the first
image matches the particular location.

20. A non-transitory computer readable medium having
stored thereon instructions that, when executed by a proces-
sor, cause the processor to perform operations comprising;:

causing display of a plurality of 1images 1n a user interface

on a first device to a first user, wherein each of the
plurality of 1mages depicts a different person, wherein
the plurality of images are obtained from a library of
images associated with the first user;

receiving a selection of a particular image of the plurality

of 1mages based on first user input received by the first
device;

determining a person identifier indicative of a particular

person depicted in the particular image, wherein the
person 1dentifier 1s designated as a person sharing
criterion;

programmatically analyzing a first image from the library

of 1mages associated with the first user to determine a
confidence level for a determination that the first image
depicts a person that matches the person sharing crite-
rion:

in response to the confidence level meeting a first thresh-

old, updating an access permission of the first image of
the library of 1mages associated with the first user to
grant access to the first image to a second user of a
second device over a communication network:;

in response to the confidence level not meeting the first

threshold and meeting a second threshold that indicates
a lower confidence that the first image depicts the
person that matches the person sharing criterion, caus-
ing the first image to be displayed on the first device
and enabling selection of the first image by second user
input from the first user to update the access permission
of the first image to grant the access to the first image
to the second user; and
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receiving an indication from the first user to designate the
second user as a temporary sharing partner, wherein in
response to the designation of the temporary sharing
partner, the update of the access permission to grant
access to the first image to the second user 1s 1 5
response to the confidence level meeting the first
threshold and to one or more user-specified conditions
being satisfied, wherein the one or more user-specified
conditions 1include the first device and the second
device being at specified geographic locations. 10
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