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UNMANNED VEHICLE MANAGEMENT
SYSTEMS AND METHODS

RELATED APPLICATION

This application claims the benefit of priority under 35
U.S.C. § 119(e) to U.S. Provisional Patent Application No.
62/767,593, filed Nov. 15, 2018, and entitled “Unmanned
Vehicle Management Systems and Methods,” which 1s
hereby incorporated by reference 1n 1ts entirety.

COPYRIGHT AUTHORIZATION

Portions of the disclosure of this patent document may
contain material which 1s subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the U.S. Patent and Trademark
Oflice patent file or records, but otherwise reserves all
copyright rights whatsoever.

SUMMARY

The present disclosure relates generally to systems and
methods for managing unmanned vehicles. More specifi-
cally, but not exclusively, the present disclosure relates to
systems and methods for managing unmanned vehicle
operation when a vehicle 1s located within a policy managed
area.

Autonomous, semi-autonomous, and/or remote-con-
trolled vehicles, which may be collectively described herein
as unmanned vehicles, are progressively being used 1n a
variety ol business and personal contexts. For example,
unmanned aerial vehicles, such as remote-controlled aerial
drones, may be used for surveying, news reporting, envi-
ronmental sensing, and/or disaster recovery operations.
Remote-controlled aerial drones are also commonly used by
photography hobbyists to capture still and video 1mages that
would be otherwise diflicult to obtain.

The proliferation of unmanned vehicles has introduced a
variety of privacy and/or safety-related concerns. For
example, an individual may not wish to be photographed
and/or otherwise recorded while 1n their private backyard by
others without their consent. An individual, however, may
more likely to be willing to allow for the collection of
environmental data such as wind speed, temperature, and/or
air pollution levels 1n their proximity, as such activities may
introduce fewer privacy concerns than being photographed.
Moreover, the operation of unmanned vehicles and/or asso-
ciated sensors within certain geographic areas may be
restricted to operators having certain credentials and/or
licenses. For example, operation of unmanned aerial
vehicles near airports may be restricted to licensed aviation
oflicials and/or operation of unmanned vehicles near active
wildfires may be restricted to licensed firefighting profes-
s1onals.

Consistent with embodiments disclosed herein, autono-
mous, semi-autonomous, and/or remotely controlled
vehicles may be managed 1n accordance with one or more
policies. In certain embodiments, the polices may be asso-
ciated with policy managed locations and/or areas. An
unmanned vehicle may 1ssue a request to enter a policy
managed area and/or use a certain sensor system within a
policy managed area to an unmanned vehicle management
system. The unmanned vehicle management system may
identify a policy associated with the policy managed area,
and enforce the 1dentified policy in connection with gener-
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2

ating a response to the request. In this manner, the use of
unmanned vehicles and/or associated systems (e.g., sensor
systems, camera systems, and/or the like) may be managed
in accordance with certain policies and/or rules associated
with a particular operating location.

In certain embodiments, the unmanned vehicle and/or an
unmanned vehicle management system may authenticate an
unmanned vehicle and/or a user thereof 1n connection with
policy i1dentification and/or enforcement decisions. For
example, in some embodiments, requests issued from an
unmanned vehicle may be signed with a key associated with
an operator of the unmanned vehicle. An unmanned vehicle
management system may authenticate the request by veri-
tying the associated signature and may perform policy
identification and/or enforcement decisions based on the
same. In certain embodiments, signature verification pro-
cessed performed by the unmanned vehicle management
system may include i1ssuing requests to a trusted service
and/or authority and/or processing associated responses
received from the trusted service.

BRIEF DESCRIPTION OF THE DRAWINGS

The 1inventive body of work will be readily understood by
referring to the following detailed description 1n conjunction
with the accompanying drawings, in which:

FIG. 1 1llustrates an example of an interaction between an
unmanned vehicle, an unmanned vehicle management sys-
tem, and a trusted service consistent with certain embodi-
ments of the present disclosure.

FIG. 2 1llustrates a flow chart of an example of a method
for managing operations of an unmanned vehicle consistent
with certain embodiments of the present disclosure.

FIG. 3 1llustrates a flow chart of an example of a method
for managing operations of an unmanned vehicle using
signature verification with a trusted service consistent with
certain embodiments of the present disclosure.

FIG. 4 illustrates a flow chart of an example of a method
for managing control actions received by an unmanned
vehicle consistent with certain embodiments of the present
disclosure.

FIG. 5 illustrates an example of a system that may be used
to 1mplement certain embodiments of the systems and
methods of the present disclosure.

DETAILED DESCRIPTION

A detailed description of the systems and methods con-
sistent with embodiments of the present disclosure 1s pro-
vided below. While several embodiments are described, 1t
should be understood that the disclosure 1s not limited to any
one embodiment, but instead encompasses numerous alter-
natives, modifications, and equivalents. In addition, while
numerous specific details are set forth in the following
description 1n order to provide a thorough understanding of
the embodiments disclosed herein, some embodiments can
be practiced without some or all of these details. Moreover,
for the purpose of clarity, certain technical material that 1s
known 1n the related art has not been described 1n detail in
order to avoid unnecessarily obscuring the disclosure.

The embodiments of the disclosure may be understood by
reference to the drawings. The components of the disclosed
embodiments, as generally described and 1llustrated in the
figures herein, could be arranged and designed 1n a wide
variety of diflerent configurations. Thus, the following
detailed description of the embodiments of the systems and
methods of the disclosure 1s not intended to limit the scope
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of the disclosure but 1s merely representative ol possible
embodiments of the disclosure. In addition, the steps of any
method disclosed herein do not necessarily need to be
executed 1n any specific order, or even sequentially, nor need
the steps be executed only once, unless otherwise specified.

A variety of autonomous, semi-autonomous, and/or
remote-controlled vehicles may be used 1n diflerent business
and personal contexts. Consistent with various aspects of the
disclosed embodiments, the operation of unmanned vehicles
may be managed in accordance with one or more policies.
In some embodiments, an unmanned vehicle management
system may 1dentily one or more policies associated with a
policy managed location and/or area and enforce the 1den-
tified policies in connection with the operation of an
unmanned vehicle and/or or more of 1ts subsystems (e.g.,
sensor systems, camera systems, and/or the like).

FI1G. 1 illustrates an example of an interaction between an
unmanned vehicle 100, an unmanned vehicle management
system 102, and a trusted service 104 consistent with certain
embodiments of the present disclosure. Consistent with
various disclosed embodiments, an unmanned vehicle 100
may comprise, for example and without limitation, one or
more unmanned aerial vehicles (“UAVs”) including aerial
drones, unmanned land-based vehicles, unmanned overwa-
ter vessels, unmanned underwater vessels, and/or any other
type of unmanned vehicle configured to transit any type of
environment and/or operate via autonomous, semi-autono-
mous, and/or remote control and/or combinations thereof. It
will be appreciated that a variety of types of unmanned
vehicles may be used in connection with the disclosed
systems and methods.

Unmanned vehicles 100 may be associated with and/or
otherwise incorporate a variety of subsystems including one
or more sensor systems 106. For example, an unmanned
vehicle 108 may include one or more video and/or still
image sensors and/or cameras, environmental sensors (e.g.,
air quality and/or particulate sensors, wind speed sensors,
temperature sensors, etc.), and/or the like. It will be appre-
ciated that various disclosed embodiments may be used 1n
connection with unmanned vehicles incorporating a variety
ol sensor systems. In certain instances, sensors included 1n
an unmanned vehicle may be generally described herein as
a subsystem of the unmanned vehicle 100. Further vehicle
subsystems 108 may include systems configured to control
and/or otherwise facilitate movement of the unmanned
vehicle 100 (e.g., motors, control surfaces, and/or the like).

In some embodiments, various operations of the
unmanned vehicle 100 and/or subsystems and/or sensors
associated with the vehicle 100 may be controlled, at least
in part, using a control device 108. In some embodiments,
the control device 108 may comprise a special-purpose
and/or otherwise discrete control device configured to con-
trol, at least in part, various operations of the unmanned
vehicle 100. In further embodiments, the control device 108
may comprise a more general purpose computing device
such as, for example and without limitation, a mobile device
(c.g., a smartphone, a tablet computing system, and/or the
like), configured to execute software allowing a user of the
control device 108 to operate the unmanned vehicle 100. In
some embodiments, the control device 108 may further
interface with one or more accessory control devices (e.g.,
joysticks, buttons, and/or other suitable control devices
and/or interfaces) to receive user mput 1 connection with
operating the unmanned vehicle 100.

As discussed 1n more detail below, 1n some embodiments,
an operator of the unmanned vehicle 100 may provide
certain credentials via the control device 108 to authenticate
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their identity and/or associate permissions to operate the
unmanned vehicle 100. Although various illustrated embodi-
ments and examples described herein may include a control
device 108, 1t will be appreciated that 1n further embodi-
ments, an unmanned vehicle 100 may be designed to operate
autonomously and/or semi-autonomously and may not nec-
essarily interface with a control device 108 in connection
with vehicle operations.

In certain embodiments, the unmanned wvehicle 100,
unmanned vehicle management system 102, trusted service
104, control device 108, and/or any other related device,
service, and/or system may comprise one or more comput-
ing and/or processing devices, systems, and/or subsystems,
including any processing and/or computing system suitable
to 1implement various embodiments of the systems and
methods disclosed herein. For example, the unmanned
vehicle management system 102, trusted service 104, and/or
control device 108 may comprise a variety ol computing
devices and systems, including laptop computer systems,
desktop computer systems, server computer systems, micro-
computing systems, distributed computer systems, smart-
phones and/or other mobile devices, tablet computers, and/
or the like. In various embodiments, the unmanned vehicle
100 may comprise one or more control computing systems
configured to control operations of the unmanned vehicle
100 consistent with aspects of the disclosed embodiments.

In certain embodiments, the unmanned vehicle 100,
unmanned vehicle management system 102, trusted service
104, and/or control device 108 may comprise at least one
processor system configured to execute instructions stored
on an associated non-transitory computer-readable storage
medium. As discussed 1n more detail below, the unmanned
vehicle 100, unmanned vehicle management system 102,
trusted service 104, and/or control device 108 may further
comprise a secure processing umt (“SPU”) configured to
perform sensitive operations such as trusted credential and/
or key management, user mnformation management, digital
signature and/or other cryptographic operations, secure
policy management, and/or other aspects of the systems and
methods disclosed herein. The unmanned vehicle 100,
unmanned vehicle management system 102, trusted service
104, and/or control device 108 may further comprise soit-
ware and/or hardware configured to enable electronic com-
munication of information between the devices, services,
and/or systems via the network using any suitable commu-
nication technology and/or standard.

The unmanned vehicle 100, unmanned vehicle manage-
ment system 102, trusted service 104, control device 108,
and/or associated systems, devices, and/or services may be
communicatively coupled using a variety of networks and/or
network connections. In certain embodiments, the network
may comprise a variety of network communication devices
and/or channels, and may utilize any suitable communica-
tions protocols and/or standards facilitating communication
between the unmanned vehicle and/or the unmanned vehicle
management system.

In some embodiments, the network may comprise the
Internet, a local area network, a virtual private network,
and/or any other communication network utilizing one or
more electronic communication technologies and/or stan-
dards (e.g., Ethernet or the like). In some embodiments, the
network may comprise a wireless carrier system such as a
personal communications system (“PCS”), and/or any other
suitable communication system incorporating any suitable
communication standards and/or protocols. In further
embodiments, the network may comprise an analog mobile
communications network and/or a digital mobile communi-
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cations network utilizing, for example, code division mul-
tiple access (“CDMA”), Global System for Mobile Com-
munications or Groupe Special Mobile (“GSM™), frequency
division multiple access (“FDMA”), and/or time divisional
multiple access (“TDMA”) standards. In certain embodi-
ments, the network may incorporate one or more satellite
communication links. In yet further embodiments, the net-
work may utilize IEEE’s 802.11 standards, Bluetooth®,
ultra-wide band (“UWDB”), Zigbee®, and or any other suit-
able standard or standards.

As 1llustrated 1n connection with FIG. 1, a vehicle control
management module 110 may execute on the unmanned
vehicle 100. In certain embodiments, the vehicle control
management module 110 may control various operations of
the unmanned vehicle 100. In some embodiments, the
vehicle control management module 110 may engage in
various policy managed operating decisions consistent with
aspects of the disclosed embodiments. For example, the
vehicle control management module 110 may engage in
certain policy managed operating decisions relating to the
operation and/or movement of the vehicle 100 within a
policy managed location and/or the use of certain vehicle
subsystems and/or sensors 106 within a policy managed
location.

For example, 1n some embodiments, the vehicle control
management module 110 may determine that the unmanned
vehicle 100 has entered, has recetved commands from the
control device 108 indicating a user would like the vehicle
100 to enter (e.g., 1s being controlled to enter), and/or 1s
otherwise approaching and/or within a policy managed
location and/or area. In further embodiments, the vehicle
control management module 110 may determine that the
unmanned vehicle 100 and/or a user thereof would like to
use a particular subsystem of the vehicle within a policy
managed location and/or area (e.g., by providing commands
to the vehicle 100 via the control device 108).

Consistent with embodiments disclosed herein, the
unmanned vehicle 100 may communicate a control request
112 to the unmanned vehicle management system 102. The
control request 112 may comprise a request to operate the
unmanned vehicle 100 and/or a subsystem 106 thereof
within a policy managed location and/or area. For example,
in some embodiments, the control request 112 may comprise
a request to enter a policy managed location and/or area. In
turther embodiments, the control request 112 may comprise
a request to use a subsystem and/or sensor 106 of the
unmanned vehicle 100 (e.g., a camera and/or other sensor)
within a policy managed location and/or area. In certain
embodiments, the control request 112 may comprise an
indication of current location of the unmanned vehicle 100
(e.g., latitude, longitude, altitude, etc.), an intended future
position of the unmanned vehicle 100, and/or an intendent
path of travel of the unmanned vehicle 100.

In some embodiments, control requests 112 may be gen-
erated and/or 1ssued to the unmanned vehicle management
system 102 based on receipt of a command from the control
device 108 (e.g., user input) and/or control actions engaged
by the vehicle control management module 110. In certain
embodiments, control requests 112 may be generated with-
out a determination that an associated control action impacts
and/or otherwise ivolves a policy managed location and/or
area.

In further embodiments, control requests 112 may be
generated based on trigging of an applicable policy. For
example, the unmanned vehicle 100 and/or the vehicle
control management module 110 may be provisioned with
policy information (e.g., provisioned by the unmanned
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vehicle management system 102, trusted service 104, and/or
another system and/or service). In some embodiments, the
provisioned policy information may delineate one or more
policy managed areas and/or locations. In response to
receiving a command from the control device 108 and/or
control actions engaged 1n by the vehicle control manage-
ment module 110 that would cause the unmanned vehicle
100 to enter a policy managed area and/or location and prior
to engaging 1n such a actions, a control request 112 may first
be generated and 1ssued to the unmanned vehicle manage-
ment system 102 from the unmanned vehicle 100.

As part of and/or separate from the control request 112,
the unmanned vehicle 100 may further communicate authen-
tication information to the unmanned vehicle management
system. The authentication information 114 may comprise
information that identifies and/or otherwise may be used to
authenticate the unmanned vehicle 100 and/or a user and/or
operator thereol with the unmanned vehicle management
system 102 and/or other systems and/or services (e.g., the
trusted service 104). For example, in some embodiments,
the unmanned vehicle 100 may transmit 1dentification infor-
mation associated with the vehicle control management
module 110 that uniquely 1dentifies the unmanned vehicle
100. In further embodiments, the authentication information
114 may comprise information that uniquely 1dentifies and/
or provides an indication of an identity of an operator of the
unmanned vehicle 100 associated with a control request 112.
It will be appreciated that a variety of types of authentication
information 114 may be used 1n connection with the dis-
closed systems and methods to authenticate an unmanned
vehicle 100 and/or an associated user with the unmanned
vehicle management system 102.

In some embodiments, control requests 112 1ssued by the
unmanned vehicle 100 may be signed and/or otherwise
associated with a digital signature 116. In some embodi-
ments, the digital signature 116 may be uniquely associated
with the unmanned vehicle 100. In further embodiments, the
control request 112 may be signed and/or otherwise include
a digital signature 116 associated with a user and/or operator
of the unmanned vehicle 100. For example, in some embodi-
ments, an operator of the unmanned vehicle 100 may
provide the unmanned vehicle 100 and/or the associated
control device 108 with authorization credentials associated
with their identity.

In some embodiments, the authorization credentials may
be associated with and/or comprise a cryptographic key
unmique to the operator that may be used to digitally sign
control requests 112 generated based on the operator’s
interactions with the control device 108 and/or the
unmanned vehicle 100 (e.g., control actions and/or the like).
For example, an operator of the vehicle may provide cre-
dentials to the unmanned vehicle 100 and/or the control
device 108 using a near-field communication (“NFC”) card
and/or or wireless device (e.g., a smart phone), a Umiversal
Serial Bus (“USB”) and/or other portable storage device,
and/or the like. In some embodiments, these credentials may
comprise the operator’s cryptographic signing key (e.g., a
private signing key).

In further embodiments, the authorization credentials may
be used to access and/or otherwise retrieve the cryptographic
key unique to the operator of the unmanned vehicle 100. For
example, the user may provide a username, operator 1den-
tification, and/or password information that, 1 validated,
may be used to access the operator’s cryptographic signing
key. Control requests 112 that are cryptographically signed
and/or otherwise 1iclude a digital signature associated with
a user and/or operator of the unmanned vehicle 100 may be
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trusted as being generated based on a control action
requested from the user and/or operator associated with the
digital signature.

An authentication engine 118 executing on the unmanned
vehicle management system 102 may authenticate the
unmanned vehicle 100, a user and/or operator thereof,
and/or the control request 112 based on the received authen-
tication information 114 and/or the digital signature 116
associated with the control request 112. In certain embodi-
ments, and as 1s discussed 1n more detail below, as part of
and/or 1n addition to this authentication process, the
unmanned vehicle management system 102 and/or the
authentication engine 118 may communicate with a trusted
service 102 to authenticate user and/or operator identity
and/or permissions associated with a digital signature 116
and/or a signed control request 112.

Once authenticated, a policy management engine 120
executing on the unmanned vehicle management system 102
may 1dentily one or more policies 122 associated with the
control request 112 and/or the authentication information
114. In some embodiments, the policy management engine
102 may identily, based on the control request 112, a
location associated with the control request 112 e.g., a
current and/or mtended location of the unmanned vehicle).
In some embodiments, the control request 112 may comprise
an explicit indication one or more locations associated with
the control request 112 (e.g., current location, future loca-
tions, etc.). In further embodiments, the control request 112
may comprise one or more paths of travel associated with a
control request 112.

The policy management engine 120 may determine
whether the 1dentified location corresponds with a policy
managed location and/or area—that 1s, a location and/or area
triggering application of and/or enforcement of one or more
policies 122. If a policy 122 1s 1dentified, the policy man-
agement engine 120 may enforce the policy 122 1n connec-
tion with generating a response 124 to the control request
112. For example, the policy management engine 120 may
determine that the control request 112 comprises a request to
operate a camera system of an unmanned vehicle 100 while
the vehicle 100 1s 1n a policy managed location where
camera operation 1s restricted to a particular list of users.
Based on associated authentication mnformation 114 associ-
ated with the request 112 (and/or a digital signature 116
associated with the same), the policy management engine
120 and/or the authentication engine 118 may determine that
the request 112 was 1ssued by one of the listed authorized
users. In response to this determination, the policy manage-
ment engine 120 may generate a control response 124
granting permission for the unmanned vehicle 100 to use the
camera system within the policy managed location. Upon
receipt of the control response 124, the unmanned vehicle
100 may engage 1n the requested control action.

In certain embodiments, as part of and/or in addition to
unmanned vehicle, user, and/or operator authentication pro-
cesses performed by the authentication engine 118 and/or
the unmanned vehicle management system 102, the received
authentication information 114 and/or one or more digital
signatures 116 associated with the control request 112 may
turther be verified by a trusted service 104 and/or other
authority. For example, as 1llustrated, the unmanned vehicle
management system 102 may transmit a request 126 to a
trusted service 104 to authenticate a digital signature 116
associated with the user and/or operator of the unmanned
vehicle 100 that generated the control request 112.

In some embodiments, the trusted service 104 may oper-
ate as a trusted authority providing information relating to
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user and/or operator identities and/or associated permis-
sions. In certain embodiments, the trusted service 104 may
be associated with authorities that may regulate and/or
otherwise license unmanned vehicle users and/or operators.
In one non-limiting example, the trusted service 104 may be
associated with aviation regulatory authorities that may
provide certain licensing for aerial unmanned vehicle opera-
tors. In another non-limiting example, the trusted service
104 may be associated with a wildland firefighting authority
that may license unmanned vehicle operators that may wish
to operate unmanned vehicles 1n active wildfire areas.

To verily one or more digital signatures 116 associated
with a control request 112 and/or associated authentication
information 114, the unmanned vehicle management system
102 may transmit an authentication request 126 to the
trusted service 104. In some embodiments, the authorization
request 126 may comprise the digital signature 116 and/or
information relating to the digital signature 116 received 1n
connection with the control request 112.

As a trusted authority, the trusted service 104 may main-
tain a database 128 that includes information relating to
authorized unmanned vehicle users and/operators (e.g.,
cryptographic keys, digital signature information, etc.) and/
or policies and/or operational permissions associated with
the authorized users and/or operators. In certain embodi-
ments, an authentication response generation module 130
executing on the trusted service 104 may process authori-
zation requests 126 received by the trusted service 104 and
generate associated responses 132. For example, in some
embodiments, the trusted service 104 may determine that a
cryptographic signature 116 associated with an authentica-
tion request 126 was generated by an authorized vehicle
operator by comparing the signature 116 with information
included 1n the database 128 and may generate a authent-
cation response 132 indicative of the same. In some embodi-
ments, the authentication response 132 may further com-
prise permissions and/or policy information associated with
the subject operator included in the database 128 (e.g.,
authorized vehicle operation rights, permissions, and/or the
like).

In certain embodiments, generated authentication
responses 132 may be signed and/or otherwise include a
cryptographic digital signature 134 associated with the
trusted service 104. For example, the trusted service 104
may sign authentication responses 132 with a cryptographic
key associated with the trusted service 104 (e.g., a private
cryptographic signing key) that may be used by recipients of
the responses 132 to authenticate that the responses 132
originated from and/or otherwise were generated by the
trusted service 104. Accordingly, in some embodiments, the
unmanned vehicle management system 102 may verity the
authenticity of the received authentication responses 132 by
veritying a signature 134 associated with the response 132.

In some embodiments, the unmanned vehicle manage-
ment service 102 may generate a control response 124
based, at least in part, on the authentication response 132
received from the trusted service 104 (e.g., after verilying
the signature 132 associated with the response 132). In
certain embodiments, the control response 124 may com-
prise a signature 134 associated with the trusted service 104
and/or the unmanned vehicle management service 102. In
some embodiments, the unmanned vehicle 100 and/or the
associated control device 108 may comprise secure hard-
ware and/or software configured to control whether control
actions are performed based on the successiul verification of
the presence of and/or validation of signature information
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associated with the trusted service 104 and/or the unmanned
vehicle management system 102 included 1n received con-
trol responses 124.

Policies and/or permissions may be applied and/or other-
wise enforced by a variety of devices, systems, and/or
services and/or at a variety of levels 1n connection with the
illustrated unmanned vehicle management architecture. For
example, 1n some embodiments, policies may be enforced

by the unmanned vehicle 100 and/or associated control
device 108, the unmanned vehicle management system 102,
and/or the trusted service 104. It will be appreciated that
policy and/or permission enforcement consistent with vari-
ous aspects of the disclosed embodiments may be performed
in a variety of ways, and that any suitable policy and/or
permission enforcement mechanism may be used 1 con-
nection with the disclosed embodiments.

As described above, 1n some embodiments, policies may
associate one or more locations and/or areas with one or
more users and/or entities. For example, Table 1 below
shows a non-limiting example of policy information asso-
ciating a location bounded by a particular latitude and
longitude with associated entities (e.g., owner, family of
owner, and/or other entities associated with the articulated

policy).

TABLE I
Land Parcel Land Owner Family Delegated Entity
Lat = A John Smuith Tom Smuith Real Estate
Lat =B Kate Smith Municipal Officer
Long = C
Long = D

Policy information may further associate one or more
entities with permission information relating to the operation
one or more subsystems of an unmanned vehicle within the
policy managed location and/or area. Table II below shows
a non-limiting example of policy information associating
one or more entities with permissions information relating to
the operation of one or more unmanned vehicle sensors
within a policy managed location and/or area.

TABLE 1l

Camera Video Wind Sensor Pollution Sensor
Land Owner OK HD OK OK
Family OK SD OK OK

Qam->pm

Delegated 3M Pixel or No OK OK
Entity lower

12pm-1pm

In the above example, Tom Smith—associated with a
family member entity—may be permitted to activate a video
camera ol an unmanned vehicle 100 within the policy
managed location between 9:00 AM and 5:00 PM to record
standard definition (“SD”) quality video. A real estate
agent—a delegated entity under the policy—may activate a
still camera of an unmanned vehicle 100 within the policy
managed location between 12:00 PM and 1:00 PM to record
images of three megapixels or less. Finally, a municipal
oflicer—a delegated entity under the policy—may activate a
wind sensor and/or a pollution sensor of an unmanned
vehicle 100 at any time within the policy managed location.

It will be appreciated that control requests 112, authenti-
cation 1information 114, policies 122, and/or control
responses 124 may comprise a variety of types of informa-
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tion used in connection with various user and/or entity
authentication and/or policy management control decisions
consistent with various aspects of the disclosed embodi-
ments. Similarly, authentication requests 126 and/or
responses 132 1ssued to a trusted service 104 may comprise
a variety of types ol information used in connection with
various user and/or entity authentication and/or policy man-
agement control decisions consistent with various aspects of
the disclosed embodiments.

In at least one nonlimiting example implementing certain
aspects of the disclosed embodiments, unmanned vehicle
100 comprising an aerial drone may be flying over a house.
A user of the drone may wish to take a photo of the house.
A client control management application 110 executing on
the aerial drone and/or an associated system (e.g., a control
device 108) may communicate a control request 112 to the
unmanned vehicle management system 112 that includes
one or more of identity information and/or an associated
digital signature 116 associated with the user, the client
application 110, and/or the aerial drone, a current latitude,
longitude, and/or altitude of the aerial drone, information
relating to the camera system (e.g., camera ID information
and/or specification information), and/or other information
used 1n connection with policy management decisions (e.g.,
current vehicle travel direction and/or speed).

Upon receipt of the control request 112 and/or associated
authentication information 114, the unmanned vehicle man-
agement system 102 may verily the identity of the user,
control management application 110, and/or drone by veri-
tying the digital signature 116 and/or other authentication
information 114. In some embodiments, the unmanned
vehicle management system 102 may interact with the
trusted service 102 1n connection with digital signature
verification operations, as described above. The unmanned
vehicle management system 102 may identily a policy
managed location and/or an associated policy associated
with the location of the aerial drone.

The policy associated with the policy managed location
may be enforced by the unmanned vehicle management
system 102. For example, the system 102 may determine
whether a user associated with the authentication informa-
tion 114 and/or the digital signature 116 matches an entity
associated with the policy (e.g., a landowner, family, and/or
delegated entity). The unmanned vehicle management sys-
tem 102 may then check permissions associated with the
identified entity included the policy against the control
request 112, and 1ssue a control response 124 based on the
identified policy. The aerial drone may receive the control
response 124, and a control management application 110
executing thereon may allow for the drone to operate 1n
accordance with the control response 124 (e.g., allowing the
user to activate a camera system of the drone 1f allowed by
the enforced policy).

It will be appreciated that a number of variations can be
made to the architecture, relationships, and examples pre-
sented 1n connection with FIG. 1 within the scope of the
inventive body of work. For example, certain device, sys-
tem, and/or service functionalities described above may be
integrated into a single device, system, and/or service,
and/or any suitable combination of devices, systems, and/or
services 1n any suitable configuration. Indeed, certain func-
tionalities of the unmanned vehicle 100, control device 108,
the unmanned vehicle management service 102, and/or the
trusted service 104 may be integrated into a single system,
multiple systems, and/or any suitable combination of sys-
tems. Thus, 1t will be appreciated that the architecture,
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relationships, and examples presented 1n connection with
FIG. 1 are provided for purposes of illustration and expla-
nation, and not limitation.

FIG. 2 1llustrates a flow chart of an example of a method
200 for managing operations of an unmanned vehicle con-
sistent with certain embodiments of the present disclosure.
The illustrated method 200 may be implemented 1n a variety
of ways, including using software, firmware, and/or any
combination thereof. In certain embodiments, wvarious
aspects of the 1llustrated method and/or one or more of 1ts
constituent steps may be performed by an unmanned
vehicle, an unmanned vehicle management system, a trusted
service, and/or any suitable combination of one or more
services and/or computer systems.

At 202, authentication information may be received from
an unmanned vehicle and/or a system and/or device asso-
ciated with the same (e.g., a remote-control device associ-
ated with an unmanned vehicle). The authentication infor-
mation may comprise information that identifies and/or
otherwise may be used to authenticate the unmanned vehicle
and/or a user thereol with the unmanned vehicle manage-
ment system.

Based on the received authentication information, an
unmanned vehicle management system may authenticate the
unmanned remote vehicle and/or a user thereof at 204. For
example, 1 certain embodiments, the unmanned vehicle
management system may authenticate a user of the
unmanned vehicle with a trusted service and/or other trusted
authority based, at least in part, on the received authentica-
tion information. In further embodiments, the unmanned
vehicle management system may authenticate the unmanned
remote vehicle and/or the associated user independently.

A control request may be received from the unmanned
remote vehicle at 206. In some embodiments, the control
request may comprise a request to enter and/or operate the
vehicle 1 a policy managed location and/or area. In certain
embodiments, the control request may include an indication
of a current location of the unmanned vehicle (e.g., latitude,
longitude, altitude, etc.), an mtended future position of the
unmanned vehicle, an intended path of travel of the
unmanned vehicle, and/or the like. In further embodiments,
the control request may comprise a request to use a subsys-
tem of the unmanned vehicle such as a camera and/or other
sensor and/or subsystem of the vehicle.

At 208, based on the control request, a policy managed
location and/or an associated policy may be 1dentified. For
example, 1t may be determined that an indicated current
location and/or an intended future position of the unmanned
vehicle corresponds with a policy managed location and/or
area, and a policy associated with the location and/or area
may be 1dentified. The 1dentified policy may be enforced in
connection with generating a control response at 210 based,
at least 1n part, on the control request and/or the authenti-
cation information. For example, enfity identification infor-
mation included in the authentication information and a
sensor activation request included 1n the control request may
be compared against the identified policy to determine
whether use of a requested sensor 1s permitted within the
policy managed location and/or area by the entity associated
with the 1dentification information, and an associated control
response may be generated.

The generated control response may be communicated to
the unmanned remote vehicle at 212. In certain embodi-
ments, a client control application executing on the
unmanned remote vehicle may allow or restrict certain
operations of the unmanned vehicle based, at least 1n part, on
the control response.
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FIG. 3 illustrates a flow chart of an example of a method
300 for managing operations of an unmanned vehicle using
signature verification with a trusted service consistent with
certain embodiments of the present disclosure. The 1llus-
trated method 300 may be implemented 1n a variety of ways,
including using software, firmware, and/or any combination
thereof. In certain embodiments, various aspects of the
1llustrated method and/or one or more of its constituent steps
may be performed by an unmanned vehicle, an unmanned
vehicle management system, a trusted service, and/or any
suitable combination of one or more services and/or com-
puter systems.

At 302, a signed control request may be received from the
unmanned vehicle. In some embodiments, the control
request may comprise an indication of a current location of
the unmanned vehicle (e.g., latitude, longitude, altitude,
etc.), an mtended future position of the unmanned vehicle,
an 1mtended path of travel of the unmanned vehicle, and/or
the like. In further embodiments, the control request may
comprise a request to use a subsystem of the unmanned
vehicle such as a camera and/or other sensor and/or subsys-
tem of the vehicle.

Consistent with various aspects of the disclosed embodi-
ments, the control request recerved at 302 may be signed
and/or otherwise include a signature generated using a
cryptographic key that may be associated with an operator of
the unmanned vehicle that imitiated a control action resulting
in the generation of the recerved control request. In this
manner, the signed control request and/or associated signa-
ture may provide an indication of an i1dentity of a particular
operator associated with the request.

To determine whether the operator associated with the
control request 1s authorized to engage in the requested
control action, an authorization request may be generated
and transmitted to a trusted service at 304. In some embodi-
ments, the authorization request may comprise the digital
signature and/or information relating to the digital signature
received 1n connection with the control request.

As a trusted authorty, the trusted service may maintain a
database that includes information relating to authorized
unmanned vehicle users and/operators (e.g., cryptographic
keys, digital signature information, etc.) and/or policies
and/or operational permissions associated with the autho-
rized users and/or operators. At 306, an authentication
response may be received from the trusted service indicating
whether the digital signature and/or information relating to
the digital signature commumcated with the authorization
request 1s associated with an authorized and/or licensed
operator. The authentication response may further comprise
permissions and/or policy information associated with an
authorized operator.

In some embodiments, the authentication response may
be signed and/or otherwise include a cryptographic digital
signature associated with the trusted service that may be
used to authenticate that the response was generated by the
trusted service. In certain embodiments, the method 300
may further include verifying this signature associated with
the received authentication response.

At 308 a policy managed location associated with the
control request may be identified. As discussed above, the
control request may comprise an indication of a current
location of the unmanned vehicle (e.g., latitude, longitude,
altitude, etc.), an intended future position of the unmanned
vehicle, an intended path of travel of the unmanned vehicle,
and/or the like. This location-based information may be
compared with policy information associated with one or
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more policy managed locations to determine that the control
request triggers policy information associated with a policy
managed location.

Based, at least 1in part, on the 1dentified policy information
and/or policy and/or permission information associated with
the verified operator received from the trusted service, a
control response may be generated at 310. In some embodi-
ments, the control response may include the digital signature
associated with the trusted service received in connection
with the authentication response at 306. The generated
control response may then be communicated to the
unmanned vehicle at 312.

FIG. 4 1llustrates a flow chart of an example of method
400 for managing control actions received by an unmanned
vehicle consistent with certain embodiments of the present
disclosure. The illustrated method 400 may be implemented
in a variety of ways, including using software, firmware,
and/or any combination thereof. In certain embodiments,
various aspects of the illustrated method and/or one or more
of 1ts constituent steps may be performed by an unmanned
vehicle, an unmanned vehicle management system, a trusted
service, and/or any suitable combination of one or more
services and/or computer systems.

At 400, a control action may be received. For example, a
control action may be received by an unmanned vehicle
from an operator interacting with a control device and/or any
other suitable interface. In certain embodiments, the control
action may comprise and/or otherwise be associated with
authentication credentials associated with the operator. In
further embodiments, authentication credentials associated
with the operator may be received independent of the control
action. The authentication credentials may comprise at least
one cryptographic key and/or other information associated
with the operator that may be used to generate a secure
digital signature.

A signed control request may be generated at 404 based,
at least 1n part, on the received control action. Consistent
with various disclosed embodiments, the control request
may be signed using the cryptographic key associated with
the operator that initiated the control action. The signed
control request may be transmitted to an unmanned vehicle
management system.

At 406, a response to the control request may be received
from the unmanned vehicle management system. The
received response may be checked at 408 to determine
whether the response has been signed and/or otherwise
includes a digital signature associated with a trusted service
and/or other trusted authority. If the response has been
signed and/or includes the signature, the method 400 may
proceed to 410 and the unmanned vehicle may engage in the
control action 410. Otherwise, the method 400 may termi-
nate.

FIG. 5 illustrates a system 500 that may be used to
implement certain embodiments of the systems and methods
of the present disclosure. Various elements illustrated 1n the
exemplary system 500 may be included in an unmanned
vehicle, a system and/or device associated with an
unmanned vehicle and/or associated control device, an
unmanned vehicle management system, a trusted service,
and/or any other system and/or service configured to imple-
ment various aspects ol embodiments of the disclosed
systems and methods.

As 1llustrated 1n FIG. 5, the system 500 may include: a
processing unit 502; system memory 304, which may
include high speed random access memory (“RAM™), non-
volatile memory (“ROM™), and/or one or more bulk non-
volatile non-transitory computer-readable storage mediums
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(e.g., a hard disk, flash memory, etc.) for storing programs
and other data for use and execution by the processing unit
502; a port 506 for interfacing with removable memory 508
that may include one or more diskettes, optical storage
mediums (e.g., flash memory, thumb drives, USB dongles,
compact discs, DVDs, etc.) and/or other non-transitory
computer-readable storage mediums; a network interface
510 for communicating with other systems via one or more
network connections 512 using one or more communication
technologies; a user interface 514 that may include a display
and/or one or more input/output devices such as, for
example, a touchscreen, a keyboard, a mouse, a track pad.,
and the like; and one or more busses 516 for communica-
tively coupling the elements of the system. In certain
embodiments, the system 500 may include and/or be asso-
ciated with one or more sensors and/or subsystems.

In some embodiments, the system 500 may, alternatively
or in addition, imnclude an SPU 518 that i1s protected from
tampering by a user of the system or other entities by
utilizing secure physical and/or virtual security techniques.
An SPU 518 can help enhance the security of sensitive
operations 1ncluding cryptographic signing operations,
trusted credential and/or key management, privacy and
policy management, and other aspects of the systems and
methods disclosed herein. In certain embodiments, the SPU
518 may operate 1n a logically secure processing domain and
be configured to protect and operate on secret, private,
and/or otherwise personal information, as described herein.
In some embodiments, the SPU 518 may include internal
memory storing executable mstructions or programs config-
ured to enable the SPU 518 to perform secure operations.

The operation of the system may be generally controlled
by the processing unit 502 and/or an SPU 518 operating by
executing soltware 1nstructions and programs stored in the
system memory 304 (and/or other computer-readable media,
such as removable memory). The system memory 504 may
store a variety ol executable programs or modules for
controlling the operation of the system 300. For example,
the system memory 504 may include an operating system
(““OS”) 520 that may manage and coordinate, at least 1n part,
system hardware resources and provide for common ser-
vices for execution of various applications and a trust and
privacy management system for implementing trust and
privacy management functionality including protection and/
or management of personal data through management and/or
enforcement of associated policies. The system memory
may further include, without limitation, commumnication
soltware 522 configured to enable 1n part communication
with and by the system, one or more applications 524,
policies and/or permission information 526 (e.g., policies
associated with policy managed locations and/or the like), a
policy management engine 528 configured to perform vari-
ous aspects of the disclosed policy management and/or
enforcement operations, an authentication engine 530 con-
figured to perform various aspects of the disclosure operator
verification and/or control request authentication operations,
and/or any other information, modules, and/or applications
configured to implement embodiments of the systems and
methods disclosed herein and/or aspects thereof.

The systems and methods disclosed herein are not inher-
ently related to any particular computer, service, device, or
other apparatus and may be mmplemented by a suitable
combination of hardware, software, and/or firmware. Soft-
ware 1mplementations may include one or more computer
programs comprising executable code/instructions that,
when executed by a processor, may cause the processor to
perform a method defined at least 1n part by the executable
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instructions. The computer program can be written 1n any
form of programming language, including compiled or
interpreted languages, and can be deployed in any form,
including as a standalone program or as a module, compo-
nent, subroutine, or other unit suitable for use 1n a computing,
environment. Further, a computer program can be deployed
to be executed on one computer or on multiple computers at
one site or distributed across multiple sites and intercon-
nected by a communication network.

Soltware embodiments may be implemented as a com-
puter program product that comprises a non-transitory stor-
age medium configured to store computer programs and
instructions, that when executed by a processor, are config-
ured to cause the processor to perform a method according,
to the 1nstructions. In certain embodiments, the non-transi-
tory storage medium may take any form capable of storing
processor-readable 1nstructions on a non-transitory storage
medium. A non-transitory storage medium may be embodied
by a compact disk, digital-video disk, a magnetic tape, a
Bernoull1 drive, a magnetic disk, flash memory, integrated
circuits, or any other non-transitory digital processing appa-
ratus memory device.

Although the foregoing has been described 1n some detail
for purposes of clanty, it will be apparent that certain
changes and modifications may be made without departing
from the principles thereof. It should be noted that there are
many alternative ways of implementing both the systems
and methods described herein. Accordingly, the present
embodiments are to be considered as illustrative and not
restrictive, and the invention 1s not to be limited to the details
given herein, but may be modified within the scope and
equivalents of the appended claims.

What 1s claimed 1s:

1. A method for managing the operation of an unmanned
vehicle performed by an unmanned vehicle management
system comprising a processor and a non-transitory com-
puter readable storage medium storing instructions that,
when executed by the processor, cause the processor to
perform the method, the method comprising:

receiving, ifrom the unmanned vehicle, a control request to

enter a policy managed location comprising a first
digital signature associated with an operator of the
unmanned vehicle, location information, and an indi-
cation of the policy managed location;

generating, based on the control request, an authentication

request, the authentication request comprising the first
digital signature;

transmitting the authentication request to a trusted ser-

vice;

receiving an authentication response from the trusted

service;
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identifying a first policy associated with the policy man-
aged location based on the control request;

generating a control response based on the identified first
policy and the authentication response received from
the trusted service, wherein the control response 1ndi-
cates whether the unmanned vehicle 1s permitted to
enter the policy managed location; and

transmitting the control response to the unmanned

vehicle.

2. The method of claim 1, wherein the authentication
response comprises an indication of a verified 1dentity of the
operator of the unmanned vehicle generated by the trusted
service based on the first digital signature.

3. The method of claim 1, wherein the authentication
response further comprises a second policy associated with
the operator of the unmanned vehicle.

4. The method of claim 3, wherein generating the control
response 1s further based on the second policy.

5. The method of claim 1, wherein the first digital
signature comprises a digital signature generated using a
private cryptographic key associated with the operator of the
unmanned vehicle.

6. The method of claim 1, wherein the control request
comprises a request to use a subsystem of the unmanned
vehicle within the policy managed location.

7. The method of claim 6, wherein the control response
indicates whether use of the subsystem of the unmanned
vehicle 1s permitted within the policy managed location.

8. The method of claim 6, wherein the subsystem com-
prises a sensor system.

9. The method of claim 8, wherein the sensor system
comprises a camera system.

10. The method of claim 1, wherein the authentication
response comprises a second digital signature associated
with the trusted service.

11. The method of claim 10, wherein the generated control
response comprises the second digital signature.

12. The method of claim 1, wherein the location infor-
mation comprises an indication of a current location of the
unmanned vehicle.

13. The method of claim 1, wherein the location infor-
mation comprises an indication of a proposed location of the
unmanned vehicle.

14. The method of claim 1, wherein the location infor-
mation comprises an indication of a proposed path of travel
of the unmanned vehicle.

15. The method of claim 1, wherein the unmanned vehicle
comprises at least one of an aerial vehicle, a land vehicle, an
overwater vessel and an underwater vessel.
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