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AUTOMATION OF MAINTENANCE MODE
OPERATIONS FOR NETWORK DEVICES

This application 1s a continuation of U.S. application Ser.
No. 16/230,156, filed on Dec. 21, 2018 and 1ssued as U.S.

Pat. No. 10,742,501 on Aug. 11, 2020, which 1s incorporated
by reference herein 1n 1ts entirety.

TECHNICAL FIELD

This disclosure relates to computer networks.

BACKGROUND

In a typical data center, a large collection of intercon-
nected servers provides computing and/or storage capacity
for execution of various applications. For example, a data
center may comprise a facility that hosts applications and
services for subscribers or customers of the data center. The
data center may, for example, host all of the infrastructure
equipment, such as networking and storage systems, redun-
dant power supplies, and environmental controls. In most
data centers, clusters of storage systems and application
servers are 1terconnected via a high-speed network fabric
provided by one or more tiers of physical network devices,
such as switches and routers. More sophisticated data cen-
ters provide infrastructure spread throughout the world with
subscriber support equipment located in various physical
hosting facilities. In some network topologies, routers within
the fabric may be layered in a multi-staged configuration
that allows for various aspects of path minimization, redun-
dancy, and eflicient routing of network trathc within the
tabric.

Solftware Defined Networking (SDN) platforms may be
used 1n data centers, and 1n some cases, may use a logically
centralized and physically distributed SDN controller, and a
distributed forwarding plane 1n virtual routers that extend
the network from physical routers and switches in the data
center mto a virtual overlay network hosted 1n virtualized
servers. The SDN controller provides management, control,
and analytics functions of a virtualized network that includes
the virtual routers.

The various network devices included 1n the fabric typi-
cally include mechamisms, such as management interfaces,
for locally or remotely configuring these devices. By inter-
acting with the management interface of the network
devices, an administrator or other user can manually perform
configuration tasks to configure the devices, and the user can
also manually perform operational commands on the devices
to manage, collect, and/or view operational data of the
devices. For example, the user may configure interface cards
of the device, adjust parameters for supported network
protocols, specily physical components within the device,
modily routing information maintained by a router, access
solftware modules and other resources residing on the
device, and/or perform other configuration tasks. In addi-
tion, the user may also provide commands to view current
operating parameters, system logs, information related to
network connectivity, network activity, or other status infor-
mation from the devices, as well as view and react to event
information recerved from the devices.

In some cases, the network fabric may include multiple
network devices of different types, e.g., from diflerent
vendors. Vendors often provide different protocols for man-
aging devices. For example, different vendors of routers may
offer different protocols for configuring services performed
by these routers.
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2
SUMMARY

In general, this disclosure describes techniques for auto-
mation of maintenance mode or related configuration opera-
tions for network devices, such devices 1n a data center. For
example, a network controller may be configured to selec-
tively initiate maintenance mode operations (e.g., software
upgrade and/or other operations), on one or more network
devices 1n the network, while these devices are 1n a main-
tenance mode. The network controller 1s configured to
selectively 1mitiate these operations 1n an ordered, strategic
manner based on various factors and/or input, such as
topology information about the network and/or information
obtained from the network devices. Prior to performance of
the maintenance mode operations on a given network
device, the network controller may verify that network
tratlic has been drained from the given device and diverted
to another device 1n the network.

Once the maintenance mode operations have been com-
pleted on the given network device, the network controller
can restore the network device to its original state, and may
also verily that network traflic has been reverted back to the
device. In certain examples, the network controller may
selectively configure the fabric beforehand, such as when
network devices are initially brought under the management
scope of the controller. At this stage, the network controller
may inject certain configurations into network devices of the
network, which are kept temporarily inactive on the devices.
Then, prior to initiating the performance ol maintenance
mode operations on the network devices, the network con-
troller may activate the previously injected configurations on
these devices.

Implementation of one or more of the techmiques
described herein may automate the configuration of network
devices 1n a network, 1n a structured and strategic fashion,
prior to performing maintenance mode operations (e.g.,
soltware upgrade operations), without disrupting existing
services and availability, and without loss of network traflic
through the network. As will also be described in further
detail below, implementation of one or more of the described
techniques may achieve a multivendor approach for hitless
upgrade procedures and tratlic drain for different network
devices 1n the network, without necessarily relying on the
proprictary nature of vendor-specific procedures and/or
capabilities.

In one example, a method includes determining, by a
network controller comprising one or more processors, and
based on a high-level data model associated with a topology
ol a network, vendor-agnostic device information for a first
network device in the network, translating, by the network
controller, the vendor-agnostic device information nto ven-
dor-specific device information for the first network device,
and sending, by the network controller and to the first
network device, first configuration information that 1s
included 1n the vendor-specific device information, wherein
sending the first configuration information causes the first
network device to switch into a maintenance mode and
enables a diversion of network trathic from the first network
device to a second network device in the network. The
example method further includes, responsive to verifying
that the first network device has diverted tratlic to the second
network device, initiating, by the network controller, one or
more maintenance procedures on the first network device
while the first network device 1s 1n the maintenance mode,
and sending, by the network controller and to the first
network device, second configuration information that 1s
included 1n the vendor-specific device information, wherein
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sending the second configuration information causes the first
network device to switch out of the maintenance mode and

enables a reversion of network traflic from the second device
back to the first network device.

In one example, a network controller system includes at
least one data store configured to store device information
for network devices 1n a network, and at least one processor
communicatively coupled to the at least one data store. The
at least one processor includes processing circuitry config-
ured to determine, based on a high-level data model asso-
cliated with a topology of the network, vendor-agnostic
device information for a first network device 1n the network,
to translate the vendor-agnostic device mformation into
vendor-specific device information for the first network
device, and to send, to the first network device, first con-
figuration information that i1s included in the vendor-specific
device information, wherein sending the first configuration
information causes the first network device to switch mto a
maintenance mode and enables a diversion of network trathic
from the first network device to a second network device 1n
the network. The processing circuitry 1s further configured
to, responsive to verilying that the first network device has
diverted traflic to the second network device, 1nitiate one or
more maintenance procedures on the first network device
while the first network device 1s 1n the maintenance mode,
and to send, to the first network device, second configuration
information that i1s included 1n the vendor-specific device
information, wherein sending the second configuration
information causes the first network device to switch out of
the maintenance mode and enables a reversion ol network
traflic from the second device back to the first network
device.

In one example, a method includes receiving, by a first
network device and from a network controller, first configu-
ration information that 1s mcluded 1n vendor-specific device
information for the first network device, and, responsive to
receiving the first configuration information, switching, by
the first network device, into a maintenance mode to enable
a diversion of network tratlic from the first network device
to a second network device in the network. The example
method further includes, after network trathc has been
diverted from the first network device to the second network
device, performing, by the first network device, one or more
maintenance procedures while the first network device 1s in
the maintenance mode, receiving, by the first network device
and from the network controller, second configuration infor-
mation that i1s mcluded 1n the vendor-specific device infor-
mation, and, after recerving the second configuration infor-
mation, switching, by the first network device, out of the
maintenance mode to enable a reversion of network trathic
from the second device back to the first network device.

The details of one or more examples are set forth in the
accompanying drawings and the description below. Other
features, objects, and advantages of the disclosure will be
apparent from the description and drawings, and from the

claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram illustrating an example network
including a data center in which examples of the techniques
described herein may be implemented.

FIG. 2 1s a block diagram illustrating another example
network having a data center 1n which examples of the
techniques described herein may be implemented.

FIG. 3 1s a block diagram illustrating an example of a
virtual network controller that may be included in the
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4

network of FIG. 1 and/or FIG. 2, and which may automate
the configuration and 1nitiation of maintenance mode opera-

tions on one or more network devices in the network, in
accordance with one or more techniques of the disclosure.

FIG. 4 1s a block diagram illustrating an example of a
network device (e.g., router or switch) that may be config-
ured to perform maintenance mode operations, 11 accor-
dance with one or more techniques of the disclosure.

FIG. 5 15 a conceptual diagram 1illustrating an example of
a translation of vendor-agnostic device information into
vendor-specific device information based on a high-level
data model, 1n accordance with one or more techniques of
the disclosure.

FIG. 6 15 a flow diagram illustrating an example process
for 1mtiating an 1mage upgrade on a network device, 1n
accordance with one or more techniques of the disclosure.

FIG. 7 1s a flow diagram illustrating an example process
for configuring and initiating the performance of certain
maintenance mode operations (e.g., an 1mage or software
upgrade) on a network device, 1 accordance with one or
more techniques of the disclosure.

DETAILED DESCRIPTION

Performing various maintenance mode operations on net-
work devices, such as image or software upgrades, are often
time-consuming tasks. As one example, whenever a network
device 1s re-imaged, i1t goes through a series of steps that also
includes a reboot. Depending on the size of the image, 1t may
take twenty to thirty minutes for the network device to come
up and start functioning again. During this procedure, 11 live
traflic 1s still going through the network device, a number of
packets will be lost. This packet loss has an adverse eflect on
the performance of the network fabric, especially 1if multiple
devices are being upgraded at the same time.

Data center and private cloud architectures (e.g., IP Clos
with an Ethernet virtual private network (EVPN) control
plane) often deliver business services for enterprises IT.
These services often directly affect the core business of the
customer, and therefore these architectures should provide
highly available and reliable infrastructures, in which main-
tenance mode operations (e.g., software upgrades) can be
performed without undue disruption of existing services,
and without loss of tratlic. As a result, 1n order to avoid loss
of traflic, network devices within the network may be
configured to divert tratlic flowing through the devices while
they perform maintenance mode operations, allowing oper-
ability of the infrastructure while maintaining service avail-
ability.

As described above, the present disclosure generally
describes techniques for the automation of maintenance
mode or related configuration operations for network
devices, which may, 1n some cases, achieve a multivendor
approach for hitless upgrade procedures and traflic drain for
different network devices 1n the network, without necessar-
i1ly relying on the proprietary nature of vendor-specific
procedures and/or capabilities. A network controller may be
configured to selectively initiate maintenance mode opera-
tions (e.g., soltware upgrade and/or other operations), on
one or more network devices in the network, while these
devices are 1n a maintenance mode. The network controller
1s configured to selectively initiate these operations 1n an
ordered, strategic manner based on various factors and/or
input, such as topology information about the network
and/or information obtained from the network devices (e.g.,
state mnformation and/or information associated with net-
work tratlic). Prior to performance of the maintenance mode
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operations, the network controller may verify that network
trailic has been drained from the given device and diverted
to another device 1n the network. Once the maintenance
mode operations have been completed, the network control-
ler can restore the network device to 1ts original state,
verilying that network trathic has been restored to the device.

In certain examples, the network controller may selec-
tively configure the fabric beforechand, such as when net-
work devices are imtially brought under the management
scope of the controller. At this preliminary stage, the net-
work controller may inject certain configurations into net-
work devices of the network (e.g., a combination of underlay
routing protocols policies and overlay routing protocols
policies). In some cases, specific standard protocol exten-
sions (e.g., AS-PATH 1n case of underlay Border Gateway
Protocol (BGP)) are configured and kept temporarily inac-
tive, e.g., as part ol the underlay configuration of these
devices. Then, prior to mitiating the performance of main-
tenance mode operations on the network devices, the net-
work controller may activate the previously imjected con-
figurations on these devices, allowing traflic to be diverted
from devices that undergo such operations (e.g., soltware
upgrades).

FIG. 1 1s a block diagram illustrating an example network
100 including a data center 102 in which examples of the
techniques described herein may be implemented. In gen-
eral, data center 102 provides an operating environment for
applications and services for customer devices 120 coupled
to the data center, e.g., by a service provider network (not
shown). Data center 102 may, for example, host infrastruc-
ture equipment, such as networking and storage systems,
redundant power supplies, and environmental controls. In
some examples, a service provider network that couples
customer devices 120 to data center 102 may be coupled to
one or more networks administered by other providers, and
may thus form part of a large-scale public network inira-
structure, e.g., the Internet.

In some examples, data center 102 represents one of many
geographically distributed network data centers. As 1llus-
trated 1in the example of FIG. 1, data center 102 may be a
tacility that provides network services for customer devices
120. Customer devices 120 may be devices of entities such
as enterprises and governments or individuals. For example,
a network data center may host web services for several
enterprises and end users. Other example services may
include data storage, virtual private networks, traflic engi-
neering, file service, data mining, scientific- or super-com-
puting, and so on. In some examples, data center 102 may
include individual network servers, network peers, or oth-
erwise. In some examples, data center 102 1s an enterprise or
internal data center.

In this example, data center 102 includes a set of storage
systems and application servers 110A-1107 (collectively,
“servers 110”) interconnected via Internet protocol (IP)
tabric 118, which may comprise a fabric provided by one or
more tiers of physical network devices, such as, for example,
routers, gateways, switches, hubs, modems, bridges, repeat-
ers, multiplexers, servers, virtual machines running on one
or more of the same, and other example network devices. In
the example of FIG. 1, IP fabric 118 includes three tiers of
devices: one or more spine devices 104A-104B (collec-
tively, “spine devices 104”), one or more aggregation
devices 106A-106N (collectively, “aggregation devices
106”), and one or more leal devices 108A-1087 (collec-
tively, “leal devices 108”). Other topologies may be used in
other examples. Servers 110 provide execution and storage
environments for applications and data associated with
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customer devices 120 and may be physical servers, virtual
machines or combinations thereof.

In general, IP fabric 118 represents layer two (L.2) and
layer three (LL3) switching and routing components that
provide point-to-point connectivity between servers 110. In
one example, IP fabric 118 comprises a set of intercon-
nected, high-performance, packet-based routers and
switches that implement industry standard protocols. In one
example, IP fabric 118 may comprise off-the-shelf compo-
nents that provide Internet Protocol (IP) point-to-point con-
nectivity.

In FIG. 1, virtual network controller 114 provides a
high-level controller for configuring and managing routing
and switching infrastructure of data center 102. Virtual
network controller 114 may represent, 1n certain examples,
a software defined network (SDN) controller that commu-
nicates and manages the devices of data center 102 using an
SDN protocol, such as the Path Computation Flement (PCE)
Communication Protocol (PCEP). In some examples, virtual
network controller 114 may communicate and manage the
devices of data center 102 using eXtensible Messaging and
Presence Protocol (XMPP), PCEP or Border Gateway Pro-
tocol (BGP) messages. Additionally or alternatively, virtual
network controller 114 may communicate with the routing
and switching infrastructure of data center 102 using other
interface types, such as a Simple Network Management
Protocol (SNMP) interface, path computation element pro-
tocol (PCEP) interface, a Device Management Interface
(DMI), a CLI, Interface to the Routing System (IRS), or any
other node configuration interface.

Virtual network controller 114 provides a logically, and 1n
some cases, physically, centralized controller for facilitating
operation of one or more virtual networks within data center
102 in accordance with examples of this disclosure. For
example, virtual network controller 114 may include one or
more controller devices that are included in network 100,
where the one or more controller devices include, individu-
ally and/or collectively, at least one processor comprising
processing circuitry. In some examples, virtual network
controller 114 may include at least one data store that is
configured to store device information for network devices
in network 100 (e.g., devices within fabric 118). In some
examples, virtual network controller 114 may operate 1n
response to configuration input received from network
administrator 112. Additional information regarding virtual
network controller 114 operating in conjunction with other
devices of data center 102 can be found in International

Application Number PCT/US2013/04437/8, filed Jun. 5,
2013, and entitled PHYSICAL PATH DETERMINATION
FOR VIRTUAL NETWORK PACKET FLOWS, which 1is
hereby incorporated by reference.

Although not shown, data center 102 may also include
one or more additional switches, routers, hubs, gateways,
security devices such as firewalls, intrusion detection, and/or
intrusion prevention devices, computer terminals, laptops,
printers, databases, wireless mobile devices such as cellular
phones or personal digital assistants, wireless access points,
bridges, cable modems, application accelerators, or other
network devices.

In general, network trathic within IP fabric 118, such as
packet tlows between servers 110, can traverse the physical
network of IP fabric 118 using many diflerent physical paths.
For example, a “packet tlow” can be defined by values used
in a header of a packet, such as the network “five-tuple,” 1.e.,
a source IP address, destination IP address, source port and
destination port that are used to route packets through the
physical network, and a communication protocol. For
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example, the protocol specifies the communications proto-
col, such as the Transmission Control Protocol (TCP) or
User Datagram Protocol (UDP), and source port and desti-
nation port refer to source and destination ports of the
connection. A set ol one or more packet data units (PDUs)
that match a particular flow entry represent a flow. Flows
may be broadly classified using any parameter of a PDU,
such as source and destination data link (e.g., MAC) and
network (e.g., IP) addresses, a Virtual Local Area Network
(VLAN) tag, transport layer information, a Multiprotocol
Label Switching (MPLS) or Generalized MPLS (GMPLS)
label, and an ingress port of a network device receiving the
flow. For example, a flow may be all PDUSs transmitted 1n a
TCP connection, all PDUs sourced by a particular MAC
address or IP address, all PDUs having the same VL AN tag,
or all PDUs received at the same switch port.

As shown 1n the example of FIG. 1, each of spine devices

104 1s communicatively coupled to each of aggregation
devices 106 1n IP fabric 118. Aggregation devices 106 A and

1068 are coupled to each of leaf devices 108A-108C, while
aggregation devices 106 M and 106N are coupled to each of
leat devices 108X-1087. Multi-stage data center networks,
such as Clos or networks with a so-called “fat tree” topol-
ogy, may be used 1n data centers for high performance and
resiliency. These fat tree networks may allow for multi-
pathing. As one example, a Virtual Chassis Fabric (VCF), in
addition to allowing a multi-staged Clos network to be
managed as a single device, also allows path weights to
reflect and react to path’s end-to-end bandwidth. Such a
capability 1s termed “smart trunks” in VCF. The smart trunks
capabilities are enabled by the Virtual Chassis Control
Protocol (VCCP) that runs 1nside a VCF to provide globally
optimized weights on the multi-paths.

An IP fabric, such as IP fabric 118, 1s a loosely-federated
folded multi-stage network where all devices of the fabric
run IP routing protocols. The routing protocols, which may
include, for example, external border gateway protocol
(EBGP), include all paths between leat devices 108 1in IP
tabric 118, and equal cost multipath (ECMP) 1s used to
utilize all paths. For instance, there may be eight paths
between any two leal devices 108 1n IP fabric 118, assuming,
cach path traverses aggregation devices 106 twice and one
of spine devices 104. The Routing in Fat Trees (RIFT)
protocol allows use of any set of all available least-hops
paths disregarding ECMP constraints. Additional informa-
tion regarding RIFT can be found 1n Internet-Drait entitled
RIFT: Routing in Fat Trees (draft-ietf-nift-riit-01), dated
Apr. 26, 2018, as promulgated by the Internet Engineering,
Task Force (IETF), which 1s incorporated herein by refer-
ence.

In some multi-staged networks such as IP fabric 118, each
switch resides 1n a defined layer of the network. As shown
in the example of FI1G. 1, spine devices 104 reside in a {first,
top layer, aggregation devices 106 reside in a second or
middle layer, and leaf devices 108 reside 1n a third or bottom
layer. Further, each of the devices 104, 106, 108 may have
various connectivity to other switches in the IP fabric 118.
For example, spine devices 104 and aggregation devices 106
may each have links 122A connecting each of the switches
between the first layer and the second layer. Similarly, the
aggregation devices 106 and the leaf devices 108 also may
also 1nclude links 122B connecting each of the switches
between the second layer and the third layer.

In some examples, various links 122 are i1dentified based
on their use relative to a particular switch within the IP fabric
118. More specifically, and as used herein, some links 122
are 1dentified as “ascending” links 122A (also referred to as
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“north-bound” links), some links 122 are 1identified as
“descending™ links 122B (also referred to as “south-bound”
links), and some links 122 are identified as “lateral” links
122C (also referred to as “east-west” links). From the
perspective ol a particular switch, such as aggregation
device 106A, an ascending link 122A 1s a link 122 that
supports connectivity to a neighbor switch (or just “neigh-
bor”) (e.g., spine device 104A) at a higher level 1in the
network topology (e.g., the IP fabric 118), and a descending
link 122B 1s a link 122 that supports connectivity to a
neighbor switch (e.g., leal device 108A) at a lower level 1n
the network topology. Similarly, a lateral link 122C 1s a link
122 that supports connectivity to a neighbor switch (e.g.,
aggregation device 106B) at the same level 1n the network
topology.

In accordance with some example aspects of the tech-
niques of this disclosure, network controller 114 may 1imple-
ment a maintenance mode controller 115 to selectively apply
maintenance mode or related configuration operations for
network devices 1n fabric 118, which may, in some cases,
achieve a multivendor approach for hitless upgrade proce-
dures and traflic drain for diflerent network devices 1n fabric
118, without necessarily relying on the proprietary nature of
vendor-specific procedures and/or capabilities. Maintenance
mode controller 115 may, 1n various different examples, be
implemented in hardware circuitry, soitware, firmware, or
any combination thereof.

For example, maintenance mode controller 115 may be
configured to selectively initiate maintenance mode opera-
tions (e.g., soltware upgrade and/or other operations), on
one or more network devices 1n fabric 118, while these
devices are in a maintenance mode. Maintenance mode
controller 115 can 1mtiate maintenance mode operations 1n

an ordered manner based on network topology information
and/or information obtained from network devices in fabric
118, such as information about the state of network trathc
and progress of the software upgrade, for example. For
example, prior to performance of the maintenance mode
operations on a given network device, maintenance mode
controller 115 may verily that network tratlic has been
drained from the given device and diverted to another device
in fabric 118.

Once the maintenance mode operations have been com-
pleted on the given network device, maintenance mode
controller 115 can restore the network device to 1ts original
state, and may also vernily that network traflic has been
reverted back to the device. In certain examples, mainte-
nance mode controller 115 may selectively configure fabric
118 beforehand (e.g., based on the network topology and/or
state), such as when network devices within fabric 118 (e.g.,
one or more of spine devices 104, aggregation devices 106,
leat devices 108) are mitially brought under the management
scope of network controller 114. At this preliminary stage,
maintenance mode controller 115 may 1nject certain con-
figurations 1nto network devices of fabric 118 (e.g., a com-
bination of underlay routing protocols policies and overlay
routing protocols policies).

In some cases, specific standard protocol extensions (e.g.,
AS-PATH 1n case of underlay Border Gateway Protocol
(BGP)) are configured and kept temporarily mnactive, e.g., as
part of the underlay configuration of these devices. For
example, prior to mitially configuring a device, maintenance
mode controller 115 may capture state information for the
device, such as BGP community information associated with
the device and corresponding priority information for net-
work paths on the device. Maintenance mode controller 1135
may utilize this community and/or priority information
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when setting relative priorities 1n the configuration informa-
tion that 1s sent to the device for management ol mainte-
nance mode operations. For example, maintenance mode
controller 115 may set such relative priority information in
the configuration information that 1s sent and kept 1initially as
iactive on the network device. Then, prior to initiating the
performance of maintenance mode operations on the net-
work devices, maintenance mode controller 115 may acti-
vate the previously injected configurations on these devices
by sending further configuration information to mitiate the
maintenance mode on the network device, allowing traflic to
be diverted from the device before 1t undergoes maintenance
operations (e.g., soltware upgrades).

Implementation of one or more of the techniques
described herein may selectively configure network devices
(¢.g., one or more of spine devices 104, aggregation devices
106, leat devices 108) 1n fabric 118 of network 100 prior to
performing maintenance mode operations (e.g., software
upgrade operations), without disrupting existing services
and availability, and without loss of network tratlic through
tabric 118. As described 1n further detail below, using one or
more of the described techniques may achieve a multivendor
approach for hitless upgrade procedures and tratlic drain for
different network devices 1n the network, without necessar-
ily relying on the proprietary nature ol vendor-specific
procedures and/or capabilities.

For example, and as shown in more detail in FIG. 5,
maintenance mode controller 115 may determine, and based
on a high-level data model associated with a topology of
network 100, vendor-agnostic device information for a first
network device (e.g., one of spine devices 104 or leaf
devices 108). Maintenance mode controller 115 may trans-
late the vendor-agnostic device information into vendor-
specific device information for the first network device, and
may send, to the first network device, first configuration
information that is included 1n the vendor-specific device
information. Sending the {first configuration nformation
causes the first network device to switch into a maintenance
mode and enable diversion of network traflic from the first
network device to a second, diflerent network device in
network 100.

Responsive to verilying that the first network device has
diverted traflic to the second network device, maintenance
mode controller 115 may imitiate one or more maintenance
procedures on the first network device while the first net-
work device 1s 1n the maintenance mode, and send, to the
first network device, second configuration information that
1s included in the vendor-specific device information. In
some cases, maintenance mode controller 115 may send the
second configuration information to the first network device
alter completion of the one or more maintenance procedures
on the first network device. Sending the second configura-
tion nformation causes the first network device to switch
out of the maintenance mode and enable reversion of
network traflic from the second device back to the first
network device. In some examples, maintenance mode con-
troller 115 may determine, based on a topology of network
100, a defined order 1n which to place network devices nto
the maintenance mode (e.g., individual groups of network
devices 1n sequence and/or 1n parallel). These processes will
be described 1n further detail below.

FI1G. 2 15 a block diagram illustrating an example network
200 m which virtual network controller 214 and virtual
agents ol servers 210A-210X (heremaftter, “servers 2107)
operate 1n accordance with the techniques described herein
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to ensure customer trailic flow and customer applications
executing within the cloud data center continue without
interruption.

In general, data center 202 provides an operating envi-
ronment for applications and services for customer devices
220 coupled to the data center 202 by service provider
network 201. Data center 202 hosts infrastructure equip-
ment, such as networking and storage systems, redundant
power supplies, and environmental controls. Service pro-
vider network 201 may be coupled to one or more networks
administered by other providers, and may thus form part of
a large-scale public network infrastructure, e.g., the Internet.

In some examples, data center 202 may represent one of
many geographically distributed network data centers. As
illustrated 1n the example of FIG. 2, data center 202 1s a
facility that provides network services for customer devices
220. Customer devices 220 may be collective entities such
as enterprises and governments or individuals. For example,
a network data center may host web services for several
enterprises and end users. Other example services may
include data storage, virtual private networks, traflic engi-
neering, file service, data mining, scientific- or super-com-
puting, and so on. In some examples, data center 202 1s an
individual network server, a network peer, or otherwise. In
some examples, customer devices 220 may be one example
of customer devices 120 shown 1n FIG. 1, data center 202
may be one example of data center 102, IP fabric 218 may
be one example of IP fabric 118, virtual network controller
214 may be one example of virtual network controller 114,
and servers 210A-210X (collectively, “servers 210°”) may be
examples of servers 110.

In the example illustrated i FIG. 2, data center 202
includes a set of storage systems and application servers
interconnected via high-speed switch fabric 205 of IP fabric,
provided by one or more tiers of physical network switches
and routers. Servers 210 function as compute nodes of data
center 202. In some examples, the terms “compute nodes™
and “servers” are used interchangeably herein to refer to
servers 210. For example, each of servers 210 may provide
an operating environment for execution of one or more
customer-specific virtual machines (“VMs” in FIG. 2).
Switch fabric 205 1s provided by a set of interconnected
top-of-rack (TOR) switches 208 A-2087 (collectively, “TOR
switches 208”) coupled to a distribution layer of chassis
switches 204A-204B (collectively, “chassis switches 2047).
TOR switches may be one example of leal devices 108
illustrated 1 FIG. 1, and chassis switches 204 may be one
example of spine devices 104. Although not shown, data
center 202 may also include, for example, one or more
non-edge switches, routers, hubs, gateways, security devices
such as firewalls, intrusion detection, and/or intrusion pre-
vention devices, servers, computer terminals, laptops, print-
ers, databases, wireless mobile devices such as cellular
phones or personal digital assistants, wireless access points,
bridges, cable modems, application accelerators, or other
network devices.

In the example of FIG. 2, TOR switches 208 and chassis
switches 204 provide servers 210 with redundant (multi-
homed) connectivity to IP fabric 218. Chassis switches 204
aggregate traflic flows and provides high-speed connectivity
between TOR switches 208. TOR switches 208 are network
devices that provide layer two (e.g., MAC) and/or layer 3
(e.g., IP) routing and/or switching functionality. TOR
switches 208 and chassis switches 204 each include one or
more processors and one or more memory devices, and they
are capable of executing one or more soltware processes.

Chassis switches 204 are coupled to IP fabric 218, which
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performs layer 3 routing to route network trathic between
data center 202 and customers 220 by service provider
network 201. Software-Defined Network (“SDN”) gateway
216 acts to forward and receive packets between IP fabric
218 and service provider network 201.

Virtual network controller 214 provides a logically and 1n
some cases physically centralized controller for facilitating
operation of one or more virtual networks within data center
202 1 accordance with one or more examples of this
disclosure. For example, virtual network controller 214 may
include one or more controller devices that are included 1n
network 200, where the one or more controller devices
include, individually and/or collectively, at least one pro-
cessor comprising processing circuitry. In some examples,
virtual network controller 214 may include at least one data
store that 1s configured to store device information for
network devices in network 200. The terms SDN controller
and Virtual Network Controller (“VNC”) may be used
interchangeably throughout this disclosure. In some
examples, virtual network controller 214 operates 1n
response to configuration input received from orchestration
engine 213 via northbound Application Programming Inter-
tace (API) 231, which 1 turn operates in response to
configuration mput received from administrator 212. Addi-
tional information regarding virtual network controller 214
operating in conjunction with other devices of data center
202 or other software-defined network 1s found in Interna-
tional Application Number PCT/US2013/044378, refer-
enced earlier.

In some examples, orchestration engine 213 manages
functions of data center 202 such as compute, storage,
networking, and application resources. For example, orches-
tration engine 213 may create a virtual network for a tenant
within data center 202 or across data centers. Orchestration
engine 213 may attach virtual machines (VMs) to a tenant’s
virtual network. Orchestration engine 213 may connect a
tenant’s virtual network to some external network, e.g. the
Internet or a virtual private network (VPN). Orchestration
engine 213 may implement a security policy across a group
of VMs or to the boundary of a tenant’s network. Orches-
tration engine 213 may deploy a network service (e.g. a load
balancer) 1n a tenant’s virtual network.

In some examples, virtual network controller 214 man-
ages the network and networking services such load balanc-
ing, security, and allocate resources from servers 210 to
various applications via southbound API 233. That 1s, south-
bound API 233 represents a set of communication protocols
utilized by virtual network controller 214 to make the actual
state of the network equal to the desired state as specified by
orchestration engine 213. One such communication protocol
may include a messaging protocol such as XMPP, for
example. For example, virtual network controller 214 imple-
ments high-level requests from orchestration engine 213 by
configuring physical switches, e.g. TOR switches 208, chas-
s1s switches 204, and switch fabric 205; physical routers;
physical service nodes such as firewalls and load balancers;
and virtual services such as virtual firewalls 1n a VM. Virtual
network controller 214 maintains routing, networking, and
configuration information within a state database. Virtual
network controller 214 communicates a suitable subset of
the routing information and configuration information from
the state database to virtual router agents (VA) 224A-2247
(collectively, “VA 224”) on each of servers 210A-2107.

Typically, the tratlic between any two network devices,
such as between network devices within IP fabric 218 (not
shown) or between servers 210 and customer devices 220 or
between servers 210, for example, can traverse the physical
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network using many different paths. For example, there may
be several different paths of equal cost between two network
devices. In some cases, packets belonging to network traflic
from one network device to the other may be distributed
among the various possible paths using a routing strategy
called multi-path routing at each network switch node. For
example, the Internet Engineering Task Force (IETF) RFC
2992, “Analysis of an Equal-Cost Multi-Path Algorithm,”
describes a routing technique for routing packets along
multiple paths of equal cost. The techniques of RFC 2992
analyze one particular multipath routing strategy mnvolving
the assignment of tlows to bins by hashing packet header
fields that sends all packets from a particular network tlow
over a single deterministic path.

As described herein, each of servers 210 include a respec-
tive virtual router (“VR” 1n FIG. 2) that executes multiple
routing instances for corresponding virtual networks within
data center 202 and routes the packets to appropriate virtual
machines executing within the operating environment pro-
vided by the servers. Packets received by the virtual router
of server 210A, for mstance, from the underlying physical
network fabric may include an outer header to allow the
physical network fabric to tunnel the payload or “inner
packet” to a physical network address for a network inter-
face of server 26 that executes the virtual router. The outer
header may 1nclude not only the physical network address of
the network interface of the server but also a virtual network
identifier such as a VXLAN tag or Multiprotocol Label
Switching (MPLS) label that identifies one of the virtual
networks as well as the corresponding routing instance
executed by the virtual router. An mnner packet includes an
inner header having a destination network address that
conform to the virtual network addressing space for the
virtual network identified by the virtual network identifier.

In some aspects, the virtual router of a given server builers
and aggregates multiple tunneled packets received from the
underlying physical network fabric prior to delivery to the
appropriate routing instance for the packets. That 1s, a virtual
router executing on one of servers 210 may receive inbound
tunnel packets of a packet flow from TOR switches 208 and,
prior to routing the tunnel packets to a locally executing
virtual machine, process the tunnel packets to construct a
single, aggregate tunnel packet for forwarding to the virtual
machine. That 1s, the virtual router may bufler multiple
inbound tunnel packets and construct the single, tunnel
packet in which the payloads of the multiple tunnel packets
are combined 1nto a single payload and the outer/overlay
headers on the tunnel packets are removed and replaced with
a single header virtual network identifier. In this way, the
aggregate tunnel packet can be forwarded by the virtual
router to the virtual machine as if a single mbound tunnel
packet was received from the virtual network. Moreover, to
perform the aggregation operation, the virtual router may
leverage a kernel-based oflload engine that seamlessly and
automatically directs the aggregation of tunnel packets.
Further example techniques by which the virtual routers
forward trathic to the customer-specific virtual machines

executing on servers 210 are described in U.S. Pat. No.
9,641,435, entitled “PACKET SEGMENTATION OFF-

LOAD FOR VIRTUAL NETWORKS,” incorporated herein
by reference.

In the example of FIG. 2, virtual network controller 214
learns and distributes routing and other information (such as
configuration mformation) to all compute nodes 1n the data
center 202. The VR agent 224A-2247., running inside the
compute node (e.g., mside respective server 210A-2107),
upon receiving the routing information from virtual network
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controller 214, typically programs the data forwarding ele-
ment (virtual router) with the forwarding information. Vir-
tual network controller 214 sends routing and configuration
information to the VR agent 224 using a messaging protocol
such as XMPP protocol rather than using a more heavy-
weight protocol such as a routing protocol like BGP. In
XMPP, SDN controllers and agents communicate routes and
configuration over the same channel. Virtual network con-
troller 214 acts as a messaging protocol client when receiv-
ing virtual routes from one or more of VR agents 224, and
the one or more VR agents 224 acts as a messaging protocol
server 1n that case. Conversely, virtual network controller
214 acts as a messaging protocol server to VR agents 224 as
the messaging protocol client when the SDN controller
sends routes to VR agents 224.

According to the techniques of the disclosure, and similar
to network controller 114 described 1n FIG. 1, network
controller 214 may implement a maintenance mode control-
ler 215 to provide automation of maintenance mode or
related configuration operations for network devices in
tabric 218 and 205, which may, in some cases, achieve a
multivendor approach for hitless upgrade procedures and
traftic drain for different network devices, without necessar-
ily relying on the proprietary nature ol vendor-specific
procedures and/or capabilities. Maintenance mode control-
ler 215 can mitiate maintenance mode operations in an
ordered and strategic manner based on network topology
information and/or information obtaimned from network
devices 1n fabric 118, such as information about the state of
network traflic and progress of the software upgrade, for
example. Maintenance mode controller 215 may, 1n various
different examples, be implemented in hardware circuitry,
soltware, firmware, or any combination thereof.

For example, maintenance mode controller 215 may be
configured to selectively initiate maintenance mode opera-
tions (e.g., soltware upgrade and/or other operations), on
one or more network devices in fabric 218 (e.g., one or more
of chassis switches 204 or TOR switches 208), while these
devices are 1n a maintenance mode. Prior to performance of
the maintenance mode operations on a given network
device, maintenance mode controller 215 may verily that
network traflic has been drained from the given device and
diverted to another device in fabric 218.

Once the maintenance mode operations have been com-
pleted on the given network device, maintenance mode
controller 215 can restore the network device to 1ts original
state, and may also vernily that network tratlic has been
reverted back to the device. In certain examples, mainte-
nance mode controller 215 may selectively configure fabric
218 beforehand (e.g., based on the network topology and/or
state), such as when network devices within fabric 218 (e.g.,
one or more of chassis switches 204 or TOR switches 208)
are 1nitially brought under the management scope ol net-
work controller 214. For example, prior to mitially config-
uring a device, maintenance mode controller 215 may cap-
ture state 1nformation for the device, such as BGP
community information associated with the device and
corresponding priority information for network paths on the
device. Maintenance mode controller 215 may utilize this
community and/or priority information when setting relative
priorities 1n the configuration information that 1s sent to the
device for management of maintenance mode operations.
For example, maintenance mode controller 2135 may set such
relative priority information 1n the configuration information
(e.g., a combination of underlay routing protocol policies
and overlay routing protocol policies), which 1s sent and
kept mitially as inactive on the network device. In some
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cases, specific standard protocol extensions (e.g., AS-PATH
in case of underlay Border Gateway Protocol (BGP)) are
configured and kept temporarily nactive, e.g., as part of the
underlay configuration of these devices. Then, prior to
initiating the performance of maintenance mode operations
on the network devices, maintenance mode controller 215
may activate the previously injected configurations on these
devices by sending further configuration information to
initiate the maintenance mode on the network device, allow-
ing tratlic to be diverted from the device belfore 1t undergoes
maintenance operations (e.g., software upgrades).

FIG. 3 1s a block diagram illustrating an example of a
virtual network controller 314 that may be included in the
network of FIG. 1 and/or FIG. 2, and which may automate
the configuration and initiation of maintenance mode opera-
tions on one or more network devices 1n a network, in
accordance with one or more techmques of the disclosure.
Virtual network controller 314 may be one example of
virtual network controller 114 (FIG. 1) and/or virtual net-
work controller 214 (FIG. 2).

In some examples, virtual network controller 314 may
include one or more controller devices that are included 1n
a network, where the one or more controller devices include,
individually and/or collectively, at least one processor com-
prising processing circuitry (not shown i FIG. 3). This
processing circuitry may, 1n some cases, execute soiftware
instructions, such as those used to define one or more
soltware or computer programs, stored to a computer-
readable storage medium (not shown in FIG. 3), such as
non-transitory computer-readable mediums including a stor-
age device or a memory that stores instructions to cause the
one or more processors to perform the techniques described
hereimn. Alternatively, or additionally, the at least one pro-
cessor may comprise dedicated hardware (e.g., one or more
integrated circuits, one or more Application Specific Inte-
grated Circuits (ASICs), one or more Application Specific
Special Processors (ASSPs), one or more Field Program-
mable Gate Arrays (FPGAs), or any combination of one or
more of the foregoing examples of dedicated hardware) for
performing the techniques described herein.

As 1llustrated 1n FIG. 3, virtual network controller 314
includes an analytics unit 335, a device configuration unit
338, an interface unit 339, and a control unit 341. In general,
cach of analytics umt 335, device configuration unit 338,
interface umt 339, and control unit 341 may be implemented
as soltware, hardware, firmware, or any combination
thereol, and may be distributed across one or more hardware
computing platforms that provide an environment for imple-
mentation of these units (e.g., distributed across one or more
control devices 1n a network). Moreover, each of analytics
unmit 335, device configuration unit 338, interface umt 339,
and control unit 341 may maintain state data, which may be
stored within a centralized or distributed database.

For example, as illustrated in FIG. 3, virtual network
controller 314 includes various data stores or databases,
which as noted above, may be stored centrally or i a
distributed fashion across the nodes of virtual network
controller 314. These data stores include data models 330,
topology information 331, device state information 332,
configuration information 333, and routing information 334.
Analytics unit 335, device configuration umt 338, interface
umit 339, and control unit 341 are all commumnicatively
coupled to data models 330, topology information 331,
device state information 332, configuration information 333,
and routing imformation 334.

In general, analytics unit 333 1s tasked with collecting,
storing, correlating, and analyzing information from virtual
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and physical network elements and/or devices within a data
center (e.g., data center 102 or 202). This information may
include statistics, logs, events, and/or errors for use 1n
managing the routing and network configuration of the data
center. Analytics unit 335 may store this information one or
more of topology information 331, device state information
332, configuration information 333, and/or routing informa-
tion 334. Interface unit 339 may be configured to provide a
communication interface to one or more entities external to
virtual network controller 314, such as to administrator 112
(FIG. 1), administrator 212 (FIG. 2), and/or orchestration
engine 213 (FIG. 2). In some examples, analytics unit 335
may provide collected information, and/or any information
stored 1n topology information 331, device state information
332, configuration information 333, or routing information
334 to interface unit 339, which may output such informa-
tion to one or more external entities, such as administrator
112/212 or orchestration engine 213.

In some examples, iterface unit 339 may provide any of
such information to administrator 112/212 wvia a portal
application, which may be included 1n or coupled to inter-
tace unit 339. The portal application may provide user
interface functionality through which the user can provide
input to and receive output from the portal application. For
example, interface unit 339 may output the log and/or state
information to the user via this portal application, such that
the user may be informed of such information (e.g., before,
during, and/or after maintenance operations are performed).

As 1llustrated i FIG. 3, analytics unit 335 includes a
device/role discovery unit 336, and a topology discovery
unit 337. Topology discovery unit 337 may be configured to
collect, store, correlate, and analyze topology information
from the network and fabric, which may be stored in
topology information 331. For example, in reference to the
example of FIG. 1, topology discovery unit 337 may collect
and determine topology information associated with fabric
118 of network 100 1n data center 102, such as the particular
topology of spine devices 104, aggregation devices 106, and
leat devices 108 that are communicatively coupled to server
devices 110, and this information may be stored in topology
information 331. In reference to the example of FIG. 2,
topology discovery unit 337 may collect and determine
topology information associated with fabric 218 and 205,
such as the particular topology of chassis switches 204 and
TOR switches 208. Over time, as network devices are added
or removed from corresponding networks, topology discov-
ery umt 337 may be capable of determining the updated
topology information and/or changes, which may be stored
in topology information 331.

Device/role discovery unit 336 may be configured to
collect or retrieve information from the particular network
devices that are 1n a network at a given period of time, as
well as the roles of these devices. As noted above, over time,
individual network devices may be added or removed from
the network (e.g., network 100 or 200). Device/role discov-
ery unit 336 1s configured to identity whether devices have
been added or removed, as well as to identily device
information that 1s associated with these devices. Device/
role discovery umt 336 may store such information in
topology information 331 and/or device state information
332. Device/role discovery unit 336 may also store device
role information (e.g., whether a device 1s a spine or leaf
device, whether a device 1s a chassis switch/TOR switch/
router/etc.) in topology information 331 and/or device state
information 332.

Device configuration unit 338 of virtual network control-
ler 314 may be configured to configure one or more of the
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network devices within a network (e.g., 1n network 100 of
FIG. 1 and/or network 200 of FIG. 2). Device configuration

unit 338 may access any of data models 330, topology
information 331, device state information 332, configuration
information 333, and/or routing information 334 when con-
figuring the network devices. Device configuration unit 338
may also store any information, including configuration
information, 1n any of these data stores.

In some examples, device configuration unit 338 presents
a northbound application programming interface (API) that
interface with orchestration engine 213 (FIG. 2), such as via
interface unit 339. Orchestration engine 213 uses this inter-
face to install configuration state using the high-level data
model, which may be stored by virtual network controller
314 in data models 330. Device configuration unit 338 may
further include a transformer or translator that discovers
changes 1n the high-level model of orchestration engine 213
and transforms these changes into corresponding changes 1n
the low-level data models managed by virtual network
controller 314, which may include vendor-agnostic and/or
vendor-specific configuration information, as described in
turther detail below. Device configuration unit 338 may also
include, e.g., an Interface to Metadata Access Points (IF-
MAP) server that provides a southbound API to push
computed low-level configurations to maintenance mode
controller 315 and/or control unit 341. Device/role discov-
ery unit 336 and topology discovery unit 337 of analytics
umt 335 may also process vendor-agnostic and/or vendor-
specific information and/or commands when interacting
with network devices in the network.

Device configuration unit 338 may include a device
manager 313. In various examples, and as further described
below 1n reference to FIG. 5, device manager 313 may be
configured to generate vendor-agnostic device information
(e.g., configuration and/or command information) based on
a high-level data model, such as a model stored in data
models 330.

Device configuration unit 338 may also include a main-
tenance mode controller 315. Maintenance mode controller

315 may be one example of maintenance mode controller
115 (FIG. 1) and/or maintenance mode controller 215 (FIG.

2).

As shown 1n the example of FIG. 3, maintenance mode
controller 315 i1s included in device configuration unmt 338.
However, 1n other examples, maintenance mode controller
315 may be included 1n control unit 341. In some examples,
the functionality provided by maintenance mode controller
315 may be distributed between device configuration unit
338 and control unit 341. Each of device configuration unit
338 and control unit 341 have access to all of the data stores
illustrated 1n FIG. 3, including configuration information
333.

For example, maintenance mode controller 315 may be
configured to selectively initiate maintenance mode opera-
tions (e.g., software upgrade and/or other operations), on
one or more network devices in a network, while these
devices are 1n a maintenance mode. Prior to performance of
the maintenance mode operations on a given network
device, maintenance mode controller 315 may veniy that
network traflic has been drained from the given device and
diverted to another device in the network. Once the main-
tenance mode operations have been completed on the given
network device, maintenance mode controller 315 can
restore the network device to its original state, and may also
verily that network tratlic has been reverted back to the
device.
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In certain examples, maintenance mode controller 315
may selectively configure the fabric beforehand (e.g., based
on the network topology and/or state), such as when network
devices within the fabric (e.g., one or more of spine devices
104, aggregation devices 106, leal devices 108 shown 1n
FIG. 1, or one or more of chassis switches 204, TOR
switches 208 shown 1n FIG. 2) are mitially brought under the
management scope ol network controller 314. At this pre-
liminary stage, maintenance mode controller 315 may 1nject
certain configurations into the network devices (e.g., a
combination of underlay routing protocols policies and
overlay routing protocols policies). In some cases, specific
standard protocol extensions (e.g., AS-PATH in case of
underlay Border Gateway Protocol (BGP)) are configured
and kept temporarily inactive, e.g., as part of the underlay
configuration of these devices. Then, prior to nitiating the
performance of maintenance mode operations on the net-
work devices, maintenance mode controller 315 may acti-
vate the previously injected configurations on these devices,
allowing traflic to be diverted from devices that undergo
such operations (e.g., software upgrades). In various
examples, configuration information may include routing
instance and/or forwarding policy information.

In some examples, maintenance mode controller 315 may
translate high-level data models associated with a topology
ol the network 1nto lower-level models suitable for interact-
ing with network elements or devices, such as the network
devices shown 1n FIGS. 1 and 2, and/or the VR agents 224
shown 1n FIG. 2. In some cases, virtual network controller
314 may receive, via interface unit 339, high-level data
models (e.g., user intent-based network or data models)
from an orchestration engine, such as orchestration engine
213 shown 1n FIG. 2, and/or administrator 112/212. These
models may be associated with a topology of a network, as
indicated by topology information 331. Virtual network
controller 314 may store these models within data models
330, which 1s accessible to maintenance mode controller
315.

As will be described in further detail below (e.g., 1n
reference to FIG. 4), maintenance mode controller 315 may
determine, based on a high-level data model included in data
models 330, vendor-agnostic device information for a first
network device in the network (e.g., one of spine devices
104 1n FIG. 1, one of chassis switches 204 in FIG. 2).
Maintenance mode controller 315 may then translate the
vendor-agnostic device information into vendor-specific
device information for the first network device. In some
examples, the vendor-agnostic device information and ven-
dor-specific device information may be stored 1n one or
more of the data stores 1llustrated in FIG. 3, such as device
state information 332.

Maintenance mode controller 315 may send, to the first
network device, first configuration information that 1s
included 1n the vendor-specific device information (e.g., first
underlay routing protocol policy imformation and first over-
lay routing protocol policy information), which causes the
first network device to switch into a maintenance mode and
enable diversion of network traflic from the first network
device to a second network device in the network (e.g.,
another one of spine devices 104 1n FIG. 1, another one of
chassis switches 204 1n FIG. 2).

Responsive to veritying that the first network device has
diverted tratlic to the second network device, maintenance
mode controller 315 may initiate one or more maintenance
procedures (e.g., software upgrade procedures, other main-
tenance operations) on the first network device while the
first network device 1s 1n the maintenance mode. Mainte-
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nance mode controller 315 then sends, to the first network
device, second configuration information that 1s included 1n
the vendor-specific device information (e.g., second under-
lay routing protocol policy information and second overlay
routing protocol policy information), which causes the first
network device to switch out of the maintenance mode and
enable reversion of network traflic from the second device
back to the first network device. Maintenance mode con-
troller 315 keeps a persistent copy of configuration state of
virtual network controller 314 1n one or more of the data
stores illustrated 1n FIG. 3.

In certain examples, maintenance mode controller 315
may receive an indication of a one or more network devices
in the network. For example, an administrator (e.g., admin-
istrator 112, administrator 212), or an orchestration engine
(e.g., orchestration engine 213) may specily (e.g., via inter-
face unit 339) one or more particular network devices within
the network that are to be, e.g., upgraded, updated, or
otherwise maintained. In some cases, an adminmstrator may
simply request that the entire network be upgraded or
maintained, as appropriate, enabling maintenance mode
controller 315 to determine the specific devices that should
be placed in maintenance mode.

For example, upon receiving an indication of a group of
network devices included 1n the network, maintenance mode
controller 315 may determine, based on the topology of the
network, a maintenance mode strategy. Maintenance mode
controller 315 may then select, based on the strategy, one or
more network devices in the network to configure for
maintenance mode operations.

For instance, in reference to the example of FIG. 1,
administrator 112 may provide input (e.g., via a user inter-
face) to perform a software upgrade of switches 1n fabric
118, as approprniate. Maintenance mode controller 315 may
determine a maintenance mode strategy to determine which
network device to upgrade first. More particularly, mainte-
nance mode controller 315 may determine, based on the
topology of the network (e.g., as indicated in topology
information 331), a defined order 1n which to place the
network devices into the maintenance mode.

For instance, based on the defined topology, maintenance
mode controller 315 may determine to first upgrade spine
device 104 A, then to upgrade spine device 104B, and then
to upgrade leal devices 108. The defined order may specily
certain devices that are to be maintained or upgraded 1n
sequence. However, the defined order may also allow other
devices to be maintaimned or upgraded in batches (e.g., 1n
parallel). For example, based on the determined mainte-
nance mode strategy, maintenance mode controller 315 may
determine that spine device 104 A should be maintained or
upgraded before spine device 104B. However, the strategy
may allow maintenance mode controller 315 to maintain or
upgrade leat devices 108 1n parallel. In some cases, the
maintenance mode strategy may define the order 1n which to
perform maintenance mode operations based on a defined
role of the network devices 1n the network. In these cases,
maintenance mode controller 315 may communicate with
device/role discovery unit 336, or access device state infor-
mation 332, to identify these roles.

In certain cases, prior to sending the first configuration
information, maintenance mode controller 315 sends, to the
first network device, maintenance mode configuration infor-
mation that 1s mcluded 1n the vendor-specific device infor-
mation. However, this initial maintenance mode configura-
tion information 1s 1nactive on the first network device. For
instance, the mitial maintenance mode configuration infor-
mation may include a combination of underlay routing
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protocol policies and overlay routing protocol policies,
where specific standard protocol extensions (e.g., AS-PATH
in the case where BGP i1s the underlay protocol) are con-
figured and kept 1nactive as part of the underlay configura-
tion of the first network device. In some examples, BGP
community properties may be used to control whether
devices are 1nactive. In various cases, maintenance mode
controller 315 sends this mitial maintenance mode configu-
ration information to all network devices included in the
network or fabric, such that this initial configuration infor-
mation 1s kept mactive as part of the underlay configuration
for all of the devices.

Subsequently, when maintenance mode controller 3135
implements its maintenance mode strategy and determines
an order 1n which network devices are to be maintained or
upgraded, maintenance mode controller 315 sends the first
configuration information to the identified network devices
to activate the previously injected configurations (e.g., to
activate the imitial maintenance mode configuration infor-
mation), allowing traflic to be diverted from those devices
that are to undergo maintenance (e.g., for software
upgrades). Sending this subsequent first configuration nfor-
mation to activate the previously mjected maintenance mode
configuration information enables respective network
devices to switch into the maintenance mode and enable
diversion of network trailic to other devices (e.g., other
devices that have the same Ethernet segment identifier
(ESI)).

Upon completion of maintenance mode operations on a
given network device, maintenance mode controller 3135
sends second configuration information to the network
device to deactivate the maintenance mode configuration
information and cause the network device to switch out of
the maintenance mode and enable reversion ol network
traflic back to the device. Through the translation of vendor-
agnostic device configuration information into vendor-spe-
cific device configuration mmformation for each individual
network device, a multivendor approach for hitless upgrade
procedures and traflic drain can be achieved via use of
maintenance mode controller 315, without necessarily rely-
ing on the vendor-specific procedures and capabilities for
cach network device 1n the network.

Furthermore, 1in those examples in which maintenance
mode controller 315 sends 1nitial configuration information
that 1s kept inactive on the network devices, and then
subsequently sends follow-up configuration information to
active the previously injection configurations on the devices,
certamn performance and bandwidth benefits may be
achieved. The mitial configuration information may include
more detailed or lengthy information that may be pushed
down to network devices at any point in time, prior to
performance ol maintenance operations. When maintenance
operations are to be performed, the subsequent configuration
information may be small 1n size and targeted 1n nature, only
being pushed by maintenance mode controller 315 to those
devices that are to be placed in maintenance mode, including
only suilicient information to active the previously injected
configuration. In such fashion, the subsequent configuration
information may be smaller 1n size, thereby achieving poten-
tial bandwidth and performance benefits.

After a given network device has been configured to
operate in maintenance mode, maintenance mode controller
315 may verily that the network device has properly drained
and diverted the traflic to another, separate device in the
network (e.g., chassis switch 204A draining and diverting,
traflic to chassis switch 204B). To do so, in some examples,
maintenance mode controller 315 may analyze existing state
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information associated with the network device and/or infor-
mation recerved from the network device. For example,
maintenance mode controller 315 may monitor status of
BGP session(s) between virtual network controller 314 and
the network device, and analyze state information associated
with the monitored BGP session with the network device. In
some cases, maintenance mode controller 315 may send, to
the network device 1 question, command information that
1s 1ncluded in the vendor-specific device information. This
command nformation includes a request for network traflic
information associated with traflic flow through the network
device. In response to sending this command information,
maintenance mode controller 315 may receive, from the
network device, the network trathc information associated
with the traihic flow through the network device (e.g., based
on interface statistics collected by the network device). In
some cases, maintenance mode. Maintenance mode control-
ler 315 may vently, based on existing state information
and/or information received from the network device, that
network traflic has been drained and diverted to another
device. In some cases, maintenance mode controller 315
may interact with device/role discovery unit 336 of analytics
unit 335 to communicate with the network devices 1n this
manner, and may store captured information 1n device state
information 332.

Similarly, after maintenance mode controller 315 sends
the configuration information to cause the network device to
switch out of maintenance mode and resume prior operation,
maintenance mode controller 315 may send further com-
mand information that 1s included in the vendor-specific
device i1nformation, where the command 1nformation
includes a request for network traflic information associated
with traflic flow through the network device. Maintenance
mode controller 315 may then verily, based on receirved
network traflic information received from the network
device, that network tratlic has been properly reverted back
to the network device.

Furthermore, maintenance mode controller 315 may prop-
erly assess whether the network device 1s properly function-
ing by comparing a pre-maintenance mode state to a post-
maintenance mode state. Maintenance mode controller 315
may also utilize pre-maintenance mode state information to
determine how to configure one or more network devices for
entry into a maintenance mode. Prior to a network device
entering maintenance mode, maintenance mode controller
315 may capture system state information of the network
device. After the device has completed performing mainte-
nance operations (e.g., software upgrade operations), and
has switched out of maintenance mode, maintenance mode
controller 315 may again capture system state information of
the network device. Maintenance mode controller 315 may
then compare the captured state information to verity the
proper operational mode of the network device. In some
cases, maintenance mode controller 315 may interact with
device/role discovery umit 336 of analytics unit 335 to
communicate with the network devices and to obtain and
store such state information, which may be stored in device
state information 332.

The captured state mnformation may include, in some
examples, BGP configuration information associated with a
network device, such as BGP community mformation and
corresponding priority information for network paths on the
device. In some cases, maintenance mode controller 315
may utilize this BGP community and/or priority information
when setting relative priorities 1n the configuration informa-
tion that 1s sent to the network device for management of
maintenance mode operations. For instance, in certain
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examples, maintenance mode controller 315 may set such
relative priority information in the configuration information
that 1s sent and kept mnitially as inactive on the network
device, and then later activated by maintenance mode con-
troller 315 upon sending further configuration information to
initiate the maintenance mode on the network device.

As 1llustrated 1n FIG. 3, virtual network controller 314
also includes a control umt 341. Control unit 341 may
implement a logically centralized control plane responsible
for maintaining network state. Control unit 341 interacts
with network elements, such as the network devices shown
in FIG. 1, and/or the network devices and/or VR agents 224
shown 1n FIG. 2, to ensure that the network state 1s even-
tually consistent with desired state as specified by an orches-
tration engine (e.g., orchestration engine 213). In some
examples, control unit 341 receives configuration state
information of virtual network controller 314 from device
configuration unit 338. Further, control unit 341 exchanges
routes with VR agents (e.g., VR agents 224 on servers 210,
as shown in FIG. 2) via XMPP. Control unit 341 also
communicates the configuration state information, such as
routing 1nstances and forwarding policy, to VR agents (e.g.,
VR agents 224), via, e.g., XMPP, for installation within
respective virtual routers. In some examples, control unit
341 may proxy tratlic on behalf of servers (e.g., servers 210
in FIG. 2). These proxy requests may be received over
XMPP. XMPP 1s described in further detail in P. Saint-
Andre, Extensible Messaging and Presence Protocol
(XMPP): Core, IETF RFC 6120, March 2011, the entire
contents of which 1s incorporated by reference herein.

Further, control umt 341 may exchange routes with a
gateway (e.g., gateway 216) via BGP, and exchange the
configuration state of virtual network controller 314 with
network devices 1n a fabric (e.g., spine devices 104/aggre-
gation devices 106/leal’ devices 108 1 FIG. 1, chassis
switches 204/TOR switches 208 1n FIG. 2) via NET CONF.
As described above, the functions provided by maintenance
mode controller 315 may be part of device configuration unit
338, control unit 341, or a combination thereof, which have
access to configuration information 333.

As shown 1n FIG. 3, control unit 341 includes a protocol
controller 343, which 1s capable of controlling communica-
tion between virtual network controller 314 and other
devices, agents, enfities, and the like via one or more
communication protocols, such as for example, an XMPP
protocol, a NET CONF protocol, a BGP protocol, and/or an
IF-MAP protocol, to list a few examples.

In some examples, control unit 341 receives configuration
state from maintenance mode controller 315 using IF-MAP.
Control unit 341 may include one or more control nodes that
exchange routes with other control nodes using IBGP to
ensure that all control nodes have the same network state. As
described above, control unit 341 exchanges routes with the
VR agents on the compute nodes (e.g., servers 210) using
XMPP. Control unit 341 may also use XMPP to send
configuration state such as routing instances and forwarding
policy.

Control unit 341 exchanges BGP messages with BGP
peers, including any network devices configured to commu-
nicate via BGP, and also including any gateway nodes (e.g.,
gateway 216 shown 1n FIG. 2). Protocol controller 343 may
store stores routing information associated with any devices
in the network, including compute nodes (e.g., servers 210
shown 1n FIG. 2), in routing information 334. Additional
information regarding one or more examples of a virtual
network (e.g., SDN) controller operating in conjunction with
other devices 1s described 1n U.S. patent application Ser. No.
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16/221,698, filed on Dec. 17, 2018 and entitled “NET-
WORK DEVICE CONFIGURATION USING A MES-
SAGE BUS,” which 1s incorporated herein by reference.

FIG. 4 1s a block diagram illustrating an example of a
network device 470 (e.g., router or switch) that may be
configured to perform maintenance mode operations, 1n
accordance with one or more techmques of the disclosure.
Network device 470 may be an example of one of the
network devices illustrated 1n FIG. 1 (e.g., one or spine
devices 104, aggregation devices 106, leal devices 108)
and/or FIG. 2 (e.g., one of chassis switches 204, TOR
switches 208).

Network device 470 includes a control unit 452 and
interface cards 446A-446N (collectively, “IFC’s 446”)
coupled to control unit 452 wvia respective internal links
442 A-442N. In some examples, control unit 452 may com-
prise one or more processors (not shown in FIG. 4), com-
prising processing circuitry, which execute software mnstruc-
tions, such as those used to define one or more software or
computer programs, stored to a computer-readable storage
medium (not shown i FIG. 4), such as non-transitory
computer-readable mediums including a storage device or a
memory that stores instructions to cause the one or more
processors to perform the techniques described herein.
Alternatively, or additionally, control unit 452 may comprise
dedicated hardware (e.g., one or more integrated circuits,
one or more Application Specific Integrated Circuits
(ASICs), one or more Application Specific Special Proces-
sors (ASSPs), one or more Field Programmable Gate Arrays
(FPGASs), or any combination of one or more of the fore-
going examples of dedicated hardware) for performing the
techniques described herein.

In the example of FIG. 4, control unit 452 1s divided nto
two logical or physical “planes™ to include a first control or
routing plane 454A (“control plane 454A”) and a second
data or forwarding plane 4548 (“data plane 454B”). That 1s,
control umit 452 mmplements two separate functionalities,
¢.g., the routing/control and forwarding/data functionalities,
either logically, e.g., as separate software instances execut-
ing on the same set of hardware components, or physically,
¢.g., as separate physical dedicated hardware components
that either statically implement the functionality in hardware
or dynamically execute software or a computer program to
implement the functionality.

Control plane 454 A represents hardware or a combination
of hardware and software of control unit 452 that define
control plane functionality of network device 470. Control
plane 454 A manages and controls the behavior of network
device 470, including the behavior of data plane 454B.
Operating system 464 of control plane 454 A provides a
run-time environment for multiple diflerent processes. Oper-
ating system 464 may represent, for example, a UNIX
operating system derivative such as Linux or Berkeley
Software Distribution (BSD). Operating system 464 oflers
libraries and drivers by which processes may interact with
data plane 454B, for example, or other hardware of network
device 470, including a file-system, storage device(s), and
main memory for network device 470. Libraries and drivers
of operating system 464 may include Application Program-
ming Interfaces (API’s) that provide standard interfaces for
developers to invoke the functionality of operating system
464 and network device 470 exposed by the libranies and
drivers.

Control plane 454A executes one or more processes.
Routing protocol unit 444 represents a routing protocol
process that executes one or more routing protocols 458 by
which at least some of the routing information stored to one
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or more routing tables 460 may be determined. For example,
routing protocols 438 may include the RIFT protocol. Rout-
ing tables 460 represent a data structure for storing routing
information and may represent tables, lists, trees/tries, or
other data structures. A routing table may alternatively be
referred to as a routing information base or may alternatively
be considered a data structure within the routing information
base of the network device 470.

Routing tables 460 stored to a computer-readable storage
device of control unit 452 (not shown 1n FIG. 4) may include
information defining at least a portion of a network topology
ol a network, such as IP fabric 118 of FIG. 1. Each of routing
tables 460 may be associated with a different address family
or network layer protocol, such as unicast or multicast IPv4
and IPv6, and MPLS. Any one or more of routing tables 460
may be predefined by the routing protocol unmit 444 or may
be explicitly created by an administrator (e.g., administrator
112 or 212) and/or a virtual network controller (e.g., virtual
network controller 114, 214, 314) using configuration inter-
tace 473. Network device 470 receives configuration data
via the configuration interface 473 and stores the configu-
ration data to configuration database 4635. In one or more
examples, configuration database 465 may include one or
more routing policies/settings 461 and state/log information
482 that may be utilized by routing protocol unit 444.
Routing policies/settings 461 may include router particular
policies and/or settings that are set within configuration
database 465 for network device 470. State/log information
482 may include any state or other log information that may
be captured and stored by network device 470 within
configuration database 465.

Configuration iterface 473 i1s a process executing on
control plane 454 A that provides an interface by which
administrator. a network operator, network management
system, and/or virtual network controller may modily the
configuration database 465 of network device 470. Configu-
ration interface 473 may present a Command Line Interface
(CLI) and/or a graphical user interface (GUI) by which an
administrator or other management entity may modify the
configuration ol network device 470 using text-based com-
mands and/or graphical interactions, respectively, shown as
vendor-specific device configuration information 467 in
FIG. 4. In addition, or in the alterative, configuration inter-
tace 473 may present an agent that receives Simple Network
Management Protocol (SNMP), Border Gateway Protocol
messages, or NE'T CONF commands from a management
device and/or virtual network controller (e.g., virtual net-
work controller 114, 214, 314) to set and retrieve configu-
ration information 1n configuration database 465 for network
device 470. In certain examples, configuration intertface 473
may be a HI'TP-based RESTIul interface using JavaScript
Object Notation (JSON) or eXtensible Markup Language
data objects for exchanging configuration data and routing
information between the virtual network controller and
network device 470.

Command interface 474 of network device 470 may
provide another interface to configuration database 465 and
routing protocol unit 444 via vendor-specific commands/
command information 468 commands that are received from
an external source, such as an administrator or virtual
network controller. Command interface 474 1s configured to
process 1mcoming commands received at network device
470. Command interface 474 1s configured to provide sup-

port for any number of different interfaces, similar to con-
figuration interface 473 (e.g., CLI, GUI, SNP, BGP, NET

CONF).

10

15

20

25

30

35

40

45

50

55

60

65

24

As described previously, virtual network controller 314
may send vendor-specific configuration information and
vendor-specific command information 468 to network
devices, such as network device 470, via analytics unit 335,
device configuration unit 338, and/or control unit 341.
Configuration interface 473 ol network device 470 may
receive such vendor-specific device configuration informa-
tion 467 that 1s provided by virtual network controller 314,
and may also receive such vendor-specific device command
information 468 that 1s provided by virtual network control-
ler 314. Maintenance mode unit 475 of network device 470
may be configured to perform one or more maintenance
operations for network device 470 when network device 470
1s 1n a maintenance mode.

For example, maintenance module unit 475 may interact
with configuration interface 473, command interface 474,
configuration database 465, and/or routing protocol umt 444
to receive, from virtual network controller 314 via configu-
ration interface 473, first configuration information that 1s
included 1n vendor-specific device configuration mnforma-
tion, causing network device 470 to switch 1nto a mainte-
nance mode and enable diversion of network traflic from
network device 470 to another device in the network.
Network device 470 may then receive one or more com-
mands from virtual network controller 314 via command
interface 474, included 1n vendor-specific device command
information 468, to request network ftraflic information
associated with trathc flow through network device 470.
Network device 470 may provide such information back to
virtual network controller 314 via command interface 474,
and virtual network controller may then utilize such infor-
mation to verily that network device 470 has diverted trathic
to the other device.

In response to this verification, virtual network controller
314 may itiate one or more maintenance procedures on
network device 470 while 1t 1s 1n the maintenance mode. For
example, maintenance mode unit 475 may enter the main-
tenance mode and perform these maintenance procedures
(e.g., software upgrade procedures) upon receiving corre-
sponding configuration information 467 and/or command
information 468 to configure and perform these maintenance
procedures. Network device 470 may receive, from virtual
network controller 314 via configuration interface 473,
second configuration information that 1s included 1n vendor-
specific device configuration information, which causes
network device 470 to switch out of the maimntenance mode
and enable reversion of network traflic from the other device
back to network device 470. In some cases, network device
470 may receive the second configuration information from
network controller 314 after completion of the one or more
maintenance procedures on network device 470.

Routing protocol unit 444 resolves the topology defined
by routing information 1n routing tables 460 to select and/or
determine one or more active routes through the network.
Routing protocol unit 444 may then synchronize data plane
4548 with these active routes, where data plane 454B
maintains a representation of these routes as forwarding
table 466 (alternatively, “forwarding information base (FIB)
266”). Routing protocol unit 444 may generate forwarding
table 466 1n the form of a radix or other lookup tree to map
packet information (e.g., header information having desti-
nation mmformation and/or a label stack) to next hops and
ultimately to interface ports of IFCs 446. The operating
system 464 kernel may maintain a master copy of the
torwarding table 466 and install portions of the master copy
to forwarding components ol data plane 454B, such as
packet forwarding engines.




US 11,201,782 Bl

25

Forwarding or data plane 454B represents hardware or a
combination of hardware and software of control unit 452
that forwards network traflic 1n accordance with forwarding,
table 466. Data plane 454B may include one or more
forwarding units that each includes, for example, one or
more packet forwarding engines (“PFEs™) each coupled to
one or more interface cards. A forwarding unit may each
represent, for example, a dense port concentrator (DPC),
modular port concentrator (MPC), flexible physical interface
card (PIC) concentrator (FPC), or another line card, for
instance, that 1s insertable within a network device 470
chassis or combination of chassis.

FIG. 5 1s a conceptual diagram illustrating an example of
a translation of vendor-agnostic device information into
vendor-specific device information based on a high-level
data model, 1n accordance with one or more techniques of
the disclosure. As described previously, a virtual network
controller (e.g., virtual network controller 114 1 FIG. 1,
virtual network controller 214 in FIG. 2, virtual network
controller 314 in FIG. 3) may receive or process a high-level
data model that i1s associated with a topology of a network,
and may determine, based on this model, vendor-agnostic
device information for each of one or more network devices
in the network. The virtual network controller may then
translate this vendor-agnostic device information mnto ven-
dor-specific device information for each respective device,
which may include configuration and command 1information
that 1s sent to the respective devices for maintenance mode
and related operations. FIG. 5 1llustrates an example of the
translation process.

For example, virtual network controller 314 may utilize
device configuration unit 338, including device manager
313, to perform the translation process of FIG. 5. Device
manager 513 illustrated 1n FIG. 5 may be one example of
device manager 313 shown 1n FIG.

Device manager 313 may process, as mput, a high-level
data model (e.g., a user intent-based networking/data model

that may 1n some examples be received from administrator
112 (FIG. 1) and/or administrator 212 (FIG. 2) via interface

unit 339 (FIG. 3)) and one or more node profiles 581.
High-level data model and node profiles 581 may be stored
in data models 330, device state information 332, and/or
configuration information 333 shown 1n FIG. 3

In some examples, high-level data model 580 may capture
high-level information (e.g., user intent information) for the
underlay and overlay networking parameters. As a result,
high-level data model 580 may include information for both
the physical and virtual networks 1n a given data center, such
as data center 102 (FIG. 1) or data center 202 (FIG. 2). This
model may comprise a network-wide configuration model
tor layer 2 (L.2) switching and layer 3 (LL3) routing protocols.

In some examples, the user may specily a request and/or
parameters related to desired maintenance mode operations
that are to be performed in the network, and these may then
be captured i1n high-level data model 580. For example,
administrator 112 or 212 may request that all network
devices 1n the network be upgraded. Virtual network con-
troller 314 may then identily a maintenance mode strategy
and determine an order in which network devices i the
network are to be upgraded, as described herein. In some
cases, administrator 112 or 212 may also specily a time
period 1 which the maintenance mode operations are to be
performed. In such fashion, the user may provide informa-
tion associated with a general intent (e.g., upgrade devices
in the fabric), which may be captured in high-level data
model 580 and used by device manager 513.
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Node profiles 581 may include additional parameters that
are not captured specifically in high-level data model 580.
Various customizations to high-level data model 380 may be
made via adjustment or customization of node profiles 581.
Each one of node profiles 5381 may, in some cases, be
particular to a specific vendor. Fach node profile may
include vendor information, device family information, sup-
ported hardware imnformation, supported physical role infor-
mation, and/or routing/bridging role information. In some
cases, each node profile may also include device role-to-
feature role mapping information (e.g., device role to
Ansible feature role mapping information), which may be
used by device manager 513. Thus, node profiles 381 may
include vendor-specific and/or feature-specific parameters.

Device manager 513 may generate vendor-agnostic

device mformation 584 based on the mnputs provided by
high-level data model 580 and node profiles 581. Vendor-

agnostic device mformation 584 may also be referred to as
device abstract configuration information. Vendor-agnostic
device information 584 1s agnostic, per-device configuration
information for each individual network device in a net-
work. In some examples, vendor-agnostic device informa-
tion 584 may comprise Extensible Markup Language
(XML) schema or Yet Another Next Generation (YANG)
schema information.

Virtual network controller 314 may then utilize device
configuration unit 338 to implement one or more translation
processes 5386 to translate vendor-agnostic device iforma-
tion 584 1nto vendor-specific device information 588. Ven-
dor-specific device mnformation 588 may also be referred to
as vendor specific, or concrete, device configuration infor-
mation. Each individual network device in the network may
have both vendor-agnostic device information 384 and ven-
dor-specific device mnformation 388. In some examples,
vendor-specific device information 388 may be customiz-
able via the use, e.g., of Jimja2 templates for each different
vendor.

As a result, device configuration unit 338 may be con-
figured to generate both vendor-agnostic device information
584 and vendor-specific device iformation 588 in the
manner illustrated 1n FIG. 5. Vendor-agnostic device infor-
mation 584 may include vendor-agnostic device configura-
tion and/or command information, and vendor-specific
device mformation 588 may include vendor-specific device
configuration and/or command 1nformation, as well. Virtual
network controller 314 illustrated i FIG. 3 may send
vendor-specific device information 588 to individual net-
work devices for which the vendor-specific device informa-
tion 388 has been generated. For example, as 1llustrated for
network device 470 1n FIG. 4, virtual network controller 314
may provide vendor-specific device configuration informa-
tion 467 to network device 470 via configuration interface
473, and may provide vendor-specific device command
information 468 to network device 470 via command 1nter-
face 474. In this example, vendor-specific device configu-
ration information 467 and vendor-specific device command
information 468 may each be included in vendor-specific
device information 588 illustrated in FIG. 5, which 1s
translated from vendor-agnostic device information 584.
Additional mnformation regarding translation of high-level
configuration instructions to low-level device configuration
can be found in U.S. patent application Ser. No. 15/198,657,
filed Jun. 30, 2016, and entitled TRANSLATING HIGH-
LEVEL CONFIGURATION INSTRUCTIONS TO LOW-
LEVEL DEVICE CONFIGURATION, which i1s hereby

incorporated by reference.
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FIG. 6 1s a flow diagram 1llustrating an example process
for 1nitiating an 1mage upgrade on a network device, 1n
accordance with one or more techniques of the disclosure.
An 1mage update 1s one example of the type of maintenance
procedure that can be performed on a network device in
response to recerving configuration information from a
virtual network controller, as described above.

Performing an image/soitware upgrade on a network
device may be a time-consuming task. Whenever a device 1s
re-imaged, 1t goes through a series of steps that may also
include a reboot. Depending on the size of the image or
upgrade, 1t may take many minutes (e.g., twenty minutes)
for the device to come back online and start functioning
again. During this procedure, 1f live traffic 1s still going
through the device, a number of packets are lost. This packet
loss has an adverse eflect on the performance of the fabric,
especially when multiple devices are being upgraded simul-
taneously. Thus, through implementation of one or more of
the techniques disclosed herein, for a controller-assistance
maintenance procedure (e.g., soltware update), the virtual
network controller may configure a network device to divert
the traflic to another device in an eflort to achieve zero
packet loss.

Through configuration of a network device (e.g., network
device 470 illustrated in FIG. 4) by the virtual network
controller (e.g., virtual network controller 314 illustrated 1n
FIG. 3), as described above, the network device can enter or
be switched 1nto a state referred to as a maintenance mode,
into which the device can be place into before performing a
soltware upgrade (or any other maintenance procedure).
After the maintenance procedures have been completed, the
network device can be restored back to its original state. For
purposes of 1llustration only, and 1n the description of FIG.
6 below, reference will be made to network device 470 and
virtual network controller 314.

According to one or more examples, there are three
activities related to putting network device 470 into main-
tenance mode: (1) capturing device snapshot/bringing down
the device; (11) performing the maintenance activity; and (111)
bringing the device back up/verification. Initially, virtual
network controller 314 may send configuration information
and/or commands to network device 470 to capture the
running system state of network device 470 for post-upgrade
verification, and cause network device 470 to drain out the
traflic flowing through 1t and redirect 1n onto other equally
capable device. Virtual network controller 314 also 1s con-
figured to verily that there 1s zero traflic flow through
network device 470.

Upon such verification, virtual network controller 314
may 1nitiate the maintenance procedures (e.g., 1mage
updates) to be performed on network device 470. In some
cases, this may be a time-consuming task that network
device 470 will perform after being put into maintenance
mode. After the maintenance procedures have been per-
formed, network device 470 can be brought back up and
restored 1nto service. In addition, virtual network controller
314 1s configured to send one or more commands to network
device 470 to venity that 1s 1t carrving, e.g., the expected
level of live traflic, and also that 1t 1s 1n the proper or original
operational state based on the previously captured pre-
maintenance snapshot. In various examples, no live user
traflic 1s lost during this procedure.

In the example illustrated in FIG. 6, the particular main-
tenance procedure that 1s performed 1n network device 470
1s an 1mage, or soltware, upgrade. The upgrade may address
various 1ssues or conditions, such as a bug that 1s to be
resolved, a failing component, a running release that 1s going,

5

10

15

20

25

30

35

40

45

50

55

60

65

28

end-of-service, an expiring soltware license, or other issue.
However, in other examples, putting a device into mainte-
nance mode may be utilized for various other types of
maintenance procedures that may be performed on network
device 470, such as procedures to fix or replace a physical
component of network device 470, adding or removing
physical connections to network device, or other mainte-
nance procedures.

To 1mitiate the process of configuring network device 470
to switch into maintenance mode and initiating the perfor-
mance of maintenance operations, such as by virtual net-
work controller 314, a user (e.g., administrator 112 in FIG.
1, administrator 212 1n FIG. 2), and/or an orchestration
engine (e.g., orchestration engine 213 in FIG. 2), may
provide an indication of one or more network devices 1 a
network are to be placed in a maintenance mode. For
example, the user can select a “maintenance mode™ opera-
tion and select one or more network devices to which the
maintenance mode may be applied, which may comprise
high-level intent-based 1information that may be captured in
a data model (e.g., high-level data model 380 (FIG. 5) stored
in data models 330 (FIG. 3)). In some cases, speciiic
network devices may be specific. In other cases, the entire
network of devices may be specified. For example, a user
may interact with a user interface to specity that one or more
specific network devices, such as network device 470, 1s to
be upgraded. However, the user may, in another example,
more generically specily 1n the user interface that network
devices 1n the network, or 1n the fabric, are to be upgraded
as appropriate, or as needed, thereby enabling virtual net-
work controller 314 to determine an upgrade strategy that
specifies which particular network devices are to be
upgraded, and an order or sequence 1n which they are to be
upgraded, as previously described. As noted above, the
user’s intent-based information may be captured in a high-
level data model, such as high-level data model 380. At this
point, virtual network controller 314 may initiate the auto-
mated worktlow 1llustrated 1n FIG. 6 to bring each 1dentified
device down, initiate the upgrade, and then bring each
device back up.

Whenever a device such as network device 470 goes
through the maintenance mode procedure, the status of
network device 470 may be logged periodically to keep the
user and virtual network controller 314 updated. These logs
(which may be referred to as “job logs”) may describe the
current phase network device 470 1s 1n or the activity being
performed on the device (e.g., “Putting device into mainte-
nance mode,” “Capturing snapshot of the device,” “Bringing
device up from maintenance mode™). Other log/state 1nfor-
mation may be provided, such as job percentage completion
information and current device status information (e.g.,
maintenance mode or other status). This information may be
stored 1n state/log information 482 of network device 470. In
addition, network device 470 may provide this information
to virtual network controller 314 via command interface 474
in response to one or more commands included i1n com-
mands information 468 sent by virtual network controller
314. In such fashion, virtual network controller 314 may
obtain current state and log information from network
device 470.

In some examples, virtual network controller 314 may
provide any of such information to a user (e.g., administrator
112 or 212) via a portal application, which may be included
in or coupled to interface unit 339. The portal application
may provide user mterface functionality through which the
user can provide mput to and receive output from the portal
application. For example, virtual network controller 314
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may output the log and/or state information to the user via
this portal application, such that the user may be informed
of such information (e.g., before, during, and/or after
upgrade or other maintenance operations are performed).

Prior to imtiating the process illustrated in FIG. 6, virtual
network controller 314 may, 1n some examples, perform
certain role discovery and validation checks before putting
network device 470 into maintenance mode. In a cloud
Fabric architecture, there are multiple device roles. Each
network device role has a specific placement 1n the cloud
tabric topology and may use technologies specific to the
role. Hence, some of the aspects for enabling seamless
maintenance for each role may be unique to that role. Once
the user (e.g., administrator 112/212) has selected a device/
devices on perform the maintenance procedure (or, 1n some
cases, after generally providing an indication to perform
maintenance procedures on any network devices in the
tabric, as needed), virtual network controller 314 may
determine the role of each identified network device, such as
network device 470, 1n order to push appropriate configu-
rations.

For example, device/role discovery unit 336 (FIG. 3),
included 1n analytics unmit 335, may determine the roles of
network devices. In some cases, device/role discovery unit
336 may access topology information 331 to obtain role
information. In some cases, device/role discovery unit may
access a virtual network computing (VNC) to obtain such
role information. Upon obtaining role and/or topology infor-
mation, virtual network controller 314 may be configured to
determine a maintenance mode strategy to identily the
sequence or ordering of network devices, including network
device 470, in which they are put into maintenance mode
one after the other. In some cases, the maintenance mode
strategy may specily that multiple network devices may be
placed into maintenance mode in parallel. Examples of
devices roles may be: CRB-Access@leal; CRB-
Gateway(@ Leat; DC-Gateway(@]Leat; CRB-
Gateway(@Spine; DC-Gateway(@Spine, based on the type
of node and/or whether the node 1s a leaf node or spine node.
One example ol a maintenance mode strategy or sequence 1n
which these network devices are placed into maintenance
mode based on their defined roles 1s as follows: CRB-

Access@Leal—CRB-Gateway@Leal—=DC-
Gateway(@Leal—CRB-Gateway(@Spine—DC-
Gateway(@Spine.

After role discovery, virtual network controller 314 may
perform one or more validation checks before bringing
down network device 470. For example, virtual network
controller 314 may check to determine if network device
470 1s a multi-homed device. This check may be used to
make sure that there 1s another equally capable device (e.g.,
a device with the same ESI (Ethernet segment identifier)
number) to which the live trathic from network device 470
can be directed. Virtual network controller 314 may also
perform a validation check for device 1image compatibility,
for examples 1n which the maintenance operations comprise
image or software upgrades. The selected image should be
compatible with the network devices identified by virtual
network controller 314 for upgrade. Once the validation
checks have been completed, the maintenance procedure
illustrated in FIG. 6 may begin, according to certain
examples.

The process 1llustrated 1n FIG. 6 begins by bringing down
network device 470. This phase may include three tasks:
capturing the snapshot of network device 470 (617 as
illustrated 1n FIG. 6), putting network device 470 into
maintenance mode and diverting the underlay trathic from
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network device (619), and veritying the diversion (621). The
implementation details for each of these tasks could vary
depending on whether network device 1s a spine or a leaf
device.

Capturing the snapshot of network device 470 includes
checking the health of network device 470. For example,
virtual network controller 314 may send one or more com-
mands for execution on network device 470 (e.g., com-
mands included in vendor-specific device command 1nfor-
mation 468 provided via command interface 474 of network
device 470, shown 1n FIG. 4), to gather and venly details
from network device 470. For example, these commands
could gather and veniy details from network device 470,
such as no BGP flaps, consistent EVPN route count, no-
core-dumps, no interface flaps, no packet forwarding engine
(PFE) drops, and the like. The commands may be executed
on network device 470, and the snapshot information may be
provided back to virtual network controller 314 and stored,
¢.g., 1n device state information 332. This information may
be subsequently used, after bringing network device 470
back up after the software upgrade process 1s complete, for
comparison to ensure that network device 470 has been
brought back to the correct operational state.

The commands that may be sent by virtual network
controller 314 to network device 470 to capture snapshot
information may depend, in some cases, on whether network
device 470 1s a leafl device or a spine device. For example,
if network device 470 1s a leal device, virtual network
controller 314 may send commands for one or more of the
following to capture snapshot information from network
device 470: (a) software information; (b) system core
dumps; (¢) routing-engine CPU information; (d) linecard
CPU and memory; (¢) BGP summary peering state; (1) route
summary information; (g) system alarms; (h) chassis alarms;
(1) configuration; (j) interface counters data; (k) BGP neigh-
bor information and flapping; (1) mac-address table infor-
mation; (m) Open Shortest Path First (OSPF) neighbor
information; (n) firewall cluster status; (o) Link Aggregation
Control Protocol (LACP) state of all interface during the
PRE-check phase. As another example, 1f network device
470 1s a spine device, virtual network controller 314 may
send commands for one or more of the following to capture
snapshot information from network device 470: (a) software
information; (b) system core dumps; (¢) routing engine CPU
information; (d) linecard CPU and memory; (¢) BGP sum-
mary peering state; (1) route summary information; (g)
system alarms; (h) chassis alarms; (1) configuration; (3)
interface counters data; (k) BGP neighbor information and
flapping; (1) mac-address table information; (m) OSPF
neighbor information; (n) firewall cluster status; (o) PIM
neighbor iformation.

In some examples, prior to mitially configuring network
device 470, virtual network controller 314 may capture
certain state information for network device 470 device,
such as BGP community information and corresponding
priority information for network paths on network device
4'70. Virtual network controller 314 may utilize this com-
munity and/or priority information when setting relative
priorities 1n the configuration information that 1s sent to
network device 470 for management of maintenance mode
operations. For example, virtual network controller 314 may
set such relative priority mmformation in the configuration
information that 1s sent and kept mmitially as inactive on
network device 370, and then later activated by wvirtual
network controller 314 upon sending further configuration
information to i1mtiate the maintenance mode on network

device 470.
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Once the snapshot information for network device 470
has been captured, virtual network controller 314 may send
configuration information to network device 470 (e.g., via
configuration interface 473 shown 1n FIG. 4, as previously
described) to put network device 470 into maintenance
mode and diverting the underlay traflic from network device
470 (619). In certain examples, this task may mvolve two
sub-tasks: pushing network device 470 into maintenance
mode by sending down appropriate configurations (e.g., via
configuration interface 473), and diverting the trathic from
network device 470 into another capable device belonging to
the same upgrade group (e.g., another device with the same
ESI number). As previously described, virtual network con-
troller 314 may send various vendor-specific device con-
figuration information 467 to network device 470 via con-
figuration interface 473. The configuration information that
1s pushed down to network device 470 may, 1n some cases,
vary depending on whether network device 470 1s a leaf or
a spine device. In some examples, and as noted earlier,
virtual network controller 314 may implemented or use Jinja
templates to render the configuration information that 1s to
be pushed down to network device 470.

As described above, virtual network controller 314 may
determine a maintenance mode strategy to identily a par-
ticular sequence or order 1n which network devices are
upgraded. Depending on the role of a given network device,
such as network device 470, and place 1t takes 1n the defined
sequence, virtual network controller 314 may push down
configuration information to network device 470 based on
the maintenance mode strategy and at a certain time based
on the strategy. In some examples, virtual network controller
314 may perform additional checks to verily if network
device 470 has any extra capabilities and, according to the
results, may push one or more configurations down to
network device 470 to achieve both the maintenance mode
and traflic diversion successiully.

Virtual network controller 314 1s configured to verily
suspension of trathic through network device 470 and suc-
cessiul diversion of traflic to another device. Various con-
figuration metrics may be used for this verification. For
example, virtual network controller 314 may send one or
more commands to network device 470, via command
interface 474, to gather statistics or metrics associated with
the amount of traflic through network device 470 (e.g.,
number of BGP sessions) in order to determine if tratlic has
been drained from network device 470. It such verification
falls (*NO” branch of 621 in FIG. 6), virtual network
controller 314 may output an error message and wait for
customer intervention. In such a situation, virtual network
controller 314 may refrain from proceeding to 1nitiate the
image upgrade of network device 470.

If, however, tratlic has been successful drained from
network device and diverted to another device (“YES”
branch of 621 in FIG. 6), virtual network controller 314 may
proceed to 1nitiate the 1mage upgrade procedure on network
device 470 (623). In this case, virtual network controller 314
may 1initiate an 1mage upgrade workflow on network device
4'70. A single job may be spawned on network device 470,
although multiple devices may be upgraded in parallel
depending on the determined maintenance mode strategy.

As described above, virtual network controller 314 may
determine a maintenance mode (or upgrade) strategy, and
identify an order in which network devices are to be
upgraded. In some cases, virtual network controller 314 may
be configured to upgrade multiple network devices simul-
taneously, or in parallel. In some examples, virtual network
controller 314 may identily batches or groups of network
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devices, and may upgrade these groups 1n sequence. How-
ever, for each group, virtual network controller 314 may
upgrade the individual network devices within each group in
parallel.

If the upgrade fails (“NO” branch of 627), virtual network
controller 314 may stop the process and roll back network
device 470 to 1ts pre-upgrade state, based on the previously
captured snapshot state information retrieved and stored by
virtual network controller 314.

If, however, the 1mage/software upgrade 1s successiul
(“YES” branch of 627), virtual network controller 314 may
bring network device 470 back up from maintenance mode
and revert the underlay traflic back to network device 470
(631), where aspects of these tasks may vary depending on
whether network device 470 1s a spine or a leal device.

In order to bring up network device 470 from mainte-
nance mode, virtual network controller 314 may pushing
appropriate configuration information down to network
device 470, as described previously (e.g., by sending further
vendor-specific device configuration information 467 to
network device 470 via configuration interface 473). Send-
ing this further configuration information may cause net-
work device 470 to attempt to revert traflic back to network
device 470. Virtual network controller 314 may then send
one or more commands to network device 470, via com-
mand interface 474, to obtain traflic flow information from
network device 470 and verily that tratlic has reverted back
to network device 470.

In addition, virtual network controller 314 may capture
new snapshot state information from network device 470
and compare this new state information with the previously
captured snapshot state information to vernly proper or
normal operation ol network device 470. In various cases,
capturing the new snapshot state information involves
executing, by virtual network controller 314, the same set of
commands on network device 470 that were earlier executed
for the previously captured snapshot. The new snapshot
device information for network device 470 1s matched with
the previous snapshot device information to verity 1t all the
functionality of network device 470 has been brought back
to 1ts pre-upgrade state. If the verification of state and
reversion of traflic back to network device 470 1s confirmed
(“YES” branch of 633), the process of FIG. 6 ends. I,
however, the verification fails (“NO” branch of 633), virtual
network controller 314 may send configuration information
to network device 470 back imto maintenance mode and
await further customer intervention.

FIG. 7 1s a flow diagram illustrating an example process
790 for configuring and 1nitiating the performance of certain
maintenance mode operations (e.g., an 1mage or software
upgrade) on a network device, 1 accordance with one or
more techniques of the disclosure. The example process 790
may be performed by a network controller, such as virtual
network controller 114 (FIG. 1), virtual network controller
214 (FIG. 2), and/or virtual network controller 314 (FIG. 3),
to 1nitiate the performance of maintenance mode operations
on any network device, such as any of devices 104/106/108
(F1G. 1), 204/208 (FIG. 2), and/or 470 (FIG. 4).

Process 790 includes determining (791), by a network
controller (e.g., network controller 314) comprising one or
more processors, and based on a high-level data model
associated with a topology of a network, vendor-agnostic
device mformation for a first network device (e.g., spine
device 104A) 1n the network, and translating (792), by the
network controller, the vendor-agnostic device information
into vendor-specific device information for the first network
device. Process 790 further includes sending (793), by the
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network controller and to the first network device, first
configuration information that 1s included in the vendor-
specific device mformation. Sending the first configuration
information causes the first network device to switch 1nto a
maintenance mode and enables a diversion of network traflic
from the first network device to a second network device
(e.g., spine device 104B) 1n the network. Process 790 further
includes, responsive to verifying that the first network
device has diverted traflic to the second network device,
mitiating (794), by the network controller, one or more
maintenance procedures on the first network device while
the first network device 1s 1n the maintenance mode, and
sending (795), by the network controller and to the first
network device, second configuration information that 1s
included 1n the vendor-specific device information. Sending
the second configuration information causes the first net-
work device to switch out of the maintenance mode and
enables a reversion of network traflic from the second device
back to the first network device.

In some examples, mitiating the one or more maintenance
procedures on the first network device includes initiating,
one or more soltware upgrade procedures on the first net-
work device while the first network device 1s in the main-
tenance mode.

In some examples, process 790 further includes receiving
an indication of a plurality of network devices included 1n
the network, determining, based on the topology of the
network, a maintenance mode strategy, and, before sending
the first configuration information to the first network
device, selecting, based on the maintenance mode strategy,
the first network device from the plurality of network
devices. In certain cases, process 790 may further include,
betfore sending the first configuration information, sending,
to the first network device, maintenance mode configuration
information that is included 1n the vendor-specific device
information, where the maintenance mode configuration
information 1s kept inactive on the first network device.
Sending the first configuration information to the first net-
work device includes sending the first configuration infor-
mation to activate the maintenance mode configuration
information and cause the first network device to switch into
the maintenance mode and divert network traflic from the
first network device to the second network device. Sending
the second configuration information to the first network
device includes sending the second configuration iforma-
tion to deactivate the maintenance mode configuration infor-
mation and cause the first network device to switch out of
the maintenance mode and revert network trailic from the
second device back to the first network device.

Determining the maintenance mode strategy may include
determining, based on the topology of the network, a defined
order 1n which to place the plurality of network devices into
the maintenance mode. Selecting the first network device
may include selecting, based on the defined order, the first
network device as a first device from the plurality of network
devices to place into the maintenance mode. In certain cases,
determining the defined order may include receiving, from
a database, an indication of defined role of each of the
plurality of network devices 1n the network. In certain cases,
determining the defined order may include determining the
defined order in which one or more groups of the plurality
of network devices may be placed into the maintenance
mode 1n parallel.

In some examples, verifying that the first network device
has diverted trailic to the second network device includes
sending, to the first network device, command information
that 1s included 1n the vendor-specific device information,
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where the command information includes a request for
network trathic information associated with tratlic flow
through the first network device. Verilying that the first
network device has diverted traflic to the second network
device further includes, responsive to sending the command
information, receiving, from the first network device, the
network traflic information associated with the trathic flow
through the first network device, and verifying, based on the
network traflic information, that network tratlic has been
diverted from the first network device.

In some examples, process 790 further includes, after
sending the second configuration information to the first
network device, sending, to the first network device, com-
mand information that 1s included i1n the vendor-specific
device i1nformation, where the command information
includes a request for network traflic information associated
with traflic flow through the first network device. Process
790 also includes, responsive to sending the command
information, receiving, from the first network device, the
network trailic information associated with the traflic flow
through the first network device, and verifying, based on the
network traflic information, that network tratlic has been
reverted to the first network device.

In some examples, process 790 further includes, before
sending the first configuration information to the first net-
work device, capturing first system state information of the
first network device, after sending the second configuration
information to the first network device, capturing second
system state information of the first network device, com-
paring the first system state information to the second
system state information, and verifying, based on the com-
paring, an operational mode of the first network device.

In some examples, process 790 further includes, before
sending the first configuration information to the first net-
work device, verifying that the second network device has
the same Fthernet segment identifier (ESI) as the first
network device. In some examples, the first configuration
information may comprise a first underlay routing protocol
policy and a first overlay routing protocol policy associated
with the network, and the second configuration information
may comprise a second underlay routing protocol policy and
a second overlay routing protocol policy associated with the
network.

The techniques described in this disclosure may be imple-
mented, at least 1n part, 1n hardware, software, firmware or
any combination thereof. For example, various aspects of
the described techniques may be implemented within one or
more processors, including one or more microprocessors,
digital signal processors (DSPs), application specific inte-
grated circuits (ASICs), field programmable gate arrays
(FPGASs), or any other equivalent integrated or discrete logic
circuitry, as well as any combinations of such components.
The term “processor” or “processing circuitry” may gener-
ally refer to any of the foregoing logic circuitry, alone or 1n
combination with other logic circuitry, or any other equiva-
lent circuitry. A control unit comprising hardware may also
perform one or more of the techniques of this disclosure.

Such hardware, soitware, and firmware may be imple-
mented within the same device or within separate devices to
support the various operations and functions described in
this disclosure. In addition, any of the described umnits,
modules or components may be implemented together or
separately as discrete but interoperable logic devices. Depic-
tion of different features as modules or units 1s intended to
highlight different functional aspects and does not necessar-
i1ly 1mply that such modules or units must be realized by
separate hardware or software components. Rather, func-
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tionality associated with one or more modules or units may
be performed by separate hardware or software components,
or itegrated within common or separate hardware or sofit-
ware components.

The techniques described 1n this disclosure may also be
embodied or encoded 1n a computer-readable medium, such
as a computer-readable storage medium, containing instruc-
tions. Instructions embedded or encoded 1n a computer-
readable medium may cause a programmable processor, or
other processor, to perform the method, e.g., when the
istructions are executed. Computer-readable media may
include non-transitory computer-readable storage media and
transient communication media. Computer readable storage
media, which 1s tangible and non-transitory, may include
random access memory (RAM), read only memory (ROM),
programmable read only memory (PROM), erasable pro-
grammable read only memory (EPROM), electronically
erasable programmable read only memory (EEPROM), flash
memory, a hard disk, a CD-ROM, a floppy disk, a cassette,
magnetic media, optical media, or other computer-readable
storage media. The term “computer-readable storage media”
refers to physical storage media, and not signals, carrier
waves, or other transient media.

The 1nvention claimed 1s:

1. A method comprising;

determining, by a network controller comprising one or
more processors, device information for a first network
device 1n a network;

sending, by the network controller and to the first network
device, first configuration information that 1s included
in the device mformation, wherein sending the {first

configuration information causes the {first network
device to switch 1into a maintenance mode and enables
a diversion of network traflic from the first network
device to a second network device in the network;

responsive to verifying that the first network device has
diverted trathic to the second network device, nitiating,
by the network controller, one or more maintenance
procedures on the first network device while the first
network device 1s 1n the maintenance mode; and

sending, by the network controller and to the first network
device, second configuration information that 1s
included 1n the device information, wherein sending the
second configuration information causes the first net-
work device to switch out of the maintenance mode and
enables a reversion of network traflic from the second
device back to the first network device.

2. The method of claim 1, wherein mitiating the one or
more maintenance procedures on the first network device
comprises 1nitiating one or more soltware upgrade proce-
dures on the first network device while the first network
device 1s 1n the maintenance mode.

3. The method of claim 1, further comprising:

receiving an indication of a plurality of network devices

included 1n the network;

determining, based on a topology of the network, a

maintenance mode strategy; and

before sending the first configuration information to the

first network device, selecting, based on the mainte-
nance mode strategy, the first network device from the
plurality of network devices.

4. The method of claim 3, further comprising;:

before sending the first configuration mformation, send-

ing, to the first network device, maintenance mode
configuration information that 1s included 1n the device
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information, wherein the maintenance mode configu-
ration information 1s kept mnactive on the first network
device,
wherein sending the first configuration information to the
first network device comprises sending the first con-
figuration information to activate the maintenance
mode configuration information and cause the first
network device to switch into the maintenance mode
and divert network traflic from the first network device
to the second network device, and
wherein sending the second configuration information to
the first network device comprises sending the second
configuration nformation to deactivate the mainte-
nance mode configuration mformation and cause the
first network device to switch out of the maintenance
mode and revert network traflic from the second device
back to the first network device.
5. The method of claim 3,
wherein determining the maintenance mode strategy com-
prises determining, based on the topology of the net-
work, a defined order 1n which to place the plurality of
network devices into the maintenance mode, and

wherein selecting the first network device comprises
selecting, based on the defined order, the first network
device as a first device from the plurality of network
devices to place mnto the maintenance mode.

6. The method of claim 5, wherein determining the
defined order comprises receirving, from a database, an
indication of a defined role of each of the plurality of
network devices in the network.

7. The method of claim 35, wherein determining the
defined order comprises determining the defined order in
which one or more groups of the plurality of network
devices may be placed into the maintenance mode in par-
allel.

8. The method of claim 1, wherein verifying that the first
network device has diverted tratlic to the second network
device comprises:

sending, to the first network device, command informa-

tion that 1s included in the device information, wherein
the command information includes a request for net-
work traflic information associated with traflic flow
through the first network device;

responsive to sending the command information, receiv-

ing, from the first network device, the network traflic
information associated with the tratlic flow through the
first network device; and

verifying, based on the network traflic information, that

network tratlic has been diverted from the first network
device.

9. The method of claim 1, further comprising:

after sending the second configuration information to the

first network device, sending, to the first network
device, command information that i1s included in the
device information, wherein the command 1nformation
includes a request for network trailic information asso-
ciated with traflic flow through the first network device;
responsive to sending the command information, receiv-
ing, from the first network device, the network traflic
information associated with the traffic tflow through the

first network device; and

veritying, based on the network tratlic information, that
network traffic has been reverted to the first network
device.
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10. The method of claim 1, further comprising:
before sending the first configuration information to the
first network device, capturing {irst system state infor-
mation of the first network device;
after sending the second configuration information to the
first network device, capturing second system state
information ot the first network device:
comparing the first system state information to the second
system state information; and
verilying, based on the comparing, an operational mode
of the first network device.
11. The method of claim 1, further comprising:
before sending the first configuration information to the
first network device, verifying that the second network
device has the same Ethernet segment 1dentifier (ESI)
as the first network device.
12. The method of claim 1,
wherein the first configuration information comprises a
first underlay routing protocol policy and a first overlay
routing protocol policy associated with the network,
and
wherein the second configuration information comprises a
second underlay routing protocol policy and a second
overlay routing protocol policy associated with the
network.
13. A network controller system, comprising:
at least one data store configured to store device inior-
mation for network devices 1n a network; and
at least one processor communicatively coupled to the at
least one data store, wherein the at least one processor
comprises processing circuitry configured to:
determine device information for a first network device
1n a network;
send, to the first network device, first configuration
information that 1s included in the device informa-
tion, wherein sending the first configuration infor-
mation causes the first network device to switch into
a maintenance mode and enables a diversion of
network trathic from the first network device to a
second network device in the network;
responsive to veritying that the first network device has
diverted traflic to the second network device, 1nitiate
one or more maintenance procedures on the first
network device while the first network device 1s 1n
the maintenance mode; and
send, to the first network device, second configuration
information that 1s included in the device informa-
tion, wherein sending the second configuration inifor-
mation causes the first network device to switch out
of the maintenance mode and enables a reversion of
network traflic from the second device back to the
first network device.
14. The network controller system of claim 13, wherein

the at least one processor 1s further configured to:

receive an indication of a plurality of network devices
included 1n the network;

determine, based on a topology of the network, a main-
tenance mode strategy; and

before sending the first configuration information to the
first network device, select, based on the maintenance
mode strategy, the first network device from the plu-
rality of network devices.

15. The network controller system of claim 14, wherein

the at least one processor 1s further configured to:

betore sending the first configuration information, send, to
the first network device, maintenance mode configura-
tion information that i1s included in the device infor-
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mation, wherein the maintenance mode configuration
information 1s kept inactive on the first network device,

wherein the at least one processor 1s configured to send
the first configuration information to the first network
device at least by being configured to send the first
conflguration information to activate the maintenance
mode configuration information and cause the first
network device to switch into the maintenance mode
and divert network traflic from the first network device
to the second network device, and

wherein the at least one processor 1s configured to send
the second configuration information to the first net-
work device at least by being configured to send the
second configuration information to deactivate the
maintenance mode configuration information and cause
the first network device to switch out of the mainte-
nance mode and revert network trathic from the second
device back to the first network device.

16. The network controller system of claim 14,

wherein the at least one processor 1s configured to deter-
mine the maintenance mode strategy at least by being
configured to determine, based on the topology of the
network, a defined order imn which to place the plurality
of network devices into the maintenance mode, and

wherein the at least one processor 1s configured to select
the first network device at least by being configured to
select, based on the defined order, the first network
device as a first device from the plurality of network
devices to place 1mnto the maintenance mode.

17. The network controller system of claim 13, wherein

the at least one processor 1s configured to verity that the first
network device has diverted traflic to the second network
device at least by being configured to:

send, to the first network device, command information
that 1s included 1n the device information, wherein the
command 1nformation includes a request for network
traflic information associated with tratlic flow through
the first network device;

responsive to sending the command information, receive,
from the first network device, the network trathc infor-
mation associated with the trathc flow through the first
network device; and

verily, based on the network traffic information, that
network trathic has been diverted from the first network
device.

18. The network controller system of claim 13, wherein

.

the at least one processor 1s further configured to:

alter sending the second configuration information to the
first network device, send, to the first network device,
command information that 1s included in the device
information, wherein the command 1nformation
includes a request for network trailic information asso-
ciated with tratlic flow through the first network device;

responsive to sending the command information, receive,
from the first network device, the network tratlic infor-
mation associated with the trathc flow through the first
network device; and

verily, based on the network traffic information, that
network traflic has been reverted to the first network
device.

19. The network controller system of claim 13, wherein

.

the at least one processor 1s further configured to:

before sending the first configuration information to the
first network device, capture first system state infor-
mation of the first network device;
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after sending the second configuration information to the
first network device, capture second system state infor-
mation of the first network device;

compare the first system state information to the second
system state information; and 5

verily, based on the comparison, an operational mode of
the first network device.

20. A method comprising:

receiving, by a first network device and from a network
controller, first configuration information for the first 10
network device;

responsive to receiving the first configuration informa-
tion, switching, by the first network device, mto a
maintenance mode to enable a diversion of network
tratlic from the first network device to a second network 15
device 1n the network;

after network traflic has been diverted from the first
network device to the second network device, perform-
ing, by the first network device, one or more mainte-
nance procedures while the first network device 1s 1n 20
the maintenance mode;

receiving, by the first network device and from the
network controller, second configuration information
for the first network device; and

after recerving the second configuration nformation, 25
switching, by the first network device, out of the
maintenance mode to enable a reversion of network
tratlic from the second device back to the first network
device.

30
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