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(57) ABSTRACT

A system and method for time division multiplexing voice
and situational awareness data with defined transmission and
retransmission windows comprises coordinating the voice
and situational awareness windows at defined times across
all nodes. Control signal windows and control signal retrans-
mission windows are also defined to propagate control
signals to coordinate the various voice and situational
awareness windows. Voice data is prioritized for bandwidth.
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ENHANCED HIGH FREQUENCY
AVALANCHE RELAY PROTOCOL

BACKGROUND

Supporting voice and data simultaneously 1s particularly
challenging 1n HF where overhead 1s significant and data
rates are such that supporting digital voice alone i1s non-
trivial. When operating in a near vertical incidence skywave
(NVIS) mode, the RF energy 1s refracted down to a circular
area with a radius of up to 400 miles from the transmaitter.
However, due to independent fading and impairments on the
different transmitter-to-receiver paths, 1t 1s likely that not all
receivers 1in a network within that footprint will receive the
transmission error free. Similar 1ssues can arise with line of
sight transmission between multiple nodes 1n a smaller area
using HF surface wave propagation. The simplest example
involves interleaving voice and data which produces long
latencies for voice users that may result in on-air voice
collisions.

It would be advantageous to have a system and method to
support low latency voice and situational awareness services
where all nodes that hear a transmission make a coordinated
retransmission of the same iformation 1n a later, synchro-
nized transmission.

SUMMARY

In one aspect, embodiments of the inventive concepts
disclosed herein are directed to a system and method for
time division multiplexing voice and situational awareness
data with defined transmission and retransmission windows.

In a further aspect, control signal windows and control
signal retransmission windows are also defined to propagate
control signals to coordinate the various voice and situ-
ational awareness windows.

In a further aspect, voice transmission and retransmission
windows are reallocated to situational awareness data when
no voice data 1s forthcoming, and voice data 1s given
bandwidth prionty.

It 1s to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory only and should not restrict the scope
of the claims. The accompanying drawings, which are
incorporated 1n and constitute a part of the specification,
illustrate exemplary embodiments of the inventive concepts
disclosed herein and together with the general description,
serve to explain the principles.

BRIEF DESCRIPTION OF TH.

(Ll

DRAWINGS

The numerous advantages of the embodiments of the
inventive concepts disclosed herein may be better under-
stood by those skilled 1n the art by reference to the accom-
panying figures in which:

FIG. 1 shows a block diagram of a system suitable for
implementing exemplary embodiments of the mventive con-
cepts disclosed herein;

FIG. 2 shows a block diagram of a time division structure
according to an exemplary embodiment;

FIG. 3 shows block diagrams of time division structures
according to exemplary embodiments;

FIG. 4 shows block diagrams of time division structures
according to exemplary embodiments;

DETAILED DESCRIPTION

Before explaining at least one embodiment of the inven-
tive concepts disclosed herein 1n detail, it 1s to be understood
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that the inventive concepts are not limited 1n their applica-
tion to the details of construction and the arrangement of the
components or steps or methodologies set forth in the
following description or illustrated in the drawings. In the
following detailed description of embodiments of the instant
inventive concepts, numerous specific details are set forth 1n
order to provide a more thorough understanding of the
inventive concepts. However, 1t will be apparent to one of
ordinary skill 1n the art having the benefit of the instant
disclosure that the inventive concepts disclosed herein may
be practiced without these specific details. In other
instances, well-known features may not be described 1n
detail to avoid unnecessarily complicating the instant dis-
closure. The inventive concepts disclosed herein are capable
of other embodiments or of being practiced or carried out 1n
various ways. Also, it 1s to be understood that the phrase-
ology and terminology employed herein 1s for the purpose of
description and should not be regarded as limiting.

As used herein a letter following a reference numeral 1s
intended to reference an embodiment of the feature or
clement that may be similar, but not necessarily 1dentical, to
a previously described element or feature bearing the same
reference numeral (e.g., 1, 1a, 15). Such shorthand notations
are used for purposes of convenience only, and should not be
construed to limit the inventive concepts disclosed herein 1n
any way unless expressly stated to the contrary.

Further, unless expressly stated to the contrary, “or’” refers
to an inclusive or and not to an exclusive or. For example,
a condition A or B 1s satisfied by anyone of the following:
A 1s true (or present) and B 1s false (or not present), A 1s false
(or not present) and B 1s true (or present), and both A and B
are true (or present).

In addition, use of the “a” or “an” are employed to
describe elements and components of embodiments of the
instant mventive concepts. This 1s done merely for conve-
nience and to give a general sense of the inventive concepts,
and “a” and “an” are mtended to include one or at least one
and the singular also includes the plural unless 1t 1s obvious
that 1t 1s meant otherwise.

Finally, as used herein any reference to “one embodi-
ment,” or “some embodiments” means that a particular
element, feature, structure, or characteristic described in
connection with the embodiment 1s 1ncluded 1n at least one
embodiment of the inventive concepts disclosed herein. The
appearances of the phrase “in some embodiments™ in vari-
ous places 1n the specification are not necessarily all refer-
ring to the same embodiment, and embodiments of the
inventive concepts disclosed may include one or more of the
teatures expressly described or inherently present herein, or
any combination of sub-combination of two or more such
features, along with any other features which may not
necessarily be expressly described or inherently present in
the 1nstant disclosure.

Broadly, embodiments of the inventive concepts disclosed
herein are directed to a system and method for time division
multiplexing voice and situational awareness data with
defined transmission and retransmission windows. Retrans-
missions are synchromized such that the retransmissions
appear to be aligned at the receiver and can be treated as
artificial multipath receptions. Retransmission functionality
may be more fully understood with reference to U.S. patent
application Ser. No. 16/810,542 (filed Mar. 5, 2020) which
1s hereby 1incorporated by reference. Control signal windows
and control signal retransmission windows are also defined
to propagate control signals to coordinate the various voice
and situational awareness windows. Voice transmission and
retransmission windows may be reallocated to situational
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awareness data when no voice data 1s forthcoming, and
voice data 1s given bandwidth priority.

Referring to FIG. 1, a block diagram of a system suitable
for implementing exemplary embodiments of the inventive
concepts disclosed herein 1s shown. The system includes a
processor 100, a memory 102 connected to the processor
100 for embodying processor executable code, an antenna
104 connected to the processor 100 configured for HF
communication, and a data storage element 106 connected
to the processor 100 for allowing the processor 100 to
receive and store data packets for retransmission during a
relay window as described herein. When operating 1n an HF
range (such as during NVIS operation or surface naval
operations), bandwidth may be restricted such that reliable
voice transmission and relay cannot operate alongside reli-
able situational awareness transmission and relay. The pro-
cessor 100 1s configured to define a primary voice window
wherein only a primary voice data source (a single node for
the duration of a voice data transmission) transmits voice
data packets, and a voice relay window wherein nodes 1n a
self-organizing network will retransmait the voice data pack-
ets 1f previously recerved and attempt to receive voice data
packets 11 not. Furthermore, the processor 100 1s configured
to define a situational awareness window wherein the node
sends and receirves situational awareness data, and a situ-
ational awareness relay window wherein nodes 1n the seli-
organizing network will retransmit any received situational
awareness data. It may be appreciated that “situational
awareness”’ more generically, 1s non-voice data tratlic.

In at least one embodiment, while retransmissions by all
retransmitting nodes must be 1dentical for a given retrans-
mission window, i1t does not necessarily have to be 1dentical
to the original transmission. This can be exploited by
including additional forward error correction bits during the
retransmission, allowing a node that receives transmissions
in the original and retransmission windows to take advan-
tage ol a lower rate code than would be possible if the same
information were transmitted mm both. In one exemplary
embodiment, a node may detect the original transmission,
validate 1t, then create the appropriate retransmission from
the detected data. Detection and validation must occur
before retransmitting or risk creating interference by retrans-
mitting erroneous data.

In at least one embodiment, the system may prioritize
reliability over voice quality and therefore may operate with
a lower rate vocoder, for example a 1200 bps vocoder rather
than a 2400 bps vocoder. It may be appreciated that 1f the
situational awareness window and situational awareness
relay window are each half the duration of the primary voice
window, the primary voice window comprises 53 of the
frame. In order to support a 2400 bps vocoder, the voice data
source would have to run at three times that rate or 7200 bps
for very long windows. For short windows, needed to
support low latency voice, rates have to increase further,
necessitating high signal-to-noise ratios for successiul
reception. Use of a 1200 bps vocoder, 1nstead of a 2400 bps
vocoder, improves this substantially, cutting the required
burst data rates 1n half to levels where the signaling can be
met with 8PSK modulation and high rate coding 1n a 3 kHz
channel. Bit rate selection may be different where wider
bandwidth channels are available.

In at least one embodiment, voice users directly manage
channel access and collision avoidance for voice; they listen
and use standard radio procedures to minimize the likel:-
hood of users transmitting over top ol each other. The
dificulty associated with avoiding voice collisions increases
as the latency associated with voice transmissions increases.
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Making slots very small reduces latency, but increases the
proportion of overhead associated with each slot. As a result,
to maintain data rates suflicient to support digital vocoders,
reducing slot sizes results 1 a requirement to increase
modulation order (bits per symbol), reduce forward error
correction coding, or otherwise reduce the robustness of the
signal. The receiver may not begin outputting voice until
alter the receipt of the entire voice relay window. Effective
latency 1s then from whenever the transmitting user presses
push-to-talk (PTT) until after the voice relay window. In the
worst case, the voice activates PT'T just after a primary voice
window and has to wait through an entire frame until the
next primary voice window. As audio signals don’t come out
at the receiver until after the voice relay window, the latency
1s close to two full frames. It may be appreciated that data
streams are divided into frames, which are then divided 1nto
time slots as described herein.

In at least one embodiment, the processor 100 defines
control signal windows and control signal relay windows to
send and receive original control signals and retransmit
received control signals. The control signals synchronize
various temporal windows 1n the time-division multiplexed
signal so that all of the nodes 1n the self-organizing network
operate 1n an appropriate phase. Furthermore, control signals
may be used to indicate when a voice data packet may be
expected. The control signals utilize the same relay archi-
tecture and are very short due to the limited amount of
control information being conveyed. Minimizing the length
of control signals 1s important and may preferentially use a
robust low rate waveform, such as a Walsh encoded burst
wavelorm. Control signals may include instructions to
change signaling rates.

In at least one embodiment, the primary voice window
and voice relay window may be reallocated to situational
awareness data whenever no voice data packets are
expected. In at least one embodiment, control signal win-
dows may be relatively fixed 1n the frame while situational
awareness windows and voice windows may be dynamically
allocated via the control signals. Furthermore, control sig-
nals may allocate situational awareness windows to particu-
lar sets of nodes to suppress cross-talk.

Referring to FIG. 2, a block diagram of a time division
structure according to an exemplary embodiment 1s shown.
The time-division multiplexed signal 1s temporally divided
into a primary voice window 200 when nodes in a seli-
organizing network send or receive new voice data packets,
and a situational awareness window 202 when nodes send
and receive situational awareness data from other nodes. The
signal 1s also divided into a voice relay window 204 when
nodes retransmit voice data packets if any where received,
or receive retransmitted voice data packets if not. The signal
1s also divided into a situational awareness relay window
206 when nodes retransmit recerved situational awareness
data and receive retransmitted situational awareness data.

Windows 200, 202, 204, 206 may be predefined based on
some common organizing principle of all nodes in the
network. For example, when a node joins the network, 1t
may receive the time-division multiplexed structure for the
network according to a common clock signal. It may be
appreciated that multiple relay windows 204, 206 may be
employed 1n each frame.

Referring to FIG. 3, block diagrams of time division
structures 312, 314 according to exemplary embodiments
are shown. In a first time division structure 312, a signal 1s
divided into situational awareness windows 300 when new
situational awareness data 1s transmitted and received, and
situational awareness relay windows 304 when received
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situational awareness data 1s retransmitted and received.
Furthermore, control signal windows 302 and control signal
retransmission windows 306 are interposed and interleaved
between the situational awareness windows 300 and situ-
ational awareness relay windows 304. During the control
signal windows 302 and control signal retransmission win-
dows 306 control signals are sent, received and retransmit-
ted to every node i a self-organizing network. Control
signals may include synchronization iformation to define
the various windows 300, 302, 304, 306 1in time. Further-
more, the control signals may include an indication that one
of the nodes intends to transmit voice data packets.

In at least one embodiment, a second time division
structure 314, the signal 1s divided into situational awareness
windows 300 and situational awareness relay windows 304,
and primary voice windows 308 and voice relay windows
310. During primary voice windows 308, a voice data source
node transmits voice data packets; during voice relay win-
dows 310, all nodes that have received the voice data
packets, including the primary node, retransmit the voice
data packets for any nodes that did not receive the voice data
packets during the primary voice window 308.

Control signals sent, recerved, and retransmitted during
the control signal windows 302 and control signal retrans-
mission windows 306 may include an indication of voice
data source node so that other nodes will refrain from
transmitting during the primary voice window 308. Voice
data packets are generally more bandwidth intensive than
situational awareness data, especially 1in the HF band; there-
fore, 1t 1s 1mportant to prevent interference during primary
voice windows 308 and voice relay windows 310.

Control signals may instruct the nodes 1n the network to
add primary voice windows 308 and voice relay windows
310 dynamically when one of the nodes indicates an intent
to transmit voice data packets.

In at least one embodiment, situational awareness and
voice windows 300, 304, 308, 310 arc organized with
situational awareness windows 300, 304 being proximal to
cach other and voice windows 308, 310 being proximal to
cach other. That 1s to say, the order of time divisions places
the situational awareness window 300, then situational
awareness relay window 304, then primary voice window
308, then voice relay window 310 with control signal
windows 302, 306 interwoven. Space may be reserved
between each of the situational awareness and voice win-

dows 300, 304, 308, 310 for control signal windows 302,
304.

Referring to FIG. 4, block diagrams of time division
structures 412, 414 according to exemplary embodiments
are shown. In a first time division structure 412, a signal 1s
divided into situational awareness windows 400 and situ-
ational awareness relay windows 404. Control signal win-
dows 402 and control signal retransmission windows 406
are terposed and interleaved between the situational
awareness windows 400 and situational awareness relay
windows 404.

When an 1ndication that a voice data packets are incom-
ing, a second time division structure 414 may be imple-
mented wherein the signal 1s divided into situational aware-
ness windows 400 and situational awareness relay windows
404, and primary voice windows 408 and voice relay
windows 410. During primary voice windows 408, a voice
data source node transmits voice data packets; during voice
relay windows 410, all nodes that have received the voice
data packets, including the primary node, retransmit the
voice data packets for any nodes that did not recerve the
voice data packets during the primary voice window 408.
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Control signals may instruct the nodes in the network to
add primary voice windows 408 and voice relay windows
410 dynamically when one of the nodes indicates an intent
to transmit voice data packets. In at least one embodiment,
situational awareness and voice windows 400, 404, 408, 410
are interleaved with primary transmission windows (a pri-
mary voice window 408 and situational awareness window
400) followed by retransmission windows (a voice relay
window 410 and situational awareness relay window 404).

Space may be reserved between the blocks of primary
transmission windows 408, 400 and retransmission windows

410, 404 for control signal windows 402, 406.

In at least one embodiment, multiple networks may be
stacked and operate at different frequencies, so that the
retransmission windows 410, 404 are coordinated so that
they don’t overlap. A node that was interested 1n monitoring
those channels (not participating actively 1n relays) could
maximize the utility of its monitoring by looking only at a
final retransmission window 410, 404 in each channel. This
may allow a node with a single channel receiver to actively
monitor 2 or 3 channels with little to no loss 1n information.
Alternatively, or in addition, nodes could operate in a
stacked network where a node could transmit and receive
during situational awareness windows 400, 404 1n one
stacked network while transmitting and receiving during
voice windows 408, 410 in a different stacked network.

Originating transmissions may be sent at lower data rates
(longer windows) to increase the likelithood of being
received and relayed. Retransmission windows of voice and
data could be combined into a single relay transmission,
thereby reducing the number of transmissions with indi-
vidual per transmission overhead. Multiple situational
awareness windows could be aggregated into a single relay
transmission by nodes that received all windows being
aggregated.

It 1s believed that the mmventive concepts disclosed herein
and many of their attendant advantages will be understood
by the foregoing description of embodiments of the mven-
tive concepts disclosed, and it will be apparent that various
changes may be made in the form, construction, and
arrangement ol the components thereol without departing
from the broad scope of the mventive concepts disclosed
herein or without sacrificing all of their material advantages;
and individual features from various embodiments may be
combined to arrive at other embodiments. The form herein
betore described being merely an explanatory embodiment
thereot, it 1s the mtention of the following claims to encom-
pass and include such changes. Furthermore, any of the
features disclosed 1n relation to any of the individual
embodiments may be incorporated into any other embodi-
ment.

What 1s claimed 1s:

1. A method comprising:

defining a primary voice window 1n a time division
multiplexed signal;

defining a situational awareness window in the time
division multiplexed signal;

defining a voice relay window 1n the time division mul-
tiplexed signal;

defining a situational awareness relay window 1n the time
division multiplexed signal;

recerving a voice data packet during the primary voice
window:

recerving a situational awareness data packet during the
situational awareness window;
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retransmitting the voice data packet to other network
nodes 1n a plurality of network nodes during the voice
relay window; and

retransmitting the situational awareness data packet to

other network nodes in the plurality of network nodes
during the situational awareness relay window.

2. The method of claim 1, further comprising receiving a
synchronization signal common to every network node 1n
the plurality of network nodes,

wherein the primary voice window, situational awareness

window, voice relay window, and situational awareness
relay window are defined with respect to the synchro-
nization signal.

3. The method of claim 1, turther comprising;:

defining one or more control signal windows 1n the time

division multiplexed signal; and

defiming one or more control signal relay windows 1n the

time division multiplexed signal.

4. The method of claim 3, further comprising:

receiving a control data packet indicating a primary voice

node that will be sending a voice data packet 1n the
primary voice window; and

retransmitting the control data packet to other network

nodes 1n the plurality of network nodes during the
control signal relay window.
5. The method of claim 4, wherein the control data packet
includes a bit rate and vocoder instruction.
6. The method of claim 4, wherein the control data packet
includes a schedule of assignments for situational awareness
windows to subsets of nodes 1n the plurality of nodes.
7. The method of claim 3, further comprising;:
sending a signal to other network nodes in the plurality of
network nodes that the processor will be a primary
voice data source during a subsequent primary voice
window during the control signal window; and

sending a voice data packet during the subsequent pri-
mary voice window.

8. The method of claim 1, further comprising;:

determining that there 1s no primary voice data source;

and

reallocating the primary voice window and voice relay

window for situation awareness transmission and
retransmission.

9. A system comprising:

a plurality of network nodes, each network node com-

prising:
a high frequency (HF) antenna; and
at least one processor 1 data communication with the
HF antenna and a memory storing processor execut-
able code for configuring the at least one processor
to:
define a primary voice window 1n a time division
multiplexed signal;
define a situational awareness window in the time
division multiplexed signal;
define a voice relay window 1n the time division
multiplexed signal;
define a situational awareness relay window 1n the
time division multiplexed signal;
recerve a voice data packet during the primary voice
window;
recerve a situational awareness data packet during
the situational awareness window;
retransmit the voice data packet to other network
nodes 1n the plurality of network nodes during the
voice relay window; and
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retransmit the situational awareness data packet to
other network nodes 1n the plurality of network
nodes during the situational awareness relay win-
dow.

10. The system of claim 9, wherein the at least one
processor 1s further configured to receive a synchromization
signal common to every network node in the plurality of
network nodes,

wherein the primary voice window, situational awareness

window, voice relay window, and situational awareness
relay window are defined with respect to the synchro-
nization signal.

11. The system of claim 9, wherein the at least one
processor 1s further configured to:

define one or more control signal windows 1n the time

division multiplexed signal; and

define one or more control signal relay windows 1n the

time division multiplexed signal.

12. The system of claim 11, wherein the at least one
processor 1s further configured to:

recerve a control data packet indicating a primary voice

node that will be sending a voice data packet in the
primary voice window; and

retransmit the control data packet to other network nodes

in the plurality of network nodes during the control
signal relay window.

13. The system of claim 12, wherein the control data
packet includes a bit rate and vocoder instruction.

14. The system of claam 11, wherein the at least one
processor 1s further configured to:

send a signal to other network nodes 1n the plurality of

network nodes that the processor will be a primary
voice data source during a subsequent primary voice
window during the control signal window; and

send a voice data packet during the subsequent primary

voice window.

15. A computer apparatus comprising:

at least one processor mn data communication with a

memory storing processor executable code for config-

uring the at least one processor to:

define a primary voice window 1n a time division
multiplexed signal;

define a situational awareness window 1in the time
division multiplexed signal;

define a voice relay window in the time division
multiplexed signal;

define a situational awareness relay window 1n the time
division multiplexed signal;

receive a voice data packet during the primary voice
window;

receive a situational awareness data packet during the
situational awareness window:

retransmit the voice data packet to one or more nodes
in a network of nodes during the voice relay window;
and

retransmit the situational awareness data packet to at
least one node in the network of nodes during the
situational awareness relay window.

16. The computer apparatus of claim 15, wherein the at
least one processor 1s further configured to receive a syn-
chronization signal common to every node 1n the network of
nodes,

wherein the primary voice window, situational awareness

window, voice relay window, and situational awareness
relay window are defined with respect to the synchro-
nization signal.
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17. The computer apparatus of claim 15, wherein the at
least one processor 1s further configured to:
define one or more control signal windows 1n the time
division multiplexed signal; and
define one or more control signal relay windows in the
time division multiplexed signal.
18. The computer apparatus of claim 17, wherein the at
least one processor 1s further configured to:
receive a control data packet indicating a primary voice
node that will be sending a voice data packet 1n the
primary voice window; and
retransmit the control data packet to at least one node 1n
the network of nodes during the control signal relay
window.
19. The computer apparatus of claim 17, wherein the at
least one processor 1s further configured to:
send a signal to at least one node 1n the network of nodes
that the processor will be a primary voice data source
during a subsequent primary voice window during the
control signal window; and
send a voice data packet during the subsequent primary
voice window.
20. The computer apparatus of claim 15, wherein the at
least one processor 1s further configured to:
determine that there 1s no primary voice data source; and
reallocate the primary voice window and voice relay
window for situation awareness transmission and
retransmission.
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