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METHOD FOR AUTHENTICATING A USER
BASED ON AN IMAGE RELATION RULE
AND CORRESPONDING FIRST USER
DEVICE, SERVER AND SYSTEM

FIELD OF THE INVENTION

The present invention relates generally to a method, a first
user device and a server for authenticating a user based on
an 1mage relation rule.

Moreover, the invention pertains to a system for authen-
ticating a user based on an 1image relation rule as well. The
system 1ncludes a server and at least two user devices.

The present mnvention 1s notably applicable to a field in
which a first user device 1s e.g. a mobile phone and a second
user device 1s e.g. a Personal Computer (or PC).

STATE OF THE ART

It 1s known that a user uses a PC (web) browser to submut,
through a login page, to a server, a One Time Password (or
OTP) that has been previously sent, through a Short Mes-
sage Service (or SMS) message, to a registered user mobile
phone. The server that accesses the OTP that 1s previously
generated at the server side verifies on-line the received
OTP. When the received OTP matches the generated OTP,
the server authenticates the concerned user.

However, a malicious application, known as a Man-In-
the-Browser (or MIB), 1nstalled on the PC of such a known
solution, mtercepts the OTP and uses the mtercepted OTP to
authenticate to the server at the expense of the genuine user.

There 1s a need of an alternative solution for authenticat-
ing a user while being more secure than such an aforemen-
tioned known solution.

SUMMARY OF THE INVENTION

The 1nvention proposes a solution for satisitying the just
herein above specified need by providing a method for
authenticating a user.
According to the invention, a server accesses at least one
user 1dentifier associated with at least one 1dentifier relating
to a first user device and data relating to at least one 1mage
to be received, from or through the first user device, as at
least one first reference 1mage. The first user device accesses
the at least one 1dentifier relating to the first user device and
data relating to at least one 1mage, as a {irst image set, to be
displayed, by or through the first user device. The method
COmprises:
connecting, from a second user device, to the server;
sending, from the server to the second user device, at least
one 1mage, as a second 1mage set, to be displayed by or
through the second user device, and a user request to
select, through the first user device, by the user, at least
one 1mage comprised within the first 1image set to be
displayed by or through the first user device;

displayving, by or through the second user device, the
second 1mage set and the user request;

displaying, by or through the first user device, the first

image set;

selecting, by the user of the first user device, within the

displayed first image set, at least one displayed first
image, as at least one selected first image, the at least
one selected first 1mage matching with at least one
image visually selected within the displayed second
image set, according to an 1mage relation rule known to
the user and the server;
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sending, from the first user device to the server, as a user
request response, the at least one first user device
identifier accompamed with data relating to the at least
one selected first 1mage;

veritying, by the server, for the i1dentified user, whether

the data relating to the at least one selected first image
does or does not match the data relating to the at least
one lirst reference 1image according to the image rela-
tion rule; and

succeeding, by the server, 1n authenticating the user 1f the

data relating to the at least one selected first 1image
matches the data relating to the at least one first
reference 1mage according to the image relation rule.

The principle of the invention consists 1n registering at a
server an (1dentified) user, an (1dentified) first user device
with data relating to a first reference 1image(s) to be provided
via the first user device and 1n mitiating from a second user
device a connection to the server. The server sends back to
the second user device one or several images, as a second
image set, to be displayed via the second user device and a
user request to extract (or submit), via the first user device,
an 1mage to be chosen by the user, among one or several
images, as a lirst image set, to be displayed via the first user
device. The second user device displays (or lets another
device display) the received second image set and user
request. The first user device accesses, besides the first user
device 1dentifier, the (locally) registered first image set to be
displayed at the first user device side and that includes an
image(s) to be selected by the user. The first user device
displays (or lets display) the (registered) first 1mage set
among which there is(are) a first reference 1mage(s) that
1s(are) registered at the server side. The user of the first user
device selects a displayed first image(s), namely an 1image(s)
visually selected within the displayed second image set or an
image(s) associated with an i1mage(s) visually selected
within the displayed second image set according to a rule
relating to an 1mage correspondence or an 1mage relation
rule that the user and the server both know. Once the user has
selected the image(s) displayed via the first user device, the
first user device transmits to the server the first user device
identifier along with data relating to the selected first
image(s), as a user request response. The server then checks,
for the (1dentified) user, whether the (received) data relating
to the selected first image(s) matches (or not) the (registered)
data relating to the first reference 1mage(s) according to the
image relation rule. IT the data relating to the selected first
image(s) matches the data relating to the first reference
image(s) according to the image relation rule, then the server
authenticates the user. Otherwise, the server does not
authenticate the user.

Each of the first and second user devices may be a
standalone entity or may cooperate with another entity(ies),
such as an embedded or removable chip(s), like e.g., a
Secure Element (or SE), to authenticate more securely the
concerned user.

Within the present description, an SE 1s a smart object that
includes a chip(s) that protect(s), as a tamper resistant
component(s), access to stored data and that 1s intended to
communicate data with a device(s), like e.g., an SE host
device, and/or an SE user.

The invention authentication solution 1s based on an
image display on the first and second user devices and an
image selection by the user via the first user device accord-
ing to an 1mage relation rule between the 1image(s) visually
selected among the second 1mage set and the 1image(s) to be
selected and submitted among the first image set. The image
relation rule between the 1image(s) displayed via the second
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user device and the 1image to be selected by the user via the
first user device 1s known to the server and the user. Data
relating to the user selected first image(s) 1s then sent within
a user request response and compared, at the server side, to
data relating to the registered first reference i1mage(s)
according to the image relation rule. Only when the data
relating to the (received) selected first image(s) and the data
relating to the registered first reference image(s) match
according to the image relation rule, the server authenticates
the user.

Only the user who has the first user device, as a Factor
Authentication (or FA)—something that the user has, and
who shares with the server the image relation rule between
the 1mage(s) visually selected by the user via the second user
device and the image to be selected by the user via the first
user device, as another FA—something that the user knows,
1s able to authenticate to the server.

For the user, the invention authentication solution 1is
simple, easy and quick to use due to its visual aspect. As a
matter of fact, the user has just to know the 1mage relation
rule and select an 1mage(s), according to the image relation
rule that she or he knows (e.g. displayed by or through the
second user device). The user does not need neither to enter
any data, like e.g., an OTP, a number or a text on the first or
the second user device nor to manipulate the first or second
user device, so as to capture data originating from the server
through the second or first user device.

Additionally, the invention authentication solution avoids
to be spammed at the first user device since the first user
device sends the user request response without needing to
receive from the server any message/data during the user
authentication process. This 1s particularly iteresting when
the first user device 1s a mobile (computer) device.

The first reference image(s) may be either identical to or
associated with an 1image(s), as a second reference 1mage(s),
visually selected among all of the image(s) displayed via the
second user device.

It 1s to be noted that the invention imposes no constraint
as to the nature of the first reference 1image(s) to be selected
by the user via the first user device.

The 1nvention authentication solution includes a server
reception, over a first channel, of connection data from the
second user device, a server transmission, over the first
channel, of user authentication data relating to an 1mage(s)
to be displayed via the second user device, as a challenge,
and a server reception, over a second channel, of submitted
user authentication data relating to a user selected image(s),
as a challenge response, from the {first user device and a
server authentication based on an 1image relation rule known
to the server and the user.

The user (authentication data) request (or challenge) 1s
conveyed over the first channel linking the second user
device and the server while the submitted user (authentica-
tion data) response (or challenge response) 1s conveyed over
the second channel linking the first user device and the
server. The first and second channels are separate from each
other.

Such a use of two separate channels to communicate the
required user request (challenge) and user request response
data (or challenge response) to authenticate the concerned
user allows enhancing the security of the thus exchanged
data. As a matter of fact, a potential attacker has to capture
data conveyed over the two separate channels to authenticate
fraudulently to the server, as the concerned user.

It 1s to be noted that the invention does not impose any
constraint as to the two used separate channels. The first
channel may be related to an HyperText Transier Protocol
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(or HTTP) (registered trademark) type channel or any other
data communication channel. The second channel may be
related to an Over-The-Air (or OTA) or Over-The-Internet
(or OTI) type channel or any other data communication
channel.

The mvention authentication solution based on an 1image
relation rule known to the user and the server 1s thus secure.
As a matter of fact, the user interacts with a second user
device to launch a user authentication process with the
server and receirve back one or several images to be used as
a challenge, and the user sends, via the registered first user
device, submitted user authentication data relating to an
image(s) selected, according to the image relation rule, by
the user, as a challenge response.

The invention authentication solution allows enhancing,
with respect to the aforementioned prior art solution, the
security against, in particular, a MIB type attack.

The invention authentication solution allows authenticat-
ing securely the user of the second user device and the first
user device to be used for sending required user authenti-
cation data to be recognized by the server.

Preferably, the first user device further accesses and uses
security data, like e.g., one or several cryptographic keys,
relating to the selected first image(s) and the server further
accesses and uses security data, like e.g., one or several
cryptographic keys, relating to the first reference 1mage(s).
The server thus succeeds in authenticating the user while
communicating securely the user request response from the
first user device to the server.

Thus, the first user device and the server carry out a strong
user authentication.

According to an additional aspect, the invention 1s a first
user device for authenticating a user. According to the
invention, the first user device comprises means for access-
ing at least one 1dentifier relating to the first user device and
data relating to at least one 1mage, as a first image set, to be
displayed, by or through the first user device. The first user
device 1s configured to:

display, by or through the first user device, the first image

set;

let select, by the user of the first user device, at least one

displayved first image, as at least one selected first
image, the at least one selected first image matching
with at least one 1mage visually selected within at least
one 1mage, as a second image set, displayed by or
through a second user device, according to an 1mage
relation rule known to the user and a server; and
send to the server, as a user request response, the at least
one first user device 1dentifier accompanied with data
relating to the at least one selected first image.

The first user device may be a user terminal, like e.g., a
mobile phone or an SE, or any kind of commumnicating
computing device.

According to still an additional aspect, the invention 1s a
server for authenticating a user.

According to the invention, the server comprises means
for accessing at least one user identifier associated with at
least one 1dentifier relating to a first user device and data
relating to at least one 1mage to be recerved, from or through
the first user device, as at least one {irst reference 1image. The
server 1s configured to:

be connected from a second user device;

send to the second user device at least one 1mage, as a

second 1mage set, to be displayed by or through the
second user device, and a user request to select, through
the first user device, by the user, at least one 1mage
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comprised within at least one 1mage, as a first image
set, to be displayed by or through the first user device;

receive, as a user request response, at least one {first user
device 1dentifier accompanied with data relating to at
least one selected first image;

verily, for the identified user, whether the data relating to

the at least one selected first 1image does or does not
match the data relating to the at least one first reference
image according to an image relation rule known to the
user and the server; and

succeed 1n authenticating the user 1f the data relating to

the at least one selected first image matches the data
relating to the at least one first reference 1image accord-
ing to the image relation rule.

According to still a further aspect, the mvention 1s a
system for authenticating a user.

According to the invention, the system includes a server
and a first user device and at least a second user device. The
server comprises means for accessing at least one user
identifier associated with at least one 1dentifier relating to the
first user device and data relating to at least one 1image to be
received, from or through the first user device, as at least one
first reference 1mage. The first user device comprises means
for accessing the at least one identifier relating to the first
user device and data relating to at least one 1mage, as a first
image set, to be displayed, by or through the first user
device. The second user device 1s configured to connect to
the server. The server 1s configured to send to the second
user device at least one 1mage, as a second 1mage set, to be
displayed by or through the second user device and a user
request to select, through the first user device, by the user,
at least one 1mage within the first image set to be displayed
by or through the first user device. The second user device
1s configured to display or let display the second 1mage set
and the user request. The first user device 1s configured to:

display or let display the first image set;
let select, by the user of the first user device, at least one
displayed first 1mage, as at least one selected first
image, the at least one selected first image matching
with at least one 1mage visually selected within the
displayed second image set, according to an image
relation rule known to the user and the server; and

send to the server, as a user request response, the at least
one first user device 1dentifier accompanied with data
relating to the at least one selected first image.

The server 1s configured to:

verily, for the identified user, whether the data relating to
the at least one selected first image does or does not
match the data relating to the at least one first reference
image according to the image relation rule; and

succeed 1n authenticating the user 1f the data relating to
the at least one selected first image matches the data
relating to the at least one first reference 1image accord-
ing to the image relation rule.

The system may include, at the client side, a mobile
phone, as a first user device, and a PC, as a second user
device.

BRIEF DESCRIPTION OF THE

DRAWINGS

Additional features and advantages of the mvention waill
be apparent from a detailed description of one preferred
embodiment of the mmvention, given as an indicative and
non-limitative example, in conjunction with the following
drawings:

FIG. 1 1illustrates a simplified diagram of an exemplary
embodiment of a system comprising a PC, a server and a
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6

mobile phone previously registered at the server side, the
system using the PC to launch an on-line user authentication
process and receive back a user “challenge™ based on an
image(s) to be displayed via the PC, and the phone to send
to the server data relating to the user selected 1mage(s)
among a set of 1image(s) displayed via the phone, so that the
user submits, based on an i1mage relation rule, the data
relating to a phone 1mage(s) selected from the phone dis-
played image set, to authenticate to the server, according to
the 1nvention; and

FIG. 2 represents an example of a flow of messages
exchanged between the user, the PC, the server and the
phone of the system of FIG. 1, so that the server authenti-
cates the user, thanks to a use of the PC and the phone, while
using two separate channels and the image relation rule
shared between the user and the server.

DETAILED DESCRIPTION

Herein under 1s considered an exemplary embodiment 1n
which the mvention method for authenticating a user i1s
implemented notably by a PC, as a standalone entity, and a
mobile phone, as a standalone entity, 1.e. without cooperat-
ing with another device, such as an SE.

According to another exemplary embodiment (not repre-
sented), the invention method for authenticating a user 1s
implemented by two computer devices with one or two user
terminals 1n cooperation with a respective SE. According to
such an embodiment, the SE, as the first or the second user
device for authenticating a user, 1s adapted to perform the
functions that are carried out by the PC or the phone
respectively and described herein while further providing a
secure data storage and/or processing.

The SE may be an incorporated chip, as a chip soldered,
possibly in a removable manner, like e.g., an embedded SE,
an embedded Universal Integrated Circuit Card (or eUICC)
or an integrated Umversal Integrated Circuit Card (or
1UICC), on a Printed Circuit Board (or PCB) of an SE host
device, or a chip that 1s coupled to the user terminal, as an
SE host device, and included within a Universal Serial Bus
(or USB), a smart card or any other medium (that may have
different form factors). The chip may therefore be fixed to or
removable from 1ts host device, like e.g., the PC or the
mobile phone.

The invention does not impose any constraint as to a kind
of the SE type.

Naturally, the herein below described embodiment 1s only
for exemplitying purposes and 1s not considered to reduce
the scope of the present mnvention.

FIG. 1 shows schematically a system 10 for authenticat-
ing a user 11 with a (mobile) phone 12, a PC 14 and a (web)
server 16.

For the sake of simplicity, only one phone 12, as a first
user device, and one PC 14, as a second user device, for the
user 11 has been represented.

However, the server 16 may manage several first user
devices for each registered user 11. The server 16 manages
a plurality of user accounts and corresponding associated
first user devices.

Instead of being constituted by a phone, the first user
device may be constituted by e.g., a smart phone, a PC, a
set-top box, a tablet computer, a desktop computer, a laptop
computer, a video player, an audio player, a media-player, a
game console, a netbook, a Personal Digital Assistant (or
PDA) or any other computer device connected to or includ-

ing a Man Machine Interface (or MMI).
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The user 11 desires to benefit from one or several services
supplied by or through the server 16. The services provided
by or through the server 16 may satisty Word Wide Web
Consortium (or W3C) type rules.

The user 11 1s registered, as one user account, to the server
16 by using ¢.g., a user name, as a user 11 IDentifier(s) (or
ID(s)), so as to access one or several services provided by or
through the server 16.

During the registration to the server 16, the user 11 may
identify and select one or several first user devices including
the phone 12 that are associated with the (1dentified) user 11
and to be mvolved for being authenticated by (or through)
the server 16.

The phone 12 1s thus identified and registered to the server
16 1n association with the user 11 ID(s), by using e.g., a
Mobile Station International Subscriber Directory Number
(or MSISDN), as the phone 12 number, and/or the like, as a
phone 12 ID(s), that allow(s) uniquely 1dentifying the phone
12.

The phone 12 includes one or several (micro )processor(s)
and/or (micro)controller(s) (not represented), as data pro-
cessing means, one or several memories (not represented),
as data storing means, and one or several Input/Output (or
I/0) interfaces (not represented).

The phone processor processes data originating from
and/or mtended to any internal component and data origi-
nating from and/or intended to any external device through
one or several phone I/O interfaces.

The phone memories may include one or several
EEPROMSs (acronym for “Electrically Frasable Program-
mable Read-Only Memory”), one or several ROMSs (acro-
nym for “Read Only Memory™), one or several Flash memo-
ries and/or any other memories of diflerent types, like e.g.,
one or several RAMs (acronym for “Random Access
Memory™).

The phone I/O interface(s) comprise(s) (and/or 1s con-
nected to) a display screen 122 and a keyboard 124, as a
phone MMI, so as to interact with the phone user 11.

Once registered at the server 16 side, the phone 12
(down)loads preterably a vanilla application, 1.e. an appli-
cation that 1s not personalized specifically for 1ts concerned
user, as a (client) invention (authentication) application. The
invention application includes or accesses a first set of one
or several images, as a generic first 1mage set, to be
presented via the phone 12.

Additionally, the invention application preferably
includes a secret key Ks, as a shared secret, which 1s shared
with all of the first user devices for all of the users registered
or to be registered at the server 16 side.

The phone processor executes notably, besides an Oper-
ating System (or OS), the invention application, when
launched pretferably by the user 11.

The generic first image set 1s preferably used by all of the
first user devices for all of the users registered or to be
registered at the server 16 side.

The generic first image set includes a predefined number
of 1images, like e.g., ten.

To mitialize the mvention application, the user 11 enters
a umque user ID, like e.g., a phone ID. Alternately, the
invention application retrieves automatically a phone ID(s)
from a phone memory or a memory of a device (not
represented), like e.g., an SE, connected or coupled to the
phone 12.

To personalize the mvention application, the server 16
may present, through the PC MMI, a sequence of a subset,
like e.g., four, of the generic first image set, as a generic first
image subset. The generic first image subset sequence may
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be randomly generated, by the server 16, from the generic
first 1mage set. The user 11 i1s requested, through the PC
MMI, to launch the mmvention application and select or
extract, in the same sequence than the one presented through
the PC 14, a generic first image subset. The user 11 then
launches an execution of the invention application and select
the generic first image subset in the same sequence than the
one presented through the PC 14. Based on the user 11 first
image subset selection, the mvention application generates
(or determines) preferably two session keys, namely a Ke for
encrypting data to be sent and a Km for signing data to be
sent and ensuring an integrity of the data to be sent, so as to
establish a secure communication with the server 16.

The generation of the Ke and the Km may be based on a
key derivation function with three inputs, like e.g., a user 1D,
the specific first image subset, as selected by the user 11 and
the Ks, as the secret shared with the server 16.

All of the three inputs are also known to the server 16
which also generates separately the same two session keys
Ke and Km for the concerned user 11 with the same 1nputs.
The two session keys Ke and Km are used separately at the
phone 12 and the server 16 sides to securely communicate
between the phone 12 and the server 16.

The mvention application preferably sends to the server
16 a message for binding the invention application to the
concerned user 11 account. Such a binding message includes
the user 1D, 1n plain text (i.e. not encrypted), and the phone
ID with the user ID that are both encrypted by using the Ke
and the Km. The user ID 1s e.g., at the beginning of the
binding message, so that the server 16 can use the user 1D
to also generate the two session keys Ke and Km. The
binding message 1s preferably sent, through a secure chan-
nel, like e.g., a Transport Layer Security (or TLS) type
protocol, to the server 16. The server 16 reads the user 1D
and generates the two session keys Ke and Km, based on the
user ID, the generic first image subset and the Ks, as the
secret shared with the phone 12. The server 16 decrypts the
encrypted payload, namely the phone ID with the user ID.
The server 16 then registers, 1n an associated manner, the
user 1D, the phone ID and the two session keys Ke and Km.
Once the user 11 1s registered, the server 16 sends back
preferably, while using the two session keys, a confirmation
of the user registration possibly with the two session keys Ke
and Km to be used for securely communicating between the
phone 12 and the server 16. Once the server 16 and the
phone 12 both store the same two session keys Ke and Km,
the server 16 may transmit securely to the phone 12 a
specific first image set that may have been either generated
on the fly or retrieved from a database stored 1n a memory
accessible from the server 16. The server 16 and the phone
16 then both store the same specific first image set 1n
association with the concermned user ID. The specific first
image set may be used instead of the generic first image set.
The server 16 may indicate, through the phone 12, to the
user 11 that the phone binding has been successiully com-
pleted.

The phone 12 installs and supports the invention appli-

cation that may have been personalized for the concerned
user 11.

The invention application (when executed by a phone 12
processor) allows the user 11 to select an 1mage(s) in the
(specific or generic) first image set that 1s to be presented to
the user 11 via the phone 12 according to a rule of a relation
with a corresponding 1image(s) to be visually selected among
a second set of one or several images, as a second 1mage set,
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that are to be presented to the user 11 via the PC 14 and to
send to the server 16 data relating to the user selected
image(s).

The phone 12 1s able to trigger, under user 11 control, an
execution of the mvention application.

The phone 12 1s adapted to present or let present to the
user 11, as a generic or specific first image set, the first set
of one or several images that are stored 1n a phone memory
(not represented) or a memory of a device (not represented),
such as an SE, that 1s connected or coupled to the phone 12.

A phone 12 memory (and/or a memory of another device
connected to the phone 12) stores one or several phone IDs,
such as the MSISDN, an International Mobile Equipment
Identity (or IMEI), an email address and/or other data for
identifving uniquely the phone 12, as a first user device.

A phone 12 memory (and/or a memory of another device
connected to the phone 12) stores data relating to one or
several 1images comprised within the first image set to be
presented to the user 11.

Each image may be of any type, such as a drawing(s), a
picture(s), a photo(s), an icon(s), a text(s), a number(s)
and/or some graphical information.

Each image may be associated with a set of data that
includes information, like e.g., a challenge, a transaction
identifier and/or a validity date.

The data set may be for one time use only or re-usable for
a predetermined number of times depending on a security
rule. The data set may be deleted or removed from the
memories at the first user device side, such as the phone 12,
and at the server 16 side that store the data set.

The data set may be embedded within the presented or
displayed graphical information. The mvention application
1s able to retrieve the data set by extracting one or several
data items to be found from the concerned image.

The data set may be referenced from one or several
external sources, like e.g., one or several images to be
presented or displayed and selected by the user 11 among the
first 1mage set.

The invention application 1s able to retrieve the data set by
getting the external source(s) and the corresponding asso-
ciated data items).

The retrieved data set may be used at least partly, as an
input(s), for one or several cryptographic operations, such as
a generation of a session key, such as an encryption key Ke
or a signature key Km.

The phone 12 MMI (or an MMI of another device
connected to the phone 12) 1s preferably used to display the
first 1mage set that 1s locally registered and that 1s either
generic or specific (when the mvention application 1s per-
sonalized).

The phone 12 MMI (or an MMI of another device
connected to the phone 12) may be used for presenting
information to the phone user 11, like e.g., a message for
prompting or requesting the user 11 to select or extract one
or several images that are presented or to be presented to the
user 11 by or through the phone 12, as a challenge.

The phone 12 1s arranged to get, among the presented first
image set, one or several images that are selected by the user
11.

The mnvention application plays a client role that allows to
(up)load mformation to the server 16, as a user authentica-
tion server.

The phone I/O iterface(s) includes one or several 1/O
interfaces, like e.g., an antenna 126, allowing to transmit
data, via possibly a communication network(s) (not repre-
sented), through a first (communication) channel 13 utilizing
a wire and/or wireless link, as a first link, with the server 16.
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The antenna 126 allows communicating, through a Radio-
Frequency (or RF) link(s) 13, as a wireless link(s), via a
second (communication) network(s), data to the server 16.

The RF may be fixed at several hundreds of MHz, e.g.,
around 850, 900, 1800, 1900 and/or 2100 MHz, as Long
Range (or LR) type RF.

The first link between the phone 12 and the server 16 1s
at least mono-directional, namely at least an uplink, 1.¢. from
the phone 12 to the server 16.

The first channel 13 may be secure or unsecure.

According to an essential invention feature, the phone 12
1s adapted to send, through the first channel 13, to the server
16, a retrieved (or user entered) phone ID(s) and the
retrieved data relating to the 1image(s) selected by the user
11, as a challenge response or a user request response.

The retrieved data relating to the selected image(s) may
include a hash (an identifier(s) or the like) relating to the
concerned selected 1mage(s), so as to reduce the number of
the data to be sent.

Prior to such a data sending to the server 16, the phone 12
may generate security data relating to the selected image(s),
such as a session key(s), like e.g., one or several crypto-
graphic keys, by using a corresponding generation
algorithm(s) that i1s(are) shared with the server 16. The
phone 12 stores (or lets store) the possibly generated (or
(downloaded from or through the server 16) security data
relating to the selected image(s). The phone 12 may use an
encryption key Ke, as a session key, to encrypt the user
request response prior to its sending to the server 16. The
phone 12 may use a signature key Km, as a session key, to
sign, prior to a data sending to the server 16, the (possibly
previously encrypted) user request response. The phone 12
uses the security data relating to the selected 1mage(s), such
as the Ke and/or the Km, so as to transier securely the user
request response to the server 16.

The phone 12 MMI i1s used for continuing a user authen-
tication process that has been previously launched via the
PC 14 to login (or connect) to the server 16.

The user 11 uses the PC 14 to launch a login (or
connection) to the server 16.

The PC 14 includes one or several (micro)processor(s)
and/or (micro)controller(s) (not represented), as data pro-
cessing means, one or several memories (not represented),
as data storing means, and one or several I/O terfaces (not
represented).

The PC processor processes data originating from and/or
intended to any internal component and data originating
from and/or intended to any external device through one or
several PC 1/0O interfaces.

The PC 14 supports a (web type) browser application.
The PC processor executes notably, besides an Operating,
System (or OS), the browser application.

The browser application may be, as known per se, a
Microsoit Internet Explorer (registered trademark), a
Mozilla Firefox (registered trademark) application or any
other browser application.

According to an alternative, instead of the browser appli-
cation, the clhient 1s a proprietary application, such as a
desktop application, 1.e. an application that 1s typically only
accessible by an 1ssuer (or provider) of the considered
application, that allows to exchange data with the server 16.

The browser application plays a client role that allows to
(up)load information to the server 16 to trigger a login or
connection to the server 16.

The browser application 1s also preferably used to (down)
load information, as a challenge or a user request, from the
server 16.
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The PC I/O interface(s) comprise(s) (and/or 1s connected
to) a display screen 142 and a keyboard 144, as an MMI, so
as to interact with the PC user 11.

The PC MMI may be used for launching a user authen-
tication process through the client to the server 16.

The PC I/O interface(s) includes one or several 1/O

interfaces for exchanging data, via a second communication
network (not represented), through a second (communica-
tion) channel 15 utilizing a wire or wireless link, with the

server 16.
The PC 14 1s adapted to send to the server 16, through the

second channel 15, a user ID and a request to get one or
several 1mages, as a challenge that allows the user to
authenticate.

The second link between the PC 14 and the server 16 is

bidirectional.
The second channel 15 may be secure or unsecure.

The PC I/O interface with the server 14 may use a HT'TP,

a File Transter Protocol (or FTP) and/or any other data
communication protocol(s), so as to communicate with the
server 16.

The PC 14 1s able to trigger, preferably under user 11
control, an execution of the browser application (or the like),

and access, through the browser, the server 16, to authent-
cate the user 11.

The PC 14 1s able to send, from the user 11, through the
PC MMI or an MMI connected or coupled to the PC 14 and
the browser (or the like), via the second channel 135, to the
server 16 a user ID, like e.g., a user name and/or a mobile
phone number.

According to an essential invention feature, the PC 14 1s
arranged to recerve, from the server 16, as a second 1mage

set, a set ol one or several 1mages to be presented by or
through the PC 14.

The PC 14 MMI (or an MMI of another device connected
or coupled to the PC 14) 1s preferably used for displaying the
second 1mage set received from the server 16.

The PC 14 may be arranged to receive, from the server 16,
besides the second 1mage set, a user request to select,
through the phone 12, one or several images within the first
image set to be displayed by or through the phone 12.

The user request to select, through the phone 12, one or
several images within the first image set to be displayed by
or through the phone 12 may be implicit, 1.e. not presented

by or through the PC 14, or explicit, 1.e. presented by or
through the PC 14.

The PC 14 MMI (or an MMI of another device connected
or coupled to the PC 14) may be used for displaying
information to the PC user 11, like e.g., a message for
prompting or requesting the user 11 to select or extract one
or several images that are presented or to be presented to the
user 11 by or through the phone 12, as a challenge.

The server 16 1s connected to the PC 14 over the second
channel 13.

The server 16 1s remote and accessible through one, two
or more communication networks, such as an Intranet net-
work and/or an Internet network, that allow to define or form
the second channel 15.

The server 16 1s also accessible through a mobile radio-
communication network(s) or the like allowing to define or
form the first channel 13.

The second channel 15 1s separate or distinct from the first
channel 13.

The second channel 15 may be secure or unsecure.

According to an alternative embodiment (not repre-
sented), the server 16 1s local. For example, the server 16 1s
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embedded within a device, such as the PC 14 or an SE that
1s connected or coupled to the PC 14.

The server 16 may be operated or managed by a Mobile
Network Operator (or MNQO), a Mobile Virtual Network
Operator (or MVNO), a banking Operator, a wire commu-
nication network operator, a service Operator (or adminis-
trator) or on behall of a service Operator, as a service
provider.

The server 16 comprises several I/O interfaces (not rep-
resented) for communicating with external devices, such as
two user devices 12 and 14, for each concerned user 11, and
one or several (micro)processors (not represented), as data
processing means, which are internally linked together.

The server 16 comprises (and/or 1s connected to) one or
several memories 162, as a server memory.

The server memory 162 stores preferably, besides an OS,
an 1mvention (user) authentication application accessible
from the server 16 processor.

The server memory 162 stores a database.
The database includes a set of user accounts.

Each user account includes one or several user identifiers,
such as a user name, associated with one or several first user
device identifiers, and data relating to one or several first
reference 1images to be received from or through a concerned
identified first user device.

Additionally, each user account includes, 1n association
with the i1dentified user, a rule of relation of an 1mage(s) to
be visually selected from a set of one or several 1images, as
a second 1mage set, to be (down)loaded from (or through)
the server 16 to a second user device, once the second user
device has launched a login (or connection) to the server 16,
and an 1mage(s) to be selected from a set of one or several
images, as a lirst image set, to be presented or displayed via
a registered first user device.

Such an 1image relation rule 1s presented to the user 11 by
or through the second user device, or 1s shared, as a secret,
¢.g. through a mail or the like, with the user 11.

The server 16 may be configured to generate the image
relation rule to be known by the server 16 and the concerned
(1dentified) user 11.

The mmage(s) to be visually selected from the second
image set 1s referred as a second reference 1mage(s).

The server 16 1s configured to generate on-the-fly, 1.e.
when a second user device launches a login (or connection)
session with the server 16, one or several second reference
images that do(es) not match with any of the registered first
reference 1mage(s).

Alternately or additionally, instead of generating one or
several second reference images that do not match with any
of the first reference 1image(s), the server 16 1s arranged to
retrieve, from a memory included within or connected (or
coupled) to the server 16, one or several second reference
images that do(es) not match with any of the registered first
reference 1mage(s).

The image relation rule may be an 1dentity of the second
reference 1mage(s) and the first reference 1mage(s), as the
image(s) to be selected by the user 11 from the first 1image
set, or a particular association between the second and the
first reference 1mage(s).

The particular association between the second and the first
reference 1image(s) may include the first reference 1image(s)
is(are) distinct from and complementary to the second
reference 1mage(s), so as to form, when the first reference
image(s) and the second reference image(s) 1s(are) put
together, a corresponding complete predetermined figure.
For example, a right part of a heart, as the second reference

image, and a left part of the heart, as the associated first
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reference 1mage, the left and right parts of the heart form
when put together a corresponding complete heart.

Alternately, the particular association between the second
and the first reference 1mage(s) may include the first refer-
ence 1mage(s) 1s(are) distinct from and complementary to
the second reference 1image(s), so as to form, when the first
and the second reference 1image(s) are associated with each
other, a corresponding predetermined family. For example,
a first animal, as the second reference image, and a second
amimal, as the associated first reference image, the first
animal and the second amimal form when associated a
corresponding animal family.

Such a given image relation rule association list 1s not
exhaustive. Other 1mage relation rule may be given while
having one or several points or particularities 1n common.

The server 16 may be adapted to send or receive the image
relation rule to or from a registered first user device respec-
tively. The registered first user device receiving or 1ssuing,
the 1image relation rule may be either the one used for
authenticating the user during a registration or a first user
device binding process or after the registration or first user
device binding process, or a diflerent first user device.

The server 16 1s arranged to receive, through a channel 15,
from or through the PC 14, as a client, a user 1D(s), so as to
identily the concerned (registered) user 11 during a thus
launched login (or connection) session.

The server 16 1s adapted to send, through the channel 15,
to the PC 14 one or several images, as a second image set,
to be presented or displayed by or through the PC 14. The
second 1mage set includes one or several second reference
images that are registered at the server 16 side according to
the 1mage relation rule.

The second 1mage set, as a challenge generated for a user
authentication session, may be distinct from a subsequent
second 1mage set for the same user. In such a case, the
second 1mage set 1s valid only for a given session.

The server 16 1s preferably adapted to send, through the
channel 135, to the PC 14, as a challenge, a user request to
select, through a (registered) first user device, by the user 11,
one or several 1mages, as a first image set, to be presented
or displayed by or through the first user device.

According to an essential invention feature, the server 16
1s further arranged to receive, through an out-of-band chan-
nel 13, as a challenge or user request response, one or
several 1dentifiers relating to a first user device along with
data relating to one or several selected first images.

Such a user request response reception allows continuing,
for the identified user, the login (or connection) session
launched previously by the second user device.

The use of the out-of-band channel 13 prevents a MiB
from 1ntercepting both the challenge and the challenge
response data and data minming for the image relation rule, as
the secret shared between the user 11 and the server 16.

Prior to such a user request response reception from the
phone 12, the server 16 may generate security data relating
to the first reference 1mage(s), such as one or several
cryptographic keys, by using a corresponding generation
algorithm(s) that may have been shared with the concerned
first user device. The server 16 stores (or lets store) the
possibly generated security data relating to the first reference
image(s).

The server 16 may use a decryption key Ke, as a session
key, to decrypt an encrypted user request response recerved
from or through the concerned first user device. The server
16 may use a signature verification key Km (or a corre-
sponding public key), as another session key, to verily a
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signature relating to the user request response that 1s
received from or through the concerned first user device.

The server 16 uses the security data relating to the first
reference 1mage(s), so as to receive securely the user request
response from the concerned first user device.

The server 16 1s adapted to veritly, for the identified user,
whether the data relating to the selected first image(s) does
or does not match the data relating to the first reference
image(s) according to the image relation rule.

The server 16 1s configured to succeed 1n authenticating
the user 11 11 the data relating to the selected first image(s)
matches the data relating to the first reference 1mage(s)
according to the image relation rule.

The server 16 1s configured to fail to authenticate the user
11 if the data relating to the selected first image(s) does not
match the data relating to the first reference 1image(s) accord-
ing to the image relation rule.

FIG. 2 depicts an example of a message tlow 20 that
involves the user 11, the phone 12, the PC 14 and the server
16, so that the server 16 authenticates the user 11 based on
an 1mage relation rule (namely a rule between a first image
to be selected, by the user 11 of the phone 12, among a first
image set displayed through the phone 12 and a second
image to be visually selected, by the user 11 of the PC 14,
among a second 1mage set displayed through the PC 14).

It 1s assumed that the 1image relation rule 1s known to the
user 11.

It 1s further assumed that the server 16 has previously
registered (not represented) the user 11 ID 1n association
with the phone 12 number, as a phone ID, a first reference
image 1dentifier (a first 1image hash or the like), as data
relating to a first reference 1mage to be received from the
phone 12, and the 1mage relation rule.

The first reference 1image 1s e.g. a picture of a particular
star singer. The user 11 appreciates particularly the consid-
ered star singer. The associated second reference image 1s
¢.g. a picture of an anonym singer, according to the image
relation rule which 1s related to the star singer of whom the
user 11 is fond of, as the considered art.

The phone 12 thus constitutes a reference first user
(communication) device to be locally present within the user
environment including the PC 14, as another user device, so
as to authenticate the user 11.

It 1s further assumed that the phone 12 accesses the phone
12 number, one or several images, as a first image set, to be
displayed by the phone 12 and the first reference image
identifier, as data relating to the first reference 1image, so as
to be successiully authenticated.

The user 11 launches 22 an execution of a client supported
by the PC 14 and enters a user 1D, so that the user 11 logs
in {irstly to the server 16.

Alternatively, instead of the user 11, the client 1s auto-
matically launched while entering automatically a user 1D
(1.e. without any mvolvement of the user 11).

The PC 14, and more exactly the client, connects to a
login portal of the server 16. To do such a connection, the PC
14 transmits to the server 16, through a client channel using
¢.g., an HT'TP type protocol, as a first channel, one or several
messages 24 that include the user ID and mmplicitly or
explicitly a request to get an 1mage set, as a second 1mage
set.

The server 16 1dentifies 26 the user 11 based on the user
ID.

The server 16 may generate at least partly or access (not
represented) a second 1mage set that includes one or several
images to be displayed by the PC 14.
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The second 1image set includes a second reference 1mage
that satisfies the 1mage relation rule with the first reference
image to be receirved by the server 16 from the phone 12.

The server 16 gets (not represented) the second 1mage set.

The server 16 sends to the PC 14 one or several messages
28 including the second 1image set to be displayed by the PC
14 and implicitly or explicitly a user request to select,
through the phone 12, by the user 11, one 1mage comprised
within a first image set to be displayed by the phone 12.

The PC 14 displays 210 either sequentially or all of the
images at once of the second image set. The second image
set includes the second reference 1mage and possibly one or
several 1images which are not associated, according to the
image relation rule, with the first reference 1mage.

The PC 14 may display the user request, such as “Please
select one 1mage of the first image set using your image
relation rule”, to select, through the phone 12, by the user 11,
one 1mage among the image(s) to be displayed by the phone
12 and comprised 1n the first image set.

The user 11 sees the PC display screen 142 and the thus
displayed second 1mage set.

The user 11 selects (not represented) visually the image
(1.e. without selecting the concerned 1mage by e.g., clicking
on a corresponding displayed image on the PC display
screen 142) which she or he knows to be, according to the
image relation rule, the second reference image that matches
with, 1.e. corresponds or coincides with, the first reference
1mage.

The user 11 launches 212 an execution of the mmvention
application supported by the phone 12.

The phone 12 gets (not represented) the first image set that
1s locally registered.

The phone 12 displays 214 either sequentially or all of the
images at once of the second 1mage set. The second image
set includes the second reference image and possibly one or
several 1mages which are not associated, according to the
image relation rule, with the first reference 1mage.

The user 11 selects 216 an 1mage by e.g., clicking on a
corresponding displayed image on the phone display screen
122, as the selected image.

The phone 12 gets 218 data relating to the selected image
that shall be the first reference 1mage identifier, as the data
relating to the first reference image that 1s registered at the
server 16 side, to authenticate successtully the user 11.

Optionally, the phone 12 generates 220 (detailed infor-
mation of an example generation algorithm 1s given infra) an
encryption key Ke and/or a signature key Km, as one or two
cryptographic keys, as security data relating to the selected
first 1mage.

The phone 12 may use (not represented) the stored
(previously generated by the phone 12) security data relating
to the selected first image, so that the phone 12 sends
securely the user request response to the server 16. The
phone 12 thus encrypts, by using the Ke, the first image
identifier, as the data relating to the selected first image,
and/or signs, by using the Km, the first image identifier, as
the data relating to the selected first image.

The phone 12 sends, through e.g., a Short Message
Service (or SMS), Multimedia Messaging Service (or
MMS), Transmission Control Protocol/Internet Protocol (or
TCP/IP), or HI'TP type channel, as an out-of band channel,
one or several messages 222 that include the user ID and the
first image 1dentifier, as the data relating to the selected first
image, that may be previously encrypted and/or signed.

The server 16 1dentifies 224, based on the user ID that 1s
received 1n plain text, the concerned user 11 and her or his
account.
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Optionally, the server 16 generates 226 an encryption key
Ke and/or a signature key Km, as one or two cryptographic
keys, as security data relating to the first reference 1image.
For example, the Ke and/or the Km 1s(are) generated 1den-
tically and separately at the phone 12 and server 16 sides as
follows:

Dennived Key=PBKDF2 (PRF, SeclectedlmageData,
UserlD, IterationCount, KeyLength) in which:
PBKDEF?2 1s the Password-Based Key Derivation Func-

tion 2, as described in Public Key Cryptography
Standards (or PKCS) #5 and Request For Comments
(or RFC) 2898;

PRF 1s a Pseudo-Random Function of two parameters,
a key and a message. For example, PRF 1s Hash
Message Authentication Code (or HMAC)—Secure
Hash Algorithm 1 (or SHA) 1;

SelectedlmageData acts as a master password from
which a key 1s dertved. The master password 1is
entered or submitted by the user 11 1n the form of a
selected 1mage(s). For a registration flow, 1t 1s a
sequence of e.g. 4 images selected from a set of e.g.
10 images (in the right order). For an authentication
flow, 1t 1s the single 1mage selected from e.g. the 6
available on the phone 12. In both cases, the server
16 1s able to perform the same 1mage “selection”
since the server 16 knows which image(s) the user 11
should have selected. Each image 1s associated with
data, mn which the data length 1s configurable. For
example, the data length 1s 32 bytes (1.e. 256 bits)
(which 1s far more than data length of a character in
a typical alpha-numeric Personal Identification
Number (or PIN) a data length of which 1s 1 byte).
Such an 1mage data length increases the entropy of
the possible dernived keys;

UserlD may act as the salft;

[terationCount 1s the number of desired iterations; and

KeyLength 1s the length of the derived key. The key
length may be set to twice the session key length.
The output key material may then be divided into
two keys: Ke and Km MAC (Message Authentica-
tion Code). For example, when the derived key 1s
split, the KeyLength 1s 512 bits when using the AES
256 symmetric encryption algorithm.

The server 16 may use (not represented) the previously
generated (by the server 16) security data relating to the first
reference 1mage. The server 16 thus decrypts, by using the
Ke (or a corresponding key), the first reference image
identifier, as the data relating to the first reference 1mage,
and/or verifies, by using the Km (or a corresponding key),
the signed first image identifier, as the data relating to the
selected first 1mage.

The server 16 verifies 228 (after a possible recerved data
decryption and/or a possible verification of the recerved data
signature) whether the first 1image identifier, as the data
relating to the selected first image, does or does not match
the first reference 1image 1dentifier, as the data relating to the
first reference 1mage, according to the image relation rule.

In the athrmative, 1.e. 1f the data relating to the selected
first 1mage matches the data relating to the first reference
image, according to the image relation rule, the server 16
succeeds 1n authenticating the user 11 and grants user access
to a service(s) managed by or through the server 16.

In the negative, if the data relating to the selected first
image does not match the data relating to the first reference
image, according to the image relation rule, the server 16
tails to authenticate the user 11 and denies user access to the
service(s) managed by or through the server 16.
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The server 16 generates 230 a corresponding authentica-
tion result, such as user authentication success or user
authentication failure.
The server 16 sends 232 preferably to the PC 14, through
the original channel, a message 232 that includes a request
to present or display the authentication result. Then, the PC
14 presents or displays (or lets display) the authentication
result (not represented), such as “User authentication fail-
ure” or “User authentication success”.
Additionally or alternately and still optionally, the server
16 sends to the phone 12, through the out-of band channel,
a message (not represented) that includes a request to
present or display the authentication result. Then, the phone
12 presents or displays (or lets display) the authentication
result (not represented), such as “User authentication fail-
ure” or “User authentication success”.
The mnvention authentication solution 1s visual, simple,
intuitive and practical for the user.
The mvention authentication solution allows 1mproving
the spam prevention (e.g. 1n the context of GSMA Mobile
connect) since the first user device mnitiates a sending of the
user request response to the server. The mvention authenti-
cation solution also provides an alternative flow from a
general out-of-band tlow. Instead of the server 16 sending a
push type message to the phone 12, according to the
invention authentication tflow, the phone 12 mitiates prefer-
ably a connection and sends a message 222, such as an SMS,
to the server 16.
The invention authentication solution may offer a strong,
cryptographically secure 2FA for online access to the server.
Only the user 11 who uses the phone 12 that 1s previously
registered at the server 16 side and present at the user 11
location 1 which the PC 14 1s also present and who knows
the 1mage relation rule 1s able to be successtully authenti-
cated to the server 16.
The mvention solution allows carrying out a secure user
authentication based on a local presence of the registered
first user device that allows sending, through an out-of-band
channel, the user request response which the user 11 infers
from her or his knowledge of the image relation rule.
The embodiment that has just been described i1s not
intended to limit the scope of the concerned invention. Other
embodiments may be given. As another embodiment,
instead of using a single first reference 1mage, two or more
first reference 1mages are used. As another embodiment,
instead of using a Long Range RF technology for the
out-of-band channel, the first user device may communicate
through any Short Range RF technology(ies), like e.g., a
Wi-F1, Bluetooth, a Near Field Communication or a Blu-
ctooth Low Energy type technology(ies).
The 1nvention claimed 1s:
1. A method for authenticating a user, wherein, a server
accessing at least one user 1dentifier associated with at least
one 1dentifier relating to a first user device and data relating
to at least one 1image to be recerved, from the first user device
via a first communication channel, as a first reference image,
the first user device accessing the at least one identifier
relating to the first user device and data relating to a plurality
of first 1mages, as a first image set, to be displayed, by or
through the first user device, the method comprising;
connecting, from a second user device, to the server, via
a second communication channel;

sending, from the server to the second user device, (1) a
plurality of images, as a second 1image set, (11) an 1mage
relation rule, and (111) a user request;

displaying, by the second user device, (1) the second

image set, from which the user visually selects at least
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one second 1image from the plurality of images, (11) the
image relation rule, which defines an association
between the at least one second 1mage and the reference
first image, and (111) the user request, which prompts the
user to launch an authentication application installed on
the second user device:

launching, by the first user device, the authentication

application;

displaying, by the first user device, via the authentication

application, the first image set including the plurality of
first 1mages;
selecting, by the user of the first user device, from the
plurality of first images within the first 1mage set
displayed by the first user device, at least one displayed
first 1mage, as at least one selected first image, wherein
the at least one selected first image 1s visually different
from the at least one second image that was visually
selected from the second image set displayed on the
second user device, but 1s related to the at least one
second 1mage 1n a manner defined by the 1image relation
rule known to the user and the server;
sending, from the first user device to the server, via the
first communication channel, as a user request
response, the at least one 1dentifier relating to the first
user device accompanied with data relating to the at
least one selected first 1mage;
identifying, by the server, based on the at least one
identifier relating to the first user device, the user;

veritying, by the server, for the i1dentified user, whether
the data relating to the at least one selected first image
does or does not match the data relating to the first
reference 1mage; and

succeeding, by the server, in authenticating the user only

if the data relating to the at least one selected first image
matches the data relating to the first reference 1mage.

2. Method according to claim 1, wherein, the first user
device further accessing security data relating to the at least
one selected first image, the server further accessing security
data relating to the first reference 1mage, the first user device
uses the security data relating to the at least one selected first
image and the server uses the security data relating to the
first reference 1mage, so that the first user device sends
securely the user request response to the server.

3. Method according to claim 2, wherein the server
generates the security data relating to the first reference
image.

4. Method according to claim 1, wherein, the first user
device further accessing, 1n association with the at least one
user 1dentifier, at least one secret shared with the server and
data relating to the at least one selected first 1mage, to
generate at least one session key, the first user device uses,
prior to a sending to the server of the user request response,
the at least one session key to encrypt 1n part or sign the user

request response and, the server further accessing, i asso-
ciation with the at least one user 1dentifier, the shared secret
and data relating to the first reference 1mage, to generate the
at least one session key, the server uses, after a user request
response reception, the at least one session key or at least
one corresponding session key to decrypt in part the user
request response or verily a recerved signature relating to the
user request response.

5. Method according to claim 4, wherein the at least one
session key includes a first key to be used by the first user
device to encrypt the user request response and a second key
to be used by the first user device to sign the user request
response.
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6. Method according to claim 1, wherein, according to a
first image relation rule known to the user and the server, the
at least one selected first image 1s distinct from and comple-
mentary to the at least one second 1mage visually selected
within the displayed second image set, so as to form, when
the at least one selected first image and the at least one
selected second 1mage are put together, a complete prede-
termined 1mage, which 1s defined by the image relation rule.

7. Method according to claim 1, wherein the association
between the at least one selected first image and the at least
one second mmage visually selected within the displayed
second 1mage set includes one element of a group 1ncluding:

the at least one selected first 1mage 1s distinct from and

complementary to the at least one second 1mage visu-
ally selected within the displayed second 1mage set, so
as to form, when the at least one selected first 1mage
and the at least one selected second 1mage are put
together, a corresponding complete predetermined
image; and

the at least one selected first image 1s distinct from and

complementary to the at least one second 1mage visu-
ally selected within the displayed second image set, so
as to form, when the at least one selected first image
and the at least one selected second 1mage are associ-
ated with each other, a corresponding predetermined
family.

8. A server for authenticating a user, the server compris-
ng:

a Processor;

means for accessing at least one user 1dentifier associated

with at least one 1dentifier relating to a first user device

and data relating to at least one 1mage to be received,

from the first user device via a first communication

channel, as a first reference 1image, the server processor

1s configured to:

be connected from a second user device, via a second
communication channel;

send, to the second user device, (1) a plurality of
images, as a second 1mage set, (11) an 1mage relation
rule, which defines an association between at least
one second 1mage from the plurality of images and
the reference first 1image, and (111) a user request,
which prompts the user to launch an authentication
application installed on the second user device;

receive, from the first user device, via the first com-
munication channel, as a user request response, at
least one first user device identifier accompanied
with data relating to at least one selected first image
that 1s visually different from the at least one second
image from the plurality of images, but 1s related to

the at least one second 1mage 1n a manner defined by
the 1mage relation rule;

identify, based on the at least one identifier relating to
the first user device, the user;

verily, for the identified user, whether the data relating
to the at least one selected first image does or does
not match the data relating to the first reference
image; and

succeed 1 authenticating the user only 1f the data
relating to the at least one selected first image
matches the data relating to the first reference 1image.

9. A system for authenticating a user, the system com-
prising:
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a server, the server including a processor,
a first user device, the first user device including a
processor, and
at least a second user device, wherein
the server comprises means for accessing at least one
user 1dentifier associated with at least one 1dentifier
relating to the first user device and data relating to at
least one 1mage to be received, from the first user
device via a first communication channel, as a first
reference 1mage,
the first user device comprises means for accessing the
at least one 1dentifier relating to the first user device
and data relating to a plurality of first images, as a
first 1mage set, to be displayed, by the first user
device;
the second user device 1s configured to connect to the
server via a second communication channel;
the server processor 1s configured to send, to the second
user device, (1) a plurality of images, as a second
1mage set, (1) an 1image relation rule, and (111) a user
request;
the second user device 1s configured to display (1) the
second 1mage set, from which the user visually
selects at least one second 1mage from the plurality
of 1mages, (11) the 1image relation rule, which defines

an association between the at least one second 1image

and the reference first image, and (111) the user

request, which prompts the user to launch an authen-

tication application installed on the second user

device;

the first user device processor 1s configured to:

launch the authentication application;

display, via the authentication application, the first
image set icluding the plurality of first images;

enable selection, by the user of the first user device,
at least one displayed first image, as at least one
selected first 1mage, from the plurality of first
images within the first image set displayed by the
first user device, wherein the at least one selected
first 1image 1s visually different from the at least
one second 1mage that was visually selected from
the second 1mage set displayed on the second user
device, but 1s related to the at least one second
image 1n a manner defined by the image relation
rule known to the user and the server;

send to the server, via the first communication chan-
nel, as a user request response, the at least one first
user device 1identifier accompanied with data relat-
ing to the at least one selected first 1image;

the server processor 1s configured to:

identily, based on the at least one identifier relating
to the first user device, the user;

verily, for the 1dentified user, whether the data relat-
ing to the at least one selected first image does or
does not match the data relating to the first refer-
ence 1mage; and

succeed 1n authenticating the user only 11 the data
relating to the at least one selected first 1image
matches the data relating to the first reference
image.
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