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SENTRY FOR INFORMATION
TECHNOLOGY SYSTEM BLUEPRINTS

BACKGROUND

When building an information technology (IT) system,
¢.g., a computing system that includes one or more net-
worked or inter-connected computing systems, a computer
aided design (CAD) tool 1s often used to develop a blueprint.
The blueprint specifies the architecture of the IT system and
the various physical assets that are to be used 1n implement-
ing the I'T system. For a vaniety of reasons, there are often
differences between the blueprint of the IT system and the
physical assets that are ultimately used to implement the IT
system. In some cases, for example, the personnel respon-
sible for implementing a particular physical asset may
choose a different implementation than i1s specified 1n the
blueprint. In other cases, the blueprint changes, but the
changes are not provided to the personnel implementing the
underlying physical assets aflected by the change. In still
other cases, the personnel implementing the IT system
enhance and/or modily the IT system during its lifecycle
without updating the blueprint. In each of the aforemen-
tioned scenarios, the blueprint becomes inaccurate and
largely obsolete. The value and usefulness of the blueprint 1s
significantly diminished.

BRIEF SUMMARY

A method includes determining, using a processor, a
component referenced by a blueprint defining an 1nforma-
tion technology (IT) system, determining a component tool
used to manage the component, and registering the compo-
nent with a sensor within the component tool. Responsive to
the sensor detecting a change in status of the component
within the component tool, a notification 1s sent.

A method includes recerving a user input requesting
verification of a blueprint defining an IT system. The method
also 1ncludes, responsive to the user input, determining,
using a processor, a component referenced by the blueprint
and sending an inquiry for the component to a component
tool used to manage the component. The method further
includes receiving status information for the component
from the component tool and displaying an indication of the
status mnformation for the component.

A system includes a processor programmed to initiate
executable operations. The executable operations include
determining a component referenced by a blueprint defining
an I'T system, determining a component tool used to manage
the component, and registering the component with a sensor
within the component tool. Responsive to the sensor detect-
ing a change 1n status of the component within the compo-
nent tool, a notification 1s sent.

A computer program product includes a computer read-
able storage medium having program code stored thereon.
The program code 1s executable by a processor to perform
a method. The method includes determining, using the
processor, a component referenced by a blueprint defiming
an I'T system, determining, using the processor, a component
tool used to manage the component, and registering, using,
the processor, the component with a sensor within the
component tool. Responsive to the sensor detecting a change
in status of the component within the component tool, a
notification 1s sent.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an example of a
blueprint management system.
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FIG. 2 1s a block diagram 1llustrating an example of a data
processing system for blueprint lifecycle management.

FIG. 3 1s a tlow chart 1llustrating an example of a method
of maintaining a blueprint for an information technology
(IT) system.

FIG. 4 1s a flow chart illustrating another example of a
method of maintaining a blueprint for an IT system.

FIG. § 1s a flow chart illustrating another example of a
method of maintaining a blueprint for an IT system.

FIG. 6 1s a flow chart illustrating another example of a
method of maintaining a blueprint for an IT system.

DETAILED DESCRIPTION

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an enftirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combimng software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer-readable medium(s) having com-
puter-readable program code embodied, e.g., stored,
thereon.

Any combination of one or more computer-readable
medium(s) may be utilized. The computer-readable medium
may be a computer-readable signal medium or a computer-
readable storage medium. The phrase “computer-readable
storage medium”™ means a non-transitory storage medium. A
computer-readable storage medium may be, for example,
but not limited to, an electronic, magnetic, optical, electro-
magnetic, inirared, or semiconductor system, apparatus, or
device, or any suitable combination of the foregoing. More
specific examples (a non-exhaustive list) of the computer-
readable storage medium would i1nclude the following: an
clectrical connection having one or more wires, a portable
computer diskette, a hard disk drive (HDD), a solid state
drive (SSD), a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), a
digital versatile disc (DVD), an optical storage device, a
magnetic storage device, or any suitable combination of the
foregoing. In the context of this document, a computer-
readable storage medium may be any tangible medium that
can contain, or store a program for use by or 1n connection
with an 1nstruction execution system, apparatus, or device.

A computer-readable signal medium may include a propa-
gated data signal with computer-readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer-readable signal medium may be any computer-
readable medium that 1s not a computer-readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer-readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber, cable,
RF, etc., or any suitable combination of the foregoing.
Computer program code for carrying out operations for
aspects of the present mvention may be written 1n any
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combination of one or more programming languages,
including an object oriented programming language such as
Java™, Smalltalk, C++ or the like and conventional proce-
dural programming languages, such as the “C” program-
ming language or similar programming languages. The
program code may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer, or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
arca network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer, other programmable data pro-
cessing apparatus, or other devices create means for imple-
menting the functions/acts specified 1n the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored
in a computer-readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function 1n a particular manner, such that the
instructions stored in the computer-readable medium pro-
duce an article of manufacture including istructions which
implement the function/act specified 1n the tflowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series ol operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer 1imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

For purposes of simplicity and clanty of illustration,
clements shown in the figures have not necessarily been
drawn to scale. For example, the dimensions of some of the
clements may be exaggerated relative to other elements for
clarity. Further, where considered appropriate, reference
numbers are repeated among the figures to indicate corre-
sponding, analogous, or like features.

One or more embodiments relate to managing a blueprint
for an information technology (IT) system. In accordance
with the inventive arrangements disclosed within this speci-
fication, a blueprint for an IT system i1s maintaimned to
accurately reflect the actual implementation of the IT system
and changes over time. The blueprint 1s maintained by
utilizing a blueprint lifecycle management tool 1n combina-
tion with one or more sensors. The sensors are deployed to
various other tools used to maintain individual components
of the IT system. Sensors also can be deployed to a node of
an I'T system. As changes occur to the components of the IT
system as maintained within the tools or as executed and/or
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utilized within an operational node of the IT system, the
sensors report the changes to the blueprint lifecycle man-
agement tool. Accordingly, a user 1s informed of changes to
components of the IT system when using the blueprint
lifecycle management tool or another tool 1n communication
with the blueprint lifecycle management tool. Further
aspects are described below with reference to the figures.

FIG. 1 1s a block diagram illustrating an example of a
blueprint management system 100. Blueprint management
system 100 includes a blueprint design tool 105, a blueprint
lifecycle management tool 110, one or more component
tools 115-130, and an I'T system 135. The various elements
illustrated, e.g., blueprint design tool 105, blueprint lifecycle
management tool 110, component tools 115-130, and IT
system 135 operate and communicate using a network 125.
Network 1235 can be implemented as, or include, any of a
variety of diflerent networks such as a WAN, a LAN, a
wireless network, a mobile network, a Virtual Private Net-
work (VPN), the Internet, or the like.

Blueprint design tool 105 1s implemented as a data
processing system executing suitable operational software.
Under user control, blueprint design tool 105 1s used to
create blueprints for an IT system. Blueprint design tool 1035
includes, 1.e., executes, a sentry exploiter 140. Sentry
exploiter 140 1s configured to interact with blueprint life-
cycle management tool 110 and, more particularly, with
sentry 145 executing therein.

A “blueprint” for an I'T system 1s a diagram that represents
and defines an IT system such as IT system 135. The
blueprint defines the architecture of the IT system. The
blueprint specifies the particular components that, taken
collectively, form the IT system. Examples of components
include the physical assets of the IT system, e.g., servers,
networking equipment, storage devices, etc. The blueprint
turther can specity configuration details, e.g., through anno-
tation of the diagram, relating to the components such as
operating system type, version, application soltware execut-
ing therein, as well as interconnectivity with other compo-
nents of the blueprint for the IT system. An “IT system”
means a group of interconnected or networked computing
nodes. A “node” 1s a physical computing system, data
processing system, or other machine that 1s a part of the IT
system. The IT system can include one or more diflerent and
interconnected tiers such as an application tier, a database
tier, etc., where each tier include one or more nodes.

In one aspect, a component referenced 1n a blueprint can
include a link or address for the component. The link can be
executed or followed to determine whether the link, and as
such, the component associated with the link, in the blue-
print 1s still valid and accurate. An invalid link for a
component of the blueprint indicates that the component 1s
no longer used 1n the IT system and the blueprint is out of
date.

Blueprint lifecycle management tool 110 1s implemented
as a data processing system executing suitable operational
software. Blueprint lifecycle management tool 110 1s con-
figured to provide functions for managing blueprints for IT
systems. Using blueprint lifecycle management tool 110,
users can check blueprints in for lifecycle management,
check blueprints out for editing, version blueprints, create
development tasks for blueprints, indicate progress on
development tasks for blueprints, etc. Sentry 145, as noted,
communicates with sentry exploiter 140 and one or more of
sensors 150-165.

Sensors 150-165 execute within component tools 1135-
130, respectively. Each of component tools 115-130 1s
implemented as a data processing system executing suitable
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operational software for managing components of a particu-
lar type used to implement I'T systems. In one aspect, each
of component tools 115-130 belongs to one of two different
classes or categories. The first class of component tool
includes operational tools. The second class of component
tool 1includes implementation runtimes and/or metadata
repositories. As such, component tools 115-130 are 1mple-
mented as either a tool of the first class or a tool of the
second class as described 1n further detail below.

Referring to the first class of component tool, an opera-
tional tool performs functions such as maintaiming informa-
tion relating to hardware assets including, but not limited to,
network devices, storage devices, servers, and the like.
Exemplary information stored by an operational tool
includes, but 1s not limited to, the number of central pro-
cessing units (CPUs) for a particular device (physical asset
or component), memory size for a particular device, or the
like. An operational tool further can store data relating to
installed software on a component such as an operating
system, J2EE applications, services, and the like along with
corresponding versions, patch levels, maintenance windows,
backup windows, etc. Examples of operational tools include,
but are not limited to, a network tool configured to manage
networking device infrastructure of an IT system, a system
tool configured to manage the lifecycle of an IT system,
and/or a services tool configured to store information about
deployed services within an IT system. In some cases, a
service tool 1s referred to as a “service registry.”

Exemplary tools belonging to the second class of com-
ponent tool include, but are not limited to, Extract, Trans-
form, and Load (ETL) tools, data design tools, and/or
reporting tools. An ETL tool refers to the runtime environ-
ment for one or more ETL jobs. A data design tool refers to
a tool that creates and maintains data models, whether
logical or physical. In one embodiment, one or more data
models can be checked 1nto and/or out of blueprint lifecycle
management tool 110. Furthermore, data models are
deployed into various other operational systems (e.g., com-
ponent tools) such as Master Data Management (MDM)
systems, Data warehouse (DW) systems, and/or ETL tools.
A reporting tool refers to a tool configured to design and
provide runtime functions for business intelligence reports.

Sensors 150-165 are configured to respond to requests for
information from sentry 145 and/or sentry exploiter 140. For
example, sensors 150-165 respond to inquiries from sentry
exploiter 140 and/or sentry 1435 as part of an active valida-
tion process for a blueprint. Sensors 150-165 also are
configured to report information such as changes 1n any of
the configuration details of a particular component, whether
a device or soltware, that 1s used within, or referenced by, a
blueprint for an IT system as described within this specifi-
cation. More particularly, each of sensors 150-1635 15 con-
figured to report status changes for 1items managed by the
particular component tool in which the sensor 1s operating to
cither sentry 145 and/or sentry exploiter 140. Reporting
changes 1n status for the particular tool 1n which a sensor
executes 1s part of a passive validation process for a blue-
print.

In another example, a sensor can be implemented as a
standalone application within a node of the IT system while
in operation as part of the IT system, as opposed to being
implemented within a component tool used to manage one
or more components ol the IT system. The sensor can
function substantially the same as described. The installation
mechanism of a sensor implemented as a standalone appli-
cation, however, would differ from that of a sensor 1mple-
mented within, or as part of, a component tool. As such, one
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or more sensors can be implemented as a standalone appli-
cation within a node. It should be appreciated, however, that
sensors can be implemented entirely as standalone applica-
tions within nodes of the IT system, entirely within com-
ponent tools, or as a combination of the two varieties of
SEeNsors.

For purposes of 1llustration, reference to blueprint design
tool 105 also refers to operation of sentry exploiter 140
executing therein and vice versa. Similarly, reference to
blueprint lifecycle management tool 110 also refers to
operation of sentry 145 and vice versa. Finally, reference to
one of component tools 115-130 also refers to operation of
the particular sensor executing therein and vice versa.

In operation, a user creates a blueprint for an IT system
using blueprint design tool 105. The blueprint, for example,
can define IT system 135. I'T system 135 can include one or
more components as managed by component tools 115-130
in any of a variety of combinations. As such, the blueprint
for I'T system 135 includes a reference, or link, to each of the
components maintained by one or more or all of tools
115-130 that collectively form IT system 135.

The blueprint can be checked into blueprint lifecycle
management tool 110. In one aspect, sentry exploiter 140 1s
operable to flag the blueprint within blueprint lifecycle
management tool 110 as complete for a project phase.
Marking the blueprint complete indicates that IT system 135
can be deployed and that the components of IT system 135
are to be monitored by sentry 145. The process of flagging
a blueprint to indicate that the blueprint 1s complete and
ready for monitoring 1s also referred to herein as tflagging or
otherwise indicating that a blueprint 1s ready for lifecycle
management. In one aspect, sentry 145 deploys at least one
sensor to each one of component tools 115-130 that main-
tains a component referenced by the blueprint. For example,
cach component tool that maintains an ETL job, a data
model, etc., will include a sensor.

Each of sensors 150-163, depending upon the particular
type of tool 1n which the sensor 1s deployed, 1s configured to
detect a change to a component referenced by the blueprint.
Responsive to detecting a status change for a component
referenced by the blueprint, the sensor that detected the
status change sends a notification to sentry 145.

Within blueprint design tool 105, sentry exploiter 140 1s
notified of any changes to referenced, or linked, assets for
the blueprint. Sentry exploiter 140 can be notified using any
of a variety of different techniques. In one example, each
time a connection 1s established between blueprint design
tool 105 and blueprint lifecycle management tool 110, sentry
145 pushes any, or all, notifications applicable to blueprint
design tool 105 to sentry exploiter 140.

In another example, each time a particular component
referenced by the blueprint and managed by one of compo-
nent tools 115-130 1s powered on or activated, the compo-
nent tool, e.g., the sensor executing therein, sends a notifi-
cation indicating that the component 1s powered on or
activated to blueprint lifecycle management tool 110. Blue-
print lifecycle management tool 110 then pushes a notifica-
tion back to blueprint design tool 103.

In one aspect, the status of one or more components
referenced by the blueprint can be indicated with an 1con or
other visual identifier. For example, an icon can be located
1in a system tray or a menu bar of a user’s computing system
as generated by an agent or other monitoring program. The
appearance of the 1con can be changed to indicate whether
a notification 1s available for the blueprint. Responsive to the
user selecting the icon, blueprint design tool 105 1s started
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and any relevant notifications from blueprint lifecycle man-
agement tool 110 are displayed.

In st1ll another example, a control can be provided within
blueprint design tool 105. In one aspect, responsive to a user
selection of the control, sentry exploiter 140 retrieves or
requests any relevant notifications from sentry 145 for the
blueprint. In another aspect, sentry exploiter 140 sends a
request for verification for the blueprint to sentry 143, Sentry
145, responsive to the request for verification, sends an
inquiry to the particular component tools that manage com-
ponents of the IT system defined by the blueprint as
described in further detail within this specification. The
control allows a user to effectively execute a verification
process upon the blueprint to 1nitiate imnterrogation of various
ones of sensors 150-163 that are relevant to the blueprint to
determine whether the component referenced by the blue-
print 1s still the correct component.

Within blueprint lifecycle management tool 110, sentry
145 performs one or more operations that support and/or
enhance those of sentry exploiter 140. For example, sentry
145 performs functions such as sensor creation, sensor
deletion, receiving notifications from sensors once created
and/or deployed, performing verification as requested by
sentry exploiter 140, blueprint analysis, and comparison of
different versions of a blueprint.

Responsive to a blueprint being marked as complete for a
project phase, sentry 145 parses the blueprint and creates a
list of all linked, or referenced, components, and the par-
ticular component tool used to manage each component.
Based upon the component tool list, sentry 145 deploys
sensors 150-165 to component tools 115-130. This example
presumes that the blueprint for I'T system 133 includes at
least one component that 1s managed by each of component
tools 115-130. If a component tool already has an active
sensor deployed therein, or once a sensor has been deployed
to the component tool, sentry 145 instructs the sensor to
register the component referenced by the blueprint that
requires monitoring within the component tool.

Sensor deletion refers to an operation 1n which a sensor 1s
rendered 1nactive. A sensor 1s deleted from a selected
component tool under control of sentry 145 responsive to a
determination that no blueprint in blueprint lifecycle man-
agement tool 110 that 1s marked complete, and thus ready for
monitoring, references a component managed by the
selected component tool. For example, when no blueprint
marked complete within blueprint lifecycle management
tool 110 references a component within component tool 115,
sensor 150 1s deleted. Within this specification, sensor
deletion can refer to actual deletion of a sensor, uninstalling
a sensor, or otherwise rendering the sensor mnactive. Within
this specification, sensor deletion also 1s referred to as
“un-deploying” a sensor.

Receiving notifications refers to sentry 1435 receiving
notifications from one or more of sensors 150-165 indicating,
a change 1n status for a component monitored by the sensor.
The notification can specify the nature or form of the change
that occurred. In one aspect, responsive to a notification of
a change, blueprint lifecycle management tool 110 allows a
user to create tasks that can be assigned to one or more users
to be performed. The tasks can be assigned to the particular
user that 1s responsible for the changed component. Progress
on the tasks can be logged over time. Tasks further can be
marked completed.

Verification refers to a process in which sentry 145
receives a verification request for a blueprint. Responsive to
the verification request, which, for example, may be sent by
blueprint design tool 1035, sentry 145 sends an inquiry to
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sensors 1350-165. Sentry 1435 receives status information
from each of sensors 150-165 responsive to the inquiry,
aggregates the status information, and reports the status
information back to blueprint design tool 105 and, more
particularly, sentry exploiter 140.

Version comparison refers to a process in which sentry
145 detects a new version of a blueprint that 1s marked
complete indicating that the blueprint 1s ready for monitor-
ing. Sentry 145 compares the prior version with the current
version. For any component no longer linked or referenced
by a current version ol a blueprint, sentry 145 sends a
de-register message to the appropriate sensor. The de-reg-
1ster message instructs the sensor to de-register the compo-
nent no longer referenced by the current version of the
blueprint, and as such, no longer monitor the component.
Sensor deletion also can be performed when all components
monitored by a sensor have been de-registered. For any new
asset referenced by the current version of the blueprint,
sentry 145 sends a registration message to the appropriate
sensor. Appreciably, if the component tool that manages the
new component does not have a sensor, a sensor 1s deployed.

Within one or more or each of tools 115-130, an interface
supporting sensor configuration i1s provided. The interface
can be provided as part of the sensor deployed in each
respective one of tools 115-130. Through the interface,
operational parameters for the sensor can be set. Examples
ol operational parameters for sensors include, but are not
limited to, frequency of checking on status change of
components being monitored by the sensor, and whether to
send individual notifications where status change 1s 1ndi-
cated with one notification (message) per component or
batched notifications in which status change information for
two or more components 1s provided 1n a single notification.

Each sensor further includes the following functions that
can be mvoked by sentry 145: un-deploy, register compo-
nent(s), de-register component(s), and mquiry. Un-deploy
deletes a sensor as previously described. Register compo-
nent(s) allows sentry 145 to indicate which additional com-
ponent(s) maintained within the component tool 1n which
the sensor resides are to be monitored for status changes.
De-register component(s) allows sentry 145 to instruct a
sensor which component(s) currently being monitored are
no longer to be monitored. Inquiry allows sentry 145 to
request verification, e.g., status information, for the assets
monitored by the sensor.

FIG. 2 1s a block diagram illustrating an exemplary data
processing system (system) 200 that can be used to 1mple-
ment the blueprint lifecycle management tool 110 of FIG. 1.
System 200 includes at least one processor (e.g., a CPU) 205
coupled to memory elements 210 through a system bus 215
or other suitable circuitry. As such, system 200 can store
program code within memory elements 210. Processor 2035
executes the program code accessed from memory elements
210 via system bus 215. In one aspect, system 200 is
implemented as a computer or other programmable data
processing apparatus that 1s suitable for storing and/or
executing program code. It should be appreciated, however,
that system 200 can be implemented in the form of any
system 1ncluding a processor and memory that 1s capable of
performing the functions and/or operations described within
this specification.

Memory elements 210 can include one or more physical
memory devices such as, for example, local memory 220
and one or more bulk storage devices 225. Local memory
220 refers to RAM or other non-persistent memory device(s)
generally used during actual execution of the program code.
Bulk storage device(s) 225 can be implemented as a hard
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disk drive (HDD), a solid state drive (SSD), or other
persistent data storage device. System 200 also can include
one or more cache memories (not shown) that provide
temporary storage of at least some program code 1n order to
reduce the number of times program code must be retrieved
from bulk storage device 225 during execution.

Input/output (I/O) devices such as a keyboard 230, a
display 235, and a pointing device 240 optionally can be
coupled to system 200. The I/O devices can be coupled to
system 200 either directly or through intervening I/O con-
trollers. One or more network adapters 243 also can be
coupled to system 200 to enable system 200 to become
coupled to other systems, computer systems, remote print-
ers, and/or remote storage devices through intervening pri-
vate or public networks. Modems, cable modems, and
Ethernet cards are examples of different types of network
adapters 245 that can be used with system 200.

As pictured 1 FIG. 2, memory elements 210 store blue-
print lifecycle management application 250 and sentry 145. »¢
Blueprint lifecycle management application 250 and sentry
145, being implemented 1n the form of executable program
code, are executed by system 200 and, as such, are an
integrated part of system 200. Blueprint lifecycle manage-
ment application 250, sentry 145, blueprints, etc. are func- 25
tional data structures that mmpart functionality when
employed as part of system 200.

It should be appreciated that while FIG. 2 1s provided as
an example of blueprint lifecycle management tool 110, the
architecture described can be used for any of the various data 30
processing systems noted within this specification. For
example, the architecture described with reference to FIG. 2
can be used to implement blueprint design tool 105 and/or
one or more or all of component tools 115-130. Appreciably,
the component tool software executed by system 200 will 35
vary according to the particular data processing system that
1s 1mplemented, e.g., blueprint design tool 105, blueprint
lifecycle management tool 110, and/or component tools
115-130. In each case, however, the executable program
code and any data 1tems upon which the executable program 40
code operates are an integrated part of the system and form
functional data structures that impart functionality when
employed as part of the system. For example, in the case of
blueprint design tool 105, a blueprint design application,
sentry exploiter 140, and blueprints are functional data 45
structures. In the case of tools 115-130, each of sensors
150-165 and the particular component tool application
executing therein, the components, and data relating to the
components are functional data structure.

FI1G. 3 1s a flow chart 1llustrating an example of a method 50
of maintaiming a blueprint for an I'T system. Method 300 1s
implemented by the blueprint management system described
with reference to FIG. 1. Method 300 presumes that a
blueprint for an IT system has been created.

In block 305, the blueprint 1s checked into the blueprint 55
lifecycle management tool. As noted, in one aspect, the
blueprint 1s checked into the blueprint lifecycle management
tool by a user working through the blueprint design tool. In
block 310, the blueprint 1s flagged for lifecycle management.

Responsive to being flagged for lifecycle management, 60
the blueprint lifecycle management tool determines the
components that are referenced by the blueprint 1 block
315. For example, the blueprint lifecycle management tool
parses the blueprint to identily each component that i1s
referenced therein or for which the blueprint includes a link. 65
The blueprint lifecycle management tool makes a list of the
components referenced by the blueprint.
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In block 320, the blueprint lifecycle management tool
determines the particular tool that 1s used to manage each of
the components 1dentified in block 315. In block 325, the
blueprint lifecycle management tool selects a tool from the
list compiled 1 block 320 as the current tool being pro-
cessed. In block 330, the blueprint lifecycle management
tool determines whether the current tool includes a sensor.
The lifecycle management tool, for example, can maintain a
list of each component tool that includes a sensor and
maintain such list as sensors are deployed and un-deployed.
More particularly, the blueprint lifecycle management tool
determines whether a sensor was previously deployed to the
current tool and not un-deployed.

If the current component tool does have a sensor, method
300 proceeds to block 340. If not, method 300 continues to
block 335. In block 335, a sensor 1s deployed to the current
component tool. In one aspect, deploying a sensor means
that an 1nactive sensor already included in the tool 1s
activated by the blueprint lifecycle management tool, e.g.,
responsive to an instruction or message sent to the compo-
nent tool. In another aspect, a sensor 1s installed or created
within the component tool.

In block 340, the blueprint lifecycle management tool
instructs the sensor within the current component tool to
register each component of the blueprint that 1s managed in
the current component tool. For example, the blueprint
lifecycle management tool can invoke the register additional
component(s) function of the sensor by sending a message
speciiying the particular component(s) referenced by the
blueprint and managed by the component tool to be regis-
tered with the sensor for monitoring.

As discussed, a sensor also can be implemented within a
node of the I'T system as a standalone application. In that
case, one or more nodes of the IT system can be evaluated
as are the component tools as described with reference to
block 330 and FIG. 3. A sensor can be deployed to the
node(s) as required to monitor components within or hosted
by the node that are part of, or utilized by, the IT system.
Once the sensor 1s 1mnstalled, any components within the node
that are part of the I'T system are registered with the sensor.

In block 345, the blueprint lifecycle management tool
determines whether another component tool 1s to be pro-
cessed on the list of component tools generated 1n block 320.
If one or more component tools remain to be processed,
method 300 loops back to block 325. If no further compo-
nent tools remain for processing, method 300 ends.

FIG. 4 1s a tlow chart illustrating another example of a
method 400 of maintaining a blueprint for an IT system.
More particularly, method 400 illustrates an exemplary
technique for versioning blueprints. Method 400 1s 1mple-
mented by a blueprint management system as described with
reference to FIG. 1.

In block 405, a new version of a blueprint 1s checked 1nto
the blueprint lifecycle management tool. In block 410, the
new version of the blueprint 1s flagged for lifecycle man-
agement. In block 4135, the blueprint lifecycle management
tool determines differences between the new version and the
prior version of the blueprint. In particular, the blueprint
lifecycle management tool determines the assets that are
referenced by the new version of the blueprint. The blueprint
lifecycle management tool further compares the components
referenced by the new version of the blueprint with the
components that are referenced by the prior version of the
blueprint.

In block 420, the blueprint lifecycle management tool
determines which, 11 any tools, manage components of the
new version ol the blueprint that do not have a sensor and,
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as such, require a sensor. In block 4235, the blueprint life-
cycle management tool deploys a sensor to each tool 1den-
tified 1n block 420. Further, the blueprint lifecycle manage-
ment tool sends a register component message to each
sensor that 1s deployed to register the components refer-
enced by the blueprint that are managed by the component
tool.

In block 430, the blueprint lifecycle management tool
de-registers any components referenced by the prior version
of the blueprint that are not referenced by the new version
of the blueprint. In block 435, the blueprint lifecycle man-
agement tool deletes any sensors from component tools that
are no longer required. As noted, in one aspect, a sensor 1s
deleted from a selected component tool when no blueprint
within the blueprint lifecycle management tool references a
component that 1s managed by the selected component tool.

FIG. 5 1s a flow chart 1llustrating another example of a
method 500 of maintaining a blueprint for an IT system.
More particularly, method 3500 illustrates a passive verifi-
cation process used to maintain a blueprint. Method 500 1s
implemented by a blueprint management system as
described with reference to FIG. 1. Method 500 begins 1n a
state where a blueprint has been flagged for lifecycle man-
agement and any required sensors have been deployed to the
pertinent component tools.

In block 305, a sensor detects a change in status to a
monitored component within the component tool. An
example of a change 1n status includes the creation of a new
version of the component, deletion of the component, move-
ment of the component to a different location, e.g., a
different network address etc., or the like. In block 510,
responsive to detecting the change in status, the sensor sends
a noftification to the sentry executing within the blueprint
lifecycle management tool. In block 5135, the sentry sends a
notification to the sentry exploiter executing within the
blueprint design tool. The notification can be sent to the
sentry exploiter using any of the various techmiques
described within this specification.

FIG. 6 1s a flow chart 1llustrating another example of a
method 600 of maintaining a blueprint for an IT system.
More particularly, method 600 illustrates an active verifica-
tion process used to maintain a blueprint. Method 600 1s
implemented by a blueprint management system as
described with reference to FIG. 1. Method 600 begins 1n a
state where a blueprint has been flagged for lifecycle man-
agement and any required sensors have been deployed to the
pertinent component tools.

In block 605, the blueprint design tool detects a user input
requesting verification for the blueprint tlagged for lifecycle
management within the blueprint lifecycle management
tool. For example, the user can select or activate a control
using an interface provided by the blueprint design tool. In
block 610, responsive to the user mput, the sentry exploiter
executing within the blueprint design tool sends a verifica-
tion request for a blueprint, e.g., a blueprint selected by the
user, to the sentry.

In block 615, the sentry sends an inquiry to each sensor
with which a component of the blueprint 1s registered. The
inquiry requests status information for one or more compo-
nents monitored by the sensor. In one aspect, the inquiry to
a particular sensor requests status information for each
component of the blueprint that 1s monitored by the sensor
and, as such, maintained within the particular component
tool 1n which the sensor resides.

In block 620, the sentry recerves status information from
the various sensors to which an inquiry was sent. Status
information indicates, for example, whether the component
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speciflied by the blueprint 1s still correct. For example, the
blueprint can specily a link to the component. The link can
be followed to determine whether the component within a
given component tool 1s still accurately described by the
configuration details associated with the component from
the blueprint. In this manner, the status information indicates
whether the link for the component is still valid. If the link
1s broken, the status information indicates that the link 1s no
longer valid, which further indicates that the component
specified by the blueprint 1s likely out of date or no longer
valid.

In illustration, within a blueprint, the link created for a
component such as a data model, a Web Services Descrip-
tion Language (WSDL) service file, an ETL job, or the like
1s often formulated to include the name of the component,
the location of the component, the version of the component,
and optionally one or more other parameters of the compo-
nent. By following the link from the blueprint the linked
component, the component 1s opened in the approprate
component tool and can be reviewed. When the component
1s changed, e.g., removed, moved, renamed, etc., the link
from the blueprint fails to open or locate the component.

In block 625, the sentry aggregates the status information
from the sensors. In block 630, the sentry sends the aggre-
gated status information to the sentry exploiter.

Within the blueprint design tool, the status information
can be made available to the user 1n any of a variety of ways.
In one aspect, status information can be provided as text. In
another aspect, each visual representation of a component
within the blueprint as displayed by the blueprint design tool
can visually indicate the status of the component as deter-
mined from the received status information.

Components that are no longer valid can be displayed
with an “X” or colored red, for example. Components that
are still valid can be displayed with a check or colored green,
for example. The particular manner in which the status of a
component 1s visualized by the blueprint design tool or other
system 1s not intended to be a limitation of the one or more
embodiments disclosed within this specification. Any of a
variety ol visualization techniques can be used if applied
consistently so that components of a same status are visu-
alized using same or similar visualization techniques, e.g.,
all invalid assets are visually modified 1n the same or similar
way.

The one or more embodiments disclosed within this
specification facilitate the updating of blueprints for IT
systems. Components of an IT system are monitored and
changes are noted so that the blueprint for the I'T system can
be updated. Further, the blueprint for an I'T system can be
verified responsive to user request to ensure that the com-
ponents specified within the blueprint are accurate.

The flowcharts and block diagrams in the Figures 1llus-
trate the architecture, functionality, and operation of possible
implementations of systems, methods and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the tlow-
charts or block diagrams may represent a module, segment,
or portion of code, which comprises one or more executable
instructions for 1mplementing the specified logical
function(s). It should also be noted that, in some alternative
implementations, the functions noted 1n the block may occur
out of the order noted 1n the figures. For example, two blocks
shown 1n succession may, 1n fact, be executed substantially
concurrently, or the blocks may sometimes be executed 1n
the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block
diagrams and/or tflowchart illustrations, and combinations of
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blocks 1n the block diagrams and/or flowchart 1llustrations,
can be mmplemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not mtended to be
limiting of the invention. As used herein, the singular forms
“a,” “an,” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “includes,” “including,”
“comprises,” and/or “comprising,” when used 1n this speci-
fication, specily the presence of stated features, integers,
steps, operations, elements, and/or components, but do not
preclude the presence or addition of one or more other
features, ntegers, steps, operations, elements, components,
and/or groups thereof.

Reference throughout this specification to “one embodi-
ment,” “an embodiment,” or similar language means that a
particular feature, structure, or characteristic described in

connection with the embodiment 1s 1ncluded 1n at least one
embodiment disclosed within this specification. Thus,
appearances ol the phrases “in one embodiment,” 1

in an
embodiment,” and similar language throughout this speci-
fication may, but do not necessarily, all refer to the same
embodiment.

The term “plurality,” as used herein, 1s defined as two or
more than two. The term ‘“‘another,” as used herein, 1s
defined as at least a second or more. The term “coupled,” as
used herein, 1s defined as connected, whether directly with-
out any 1ntervening elements or indirectly with one or more
intervening elements, unless otherwise indicated. Two ele-
ments also can be coupled mechanically, electrically, or
communicatively linked through a communication channel,
pathway, network, or system. The term “and/or” as used
herein refers to and encompasses any and all possible
combinations of one or more of the associated listed 1tems.
It will also be understood that, although the terms {irst,
second, etc. may be used herein to describe various ele-
ments, these elements should not be limited by these terms,
as these terms are only used to distinguish one element from
another unless stated otherwise or the context indicates
otherwise.

The term “if” may be construed to mean “when” or
“upon” or “in response to determining”’ or “in response to
detecting,” depending on the context. Similarly, the phrase
“if 1t 1s determined” or “if [a stated condition or event] 1s
detected” may be construed to mean “upon determining” or
“in response to determining” or “upon detecting [the stated
condition or event]” or “in response to detecting [the stated
condition or event],” depending on the context.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the embodiments disclosed within this specification have
been presented for purposes of illustration and description,
but are not intended to be exhaustive or limited to the form
disclosed. Many modifications and variations will be appar-
ent to those of ordinary skill i the art without departing
from the scope and spirit of the embodiments of the inven-
tion. The embodiments were chosen and described 1n order
to best explain the principles of the mmvention and the
practical application, and to enable others of ordinary skaill
in the art to understand the inventive arrangements for
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various embodiments with various modifications as are
suited to the particular use contemplated.

What 1s claimed 1s:
1. A computer hardware system including a blueprint
lifecycle management tool, comprising:
a hardware processor configured to mitiate the following
executable operations:

identifying, within a blueprint defining an information
technology system, a plurality of components of the
information technology system that are referenced
by the blueprint;

selecting, for each of the plurality of components,
between a first class of component tools and a second
class of component tools;

determining whether a component tool selected for a
particular component includes a sensor; and

istructing the sensor to register the particular compo-
nent, wherein

the component tool manages the particular component for
which the component tool was selected.

2. The system of claim 1, wherein

the first class of component tools includes operational
tools, and

the second class of component tools includes implemen-
tation runtimes and/or metadata repositories.

3. The system of claim 1, wherein

a determination 1s made that the component tool does not
include the sensor, and

based upon the determination, the sensor i1s deployed to
the component tool.

4. The system of claim 3, wherein

the deploying of the sensor includes activating a previ-
ously 1nactive sensor.

5. The system of claim 1, wherein

the blueprint lifecycle management tool maintains:

a list of a plurality of components tools and 1dentifies
whether each component tool of the plurality of
components tools includes a deployed or un-de-
ployed sensor.

6. The system of claim 1, wherein

the mstructing the sensor includes sending, by the blue-
print lifecycle management tool, a message to the
sensor that specifies the particular component.

7. The system of claim 1, wherein

the sensor 1s 1mplemented as a standalone application
within the information technology system.

8. The system of claim 7, wherein

the sensor 1s configured to respond to a request for
information from a sentry within the blueprint lifecycle
management tool.

9. The system of claim 1, wherein

the plurality of components are 1identified by the blueprint
lifecycle management tool parsing the blueprint to
identify all linked and referenced components.

10. The system of claim 1, wherein

the blueprint lifecycle management tool determines
whether the sensor was previously deployed to the
component tool selected for a particular component.

11. A computer program product, comprising:

a hardware storage device having stored therein computer
program code,

the computer program code, which when executed by a
computer hardware system including a blueprint life-
cycle management tool, causes the computer hardware
system to perform:
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identifying, within a blueprint defining an information
technology system, a plurality of components of the
information technology system that are referenced
by the blueprint;

selecting, for each of the plurality of components,
between a first class of component tools and a second

class of component tools;
determining whether a component tool selected for a

particular component includes a sensor; and
instructing the sensor to register the particular compo-
nent, wherein the component tool manages the par-
ticular component for which the component tool was
selected.
12. The computer program product of claim 11, wherein
the first class of component tools includes operational
tools, and
the second class of component tools includes implemen-
tation runtimes and/or metadata repositories.
13. The computer program product of claim 11, wherein
a determination 1s made that the component tool does not
include the sensor, and
based upon the determination, the sensor 1s deployed to
the component tool.
14. The computer program product of claim 13, wherein
the deploying of the sensor includes activating a previ-
ously 1nactive sensor.
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15. The computer program product of claim 11, wherein
the blueprint lifecycle management tool maintains:

a list of a plurality of components tools and 1dentifies
whether each component tool of the plurality of
components tools includes a deployed or un-de-
ployed sensor.

16. The computer program product of claim 11, wherein

the mstructing the sensor includes sending, by the blue-
print lifecycle management tool, a message to the
sensor that specifies the particular component.

17. The computer program product of claim 11, wherein

the sensor 1s 1mplemented as a standalone application
within the information technology system.

18. The computer program product of claim 17, wherein

the sensor 1s configured to respond to a request for
information from a sentry within the blueprint lifecycle
management tool.

19. The computer program product of claim 11, wherein

the plurality of components are 1dentified by the blueprint
lifecycle management tool parsing the blueprint to
identify all linked and referenced components.

20. The computer program product of claim 11, wherein

the blueprint lifecycle management tool determines
whether the sensor was previously deployed to the
component tool selected for a particular component.
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