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(57) ABSTRACT

An 1mage forming apparatus includes an information storing
unit, an mformation acquiring unit and a control unit. On the

.

basis of association between pieces ol i1dentification nfor-

.

mation stored 1n the storing unit and pieces of user infor-
mation, the control unit authenticates the use of the image
forming apparatus by a user corresponding to an associated
piece of identification information. Upon acquisition by the

acquiring unit, of a piece of 1dentification information which
1s not stored 1n the storing unit, the controller unit causes a
display portion to display display regions corresponding to
pieces of user information so as to be selectable to cause the
storing umit to store piece of identification information and

a corresponding piece of user imformation i1n association
with each other.
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IMAGE FORMING APPARATUS WITH USER
AUTHENTICATION BY NEAR FIELD
WIRELESS COMMUNICATION

FIELD OF THE INVENTION AND RELATED
ART

The present mnvention relates to an 1image forming appa-
ratus, such as a copying machine or a printer, capable of
authenticating use of the image forming apparatus by a user
by using 1dentification information of a portable terminal or
a biological information of the user.

For example, as 1n the case of a multi-function machine
installed in an oflice, in the case where the 1image forming
apparatus 1s shared and used by a plurality of users, a
constitution 1 which only a person of a certain division
(section) allowed (permitted) to use the multi-function
machine can use the multi-function machine 1s employed in
some 1nstances. By employing such a constitution, 1t 1s
possible to prevent use of the multi-function machine by a
person of another division who 1s not allowed to use the
multi-function machine. Conventionally, to the person (user)
allowed to use the multi-function machine, pieces of user
information (user ID and password) are distributed (as-
signed), and a means in which these pieces of user infor-
mation are manually mputted to the multi-function machine
during use and the person (user) legs 1n the multi-function
machine has been taken.

In recent years, a login technique through near field
wireless communication using a portable terminal such as a
smartphone or an ID card has become widespread. As
representative near field wireless communication, NFC
(near field communication) exists. To the portable terminal,
identification information for identitying the portable termi-
nal individually 1s assigned. A user registers the 1dentifica-
tion information of the portable terminal in the multi-
function machine in association with the portable terminal of
the user himselt/herself 1n advance. In response to holding
of the portable terminal of the user himself/herself over the
multi-function machine, the 1dentification information of the
portable terminal 1s transmitted to the multi-function
machine by the near field wireless communication. The
multi-function machine compares the identification infor-
mation sent from the portable terminal with i1dentification
information of the portable terminal registered 1n advance 1n
itself, and when the both pieces of identification information
coincide with each other, the multi-function machine allows
(permits) login of the user. When this method 1s used, if the
user only performs an 1initial registration operation in
advance 1n which user information registered 1n the multi-
function machine 1s associated with the portable terminal of
the user himselt/herself, thereafter, the user 1s capable of
saving time and eflort such that the user manually 1mnputs the
user information every login (Japanese Laid-Open Patent
Application (JP-A) 2015-103162).

Further, there 1s an 1image forming apparatus using, as the
identification information, biological information such as
finger print or iris. Similar to the login method using the
above-described near field wireless communication, the user
registers {irst the biological information of the user himseltl/
herself 1n association with the user information registered in
advance 1n the multi-function machine (JP-A 2019-155610).

Parts (a) and (b) of FIG. 11 are schematic views 1llustrat-
ing an 1initial registration operation for the purpose of
registration such that the user registers the identification
information of the portable terminal of the user himselt/
herselt (or the biological mformation of the user) in asso-
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2

ciation with the user information registered 1n a conven-
tional 1image forming apparatus. As shown 1n parts (a) and

(b) of FIG. 11, the user causes the multi-function machine to
read the i1dentification information of the portable terminal
through the near field wireless communication and thereafter
manually inputs user information (use ID and password in
this case) of the user himseli/herself. A CPU provided 1n the
multi-function machine discriminates that the mputted user
information exists as the user information which has already
been registered in the multi-function machine and then
allows authentication, and thereatiter, registers the 1dentifi-
cation information of the portable terminal and the user
information in association with each other. In the above-
described manner, the mnitial registration operation 1s com-
pleted.

Thus, in the conventional image forming apparatus, in the
case where identification information of an unregistered
portable terminal (or biological information of unregistered
user) 1s acquired, a screen for inputting a character string of
the user information 1s displayed. The user performs input of
the character string on this screen, so that authentication 1s
allowed. However, an operation 1n which the user manually
inputs the character string on such a screen 1s a troublesome
work for the user, so that 1t was dithcult to say that the
operation 1s excellent 1n operativity.

SUMMARY OF THE INVENTION

According to an aspect of the present invention, there 1s
provided an 1mage forming apparatus capable of setting a
mode 1n which use of the image forming apparatus including
formation of an 1mage on a sheet 1s allowed to a user by
authenticating the user, the image forming apparatus com-
prising: a storing unit configured to store pieces ol 1denti-
fication 1information assigned to portable terminals, respec-
tively, and pieces of user information assigned to users,
respectively, 1n association with each other; an acquiring
unit configured to acquire the pieces of identification infor-
mation assigned to the portable terminals to identify the
portable terminals individually through an antenna config-
ured to receive information by near field wireless commu-
nication from an associated one of the portable terminals
positioned within a predetermined distance from the
antenna; and a control unit, wherein (1) 1 on the basis of
association between the pieces of 1dentification information
stored 1n the storing unit and the pieces of user information,
the control unit authenticates the use of the image forming
apparatus by the user corresponding to an associated piece
of identification information, and (2) upon acquisition by the
acquiring unit, of a piece of 1dentification information which
1s not stored in the storing unit, the controller unit causes a
display portion to display display regions corresponding to
the pieces of user information so as to be selectable to cause
the storing unit to store the piece of 1dentification informa-
tion and a corresponding piece of user information in
association with each other.

According to another aspect of the present invention,
there 1s provided an image forming apparatus capable of
setting a mode 1 which use of the image forming apparatus
including formation of an 1mage on a sheet 1s allowed to a
user by authenticating the user, the image forming apparatus
comprising: a storing unit configured to store pieces of
biological information of users and pieces of user informa-
tion assigned to the users, respectively, 1n association with
cach other; an acquiring unit configured to acquire the pieces
of biological information; and a control unmt, wherein (1) on
the basis of association between the pieces of biological
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information stored in the storing unit and the pieces of user
information, the control unit authenticates the use of the
image forming apparatus by the user corresponding to an
associated piece of biological mformation, and (2) upon
acquisition by the acquiring unit, of a piece of biological
information which 1s not stored in the storing unit, the
controller unit causes a display portion to display display
regions corresponding to the pieces of user information so as
to be selectable to cause the storing unit to store the piece of
biological information and a corresponding piece of user
information 1n association with each other.

Further features of the present invention will become
apparent from the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic view of an 1mage forming apparatus
of an embodiment 1.

FI1G. 2 1s a schematic view of the image forming apparatus
as seen from a right(-hand) side.

FIG. 3 1s a block diagram for illustrating a hardware
constitution of the image forming apparatus.

FIG. 4 1s a block diagram for illustrating a hardware
constitution of an NFC tag portion.

FIG. 5 1s a block diagram {for illustrating a hardware
constitution of a portable terminal.

FIG. 6 1s a block diagram {for illustrating a hardware
constitution of an NFC_R/W portion.

Parts (a) and (b-1) to (b-3) of FIG. 7 are schematic views
for 1llustrating NFC and Wi-Fi communication.

Parts (a) to (d) of FIG. 8 are schematic views for illus-
trating an application of the portable terminal.

FIG. 9 15 a schematic view 1llustrating a screen for setting
a printing condition.

FIG. 10 1s a list of persons (users) for which login to the
image forming apparatus 1s allowed (authorized user list).

Parts (a) and (b) of FIG. 11 are schematic views for
illustrating a conventional initial registration screen.

FIG. 12 1s a flowchart for illustrating a flow of conven-
tional initial registration.

Parts (a) and (b) of FIG. 13 are schematic views for
illustrating an 1nitial registration screen in the present inven-
tion.

FIG. 14 1s a flowchart for illustrating a flow of initial
registration in the present ivention.

Parts (a), (b), (¢) and (d) of FIG. 15 are schematic views

for illustrating a modified embodiment of the initial regis-
tration screen.

Parts (a) to (c¢) of FIG. 16 are schematic views for
illustrating a modified embodiment of the 1nitial registration.

FIG. 17 1s a schematic view of an image forming appa-
ratus of an embodiment 2.

DESCRIPTION OF TH.

EMBODIMENTS

(L.
1]

In the following, embodiments for carrying out the pres-
ent invention will be described with reference to the draw-
ings. In the following description, as regards dimensions,
materials, shapes and relative arrangement of constituent
clements, the scope of the present mvention 1s not intended
to be limited to those described below unless otherwise
specified.
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4

Embodiment 1

(Image Forming Apparatus)

FIG. 1 1s a schematic view showing a general structure of
an 1mage forming apparatus 1 1 an embodiment 1. The
image forming apparatus 1 1s, for example, a multi-function
machine having various functions such as a copying func-
tion, a reading function and a printing function. However,
the 1mage forming apparatus for carrying out the present
invention 1s not limited to the copying machine, but for
example, the image forming apparatus may also be a printer
including no image reading apparatus 152.

In FIG. 1, the image forming apparatus 1 includes an
image forming until for forming an 1mage on a sheet such as
a recording sheet which 1s an object to be recorded, and
includes an 1mage reading apparatus 152, provided above
the 1mage forming unit with respect to the vertical direction,
for reading an 1mage on a sheet such as an original to be
read. The 1image forming apparatus 1 further includes the
operating portion 2 through which an operator such as an
operating person or a service person inputs information. The
operating portion 2 includes a display panel 73 (described
later) which 1s an example of a display portion and a
hardware key portion 72 (described later).

Here, in this embodiment, the operating portion 2 includes
a display panel 73 and the hardware key portion 72, but a
constitution, which 1s so-called key-less constitution 1n
which the hardware key portion 72 1s not provided may also
be employed. In the case of such a constitution, the operating
portion 2 includes only the display panel 73. The display
panel 73 1s a touch panel, and receives mput of information
by the operator though a touch operation such as a touch, a
flick, or a swipe. Further, the display panel 73 1s capable of
displaying information on printing condition to the operator.
For example, when the operator prints an 1image on the sheet,
information on a size thereof, the number of (printed) sheets
and the like 1s displayed on the display panel 73. Conditions
settable by the user when printing 1s carried out are collec-
tively referred to as the “printing condition”. Each of users
1s capable of registering a printing condition intrinsic to the
user himself/herself in the image forming apparatus. For
example, as regards the user for which most of the condition
in the case of printing 1s A4-size monochromatic printing, at
the time when the user logs 1n the 1mage forming apparatus
1, the printing condition of the “A3-size monochromatic
printing” may desirably be set. In a storing portion (storing
user) 13 of the image forming apparatus 1 in this embodi-
ment, the printing condition for each of users 1s capable of
being stored. Accordingly, at the time when the login of the
user to the 1mage forming apparatus 1 i1s completed, the
“printing condition” of the user i1s automatically set.

Here, the “login” refers to action by the user for receiving,
authentication by the image forming apparatus 1. Specifi-
cally, the “login” refers to action such that the user inputs a
“user ID”” and a “password” to the 1image forming apparatus
1. Action such that the user inputs the user ID and the
password to a user 1D nput field 921 and a password input
field 924, respectively, of FIG. 13 described below may also
be referred to as the login, and action such that the user
touches an OK button 926 after inputting the user 1D and the
password may also be referred to as the login. A “state in
which the login 1s completed” refers to as a state 1n which
the user 1s i1dentified. For example, 1n the case where the
“printing condition” 1s set in the 1mage forming apparatus 1
by the user, 1n response to identification of the user by the
CPU (control user) 7, the “printing condition” of the user 1s
retrieved from the storing portion 13 and 1s automatically
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set. Further, when the user 1s 1n a login state, the display
panel 73 may also display the user ID of the logged-1in user.
In a constitution 1n which such display 1s enabled, depending
on whether or not the user ID 1s displayed, it 1s possible to
discriminate whether or not a current user 1s 1 the login
state.

Although specifically described later, in response to
authentication performed by the operator by holding a
portable terminal 6 over the display panel 73, the display
panel 73 displays the information on 1image formation. For
example, 1t 1s assumed that the operator selects an 1image file,
to be printed, 1n the portable terminal 6. In that state, when
the operator holds the portable terminal 6 over the display
panel 73, a screen for setting the number of printed sheets 1s
displayed on the display panel 73. This screen corresponds
to a screen on which the information on 1mage formation 1s
to be displayed. When the operator inputs the number of
printed sheets and presses down a start button, the image
selected 1n the portable terminal 6 1s printed 1n the selected
(inputted) number of printed sheets.

Thus, the image forming apparatus 1 of this embodiment
1s operable 1n a mode 1 which use of the image forming
apparatus 1 1s allowed to the user by authenticating the user.
The use of the 1mage forming apparatus 1 referred to herein
includes formation of the image on the sheet, use of a
reading apparatus and the like.

The portable terminal 6 includes a mobile phone, a
smartphone, a table terminal, and 1n addition, a wearable
terminal such as a smartwatch. Further, the portable terminal
6 referred to herein also includes a card, such has an ID card
(identification card), to which an individual identification
number 1s assigned. So-called student 1dentification card and
employee 1dentification card correspond thereto, and the
cards are cards in which an IC (integrated circuit) chip for
identifying an individual 1s buried.

In the 1mage forming operation of the image forming
apparatus 1, first, an 1mage 1s inputted to the image forming
apparatus 1 by the image reading apparatus 152 or an
unshown i1mage input means such as a personal computer
connected to the image forming apparatus 1. Then, sheets to
be recorded are fed one by one from an accommodating
portion 150 provided at a lower portion of the image forming
apparatus 1, and the inputted 1mage 1s transferred onto the
sheet by an 1mage forming portion 138 and then 1s dis-
charged to an in-body sheet (paper) discharge space 153.
The 1image forming portion 158 1s a generic term of portions,
such as a photosensitive drum 1356, a developing device, a
charger and an intermediary transfer belt, for forming the
image.

Various output conditions such as the number of outputted
sheets and an 1mage size are inputted from the operating
portion 2, and on the basis of such information, control of
the 1image forming apparatus 1 1s carried out. In view of ease
of the operation for the operator, the operating portion 2 1s
provided 1n front of the 1mage reading apparatus 152 or at an
upper portion of the image forming apparatus 1 on a front
(surface) side of the image forming apparatus 1 in many
instances. Incidentally, a side where the operator stands as
seen from the image forming apparatus 1 when the operator
faces the 1mage forming apparatus 1 for operating the image
forming apparatus 1 1s defined as the front side. With respect
to the vertical direction, the operating portion 2 1s provided
above the accommodating portion 150. Between the accom-
modating portion 150 and the 1n-body sheet discharge space
153, a front cover 151 constituting a front-side outer casing
of the image forming apparatus 1 1s provided. In the case
where exchange of a drum cartridge (drum unit) 157 includ-
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6

ing the photosensitive drum 156 or exchange of a toner
cartridge 1s carried out, the operator performs an exchange
operation by opening this front cover 151. The drum car-
tridge 157 or the toner cartridge 1s exchanged by being
extracted from and inserted into the image forming appara-
tus 1 from the front side of the image forming apparatus 1.
That 1s, the front cover 151 1s rotatable between a closed
position where the front cover 151 closes an opening 153 for
permitting passing ol these cartridges and an open position
where the front cover 151 opens the opening 135. These
cartridges are exchanged when the front cover 151 is in the
open position. When the front cover 151 1s 1n the open
position, the drum cartridge 157 and the toner cartridge 1s
capable of being extracted from and inserted into the 1mage
forming apparatus 1 through the opening 155. A part of the
image forming portion 158 1s exposed when the front cover
151 1s moved to the open position. The operating portion 2
1s provided above the front cover 151 with respect to the
vertical direction.

Here, a side where the operating portion 2 1s provided 1s
the front (surface) side of the image forming apparatus 1,
and a side opposite from the front (surface) side i1s referred
to as a rear (surface) side of the image forming apparatus 1.
Further, as seen from the front side of the image forming
apparatus 1, with respect to a widthwise direction perpen-
dicular to a front-rear direction of the image forming appa-
ratus 1, one side 1s referred to as a right(-hand) side, and the
other side 1s referred to as a left(-hand) side.

Further, as shown 1n FIG. 1, the image forming apparatus
1 m this embodiment includes a human sensor 160. The
human sensor 160 1s a sensor for detecting an object existing
at a periphery of the image forming apparatus 1. The human
sensor 160 1s used for detecting a human (the operator such
as the user or the service person) approaching the image
forming apparatus 1. A signal outputted from the human
sensor 160 1s mputted to a CPU 7 (an example of a control
means) of a controller 3 (FIG. 3) and 1s processed by the
CPU 7. The human sensor 160 includes an arcuate detection
area at a front portion of the image forming apparatus 1. The
human sensor 160 detects the human existing 1n this detec-
tion area.

The human sensor 160 1s an ultrasonic sensor which
outputs a pulse wave of 40 kHz 1n a non-audible range and
which receirve reflected wave of the pulse wave retlected by
the object (human). Incidentally, the human sensor 160 may
also be a sensor other than the ultrasonic sensor 11 the sensor
1s capable of detecting the object (including the human). For
example, the human sensor 160 may also be an infrared
transmitting/receiving module capable of confirming a
change 1n distance between the sensor and the object every
certain time similarly as in the case of the ultrasonic sensor
or an inirared light-receiving sensor for receiving inirared
radiation radiated from the human. Or, an electrostatic
capacity sensor for measuring a distance between the sensor
and the object on the basis of electrostatic capacity between
the sensor and the object may also be used. Further, an
infrared array sensor in which an infrared receiving portion
1s arranged 1n a line or a matrix, or a camera may also be
used. Incidentally, these sensors may also be disposed so as
to face upward 1n order to detect the human without being
influenced by an obstacle such as a personal computer
placed on a desk.

FIG. 2 1s a schematic view of the image forming apparatus
1 as seen from a right side of the 1image forming apparatus
1. The operating portion 2 1s provided on the front side of the
image forming apparatus 2. Further, the operating portion 2
1s provided so as to be inclined relative to a main assembly
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of the 1mage forming apparatus 1. For that reason, the
operator such as the user or the service person 1s capable of
operating the operating portion 2 easily.

The image forming apparatus 1 1s capable of performing,
near field wireless communication with the portable terminal
6. The near field wireless communication 1s called NFC
(near field communication) and conforms to particularly a
short-range (distance) wireless (radio) communication stan-
dard which 1s represented by ISO/IEC 18092, ISO/IEC
21481 or the like and 1n which a communication distance 1s
10 cm or less, and includes Felica (registered trademark) and
Mifare (registered trademark) as representatives thereof.
Further, herein, Bluetooth (registered trademark) 1s also a
kind of the near field wireless commumnication. In this
embodiment, as an example of the near field wireless
communication, the form for performing the NFC will be
described.

Further, the 1mage forming apparatus 1 and the portable
terminal 6 1n this embodiment are also capable of perform-
ing normal wireless communication therebetween. The
wireless communication referred to herein 1s wireless com-
munication represented by Wi-Fi communication. Com-
pared with the near field wireless communication such as the
NFC, the wireless communication such as the Wi-F1 com-
munication 1s wide i range ol a communicatable area.
Further, also regarding capacity of data capable of transmit-
ting and receiving once, compared with the near field
wireless communication such as the NFC, the wireless
communication such as the Wi-Fi1 communication 1s large,
1.€., a communication speed 1s fast. In this embodiment, as
an example of the normal wireless communication broader
in communicatable range and higher in communication
speed than the near field wireless communication, the form
for performing the Wi-Fi commumnication will be described.

In order to establish the NFC between the portable
terminal 6 and the image forming apparatus 1, the operating,
portion 2 of the image forming apparatus 1 1s provided with
an NFC tag portion (acquiring user) 4, and a wireless LAN
communicating portion 3 1s provided inside the main assem-
bly of the image forming apparatus 1. The NFC tag portion
4 and the wireless LAN communicating portion 5 are
connected through an interface to the controller 3 for con-
trolling an operation of the image forming apparatus 1, so
that communication between the portable terminal 6 and the
image forming apparatus 1 can be realized.

(Hardware Constitution)

FIG. 3 1s a block diagram showing a hardware constitu-
tion of the image forming apparatus 1 in this embodiment.
As shown 1n FIG. 3, the image forming apparatus 1 includes
the operating portion 2, the controller 3, the wireless LAN
communicating portion 5, a reading portion 10, a print
processing portion 11 and a storing portion 13. The storing,
portion 13 stores and manages the user information such as
the user ID and the password. The user ID and the password
are pieces ol mmformation assigned to each of users 1n order
to 1dentily an arbitrary user from a plurality of users. For
example, 1n an oflice or the like, in order to 1dentily each of
employees, the user ID and the password are assigned to
cach of the users. Each of the employees uses the user 1D
and the password which are assigned to the employee
himself/herselt, so that the employee can log into the image
forming apparatus 1. Thus, it 1s possible to prevent that a
person who does not possesses the user ID and the password
logs 1 to the image forming apparatus 1. Further, by
designating persons who 1s capable of logging in to the
image forming apparatus for each of organizations, 1t 1s
possible to establish an environment 1 which unless the
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person possesses the user ID and the password, the person
cannot log 1n to the image forming apparatus.

The operating portion 2 1s provided with a constitution for
displaying information to the operator and with a constitu-
tion for receiving an operation from the operator. The
operating portion 2 includes a display panel 73, constituted
by, for example, a liquid crystal panel, for displaying various
pieces of information. Further, the operating portion 2
includes a hardware key portion 74 provided adjacent to the
display panel 73. Further, the operating portion 2 includes an
operating panel microcomputer 173 for controlling the dis-
play panel 73 and the hardware key portion 72 and {for
communicating with the controller 3.

The display panel 73 1s capable of displaying an image on
the liquid crystal panel by receiving image data from the
controller 3 through a transter line (not shown) for the 1mage
data. The NFC tag portion 4 performs the NFC on the basis
of the NFC standard with an external device. By the NFC,
mput and output of the data are performed between the
external device and the controller 3. The NFC tag portion 4
1s constituted by an IC for RFID (radio frequency identifi-
cation) and operates as an NFC tag.

The controller 3 includes a CPV 7, a memory 8 and a
timer 9, and controls operations of respective portions.
Further, the storing portion 13 1s a storing device for storing
various pieces ol information. In the storing portion 13, a
program 14 for causing the controller 3 to execute various
processes 1s stored. The CPU 7 reads and executes the
program 14 stored in the storing portion 13. Further, the
storing portion 13 stores pieces ol user information on
various users and pieces of identification information of
portable terminals 6. Although described later in detail, the
storing portion 13 manages a list (authorized user list 800
described later) in which the pieces of user information and
the pieces ol identification information of the portable
terminals 6 which are registered 1n advance by an adminis-
trator are linked (associated) with each other. The users
managed 1n this list can log 1 to the image forming
apparatus 1.

Incidentally, the pieces of “identification imnformation™ of
the portable terminals 6 referred to herein are, for example,
the numbers and character strings which are assigned to the
respective terminals in order to individually identity the
portable terminals 6. For example, 1n the case of smart-
phones, the numbers such as IMEI (International Mobile
Equipment Identity) an MED (Mobile Equipment Identifier)
. Both of these are numerals assigned to the portable
terminals such as mobile phones, and can uniquely identify
the terminals. In addition, IMSI (International Mobile Sub-
scriber Identity) which 1s identification number 1ssued to a
mobile phone subscriber may also be used. The IMSI 1s the
number registered 1 a SIM card 1n general. Further, ICCID
(ICC card Identifier) which 1s the number assigned to each
of IC card may also be used as the identification information.
This number 1s also assigned to the SIM card in the
smartphone. As the identification information of the portable
terminal 6, the identification information 1s not limited to the
examples cited herein, but a sequence (of numbers) and a
character string which are capable of umiquely 1dentifying
the portable terminal 6 may also be employed. Further, as a
kind of the portable terminal 6, also as regards the case
where the ID card such as the student 1dentification card or
the employee 1dentification card 1s used, kinds thereof do not
matter when the information thereof 1s information which 1s
the number or the like assigned to each of the ID cards and
which 1s capable of uniquely identitying the ID card. The
memory 8 stores temporary data with the execution of the
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various processes by the CPU 7. The memory 8 is a storing,
device such as a RAM, for example. The timer 9 1s used for
performing timing when the controller 3 executes the vari-
ous processes. The timer 9 starts timing when, for example,
the NFC tag portion 4 first receives a polling signal
described later, and the display panel 73 displays a message
to the eflect that NFC 1s failed when authentication 1s not
performed even after a lapse of a predetermined time.

The wireless LAN communicating portion 3 performs a
wireless LAN communication process with the external
device and performs data mput and output carried out
between the external device and the controller 3. The
wireless LAN communicating portion 5 in this embodiment
performs processing of the wireless LAN communication on
the basis of the wireless LAN standard. Specifically, in
accordance with the wireless LAN standard, the wireless
LAN communicating portion 5 performs sending (transmuit-
ting) and receiving processes of data packet.

Incidentally, the wireless LAN communicating portion 5
corresponds to a wireless LAN direct mode, and the wireless
LAN communicating portion 5 operates as a wireless LAN
access point (software access point). By this, it 1s possible to
perform the wireless LAN communication with the external
device without through an external wireless LAN access
point.

The reading portion 10 1s a processing portion for reading
an original 1mage and for generating image data. For
example, the reading portion 10 includes an original feeding
portion for feeding plurality of originals, stacked on an
original stacking table of the image forming apparatus 152,
one by one from a topmost original, and includes an image
data output portion for converting the read original image
into 1mage data and for outputting the image data.

The print processing portion 11 is a processing portion for
outputting a print by executing a printing process on the
basis of the image data. For example, the print processing,
portion 11 includes the image forming portion 158 for
forming an 1mage on the basis of the image data, a transfer
portion for transierring a toner image (1mage), formed by the
image forming portion 158, onto a sheet, and a fixing portion
for fixing the transferred toner 1mage on the sheet. Further,
the print processing portion 11 also includes a print convey-
ing portion for discharging the print on which the toner
image 1s printed, and the like portion.

FIG. 4 1s a block diagram showing a hardware constitu-
tion of the NFC tag portion 4. An NFC tag controller 21
carries out control of an RF controller 23 of the NFC tag
portion 14 and performs data mnput and output relative to the
controller 3. When the RF controller 23 performs commu-
nication with the external device, the RF controller 23
carried out a modulation/demodulation process of electro-
magnetic radiation for RF communication.

A tag reading interruption generating portion 21a of the
NFC tag controller 21 generates an interruption signal when
reading writing of the NFC tag data from the portable
terminal through the NFC 1s performed. An interruption
signal of the tag reading interruption generating portion 21a
1s outputted to the controller 3.

The memory 22 stores data written as the NFC tag data
from the controller 3 or the portable terminal 6 and 1is
constituted by a non-volatile memory. Further, the data
written 1n the memory 22 1s capable of being read by the
controller 3.

An RF interface portion 24 performs electromagnetic
coupling by being subjected to electromagnetic radiation
when the NFC with the portable terminal which 1s the
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external device 1s performed, and performs receiving and
sending processes of the electromagnetic radiation (electro-
magnetic wave).

An RF field detecting portion 25 detects an electromag-
netic field (RF field) in a period 1n which the RF interface
portion 24 1s subjected to the electromagnetic radiation in
the NFC with the portable terminal. Specifically, the RF field
detecting portion 25 detects electric power (energy) of the
clectromagnetic radiation. A detection output of the RF field
detecting portion 235 1s connected to the controller 3.

A loop coil 26 (an example of an antenna) 1s an antenna
for establishing the NFC. The loop coil 26 receives infor-
mation from the portable terminal 6 positioned within a
predetermined distance from the loop coil 26. Here, 1n this
embodiment 1n which the NFC 1s employed as the near field
wireless communication, the predetermined distance 1s 10
cm. However, depending on a kind of the near field wireless
communication employed, this predetermined distance 1is
different. In this embodiment, by the NFC, the loop coil 26
1s formed 1n a loop shape for performing electromagnetic
coupling by being subjected to the electromagnetic radiation
from the external device and then for establishing the
communication by the electromagnetic radiation. Although
not shown in the drawings, the loop coil 26 1s provided
inside the operating portion 2. The NFC tag portion 4
performs the electromagnetic coupling by being subjected to
the electromagnetic radiation from the external device and
operates by receiving electric power supplied due to elec-
tromotive force generated by this electromagnetic coupling.

FIG. 5 1s a block diagram showing an example of a
hardware constitution of the portable terminal 6. A controller
31 controls the portable terminal 6 and 1s constituted by a
CPU 32 and a memory 33. The CPU 32 reads and executes
various programs stored 1n a storing device (portion) 35. The
memory 33 stores temporary data and the like with execu-
tion of the programs by the CPU 32.

An operating portion 34 1s provided with a constitution
for displaying information to the operator and with a con-
stitution for receiving an operation from the operator. The
operating portion 34 1s constituted by, for example, a liquid
crystal panel and includes a display portion 34a for display-
ing various pieces ol information. Further, the operating
portion 34 detects an operation to a touch panel or the like
provided on the display portion 34a and includes an opera-
tion mput portion 345 for iputting an operation mstruction
by the contact from a detection result thereof. Further, the
operating portion 34 includes an operating panel microcoms-
puter 344 for communicating with the controller 31 by
controlling the display portion 34a or the operation mnput
portion 34b. Further, the operating portion 34 includes an
operation sound generating portion 34¢ for generating vari-
ous operation sounds with operations.

An NFR_R/W portion 36 performs the NFC on the basis
of the NFC standard, and thus performs data mput and
output carried out between the external device and the
controller 3.

A wireless LAN communicating portion 37 performs
communication processing with the external device on the
basis of the wireless LAN standard, and thus performs data
input and output carried out between the external device and
the controller 31. In this embodiment, the wireless LAN
communicating portion 37 performs processing of the wire-
less LAN communication on the basis of the wireless LAN
standard. Specifically, 1n accordance with a wireless LAN
communication procedure, the wireless LAN communicat-
ing portion 37 carries out sending and receiving processes of
data packet.
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A camera 38 1s a camera for image pick-up. A QR code
(registered trademark) analyzing portion 39 analyzes a read
QR code and acquires a QR code data.

FIG. 6 1s a block diagram specifically showing an
example of a hardware constitution of the NFC_R/W portion
36. An NFR_R/W controller 41 carries out data mput and
output relative to the controller 31 through an interface.

An RF controller 42 performs modulation and demodu-
lation of the electromagnetic radiation for RF communica-
tion when the NFC with the external device 1s carried out.

An RF interface portion 43 performed electromagnetic
coupling by electromagnetic radiation (or by being subjected
to electromagnetic radiation) when the NFC with the exter-
nal device 1s carried out, and thus performs receiving and
sending processes of the electromagnetic radiation.

A loop coil 44 1s a coil for establishing the NFC with the
external device. (NFC and Wi-F1 communication between
image forming apparatus and portable terminal)

FI1G. 7 1s a schematic view for illustrating a mechanism in
which the image forming apparatus 1 in this embodiment
establishes the wireless communication (Wi-F1 communica-
tion), such as the NFC and the Wi-Fi, with the portable
terminal 6. The NFC_R/W portion 36 of the portable ter-
minal 6 performs electromagnetic coupling with the NFC
tag portion 4 of the image forming apparatus 1 and reads the
NFC tag data of the NFC tag portion 4 by the NFC. The NFC
tag data includes an SSID, an encryption key and an IP
address which are necessary to perform the Wi-Fi commu-
nication. That 1s, the operator 1s capable of acquiring the
SSID, the encryption key and the IP address for establishing
the Wi-F1 communication with the image forming apparatus
1 by performing an operator of holding the portable terminal
6 over the image forming apparatus 1, and thus 1s capable of
starting the Wi-Fi communication between the portable
terminal 6 and the image forming apparatus 1.

The 1mage forming apparatus 1 performs authentication
of the portable terminal 6 toner the NFC and performs data
transier through the Wi-F1 commumnication.

First, an operation, indicated by S1000 in FIG. 7, per-
formed from the portable terminal 6 to the 1image forming
apparatus 1 will be described. The NFC_R/W portion 36
performs a polling operation for reading the NFC tag data of
the NFC tag portion 4. The polling 1s one of control types in
which a plurality of devices and a plurality of pieces of
soltware are smoothly associated with each other. By per-
forming the polling operation, 1t 1s possible to prevent an
occurrence of an inconvenience due to contention of a
certain system (the portable terminal 6 1n this embodiment),
with another system, which 1s intended to establish commu-
nication with a main system (the 1mage forming apparatus 1
in this embodiment). Here, first of all, a constitution 1n
which a polling signal 1s sent from the portable terminal 6
side to the image forming apparatus 1 will be described.
However, the form of a polling communication 1s not limited
to the constitution 1n which the polling 1s carried out from
the portable terminal 6 to the image forming apparatus 1, but
a constitution in which the polling 1s carried out from the
image forming apparatus 1 to the portable terminal 6 may
also be employed. The constitution 1n which the polling 1s
carried out from the image forming apparatus 1 to the
portable terminal 6 will be described later using part (b-1) to
(b-3) of FIG. 7.

In response to the polling performed from the portable
terminal 6, the image forming apparatus 1 actuates the NFC
tag portion 4. The NFC_R/W controller 41 of the NFC_R/W
portion 36 of the portable terminal 6 controls the RF
controller 42, and thus modifies the electromagnetic radia-
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tion on the basis of the NFC standard. This modified wave
(radiation) 1s transmitted to the RF interface portion 43.
Further, the transmitted modified wave 1s radiated as the
clectromagnetic radiation from the RF interface portion 43
through the loop coil 44. By this (radiated) electromagnetic

radiation, an RF field 1s formed 1n the neighborhood of the
NFC_R/W portion 36 and the NFC tag portion 4, so that the
NFC_R/W portion 36 and the NFC tag portion 4 are
clectromagnetically coupled to each other. That 1s, the NFC
1s started.

Next, an operation, indicated by S1001 in FIG. 7, per-
formed from the image forming apparatus 1 to the portable
terminal 6 after the NFC 1s started will be described.

The loop coil 26 receives the electromagnetic radiation
radiated from the loop coil 44 1n S1000. The received
clectromagnetic radiation 1s transmitted to the RF interface
portion 24, and the RF interface portion 24 generates the
clectromotive force due to the electromagnetic coupling. By
this electromotive force, the NFC tag portion 4 1s supplied
with electric power and thus operates. Simultaneously, the
clectromagnetic radiation recerved by the RF interface por-
tion 24 1s transmitted to the RF controller 23.

The NFC tag controller 21 controls the RF controller 23,
and acquires demodulation data by demodulating the elec-
tromagnetic radiation transmitted to and modulated by the
RF controller 23. The NFC tag controller 21 acquires the
demodulation data and detects that reading requirement of
the NFC tag data 1s made from the portable terminal 6. By
this, the NFC tag controller 21 reads the data (the SSID, the
encryptlon key and the IP address) written as the NFC tag
data 1n the memory 22, and then transfers the data as
response data to the RF controller 23.

The NFC tag controller 21 modulates the response data by
controlling the RF controller 23. The NFC tag controller 21
modulates the response data on the basis of the NFC
standard by controlling the RF controller 23. The modulated
data 1s radiated as the electromagnetic radiation through the
RF 1nterface portion 24 and the loop coil 26. In response to
an end of sending of the response data, the NFC tag
controller 21 generates an interrupting signal by the tag
reading interruption generating portion 21a.

Then, the loop coil 44 of the portable terminal 6 receives
the electromagnetic radiation with the response data radiated
from the loop coil 26 of the image forming apparatus 1. The
received electromagnetic radiation 1s transmitted to the RF
controller 42 through the RF interface portion 43. The
NFC R/W controller 41 controls the RF controller 42 and
thus demodulates the electromagnetic radiation transmitted

to the RF controller 42, so that the NFC_R/W controller 41
acquires the demodulation data.

Thereafter, the NFC_R/W controller 41 notifies the con-
troller 31 of completion of reading of the NFC tag data by
the NFC tag portion 4. At the same time, the NFC_R/W
controller 41 transiers the read NFC tag data to the controller
31.

When the controller 31 receives notification, from the
NFC_R/W controller 41 of the NFC_R/W portion 36, to the
cilect that the reading of the NFC tag data 1s completed, the
controller 31 causes the operation sound generating portion
34c¢ of the operation panel 34 to generate an operation
completion sound.

By this, the operator 1s capable of knowing completion of
the reading of the NFC tag data of the NFC tag portion 4 in
the 1mage forming apparatus, by the NFC_R/W portion 36
of the portable terminal (device) 6.

Next, by using the NFC tag data (the SSID, the encryption
key and the IP address) acquired by the portable terminal 6
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through the NFC, a step S1002 in which a connection
requirement of the Wi-F1 communication 1s outputted from
the portable terminal 6 to the image forming apparatus 1 will
be described.

In general, in the wireless communication such as the
Wi-Fi, a network 1s formed by connecting a Wi-Fi ready
terminal to the access point performing a function of a relay
point. In an example of this embodiment, the access point
corresponds to the image forming apparatus 1, and the Wi-Fi
ready terminal corresponds to the portable terminal 6. Here,
for example, 1n the case where a plurality of 1image forming
apparatuses each performing the function of the access point
exist, the portable terminal 6 has to select that the portable
terminal 6 should be connected to which access point. The
operator 1s required to discriminate that the portable terminal
6 should be connected to which access point, and a means
function as a discrimination indicator at that time is the
SSID. In the case where the operator performs wireless
communication of the portable terminal 6 to the image
forming apparatus 1 without using the NFC, there 1s a need
to select the SSID corresponding to the image forming
apparatus 1 from a plurality of SSIDs and then to connect the
portable terminal 6 to the image forming apparatus 1. By
automatically acquiring the SSID through the NFC, 1t 1s
possible to save time and effort such that the operator
manually selects the SSID corresponding to the image
forming apparatus 1. The SSID 1s included in the NFC tag
data.

In the case where the 1mage forming apparatus can be
discriminated (1dentified) by the SSID, establishment of the
Wi-Fi commumnication 1s performed, but the encryption key
1s needed at that time. The encryption key 1s required to
encrypt commumnication contents. When the operator
selected the SSID manually, the operator also mputs the
encryption key manually. The NFC tag data includes the
SSID, and therefore, in response to a touch of the portable
terminal 6 to the NFC tag portion 4 by the operator, in
addition to the SSID, the encryption key 1s also sent to the
portable terminal 6.

Further, the NFC tag data also includes information on the
IP address of the image forming apparatus 1. For that reason,
the portable terminal 6 acquired the NFC tag data 1s capable
of knowing the address of the 1image forming apparatus on
the network.

Thus, authentication of the portable terminal 6 by the
image forming apparatus 1 1s ended. The portable terminal
6 and the 1mage forming apparatus 1 prepares for wireless
communication connection (connection through Wi-Fi1 com-
munication) for transierring data, by the authentication of
the portable terminal 6 performed by the image forming
apparatus 1.

First, the portable terminal 6 acquired the NFC tag data
sends, to the image forming apparatus 1, “connection
requirement” for establishing the Wi-F1 communication with
the 1image forming apparatus 1 by using this data. Then, the
image forming apparatus received the “connection require-
ment” sends, to the portable terminal 6, a message to the
cllect that the image forming apparatus 1 received the
requirement, as “connection response”, so that a state of the
Wi-F1 communication 1s established.

When the CPU 7 receives the “connection requirement”™
from the portable terminal 6, 1.¢., with the CPU 7 detects that
the authentication using the SSID and the encryption key 1s
performed, the CPU 7 ends the NFC. Timing when the CPU
7 detected that the authentication by the portable terminal 6
was performed for starting the Wi-F1 communication 1s
timing of an end of the NFC.
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As described above, in response to the touch of the
portable terminal 6 to the NFC tag portion 4 by the operator,
the NFC 1s started. The operation when the operator touches
the NFC tag portion 4, with the portable terminal 6, all the
selection of the SSID and the input of the encryption key are
automatically performed. For that reason, for the operator,
the W-F1 communication 1s started 1n response to the touch
of the portable terminal 6 to the NFC tag portion 4, and
therefore the operator can actually feel good usability.

Here, the constitution 1n which the polling 1s carried out
from the 1mage forming apparatus 1 to the portable terminal
6 will be described. Parts (b-1) to (b-3) of FIG. 7 are
schematic views for illustrating the polling communication.
As has already been described, 1in this embodiment, the
portable terminal 6, the ID card and the like are assumed.
The portable terminal 6 1s a portable terminal 6 of a so-called
active type such that when the near field wireless commu-
nication 1s performed by the NFC_R/W portion 36, the
clectromagnetic radiation 1s radiated using electric power of
a battery incorporated in the portable terminal 6. On the
other hand, the ID card does not incorporate a battery, and
therefore the 1D card itself cannot radiates the electromag-
netic radiation using the electric power. For that reason, the
ID card 1s a portable terminal 6 of a passive type in which
the electromagnetic radiation 1s radiated by using the
received electromagnetic radiation as an energy source.
Depending on whether or not the portable terminal 6 1s of the
active type or the passive type, the operation of the polling
1s somewhat different.

Although described above, the polling operation 1s the
operation for detecting the portable terminal 6, the ID card
and the like within a communicatable distance. As shown 1n
part (b-1) of FIG. 7, an output operation for outputting a
polling signal 180 for detecting the portable terminal 6
within the communicatable distance and a monitor operation
for monitoring, for a predetermined time, reception of a
response signal from the portable terminal 6 with respect to
the polling signal are regarded as a set of operations, and this
set of operations are repeated 1n a predetermined number of
times. Accordingly, during the polling operation, the polling
signal 1s outputted at a predetermined output interval 183.
Incidentally, 1n the following, a period during the polling
operation (a period in which detection of the portable
terminal 6 1s carried out by outputting the polling signal) 1s
referred to as a “detection period 184”.

The NFC tag portion 4 receives response data from the
portable terminal 6 1n the case where 1n the detection period
184, the portable terminal 6 falls within a communicable
distance of the NFC tag portion 4. Here, between the case
where the portable terminal 6 fallen within the communi-
catable distance of the NFC tag portion 4 1s the portable
terminal 6 of the passive type (for example, the 1D card or
the like) and the case where the portable terminal 6 1s the
portable terminal 6 of the active type (for example, the
smartphone), basically, receiving timing of response data
received by the NFC tag portion 6 (1.e., a period of an output
of the polling signal until the NFC tag portion 6 receives the
response data depending on the polling signal) 1s different.

For example, as regards the ID card which 1s an NFC
module of the passive type, when the polling signal 180 1s
received, response data (response signal 181) 1s outputted as
reflected wave of the polling signal. For this reason, as
shown 1n part (b-2) of FIG. 7, when the ID card falls within
the communicatable distance of the NFC tag portion 4, the
period from the output of the polling signal 180 by the NFC
tag portion 4 until the NFC tag portion 4 receives the
response data 181 1s shortened. On the other hand, the
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portable terminal 6 which 1s the portable terminal 6 of the
active type 1s a device for sending response data by electric
power of itself, and therefore, different from the portable
terminal 6 of the passive type, there 1s no need to output the
response data immediately after receiving the polling signal.
For this reason, as shown 1n part (b-3) of FIG. 7, when the
portable terminal 6 falls within the communicatable distance
of the NFC tag portion 4, a period from the output of the
polling signal 180 by the NFC tag portion 4 until the NFC
tag portion 4 receives response data 182 becomes long.
Incidentally, in the case where the NFC tag portion 4
receives the response data 182 from the portable terminal 6
during the polling operation, the NFC tag portion 4 inter-
rupts the polling operation and takes over subsequent
respective processes for the NFC to the CPU 7.

The NFC tag portion 4 sends the SSID and the encryption
key to the portable terminal 6 in response to reception of the
response data from the portable terminal 6. These data are
small 1n capacity, and therefore, can be sent through the near
ficld wireless communication. The portable terminal 6 1s
handover-connected to Wi-F1 communication by using the
SSID and the encryption key which are receirved from the
NFC tag portion 4. In response to the connection require-
ment of the Wi-Fi commumnication from the portable terminal
6, the near field wireless communication between the
NFC_R/W portion 36 and the NFC tag portion 4 ends.

Parts (a) to (d) of FIG. 8 are schematic views each
showing a screen of the portable terminal 6 1n a state 1n
which a dedicated application 1s launched. Part (a) of FIG.
8 shows the screen displayed on the portable terminal 6
when the dedicated application 1s launched. At this time, the
portable terminal 6 radiates the electromagnetic radiation for
carrying out polling. In this embodiment, an 1tem of “CAN-
CEL” 1s provided. When the operator touches this item, the
portable terminal 6 stops the electromagnetic radiation for
carrying out the polling, and the application ends. Further,

also 1n the case where a predetermined time has elapsed
from display of the screen of “SEEK MULTI-FUNCTION

MACHINE” (in progress) shown 1n part (a) of FIG. 8, the
application ends automatically.

Part (b) of FIG. 8 1s the screen displayed temporarily in
response to establishment of the Wi-F1 communication
between the portable terminal 6 and the image forming
apparatus 1. By display of this screen, the operator 1s capable
of confirming the establishment of the W1-F1 communication
between the portable terminal 6 and the image forming
apparatus 1.

After the screen of part (b) of FIG. 8 1s temporarily
displayed, the screen transfers to the screen of part (¢) of
FIG. 8. The screen of part (¢) of FIG. 8 1s a job selection

screen for selecting a job to be executed. In this embodi-

[ 122

ment, 1n this job selection screen, three items “CAPTURE”,
“PRINT” and “END APPLICATION™ are displayed. Inci-
dentally, the number of the items displayed 1n this screen 1s
not limited to the three items. A specification 1s such that a
10b other than jobs of the “CAPTURE” and the “PRINT™
can be selected may be used, and a specification such that
another job can be selected 1n addition to these jobs may also
be used.

Here, functions of the two jobs of the “CAPTURE” and
the “PRINT” capable of being executed by using the appli-
cation 1n this embodiment will be briefly described.

The “CAPTURE” 1s a function of capturing data of an
original read (scanned) by the image forming apparatus 1, as
an 1mage, into the portable terminal 6. When the original 1s
read by the image forming apparatus 1, for example, the
image reading apparatus 152 can be used. In the case where
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the screen of part (b) of FIG. 8 1s displayed and the Wi-Fi
communication between the portable terminal 6 and the
image forming apparatus 1 is established, the operator sets
the original, intended to be captured 1n the portable terminal
6, 1n the image reading apparatus 152. Thereafter, when the
operator touches the item of the “CAPTURE” on the screen
of part (c) of FIG. 8, the reading of the original into the
image reading apparatus 152 1s started.

When the reading of the original 1s ended, the image
forming apparatus 1 sends, to the portable terminal 6, image
data of the read original through the Wi-F1 communication.
Thus, the capture of the original into the portable terminal 6
1s completed.

Further, the “PRINT” 1s a function of printing an image
and a document file which are stored in the portable terminal
6 or a WEB page during browsing, by the image forming
apparatus 1. In the screen of part (¢) of FIG. 8, when the
operator touches the item of the “PRINT”, the screen
transiers to the screen of part (d) of FIG. 8. The screen of
part (d) of FIG. 8 1s an example showing a list screen of files
capable of being printed by using the image forming appa-
ratus 1. In this screen, the operator selects the file which 1s
intended to be printed by the operator. When the file 1s
selected, 1mage data relating to the file 1s sent to the 1image
forming apparatus 1. The image forming apparatus 1 forms
an 1mage on the basis of the image data sent from the
portable terminal 6 and prints the image on a sheet. Thus, the
operator 1s capable of printing the 1mage and the document
filed which are stored in the portable terminal 7 and the
WEB page during browsing. Compared with the near field
wireless communication such as the NFC, in the wireless
communication such as the Wi-F1 communication, a capac-
ity of data communicatable per unit time 1s large, and
therefore, even data including an image such as a photog-
raphy or a document file 1s capable of being transierred
smoothly.

Here, the form of the application 1s not limited to the form
in this embodiment. For example, at first, the screen shown
in part (¢) of FIG. 8 1s displayed, and the operation to be
executed may also be selected. In this case, for example,
when the operator selects the “PRINT™, the operator selects
the image file to be printed (part (d) of FIG. 8) and then holds
the portable terminal over the display panel 73. Then,
authentication 1s performed 1n response to the holding of the
portable terminal 6 over the display panel 73, and thereafter
the Wi-F1 communication 1s started, so that a desired image
1s printed. The operator first selects an 1mage desired to be
printed and then holds the portable terminal 6 over the
display panel 73, so that the associated 1image 1s printed from
the image forming apparatus 1, and therefore, the operator 1s
capable of printing the 1image by a simple operation.

FIG. 9 1s an example of a screen displayed on the display
panel 73 when the authentication by the NFC 1s performed
and the Wi-F1 communication 1s enabled. A condition such
as the number of printed sheet, a sheet size or the like may
be selected by the application provided on the portable
terminal 6 side described with reference to FIG. 8, but as
shown 1n an example of FIG. 9, such a condition may also
be selected by using the display panel 73 as in an example
shown 1n FIG. 9. This screen 1s also an example of a “screen
displaying information relating to image formation”. This
screen 1s displayed in response to the authentication of the
portable terminal 6 performed through the NFC.

Specifically, first, the operator selects the image file, the
document file or the like which 1s intended to be printed, 1n
the portable terminal 6 (part (d) of FIG. 8). Thereatter, the

operator sets various print settings on the display panel 73 on
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which as information relating to the image formation, “color
information 73a”, “printed sheet number information 7357,
“print side mformation 73¢” and “sheet size nformation
734" are displayed. After the settings are completed, when
the operator presses shown a start button, a desired 1mage 1s
printed.

(Management System of user Information and Identification
Information)

FIG. 10 1s the authorized user list 800 managed 1n the
storing portion 13 of the image forming apparatus 1. In the
authorized user list 800, pieces of information on users who
are allowed to use the 1mage forming apparatus 1. Specifi-
cally, to a single user, user information (user ID and pass-
word) and 1identification information of the portable terminal
6 used when the user logs 1n the 1image forming apparatus 1.
For example, to a user of No. 1, “111111” as the user ID
(name) and “abab0101” as the password are assigned. The
user ID (name) and the password are necessary pieces of
information when the user logs 1n the 1mage forming appa-
ratus 1. The image forming apparatus 1. The image forming
apparatus 1 performs user authentication on the basis of the
inputted user ID (name) and the mputted password.

Further, the identification information of the portable
terminal 6 used when this user logs in to the 1mage forming,
apparatus 1 1s “AAA ... A4”. In the authorized user list 800,
the user name (ID) “111111” and the password “abab0101”
are listed 1n association with the i1dentification information
“AAA ...AA”. In other words, the user name “111111” and
the password “abab0101” are stored 1n the storing portion 13
in association with the identification information “AAA . . .
A”. Here, 1n this embodiment, the user information 1s the
information containing the user name and the password, but
may also be information representing the user name without
contaiming the information on the password. Although
described 1n detail layer, as regards the password, characters
are mputted by a manual operation of the user, so that
enhancement of security can be realized.

For example, when the user (No. 1) holds his/her 6 over
the NFC tag portion 4, 1identification information thereof 1s
transmitted from the portable terminal 6 to a wireless
communication interface through the near field wireless
communication. The CPU 7 checks whether or not 1dent-
fication information which 1s the same as the transmitted
identification information (AAA . .. AA) 1s stored 1n the
storing portion 13 while checking the identification infor-
mation against the authorized user list 800. As a result, 1n the
case where the identification information which 1s the same
as the identification information (AAA . . . AA) of the
portable terminal 6 held over the NFC tag portion 4 1s 1n the
authorized user list, the CPU 7 retrieves the user information
(user ID: 111111, password: abab0101) registered 1n asso-
ciation with the identification information (AAA . .. AA)
and performs the user authentication. That 1s, the CPU 7
authenticates use of the image forming apparatus by the user
corresponding to the identification mformation on the basis
ol correspondence (association) between the identification
information and the user information which have already
been stored 1n the storing portion 13. By this, 11 the user only
performs a holding operation of the portable terminal 6 over
the NFC tag portion 6, 1t becomes possible to perform
authentication of use of the image forming apparatus by the
user, 1.€., login of the user to the image forming apparatus 1.

The user ID and the password are necessary account
information for using the image forming apparatus 1, and
therefore, are required to be registered 1n the image forming,
apparatus 1 in advance. This information may be registered
by each of users, but for example as in an office or the like,
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in the case where the image forming apparatus 1 1s shared
and used by a plurality of persons (users), an arbitrary
administrator may also collectively register pieces of the
account information as a representative. Even when the user
separately registers the portable terminal 6, the user 1s
capable of logging 1n to the 1image forming apparatus 1 by
manually inputting the user ID and the password.

The 1dentification information 1s the number such as the

IMEI or the MED determined uniquely for each of the
portable terminals 6 possessed by the users. In order to allow
(permit) login of the user to the image forming apparatus 1
by using the portable terminal 6 as described above, the user
1s required to perform a registration operation (1nitial reg-
istration operation) such that the user separately registers the
identification information of his/her portable terminal 6 1n
the 1mage forming apparatus 1. As shown i FIG. 10, the
identification information of the portable terminal 6 for a
user of No. 3 1s not registered 1 the image forming
apparatus 1. For that reason, 1n the authorized user list 800,
as regards the user of No. 3, the portable terminal 1dentifi-
cation mnformation 1s not registered.

(Intial Registration of Identification Information in Con-
ventional Type)

Next, a procedure when the user initially registers his/her
portable terminal 6 1n the image forming apparatus 1 of a
conventional type. Part (a) of FIG. 11 1s a schematic view for
illustrating a conventional initial registration method. Part
(a) of FIG. 11 shows a screen of the display panel 73 when
an unregistered portable terminal 6 1s held over the NFC tag
portion 4. As shown in part (a) of FIG. 11, a guiding message
2000 to the effect that the 1dentification information of the
portable terminal 6 held over the NFC tag portion 4 1s
unregistered (1n the storing portion) 1s displayed on the
display panel 73.

Further, on the display panel 73, together with the guiding
message 2000, a user ID mput field 2001 and a password
iput field 2002 are displayed. The user imputs his/her user
ID and his/her password to the user 1D input field 2001 and
the password input field 2002, respectively, by using hard-
ware keys or the like provided so as to be adjacent to the
display panel 73.

The CPU 7 discriminates whether or not the user ID
inputted to the user ID mput field 2001 and the password
inputted to the password mput field 2002 are present in the
authorized user list 800. In the case where the CPU 7
discriminated that the user ID and the password are present
in the authorized user list 800, the CPU 7 stores, in the
storing portion 13, the idenfification information of the
portable terminal 6 held over the NFC tag portion 4 in
association with the inputted user ID and the inputted
password.

However, 1n this method, there 1s a need that the user
inputs his/her user 1D and password to the user ID field 2001
and the password mput field 2002, respectively, without
erroneously inputting the user ID and the password word
forward. In the case where the user erroneously inputs the
user ID and/or the password, the user 1s required to input the
user ID and/or the password again and thus 1t takes time and
cllort. further, there 1s a possibility that some user of the
users does not accurately remember his/her user ID and
password. Thus, 1t cannot be said that a method 1n which the
user manually mputs the character strings 1s excellent in
usability.

Part (b) of FIG. 11 1s a schematic view for illustrating the
display panel 73 on which software keys for inputting
character strings are displayed. In the screen shown 1n part
(a) of FIG. 11, when the user touches the user ID mput field
2001, a cursor 2005 blinks 1n the user ID input field 2001.
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By this, the user himselt/herself can know that the user 1s
capable of currently inputting the user ID in the user ID
input field 2001.

In the conventional constitution shown 1n part (a) of FIG.
11, simultaneously with display of the cursor 2005, a soft-
ware key portion 1134 1s displayed on the display panel 73.
The user may also input his/her user ID 1n the user 1D field
2001 by using the software key portion 1134. Similarly, also
the password mnput field 2002, input 1s performed by using,
the software key portion 1134. After the user ends the input
of the user information to the user ID mnput field 2001 and
the password input field 2002, the user presses down on OK
button 2004 and logs 1n to the image forming apparatus 1.
Incidentally, mstead of the OK button 2004, by pressing an
enter (return) button, the user can log 1n the 1mage forming
apparatus. When the inputted character 1s an error, the user
1s capable of deleting the inputted character and the char-
acter during the input by pressing on a cancel button 2003.
The deletion of the character can also be carried out by the
pressing down a delete button of the software key portion
1134. When the user presses down the cancel button 2003,
all the characters in the input field during current input are
deleted, and when the user presses down the delete button of
the software key portion 1134, the user 1s capable of deleting,
the characters 1n the 1mput field during current mput one by
one.

FIG. 12 1s a flowchart showing a flow when the CPU 7
performs 1nitial registration of the identification information
of the portable terminal 6. Incidentally, this flowchart shows
the flow of the conventional 1mitial registration. This flow
starts by holding the portable terminal 6 over the NFC tag
portion 4 by the user. When the portable terminal 6 1s held
over the NFC tag portion 4, 1.e., when the NFC tag portion
4 receives electromagnetic radiation (wave) radiated from
the portable terminal 6, the CPU 7 discriminates that the
NFC started (S1001).

When the NFC starts, the CPU 7 acquires the i1dentifica-
tion mnformation from the portable terminal 6 through the
NFC tag portion 4 (S1002).

Then, the CPU 7 makes reference to the authorized user
list 800 1n order to check whether or not the acquired
identification information 1s present 1n the authorized user
list 800 (51003). In the case where the CPU 7 finds the
identification information identical to the acquired i1dentifi-
cation information in the authorized user list 800, the CPU
7 performs response to login allowance to the portable
terminal 6 through the NFC (51004). The CPU 7 executes
login by using the user ID and the password which corre-
spond to the idenfification information similar to the
acquired identification information. This flowchart ends by

the login of the user to the image forming apparatus 1
(S1014).

On the other hand, in the case where 1n S1003, the CPU
7 discriminated that the acquired i1dentification information
1s not present in the authorized user list 800, the step goes
to S1005. In S1005, the CPU 7 sends a signal for requiring
registration of the portable terminal 6. In response thereto,

for example, the display panel 73 displays the user ID 1nput
field 2001 and the password put field 2002 as shown 1n

part (a) of FIG. 11 (§81006). The user inputs his/her user 1D
and password to the user ID mput field 2001 and the
password input field 2002, respectively, which are displayed
on the display panel 73. In response to the mput of the
character string with the software key portion 1134 or the
like by the user, the user provides an instruction to the
display panel 73 so that the character strings inputted by the
user are successively displayed in the user ID mput field
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2001 and the password input field 2002 (S1007). That 1s, a
period 1n which the CPU 7 performs the process i S1007 1s
a period from a start of the iput of the character string by
the user until the user presses down the OK button 2004.

In response to the pressing-down of the OK button 2004
by the user, the CPU 7 makes reference to the authorized
user list 800 managed by the storing portion 13 and dis-
criminates whether or not the inputted user 1D 1s present 1n
the storing portion 13 (51008).

Here, 1n the case where the user ID 1s not present in the
authorized user list 800, 1.e., 1n the case where the user 1D
1s not present 1n the storing portion 13, the CPU 7 causes the
display panel 73 to display an “unregistered account screen
(not shown)”. "

. This means that a user who does not possess
an account of the image forming apparatus 1 tried to log 1n
to the 1image forming apparatus 1. The CPU 7 causes the
display panel 73 to display the “unregistered account screen
(not shown)” and then ends the process.

In the case where the CPU 7 discriminated that the user
ID 1s present 1n the authorized user list 800, the step goes to
S1010. S1010 15 a step for discriminating whether or not the
password mputted by the user and the password correspond-
ing to the above-described user ID coincide with each other.

Here, in the case where the CPU 7 discriminated that the
inputted password and the password managed 1n the storing
portion 13 “do not coincide with each other”, the CPU 7
causes the display panel 73 to display an “input error
(mistaken entry) notification screen”. The “input error noti-
fication screen” 1s a screen for notifying the user that the
inputted password 1s an error. The CPU 7 ends the process
alter causing the display panel 73 to display the “input error
notification screen”.

On the other hand, 1n S1010, 1n the case where the CPU
7 discriminated that the inputted password and the password
managed in the storing portion 13 “coincide with each
other”, the CPU 7 causes the storing portion 13 to store the
identification information. At this time, the CPU 7 causes the
storing portion 13 to store the i1dentification information 1n
association with the user ID and the password (S1012).
Thus, registration of the 1dentification information 1n asso-
ciation with the user ID and the password 1s completed.

After, the registration of the i1dentification information 1s
completed, the CPU 7 causes the display panel 73 to display
a ‘“‘portable terminal registration completion screen”
(51013). Then, the CPU 7 allows login of the user by using
the mputted user ID and the mnputted password (51014) and
ends the process.

As described above, conventionally, in the case where an
unregistered portable terminal 6 1s held over the NFC tag
portion 4, there was need to manually input the character
string such as the user ID by the user. In the case where the
user ID 1s long or 1s complicated, there 1s a high possibility
ol erroneous put, so that the user was forced to perform a
troublesome operation.

On the other hand, 1n the present invention, the unregis-
tered portable terminal 6 can be registered by a simpler
method.

(Inmtial Registration of Identification Information in the
Present Invention)

Parts (a) to (d) of FIG. 13 are schematic views for
illustrating an 1nitial registration screen of the 1dentification
information in the present invention. Part (a) of FIG. 13 1s
a screen of the display panel 73 when the image forming
apparatus 1 1s 1n a stand-by state. The 1mage forming
apparatus 1 in this embodiment i1s capable of being in the
stand-by state and a sleep state. When the image forming
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apparatus 1 1s 1n the sleep state, electric power 1s not
supplied to the image forming portion 158, the i1mage
reading apparatus 152 and the display panel 73. The stand-
by state 1s, for example, the case where a human sensor 160
detects a human or the like case. In the stand-by state,
although the electric power 1s not supplied to the image
forming portion 158 and the image reading apparatus 152,
the electric power 1s supplied to the display panel 73. At this
time, the CPU 7 causes the display panel 73 to display an
“NFC touch screen” shown in part (a) of FIG. 13. In the
“NFC touch screen”, a touch mark 3010 1s displayed 1n the
neighborhood of a center of the display panel 73. The
operating portion 2 1s provided with an unshown loop coil
23, and the user holds the portable terminal 6 over the touch
mark 3010 as a target, so that near field wireless commu-
nication between the portable terminalé and the image
forming apparatus 1 1s started.

Further, as shown in part (a) of FIG. 13, an “edit mark
927 1s displayed on the “NFC touch screen”. The user is
capable of editing correspondence of the user ID and the
password with the identification information by touching the
edit mark 927. An editing method will be described later.

Part (b) of FIG. 13 1s a screen of the display panel 73 when
the unregistered portable terminal 6 1s held over the NFC tag
portion 4. As shown 1n part (b) of FIG. 13, on the display
panel 73, a guiding message 3000 to the eflect that the
portable terminal 6 held over the NFC tag portion 4 1s an
unregistered one 1s displayed.

Further, on the display panel 73, together with the guiding,
message 3000, a “user ID mput field 9217, a “password input
field 924” and an “i1con mark field 922" are displayed. In the
icon mark field 922, a list of user IDs present in the
authorized user list 800 are displayed together with icon
marks (an example of 1cons) 922-1 to 922-8. The icon marks
922-1 to 922-8 are displayed together with the user IDs.
These 1con marks 922-1 to 922-8 are an example of 1tems
corresponding to the respective user IDs. In this embodi-
ment, the icon marks 922-1 to 922-8 are displayed for 8
persons at the maximum 1n one screen. Thus, the icon marks
922-1 to 922-8 are displayed on the display panel 73 by the
CPU 7 so as to be selectable. It 1s possible to display
different 1con marks by pressing down an arrow mark 923 or
by swiping the screen. The 1con marks 922-1 to 922-8 in this
embodiment have human patterns (figures), but this embodi-
ment 1s not limited to these patterns. For example, the user
may also set an 1con or an 1mage 1n a shape as the user
himseli/herself desires.

In this embodiment, 1n response to the holding of the
unregistered portable terminal 6 over the NFC tag portion 4
by the user, the display panel 73 displays the screen shown
in part (b) of FIG. 13, but a cursor 3005 has already blinked
in the user ID put field 921. In this state, when the user
touches either one of the 1con marks 922-1 to 922-8, the user
ID corresponding to the touched icon mark i1s automatically
inputted to the user ID mput field 921. In a state in which the
cursor 3003 1s displayed in the user ID input field 921 and
in a state 1n which the user ID has already been 1nputted to
the user ID input field 921, when a cancel mark 925 1s
touched by the user, the inputted ID 1s deleted. Further, 1n the
state 1n which the cursor 3005 1s displayed in the user 1D
input field 921 and 1n a state 1n which the user ID has not
been 1mputted yet, when the cancel mark 925 is touched by
the user, the display panel 73 ends display of the initial
registration screen.

Incidentally, 1n the case where the edit mark 927 1s
touched by the user on the “NFC touch screen”, the guiding,
message 3000 changes in contents to a different message.
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Instead of the content shown in part (b) of FIG. 13, for
example, a message such that “Register user information
and then hold portable terminal over screen” or “Input user
ID and password and then hold portable terminal over
screen” 1s displayed. In the case where the edit mark 927 1s
touched, an OK mark 926 is also 1n a non-display state. The
user holds his/her portable terminal 6 over the NFC tag
portion 4 and then selects an associated icon mark. By this,
for example, a third person who receives the portable
terminal 6 from the user who has already registered his/her
user information and his/her identification information 1s
capable of performing i1nitial registration 1n which his/her
portable terminal 6 1s associated with his/her user informa-
tion.

Part (c) of FIG. 13 1s a schematic view for 1illustrating a
state 1n which the 1con mark 922-3 1s touched by the user and
then the user ID “333333” corresponding to the 1con mark
922-3 1s automatically mnputted to the user ID input field
921. In thus state, the user inputs the password in the
password iput field 924 and then presses down the OK
mark 926, so that the user i1s capable of registering the
identification information of the portable terminal 6.

Incidentally, 1n this embodiment, the user IDs are dis-
played together with the 1con marks 922-1 to 922-8, but the
input displayed 1s not limited to the user ID. For example, a
user name corresponding to the displayed user ID may also
be displayed. Thus, even a user who does not remember
his/her user ID 1s capable of easily select his/her icon mark.
Even 1n this case, 1in response to selection of an arbitrary icon
mark by the user, the user ID corresponding to the selected
icon mark 1s mputted to the user ID field.

As described above, 1n response to the holding of the
portable terminal 6 over the NFC tag portion 4 by the user,
the CPU 7 causes the display panel 73 to display the icon
marks 922-1 to 922-8 corresponding to the user IDs regis-
tered 1n the authorized user list 800. The user 1s not required
to manually input the user ID and 1s capable of inputting the
user ID by selecting the 1con mark corresponding to his/her
user ID. For that reason, even when a long user ID 1s used,
input of the user ID 1s completed with one touch, and
therefore, the operation 1s simple compared with a conven-
tional operation. Further, even in the case where a memory
of his/her user ID 1s vague, the user ID 1s actually displayed,
and therefore, 1t 1s possible to reduce a degree of erroneous
input. Further, when the icon marks 922-1 to 922-8 them-
selves are set at marks by which individuals can be 1denti-
fied, there 1s no need to originally store his/her user 1D.

In the conventional 1mitial registration screen, an opera-
tion of touching the input field and an operation 1n which the
software key portion 1134 1s displayed and touched are
needed, and thus were complicated. In comparison thereto,
the operations in the screens shown in part (b) and (¢) of
FIG. 13 which are features of the present invention are
simple operations such that the user selects his/her i1con
mark. Thus, the i1mitial registration screen in the present
invention 1s excellent 1n usability when compared with the
conventional initial registration screen.

Here, the user selects his/her icon mark from the icon
marks 922-1 to 922-8, and in addition, needs to input his/her
press to the password mput field 924. By doing so, it 1s
possible to prevent spooling by a third person. However, for
example, 1n consideration of use 1n an environment, such as
an oflice, mn which the spoofing does not readily occur, a
constitution 1n which the mput of the password 1s omitted
may also be employed. Specifically, not only the information
on the user ID but also the information on the password are
associated with the icon mark in advance. By this, 1t 1s
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possible to realize a constitution in which in response to
selection of his/her 1con mark of the user, 1n addition to the
user 1D, the password 1s automatically inputted. The user 1s
not required to take the trouble to input his/her user ID and
password. Thus, any of (1) a constitution in which the user
ID 1s automatically inputted but the password 1s inputted by
the user, and (2) a constitution in which both the user 1D and
the password are automatically inputted may be employed.
In the case where the constitution of the above (1) 1is
employed, compared with the constitution of the above (2),
there 1s an advantage that time and effort of the operation are
reduced. On the other hand, 1n the case where the constitu-
tion of the above (2) 1s employed, compared with the
constitution of the above (1), there 1s an advantage that a
security level 1s improved.

Part (d) of FIG. 13 1s a screen for notifying the user that
the 1dentification information of the portable terminal 6 was
registered. When the user checks the mnput of the user ID and
the password and presses down the OK button 926, the CPU
7 causes the storing portion 13 to store the identification
information 1n association with the inputted user 1D and the
inputted password. In response to the storing of the identi-
fication information in the storing portion 13, the CPU 7
causes the display panel 73 to display that registration of the
portable terminal 6 1s completed (portable terminal regis-
tration completion screen). On this screen, the user ID and
the identification mformation are displayed, and the user
checks that these pieces of information are his/her pieces of
information and then presses down the OK button 931.
When the OK button 931 1s pressed down, the display panel
73 ends the display of the “portable terminal registration
completion screen”.

Next, by using FIG. 14, a flow 1n which in the case where
the unregistered portable terminal 6 1s held over the NFC tag
portion 4, the CPU 7 causes the display panel 73 to display
the 1con mark will be described. A flowchart obtained by
replacing a portion enclosed by a broken line W 1n the
flowchart of FIG. 12 showing the conventional constitution
with a flowchart of FIG. 14 1s flowchart showing a consti-
tution of the present invention. That 1s, 1n FIG. 12, a portion
other than the portion enclosed by the broken line W 1is
similar to the portion of the conventional constitution. In
FIG. 14, a “START” corresponds to the time when S1005
(FIG. 12) which 1s the step of requiring the registration by
the CPU 7 1s completed. Further, the “END” represents the
time when the OK button 926 is pressed down. Incidentally,
the OK button 926 may also be a constitution regarded as
being pressed down automatically i response to the
completion of mput of the user 1D and the password to the
user ID input field 921 and the password mput field 924,
respectively.

In response to completion of a step of S1500 by the CPU
7, the CPU 7 causes the display panel 73 to display the icon
mark display screen 92. Here, the “icon mark display
screen” refers to the screen shown in part (b) of FIG. 13.

In a subsequent step of S1015, the CPU 7 detects whether
or not the display panel 73 1s touched by the user. In the case
where the touch 1s not detected by the CPU 7, the CPU 7
ends the process. Here, the case where the touch 1s not
detected by the CPU 7 refers to, for example, the case where
a predetermined time has elapsed from the display of the
icon mark display screen. Specifically, in the case of this
embodiment, when 10 sec has elapsed since the CPU 7
causes the display panel 73 to display the icon mark display
screen, the CPU 7 ends the process. That 1s, the CPU 7
performs an operation which 1s the same as the operation in
the case where the OK button 926 is pressed down 1n a state
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in which the user ID and the password have not been
inputted. The CPU 7 calculates a time elapsed from which
the icon mark display screen i1s displayed on the display
panel 73, and ends the process when the elapsed time
reaches a predetermined time.

In the case where the CPU 7 detects that the user touches
the display panel 73, the CPU 7 causes the step of the
process to go to S1016. In S1016, the CPU 7 discriminates
whether or not the portion touched on the display panel 73
1s the icon mark. Here, 1n the case where a portion other than
the icon mark, the user 1s regarded as that the user has no
intention to touch the icon mark, so that the CPU 7 ends the
process. Incidentally, for example, when the CPU 7 dis-
criminated that the touched portion 1s the user ID 1nput field
921, the CPU 7 may also cause the display panel 73 to
display the software key input portion 1134. In the case
where the software key mput portion 1134 1s displayed, the
CPU 7 ends the process 1n response to completion of the user
ID and the password.

In S1016, 1n the case where the CPU 7 discriminated that
the 1con mark 1s touched, the user ID corresponding to the
touched 1con mark 1s overwritten in the user ID mput field
921, and the password corresponding to the touch 1con mark
1s overwritten in the password mput field 924 (51017). The
CPU 7 ends the process 1n response to the mput of the user
ID and the password. That 1s, the CPU 7 progresses the
process by regarding the process as that the OK button 926
1s pressed down 1n a state in which the user ID and the
password are overwritten 1n the respective mput fields.

Modified Embodiment 1

In the above-described embodiment, the CPU 7 causes the
display panel 73 to display the 1con mark display screen 1n
response to the holding of the unregistered portable terminal
6 over the NFC tag portion 4, but the screen displayed on the
display panel 73 may also be a user list 93 as shown 1 parts
(a) and (b) of FIG. 15. The user list 93 1s a list of persons
allowed to use the 1mage forming apparatus 1 and 1s a list
constituted by three columns of “No.”, “USER ID” and
“PASSWORD?”. The user seeks his/her user ID from the user
list 93 instead of the icon marks displayed 1n the 1con marks
922, and then touches the associated item. Part (b) of FIG.
15 1s a screen showing a state 1n which the 1tem of the user
ID 222222 1s touched and selected by the user. In this case,
the user 1D “222222” 1s inputted to the user 1D mput field
921, and a corresponding password 1s automatically inputted
to the password mnput field 924. Thus, even by a method 1n
which the list of user IDs of persons allowed to use the
image forming apparatus 1 1s displayed and then the user 1s
caused to select his/her user ID from the list, there 1s no need
that the user manually inputs the character string, so that 1t
1s possible to input the user ID and the password by a simple
operation when compared with the conventional constitu-
tion.

Modified Embodiment 2

Further, a user list 94 1n which user names are displayed
instead of numerals 1n the columns of “No.” i the user list
93 described in the modified embodiment 1 may also be
displayed. The user list 94 shown in part (¢) of FIG. 15 1s a
list constituted by three columns of “NAME”, “USER 1D”
and “PASSWORD”. The user seeks his/her name from the
user list 94 and then touches the associated 1tem. Part (d) of
FIG. 15 1s a screen showing a state in which the 1item of the
user 1D “222222” 1s touched and selected by the user. In this
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case, the user 1D “222222” 1s mputted to the user ID 1nput
field 921, and a corresponding password 1s automatically
inputted to the password put field 924. Thus, even by a
method 1n which the list of user IDs of persons allowed to
use the image forming apparatus 1 1s displayed and then the
user 1s caused to select his/her user ID from the list, there 1s
no need that the user manually 1nputs the character string, so
that 1t 1s possible to mput the user ID and the password by
a simple operation when compared with the conventional
constitution. Further, in actuality, the user name himsell/
herself 1s displayed, and therefore, even a person whole
forgets his/her user ID can easily know his/her user ID.

Modified Embodiment 3

In the above, a constitution 1n which user information of
a certain (one) person selected from users of a plurality of
pieces of user information stored in the storing portion 13
and 1dentification information of a single unregistered por-
table terminal 6 held over the NFC tag portion 4 are
associated with each other and are stored in the storing
portion 13 was described. In a mode field embodiment 3, a
constitution 1n which a plurality of pieces of user informa-

tion are associated with identification information of a single
portable terminal 6 1n the storing portion 13 will be
described.

On the scene such as an oflice, 1t would be considered that
tablet terminals are distributed on an organization basis such
as a section (division). The tablet terminal referred to herein
1s a portable terminal 6 corresponding to the portable
terminal 6 described above. For example, a situation such
that an organization A constituted by three employees A, B
and C and an organization B constituted by four employees
D, E, F and G exist would be considered. In such a situation,
the employees A, B and C log i the image forming
apparatus 1 by using the tablet terminal A, and the employ-
ces D, E, F and G log 1n the image forming apparatus 1 by
using the terminal tablet B. In this case, there 1s a need that
pieces of user information of the respective employees A to
C are stored in the storing portion 13 1n association with the
identification imnformation of the tablet terminal A and that
pieces ol user miormation of the respective employees D to
G are stored 1n the storing portion 13 1n association with the
identification information of the tablet terminal B.

Parts (a) to (c¢) of FIG. 16 are schematic views for
illustrating a constitution for storing the single identification
information 1n association with the plurality of pieces of user
information 1n the storing portion 13 by the CPU 7. The user
1s capable of selecting a plurality of i1con marks from a
plurality of 1con marks 922-1 to 922-8 displayed on the
display panel 73.

Part (a) of FIG. 16 1s a screen of the display panel 73 when
an unregistered portable terminal 6 1s held over the NFC tag
portion 4. Incidentally, constituent elements similar to the
above-described constituent elements are represented by the
same reference numbers or symbols. As shown 1n part (a) of
FIG. 16, the display panel 73 i1s capable of displaying a
“plural user registration button 30307 for registering a
plurality of users in association with a single piece of
identification information.

In the case where i1t 1s intended that a plurality of pieces
of user mformation are stored 1n the storing portion 13 1n
association with a certain (one) piece of 1dentification infor-
mation, the user holds an unregistered portable terminal 6
over the NFC tag portion 4 and then presses down the plural
user registration button 3030.
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Part (b) of FIG. 16 shows a state in which a plurality of
icon marks (922-3, and 922-4 1n this example) are selected

by the user. At first, the user presses down the plural user
registration button 3030, so that the user 1s then capable of
selecting the plurality of icon marks. As in the example
shown 1n part (b) of FIG. 16, in response to selection of the
icon marks 922-3 and 922-4, “33333” and “44444” are
inputted to the user ID input field 921. Thereafter, the user
inputs his/her password to the password input field 924 and
then presses down the OK button 926.

Part (¢) of FIG. 16 1s a screen for notifying the user that
the 1dentification information of the portable terminal 6 has
been registered 1n association with a user ID “33333” and a
user 2D “44444”. As shown by a message 3031, 1t 1s
understood that a certain piece of 1dentification information
has been registered 1n association with users 33333 and
44444,

From the above, even in the case where the portable
terminal 6 such as the tablet terminal common to two
persons of the users 33333 and 44444 1s possessed by the
two persons, each of the users 1s capable of logging in to the
image forming apparatus 1 by using the same tablet termi-
nal.

Embodiment 2

In the embodiment 1, the constitution in which the CPU
7 causes the storing portion 13 to store the identification
information of the portable terminal 6 1n association with the
user information. On the other hand, in an embodiment 2,
the CPU 7 causes the storing portion 13 to store biological
information of a user 1n association with user information.
An authentication element 1s roughly divided into three
clements consisting of “knowledge information”, “posses-
sion 1nformation” and “biological infonnatlon The
“knowledge information™ 1s mformation known only by a
person himseli/herself, and for example, 1s the user 2D and
the password. The “possession information”™ 1s, for example,
a hardware such as an ID card or a smartphone which 1s
possessed only by the person himseli/herself. The “biologi-
cal information” 1s information or characteristic, which 1s
possessed by the person himseli/herself and which 1s intrin-
sic to a living thing, and for example, a face, an 1ir1s, a finger
print, a vein, and the like. In an 1mage forming apparatus 111
of the embodiment 2, the user 1s subjected to authentication
by using the “biological information™.

FIG. 17 1s a schematic view of the image forming,
apparatus 111 of the embodiment 2. The 1mage forming
apparatus 111 1s different from the 1 image forming apparatus
1 described 1n the embodiment 1 and 1s provided with a
biological information authentication portion 3020. As the
biological information authentication portion 3020, a cam-
era, a finger print sensor or the like would be considered.
Incidentally, constituent elements of the image forming
apparatus 111 other than the biological information authen-
tication portion 3020 are the same as those of the image
forming apparatus 1 of the embodiment 1.

For example, the case where the biological information
authentication portion 3020 1s capable of authenticating the
face of the user will be described. The user images his/her
face by the camera which 1s the biological information
authentication portion 3020. Here, in the storing portion 13,
face 1mages of users allowed to use the image forming
apparatus 111 are stored in association with pieces of user
information. Accordingly, the CPU 7 compares the imaged
face 1mage with the face 1mages stored in advance in the

storing portion 13, and 1n the case where the compared from
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images coincide with each other, the CPU 7 makes reference
to the user information managed 1n association with the face
image and then allows the user to log in to the 1mage forming
apparatus 111. Thus, the biological information authentica-
tion portion 3020 and the CPU 7 functions as a biological
information acquiring means.

Also as regards this biological information, similar to the
identification information described in the embodiment 1,
the mnitial registration 1s needed. When the user who 1s not
registered in the storing portion 13 tried to log 1n to the
image lforming apparatus 111, the “‘icon mark display
screen” of FIG. 13 described in the embodiment 1 1s
displayed on the display panel 73. At this time, as the
guiding message 3000, a message such as “Biological infor-
mation of this user 1s unregistered. Register user informa-
tion.” 1s displayed. Thus, the user 1s notified of information
to the eflect that the biological information 1s unregistered
and that a new registration 1s possible.

In the following, registration in which the biological
information and the user information are associated with
cach other along a flow similar to the initial registration
described 1n the embodiment 1.

Further, 1n the case of a constitution in which the bio-
logical information authentication portion 3020 authenti-
cates the 1ris of the user, the user images his/her eye(s) by the
camera. The CPU 7 performs user authentication by using
information on the iris as the biological information. As
another method, when the biological mnformation authent-
cation portion 3020 1s the finger print sensor, 1t 1s possible
to authenticate the user by using information on the finger
print of the user, and when the biological information
authentication portion 3020 1s a vein sensor, it 1s possible to
authenticate the user by using information on a vein of a
finger of the user.

As described above, the information associated with the
user information may also be the identification information
of the portable terminal 6 or the biological information of the
user. Even as regards either information, by employing a
characteristic constitution such that the “icon mark display
screen” 1s displayed, the user 1s capable of performing the
initial registration of the identification information or the
biological information without requiring a complicated
operation by the user.

While the present invention has been described with
reference to exemplary embodiments, 1t 1s to be understood
that the imvention 1s not limited to the disclosed exemplary
embodiments. The scope of the following claims 1s to be
accorded the broadest mterpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent
Application No. 2019-194810 filed on Oct. 25, 2019, which
1s hereby incorporated by reference herein 1n its entirety.

What 1s claimed 1s:

1. An 1image forming apparatus capable of setting a mode
in which use of said image forming apparatus including
formation of an 1mage on a sheet 1s allowed to a user by
authenticating said user, said image forming apparatus com-
prising;:

a storing unit configured to store pieces ol identification
information assigned to portable terminals, respec-
tively, and pieces of user information assigned to users,
respectively, 1in association with each other;
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an acquiring unit configured to acquire the pieces of
identification information assigned to said portable
terminals to i1dentily said portable terminals individu-
ally through an antenna configured to receive informa-
tion by near field wireless communication from an
associated one of said portable terminals positioned
within a predetermined distance from said antenna; and

a control unait,

wherein (1) on the basis of association between the pieces

of 1identification mnformation stored 1n said storing unit
and the pieces of user information, said control unit
authenticates the use of said 1image forming apparatus
by said user corresponding to an associated piece of
identification information of a portable terminal, and

(2) upon acquisition by said acquiring unit, of a piece of

identification information of the portable terminal
which 1s not stored 1n said storing unit associated with
the pieces of user information assigned to said user,
said controller unit causes a display portion to display
display regions corresponding to the pieces of user
information associated with said user so as to be
selectable to mput the pieces of user information and
the 1identification information of the portable terminal
by said user and to cause said storing unit to store the
inputted piece of 1dentification mformation of the por-
table terminal and a corresponding pieces of user
information in association with each other.

2. An 1mage forming apparatus according to claim 1,
wherein said storing unit 1s capable of storing single 1den-
tification information and the pieces of user information in
association with each other, and

wherein for acquisition by said acquiring unit, of a piece

of 1dentification information of the portable terminal
which 1s not stored in said storing user, said control unit
causes the display portion to display display regions
corresponding to the pieces of user information so as to
be selectable to cause said storing user to store the piece
of 1dentification information of the portable terminal
and the pieces of user information stored 1n said storing
user 1n association with each other.

3. An mformation according to claim 1, wheremn said
display regions corresponding to the pieces of user infor-
mation include icons representing said users, respectively.

4. An 1mage forming apparatus according to claim 1,
wherein said display regions corresponding to the pieces of
user information include user names of said users, respec-
tively.

5. An 1mage forming apparatus according to claim 1,
wherein said display regions corresponding to the pieces of
user mnformation includes user IDs of said users, respec-
tively.

6. An 1mage forming apparatus according to claim 1,
wherein said user allowed to use said 1mage forming appa-
ratus by authentication 1s capable of setting a printing
condition of a sheet, and said control unit causes aid display
panel to display the printing condition corresponding to said
user.

7. An 1mage forming apparatus according to claim 1,
wherein said display panel 1s a touch panel configured to
receive a touch operation by said user.
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