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1
SYSTEM FOR AUTHORISING DATA ACCESS

RELATED APPLICATIONS

Foreign priority benefits are claimed under 35 U.S.C. §
119 to European application number 18155399.1, filed Feb.
6, 2018, the entire contents of which is hereby incorporated
herein by reference 1n 1ts entirety.

TECHNICAL FIELD

This disclosure relates to a system, a method and a
computer program for authorising access to secure user data.

BACKGROUND

In digital communications systems data can be transferred
between devices at high speeds and 1n large volumes. This
1s advantageous for distributing information widely, but
comes with the drawback of the possibility of sensitive data
being distributed to malicious or fraudulent entities that may
compromise a user’s security. Hence, 1t 1s of utmost impor-
tance for digital communications systems to be designed to
allow sensitive data to be shared in a strictly controlled
manner, 1n order to prevent any such malicious or fraudulent
entities from accessing a user’s private data.

SUMMARY

In one aspect of the invention there 1s a computer-
implemented method for sharing data associated with a first
user, the method comprising: storing, at a first system, user
data associated with the first user; storing, at the first system,
an authorised entity database comprising a plurality of
authorised entity labels each indicative of an i1dentifier of an
authorised entity; storing, at the first system, an unauthorised
entity database comprising a plurality of unauthorised entity
labels each indicative of an identifier of an unauthorised
entity; receiving a first access message, from a second
system, associated with a request for access to the user data
stored at the first system, the first access message comprising
a second system label indicative of an identifier of the
second system; in response to receiving the first access
message, comparing the second system label with the plu-
rality of authorised entity labels and the plurality of unau-
thorised entity labels stored at the first system; 1n response
to 1dentifying that the second system label matches an
authorised entity label and that the second system label does
not match an unauthorised entity label, transmitting a grant
message imdicative that the request for access 1s granted; and
preventing transmission of the grant message, 11 the second
system label 1n the first access message matches an unau-
thorised entity label and/or does not match an authorised
entity label.

In this way, the method allows the 1dentity of the second
system to be checked against both the authorised entity
database and the unauthorised entity database, such that the
first system 1s able to determine whether the second system
1s an authorised entity. The unauthorised entity database can
be used to override any decision made on the basis of the
authorised entity database. This allows the unauthorised
entity database to correct any errors that may be present 1n
the authorised entity database. For instance, the authorised
entity database may be out of date and may incorrectly
indicate that a particular entity 1s authorised. In this situa-
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2

tion, the unauthorised entity database can be referenced to
ensure that secure user data 1s not sent to the entity that 1s not
in fact an authorised entity.

In another aspect of the invention, there 1s a computer-
implemented method for sharing data associated with a first
user, the method comprising: storing, at a first system, user
data associated with the first user; transmitting, from the first
system to an authorisation system, a request to access an
authorised entity database stored at the authorisation system,
wherein the authorised entity database comprises a plurality
of authorised entity labels each indicative of an 1dentifier of
an authorised entity; receiving and storing, at the first
system, at least a portion of the authorised entity database;
receiving an access message, from a second system, asso-
ciated with a request for access to the data stored at the first
system, the access message comprising a second system
label indicative of an identifier of the second system; 1n
response to receiving the access message, comparing the
second system label with the plurality of authorised entity
labels stored at the first system; identifying a match between
the second system label and at least one of the plurality of
authorised entity labels stored at the first system and, 1n
response, transmitting a grant message indicative that the
request for access 1s granted.

In this way, the first system 1s able to check a local copy
of the authorised entity database instead of consulting the
authorisation system. Checking the authorisation system 1n
every mstance where 1t 1s required may impose a burden on
the processing resources. Thus, storing a local copy of the
database assists 1in alleviating this burden. The authorisation
system may service other similar systems that require access
to the authorised entity database, and in this situation the
authorisation system may create a so-called “bottleneck™ or
single point of failure for the system. The first system 1s able
to detect authorised entities more reliably and quickly by
storing a copy of the database at the first system 1tself. This
will enhance the ability of the first system to ensure the
security of the user’s data.

In another aspect of the invention, there 1s provided a
computer-implemented method for sharing data associated
with a first user, the method comprising: storing, at a first
system, user data associated with the first user; storing, at the
first system, an authorised enftity database comprising a
plurality of authorised enftity labels each indicative of an
identifier of an authorised entity; receiving a first access
message, from a second system, associated with a request
for access to the user data stored at the first system, the first
access message comprising a second system label indicative
ol an i1dentifier of the second system; in response to receiv-
ing the first access message, comparing the second system
label with the plurality of authorised entity labels stored at
the first system and identifying a match between the second
system label and at least one of the plurality of authorised
entity labels stored at the first system and, in response,
transmitting a grant message indicative that the request for
access 1s granted; receiving a second access message, from
the second system, associated with the request for access to
the user data stored at the first system, the second access
message comprising the second system label; 1n response to
receiving the second access message, comparing the second
system label with the plurality of authorised entity labels
stored at the first system and 1dentifying a match between the
second system label and at least one of the plurality of
authorised entity labels stored at the first system and, in
response, transmitting a grant message indicative that the
request for access 1s granted.
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In this way, 1t 1s possible for the first system to determine
whether the second system 1s authorised to receive secure
user data 1n at least two istances before the data 1s trans-
mitted. There may be a lag time between the first request
from the second system to access the data and the second
request. In this time, it 1s possible that the second system
may transition from being authorised to receive user data to
being unauthorised. For mstance, the second system may be
subject to a security breach 1n this time. Since the second
system’s status 1s checked initially and at a second time
betfore data 1s transierred, 1t 1s possible to avoid transmitting,
the data to an unauthorised entity.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a {irst user,
the data management system comprising: a data storage
resource configured to: store user data associated with the
first user; store an authorised entity database comprising a
plurality of authorised entity labels each indicative of an
identifier of an authorised entity; and store an unauthorised
entity database comprising a plurality of unauthorised entity
labels each indicative of an identifier of an unauthorised
entity; and wherein the data management system further
comprises processing circuitry configured to: receive a first
access message, from a remote system, associated with a
request for access to the user data stored at the first system,
the first access message comprising a remote system label
indicative of an 1dentifier of the remote system; compare the
remote system label with the plurality of authorised entity
labels and the plurality of unauthorised entity labels stored
at the first system, 1n response to receiving the first access
message; transmit a grant message indicative that the request
for access 1s granted, 1n response to identifying that the
remote system label matches an authorised entity label and
that the remote system label does not match an unauthorised
entity label; and prevent transmission of the grant message,
i the remote system label in the first access message
matches an unauthorised entity label and/or does not match
an authorised entity label.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a {irst user,
the data management system comprising: a data storage
resource configured to: store user data associated with the
first user; store an authorised entity database comprising a
plurality of authorised entity labels each indicative of an
identifier of an authorised entity; and store an unauthorised
entity database comprising a plurality of unauthorised entity
labels each indicative of an identifier of an unauthorised
entity; a receiver arranged to receive a lirst access message,
from an remote system, associated with a request for access
to the user data stored at the first system, the first access
message comprising a remote system label indicative of an
identifier of the remote system; a comparison module
arranged to compare the remote system label with the
plurality of authorised enfity labels and the plurality of
unauthorised entity labels stored at the data storage resource
in response to receiving the first access message; and a
transmitter arranged to transmit a grant message indicative
that the request for access 1s granted in response to 1denti-
tying that the remote system label matches an authorised
entity label and that the remote system label does not match
an unauthorised entity label; and wherein the transmitter 1s
arranged to prevent transmission of the grant message, 1f the
remote system label 1n the first access message matches an
unauthorised entity label and/or does not match an autho-
rised entity label.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a first user,
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the data management system comprising: a data storage
resource configured to: store user data associated with the
first user; wherein the data management system further
comprises processing circuitry configured to: transmit, from
the data management system to an authorisation system, a
request to access an authorised entity database stored at the
authorisation system, wherein the authorised entity database
comprises a plurality of authorised entity labels each indica-
tive of an identifier of an authorised entity; recerving and
storing, at the data management system, at least a portion of
the authorised entity database; receiving an access message,
from a remote system, associated with a request for access
to the data stored at the data management system, the access
message comprising a remote system label indicative of an
identifier of the remote system; 1n response to receiving the
access message, comparing the remote system label with the
plurality of authorised entity labels stored at the data man-
agement system; identifying a match between the remote
system label and at least one of the plurality of authorised
entity labels stored at the data management system and, 1n
response, transmitting a grant message indicative that the
request for access 1s granted.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a first user,
the data management system comprising: a data storage
resource configured to store user data associated with the
first user; a transmitter arranged to transmit, from the data
management system to an authorisation system, a request to
access an authorised entity database stored at the authori-
sation system, wherein the authorised entity database com-
prises a plurality of authorised entity labels each indicative
of an identifier of an authorised entity; a recerver arranged
to recerve at least a portion of the authorised entity database,
wherein the data storage resource 1s arranged to store the at
a portion of the authorised entity database; wherein the
receiver 1s arranged to receive an access message, from a
remote system, associated with a request for access to the
data stored at the data management system, the access
message comprising a remote system label indicative of an
identifier of the remote system; a comparison module
arranged to compare the remote system label with the
plurality of authorised entity labels stored at the data man-
agement system, in response to recerving the access mes-
sage; and an 1dentification module arranged to identify a
match between the remote system label and at least one of
the plurality of authorised entity labels stored at the data
management system and, in response, cause the transmitter
to transmit a grant message indicative that the request for
access 1s granted.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a first user,
the data management system comprising: a data storage
resource configured to: store user data associated with the
first user; store an authorised entity database comprising a
plurality of authorised entity labels each indicative of an
identifier of an authorised entity; wherein the data manage-
ment system further comprises processing circuitry config-
ured to: receive a first access message, from a remote
system, associated with a request for access to the user data,
the first access message comprising a remote system label
indicative of an identifier of the remote system; compare the
remote system label with the plurality of authorised entity
labels, 1n response to receiving the first access message, and
identify a match between the second system label and at
least one of the plurality of authorised entity labels and, 1n
response, transmit a grant message indicative that the
request for access 1s granted; receive a second access mes-
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sage, from the remote system, associated with the request for
access to the user data, the second access message compris-

ing the remote system label; compare the remote system
label with the plurality of authorised entity labels, 1n
response to recerving the second access message; and 1den-
tify a match between the remote system label and at least one
of the plurality of authorised entity labels and, in response,
transmit a grant message indicative that the request for
access 1s granted.

In another aspect of the invention, there 1s a data man-
agement system for sharing data associated with a {irst user,
the data management system comprising: a data storage
resource configured to store user data associated with the
first user; and store an authorised entity database comprising
a plurality of authorised entity labels each indicative of an
identifier of an authorised entity; and a receiver arranged to
receive a first access message, from a remote system,
associated with a request for access to the user data, the first
access message comprising a remote system label indicative
of an 1dentifier of the remote system; a comparison module
arranged to compare the remote system label with the
plurality of authorised entity labels, 1n response to receiving,
the first access message, and cause an 1dentification module
to 1dentily a match between the remote system label and at
least one of the plurality of authorised entity labels and, 1n
response, cause a transmitter to transmit a grant message
indicative that the request for access 1s granted; wherein the
receiver 1s arranged to receive a second access message,
from the remote system, associated with the request for
access to the user data, the second access message compris-
ing the remote system label; wherein the comparison module
1s arranged to compare the remote system label with the
plurality of authorised entity labels, 1n response to receiving,
the second access message; and cause the identification
module to 1dentity a match between the remote system label
and at least one of the plurality of authorised entity labels
and, i response, cause the transmitter to transmit a grant
message indicative that the request for access 1s granted.

In another aspect of the invention, there 1s a computer
program comprising instructions which, when the program
1s executed by a computer, cause the computer to carry out
the method described herein.

In another aspect of the invention, there 1s a data carrier
signal carrying the computer program described herein.

In another aspect of the invention, there 1s a computer
readable medium which, when the program 1s executed by
a computer, cause the computer to carry out the method
described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be described, by way
of example, with reference to the following drawings, 1n
which:

FIG. 1 illustrates the general architecture of a system for
authorising access to secure user data;

FIG. 2 1illustrates a protocol sequence diagram of a
computer-implemented method for authorising access to
secure user data;

FI1G. 3 illustrates a flow chart of a computer-implemented
method performed by the system for authorising access to
secure user data;

FIG. 4 1llustrates a protocol sequence diagram of the
computer-implemented method for authorising access to
secure user data;

FI1G. 5 1llustrates a schematic diagram of a data manage-
ment system; and
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FIG. 6 illustrates a schematic diagram of an example
device 1n the system.

DETAILED DESCRIPTION

Referring to FIG. 1, there 1s a system 100 for managing
access to data associated with a first user. The system
comprises a data management system (DMS) 102, a first
user device 104, an authorisation system 105 and a remote
system 108.

The DMS 102 1s arranged to store data relating to users of
the system 100. Specifically, the DMS 102 stores data that
1s associated with the first user, and the data may comprise
one or more secure data items. Each one of these data items
1s 1ndicative of private information relating to a user of the
DMS 102 (e.g. the first user). In one example, each data item
comprises financial data relating to the first user, such as
details that enable the first user to make payments or the
details of previous financial transactions made by the first
user.

The following systems and methods are described 1n the
context ol managing access to financial data and payments.
However, these systems and methods could be used to
manage access to any type of secure data for which access
by unauthorised third parties 1s to be restricted.

In the following examples, data i1s referred to as being
accessible by the first user, and that the data 1s associated
with the first user. For example, the first user may have
access to an online user account, such as an online banking
account, via an account interface. In this scenario, the first
user may be assigned a unique username and a shared secret
(e.g. login information), such as a password, that can be used
to access the user account via the account interface. Once the
first user has accessed the user account, that user 1s able to
access the data via the user account. Theretfore, the data 1s
accessible by the first user via login information that is
unique to the first user.

The secure data that 1s accessible by the first user may be
accessible by the DMS 102 itself. The secure data may be
accessible by the first user only, unless otherwise authorised
by first user. In other words, the secure data i1s prevented
from being sent to a device or a system that 1s remote and
distinct from the DMS 102, such as the remote system 108,
without the first user providing authorisation to the DMS
102 for the data to be sent to a remote device or system.

The system 100 comprises a first user device 104 which
1s operated by the first user. The system 100 also comprises
a remote system 108 to which the jointly accessible data can
be sent.

Each one of the DMS 102, the remote system 108, the
authorisation system 1035 and the first user device 104 are
arranged to communicate with one another via a communi-
cations network 110. The communications network 110, 1n
this example, 1s the Internet 110. However, 1t will be

appreciated that any suitable form of communications net-
work 110 could be used.

Each one of the DMS 102, remote system 108, the first
user device 104 and the authorisation system 105 are web-
ecnabled and may comprise a display, a user interface, a
processor and memory. The devices and systems 102, 104,
105, 108 can be arranged to communicate data between one
another via any suitable communications protocol or con-
nection. For instance, the devices and systems 102, 104, 105,
108 may communicate with one another via a wired and/or
a wireless connection.

The first user device 104 may be any suitable type of
personal computing device, such as a laptop computer, a
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desktop computer, a web-enabled telephone, such as a
smartphone, or a tablet device. The DMS 102, the authori-
sation system 105 and the remote system 108 may be any
suitable type of computing system or collection of comput-
ing systems, such as a server or a collection of servers.

Referring to FIG. 2, there 1s a method for the first user to
ecnable the remote system 108 to access the secure data
stored at the DMS 102 using the first user device 104.

In step 1, the DMS 102 transmits a request to the
authorisation system 103 for access to an authorised entity
database. The authorised entity database 1s stored at the
authorisation system 105 and comprises a list of entities that
are considered to be authorised to access user data. The
authorised entities are considered not to be fraudulent,
unscrupulous or malicious entities. In other words, the
entities on the list of authorised entities are considered to be
“safe” 1n that these entities have been deemed not to 1impose
a risk to a user’s security, or at least have been deemed to
impose a low risk to a user’s security. For instance, each
entity may be associated with a security score and 1f the
security score for a particular entity meets a predetermined
secure threshold 1dentification details for that entity will be
stored on the list of authorised entities. However, 1f the
security score for an entity does not meet the predetermined
secure threshold, the identification details for that entity will
be not be stored on the list of authorised entities.

The authorised enftity database comprises a plurality of
labels, each of which are indicative of an identifier for an
authorised entity. Therefore, 1t 1s possible to determine
whether an entity 1s authorised by comparing 1ts identifier to
the 1dentifiers of the authorised entities 1n the authorised
entity database.

In step 2, the authornisation system 105 transmits at least
a portion of the authorised entity database to the DMS 102.
The authorisation system 105 may transmit the entire autho-
rised entity databased to the DMS 102, so that the DMS 102
can access a complete copy of the authorised entity database.
However, a portion of the authorised entity database may be
transmitted to the DMS 102 1n order to conserve bandwidth
usage and storage resources at the DMS 102. For instance,
the DMS 102 may require only part of the authorised entity
database. In this example, the DMS 102 requests a portion
of the database, and the authorisation system 105 responds
with the part of the database that was requested. Once the
authorised entity database has been received (or a portion
thereol), the DMS 102 stores the database locally at a data
storage resource at the DMS 102.

In this way, the DMS 102 1s able to check a local copy of
the authorised entity database instead of consulting the
authorisation system 1035. The authorisation system 1035 is
remote and distinct from the DMS 102. Thus, checking the
authorisation system 105 in every instance where it 1s
required would impose a burden on the processing resources
of DMS 102. In addition, the authorisation system 105 may
service other similar systems that require access to the
authorised entity database, and in this situation the autho-
risation system 105 may create a so-called “bottleneck™ or
single point of failure for the system. Since the DMS 102
obtains a local copy of the authorised entity database, the
DMS 102 1s able to detect authorised entities more reliably
and quickly. This will enhance the ability of the DMS 102
to ensure the security of the user’s data.

Steps 1 and 2 may be repeated, so that the local copy of
the authorised entity database 1s kept up to date at the DMS
102. This 1s advantageous so that the DMS 102 1s able to
determine which entities are authorised and which entities
are not. For instance, at one point 1n time a particular entity
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may be considered to be authorised (or to be “saife™).
However, this entity may be subject to a security breach, and
the authorised entity database may be updated at the autho-
risation system 105 to remove that entity from the database.
If the local copy of the DMS 102 1s not updated, and the
entity that 1s no longer authorised attempts to access user
data from the DMS 102, then the DMS 102 might transmat
the data to the entity which would risk users’ information
security. In order to assist 1in alleviating this 1ssue, the DMS
102 may transmit a plurality of requests for the authorised
entity database based on a predetermined pattern or time
sequence. For mstance, the DMS 102 may store a predefined
time 1interval that determines the time interval between
subsequent transmissions of the request. This time interval
may be configurable, such that an operator of the DMS 102
1s able to set the time sequence or pattern. For instance, the
operator may 1ncrease or decrease the time interval based on
system conditions, or the DMS 102 may update the time
interval automatically.

The DMS 102 may be used to detect and count incidents
of fraud. The time interval may be increased or decreased
based on a number of incidents of fraud detected. The time
interval may increase, 1f the number of incidents of fraud
detected increases. The time interval may decrease, 1f the
number of incidents of fraud detected decreases.

If the authorisation system 105 does not provide a
response to the message sent 1n step 1, or 1f the authorisation
system 105 does not provide at least a portion of the
authorised entity database 1n response to the message sent 1n
step 1, the DMS 102 does not execute the steps to allow user
data to be sent to the remote system 108. For instance, in this
scenario the DMS 102 may prevent any one or more of steps
6, 6a, 8, 9 11a and 12 from being executed.

In addition to storing the authorised entity database, the
DMS 102 may store an unauthorised entity database. The
unauthorised entity database comprises a list of entities that
are considered to be unauthorised to access user data. The
unauthorised entities are considered be fraudulent, unscru-
pulous or malicious entities. In other words, the entities on
the list of unauthorised entities are considered to be “unsate”™
in that these entities have been deemed to 1mpose a risk to
a user’s security, or have been deemed to impose a high risk
to a user’s security. For instance, each entity may be
associated with a security score and 11 the secunity score for
a particular entity meets a predetermined unsecure threshold
that entity will be stored on the list of unauthorised entities.
However, if the security score for an entity does not meet the
predetermined unsecure threshold, the entity will be not be
stored on the list of unauthorised entities.

The unauthorised entity database comprises a plurality of
labels, each of which are indicative of an identifier for an
unauthorised entity. Therefore, 1t 1s possible to determine
whether an entity 1s unauthorised by comparing the identifier
ol the entity to the identifiers of the unauthorised entities 1n
the unauthorised entity database.

In step 3, the DMS 102 receives an unauthorised entity
detection message. This message may be received from the
authorisation system 108, as shown in FIG. 2. However, the
message may be received by a different system that 1s
distinct and remote from the DMS 102, or the message may
be generated the DMS 102.

The unauthorised entity detection message comprises a
label that indicates an i1dentifier of an entity that 1s unau-
thorised to receive user data. The label may indicate the
identity of an enfity that 1s suspected to be fraudulent,
unscrupulous or malicious. In other words, the entity 1den-
tified 1n the unauthorised entity detection message has been
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considered to be “unsafe’” 1n that the entity has been deemed
to 1mpose a risk to a user’s security, or has been deemed to
impose a high risk to a user’s security. For instance, the
entity identified 1n the unauthorised entity detection message
may be associated with a security score that meets the
predetermined unsecure threshold. This determination may
be made at the DMS 102 or at a remote system, such as the
authorisation system 105. This determination may be made
automatically based on security data associated with the
entity indicated 1n the message. The determination may be
made manually based on user mput.

In step 4, once the unauthorised entity detection message
has been received, the DMS 102 updates the unauthorised
entity database to include the label from the unauthorised
entity detection message. In this way, it 1s possible for the
DMS 102 to update the unauthorised entity database on an
ad-hoc basis for specific entities. Therefore, the unauthor-
1sed entity database can be maintained 1n a more efhicient
and reliable manner.

In step 5, the first user sends a message via the first user
device 104 that 1s mndicative of the first user providing their
consent for the remote system 108 to access the secure data
accessible by the first user which 1s stored at the DMS 102.
The message that provides the first user’s consent for access
to the secure data 1s sent from the first user device 104 to the
remote system 108. The message 1n step 5 may be indicative
of the first user providing consent for a payment to be made
from a bank account to which the first user has access.

In step 6, the remote system 108 connects to the DMS
102. In this step, the remote system 108 creates an account
request resource. This imnforms the DMS 102 that one of its
users 1s granting the remote system 108 with access to data
associated with the online account of that user. In this step,
the DMS 102 responds with an identifier for the resource.
This step 1s carried out by the remote system 108 making a
POST request, which 1s supported by the Hypertext Transfer
Protocol, to an endpoint at the DMS 102. If the message 1n
step 5 1s indicative of the first user providing consent for a
payment, 1 step 5 a payment resource 1s created with a
corresponding identifier for the payment resource.

In step 6, an account request setup payload 1s sent from
the remote system 108 to the DMS 102, which comprises
fields describing the data that the first user has consented for
the remote system 108 to access. The fields 1n the setup
payload may comprise a permissions field, an expiration
date field and a period field. The permissions field comprises
an 1dentifier for a data cluster or a list of identifiers for data
clusters that the first user has consented for the remote
system 108 to access. The expiration date field comprises an
optional expiration time at which point the remote system
108 will be prevented from accessing the first user’s data
stored at the DMS 102. The period field comprises a
date/time range which can be used to only provide access to
data 1items stored at the DMS 102 that are associated with
dates/times that fall within the date/time range. For example,
the period field may specily a transaction history period. The
DMS 102 uses the transaction history period to determine
that the remote system 108 1s only to have access to the
transactions that were made within the transaction history
period. The remote system 108 may send multiple account
requests for the same user, with diflerent setup payloads in
cach request.

In step 6, the remote system 108 transmits a label/
identifier that indicates the identity of the remote system
108. Then, 1n step 6a the DMS 102 compares the 1dentity of
the remote system 108 with the identities of the entities
stored 1n the authorised entity database. If the 1dentity of the
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remote system 108 matches the identity of an entity in the
authorised entity database, the DMS 102 indicates that the
setup account request 1s granted. For instance, 11 the identity
of the remote system 108 matches the 1dentity of an entity
in the authorised entity database, the DMS 102 transmits the
identifier for the resource to the remote system 108.

Alternatively, if the identity of the remote system 108
does not match the identity of an enftity in the authorised
entity database, the DMS 102 prevents the setup account
request from being granted. For instance, 1f the identity of
the remote system 108 does not match the identity of an
entity 1n the authorised entity database, the DMS 102 does
not transmit the identifier for the resource to the remote
system 108. The DMS 102 may transmit a failure or request
rejection message to the remote system 108, if the remote
system 1s not on the authorised entity database.

In step 6a, the DMS 102 may also compare the 1dentity of
the remote system 108 with the identities of the entities
stored 1n the unauthorised entity database. This may occur
locally at the DMS 102 using the local copy of the autho-
rised database, or the DMS 102 may interface with the
authorisation system 103 for the comparison. The DMS 102
may execute the comparison based on both the local autho-
rised entity database and authorised entity database stored at
the authorisation system. If the identity of the remote system
108 does not match the identity of an entity in the unautho-
rised entity database, the DMS 102 indicates that the setup
account request 1s granted. For instance, if the 1identity of the
remote system 108 does not match the identity of an entity
in the unauthorised entity database, the DMS 102 transmits
the 1dentifier for the resource to the remote system 108.

Alternatively, i1 the identity of the remote system 108
does match the identity of an enfity in the unauthorised
entity database, the DMS 102 prevents the setup account
request from being granted. For instance, 1f the identity of
the remote system 108 does match the identity of an entity
in the unauthorised entity database, the DMS 102 does not
transmit the 1dentifier for the resource to the remote system
108. The DMS 102 may transmit a failure or request
rejection message to the remote system 108, if the remote
system 1s listed on the unauthorised entity database.

In step 7, if the account request has been completed, the
remote system transmits a redirect message to the first user
device 104 that instructs the device 104 to be redirected to
the DMS 102. The redirect message includes an account
request 1dentifier associated with the account request estab-
lished 1n step 6. The account request identifier allows the
DMS 102 to correlate messages transmitted from the first
user device 104 with the account request that was setup in
step 6.

In step 7, the first user device 104 1s redirected to the DMS
102. For instance, the first user, 1s redirected to a web-page
or an application through which the first user i1s able to
access their online account. When the first user device 104
1s redirected to the DMS 102, the first user device 104
provides the account request 1dentifier to the DMS 102. Thais
allows the DMS 102 to correlate messages from the first user
device 104 with the account request of step 6.

In step 8, the DMS 102 authenticates the first user via the
first user device 104. This can occur by the first user
inputting their login information nto the web-page or the
application using the first user device 104. Once the user has
been authenticated the user 1s able to provide their consent
for the remote system 108 to access their data or to authorise
the payment request. Then, the DMS 102 updates the state
of the account request resource to 1ndicate that the account
request has been authorised by the first user. This may
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involve setting a flag associated with the first user to indicate
that the data 1s authorised to be shared with the remote
system 108, where previously the flag was set to indicate
that the data 1s not authorised to be shared with the remote
system 108.

The online user account may comprise a plurality of
sub-accounts. For instance, the user’s online banking
account may comprise different sub-accounts, such as a
current account and a savings account. During authorisation,
the first user selects accounts that are authorised for the
remote system 108 to access. This selection may be executed
by the first user via a user interface at the first user device
104.

In the method, the consent for data to be shared 1s
managed in step 5 between the first user and the remote
system 108. Thus, the first user cannot change the details of
the account request by interacting with the DMS 102 1n step
8. The first user will only be able to authorise or reject the
account request details 1n 1ts entirety in step 8. In order for
the first user to change the details of the account request, it
1s necessary for step 5 to be repeated with diflerent consent
parameters provided by the first user.

In steps 9 and 10, the first user device 104 1s redirected
back to the remote system 108.

In step 11, the remote system 108 transmits a request for
access to the secure data item. This 1s carried out by making
a GET request, which 1s supported by the Hypertext Transier
Protocol, to the relevant resource at the DMS 102. If
payment consent was provided in step 5, the remote system
transmits a request for the payment to be made. This 1s
carried out by making a POST request, which 1s supported
by the Hypertext Transier Protocol, to the relevant resource
at the DMS 102. The request in step 11 comprises an
identifier for the remote system 108 that the DMS 102 can
use to compare against the authorised entity database and the
unauthorised entity database in order to determine whether
the remote system 108 1s authorised to access the secure
data.

In step 11a, the DMS 102 compares the identity of the
remote system 108 with the identities of the entities stored
in the authorised entity database. This may occur locally at
the DMS 102 using the local copy of the authorised data-
base, or the DMS 102 may interface with the authorisation
system 105 for the comparison. The DMS 102 may execute
the comparison based on both the local authorised entity
database and authorised entity database stored at the autho-
risation system. IT the identity of the remote system 108
matches the identity of an enfity in the authorised entity
database, the DMS 102 indicates that the request from step
11 1s granted. For instance, 1f the identity of the remote
system 108 matches the identity of an entity 1n the autho-
rised entity database, the DMS 102 proceeds to step 12.

Alternatively, 1f the i1dentity of the remote system 108
does not match the identity of an entity in the authorised
entity database, the DMS 102 prevents the request of step 11
from being granted. The DMS 102 may transmait a failure or
request rejection message to the remote system 108, 1t the
remote system 1s not listed on the authorised entity database.

In step 11a, the DMS 102 may also compare the 1dentity
of the remote system 108 with the 1dentities of the entities
stored 1n the unauthorised entity database. If the identity of
the remote system 108 does not match the identity of an
entity 1n the unauthorised entity database, the DMS 102
indicates that the request of step 11 1s granted. For instance,
i the 1dentity of the remote system 108 does not match the
identity of an entity 1n the unauthorised entity database, the

DMS 102 proceeds to step 12.
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Alternatively, 1f the i1dentity of the remote system 108
does match the identity of an enftity in the unauthorised
entity database, the DMS 102 prevents the request of step 11
from being granted. The DMS 102 may transmit a failure or
request rejection message to the remote system 108, 1t the
remote system 1s listed on the unauthorised entity database.

In step 12, 1t the first user has provided consent and the
remote system 108 1s listed on the authorised entity database
but not listed on the unauthorised entity database, the secure
data 1tem that 1s accessible by the first user 1s transmitted
from the DMS 102 to the remote system 108, or if a payment
was requested the payment 1s made.

The above example, has been described 1n the context of
providing and granting consent for the first user’s data to be
transterred. However, the above method could be imple-
mented as a mechanism for providing and granting consent
for the first user to make a payment via the remote system
108 from the first user’s bank account.

FIG. 3 shows a flow chart illustrating, at an overview
level, a method of sharing the secure data 1tem accessible by
the first user with the remote system 108.

In step 20, secure data that 1s associated with the first user
1s stored at a data storage resource at the DMS 102. The first
user may have access to the secure data via an online user
account, such as an online banking account, via an account
interface as discussed above. The secure data may comprise
financial data indicative of previously executed transactions
linked with an account belonging to the first user, or pay-
ment data enabling a payment to be mnitiated from an account
belonging to the first user.

In step 21, an authorised entity database 1s stored at the
data storage resource at the DMS 102. The authorised entity
database comprises a plurality of authorised entity labels
cach indicative of an identifier of an authorised entity.

Optionally, in steps 21a and 215 the DMS 102 requests
and stores a local copy of the authorised entity database. In
step 21a, the DMS 102 transmits a request to the authori-
sation system 108 to access the authorised entity database
stored at the authorisation system 108.

The DMS 102 may transmit a plurality of the requests of
step 21a 1n a predefined sequence. The predefined time
sequence may be configurable at the DMS 102. For 1nstance,
cach of the requests may be transmitted sequentially with a
predetermined time interval between each successive

request.

In step 215, 1n response to each request transmitted 1n step
21a the DMS 102 recerves and stores at least a portion of the
authorised enftity database.

In step 22, an unauthorised entity database is stored at the
DMS 102. The unauthorised entity database comprises a
plurality of unauthorised entity labels each indicative of an
identifier of an unauthorised entity;

Optionally, 1n step 22a the DMS 102 receives an unau-
thorised enftity detection message. The message may be
received via an input at the DMS 102. The unauthorised
detection message comprise a label indicative of an 1denti-
fler of an entity suspected of fraudulent activity and/or
suspected of being subject to a security breach. In step 225,
the unauthorised entity data 1s updated by storing the label
from the unauthorised entity detection message as an unau-
thorised entity label imndicative of an identifier of an unau-
thorised entity. This label is stored 1n the unauthorised entity
database.

In step 23, the DMS 102 receives a {irst access message,
from the remote system 108, associated with a request for
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access to the user data stored at the first system. The first
access message comprises a label indicative of an identifier
of the remote system 108.

In step 24, in response to receiving the {first access
message, the DMS 102 compares the label for the remote
system 108 with the plurality of authorised entity labels 1n
the authorised entity database.

In step 235, 1f the label for the remote system 108 1s not
stored 1n the authorised entity database, the method proceeds
to step 29 1n which the DMS 102 does not perform the action
requested 1n step 23. On the other hand, 1t the label for the
remote system 108 1s stored 1n the authorised entity data-
base, the method proceeds to step 30 1n which the DMS 102
performs the action requested 1n step 23.

Optionally, the DMS 102 may require that the label for the
remote system 108 1s compared with the unauthorised entity
database. In this case, the method proceeds to step 26.

In step 26, the DMS 102 compares the label for the remote
system 108 with the plurality of unauthonised entity labels 1n
the unauthorised entity database.

In step 27, 11 the label for the remote system 1s stored in
unauthorised entity database, the method proceed to step 29
in which the DMS 102 does not perform the action requested
in step 23. On the other hand, 11 the label for the remote
system 108 1s not stored in the unauthorised entity database,
the method proceeds to step 30 mn which the DMS 102
performs the action requested 1n step 23.

Optionally, the DMS 102 may receive a second access
message belfore granting the action as 1n step 30. In the case,
steps 24, 25, 26, 27, 29 and 30 are repeated. However, the
label received 1n the second request 1s used for the com-
parison with the unauthorised and authorised entity data-
bases 1n this instance.

FIG. 4 shows a protocol sequence diagram which illus-
trates the method described with reference to FIG. 2 in
greater detail. Referring the FI1G. 4, the DMS 102 described
above further comprises a trusted identity and attribute
authority 102a (TTAA) and an 1dentity provider 1025 (IDP).

In steps 40, 40aq and 41, the remote system 108 and the
DMS 102 interact in order for an intent token to be trans-
mitted to the remote system 108. Specifically, in step 40 the
remote system 108 transmits a request for an access token to
the TIAA 102a at the DMS 102. The access token being
requested 1s a web token that 1s configured to enable the
remote system 108 to send an intent application program-
ming interface (API) to the DMS 102.

The access token requested by the remote system 108 will
be valid for a predetermined period of time. Thus, the access
token can be used more than once by the remote system 108.
In this example, the web token 1s a JavaScript Object
Notation (JSON) web token.

In step 40, the request for the access token 1s transmitted
directly to the TIAA 102a, and the request comprises a client
identifier and a client secret. The client identifier and the
client secret are previously assigned to the remote system
108, when the remote system 108 registers with the DMS
102. The TIAA 102a validates the client identifier and the
client secret 1 order to authenticate the remote system 108.

In step 40a, the DMS 102 compares the i1dentity of the
remote system 108 with the identities stored on the autho-
rised entity database and/or the identities stored on the
unauthorised entity database. The DMS 102 may execute
this comparison by interfacing with the authorisation system
or by referencing the local copies of the authorised entity
database and/or the unauthorised entity database. Step 40a
may occur in a similar manner to that described with
reference to step 6a above and/or 1n a similar manner to that
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described with reference to steps 24, 25, 26, 27, 29 and 30
above. In step 40a, 11 the remote system 108 1s determined
to be an authorised entity and/or not an unauthorised entity,
the method proceeds to step 41.

In step 41, the TIAA 102a generates an intent access token
and transmits the intent access token to the remote system
108.

In step 42, the first user transmits a message to the remote
system 108 indicating that the first user has requested for the
DMS 102 i1s to transmit a secure data item to the remote
system 108. In this example, the secure data 1s a data item
that 1s accessible by the first user via an account interface of
a shared online data storage account. The message may
indicate an 1nstruction for a payment to be made using a
bank account accessible by the first user at the DMS 102.

In step 43, the remote system 108 transmits an external
consent imtent API, and the remote system 108 transmuits the
intent access token provided previously 1n response to the
request from the first user in step 42. The remote system 108
also sends the details of the user’s consent request, such as
the account type, period of time, permissions, as described
with reference to the account request setup payload in step
2 of FIG. 2. If the message 1n step 42 indicates a payment
instruction, the remote system 108 transmits a transaction
identifier to the DMS 102. In step 43, the TIAA 102q
receives the external consent intent API and validates the
corresponding intent access token.

In step 43a, the identity of the remote system 108 1s
authenticated 1n order to determine whether the remote
system 108 1s an authorised entity and/or an unauthorised
entity. If the remote system 1s not an authorised entity or the
intent access token 1s not valid, the external consent intent
API will be rejected, and an error code 1s returned to the
remote system 108. If the remote system 1s an unauthorised
entity or the intent access token 1s not valid, the external
consent intent API will be rejected, and an error code 1s
returned to the remote system 108. Step 43a occurs in a
similar manner to that of step 40a.

Further 1n step 43, the DMS 102 uses an internal consent
intent API, which generates a unique consent 1dentifier that
corresponds with the request received from the remote
system 108 and remains valid throughout the lifecycle of the
request. The internal consent API stores the details of the
intent 1n a consent database 1n association with the consent
identifier. Then 1n step 44 the DMS 102 returns the consent
identifier to the remote system 108.

In step 45, once the remote system 108 has received the
consent identifier from the consent intent API, the remote
system 108 retrieves a redirect URL from a registry which
points to the TIAA 102q. In this step, the remote system 108
redirects first user device 104 to the TIAA 102q with the
client 1dentifier, the consent identifier and the details of the
user’s consent request. This information 1s sent using OAuth
2.0.

In step 46, the first user device 104 1s redirected to the
TIAA 102a, which validates the client identifier and the
details of the user’s consent request. In step 464, the identity
of the remote system 108 1s authenticated again as 1n steps
40a and 43a.

In step 47, the TIAA 102q transmits a redirect uniform
resource 1dentifier (URI) to the first user device 104 and a
first reference code. This redirects the first user device 104
to the IDP 1025 along with the first reference code. In turn,
the IDP 1025) transmits a request to the TIAA 102a for the
consent 1dentifier and the details of the user’s consent
request. Then, 1t 1s necessary for the IDP 1025 to obtain a

linking identifier. The IDP 1026 will then call an API for
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obtaining the linking identifier. In addition, a call to the
TIAA 10256 1s required to translate the client identifier and
the remote system 108 identifier into textual names.

In step 48, the first user 1s prompted to authenticate their
identity. For instance, the first user 1s prompted to input their
unique login mnformation via a user interface. The first user
then operates the user interface of the online account to
navigate to a consent page or area. At that point, an internal
authorisation API for obtaining the first user’s consent 1s
configured to match the request with the data previously
received via the consent intent API to obtain the full consent
that the customer 1s being asked to authorise. This 1s
achieved via the linking identifier or via a direct deep link
approach (for mobile devices only) using the consent 1den-
tifier directly.

In step 48, the IDP 1025 constructs a list of accounts that
the first user can select. This will be constructed by gener-
ating a list of all accounts to which the first user has access
to the data of, or the accounts from which the user can make
a payment, or the accounts that are enabled for data sharing.
For instance, certain account types may be enabled or
disabled for sharing data. The enabled account types will
appear 1n the list, while the disabled account types will not
appear 1n the list. In this step, the first user 1s presented with
the consent that they have requested and the list of accounts
for the first user to choose from. Next, the customer autho-
rises the consent, and since the user has been authenticated,
an 1dentifier for the first user will be known. The authori-
sation received from the user will be digitally signed within
the IDP 1025 and will be stored in associated with the
authorised consent.

In step 50, the first user device 1s redirected back to the
TIAA 102a.

In step 51, the TIAA 1024 sends an authorisation code and
a URI to the first user device. The URI 1s assigned to the
remote system 108 when the remote system 108 registers
with the DMS 102 mitially and 1s used to redirect the first
user device to the remote system 108.

In step 52, the first user device 10 i1s redirected to the
remote system 108.

In step 53, the authorisation code 1s sent by the remote
system 108 to the TIAA 1024 which validates the authori-
sation code and the identity of the remote system 108. In
steps 53a, the identity of the remote system 108 1s authen-
ticated again as in steps 40a, 43a and 46a.

In step 54, the TIAA 102q transmits an access token and
a refresh token to the remote system 108. On subsequent
requests, the remote system 108 will transmit the refresh
token rather than the authorisation code. After validation, the
TIAA 102a will 1ssue a new access token and a new refresh
token.

In step 35, the remote system 108 transmits an external
execute API to the DMS 102, which matches the details held
in the authorised consent. In this step, the secure data item
that 1s jointly accessible by the first user and the second user
1s transmitted to the remote system 108. In steps 35a, the
identity of the remote system 108 1s authenticated again 1n
a similar manner to that described above.

The consent 1dentifier 1s passed to an internal execute API
at the DMS 102, which will call an internal validate autho-
rised consent API using the consent identifier along with any
additional data required from the execute API to match
against the Authorised Consent (such as the account number,
and payment details).

The validate authorised consent API will then check that
the consent 1dentifier exists and has not expired. The validate
authorised consent API will also check that any details
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passed match the authorised consent. This may include
checking that the API being executed within scope of the
user’s authorisation that have been authorised, that the
account being requested within the accounts have been
authorised.

The validate Authorised consent API will pass back a
success or failure message to the calling execute API. For a
success message, the API will also pass back the translation
from the consent customer 1dentifier to the actual customer
identifier as used by the IDP 1025b, the consent account
identifier to the actual account 1dentifier, and any other data
that was saved at the point of authorisation (e.g. a biometrics
score for detecting fraud).

Reterring to FIG. 5, the DMS 102 comprises a commu-
nication interface 501 comprising a receiver 502 and a
transmitter 503. The DMS 102 also comprises an identifi-
cation module 504, a comparison module 505 and a data
storage resource 306.

The receiver 502 and the transmitter 503 are configured to
receive and transmit the messages to and from the DMS 102
as explained above. The comparison module 507 1s arranged
to compare a label with the labels stored in the authorised
entity database or the unauthorised entity database, as
explained above. The 1dentification module 504 1s arranged
to 1dentity whether a label 1s stored on the authorised entity
database or the unauthorised entity database, as explained
above. The data storage resource 506 1s arranged to store the
secure data items at the DMS 102.

FIG. 6 shows an exemplary electronic device 401 accord-
ing to any of the electronic devices or systems ol this
disclosure (such as the first user device 102, the authorisa-
tion system 105, the remote system 108, the DMS 102, the
TIAA 102a or the IDP 102b6). The electronic device 401
comprises processing circuitry 410 (such as a microproces-
sor) and a memory 412. Electronic device 401 may also
comprise one or more of the following subsystems: a power
supply 414, a display 416, a transceiver 420, and an input
426.

Processing circuitry 410 may control the operation of the
clectronic device 401 and the connected subsystems to
which the processing circuitry 1s communicatively coupled.
Memory 412 may comprise one or more of random access
memory (RAM), read only memory (ROM), non-volatile
random access memory (NVRAM), flash memory, other
volatile memory, and other non-volatile memory.

Display 416 may be communicatively coupled with the
processing circuitry 410, which may be configured to cause
the display 416 to output images representative of the secure
data shared between the entities in the system 100.

The display 416 may comprise a touch sensitive interface,
such as a touch screen display. The display 416 may be used
to mteract with software that runs on the processor 410 of
the electronic device 401. The touch sensitive interface
permits a user to provide mput to the processing circuitry
410 via a discreet touch, touches, or one or more gestures for
controlling the operation of the processing circuitry and the
functions described herein. It will be appreciated that other
forms of input mterface may additionally or alternatively be
employed for the same purpose, such as the input 426 which
may comprise a keyboard or a mouse at the mnput device.

The transceiver 420 may be one or more long-range RF
transceivers that are configured to operate according to
communication standard such as LTE, UMTS, 3G, EDGE,
GPRS, GSM, and Wi-Fi. For example, electronic device 401

may comprise a lirst wireless transceiver 421, such as
cellular transcerver, that 1s configured to communicate with

T 1

a cell tower 403 via to a cellular data protocol such as LTE,
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UMTS, 3G, EDGE, GPRS, or GSM, and a second trans-
ceiver 428, such as a Wi-F1 transceiver, that 1s configured to
communicate with a wireless access point 404 via to a Wi-Fi
standard such as 802.11 ac/n/g/b/a. In this regard and for the
purposes of all embodiments herein concerning a long-range

wireless protocol, a long-range wireless protocol may be a
protocol which 1s capable and designed for communication
over 5, 10, 20, 30, 40, 50, or 100 m. This i1s 1n contrast to
short-range wireless protocol mentioned above. The long-
range wireless protocol may communicate utilizing higher
power than the short-range wireless protocol. The range (e.g.
line of sight distance) between the long-range end nodes
(electronic device and router or base station) for the long-
range wireless protocol may be greater than the range (e.g.
line of sight distance) between the short-range end nodes
(e.g. electronic device and wireless beacon).

Electronic device 401 may be configured to communicate
via the transceiver 420 with a network 440. Network 440
may be a wide area network, such as the Internet, or a local
area network. Electronic device 401 may be further config-
ured to communicate via the transceiver 420 and network
440 with one or more systems 14 or user devices 11, 12, 13.
These servers or user devices may be any one of those
described herein.

The term “comprising” encompasses “including™ as well
as ‘“‘consisting’ e.g. a composition “comprising’ X may
consist exclusively of X or may include something addi-
tional e.g. X+Y.

Unless otherwise indicated each embodiment as described
herein may be combined with another embodiment as
described herein.

The methods described herein may be performed by
software 1n machine readable form on a tangible storage
medium e.g. i the form of a computer program comprising,
computer program code means adapted to perform all the
steps of any of the methods described herein when the
program 1s run on a computer and where the computer
program may be embodied on a computer readable medium.
Examples of tangible (or non-transitory) storage media
include disks, thumb drives, memory cards etc and do not
include propagated signals. The software can be suitable for
execution on a parallel processor or a serial processor such
that the method steps may be carried out in any suitable
order, or simultaneously. This acknowledges that firmware
and software can be valuable, separately tradable commodi-
ties. It 1s mntended to encompass software, which runs on or
controls “dumb” or standard hardware, to carry out the
desired functions. It 1s also intended to encompass soltware
which “describes™ or defines the configuration of hardware,
such as HDL (hardware description language) software, as 1s
used for designing silicon chips, or for configuring universal
programmable chips, to carry out desired functions.

It will be appreciated that the modules described herein
may be implemented 1n hardware or in software. Further-
more, the modules may be implemented at various locations
throughout the system.

Those skilled in the art will realise that storage devices
utilised to store program instructions can be distributed
across a network. For example, a remote computer may store
an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
Alternatively, the local computer may download pieces of
the software as needed, or execute some software instruc-
tions at the local terminal and some at the remote computer
(or computer network). Those skilled i the art will also
realise that by utilizing conventional techniques known to
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those skilled in the art that all, or a portion of the software
instructions may be carried out by a dedicated circuit, such

as a DSP, programmable logic array, or the like.

Any range or device value given herein may be extended
or altered without losing the eflect sought, as will be
apparent to the skilled person.

It will be understood that the benefits and advantages
described above may relate to one embodiment or may relate
to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that
have any or all of the stated benefits and advantages.

Any reference to ‘an’ item refers to one or more of those
items. The term ‘comprising’ 1s used herein to mean 1nclud-
ing the method blocks or elements 1dentified, but that such
blocks or elements do not comprise an exclusive list and a
method or apparatus may contain additional blocks or ele-
ments.

The steps of the methods described herein may be carried
out 1 any suitable order, or simultaneously where appro-
priate. Additionally, individual blocks may be deleted from
any ol the methods without departing from the spirit and
scope of the subject matter described herein. Aspects of any
of the examples described above may be combined with
aspects ol any of the other examples described to form
turther examples without losing the etfect sought. Any of the
module described above may be implemented 1n hardware
or software.

It will be understood that the above description of a
preferred embodiment 1s given by way of example only and
that various modifications may be made by those skilled in
the art. Although various embodiments have been described
above with a certain degree of particularity, or with refer-
ence to one or more 1ndividual embodiments, those skilled
in the art could make numerous alterations to the disclosed
embodiments without departing from the scope of this
ivention.

LIST OF NUMBERED EMBODIMENTS

1. A computer-implemented method for sharing data asso-
ciated with a first user, the method comprising:

storing, at a first system, user data associated with the first
user;

storing, at the first system, an authorised entity database
comprising a plurality of authorised entity labels each
indicative of an i1dentifier of an authorised entity;

storing, at the first system, an unauthorised entity database

comprising a plurality of unauthorised entity labels each
indicative of an i1dentifier of an unauthorised entity;

recerving a first access message, from a second system,
associated with a request for access to the user data stored
at the first system, the first access message comprising a
second system label indicative of an identifier of the second
system:

in response to receiving the first access message, com-
paring the second system label with the plurality of autho-
rised entity labels and the plurality of unauthorised entity
labels stored at the first system:;

in response to 1dentifying that the second system label
matches an authorised entity label and that the second
system label does not match an unauthorised entity label,
transmitting a grant message indicative that the request for
access 1s granted; and

preventing transmission ol the grant message, 1i the
second system label 1n the first access message matches an
unauthorised entity label and/or does not match an autho-
rised entity label.



US 11,128,628 B2

19

2. The computer-implemented method of embodiment 1,
wherein storing the authorised entity database at the first
system comprises:

transmitting, from the first system to an authorisation
system, a request to access an authorised entity database
stored at the authorisation system:;

receiving and storing, at the first system, at least a portion
of the authorised entity database in response to the request
to access the authorised entity database.
3. The computer-implemented method of embodiment 1
turther comprising:

transmitting, from the first system to an authorisation
system, a plurality of requests to access an authorised entity
database stored at the authorisation system:;

receiving and storing, at the first system, at least a portion
ol the authorised entity database in response to each one of
the plurality of requests to access an authorised entity
database;:

wherein the plurality of requests to access the authorised
entity database are transmitted 1 a predefined time
sequence.
4. The computer-implemented method of embodiment 3,
wherein the predefined time sequence 1s configurable at the
first system.
5. The computer-implemented method of embodiment 3 or
embodiment 4, wherein the predefined time sequence com-
prises a predefined time interval between each adjacent one
ol the requests to access the authorised entity database.
6. The computer-implemented method of any of the preced-
ing embodiments, wherein the first access message com-
prises a request for an intent web token which validates a
request for access to the user data stored at the first system.
7. The computer-implemented method of any one of
embodiments 1 to 5, wherein the first access message
comprises a request for access to the user data stored at the
first system.
8. The computer-implemented method of any one of
embodiments 1 to 5, wherein the first access message
comprises a request to redirect the first user device to the
first device for the first user to provide authorisation for the
second system to access the user data.
9. The computer-implemented method of any one of the
preceding embodiments further comprising:

receiving a second access message, from the second
system, associated with the request for access to the user
data stored at the first system, the second access message
comprising the second system label;

in response to recerwving the second access message,
comparing the second system label with the plurality of
authorised entity labels stored at the first system and 1den-
tifying a match between the second system label and at least
one of the plurality of authorised entity labels stored at the
first system and, in response, transmitting a grant message
indicative that the request for access 1s granted.
10. The computer-implemented method of embodiment 9,
wherein the second access message comprises a request for
an execute web token which validates a request for the first
system to transmit the user data to the second system.
11. The computer-implemented method of embodiment 9,
wherein the second access message comprises a request for
the first system to transmit the user data to the second
system.
12. The computer-implemented method of any one of
embodiments 9 to 11, further comprising;

in response to recerwving the second access message,
comparing the second system label with the plurality of
unauthorised entity labels stored at the first system and not
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identifving a match between the second system label and at
least one of the plurality of unauthorised entity labels stored
at the first system and, 1n response, transmitting a grant
message indicative that the request for access 1s granted.
13. The computer-implemented method of any one of
embodiments 9 to 12, further comprising:
in response to receiving the second access message,
comparing the second system label with the plurality of
unauthorised entity labels stored at the first system and
identifying a match between the second system label and at
least one of the plurality of unauthorised entity labels stored
at the first system and, 1n response, preventing transmission
of the grant message.
14. The computer-implemented method of embodiment 13,
further comprising:
in response to receirving the second access message,
comparing the second system label with the plurality of
authorised entity labels stored at the first system and not
identifying a match between the second system label and at
least one of the plurality of authorised entity labels stored at
the first system and, 1n response, preventing transmission of
the grant message.
15. The computer-implemented method of any one of the
preceding embodiments further comprising:
recerving or mputting, at the first system, an unauthorised
entity detection message comprising a label indicative of an
identifier of an entity suspected of fraudulent activity and/or
suspected of being subject to a security breach;
storing, 1n the unauthorised entity database at the first
system, the label from the unauthorised entity detection
message as an unauthorised entity label indicative of an
identifier of an unauthorised entity.
16. The computer-implemented method of any one of the
preceding embodiments, wherein the user data associated
with the first user comprises:
financial data indicative of previously executed transac-
tions linked with an account belonging to the first user; or
payment data enabling a payment to be imitiated from an
account belonging to the first user.
1’7. A computer program comprising instructions which,
when the program 1s executed by a computer, cause the
computer to carry out the method of any one of the preced-
ing embodiments.
18. A data carrier signal carrying the computer program of
embodiment 17.
19. A computer readable medium which, when the program
1s executed by a computer, cause the computer to carry out
the method of any one of embodiments 1 to 16.
20. A data management system for sharing data associated
with a first user, the data management system comprising:
a data storage resource configured to:
store user data associated with the first user;
store an authorised entity database comprising a plurality
of authorised entity labels each indicative of an iden-
tifier of an authorised entity; and
store an unauthorised entity database comprising a plu-
rality of unauthorised entity labels each indicative of an
identifier of an unauthorised entity; and
wherein the data management system further comprises
processing circuitry configured to:
recerve a first access message, from a remote system,
associated with a request for access to the user data stored
at the first system, the first access message comprising a
remote system label indicative of an 1dentifier of the remote
system;
compare the remote system label with the plurality of
authorised entity labels and the plurality of unauthorised
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entity labels stored at the first system, in response to
receiving the first access message;

transmit a grant message indicative that the request for
access 1s granted, in response to 1dentifying that the remote
system label matches an authorised entity label and that the
remote system label does not match an unauthorised entity

label; and

prevent transmission of the grant message, if the remote
system label 1n the first access message matches an unau-
thorised entity label and/or does not match an authorised
entity label.

21. A data management system for sharing data associated
with a first user, the data management system comprising:

a data storage resource configured to:

store user data associated with the first user:

store an authorised entity database comprising a plurality
of authorised entity labels each indicative of an 1dentifier of
an authorised enfity; and

store an unauthorised entity database comprising a plu-
rality of unauthorised entity labels each indicative of an
identifier of an unauthorised entity;

a receiver arranged to receive a first access message, from
an remote system, associated with a request for access to the
user data stored at the first system, the first access message
comprising a remote system label indicative of an identifier
of the remote system;

a comparison module arranged to compare the remote
system label with the plurality of authorised entity labels and
the plurality of unauthorised entity labels stored at the data
storage resource 1n response to receiving the first access
message; and

a transmitter arranged to transmit a grant message indica-
tive that the request for access 1s granted 1n response to
identifying that the remote system label matches an autho-
rised entity label and that the remote system label does not
match an unauthorised entity label; and

wherein the transmitter 1s arranged to prevent transmis-
sion of the grant message, 1f the remote system label 1n the
first access message matches an unauthorised entity label
and/or does not match an authorised entity label.

22. A computer-implemented method for sharing data asso-
ciated with a first user, the method comprising:

storing, at a first system, user data associated with the first
user;

transmitting, from the first system to an authorisation
system, a request to access an authorised entity database
stored at the authorisation system,

wherein the authorised entity database comprises a plu-
rality of authorised enftity labels each indicative of an
identifier of an authorised entity;

receiving and storing, at the first system, at least a portion
of the authorised entity database;

receiving an access message, from a second system,
associated with a request for access to the data stored at the
first system, the access message comprising a second system
label 1indicative of an identifier of the second system:;

in response to receiving the access message, comparing,
the second system label with the plurality of authorised
entity labels stored at the first system;

identifying a match between the second system label and
at least one of the plurality of authorised entity labels stored
at the first system and, i1n response, transmitting a grant
message 1indicative that the request for access 1s granted.
23. A computer program comprising instructions which,
when the program 1s executed by a computer, cause the
computer to carry out the method of embodiment 22.
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24. A data carrier signal carrying the computer program of
embodiment 23.

25. A computer readable medium which, when the program
1s executed by a computer, cause the computer to carry out
the method of any one of embodiment 22.

26. A data management system for sharing data associated
with a first user, the data management system comprising:

a data storage resource configured to:

store user data associated with the first user;
wherein the data management system further comprises
processing circuitry configured to:

transmit, {rom the data management system to an autho-
risation system, a request to access an authorised entity
database stored at the authorisation system,

wherein the authorised entity database comprises a plu-
rality of authorised entity labels each indicative of an
identifier of an authorised entity;

recerving and storing, at the data management system, at
least a portion of the authorised entity database;

recelving an access message, from a remote system,
associated with a request for access to the data stored at the
data management system, the access message comprising a
remote system label indicative of an 1dentifier of the remote
system:

in response to recerving the access message, comparing
the remote system label with the plurality of authorised
entity labels stored at the data management system;

identifying a match between the remote system label and
at least one of the plurality of authorised entity labels stored
at the data management system and, 1n response, transmit-
ting a grant message mdicative that the request for access 1s
granted.

2’7. A data management system for sharing data associated
with a first user, the data management system comprising:

a data storage resource configured to store user data
associated with the first user:;

a transmitter arranged to transmit, from the data manage-
ment system to an authorisation system, a request to access
an authorised entity database stored at the authorisation
system,

wherein the authorised entity database comprises a plu-
rality of authorised entity labels each indicative of an
identifier of an authorised entity;

a recerver arranged to receive at least a portion of the
authorised entity database, wherein the data storage resource
1s arranged to store the at a portion of the authorised entity
database;

wherein the receiver 1s arranged to receive an access
message, from a remote system, associated with a request
for access to the data stored at the data management system,
the access message comprising a remote system label indica-
tive of an i1dentifier of the remote system;

a comparison module arranged to compare the remote
system label with the plurality of authorised entity labels
stored at the data management system, in response to
receiving the access message; and

an 1dentification module arranged to identily a match
between the remote system label and at least one of the
plurality of authorised entity labels stored at the data man-
agement system and, in response, cause the transmitter to
transmit a grant message indicative that the request for
access 1s granted.

28. A computer-implemented method for sharing data asso-
ciated with a first user, the method comprising;

storing, at a first system, user data associated with the first
user;
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storing, at the first system, an authorised entity database
comprising a plurality of authorised entity labels each
indicative ol an identifier of an authorised entity;

receiving a first access message, from a second system,
associated with a request for access to the user data stored °
at the first system, the {irst access message comprising a
second system label indicative of an identifier of the second
system;

in response to receiving the first access message, com-
paring the second system label with the plurality of autho-
rised entity labels stored at the first system and identifying
a match between the second system label and at least one of
the plurality of authorised entity labels stored at the first
system and, 1n response, transmitting a grant message
indicative that the request for access 1s granted;

receiving a second access message, from the second
system, associated with the request for access to the user
data stored at the first system, the second access message

comprising the second system label;

in response to receiving the second access message,
comparing the second system label with the plurality of
authorised entity labels stored at the first system and 1den-
tifying a match between the second system label and at least
one of the plurality of authorised entity labels stored at the
first system and, 1n response, transmitting a grant message
indicative that the request for access 1s granted.
29. A computer program comprising instructions which,
when the program 1s executed by a computer, cause the
computer to carry out the method of embodiment 28.
30. A data carrier signal carrying the computer program of
embodiment 29.
31. A computer readable medium which, when the program
1s executed by a computer, cause the computer to carry out
the method of embodiment 28.
32. A data management system for sharing data associated
with a first user, the data management system comprising:

a data storage resource configured to:

store user data associated with the first user:

store an authorised entity database comprising a plurality 40
of authorised entity labels each indicative of an i1dentifier of
an authorised entity;

wherein the data management system further comprises
processing circuitry configured to:

receive a first access message, from a remote system,
associated with a request for access to the user data, the first
access message comprising a remote system label indicative
of an 1dentifier of the remote system;

compare the remote system label with the plurality of
authorised entity labels, 1n response to receiving the first
access message, and i1dentity a match between the second
system label and at least one of the plurality of authorised
entity labels and, 1n response, transmit a grant message
indicative that the request for access 1s granted;

receive a second access message, from the remote system,
associated with the request for access to the user data, the
second access message comprising the remote system label;

compare the remote system label with the plurality of
authorised entity labels, in response to receiving the second
access message; and 1dentify a match between the remote
system label and at least one of the plurality of authorised
entity labels and, 1n response, transmit a grant message
indicative that the request for access 1s granted.
33. A data management system for sharing data associated
with a first user, the data management system comprising:

a data storage resource configured to store user data
associated with the first user; and store an authorised entity
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database comprising a plurality of authorised entity labels
cach indicative of an identifier of an authorised entity; and
a recerver arranged to recerve a first access message, from
a remote system, associated with a request for access to the
user data, the first access message comprising a remote
system label indicative of an 1dentifier of the remote system:;
a comparison module arranged to compare the remote
system label with the plurality of authorised entity labels, 1n
response to receiving the first access message, and cause an
identification module to 1dentity a match between the remote
system label and at least one of the plurality of authorised
entity labels and, 1n response, cause a transmitter to transmit
a grant message indicative that the request for access 1s
granted;
wherein the receiver 1s arranged to receive a second
access message, from the remote system, associated with the
request for access to the user data, the second access
message comprising the remote system label;
wherein the comparison module 1s arranged to compare
the remote system label with the plurality of authorised
entity labels, 1n response to recerving the second access
message; and cause the 1dentification module to identify a
match between the remote system label and at least one of
the plurality of authorised entity labels and, 1n response,
cause the transmitter to transmit a grant message indicative
that the request for access 1s granted.
The mvention claimed 1s:
1. A computer-implemented method for sharing data
associated with a first user, the method comprising;:
storing, at a first system, user data associated with the first
user;
storing, at the first system, a first authorised entity data-
base comprising a plurality of authorised entity labels
cach indicative of an i1dentifier of an authorised entity,
wherein storing the first authorised entity database
COMpPrises:
transmitting, from the first system to an authorisation
system, a plurality of requests to access a second
authorised entity database stored at the authorisation
system; and
receiving and storing, at the first system, at least a
portion of the second authorised entity database 1n
response to each one of the plurality of requests to
access the second authorised entity database;
wherein the plurality of requests to access the second
authorised entity database are transmitted 1n a pre-
defined time sequence, wherein the predefined time
sequence comprises a predefined time interval
between each adjacent one of the requests to access
the second authorised entity database, and wherein
the predefined time sequence 1s configurable, by the
first system, based on system conditions;
storing, at the first system, an unauthorised entity database
comprising a plurality of unauthorised entity labels
cach indicative of an identifier of an unauthorised
entity;
receiving a first access message, from a second system,
associated with a request for access to the user data
stored at the first system, the first access message
comprising a second system label indicative of an
identifier of the second system;
in response to receiving the first access message, com-
paring the second system label with the plurality of
authorised entity labels and the plurality of unauthor-
1sed entity labels stored at the first system;
in response to 1dentifying that the second system label
matches an authorised entity label and that the second
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system label does not match an unauthorised entity
label, transmitting a grant message indicative that the
request for access 1s granted; and

preventing transmission of the grant message, 1if the

second system label in the first access message matches
an unauthorised entity label and/or does not match an
authorised entity label.
2. The computer-implemented method of claim 1 wherein
storing the first authorised entity database at the first system
COmMprises:
transmitting, from the first system to an authorisation
system, a request to access the second authorised entity
database stored at the authorisation system; and

receiving and storing, at the first system, at least a portion
of the second authorised entity database 1n response to
the request to access the second authorised entity
database.

3. The computer-implemented method of claim 1 wherein
the first access message comprises a request for an intent
web token which validates a request for access to the user
data stored at the first system.

4. The computer-implemented method of claim 1 wherein
the first access message comprises a request for access to the
user data stored at the first system.

5. The computer-implemented method of claim 1 wherein
the first access message comprises a request to redirect a first
user device to the first system for the first user to provide
authorisation for the second system to access the user data.

6. The computer-implemented method of claim 1 further
comprising;

receiving a second access message, from the second

system, associated with the request for access to the
user data stored at the first system, the second access
message comprising the second system label; and

in response to receiving the second access message,

comparing the second system label with the plurality of
authorised entity labels stored at the first system and
identifying a match between the second system label
and at least one of the plurality of authorised entity
labels stored at the first system and, 1n response,
transmitting a grant message indicative that the request
for access 1s granted.

7. The computer-implemented method of claim 6 wherein
the second access message comprises a request for an
execute web token which validates a request for the first
system to transmit the user data to the second system.

8. The computer-implemented method of claim 6 wherein
the second access message comprises a request for the first
system to transmit the user data to the second system.

9. The computer-implemented method of claim 6 further
comprising;

in response to recerwving the second access message,

comparing the second system label with the plurality of
unauthorised entity labels stored at the first system and
not i1dentifying a match between the second system
label and at least one of the plurality of unauthorised
entity labels stored at the first system and, 1n response,
transmitting a grant message indicative that the request
for access 1s granted.

10. The computer-implemented method of claim 9 further
comprising:

in response to receiving the second access message,

comparing the second system label with the plurality of
authorised entity labels stored at the first system and

5

10

15

20

25

30

35

40

45

50

55

60

26

not identifying a match between the second system
label and at least one of the plurality of authorised
entity labels stored at the first system and, 1n response,
preventing transmission of the grant message.
11. The computer-implemented method of claim 1 further
comprising;
receiving or inputting, at the first system, an unauthorised
entity detection message comprising a label indicative
of an 1dentifier of an entity suspected of fraudulent
activity and/or suspected of being subject to a security
breach; and
storing, in the unauthorised entity database at the first
system, the label from the unauthorised entity detection
message as an unauthorised entity label indicative of an
identifier of an unauthorised entity.
12. A data management system for sharing data associated
with a first user, the data management system comprising:
a data storage device configured to:
store user data associated with the first user:
store a first authorised entity database comprising a
plurality of authorised entity labels each indicative of
an 1dentifier of an authorised entity, wherein storing
the first authorised entity database comprises:
transmitting, from the first system to an authorisation
system, a plurality of requests to access a second
authorised entity database stored at the authorisa-
tion system; and
receiving and storing, at the first system, at least a
portion of the second authorised entity database in
response to each one of the plurality of requests to
access the second authorised entity database;
wherein the plurality of requests to access the second
authorised entity database are transmitted 1n a
predefined time sequence, wherein the predefined
time sequence comprises a predefined time inter-
val between each adjacent one of the requests to
access the second authorised entity database, and
wherein the predefined time sequence 1s config-
urable, by the first system, based on system con-
ditions; and
store an unauthorised entity database comprising a
plurality of unauthorised entity labels each indicative
of an 1dentifier of an unauthorised entity;
wherein the data management system further comprises
processing circuitry configured to:
receive a first access message, from a remote system,
associated with a request for access to the user data
stored at the first system, the first access message
comprising a remote system label indicative of an
identifier of the remote system:;
compare the remote system label with the plurality of
authorised entity labels and the plurality of unautho-
rised enftity labels stored at the first system, 1n
response to recerving the first access message;
transmit a grant message idicative that the request for
access 1s granted, in response to identifying that the
remote system label matches an authorised entity
label and that the remote system label does not match
an unauthorised entity label; and
prevent transmission ol the grant message, if the
remote system label 1n the first access message
matches an unauthorised entity label and/or does not
match an authorised entity label.
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