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MULTI-LEDGER BLOCKCHAIN
MANAGEMENT

BACKGROUND OF THE INVENTION

The present mvention relates generally to the field of
authorization ledgers (1.e., blockchain), and more particu-
larly to managing and resynchronizing one or more autho-
rization ledgers.

Blockchain 1s a growing list of records, called blocks,
which are linked using cryptography. Fach block 1 a
blockchain contains a cryptographic hash of the previous
block, a timestamp, and transaction data (generally repre-
sented as a Merkle tree root hash). By design, a blockchain
1s resistant to modification of the data. It 1s an open,
distributed ledger that can record transactions between two
or more parties efliciently and 1n a verifiable and permanent
way. For use as a distributed ledger, blockchain 1s typically
managed by a peer-to-peer network collectively adhering to
a protocol for inter-node communication and validating new
blocks. Once recorded, the data 1n any given block cannot be
altered retroactively without alteration of all subsequent
blocks, which requires consensus of the network majority.
Although blockchain records are ultimately alterable, block-
chains may be considered secure by design and exemplify a
distributed computing system with high Byzantine fault
tolerance.

A blockchain 1s a decentralized, distributed, and public
digital ledger that 1s used to record transactions across many
computers so that any involved record cannot be altered
retroactively, without the alteration of all subsequent blocks.
This allows the participants to verily and audit transactions
independently and relatively inexpensively. A blockchain
database 1s managed autonomously using a peer-to-peer
network and a distributed timestamping server. A blockchain
1s authenticated by mass collaboration powered by collective
self-interests. Such a design facilitates robust workilow
where participants’ uncertainty regarding data security 1s
marginal. The use of a blockchain removes the characteristic
ol infinite reproducibility from a digital asset. Blockchain
confirms that each unit of value was transferred only once,
solving the long-standing problem of double spending. A
blockchain has been described as a value-exchange protocol.
A blockchain can maintain title rights because, when prop-
erly set up to detail the exchange agreement, 1t provides a
record that compels ofler and acceptance.

Blocks hold batches of valid transactions that are hashed
and encoded into a Merkle tree. Each block includes the
cryptographic hash of the prior block in the blockchain,
linking the two blocks together, wherein the linked blocks
form a chain. This 1terative process confirms the integrity of
the previous block, all the way back to the original genesis
block. Sometimes separate blocks can be produced concur-
rently, creating a temporary fork. In addition to a secure
hash-based history, any blockchain has a specified algorithm
for scoring different versions of the history so that a block
or blockchain with a higher value can be selected over
others. Blocks not selected for inclusion in the chain are
called orphan blocks. Peers supporting the database have
different versions of the history from time to time. The peers
keep only the highest-scoring version of the database known
to them.

Whenever a peer receives a higher-scoring version (usu-
ally the old version with a single new block added) the peer
extends or overwrite their own database and retransmit the
improvement to their peers. Blockchains are typically built
to add the score of new blocks onto old blocks and are given
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incentives to extend with new blocks rather than overwrite
old blocks. Therefore, the probability of superseding an
entry decreases as more blocks are bult on top of the
previous block. For example, bitcoin uses a proof-of-work
system, where the chain with the most cumulative prooi-
of-work 1s considered the valid chain by the network. Within
a blockchain the computation 1s carried out redundantly
rather than 1n the traditional segregated and parallel manner.

By storing data across blockchains peer-to-peer network,
the blockchain eliminates a number of risks that come with
data being held centrally. The decentralized blockchain may
use ad-hoc message passing and distributed networking.
Peer-to-peer blockchain networks lack centralized points of
vulnerability that computer hackers can exploit; likewise,
peer-to-peer (P2P) blockchain networks have no central
point of failure. Blockchain security methods include the use
of public-key cryptography. A public key (a long, random-
looking string of numbers) 1s an address on the blockchain.
Value tokens sent across the network are recorded as belong-
ing to that address. A private key 1s essentially a password
that gives a blockchain’s owner access to the blockchain’s
owner’s digital assets or the means to otherwise interact with
the various capabilities that blockchains now support. Data
stored on the blockchain 1s generally considered incorrupt-
ible.

Every node 1in a decentralized system has a copy of the
blockchain. Data quality 1s maintained by massive database
replication and computational trust. No centralized “othicial™
copy exists, and no user 1s “trusted” more than any other.
Transactions are broadcast to the network using software.
Messages are delivered on a best-efort basis. Miming nodes
validate transactions, add the transactions to the block the
mining nodes are building, and then broadcast the completed
block to other nodes. Blockchains use various time-stamp-
ing schemes, such as prootf-of-work, to serialize changes.
Alternative consensus methods 1nclude proof-of-stake.
Growth of a decentralized blockchain 1s accompanied by the
risk of centralization because the computer resources
required to process larger amounts of data become more
eXpensive.

SUMMARY

Embodiments of the present invention disclose a method,
a computer program product, and a system for ledger
synchronization, the method comprising: monitoring, by one
Or mMOre Processors, one or more conversations for one or
more keywords; responsive to detecting the one or more
keywords, recording, by the one or more processors, at least
a portion of the one or more conversations that includes the
one or more keywords; storing, by the one or more proces-
sors, one or more recorded conversation, based on the at
least portion of the one or more conversations that include
the one or more keywords, 1n a database; detecting, by the
One Or more processors, one or more changes to one or more
ledgers; determining, by the one or more processors, one or
more authorization records i1s absent on the one or more
ledgers for the one or more changes; determining, by the one
Oor more processors, at least one of the one or more stored
conversations includes authorization records associated with
the one or more detected changes; retrieving, by the one or
more processors, the determined at least one of one or more
stored conversations; and synchronizing, by the one or more
processors, the one or more ledgers by creating a new block
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to the one or more ledgers indicating authorization for the
new block based on the determined at least one of one or

more stored conversations.

BRIEF DESCRIPTION OF TH.

L1l

DRAWINGS

FIG. 1A 1s a functional block diagram illustrating a
distributed data processing environment, in accordance with
an embodiment of the present invention;

FIG. 1B 1s a functional block diagram illustrating a
multi-ledger management component within the distributed
data procession environment of FIG. 1A, i accordance with
an embodiment of the present invention;

FIG. 2 illustrates operational steps of the multi-ledger
management component, 1n commumcation with a server
within the distributed data processing environment of FIG.
1, for resynchronizing one or more ledgers, 1n accordance
with an embodiment of the present invention; and

FIG. 3 depicts a block diagram of components of the
server computer executing the multi-ledger component
within the distributed data processing environment of FIG.
1, in accordance with an embodiment of the present imnven-
tion.

DETAILED DESCRIPTION

Commonly, during emergency or other urgent situations,
changes executed outside of a defined organization process
can automatically update one or more authorized ledgers
(e.g., blockchains). For example, a customer experiencing
an urgent 1ssue and a down condition requiring a quick
bypass of the normal authorized flow can update an autho-
rized ledger, wherein the quick bypass and updating of the
authorized ledger can cause one or more blockchains to go
out of sync. Embodiments of the present invention can
determine when to engage one or more authorization check-
ing processes through recording a phone call, a digital chat,
a text, a conversation, or any other form of communication
in the art. Additionally, embodiments of the present inven-
tion can determine when one or more authorized ledgers
(e.g., blockchains) 1s out of sync. This enables the authorized
ledger to resynchronize by mining for authorized changes to
a ledger (e.g., an authorization ledger).

Currently, authorized ledgers can become unsynchronized
during execution events; therefore, there 1s a need to resyn-
chronize one or more authorized ledgers when the one or
more authorized ledgers become unsynchronized. Embodi-
ments of the present mvention provide a solution to this
problem by monitoring and mining for one or more changes
(e.g., order authorizations, or any other authorizations
known 1n the art) to the ledger systems and monitoring and
mimng digital chats, texts, recorded phone calls, or any other
form of communication known 1n the art to determine 11 the
changes made outside the authorized ledger (e.g., out of
band authorization) are indeed authorized but not recorded.
An out of band authorization i1s an authorization given
outside of the ledger system via a phone call, email, etc.
Embodiments of the present invention can update the one or
more authorized ledgers with an additional block added to
the blockchain when 1t 1s determined there was an authori-
zation made out of band. Embodiments of the present
invention improve the current art by enabling the resynchro-
nization ol multiple ledgers when one or more ledgers 1n a
multi-ledger system are no longer synchronized. Embodi-
ments of the present invention improve the art by enabling,
authorization ledgers to resynchronize when one or more out
of band authorizations occur resulting in the one or more
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authorization ledgers becoming unsynchronized with the
other related authorization ledgers.

Implementation of embodiments of the invention may
take a variety of forms, and exemplary implementation
details are discussed subsequently with reference to the
Figures (1.e., FIG.).

The programs described herein are i1dentified based upon
the application for which they are implemented 1n a specific
embodiment of the invention. However, 1t should be appre-
ciated that any particular program nomenclature herein 1s
used merely for convenience, and thus the imnvention should
not be limited to use solely 1 any specific application
identified and/or implied by such nomenclature.

The present invention may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present 1nvention.

The computer readable storage medium can be any tan-
gible device that can retain and store instructions for use by
an 1nstruction execution device. The computer readable
storage medium may be, for example, but 1s not limited to,
an electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium 1ncludes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program 1nstructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
source code or object code written 1n any combination of one
or more programming languages, including an object ori-
ented programming language such as Smalltalk, C++ or the
like, and conventional procedural programming languages,
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such as the “C” programming language or similar program-
ming languages. The computer readable program instruc-
tions may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider). In some embodiments, electronic circuitry includ-
ing, for example, programmable logic circuitry, field-pro-
grammable gate arrays (FPGA), or programmable logic
arrays (PLA) may execute the computer readable program
instructions by utilizing state information of the computer
readable program instructions to personalize the electronic
circuitry, in order to perform aspects of the present inven-
tion.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the mvention. It can be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer, a
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1 the tlowchart and/or block diagram block or
blocks.

The computer readable program 1nstructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the istructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the tlow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, a segment, or a
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted 1n the Figures. For example, two blocks shown in
succession may, 1n fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
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can also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks 1n
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts or carry out
combinations of special purpose hardware and computer
instructions.

The descriptions of the various embodiments of the
present 1nvention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations can be apparent to those of ordinary skill 1n the art
without departing from the scope and spirit of the invention.
The terminology used herein was chosen to best explain the
principles of the embodiment, the practical application or
technical improvement over technologies found in the mar-
ketplace, or to enable others of ordinary skill 1n the art to
understand the embodiments disclosed herein.

FIG. 1 1s a functional block diagram illustrating a distrib-
uted data processing environment, generally designated 100,
in accordance with one embodiment of the present inven-
tion. The term “distributed” as used in this specification
describes a computer system that includes multiple, physi-
cally distinct devices that operate together as a single
computer system. FIG. 1 provides only an illustration of one
implementation and does not imply any limitations with
regard to the environments 1in which different embodiments
may be implemented. Many modifications to the depicted
environment may be made by those skilled 1n the art without
departing from the scope of the invention as recited by the
claims. Distributed data processing environment 100
includes computing device 110, server computer 120, and
multi-ledger management component (MLMC) 112 inter-
connected over network 130.

Network 130 can be, for example, a storage area network
(SAN), a telecommunications network, a local area network
(LAN), a wide area network (WAN), such as the Internet, a
wireless technology for exchanging data over short distances
(using short-wavelength ultra-high frequency (UHF) radio
waves 1n the industnial, scientific and medical (ISM) band
from 2.4 to 2.485 GHz from fixed and mobile devices, and
building personal area networks (PANs) or a combination of
the three), and can include wired, wireless, or fiber optic
connections. Network 130 can include one or more wired
and/or wireless networks that can recerve and transmit data,
voice, and/or video signals, including multimedia signals
that include voice, data, text and/or video information. In
vartous embodiments, network 130 can be a peer to peer
(P2P) network. In general, network 130 can be any combi-
nation of connections and protocols that will support com-
munications between computing device 110, MLMC 112,
shared storage 124, and server computer 120, and any other
computing devices and/or storage devices (not shown 1in
FIG. 1A) within distributed data processing environment
100. In some embodiments, distributed data processing
environment 100 can represent a P2P network communica-
tion between computing device 110, MLMC 112, shared
storage 124, and server computer 120, and any other com-
puting devices and/or storage devices (not shown i FIG.
1A).

In various embodiments, computing device 110 can be,
but 1s not limited to, a standalone device, a client, a server,
a laptop computer, a tablet computer, a netbook computer, a
personal computer (PC), a smart phone, a desktop computer,
a smart television, a smart watch, a radio, a stereo system,
a cloud based service (e.g., a cognitive cloud based service),
and/or any programmable electronic computing device




Us 11,120,040 B2

7

capable of communicating with various components and
devices within distributed data processing environment 100,
via network 130 or any combination therein. In general,
computing device 110 can be representative of any program-
mable computing device or a combination of programmable
computing devices capable of executing machine-readable
program instructions and communicating with users of other
computing devices via network 130, capable of executing
machine-readable program instructions and communicating,
with server computer 120. It should be noted that a user 1s
a client and/or service provider who has access to computing
device 110 and/or the ledger system.

In other embodiments, computing device 110 can repre-
sent any programmable electronic computing device or
combination of programmable electronic computing devices
capable of executing machine readable program instruc-
tions, mampulating executable machine-readable instruc-
tions, and communicating with server computer 120 and
other computing devices (not shown) within distributed data
processing environment 100 via a network, such as network
130. In the depicted embodiment, computing device 110 can
include user interface (UI) 106 and local storage 108. In
various embodiments, not depicted 1n FIG. 1A, computing,
device 110 can have one or more user interfaces. In other
embodiments, not depicted in FIG. 1A, environment 100 can
comprise one or more computing devices, one or more
server computers, and/or one or more networks.

User mterface (UI) 106 provides an intertace to MLMC
112 via network 130 for a user of computing device 110 or
server computer 120. In various embodiments, Ul 106 can
enable a user, a client, or both to interact with MLMC 112,
computing device 110, server computer 120, or any combi-
nation thereof. For example, a computer system and display
screen enabling a user to send program instructions, receive
program 1nstructions, send messages, receive messages,
update data, send data, mput data, edit data, collect data,
receive data, or any combination thereof from a server or a
program. In one embodiment, UI 106 can be a graphical user
interface (GUI) or a web user mterface (WUI) and can
display text, documents, web browser windows, user
options, application interfaces, and instructions for opera-
tion. UI 106 can include information such as graphic, text,
and sound. UI 106 can enable a program to be presented to
a user and enable control sequences the user employs to
control the program. In another embodiment, UI 106 can be
a mobile application software providing an interface
between a user of computing device 110 and server com-
puter 120. Mobile application software, or an “app,” can be
a computer program designed to run on smart phones, tablet
computers and other computing devices. In an embodiment,
UI 106 can enable the user of computing device 110 to send
data, mput data, edit data (annotations), collect data and/or
receive data.

Server computer 120 can be a standalone computing
device, a management server, a web server, a mobile com-
puting device, one or more client servers, or any other
clectronic device or computing system capable of receiving,
sending, and processing data. In other embodiments, server
computer 120 can represent a server computing system
utilizing multiple computers such as, but not limited to, a
server system, such as 1n a cloud computing environment. In
another embodiment, server computer 120 can represent a
computing system utilizing clustered computers and com-
ponents (e.g., database server computers, application server
computers, etc.) that act as a single pool of seamless
resources when accessed within distributed data processing,
environment 100. Server computer 120 can include internal
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and external hardware components, as depicted, and
described 1n further detail with respect to FIG. 3. In various
embodiments, not depicted 1n FIG. 1A, sever computer 120
can house a change record that monitors and keeps track of
changes to one or more ledgers (e.g., execution ledger 132,
authorization ledger 134, and billing ledger 136). In various
embodiments, the change record can communicate with
MLMC 112 and can alert MLMC 112 when one or more
changes occur to one or more ledgers. In some embodi-
ments, the change record can be a component of MLMC 112
and can be housed anywhere within distributed data pro-
cessing environment 100 as long as MLMC 112 1s connected
to network 130.

In the depicted embodiment execution ledger 132, autho-
rization ledger 134, and billing ledger 136 are housed on
server computer 120. In other embodiments, not depicted 1n
FIG. 1A, execution ledger 132, authornization ledger 134,
and billing ledger 136 can each be separately housed on one
or more server computers. In other embodiments, execution
ledger 132, authorization ledger 134, and billing ledger 136
can each be anywhere within distributed data processing
environment 100. In various embodiments, execution ledger
132, authorization ledger 134, and billing ledger 136 each
correspond to separate ledger systems that communicate
with each other. In other embodiments, execution ledger
132, authorization ledger 134, and billing ledger 136 can
cach correspond to the same ledger system.

Each of shared storage 124 and local storage 108 can be
a data/’knowledge repository and a database that can be
written and read by one or a combination of MLMC 112,
server computer 120, and computing device 110. In the
depicted embodiment, shared storage 124 resides on server
computer 120 and local storage 108 resides on computing
device 110. In another embodiment, shared storage 124 and
local storage 108 can each reside elsewhere within distrib-
uted data processing environment 100, provided that each
can access at least one of computing device 110 and server
computer 120 and each are accessible by at least one of
computing device 110 and server computer 120. Shared
storage 124 and local storage 108 can each be implemented
with any type of storage device capable of storing data and
configuration files that can be accessed and utilized by
server computer 120, computing device 110, or any combi-
nation thereol, such as, but not limited to, a database server,
a hard disk drive, or a flash memory. In other embodiments,
shared storage 124 and local storage 108 can each be a hard
drive, a memory card, a computer output to laser disc (cold
storage), or any form of data storage known 1n the art. In
some embodiments, shared storage 124 and local storage
108 can each be one or more cloud storage systems or
databases linked to a cloud network.

In the depicted embodiment, MLMC 112 i1s located on
computer device 110. In other embodiments, MLMC 112
can be on server computer 120, one or more computing
device 110 (not depicted 1n FIG. 1A), or anywhere within
distributed data processing environment 100. In some
embodiments, MLMC 112 can be on one or more servers,
one or more computing devices, or any combination thereof.
In some embodiments, not depicted in FI1G. 1A, MLMC 112
can be a standalone component on computing device 110 or
server computer 120. In various embodiments, MLMC 112
can continuously monitor and detect at least one of: phone
calls, email, texts, and/or any form of communication or
clectronic communication known in the art. In various
embodiments, MLMC 112 can monitor a conversation for
predetermined keywords using natural language processing.
In various embodiments, when MLMC 112 determines it
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hears a predetermined keyword MLMC 112 begins record-
ing the conversation. It should be noted herein that a
conversation can be any form of communication known 1n
the art.

It should be noted herein that in the described embodi-
ments, all participating parties have consented to being
recorded and monitored, and all participating parties are
aware ol the potential that such recording and monitoring
may be taking place. In various embodiments, for example,
phone calls begin with an audible notification stating that the
calls are being monitored and may be recorded for the
purpose of verilying change management approvals. Simi-
larly, 1n various embodiments, emails and texts begin with a
written notification that communications are being moni-
tored and may be saved, again for the purpose of verilying
approval of various change management-related activity.
These embodiments may also include periodic reminders of
such recording and monitoring throughout the course of any
such communications. Certain embodiments may also
include regular (e.g. daily, weekly, monthly) reminders to
the participating parties that they have consented to being
recorded and monitored for change management verifica-
tion-related purposes, and may provide the participating
parties with the opportunity to opt-out of such recording and
monitoring if desired.

A predetermined keyword can be any one or more words,
one or more phrases, or any combination of the two asso-
ciated with authorization or transaction known in the art
such as, but not limited to, authorization, transaction,
approval, I approve, I authorize, deal, do we have a deal, etc.
In various embodiments, the predetermined keywords can
be edited by a user via Ul 106 and can be continually
updated. In various embodiments, MLMC 112 can start
recording a conversation (again, assuming proper consent
has been provided) when MLMC 112 1dentifies a predeter-
mined keyword within a predetermined range of confidence.
For example, a user sets the range of confidence to be
between 80 percent confident to 99 percent confident. In this
particular example, when MLMC 112, using a natural lan-
guage processing, 1s at least 80 percent confident a user said
“authorization” then MLMC 112 will begin recording the
conversation. It should be noted that MLMC 112 can use a
predetermined threshold of confidence instead of a prede-
termined range ol confidence.

In various embodiments, MLMC 112 can store a recorded
conversation on shared storage 124, local storage 108, or a
combination of the two, in which MLMC 112 can retrieve
and use to verily authorization approval at a later time. In
some embodiments, MLMC 112 can send instructions for
computing device 110 and/or server computer 120 to start
and stop actively recording a conversation. In various
embodiments, MLMC 112 can tag a stored recorded con-
versation with a unique 1dentification tag. For example, a
unique 1dentification tag can be, but 1s not limited to,
information associated with the customer (e.g., customer
name or customer number), user name, user 1dentification
(ID), phone number, email address, predetermined key-
words, content of text transcript, date and time of conver-
sation, or any combination thereof. In various embodiments,
MLMC 112 can store customer, authorization and/or trans-
action information as metadata. Metadata can include, but 1s
not limited to time and/or date information, place, triggering,
keyword, duration of a recording, transaction details, efc.

In some embodiments, MLMC 112 can record and store
a conversation for a predetermined time period after being
triggered by a predetermined keyword. For example,
MLMC 112 records the conversation for 30 seconds after
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detecting a user say, “I authorize the transaction.” Addition-
ally, in other embodiments, MLMC 112 can record a pre-
determined selected portion of a conversation for a prede-
termined time before and after being triggered by a
predetermined keyword. For example, MLMC 112 continu-
ously records a conversation: however, MLMC 112 stores
15 seconds of the recording prior to the predetermined
keyword triggering MLMC 112 (e.g., recording sequence)
and 1 minute after the predetermined keyword triggers the
recording sequence. In a diflerent example, a service pro-
vider and a client are texting each other for months. In this
particular example, MLMC 112 parses and searches the text
thread for one or more predetermined keywords. In this
particular example, MLMC 112 identifies a text stating “I
will get this order approved.” In this particular example,
MLMC 112 stores the past 30 days of text thread from the
identified keyword. In various embodiments, a stored con-
versation can be stored for a predetermined time frame. For
example, storing a conversation for 1 year before clearing
the stored conversation from a database.

In one particular embodiment, MLMC 112 records the
entire conversation but only stores the conversation with a
tag mndicating the conversation might be pertinent to a ledger
transaction on computing device 110 or server computer 120
if one or more predetermined keywords are detected. Oth-
erwise, 1n this particular embodiment, the recorded conver-
sation can be deleted after the conversation 1s terminated.
For example, if two parties are discussing a transaction over
the phone, then MLMC 112 records the entire conversation,
and one party says “I will get this order approved” MLMC
112 will store the entire conversation. In various embodi-
ments, MLMC 112 can store a phone conversation as a voice
recording, as a text transcript, or any combination thereof.

In various embodiments, MLMC 112 can store any elec-
tronic communications between two or more parties asso-
ciated with execution ledger 132, authorization ledger 134,
billing ledger 136, or any combination thereof on local
storage 108, shared storage 124, or any combination thereof.
In other embodiments, MLMC 112 can monitor any form of
communication between two or more parties associated with
execution ledger 132, authorization ledger 134, billing led-
ger 136, or any combination thereof and store the commu-
nication on local storage 108 or shared storage 124 when
triggered by a predetermined keyword. In various embodi-
ments, MLMC 112 can determine 1f a change to one or more
ledgers (e.g., execution ledger 132, authorization ledger 134,
or billing ledger 136) has occurred, and determine 11 the
authorization for the change to the one or more ledgers 1s
present on the one or more ledgers. In various embodiments,
MLMC 112 can resynchronize the one or more ledgers when
one or more changes to one or more ledgers are detected by
updating the one or more ledgers. In various embodiments,
updating the one or more ledgers to resynchronize the one or
more ledgers comprises adding one or more additional
blocks (e.g., out of band authorization record) to the block-
chain when there was an authorization made out of band.

In one example, 1f the authorization for a change to a
ledger 1s not detected, MLMC 112 can search the tags and
metadata of recorded conversations to identify the change
that the user that created the ledger, and the parties impacted
by the change to the ledger stored on local storage 108 or
shared storage 124. In another example, MLMC 112,
matches customer numbers and metadata (e.g., date and
time) of a recorded conversation to the customer number and
metadata of an unauthorized order (e.g., an order that the
authorization ledger has no record). In this particular
embodiment, the recorded conversation that match the unau-
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thorized order are 1dentified and used to locate authorization
information and synchronize the ledgers. In various embodi-
ments, once one or more conversations are located, MLMC
112 can parse and search the i1dentified recorded conversa-
tions for authorization information and authorization con-
firmation associated with the detected change or customer
associated with the detected change based on the predeter-
mined keywords, unique identification tag, or any combi-
nation thereof. For example, 11 an order on an authorization
ledger associated with Customer A 1s missing, then MLMC
112 retrieves the conversations uniquely tagged with Cus-
tomer A information, searches the recorded conversations
assoclated Customer A for the order authorization, retrieves
the authorization change, and resynchronizes the ledgers by
creating a new block on the authorization ledger that
matches the billing ledger and reconciles the order. Further,
MLMC 112 may search all conversations regardless of tags
and metadata 1 no authorization 1s located by the prior
search. In another example, MLMC 112 may search all
conversations for authorization each time one or more
ledgers are out of synchronization. Authorization informa-
tion 1s any form of authorization given by the one or more
user’s known 1n the art.

FIG. 1B 1s a functional block diagram 1illustrating MLMC
112 within distributed data processing environment 100
shown 1n FIG. 1A, 1n accordance with an embodiment of the
present invention. FIG. 1B provides only an illustration of
one implementation and does not imply any limitations with
regard to the environments 1n which different embodiments
can be implemented. Many modifications to the depicted
environment can be made by those skilled 1n the art without
departing from the scope of the invention as recited by the
claims.

In various embodiments, MLMC 112 can comprise
change management component (CMC) 114, approval man-
agement component (AMC) 116, and revenue management
component (RMC) 118. In the depicted embodiment, CMC
114, AMC 116, and RMC 118 are housed on MLMC 112.
However, 1n other embodiments, not depicted 1n FIG. 1A or
FIG. 1B, CMC 114, AMC 116, and RMC 118 can each be
housed anywhere within distributed data processing envi-
ronment 100 provided CMC 114, AMC 116, and RMC 118
cach are in communication with or connected to MLMC
112, server computer 120, computing device 110, or any
combination thereof via network 130. In some embodi-
ments, CMC 114, AMC 116, and RMC 118 can each be
standalone components positioned anywhere within distrib-
uted data processing environment 100 provided CMC 114,
AMC 116, and RCM 118 each are in communication with or
connected to MLMC 112, server computer 120, computing
device 110, or any combination thereof via network 130.

In various embodiments, CMC 114 can detect that one or
more changes has occurred on one or more ledger systems
(e.g., execution ledger 132). In various embodiments, CMC
114 can interface with one or more existing ledgers and
analyze the likelihood one or more changes has occurred or
the likelihood that one or more changes will occur. Addi-
tionally, 1n various embodiments, CMC 114 can compare the
current state of one or more blockchains to one or more
previous blockchain states to determine 1 the one or more
blockchains are synchromized. For example, comparing the
current blockchain configuration to the blockchain configu-
ration documented yesterday to determine 1f there are any
missing blocks 1n the blockchain. In various embodiments,
if CMC 114 determines the one or more ledgers are not
synchronized based on the analysis of one or more current
and past blockchain registered configurations, then CMC
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114 can trigger at least one of: one or more authorization
updates or one or more authorization update requests. In
various embodiments, when CMC 114 determines one or
more ledgers are out of sync, then CMC 114 can trigger an
authorization update request by sending the authorization
update request AMC 116.

In various embodiments, when a change 1s detected, CMC
114 can mstruct AMC 116, via an authorization update
request, to review authorization ledger 134 to determine 1t
an out of band authorization record 1s recorded on authori-
zation ledger 134. In various embodiments, an out of band
authorization record can be any form of authorization (e.g.,
text, verbal, official document, etc.) known 1n the art that
approves the change to the one or more ledgers via one or
more conversations outside of a ledger system. In various
embodiments, the detected changed to one or more ledgers
can be an order or any form of transaction known 1n the art.
In one particular embodiment, 1f the authorization 1s missing
then AMC 116 can determine if the authorization was given
out of band (e.g., phone call, email, text, instant messaging
system, any other form of communication out of band
authorization known in the art, or any combination thereot).
In various embodiments, 1f the authorization 1s located on
authorization ledger 134, then AMC 116 can respond to the
authorization request from CMC 114 with the authorization,
update the authorization records and trigger a reconciliation
process. For example, AMC 116 updates the authorization
ledger with the out of band authorization record to be 1 sync
with the execution ledger. In various embodiments, CMC
114 can enable a continuous integration and continuous
delivery (Cl/CD) system to trigger a change after reconcili-
ation.

In various embodiments, AMC 116 can communicate and
access authorization ledger 134. In one particular embodi-
ment, AMC 116 can determine 1t authorization for one or
more transactions occurred out of band by reviewing stored
authorization records to determine if the authorization
records are present for the one or more transactions. In this
particular embodiment, 11 the authorization 1s not present in
the stored authorization records, then AMC 116 can deter-
mine that the authorization has occurred out of band and
parse and search the stored recorded conversations. In
various embodiments, 1t would be expensive in both storage
and computation to record and store every conierence call
and communication that occurs, thus, MLMC 112, via AMC
116, can determine when to record conference calls, texts,
clectronic communications, and/or any other communica-
tions known in the art by monitoring for predetermined
keywords. For example, a severity level 1 ticket is raised on
an account, 1n which AMC 116 records the communication
to resolve the 1ssue automatically. In a different example,
AMC 116 can resolve the 1ssue by sending the recorded
conversation to a user for approval. In another example,
AMC 116 can record and store crisis conference calls,
wherein crisis conference calls possess a notification and/or
trigger setting that enables AMC 116 to automatically record
the crisis conference calls. For example, MLMC 112 dis-
playing a prompt to the users in the conversation that the
conversation 1s being recorded or to display the prompt to
instruct the users to press the record button.

In a different example, a severity level 1 ticket 1s raised on
an account, in which MLMC 112, via AMC 116, can monitor
conversations for predetermined keywords in and when
AMC 116 determines it has detected one or more predeter-
mined keywords within the predetermined threshold of
confidence. AMC 116 records and stores the conversation
and extracts the out of band authorization approval to be
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submitted to authorization ledger 134. In various embodi-
ments, MLMC 112, via AMC 116, can record every con-
versation to parse and search for predetermined keywords, in
which AMC 116 will only store conversations that have one
or more predetermined keywords present. In other embodi-
ments, AMC 116 can send the 1dentified out of band autho-
rization from the recorded conversation to one or more users
(e.g., account managers) for approval prior to being stored
and recorded in the ledger.

In various embodiments, AMC 116 can use text mining,
(e.g., text-based collaboration tools) to indicate or determine
that a likely voice approval 1s occurring soon and enable
AMC 116 to monitor the scheduled conference call. For
example, AMC 116 detects a service provider e-mailing a
client, “Do we need to get a window for that?” or “Should
we 1ncrease the amount of memory?”, in which AMC 116
can automatically schedule a recording of the scheduled
conference call. In another example, AMC 116 uses a natural
language processor to determine that AMC 116 1s 99 percent
confident that an approval has been given (e.g., AMC 116
detected the predetermined keyword “Approve”). In this
particular example, 1f the confidence level 1s under a pre-
determined threshold of confidence, (e.g., 95 percent), then
AMC 116 sends the recorded conversation to a user for
verification. In various embodiments, AMC 116 can use a
natural language processor and a predetermined threshold of
confldence to detect predetermined keywords 1n text (e.g.,
emails, direct messaging, text messaging, etc.).

In another example, AMC 116 detects two account man-
agers discussing “increasing the amount of memory” and
“set up a meeting.” In this particular example, AMC 116
anticipates the future conference call and prepares to record
the meeting (e.g., future conierence call). In various embodi-
ments, AMC 116 can resynchronize ledger 132, billing
ledger 136, authorization ledger 134, or any combination
thereot, when one or more out of band authorization records
1s retrieved from the recorded conversations by adding one
or more additional blocks to the blockchain. For example, a
customer calls a provider requesting an emergency order and
the provider approves the order over the phone and forgets
to properly log the authorization of the order on the autho-
rization ledger. In this particular example, AMC 116 detects
a predetermined keyword and 1dentifies that an authorization
tor the order 1s being given over the phone. In this particular
example, AMC 116 tags the authorization and stores the out
of band authorization record on shared storage 124. In this
particular example, when CMC 114 determines there i1s no

authorization record for the order on execution ledger 132,
CMC 114 notifies AMC 116, and AMC 116 searches the out

of band authorization records for an authorization record
tagged with a matching order number or customer 1D
number. In this particular example, AMC 116 retrieves the
matching out of band authorization record (1.e., 1dentified
out of band authorization record) from shared storage 124 or
local storage 108. In this particular example, AMC 116
automatically creates a new block containing the identified
out of band authorization record on the execution ledger and
authorization ledger, so the ledgers are in synchronization.
In various embodiments, the new block comprises, but 1s not
limited to, the recorded authorization conversation, text
transcript comprising the identified one or more predeter-
mined keywords, a link to the recorded authorization con-
versation, and/or recorded metadata.

In various embodiments, AMC 116 can update execution
ledger 132, billing ledger 136, authorization ledger 134, or
any combination thereof when one or more out of band
authorization records 1s retrieved from the recorded conver-
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sations (e.g., out of band authorization). Additionally, 1n
some embodiments, AMC 116 can instruct execution ledger
132, billing ledger 136, authorization ledger 134, or any
combination thereotf to each reconcile the detected change 1f
the ledger 1s affected by the detected change.

In various embodiments, RMC 118 can communicate
with and access billing ledger 136. In other embodiments,
RMC 118 can communicate and access any other ledger
within distributed data processing environment 100. In
various embodiments, RMC 118 can receive an update for a
ledger (e.g., out of band authorization record) from AMC
116. In this particular embodiment, RMC 118 can update
billing ledger 136 and/or reconcile the detected change (e.g.,
transaction).

In various embodiments, RMC 118, via a revenue leakage
engine not shown in FIG. 1B, can track the approved
changes and transactions 1n authorization ledger 134 against
the changes and transactions being billed in billing ledger
136 and identily discrepancies between the two. In various
embodiments, RMC 118 can trigger additional actions to
reconcile between billing ledger 136 and authorization led-
ger 134. For example, RMC 118 sends a request to AMC 116
to locate and retrieve an authorization record (e.g., out of
band authorization record or 1n band authorization record)
for a billing order that 1s not present on the authorization
ledger. In this particular example, AMC 116 locates and
retrieves the out of band authorization record and adds an
additional block to authorization ledger 134 containing the
out of band authorization record.

FIG. 2 illustrates operational steps of MLMC 112, 1n
communication with server computer 120 within distributed
data processing environment 100 of FIG. 1 for resynchro-
nizing one or more multiple ledger blockchains. FIG. 2
provides an 1llustration of one implementation and does not
imply any limitations with regard to the environments 1n
which different embodiments can be implemented. Many
modifications to the depicted environment can be made by
those skilled 1n the art without departing from the scope of
the invention as recited by the claims.

In step 202, MLMC 112 momnitors for keywords in a
conversation. In various embodiments, MLMC 112, via
AMC 116, can continuously monitor conversations between
two or more users for one or more predetermined keywords.
In various embodiments, a user can edit and update the
predetermined keywords.

In step 204, MLMC 112 records the conversation between
two users. In various embodiments, MLMC 112, via AMC
116, can record the conversation between two or more users
when AMC 116 determines 1t has detected one or more
predetermined keywords within a predetermined range of
confidence. For example, a user sets the range of confidence
to be between 70 percent confident to 99 percent confident.
In this particular example, when MLMC 112 1s at least 70
percent confident a user said “authorization” then MLMC
112 will begin recording the conversation. In this particular
example, MLMC 112 can label the recorded conversation
with the determined range. For example, 1f MLMC 112 1s 85
percent confident the user said “authorization” then recorded
authorization file will be labeled as 85 percent confident.

In step 206, MLMC 112 stores the conversation. In
various embodiments, MLMC 112, via AMC 116, can tag
and store the conversation on one or more databases (e.g.,
shared storage 124 or local storage 108) such that the
recordings can be accessed at a later time. In some embodi-
ments, MLMC 112 can add metadata to the tagged and
recorded conversation. In various embodiments, AMC 116
can translate a verbal communication nto text.
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In step 208, MLMC 112 detects a change to a ledger. In
various embodiments, MLMC 112, via CMC 114, can
identify one or more changes to execution ledger 132,
authorization ledger 134, and billing ledger 136.

In step 210, MLMC 112 determines 1f the detected
authorization record 1s present in the ledger. In various
embodiments, MLMC 112, via CMC 114, can determine 1f
the one or more authorization records, associated with the
detected changes, are present or recorded on the one or more
ledgers or if the one or more authorization records are stored
on shared storage 124. In various embodiments, 1 CMC 114
determines the one or more authorization records are present
on one or more ledgers (Yes step), then MLMC 112
advances to step 216 to resynchronize the one or more
ledgers and reconcile the change (e.g., order). However, 1f
CMC 114 1s unable to locate the one or more authorization
records on the one or more ledgers (No step), then CMC 114
can notity AMC 116, thus triggering AMC 116 to determine
if the authorization occurred out of band by reviewing stored
conversations.

If one or more authorization records are not detected (no
branch, step 210) then 1n step 212, MLMC 112 muines stored
conversation data. In various embodiments, MLMC 112, via
AMC 116, can parse and search the stored conversations for
the one or more out of band authorization records.

In step 214, MLMC 112 retrieves the out of band autho-
rization record. In various embodiments, MLMC 112, via
AMC 116, can retrieve one or more out of band authoriza-
tion records from one or more stored conversations stored on
shared storage 124 or local storage 108. In various embodi-
ments, AMC 116 can utilize the unique 1dentification tag,
and/or one or more predetermined keywords associated with
the one or more 1dentified changes to retrieve the one or
more out of band authorization records.

If one or more authorization records are detected (yes
branch, step 210) then 1n step 216, MLMC 112 resynchro-
nizes the ledger. In various embodiments, MLMC 112, via
AMC 116, can resynchronmize one or more ledgers (execu-
tion ledger 132, billing ledger 136, or authorization ledger
134) when one or more out of band authorization records are
retrieved. In various embodiments, MLMC 112, via AMC
116, resynchronizes one or more ledgers by updating the one
or more ledgers. The one or more ledgers are updated by
creating one or more new blocks containing the one or more
out of band authorization records to correspond with the one
or more detected changes. In various embodiments, MLMC
112 via AMC 116 reconciles one or more ledgers based on
the retrieved one or more out of band authorization records.
In various embodiments, MLMC 112, via, AMC 116 can
resynchromize execution ledger 132, billing ledger 136,
and/or authorization ledger 134 when one or more out of
band authorization records is retrieved from the recorded
conversations (e.g., out of band authorizations).

FIG. 3 depicts a block diagram of components of com-
puting device 110 within distributed data processing envi-
ronment 100 of FIG. 1, 1n accordance with an embodiment
of the present invention. It should be appreciated that FIG.
3 provides only an 1llustration of one implementation and
does not imply any limitations with regard to the environ-
ments 1n which different embodiments can be implemented.
Many modifications to the depicted environment can be
made.

FIG. 3 depicts computer system 300, where computing
device 110 represents an example of computer system 300
that includes MLMC 112. The computer system includes
processors 301, cache 303, memory 302, persistent storage
305, communications unit 307, input/output (I/O) inter-
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tace(s) 306, display 309, external device(s) 308 and com-
munications fabric 304. Communications fabric 304 pro-
vides communications between cache 303, memory 302,
persistent storage 305, communications unit 307, and input/
output (I/0) interface(s) 306. Commumnications fabric 304
can be mmplemented with any architecture designed for
passing data and/or control information between processors
(such as microprocessors, communications, and network
processors, etc.), system memory, peripheral devices, and
any other hardware components within a system. For
example, communications fabric 304 can be implemented
with one or more buses or a crossbar switch.

Memory 302 and persistent storage 305 are computer
readable storage media. In this embodiment, memory 302
includes random access memory (RAM). In general,
memory 302 can include any suitable volatile or non-volatile
computer readable storage media. Cache 303 i1s a fast
memory that enhances the performance of processors 301 by
holding recently accessed data, and data near recently
accessed data, from memory 302.

Program instructions and data used to practice embodi-
ments of the present mnvention can be stored in persistent
storage 305 and in memory 302 for execution by one or
more of the respective processors 301 via cache 303. In an
embodiment, persistent storage 305 includes a magnetic
hard disk drive. Alternatively, or in addition to a magnetic
hard disk drive, persistent storage 305 can 1nclude a solid-
state hard drive, a semiconductor storage device, read-only
memory (ROM), erasable programmable read-only memory
(EPROM), flash memory, or any other computer readable
storage media that 1s capable of storing program instructions
or digital information.

The media used by persistent storage 305 can also be
removable. For example, a removable hard drive can be used
for persistent storage 305. Other examples include optical
and magnetic disks, thumb drives, and smart cards that are
inserted into a drive for transier onto another computer
readable storage medium that i1s also part of persistent

storage 305.

Communications umt 307, 1n these examples, provides
for communications with other data processing systems or
devices. In these examples, communications unit 307
includes one or more network interface cards. Communica-
tions unit 307 can provide communications through the use
of erther or both physical and wireless communications
links. Program instructions and data used to practice

embodiments of the present invention can be downloaded to
persistent storage 305 through communications unit 307.

I/O 1nterface(s) 306 enables for input and output of data
with other devices that can be connected to each computer
system. For example, /O interface 306 can provide a
connection to external devices 308 such as a keyboard,
keypad, a touch screen, and/or some other suitable input
device. External devices 308 can also include portable
computer readable storage media such as, for example,
thumb drives, portable optical or magnetic disks, and
memory cards. Software and data used to practice embodi-
ments of the present invention can be stored on such portable
computer readable storage media and can be loaded onto
persistent storage 3035 via I/O interface(s) 306. I/O inter-
face(s) 306 also connect to display 309.

Display 309 provides a mechanism to display data to a
user and can be, for example, a computer monaitor.
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What 1s claimed 1s:

1. A computer-implemented method for ledger synchro-
nization, the method comprising:

monitoring one or more conversations for one or more

keywords;
identifying the one or more keywords 1n a user conver-
sation within a predetermined range of confidence;

recording, by the one or more processors, at least a portion
of the one or more conversations that includes the
identified one or more keywords;

storing, by the one or more processors, one or more

recorded conversations, based on the at least portion of
the one or more conversations that include the one or
more keywords, in a database;

storing customer information, authorization information,

and transaction information as metadata;
detecting one or more changes to a plurality of ledgers;
determining one or more authorization records 1s absent
on the plurality of ledgers for the one or more changes;

determining at least one of the one or more stored
conversations includes authorization records associated
with the one or more detected changes;

retrieving the determined at least one of the one or more

stored conversations to verily authorization approval;
and
synchronizing the plurality of ledgers by creating a new
block to the plurality of ledgers indicating authorization
for the new block based on the determined at least one
of the one or more stored conversations, wherein the
block 1s an out of band authorization record; and

reconciling one or more transactions based on the out of
band authorization record.
2. The computer-implemented method of claim 1,
wherein determiming at least one of the one or more stored
conversations includes authorization records associated with
the one or more detected changes further comprises:
searching the one or more recorded conversations for a
umque tag and the metadata that indicates an associa-
tion to the absent one or more authorization records;

identifying one or more recorded conversations that indi-
cate an association to the one or more absent authori-
zation records;

parsing, by the one or more computer processors, via

natural language processing, the identified one or more
recorded conversations that indicate an association; and
based at least on the parsing, determining, by the one or
more computer processors, that at least one of the
identified one or more recorded conversations contains
authorization for the one or more changes.

3. The computer-implemented method of claim 2, further
comprising;

searching the identified one or more recorded conversa-

tions for authorization information, wherein searching

the 1dentified one or more recorded conversations com-

prises:

parsing the identified one or more recorded conversa-
tions for authorization information; and

based at least on the parsing identifying authorization
information in the i1dentified one or more recorded
conversation, wherein the identified authorization
information 1s used to synchronize the plurality of
ledgers.

4. The computer-implemented method of claim 1,
wherein storing the one or more recorded conversations
turther comprises tagging the one or more recorded conver-
sations with one or more umque 1dentification tags.
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5. The computer-implemented method of claim 4,
wherein the one or more unique identification tags comprise
information associated with the: customer, customer name,
customer number, user name, user 1dentification (ID), phone
number, email address, predetermined keywords, content of
text transcript, and date and time of conversation.

6. The computer-implemented method of claim 1, further
comprising;

sending one or more authorization records to one or more

users for approval prior to being recorded on the
plurality of ledgers.
7. The computer-implemented method of claim 1, further
comprising:
tracking one or more approved changes and one or more
transactions in the plurality of ledgers against the
changes to a different plurality of ledgers; and

1dentifying discrepancies between the plurality of ledgers
and the different plurality of ledgers by comparing one
or more blocks.

8. The computer-implemented method of claim 1, further
comprising;

searching identified one or more recorded conversations

for authorization information, wherein searching the
identified recorded conversations comprises:

parsing the 1dentified one or more recorded conversations

for authorization information; and

based at least on the parsing of the identified one or more

recorded conversations identifying authorization infor-
mation in the identified one or more recorded conver-
sation, wherein the identified authorization information
1s used to synchronize the plurality of ledgers.

9. A computer program product for ledger synchroniza-
tion, the computer program product comprising:

one or more computer readable storage devices and

program 1nstructions stored on the one or more com-

puter readable storage devices, the stored program

instructions comprising:

program instructions to monitor one or more conver-
sations for one or more keywords;

program 1instructions to identily the one or more key-
words 1n a user conversation within a predetermined
range ol confidence

program 1nstructions to record at least a portion of the
one or more conversations that includes the i1denti-
fied one or more keywords;

program 1nstructions to store one or more recorded
conversations, based on the at least portion of the one
or more conversations that include the one or more
keywords, 1n a database;

program 1nstructions to store customer information,
authorization information, and transaction informa-
tion as metadata;

program 1nstructions to detect one or more changes to
plurality of ledgers;

program 1instructions to determine one or more autho-
rization records 1s absent on the plurality of ledgers
for the one or more changes;

program 1nstructions to determine at least one of the
one or more stored conversations includes authori-
zation records associated with the one or more
detected changes;

program 1nstructions to retrieve the determined at least
one of the one or more stored conversations to verily
authorization approval; and

program 1nstructions to synchronize the plurality of
ledgers by creating a new block to the plurality of
ledgers indicating authorization for the new block
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based on the determined at least one of the one or
more stored conversations, wherein the block 1s an

out of band authorization record; and
program 1nstructions to reconcile one or more transac-
tions based on the out of band authorization record.
10. The computer program product of claim 9, wherein
program instructions to determine at least one of the one or
more stored conversations includes authorization records
associated with the one or more detected changes further

COmMprises:
program 1nstructions to search the one or more recorded
conversations for a unique tag and the metadata that
indicates an association to the absent one or more
authorization records:
program 1nstructions to identily one or more recorded
conversations that indicate an association to the absent
authorization record;

program 1nstructions to parse via natural language pro-

cessing, the identified one or more recorded conversa-
tions that indicate an association; and

based at least on the parsing, program instructions to

determine that at least one of the 1dentified one or more
recorded conversations contains authorization for the
one or more changes.

11. The computer program product of claim 10, further
comprising:

program instructions to search the identified one or more

recorded conversations for authorization information,
wherein searching the identified one or more recorded
conversations Comprises:

program 1instructions to parse the identified one or more

recorded conversations for authorization information;
and

based at least on the parsing program instructions to

identily authorization information in the identified one
or more recorded conversation, wherein the identified
authorization mformation 1s used to synchronize the
plurality of ledgers.

12. The computer program product of claim 9, wherein
storing the one or more recorded conversations further
comprises tagging the one or more recorded conversations
with one or more unique identification tags, wherein the one
or more unique 1dentification tags comprise: customer name,
customer number, user name, user 1dentification (ID), phone
number, email address, predetermined keywords, content of
text transcript, and date and time of conversation.

13. The computer program product of claim 9, further
comprising;

program 1nstructions to send one or more authorization

records to one or more users for approval prior to being
recorded on the plurality of ledgers.

14. The computer program product of claim 9, further
comprising:

program 1nstructions to track one or more approved

changes and one or more transactions 1n the plurality of
ledgers against the changes to a diflerent plurality of
ledgers; and

program 1nstructions to identify discrepancies between

the plurality of ledgers and the different plurality of
ledgers by comparing one or more blocks.

15. The computer program product of claim 9, further
comprising;

program 1instructions to search identified one or more

recorded conversations for authorization information,
wherein searching the identified recorded conversa-
tions comprises:
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program 1nstructions to parse the identified one or more
recorded conversations for authorization information;
and
based at least on the parsing of the identified one or more
recorded conversations program instructions to identify
authorization information 1n the 1dentified one or more
recorded conversation, wherein the i1dentified authori-
zation mformation i1s used to synchromize the plurality
of ledgers.
16. A computer system for ledger synchronization, the
computer system comprising;
one or more computer processors;
one or more computer readable storage devices;
program instructions stored on the one or more computer
readable storage devices for execution by at least one of
the one or more computer processors, the stored pro-
gram 1nstructions comprising;:
program instructions to monitor one or more Conver-
sations for one or more keywords;
program 1nstructions to i1dentily the one or more key-
words 1n a user conversation within a predetermined
range of confidence
program 1nstructions to record at least a portion of the
one or more conversations that includes the i1denti-
fied one or more keywords;
program 1nstructions to store one or more recorded
conversations, based on the at least portion of the one
or more conversations that include the one or more
keywords, 1n a database;
program 1nstructions to store customer information,
authorization information, and transaction informa-
tion as metadata:
program instructions to detect one or more changes to
plurality of ledgers;
program 1instructions to determine one or more autho-
rization records 1s absent on the plurality of ledgers
for the one or more changes;
program 1nstructions to determine at least one of the
one or more stored conversations includes authori-
zation records associated with the one or more
detected changes;
program 1instructions to retrieve the determined at least
one of the one or more stored conversations to verily
authorization approval; and
program 1nstructions to synchronize the plurality of
ledgers by creating a new block to the plurality of
ledgers indicating authorization for the new block
based on the determined at least one of the one or
more stored conversations, wherein the block 1s an
out of band authorization record; and
program 1instructions to reconcile one or more transac-
tions based on the out of band authorization record.
17. The computer system of claim 16, wherein program
instructions to determine at least one of the one or more
stored conversations includes authorization records associ-
ated with the one or more detected changes further com-
Prises:
program instructions to search the one or more recorded
conversations for a unique tag and the metadata that
indicates an association to the absent one or more
authorization records;
program 1nstructions to identily one or more recorded
conversations that indicate an association to the absent
authorization record;
program 1nstructions to parse via natural language pro-
cessing, the 1dentified one or more recorded conversa-
tions that indicate an association;
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based at least on the parsing, program instructions to
determine that at least one of the identified one or more
recorded conversations contains authorization for the

one or more changes; and

program instructions to search the identified one or more
recorded conversations for authorization information,
wherein searching the i1dentified one or more recorded
conversations Comprises:

program 1instructions to parse the identified one or more

recorded conversations for authorization information;
and

based at least on the parsing program instructions to

identily authorization information in the identified one
or more recorded conversation, wherein the identified
authorization mformation 1s used to synchronize the
plurality of ledgers.

18. The computer system of claim 16, wherein storing the
one or more recorded conversations further comprises tag-
ging the one or more recorded conversations with one or
more unique 1dentification tags, wherein the one or more
unique identification tags comprise: customer name, Cus-
tomer number, user name, user identification (ID), phone
number, email address, predetermined keywords, content of
text transcript, and date and time of conversation.
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19. The computer system of claim 16, further comprising;:

program 1instructions to track one or more approved
changes and one or more transactions 1n the plurality of
ledgers against the changes to a diflerent plurality of
ledgers; and

program 1nstructions to identily discrepancies between
the plurality of ledgers and the different plurality of
ledgers by comparing one or more blocks.

20. The computer system of claim 16, further comprising:

program 1nstructions to search identified one or more
recorded conversations for authorization information,
wherein searching the identified recorded conversa-
tions comprises:

program 1instructions to parse the identified one or more
recorded conversations for authorization information:
and

based at least on the parsing of the 1dentified one or more
recorded conversations program instructions to identity
authorization information 1n the identified one or more
recorded conversation, wherein the i1dentified authori-
zation information 1s used to synchronize the plurality
of ledgers.
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