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Receive Request to Transmit Packet 310
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SYSTEM AND METHOD FOR PERFORMING
SEGMENT ROUTING OVER AN MPLS
NETWORK

TECHNICAL FIELD

This disclosure relates generally to networks, and more
specifically, but not exclusively, to controlling the routing of
packets 1n a communications network.

BACKGROUND

Multi-protocol Label Switching (MPLS) 1s a technique
used to route data through a communications network.
Unlike other techniques which use network addresses to
control routing, MPLS routes data packets across nodes
using labels. These labels identity virtual links (paths)
between distant nodes, rather than endpoints, and are use-
able with different network protocols (e.g., T1, E1, ATM,
Frame Relay, DSL, etc.), hence the term “multi-protocol”
label switching.

Routing data using MPLS 1s advantageous 1in a number of
respects. For example, MPLS 1s able to perform routing
without the use of complex lookups 1n a routing table. Using
labels (as opposed to comprehensive network addresses)
also 1ncreases the rate of trathic flow. For these and other
reasons, many networks today use equipment designed to
implement MPLS routing. However, this equipment 1is
restrictive 1n nature in that it prevents the networks from
supporting other types of routing techniques. Segment rout-
ing 1s a new routing technique that is specifically designed

for MPLS networks.

SUMMARY

A brief summary of various example embodiments 1s
presented. Some simplifications and omissions may be made
in the following summary, which 1s intended to highlight and
introduce some aspects of the various example embodi-
ments, but not to limit the scope of the invention. Detailed
descriptions of example embodiments adequate to allow
those of ordinary skill in the art to make and use the
inventive concepts will follow 1n later sections.

In accordance with one or more embodiments, a method
for controlling packet routing 1n a network includes 1dent-
tying segment 1dentifications (IDs) for a number of switches
and arranging a first number of the segment IDs 1nto a first
ficld of a packet, wherein the first field 1s a first multi-
protocol label switching (MPLS) label field that 1s M bits in
length, each of the segment IDs being represented by N bits
in length and 1dentifying an output port of a respective one
of the number of switches located along a network path
between a source node and a destination node, wherein M 1s
greater than a cumulative sum of respective Ns for the first
number of segment IDs. The first number of segment 1Ds
may be arranged in the first MPLS label field 1n an order
corresponding to a sequence of the number of switches on
the network path. The method may include padding the first
MPLS label field with one or more predetermined values for
bits unoccupied by the segment IDs. The one or more
predetermined values may be zeros.

The first number of the segment IDs arranged into the first
MPLS label field may correspond to all of the switches on
the network path between the source node and the destina-
tion node. Each of the segment IDs may be compressed into
N bits. In one embodiment, the value of N may be at least
3. The method may include arranging a second number of
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2

the segment IDs to a second field of the packet when the
number of switches 1s greater than three, where the second

field of the packet 1s a second MPLS label field. The method
may include identitying the segment IDs based on informa-
tion 1n a routing table.

In accordance with one or more embodiments, a method
for controlling packet routing includes receiving a packet at
a switch of a data network, accessing {irst routing informa-
tion from the packet, modifying the packet to include second
routing information, and transmitting the packet from the
switch based on the first routing information, wherein the
packet includes a first multi-protocol label switching
(MPLS) label field from which the first routing information
1s accessed, the first routing information including a first
segment 1dentification (ID) and at least a second segment 1D,
and wherein modifying the packet includes replacing the

first routing information with the second routing information

in the first MPLS label field, the second routing 1nfi

'ormation
omitting the first segment ID and including at least the
second segment ID, the packet transmitted from the switch
based on the first segment ID.

The method may include replacing the first routing infor-
mation with the second routing information includes replac-
ing the first segment ID with one or more predetermined
values 1n the first MPLS label field. The one or more
predetermined values may be zeros. The method may
include replacing the first routing information with the
second routing information includes shifting a position of
the at least second segment ID 1n the first MPLS label field.
The method may include determining an output port number
based on the first segment ID, wherein transmitting the
packet based on the first routing information includes trans-
mitting the packet through the output port number.

In accordance with one or more embodiments, a system
for controlling packet routing 1n a network comprises a
memory configured to store at least one algorithm and a
processor configured to execute the at least one algorithm to
identify segment i1dentifications (IDs) for a number of
switches, and arrange a first number of the segment IDs 1nto
a first field of a packet, wherein the first field 1s a first
multi-protocol label switching (MPS) label field that 1s 20
bits 1in length, each of the segment IDs being N bits in length
and 1dentifying an output port of a respective one of the
number of switches located along a network path between a
source node and a destination node.

The processor may arrange the first number of segment
IDs 1n the first MPLS label field 1n an order corresponding
to a sequence of the number of switches on the network path.
The processor may pad the first MPLS label field with one
or more predetermined values for bits unoccupied by the
segment IDs. The first number of the segment IDs arranged
into the first MPLS label field may correspond to all of the
switches on the network path between the source node and
the destination node. The processor may arrange a second
number of the segment IDs into a second field of the packet
when the number of switches 1s greater than three, and
wherein the second field of the packet 1s a second MPLS
label field. The first MPLS field may have a length of 20 bats,
cach of the first number of segment IDs may be compressed
into N bits.

BRIEF DESCRIPTION OF THE

DRAWINGS

The accompanying figures together with the detailed
description below, are incorporated 1n and form part of the
specification, and serve to further 1llustrate example embodi-
ments ol concepts found in the claims and explain various
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principles and advantages of those embodiments. These and
other more detailed and specific features are more fully

disclosed 1n the following specification, reference being had
to the accompanying drawings, 1n which:

FIG. 1 illustrates an example of a network that routes 5
packets through switches;

FIG. 2A 1llustrates an example of a packet formatted to
route data using an MPLS label, and FIG. 2B illustrates the
MPLS label field of the packet of FIG. 2A that includes
segment IDs for performing segment routing in accordance 10
with one embodiment;

FIGS. 3A and 3B illustrate an embodiment of a method
for performing segment routing in a network that uses
equipment designed to route data using multi-protocol label
switching (MPLS); 15

FIG. 4A illustrates a 3-hop example implemented by the
method of FIGS. 3A and 3B, and FIG. 4B 1illustrates an
embodiment of segment IDs in an MPLS label field for the
3-hop example 1n accordance with one embodiment;

FIG. 5 illustrates modifying the MPLS label field in 20
accordance with another embodiment:

FIG. 6 illustrates modifying the MPLS label field in
accordance with yet another embodiment;

FIG. 7 illustrates modifying the MPLS label field in
accordance with one embodiment; 25
FIG. 8 illustrates a 6-hop example implemented by the

method of FIGS. 3A and 3B:;

FIG. 9 1llustrates an example of a packet with multiple
MPLS label fields that includes segment IDs for performing

the 6-hop example of FIG. 8 according to one embodiment; 30
and

FIG. 10 illustrates an embodiment of a source node for
generating a packet header in accordance with one or more
of the embodiments described herein.

35
DETAILED DESCRIPTION

It should be understood that the figures are merely sche-
matic and are not drawn to scale. It should also be under-
stood that the same reference numerals are used throughout 40
the figures to indicate the same or similar parts.

The descriptions and drawings 1llustrate the principles of
various example embodiments. It will thus be appreciated
that those skilled in the art will be able to devise various
arrangements that, although not explicitly described or 45
shown herein, embody the principles of the mmvention and
are included within 1ts scope. Furthermore, all examples
recited herein are principally itended expressly to be for
pedagogical purposes to aid the reader in understanding the
principles of the invention and the concepts contributed by 50
the mnventor to furthering the art and are to be construed as
being without lmmitation to such specifically recited
examples and conditions. Additionally, the term, “or,” as
used herein, refers to a non-exclusive or (1.e., and/or), unless
otherwise indicated (e.g., “or else” or “or in the alterna- 55
tive”). Also, the various embodiments described herein are
not necessarilly mutually exclusive, as some embodiments
can be combined with one or more other embodiments to
form new embodiments. Descriptors such as “first,” “sec-
ond,” “third,” etc., are not meant to limit the order of 60
clements discussed, are used to distinguish one eclement
from the next, and may be iterchangeable.

Embodiments disclosed herein relate to a system and
method for performing segment routing in a communica-
tions network that uses equipment designed to route data 65
using multi-protocol label switching (MPLS). Segment rout-

ing 1s an evolution of MPLS that retains MPLS switching

4

equipment. In the disclosed embodiments, segment routing
may be performed using MPLS communication equipment
by compressing the segments used to perform segment
routing into the header of a data packet that conforms to the
MPLS protocol. Because the segments are significantly
smaller 1n size than the fixed-length of an MPLS label (for
which a corresponding field of the packet header 1s designed
to accept), multiple segments may be 1inserted into one
MPLS header field in order to facilitate a plurality of
corresponding hops among nodes situated between source
and destination nodes in the network. When the packet
includes multiple MPLS header fields, even more segments
may be inserted ito the packet to support segment routing
using MPLS equipment. As a result, segment routing may be
implemented within the framework of an MPLS protocol,
thereby increasing the versatility of the network especially
In cases where segment routing may be preferable to MPLS
routing for certain applications.

FIG. 1 illustrates an example of a network that includes a
source node 10 and a destination node 20, also labeled Node
A and Node B respectively. In a typical scenario, one or
more mntervening nodes are arranged between the source and
destination nodes. In this example, three intervening
switches 30, 40, and 50 are depicted, which may also be
referred to as switches SW1, SW2, and SW3. A different
number of intervening switches may be included 1n another
embodiment. Operation of the network switches and nodes
for purposes of routing packets may be controlled, at least 1n
part, by a software-defined network (SDN) controller 80.
The SDN controller may generate and manage lookup tables
that are to be sent to and used by the nodes 1n performing
routing operations based on the routing information 1n each
packet header. Connections between the SDN controller 80
and the nodes are illustrated by corresponding signal lines
70, to 70, 1n this example. (In one embodiment, the inter-
vening switches may be nodes).

The source node 10 includes a processor for generating
segment 1dentifications (IDs) that specily the intervening
nodes 30, 40, and 50 and the destination node 20. In one
embodiment, the segment IDs 1dentify the routing addresses
ol corresponding ones of the intervening and designation
nodes. As will become apparent below, each segment 1D
may be compressed mnto a fixed number of bits (e.g., 6 bits)
that 1s substantially smaller than the fixed bit-length (e.g., 20
bits) of an MPLS label, in order to allow multiple segment

IDs for performing segment routing to be inserted into the
header field of a packet formatted for holding an MPLS

label.

FIG. 2A 1llustrates an example of a packet formatted to
route data using an MPLS label. Referring to FIG. 2A, the
packet includes a header 210 and a payload 220. The header
210 includes a number of fields including an MPLS label
field 230 and two additional fields F1 and F2 that may store,
for example, various flags and/or other information. In one
embodiment, the flag may store one or more bits indicating
whether the packet 1s to be routed based on an MPLS
technique or whether the packet 1s to be routed using a
segment routing technique. The MPLS label field stores a
20-bit label which conforms to the MPLS protocol. The
20-bit label 1s a global label which indicates the information
that 1s to be used to route the packet between the source node
10 and the destination node 20. In this example, the packet
header only includes one MPLS label. In other cases, the
packet header may include a plurality of MPLS headers
when, for example, additional routing information 1s to be
used 1n routing the packet. The payload 220 stores the data
for the packet.
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FIG. 2B 1illustrates an example of how the MPLS label
field of the packet header of FIG. 2A may be modified to
include segments for performing segment routing in accor-
dance with one or more embodiments. In this example, the
source node 10 has generated the packet to include three
segments (for performing segment routing) in the MPLS
label field 230. The three segments may be identified, for
example, based on routing table information (e.g., obtained
from the SDN controller 80) that stores segment IDs for the
segments (or hops) between the source and destination
nodes.

Initially, the source node 10 determines routing informa-
tion for (e.g., output port number leading to) the first
intervening node (first switch) 30, for example, based on
knowledge of the destination node. This routing information
may be determined, for example, by information stored 1n a
routing table of source node 10.

In the MPLS label field 230, the first segment 1D 231
identifies routing information to be used in transmitting the
packet along a path leading to the second intervening node
(or switch) 40. The second segment 1D 232 1dentifies routing
information to be used 1n transmitting the packet from the
second intervening node 40 along a path leading to the third
intervening node (or switch) 50. The third segment 1D 233
identifies routing information to be used in transmitting the
packet from the third interveming node (or switch) 50 along
a path leading to the destination node 20 (or when the packet
includes multiple MPLS label fields to the next intervening
node (or switch). An example of this latter case will be
discussed 1n greater detaill below). Collectively, when
arranged 1n the MPLS label field(s), the segment IDs may be
considered to be configured 1n a stack. In one embodiment,
the routing information indicated by the segment IDs 1n the
MPLS label field may indicate output ports of corresponding
ones of the applicable nodes or switches.

In this embodiment, each of the segment IDs may be
compressed to information that 1s 6 bits 1n length. This bat
length may be fixed for each segment ID, but a different bat
length may be used 1n another embodiment. Because each of
the three compressed segment 1Ds 1n the MPLS label field
1s 6 bits 1n length, mnserting the three compressed segment
IDs 1nto the MPLS label field will not occupy all of the fixed
20-bit length of this field. Therefore, 1n accordance with one
or more embodiments, the remaining two bits (e.g., at bit
positions 1 and 2) may be padded zeros or some other null
value. Each of the nodes 1n the network may be programmed
or otherwise configured to interpret the last two bits as
padded bits when used to perform segment routing.

FIGS. 3A and 3B illustrate an embodiment of a method
for performing segment routing 1 a communications net-
work that uses equipment designed to route data using
multi-protocol label switching (MPLS). The method may be
explained, for example, with reference to the network of
FIG. 1, which has been modified to include compressed
segment IDs for 3-hops as set forth 1n FIG. 4A.

Referring to FIGS. 3A, 3B, and 4A, the method 1ncludes,
at 310, receiving a request to transmit a packet from the
source node 10 to the destination node 20 through a network
that includes MPLS routing equipment. The request may
include information indicating whether transmission of the
packet through the network 1s to be performed using MPLS
routing or segment routing. The network may be, for
example, the internet, a virtual private network, or another
type ol network that supports multiple routing and commu-
nication protocols. The request may be recerved from a
processor ol the source node, for example, from a host
system, which, for example, may be a computer, smart
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phone, server, or another device. The destination node may
be coupled, for example, to a similar device for viewing or
using the packet data.

At 320, the processor of the source node may determine
the 1dentity of the destination node based on information in
the request. In one 1mplementation, the processor of the
source node may receirve an instruction or may be pro-
grammed with control solftware to transmit the packet
through the network using segment routing. In this case, the
processor may identily segment IDs that correspond to
switches between the source and destination nodes that are
to be used to route the packet through the network. The
segment IDs may be determined, for example, by referenc-
ing a routing table stored at the source node or otherwise
accessed from the SDN controller.

As 1llustrated 1n FIG. 4A, 1n this example three segment
IDs for the respective switches 30, 40, and 50 have been
identified i1dentifying the next hops for transmitting the
packet. Each of the switches may have multiple mnput and
output ports. In one embodiment, the segment I1Ds may
indicate the number of the output port of respective ones of
the switches. The output port number of each port indicates
to which switch the packet 1s to be transmitted. Thus, for
example, the routing table may indicate that switch (SW) 30
1s to transmit the packet through 1ts output port numbered
23, switch (SW2) 40 1s to transmit the packet through 1ts
output port numbered 53, and switch (SW3) 50 1s to transmiut
the packet through 1ts output port numbered 13, which leads
to the destination node (Node B) 20. The identity of the
switches and the corresponding output port numbers may be
determined by the processor of the source node with refer-
ence to the lookup table received from the SDN controller.

At 330, once the segment IDs have been identified, the
segment IDs may be compressed into an N-bit format. In one
embodiment, the value of N may be 6 but may be a different
number 1n another embodiment. In one embodiment, opera-
tion 330 may be considered to be an optional feature when,
for example, the routing table already stores the segment I1Ds
in an N-bit compressed format. In one example, compress-
ing the segment IDs may involve 1dentifying or mapping the
output port of the nodes or switches 1n an N bit format.

At 340, the processor of the source node 10 inserts the
compressed segment I1Ds mto an M-bit MPLS label field 230
in the header of the packet to be transmitted to an interme-
diate node. In this example, the value of M 1s 20 and the
compressed segment 1D for switch (SW1) 30 1s 010111,
which 1s the binary value of the output port number 23 that
1s to be used to transmit the packet to switch (SW2) 40. The
compressed segment ID for switch (SW2) 40 1s 110101,
which 1s the binary value of the output port number 53 that
1s to be used to transmit the packet to switch (SW3) 50. The
compressed segment ID for switch (SW3) 50 1s 001101,
which 1s the binary value of the output port number 13 that
1s to be used to transmit the packet to the destination node
(Node B) 20. The compressed segment IDs are shown 1n
sequence 405 1n FIG. 4B.

The segment IDs may be inserted into the MPLS label
field 230 1n a predetermined order. For example, the segment
IDs for the switches may be stacked into the MPLS label
field 1n sequential order, starting from the switch (SW) 30
closest to the source node 10. Thus, as 1llustrated in FIG. 4B,
the segment ID (010111) for switch (SW1) 30 is iserted
into bit positions 15 to 20 of a first sub-field 410 of the
MPLS label field of the packet header, the segment ID
(110101) for switch (SW2) 40 1s inserted into bit positions
9 to 15 of a second sub-field 420 of the MPLS label field of
the packet header, and the segment 1D (001101) for switch
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(SW3) 50 i1s inserted into bit positions 3 to 8 of a third
sub-field 430 of the MPLS label field of the packet header.
The final two bits (at positions 1 and 2) of the MPLS label
field are padded with zeros. In addition to these features, the
processor of the source node may insert one or more flag bits
indicating that the packet 1s subject to segment routing, as
opposed to MPLS routing. The one or more flag bits may be
stored, for example, 1n one of the F1 or F2 header fields
illustrated 1n FIG. 2B. Additionally, the processor of the
source node may load the data to be transmitted into the
payload portion of the packet, along with any other control
or other packet information to be included.

At 350, once the packet has been prepared, the source
node 10 transmits the packet to the first switch (SW1) 30
through an output port designated by the processor. The first
switch (SW) 30 may be considered to be an intermediate
node, as well as switches 40 and 50 discussed below. As 1n
other cases, the output port used to transmit the packet may
be determined, for example, based on information i a
routing table stored locally at the source node, which infor-
mation 1s set by the network SDN controller 80.

At 360, a processor 1n the first switch (SW1) 30 retrieves
the bit values corresponding to the compressed segment 1D
in the first sub-field of the MPLS label field. In this case, the
compressed segment 1D 1n the first sub-field 1s 010111. Once
retrieved, at 361, the processor of the first switch 30 may
decompress and decode the compressed segment ID
(010111) to determine the port number (23) of the first
switch through which the packet 1s to be transmitted to next
switch 40. This operation may be performed by looking up
the decompressed and decoded segment ID 1n a lookup table
510 stored at the first switch. This lookup function, first,
confirms that the segment ID 1s a valid segment ID and,
second, 1dentifies port 23 as the proper output port for the
first switch 30. The processor of switch 30 may be informed
that the information 1n the MPLS label field contains seg-
ment IDs (as opposed to an MPLS label), for example, based
on a predetermined value set 1n the packet header.

At 362, the processor of switch 30 may retrieve all the bits
in the MPLS label field 1n order to determine the output port
number (010111) 505. These bits correspond to the incom-
ing MPLS label 520 of FIG. 5. The compressed segment IDs
in the other two sub-fields of the MPLS label field may also
be checked to determine whether they are all the same
values, e.g., whether they are all zeros. If all zeros, the
processor of switch 30 determines that switch 30 1s the last
hop and that transmission of the packet through 1ts output
node will flow to the destination node. In this example, the
compressed segment 1Ds 1n the incoming MPLS label are
not all zeros, so the processor of switch 30 proceeds to the
next operation.

At 363, the processor of switch 30 pops (e.g., removes
from the stack in the MPLS label field) the compressed
segment 1D corresponding to 1ts output port. In the example
of FIG. 5, this mvolves removing 010111 from the first
sub-field of the MPLS label field.

At 364, the compressed segment IDs in the second and
third sub-fields of the MPLS label field are then shifted to
the left, so that the compressed segment ID that was in the
second sub-field 1s now 1n the first sub-field and the com-
pressed segment ID that was 1n the third sub-field 1s now in
the second sub-field. The third sub-field is then filled with all

zeros. The result 1s shown as the outgoing MPLS label at
550: 11010100110100000000. In one embodiment, the
shifting operation may be implicitly included in popping
operation 363, ¢.g., the popping operation may eflectively
perform level shifting. In this case, operation 364 would be
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therefore automatically performed in operation 363, and
thus process tlow may pass from operation 363 to operation

365 without operation 364 being separately performed.

At 365 the processor of switch (SW1) 30 pushes the
newly created outgoing MPLS label into the MPLS label
field of the packet and transmits the packet to the second
switch (SW2) 40 through the designated output port (port
number 23) of the first switch. These pop and push opera-
tions eflectively result 1n replacing the compressed segment
IDs 1n the received packet header with a modified shifted
version that has one of the compressed segment I1Ds stripped
ofl and substituted with a corresponding number of addi-
tional padded zeros. The process of FIG. 3B is then repeated
at the next node along the path that receives the packet.

For example, as 1llustrated 1n FI1G. 6, a processor of switch
40 receives the following incoming label 620 in the MPLS
label field of the packet received from the first switch 30:
11010100110100000000. The processor retrieves the com-
pressed segment ID (110101) from the first sub-field of the

MPLS label field, decompresses and decodes this segment
ID, and then looks up the segment ID 1n 1ts lookup table 610
(derived from the SDN controller) for validation and con-
firmation. In this case, the processor of the second switch 40
determines that i1t should transmit the packet through 1its
output port number 53, which is the binary value of 110101
indicated at 630.

At this point, the processor of the second switch may
retrieve the bit values in the remaining portions of the MPLS
label field and determine if those bit values are all zero. If
all zeros, the processor of the second switch determines that
there are no more hops. In this case, the bit values in the
remaining portions of the MPLS label field are not all zeros.
Theretfore, the processor pops the compressed segment 1D
(110101) 1n the first sub-field of the MPLS label, shiits the
compressed segment 1D 1n the second sub-field into the first
sub-field, and fills the second sub-field with all zeros. The
result 1s shown as the outgoing MPLS label at 640:
00110100000000000000. The outgoing MPLS label is then
pushed nto the MPLS label field of the packet and the
packet 1s transmitted through output port number 53.

Operations performed as previously described are now
performed at switch 50. As 1llustrated 1n FIG. 7, a processor

of switch 50 receives the following incoming label 720 1n
the MPLS label field of the packet received from the first

switch 30: 00110100000000000000. The processor retrieves
the compressed segment ID (001101) from the first sub-field
of the MPLS label field, decompresses and decodes this
segment 1D, and then looks up the segment 1D 1n 1ts lookup
table 710 (derived from the SDN controller) for validation
and confirmation. In this case, the processor of the second
switch 50 determines that it should transmit the packet
through its output port number 13, which 1s the binary value
of 001101 indicated at 730.

At this point, the processor of the third switch 50 may
retrieve the bit values in the remaining portions of the MPLS
label field and determine 11 those bit values are all zero. In
this case, the check performed 1n operation 362 indicates
that the bit values are all zeros. As a result, the processor of
the third switch determines that there are no more hops and
that transmission of the packet through port 13 will lead to
the destination node (Node B) 20 (or the next node or switch
in the case where there are multiple MPLS label fields 1n the
packet header). In this case, the processor may pop the
incoming MPLS label field. At 370, when the packet is
transmitted through output port number 13 of the third
switch, the segment routing 1s complete for that MPLS label.
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If there are no more MPLS labels 1n the packet, then segment
routing 1s complete for the entire packet.

FIG. 8 1illustrates a six-hop example of the method for
performing segment routing 1n a communications network
that uses equipment designed to route data using multi-
protocol label switching (MPLS). In this example, the first
three hops correspond to the same switches in the example
of FIG. 4A. The last three hops correspond to output port
numbers 110011 (51), 111011 (39), and 101010 (21), respec-

tively. The switches 840 to 890 corresponding to the six hops
are arranged between a source node 810 and a destination
node 820. An SDN controller 830 1s used to maintain and
download the lookup tables to the nodes and switches to
supply the routing information need to transmit packets at
respective points along the network path.

FIG. 9 1llustrates an example of the format of a packet
routed according to the method of FIG. 8. In order to
perform segment routing for six hops (or equivalently,
through six switches SW1 to SW6), the packet format
includes multiple MPLS label fields 1n the header 910. Data
for the packet 1s included 1n the payload portion 920.

In the example of FIG. 9, header 911 includes a first
MPLS label field 911 and a second MPLS label field 912
which may have the same format. For example, each of the
MPLS label fields may include three sub-fields SF1 to SF3
and a trailing sub-field with padded zeros (marked by the X
region). The sub-fields in the first MPLS label field 911 store
compressed segment IDs 1n sequential order for the first
three hops corresponding to switches SW1 to SW3 i FIG.
8. The sub-fields 1n the last MPLS label field 912 store
compressed segment IDs in sequential order for the last
three hops corresponding to switches SW4 to SWé in FIG.
8. Referring again to FIG. 8, section 825 shows the bits
values for the compressed segment IDs 1n the MPLS label
fields 911 and 912 and section 835 shows these bit values 1n
tandem, with padded zeros, for the MPLS label fields.

In operation, each switch SW1 to SWé performs opera-
tions analogous to those performed by the method of the 3
hop embodiments. For example, the processor of each
switch retrieves the compressed segment 1D from the first

sub-field of the first MPLS label field, decompresses and

decodes this segment ID to determine the output port
number of that switch, and then looks up the segment ID in
its lookup table (derived from the SDN controller) for
validation and confirmation.

At this point, the switch processor may retrieve the bit
values 1n the remaining portions of the first MPLS label field
and determine 1f those bit values are all zeros. If the bit
values are not all zeros, the switch processor may pop the
compressed segment ID 1n the first sub-field of the first
MPLS label field, shift the bits of the remaining compressed
segment I1D(s), and the replace the popped segment ID with
all zeros. This process continues at each switch until all of
the compressed segment IDs in the first MPLS label field
have been used (e.g., are all zeros), at which time the first
MPLS label 1s popped and an analogous set of operations 1s
performed for the second MPLS label field, until the packet
reaches the destination node.

FIG. 10 1llustrates an embodiment of a source node for
generating a packet header in accordance with one or more
of the embodiments described herein. The source node may
include a processor 1010, a memory 1020, and a database
1030. The processor 1010 manages the operations of the
source node based on algorithms stored 1n the memory 1020.
At least a portion of these algorithms are executed by the
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processor 1010 to control the performance of segment
routing 1n accordance with the method embodiments
described herein.

For example, the processor 1010 may execute these
algorithms to isert compressed segment IDs 1nto one or

more MPLS label fields 1 the header of a packet. The

segment IDs may be derived from a lookup table and/or
other information obtained, for example, from an SDN
controller as previously described. Information correspond-
ing to the segment IDs may be stored in the database 1030
in already compressed or uncompressed form. In this latter
case, the processor 1010 may compress the segment IDs
received from the database, for purposes of inserting them
into respective sub-fields 1n the MPLS label field(s) of a
packet header. The number of MPLS label ficlds in any

given packet header may depend, for example, on the
number of hops (or intervening switches) that are between
the source and destination nodes. Previously, a 3-hop
example requiring one 20-bit MPLS label field per packet
header and a 6-hop example requiring two 20-bit MPLS
label fields per packet header were discussed. In other
embodiments, more than two MPLS label fields may be
included in a packet header when the number of hops
exceeds six. Also, a 2-hop case may be executed where the
third sub-field 1n the MPLS label header is filled with zeros
or some other null value.

In addition to these features, the source node may include
an 1mmput interface 40 and an output interface 50. The mput
interface 40 may receive signals and other information from
an SDN controller and incoming packets from other nodes
or switches of a network 1080. The output interface 50 may
pass outgoing packets prepared by the processor 1010 to
other nodes and switches i a network 1090, which may be
the same as or different from network 1080. In one embodi-
ment, the switches between the source and destination nodes
may themselves be considered to be nodes. In this case, the
switches (and the destination node, for that matter) may have
the same structure as the source node of FIG. 10, except that
additional algorithms are included 1n memory to control the
processor to perform pop, shift, replacement, push, and other
operations as described herein.

In accordance with another embodiment, a non-transitory
computer-readable storage medium stores instructions for
controlling a processor to perform the operations of the
embodiments described herein. At least some of the instruc-
tions correspond to the algorithms stored in memory 1020 of
the source node. These and/or other instructions may be
implemented by the SDN controller, processors of the
switches, node controllers, and/or other processing devices
arranged along the network path carrying packets configured
as described herein. The computer-readable medium may
be, for example, a read-only memory, a random-access
memory, a flash memory, network-attached storage, storage
area network, or another type of storage device capable of
storing software, firmware, and/or other instructions for
implementing the embodiments described herein.

The processors, controllers, switches, routers, lookup
tables, and other signal-generating and signal-processing
teatures of the embodiments disclosed herein may be 1mple-
mented 1n logic. When implemented at least partially in
hardware, the processors, controllers, switches, routers,
lookup tables, and other signal-generating and signal-pro-
cessing features may be, for example, any one of a variety
of 1ntegrated circuits including but not limited to an appli-
cation-specific integrated circuit, a field-programmable gate
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array, a combination of logic gates, a system-on-chip, a
microprocessor, or another type ol processing or control
circuit.

When implemented in at least partially in software, the
processors, controllers, switches, routers, lookup tables, and
other signal-generating and signal-processing features may
include, for example, a memory or other storage device for
storing code or 1nstructions to be executed, for example, by
a computer, processor, microprocessor, controller, or other
signal processing device. The computer, processor, micro-
processor, controller, or other signal processing device may
be those described herein or one 1n addition to the elements
described herein. Because the algorithms that form the basis
of the methods (or operations of the computer, processor,
microprocessor, controller, or other signal processing
device) are described 1n detail, the code or mstructions for
implementing the operations of the method embodiments
may transform the computer, processor, controller, or other
signal processing device mto a special-purpose processor for
performing the methods herein.

It should be apparent from the foregoing description that
various exemplary embodiments of the invention may be
implemented 1n hardware. Furthermore, various exemplary
embodiments may be implemented as instructions stored on
a non-transitory machine-readable storage medium, such as
a volatile or non-volatile memory, which may be read and
executed by at least one processor to perform the operations
described in detail herein. A non-transitory machine-read-
able storage medium may include any mechanism for stor-
ing information in a form readable by a machine, such as a
personal or laptop computer, a server, or other computing
device. Thus, a non-transitory machine-readable storage
medium may include read-only memory (ROM), random-
access memory (RAM), magnetic disk storage media, opti-
cal storage media, flash-memory devices, and similar stor-
age media and excludes transitory signals.

It should be appreciated by those skilled in the art that any
blocks and block diagrams herein represent conceptual
views of illustrative circuitry embodying the principles of
the invention. Implementation of particular blocks can vary
while they can be implemented 1n the hardware or software
domain without limiting the scope of the invention. Simi-
larly, 1t will be appreciated that any flow charts, flow
diagrams, state transition diagrams, pseudo code, and the
like represent various processes which may be substantially
represented 1n machine readable media and so executed by
a computer or processor, whether or not such computer or
processor 1s explicitly shown.

Accordingly, 1t 1s to be understood that the above descrip-
tion 1s mtended to be illustrative and not restrictive. Many
embodiments and applications other than the examples
provided would be apparent upon reading the above descrip-
tion. The scope should be determined, not with reference to
the above description or Abstract below, but should instead
be determined with reference to the appended claims, along,
with the full scope of equivalents to which such claims are
entitled. It 1s anticipated and intended that future develop-
ments will occur 1n the technologies discussed herein, and
that the disclosed systems and methods will be incorporated
into such future embodiments. In sum, 1t should be under-
stood that the application 1s capable of modification and
variation.

The benefits, advantages, solutions to problems, and any
clement(s) that may cause any benelit, advantage, or solu-
tion to occur or become more pronounced are not to be
construed as a critical, required, or essential features or
clements of any or all the claims. The invention 1s defined
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solely by the appended claims including any amendments
made during the pendency of this application and all equiva-
lents of those claims as 1ssued.

All terms used 1n the claims are intended to be given their
broadest reasonable constructions and their ordinary mean-
ings as understood by those knowledgeable 1n the technolo-
gies described herein unless an explicit indication to the
contrary 1in made herein. In particular, use of the singular
articles such as “a,” “the,” “said,” etc. should be read to
recite one or more of the indicated elements unless a claim
recites an explicit limitation to the contrary.

The Abstract of the Disclosure 1s provided to allow the
reader to quickly ascertain the nature of the technical dis-
closure. It 1s submitted with the understanding that 1t will not
be used to interpret or limit the scope or meaning of the
claims. In addition, 1n the foregoing Detailed Description, 1t
can be seen that various features are grouped together 1n
vartous embodiments for the purpose of streamlining the
disclosure. This method of disclosure 1s not to be interpreted
as reflecting an intention that the claamed embodiments
require more features than are expressly recited in each
claim. Rather, as the following claims reflect, inventive
subject matter lies 1n less than all features of a single
disclosed embodiment. Thus the {following claims are
hereby incorporated 1nto the Detailed Description, with each
claim standing on 1ts own as a separately claimed subject
matter.

What 1s claimed 1s:

1. A method for controlling packet routing in a network,
comprising;

identifying segment 1dentifications (IDs) for a number of

switches;

arranging a first number of the segment IDs 1nto a first

fiecld of a packet, wherein the first field 1s a first
multi-protocol label switching (MPLS) label field that
1s M bits 1n length, each of the segment IDs being
represented by N bits 1 length and identifying an
output port of a respective one of the number of
switches located along a network path between a source
node and a destination node, and M 1s greater than a
cumulative sum of respective Ns for the first quantity of
segment IDs; and

padding the first MPLS label field with one or more

predetermined values for bits unoccupied by the seg-
ment IDs.

2. The method of claim 1, wherein the first number of
segment IDs are arranged 1n the first MPLS label field 1n an
order corresponding to a sequence of a path of traversed
switches on the network path.

3. The method of claim 1, wherein the one or more
predetermined values are zeros.

4. The method of claim 1, wherein the first number of the
segment IDs arranged into the first MPLS label field corre-
sponds to all of the switches on the network path between
the source node and the destination node.

5. The method of claim 1, where each of the N-bit
representations are a compressed version of the respective
segment 1Ds.

6. The method of claim 5, further comprising;:

arranging a second number of the segment IDs into a

second MPLS label field.

7. The method of claim 1, further comprising:

identifying the segment IDs based on information 1n a

routing table.

8. A method for controlling packet routing, comprising:

recerving a packet at a switch of a data network;

accessing lirst routing mformation from the packet;
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moditying the packet to include second routing informa-

tion; and

transmitting the packet from the switch based on the first

routing 1nformation,

wherein the packet includes a first multi-protocol label

switching (MPLS) label field from which the first
routing information 1s accessed, the first routing infor-
mation including a first segment 1dentification (ID) and
at least a second segment ID, and wherein modifying
the packet includes replacing the first routing informa-
tion with the second routing information by replacing
the first segment ID with one or more predetermined
values 1n the first MPLS label field, the second routing
information omitting the first segment ID and including
at least the second segment ID, and the packet trans-
mitted from the switch 1s based on the first segment 1D.

9. The method of claim 8, wherein the one or more
predetermined values are zeros.

10. The method of claam 8, wherein replacing the first
routing information with the second routing information
includes shifting a position of the at least second segment 1D
in the first MPLS label field.

11. The method of claim 10, wherein the second routing
information includes padded zeros included with the shait

position of the at least second segment 1D 1n the first MPLS
label field.

12. The method of claim 8, further comprising;:
determining an output port number based on the first
segment 1D, wherein transmitting the packet based on
the first routing information includes transmitting the
packet through the output port number.
13. A system for controlling packet routing 1n a network,
comprising:
a memory configured to store computer instructions; and
a processor configured to execute the computer instruc-
tions to:
identily segment 1dentifications (IDs) for a number of
switches, and
arrange a first number of the segment IDs 1nto a {first
field of a packet, wherein the first field 1s a first
multi-protocol label switching (MPLS) label field
that 1s M bits in length, each of the segment IDs
being represented by N bits in length and 1dentifying
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an output port of a respective one of the number of
switches located along a network path between a
source node and a destination node, M 1s greater than
a cumulative sum of respective Ns for the first
quantity of segment IDs, and the processor is con-

figured to pad the first MPLS label field with one or
more predetermined values for bits unoccupied by
the segment 1Ds.

14. The system of claim 13, wherein the processor 1s
configured to arrange the first quantity of segment IDs 1n the
first MPLS label field in an order corresponding to a
sequence of a path of traversed switches on the network
path.

15. The system of claim 13, wherein the first number of
the segment IDs arranged into the first MPLS label field
corresponds to all of the switches on the network path
between the source node and the destination node.

16. The system of claim 13, wherein the processor 1s
configured to arrange a second number of the segment 1Ds
into a second field of the packet when the number of
switches 1s greater than three, and wherein the second field
of the packet 1s a second MPLS label field.

17. A system for controlling packet routing in a network,
comprising:

a memory configured to store computer nstructions; and

a processor configured to execute the computer instruc-

tions to:

identily segment 1dentifications (IDs) for a number of
switches, and

arrange a first number of the segment IDs into a {first
ficld of a packet, wherein the first field 1s a first
multi-protocol label switching (MPLS) label field
that 1s M bits in length, each of the segment IDs
being represented by N bits 1n length and identifying,
an output port of a respective one of the number of
switches located along a network path between a
source node and a destination node, M 1s greater than

a cumulative sum of respective Ns for the first

quantity of segment IDs, the first MPLS field has a
length of M bits, and each of the first number of
segment IDs 1s compressed into N bits, where

M=3-N.
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