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SYSTEMS AND METHODS FOR
PROCESSING DATA MESSAGES FROM A
USER VEHICLE

BACKGROUND

This disclosure relates generally to systems and methods
for data processing in computer networks and, more par-
ticularly, to network-based systems and methods for pro-
cessing data messages from a vehicle of a user.

Electronic transaction cards are widely used 1n the United
States and elsewhere as a means to attach financial accounts
to financial 1nstitutions and, in the case of credit cards, as a
medium to create small loans and generate interest income
for financial institutions. A user of the transaction card, a
cardholder, can initiate an electronic transaction to purchase
goods and/or services from a merchant. The merchant pro-
cesses these transactions using a point-of-sale (POS) device
that captures certain transaction mformation and communi-
cates this information over an interchange network to a
merchant bank and ultimately to an 1ssuer. Information 1s
then exchanged between these parties over the interchange
network until the transaction 1s completed.

Some vehicle models include electronic capabilities such
as accessing the Internet and accessing satellite navigation
systems. These capabilities can be available 1 vehicles
through original equipment manufacturer (OEM) and/or
altermarket user interface devices integrated within the
vehicle. Some of the imterface devices merge hands-free
telephone service with access to Internet/satellite services.
Typical electronic capabilities provide pre-set data to the
vehicle such as downloadable music. Other electronic capa-
bilities provide directions to a particular location, for
example, directions to a merchant’s location that provides
goods, such as a drive-through restaurant, and/or services,
such as a car wash. However, when the cardholder drives
these vehicles to the merchant, the cardholder still physi-
cally presents the transaction card to the merchant to 1nitiate
the electronic transaction. Tasks such as paying for food at
the drive-through require the cardholder to hand the trans-
action card to an employee of the merchant, the employee to
process the transaction, and the employee to hand the
transaction card back to the cardholder. Sometimes, these
time-consuming activities are conducted in inclement
weather such as rain, snow, or heat. Additionally, if the
cardholder does not have the transaction card in the vehicle
(e.g., forgetting the transaction card at home), the cardholder
1s not able to initiate a transaction with the merchant and
purchase goods and/or services.

Accordingly, a system and method 1s needed that utilizes
known protocols for communicating information between
vehicle computing devices, merchant computing devices,
and payment computing devices in order to enhance and
turther automate processing transactions and payments.

BRIEF DESCRIPTION

In one embodiment, a payment processor computing
device for performing an electronic transaction initiated by
a vehicle 1s provided. The payment processor computing
device includes one or more processors 1 communication
with one or more memory devices. The payment processor
computing device 1s configured to receive a registration
secure token from a vehicle computing device, wherein the
registration secure token corresponds to a cardholder and
includes an account identifier, a vehicle identifier, and a
biometric 1dentifier, and wherein the cardholder has an
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2

account associated with the account identifier for use 1n
processing electronic transactions, the cardholder 1s associ-
ated with a vehicle having the vehicle i1dentifier, and the
cardholder 1s associated with the biometric 1dentifier. The
payment processor computing device 1s further configured to
store the registration secure token in the one or more
memory devices, receive an authorization request message
associated with a payment transaction initiated by the card-
holder using the vehicle computing device 1n communica-
tion with a merchant computing device wherein the autho-
rization request message includes a transaction secure token,
authenticate the authorization request message by matching
the transaction secure token to the registration secure token,
embed a matching indicator within the authorization request
message, and transmit the authorization request message
with the embedded matching indicator to an issuer of the
account for further processing.

In another aspect, a computer-implemented method for
performing an electronic transaction nitiated by a vehicle
using a payment processor computing device 1s provided.
The computing device has at least one processor and one or
more memory devices. The method includes receiving, by
the payment processor computing device, a registration
secure token from a vehicle computing device, wherein the
registration secure token corresponds to a cardholder and
includes an account identifier, a vehicle identifier, and a
biometric 1dentifier, and wherein the cardholder has an
account associated with the account identifier for use 1n
processing electronic transactions, the cardholder 1s associ-
ated with a vehicle having the vehicle i1dentifier, and the
cardholder 1s associated with the biometric identifier. The
method further includes storing by the payment processor
computing device the registration secure token 1n the one or
more memory devices, recerving by the payment processor
computing device an authorization request message associ-
ated with a payment transaction mitiated by the cardholder
using the vehicle computing device in communication with
a merchant computing device wheremn the authorization
request message includes a transaction secure token, authen-
ticating by the payment processor computing device the
authorization request message by matching the transaction
secure token to the registration secure token, embedding a
matching indicator within the authorization request mes-
sage, and transmitting the authorization request message
with the embedded matching indicator to an 1ssuer of the
account for further processing.

In a further aspect, a non-transitory computer readable
medium that includes computer executable 1nstructions for
performing an electronic transaction nitiated by a vehicle
using a payment processor computing device 1 communi-
cation with a payment network 1s provided. When executed
by the payment processor computing device, the computer
executable instructions cause the payment processor coms-
puting device to receive a registration secure token from a
vehicle computing device, wherein the registration secure
token corresponds to a cardholder and 1ncludes an account
identifier, a vehicle identifier, and a biometric 1dentifier, and
wherein the cardholder has an account associated with the
account identifier for use 1n processing electronic transac-
tions, the cardholder 1s associated with a vehicle having the
vehicle 1dentifier, and the cardholder 1s associated with the
biometric 1dentifier. Other computer executable mnstructions
that cause the payment processor computing device to store
the registration secure token in the one or more memory
devices, receive an authorization request message associated
with a payment transaction initiated by the cardholder using
the vehicle computing device 1n communication with a
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merchant computing device wherein the authorization
request message includes a transaction secure token, authen-
ticate the authorization request message by matching the
transaction secure token to the registration secure token,
embed a matching indicator within the authorization request
message, and transmit the authorization request message

with the embedded matching indicator to an issuer of the
account for further processing.

BRIEF DESCRIPTION OF TH.

(L]

DRAWINGS

FIGS. 1-6 show exemplary embodiments of the methods
and systems described herein.

FIG. 1 1s a schematic diagram illustrating a multi-party
payment system for processing payment transactions using
a payment card or payment account in accordance with one
embodiment of the present disclosure.

FI1G. 2 1s a block diagram of an exemplary embodiment of
a payment processing system including a vehicle computing
device for imtiating payment transactions in accordance
with one embodiment of the present disclosure.

FIG. 3 1s an example configuration of a user computing
device operated by a user for use 1n the payment processing
system shown 1n FIG. 2.

FIG. 4 1s an example configuration of a server computing,
device for use 1 the payment processing system shown 1n
FIG. 2.

FIG. 5 1s a block diagram of a payment processing system
showing data flow between various computing devices 1n
accordance with one embodiment of the present disclosure.

FI1G. 6 15 a flowchart 1llustrating an exemplary method for
using a vehicle computing device when performing a trans-
action 1n accordance with one embodiment of the present
disclosure.

DETAILED DESCRIPTION

The methods and systems described herein relate to data
processing in a computer network, and more specifically, to
processing data messages from a vehicle of a user. The
systems and methods further relate to an electronic transac-
tion payment card processing system, such as a payment
card processing system using the MasterCard® interchange
network (MasterCard 1s a registered trademark of Master-
Card International Incorporated located 1n Purchase, N.Y.).
The MasterCard® interchange network 1s a proprietary
communications standard promulgated by MasterCard Inter-
national Incorporated® for the exchange of electronic trans-
action data between financial institutions that have regis-
tered with MasterCard International Incorporated®.

The following detailed description illustrates embodi-
ments of the disclosure by way of example and not by way
of limitation. It 1s contemplated that the disclosure has
general application to processing electronic transaction data
iitiated by a vehicle computing device. As used herein, an
clement or step recited in the singular and proceeded with
the word “a” or ““an” should be understood as not excluding
plural elements or steps, unless such exclusion 1s explicitly
recited. Furthermore, references to “one embodiment™ and/
or “another embodiment” of the present invention are not
intended to be interpreted as excluding the existence of
additional embodiments that also incorporate the recited
features.

The embodiments described herein are directed to sys-
tems and methods for performing a “cardless” transaction
using a vehicle computing device through use of a biometric

identifier. The transaction 1s performed by a user of a
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4

payment card, referred to herein as a cardholder. A card-
holder 1s 1ssued a payment card by an 1ssuer or an issuing
bank. The cardholder 1s able to use the payment card at
participating merchants to imtiate transactions. The mer-
chant processes these transactions using a point-of-sale
(POS) device (or via a merchant website) that captures
certain transaction information and communicates this infor-
mation over an interchange network (e.g., payment network)
to a merchant bank and ultimately to the 1ssuer. Information
1s then exchanged between these parties over the interchange
network until the transaction 1s completed.

In the example embodiment, before the cardholder 1niti-
ates a cardless transaction with a merchant, the cardholder
may set up or register a vehicle computing device to perform
cardless electronic transactions. The transaction 1s cardless
in that the cardholder does not have to physically handle the
payment card during a payment transaction. For example,
the cardholder receives the payment card from an 1ssuer, and
enters registration mnformation into the vehicle computing
device to register with a payment processing system that
enables the vehicle computing device to electronically 1ni-
tiate cardless payment transactions. Registration informa-
tion includes, without limitation, payment card information,
contact information (e.g., an email address and/or a tele-
phone number), a promotion code, billing nformation,
and/or shipping information. Payment card information may
include, for example, a payment card or payment account
identifier (e.g., a primary account number (PAN), a partial
account number, and/or a card name), a security code, and/or
an expiry date. Shipping information may include, for
example, a delivery address and/or delivery instructions. In
one embodiment, the cardholder enters, among other data
inputs, a PAN into the vehicle computing device, and the
PAN 1s stored in vehicle memory (e.g., memory of the
vehicle computing device). In another embodiment, the PAN
1s entered 1nto the vehicle computing device, but 1s then sent
on to a payment processor computing device where 1t 1s
tokenized, and the token PAN 1s returned to the vehicle
computing device for storage.

Additionally, the cardholder may provide a biometric
sample that 1s to be associated with the other registration
information provided that 1s stored in the vehicle computing
device. Biometric samples include, without limitation, a
fingerprint 1mage, a voice recording, a retinal 1mage, facial
recognition, palm print image, 1ris recognition, and the like.
The biometric sample 1s unique to the cardholder and
dificult to duplicate and/or forge by an unauthorized user.
The biometric sample 1s stored and associated with a bio-
metric 1dentifier. Additionally, the biometric identifier 1s
associated with the stored registration information and
facilitates secure authorization of transactions initiated using
any of the registration information. A biometric mput device
in communication with the vehicle computing device may
be used for the cardholder to enter the biometric sample. For
example, a fingerprint or palm reader/scanner may be
located on a steering wheel or on an interactive touch screen,
a retinal or 1r1s reader/scanner may be located on a rearview
mirror or on a dashboard, and voice reader/recorder may be
coupled to an audio system in the vehicle. In some embodi-
ments, the biometric input device 1s proximate to a driver’s
seat within the vehicle. In other embodiments, the biometric
iput device 1s integral to a cardholder’s user computing
device (e.g., smart phone, tablet, laptop computer), such that
the biometric sample may be uploaded to the vehicle com-
puting device from the cardholder’s user computing device.

Moreover, the cardholder may enter vehicle information
and/or i1dentifier that corresponds to the vehicle. Vehicle
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information includes, without limitation, a vehicle i1dentifi-
cation number (VIN) or any other unique identifier. The
vehicle information may be preloaded on the vehicle com-
puting device or may be input by the cardholder. The
registration process may further include setting up one or
more additional vehicle mnformation systems to provide
information during a transaction, such as a vehicle naviga-
tion or GPS system (e.g., to provide navigational or location
information), a vehicle maintenance system or odometer
(e.g., to provide mileage information), a vehicle wireless
network (e.g., to provide information regarding connected
mobile computing devices, such as a cardholder’s smart
phone within the vehicle), and/or additional vehicle infor-
mation systems.

In the example embodiment, the payment account 1den-
tifier, the biometric 1dentifier, and the vehicle i1dentifier
provided during the registration phase are used to create a
secure token that 1s unique to the combination of the
cardholder and the vehicle. This secure token 1s referred to
herein as a “registration secure token.” The registration
secure token 1s stored at a memory associated with the
payment processing system (e.g., in a database accessible to
a payment processor) and 1s used for authentication of
payment transactions initiated by the vehicle computing
device. The registration secure token 1s also stored at the
vehicle computing device, and 1s transmitted to and stored in
a computing device associated with the issuer. In some
embodiments, the vehicle computing device stores registra-
tion secure tokens corresponding to more than one card-
holder account. For example, a vehicle owner may have
more than one cardholder account, or more than one card-
holder may drive the vehicle, such as more than one member
of a family.

To use the vehicle computing device to 1mitiate a cardless
payment transaction, the cardholder drives and/or directs the
vehicle to a merchant location. For example, a merchant
may provide drive-up or curb-side products and/or services,
such as a car wash, a drive-through, and the like. To pay for
the merchant’s products and/or services, the cardholder
connects the vehicle computing device to the merchant’s
POS device (e.g., directly, such as over a wireless commu-
nication link, or over a payment network), and initiates the
transaction with the merchant via the vehicle computing
device. To imitiate the transaction, the cardholder inputs a
biometric sample using a biometric mput device. The bio-
metric sample 1s compared to the stored biometric sample
and, 11 the mput biometric sample matches the stored bio-
metric sample, the vehicle computing device generates a
secure token associated with the payment transaction,
referred to herein as a “transaction secure token.” The
transaction secure token includes the account identifier and
vehicle identifier stored at the vehicle computing device.
The transaction secure token also includes at least one of the
biometric 1dentifier associated with the stored biometric
sample and a copy of the input biometric sample. The
vehicle computing device provides the transaction secure
token to the merchant POS device.

The merchant POS device (and/or another merchant com-
puting device) generates a payment authorization request
message (e.g., an ISO 8383 computer message) that includes
the transaction secure token, and transmits the payment
authorization request message to the payment processing
network for further processing.

Upon receipt of the payment authorization request mes-
sage, a payment processor computing device associated with
the payment processing network authenticates the payment
authorization request message. More specifically, the pay-
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6

ment processor computing device compares the transaction
secure token with the stored registration secure token. Upon
determining that the transaction secure token included 1n the
payment authorization request message matches the stored
registration secure token, the payment processor computing
device embeds a matching indicator into the authorization
request message. The matching indicator advises the 1ssuer
that the received transaction secure token matches the stored
registration secure token, and thus, the payment processor
computing device has mnitially verified the payment trans-
action as being initiated by an authorized cardholder. The
matching indicator acts as a flag to the i1ssuer that initial
verification of the payment transaction has been performed.
In the example embodiment, the 1ssuer may forego one or
more additional verification processes and/or may otherwise
expedite authorization. In other words, the matching 1ndi-
cator embedded by the payment processor computing device
facilitates reducing needless declines, thereby improving
network efliciency and network bandwidth, and facilitates
improving authorization ethiciency by enabling expedited
issuer authorization of transactions.

The payment processor computing device transmits the
authorization request message with the embedded matching
indicator to the 1ssuer for further authorization processing
(e.g., authorization or decline). The 1ssuer determines
whether the cardholder has suflicient funds to cover the
transaction, and may further perform one or more additional
authentication and/or verification processes. In some
embodiments, upon detection of the embedded matching
indicator, the 1ssuer expedites the authentication and/or
verification process. If the 1ssuer approves the transaction,
the 1ssuer transmits an authorization response message
through the payment processing network to the merchant

POS device.

However, 1f the transaction secure token included within
the payment authorization request message does not match
the stored registration secure token, then the payment pro-
cessor computing device transmits the authorization request
message on to the 1ssuer with a “no-match™ indicator embed-
ded therein. The no-match indicator advises the 1ssuer that
the received transaction secure token does not match the
stored registration secure token, and thus, the payment
processor computing device has not verified the payment
transaction as being initiated by an authonized cardholder.
The 1ssuer may then determine whether to decline the
transaction for not being a verified cardholder transaction, or
to approve the transaction anyway. Additionally or alterna-
tively, the 1ssuer may use the matching indicator or the
no-match indicator embedded 1in received authorization
request messages to update internal fraud-related processes
associated with the vehicle and/or the cardholder. For
example, 11 a no-match indicator 1s recerved in an authori-
zation request message associated with a particular vehicle,
the 1ssuer may 1mtiate additional authentication processes
for a predetermined number of subsequent payment trans-
actions 1nitiated using that vehicle. As another example, 1f a
particular cardholder initiates a plurality of payment trans-
actions (e.g., a predetermined number of transactions, e.g.,
10 transactions) with a particular merchant, each of which 1s
associated with an authorization request message including
a matching indicator, the 1ssuer may expedite and/or forego
one or more 1ssuer verification/authentication processes for
a subsequent payment transaction initiated by the cardholder
at that merchant.

In some embodiments, 1f the transaction secure token
does not match the registration secure token, then the
payment processor computing device will automatically
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generate and transmit an authorization response message
back to the merchant that declines the transaction on behalf
of the 1ssuer. The decline message includes the “no-match”
indicator embedded 1n the authorization response message.
The payment processor computing device may further trans-
mit a notification message to the 1ssuer, notifying the 1ssuer
of the declined payment transaction based upon the lack of
match between the transaction secure token and the regis-
tration secure token.

In some embodiments, the payment processor computing,
device further verifies the payment authorization request
message by applying at least one verification rule and
determining that the payment authorization request message
1s a verified message. For example, in one embodiment, the
vehicle computing device retrieves a current location of the
vehicle (at the time the payment transaction 1s initiated)
from a vehicle GPS device (or other location system of the
vehicle) and transmits the current location of the vehicle to
the merchant POS device along with the transaction secure
code. The merchant POS device embeds the location of the
vehicle into the payment authorization request message. The
payment processor computing device compares the location
of the vehicle with a location of the merchant (determined,
for example, using a look-up table that associates a merchant
identifier with a merchant location). The payment authori-
zation request message 1s verified if it 1s determined that the
current location of the cardholder’s vehicle corresponds to
the location of the merchant that sent the payment authori-
zation request message. However, 1t the vehicle location and
the merchant location do not correspond, the payment autho-
rization request message 1s rejected or declined. In another
example, the vehicle computing device retrieves a current
mileage of the vehicle (at the time the payment transaction
1s 1nitiated) from an odometer of the vehicle and transmits
the current mileage to the merchant POS device along with
the transaction secure code. The merchant POS device
embeds the mileage of the vehicle into the payment autho-
rization request message. The payment processor computing,
device compares the current mileage of the vehicle with a
previous mileage of the vehicle (determined, for example,
using a look-up table that stores vehicle mileage received
during previous authorized payment transactions). The pay-
ment authorization request message 1s verified if 1t 1s deter-
mined that the current mileage of the cardholder’s vehicle 1s
greater than a previous mileage of the vehicle corresponding
to a previous transaction. However, 1f the current mileage of
the vehicle 1s less than a previous transaction’s mileage then
the payment authorization request 1s rejected or declined.

In yet another example, the cardholder registers one or
more user computing devices (e.g., a smart phone) with the
payment processing system, such that the user computing,
device 1s associated with the cardholder. For instance, the
cardholder may provide an i1dentifier of the user computing
device that 1s subsequently verified by the payment process-
ing system, such as a phone number or other unique 1den-
tifier. When a payment transaction 1s initiated using the
vehicle computing device, the vehicle computing device
may further transmit the identifier of any user computing
devices that are connected to a wireless network of the
vehicle (e.g., a Bluetooth® network or a mobile “hot-spot™)
to the merchant POS. The merchant POS embeds the user
computing device identifier into the payment authorization
request message. The payment processor computing device
compares the user computing device identifier with any
stored user computing device 1dentifier(s) registered by the
cardholder with the payment processing system. The pay-
ment authorization request message 1s verified 11 1t 1s deter-
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mined that the user computing device identifier in the
payment authorization request message matches a stored
user computing device identifier. If no user computing
device 1dentifier 1s embedded 1n the payment authorization
request message and/or 1f non-stored user computing device
identifier(s) are embedded, the payment authorization
request message may not be declined, but additional authen-
tication and/or verification processes may be initiated.

In other embodiments, the payment processor computing,
device receives coupons from a merchant. The payment
processor computing device 1dentifies one or more cardhold-
ers and/or corresponding vehicles that have a prior transac-
tion history with the merchant and distributes the coupons to
the vehicle computing device, to be used 1n a future trans-
action with the merchant. As such, the payment processor
computing device facilitates transmitting merchant coupons
to the cardholder and the vehicle computing device for use
in future merchant transactions.

The methods and systems described herein may be imple-
mented using computer programming or engineering tech-
niques including computer software, firmware, hardware or
any combination or subset thereof, wherein the technical
ellect 1s achieved by performing at least one of: (a) regis-
tering by a cardholder with the payment processor comput-
ing device, which may include downloading an app (e.g.,
computer application that includes computer-implemented
instructions) that enables the cardholder’s vehicle comput-
ing device to communicate with a merchant computing
device (e.g., POS device); (b) inputting payment informa-
tion 1nto the vehicle computing device or a client computing
device to register the vehicle for mitiating payment trans-
actions, the payment information includes, without limita-
tion, payment card information, contact information (e.g., an
email address and/or a telephone number), a promotion
code, billing information, and/or shipping information,
wherein the payment card information may include, for
example, a card identifier (e.g., a primary account number
(PAN), a partial account number, and/or a card name), a
security code, and/or an expiry date, and wherein the PAN
or a tokenized PAN 1s stored in the vehicle memory; (c)
inputting an iput biometric sample of the cardholder for
storing 1n the vehicle computing device or at the payment
processor computing device, the biometric nformation
including, without limitation, a fingerprint 1image, a voice
recording, a retinal image, facial recognition, palm print
image, 1ris recognition, and the like; (d) positioning the
vehicle having the vehicle computing device 1n close prox-
imity to the merchant’s location (e.g., the merchant may
provide drive up or curb side products and/or services); (e)
initiating the transaction by imputting a biometric mnput of
the transaction initiator into the vehicle computing device;
(1) comparing the biometric iput to the biometric sample
stored 1n the system to verily the mitiator of the transaction
as the actual cardholder; (g) 1f the biometric input matches
the biometric sample stored 1n the system, then the vehicle
computing device generates a secure token for the transac-
tion and transmits 1t to the merchant computing device (e.g.,
POS device), wherein the secure token 1s unique to the
cardholder and includes an account identifier, a vehicle
identifier, and a biometric identifier; (h) generating, by the
merchant computing device, a payment authorization
request message (e.g., ISO 8583 computer message) for the
transaction that includes the secure token, transmitted from
the cardholder via the vehicle computing device, and the
transaction data for the transaction; (1) upon receipt of the
payment authorization request message, the payment pro-
cessor computing device authenticates the payment autho-
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rization request message by determining that the secure
token sent with the payment authorization request message
matches a stored secure token corresponding to the card-
holder that was created as part of the registration; (3) if the
secure token from the payment authorization request mes-
sage matches the stored secure token at the payment pro-
cessor computing device, embedding, by the payment pro-
cessor computing device, a matching indicator into the
authorization message (e.g., ISO 8583 message) advising
the 1ssuer that the received secure token matches the stored
secure token, and thus, the transaction has been nitially
verified as being imitiated by the authorized cardholder; (k)
if, however, the secure token included within the payment
authorization request message does not match the stored
secure token at the payment processor computing device,
either (1) embedding, by the payment processor computing
device, a “no match” indicator mto the authorization request
message so that the 1ssuer can decline the transaction for not
being a verified cardholder transaction, or (2) automatically
declining, by the payment processor computing device, the
transaction on behalf of the 1ssuer; and (1) transmitting, {from
the payment processor computing device to the merchant, an
authorization response message authorizing the transaction
if the recerved secure token matches the stored secure token.

The systems and methods described herein provide the
technical advantages of at least one of: (a) enabling com-
munication between a merchant computing device and a
vehicle computing device for facilitating an electronic trans-
action; (b) enabling electronic transactions initiated by a
user using a vehicle computing device; (¢) initiating a
payment transaction using a vehicle computing device by
iputting a biometric mput that 1s compared to a stored
biometric sample for authenticating the user as the authentic
cardholder; (d) enabling biometric authentication of a card-
holder to initiate a payment transaction from a vehicle
computing device without the cardholder having to leave the
vehicle; (e) ventying electronic transactions via data sup-
plied by the user’s vehicle; (1) creating, as part of the
registration process, a registration secure token at the vehicle
computing device that 1s unique to the cardholder and
includes an account identifier, a biometric 1dentifier, and a
vehicle 1dentifier, wherein the registration secure token 1s
stored at the payment processor computing device, and
wherein each time a payment transaction 1s mitiated by the
cardholder using the vehicle computing device a transaction
secure token 1s generated by the vehicle computing device
so that 1t can be matched to the stored (registration) secure
token to confirm that the authentic cardholder 1s the one
initiating the transaction; (g) expediting issuer authentica-
tion/verification processing by embedding a matching indi-
cator 1n an authorization request message that indicates
initial verification has already been performed, thereby
decreasing network latency; (h) improving network efli-
ciency and bandwidth by reducing needless 1ssuer declines
using matching indicators to improve issuer fraud process-
ing; and/or (1) improving issuer ifraud processes using
matching/no-match indicators to identily low- or high-risk
cardholders and/or vehicles.

In one embodiment, a computer program 1s provided, and
the program 1s embodied on a computer-readable medium.
In an example embodiment, the system 1s executed on a
single computer system, without requiring a connection to a
server computer. In a further example embodiment, the
system 1s being run in a Windows® environment (Windows
1s a registered trademark of Microsoit Corporation, Red-
mond, Wash.). In yet another embodiment, the system 1s run
on a mainframe environment and a UNIX® server environ-
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ment (UNIX 1s a registered trademark of X/Open Company
Limited located in Reading, Berkshire, United Kingdom). In
a further embodiment, the system 1s run on an 10S®
environment (10S 1s a registered trademark of Cisco Sys-
tems, Inc. located in San Jose, Calif.). In yet a further
embodiment, the system 1s run on a Mac OS® environment
(Mac OS 1s a registered trademark of Apple Inc. located 1n
Cupertino, Calif.). The application 1s flexible and designed
to run 1n various different environments without compro-
mising any major functionality. In some embodiments, the
system 1ncludes multiple components distributed among a
plurality of computing devices. One or more components are
in the form of computer-executable instructions embodied 1n
a computer-readable medium. The systems and processes
are not limited to the specific embodiments described herein.
In addition, components of each system and each process
can be practiced independently and separately from other
components and processes described herein. Fach compo-
nent and process can also be used 1n combination with other
assembly packages and processes.

The systems and processes described herein are not
limited to the specific embodiments described herein. In
addition, components of each system and each process can
be practiced independent of and separate from other com-
ponents and processes described herein. Each component
and process also can be used in combination with other
assembly packages and processes.

The following detailed description illustrates embodi-
ments of the disclosure by way of example and not by way
of limitation. It 1s contemplated that the disclosure has
general application to processing electronic transaction data
initiated by a vehicle computing device 1n industrial, com-
mercial, and residential applications.

FIG. 1 1s a schematic diagram illustrating a multi-party
payment card processing system 20 for processing payment
card transactions in accordance with one exemplary embodi-
ment of the disclosure. In the exemplary embodiment, the
payment card system 20 relates to a system, such as a
payment card system using the MasterCard® payment sys-
tem. The MasterCard® payment system 1s a proprietary
communications standard promulgated by MasterCard Inter-
national Incorporated® for the exchange of financial trans-
action data between financial institutions that are members
of MasterCard International Incorporated®.

In the example payment card system 20, a financial
istitution such as an 1ssuer 30 1ssues a payment card, such
as a credit card account or a debit card account, to a
cardholder 22, who uses the payment card to tender payment
for a purchase from a merchant 24. More particularly,
cardholder 22 enters payment card information, along with
additional registration information, into a vehicle computing
device of a vehicle 50. Where reference 1s made to vehicle
50 performing one or more actions, i1t should be understood
that the vehicle computing device 102 (shown in FIG. 2)
may perform such actions. Vehicle 50 generates and trans-
mits a registration secure token, which includes an account
identifier (which may 1tself be tokenized), a vehicle 1denti-
fier (e.g., a VIN), and a biometric 1dentifier (associated with
a biometric sample provided by cardholder 22 during reg-
istration). Vehicle 50 transmits the registration secure token
to a payment processor computing device (not shown in
FIG. 1) associated with a payment processing network 28,
where the registration secure token 1s stored. During a
purchase transaction, cardholder 22 inputs a biometric
sample to vehicle 50, which 1s compared with a stored
biometric sample. If the biometric samples match, vehicle
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50 transmits a transaction secure token including the bio-
metric 1dentifier, the account identifier, and the vehicle
identifier to merchant 24.

To accept payment with the payment card, merchant 24
must normally establish an account with a financial 1nstitu-
tion that 1s part of the financial payment system. This
financial mstitution 1s usually called the “merchant bank™ or
the “acquiring bank™ or “acquirer.” In the example embodi-
ment, when cardholder 22 tenders payment for a purchase
with a payment card, merchant 24 requests authorization
from merchant bank 26 for the amount of the purchase. The
request may be performed over the telephone, but 1s usually
performed through the use of a point-of-sale (POS) terminal
277 (or via a merchant website), which reads the cardholder’s
account 1information from a magnetic stripe, a chip,
embossed characters, and the like, included on the payment
card and communicates electronically with the transaction
processing computers of merchant bank 26. In the example
embodiment, POS terminal 27 communicates with vehicle
50 to recerve the transaction secure token. POS terminal 27
generates an authorization request message including the
transaction secure token and transmits the authorization
request message to network 28. Alternatively, merchant
bank 26 may authorize a third party to perform transaction
processing on 1its behalf. In this case, the point-of-sale
terminal will be configured to communicate with the third
party. Such a third party 1s usually called a “merchant
processor,” an “acquiring processor,” or a “third party pro-
cessor.”

The payment processing computing device of network 28
performs an imtial authentication or verification of the
payment transaction by comparing the transaction secure
token with the registration secure token. I the tokens match,
network 28 will embed a matching indicator within the
authorization request message and will transmit the autho-
rization request message to issuer bank 30, which deter-
mines whether a cardholder’s account 32 1s 1n good standing,
and whether the purchase 1s covered by the cardholder’s
available credit line or account balance. Based on these
determinations as well as the matching indicator (or, alter-
natively, the receipt of an authorization request message
including an embedded no-match indicator), the request for
authorization will be declined or accepted. If the request 1s
accepted, an authorization code may be 1ssued to merchant
24.

When a request for authorization 1s accepted, the available
credit line or available balance of cardholder’s account 32 i1s
decreased. Normally, a charge 1s not posted immediately to
a cardholder’s account because bankcard associations, such
as MasterCard International Incorporated®, have promul-
gated rules that do not allow a merchant to charge, or
“capture,” a transaction until goods are shipped or services
are delivered. When a merchant ships or delivers the goods
or services, merchant 24 captures the transaction by, for
example, appropriate data entry procedures on the point-oi-
sale terminal. If a cardholder cancels a transaction before 1t
1s captured, a “void” 1s generated. If a cardholder returns
goods after the transaction has been captured, a “credit” 1s
generated. For debit card transactions, when a request for a
PIN authorization 1s approved by the 1ssuer, the cardholder’s
account 32 1s decreased. Normally, a charge 1s posted
immediately to cardholder’s account 32. The bankcard asso-
ciation then transmits the approval to the acquiring proces-
sor for distribution of goods/services, or information or cash
in the case of an ATM. After a transaction 1s captured, the
transaction 1s settled between merchant 24, merchant bank
26, and 1ssuer 30. Settlement refers to the transfer of
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financial data or funds between the merchant’s account,
merchant bank 26, and 1ssuer 30 related to the transaction.
Usually, transactions are captured and accumulated into a
“batch,” which 1s settled as a group.

FIG. 2 1s a block diagram of an exemplary payment
processing system 100 including a vehicle computing device
102 (which may be included in vehicle 50, shown 1n FIG. 1)
in accordance with one embodiment of the present disclo-
sure. System 100 can be utilized by cardholders, for example
cardholder 22 shown in FIG. 1, as part of a process of
initiating an electronic transaction to purchase goods and/or
services (collectively an “1item”) as described below. In
addition, system 100 1s a payment card account including
vehicle computing device 102, which a cardholder may use
to connect to a merchant’s point-of-service (POS) terminal
104, and/or conduct electronic transactions without the
cardholder having to leave the vehicle.

More specifically, 1n the example embodiment, system
100 includes a server system 106, which 1s a type of
computing device, and a plurality of sub-systems (also
referred to as client systems 108) connected to server system
106. In one embodiment, client systems 108 are computing
devices that includes a web browser and a memory device,
such that server system 106 1s accessible to client systems
108 using a network 110. In one embodiment, server system
106 may be associated with the payment processor and may
be the payment processor computing device. Network 110
may 1nclude the Internet and/or one or more other networks.
For example, client systems 108 are interconnected through
a wireless network, a wired network, a telephone network,
a cable network, a combination thereof, and the like.
Examples of a wireless network include networks such as
WiFI, WiMAX, WiBro, local area network (LAN), personal
areca network (PAN), metropolitan area network, cellular,
Bluetooth and the like. Client systems 108 may be any
computing device capable of interconnecting to the Internet
including a smart phone, laptop, desktop, tablet, wearable
device (e.g., a “smart watch™), and/or any other computing
device.

System 100 also includes POS terminals 104, which are
connected to client systems 108 through network 110 and
may be connected to server system 106 through network
110. POS terminals 104 are interconnected to the Internet
through many interfaces including a network, such as a local
area network (LAN) or a wide area network (WAN), dial-
in-connections, cable modems, wireless modems, and spe-
cial high-speed ISDN lines. POS terminals 104 may be any
device capable of interconnecting to the Internet and includ-
ing an mput device capable of reading information from a
cardholder’s payment card and/or from vehicle computing
device 102. POS terminal 104 may also include a website
associated with a merchant that 1s hosted by a computing
device for display on the vehicle computing device 102 or on
one of client devices 108.

A database server 112 1s connected to a database 114,
which contains information on a variety ol matters, as
described below 1n greater detail. In one embodiment,
centralized database 114 1s stored on server system 106 and
can be accessed by cardholders at one of client systems 108
by logging onto server system 106 through one of client
systems 108. In an alternative embodiment, database 114 1s
stored remotely from server system 106 and may be non-
centralized. Database 114 may store transaction data gener-
ated as part of sales activities conducted over the bankcard
network including data relating to merchants, account hold-
ers or customers, and purchases. Database 114 may also
store account data including at least one of a cardholder



US 11,113,690 B2

13

name, a cardholder address, an account number, and other
account i1dentifiers. Database 114 may also store merchant
data including a merchant identifier that identifies each
merchant registered to use the payment account card net-
work, and instructions for settling transactions including
merchant bank account information. Database 114 may also
store PAN numbers (or tokenized versions of the PANs) or
bank account numbers for various parties including mer-
chants and customers, along with payment account identi-
fiers such as secure tokens, biometric identifiers, and other
data necessary to implement the system and processes
described herein.

System 100 also includes vehicle computing device 102,
which 1s configured to communicate with at least one of POS
terminal 104, client systems 108, and server system 106. In
one embodiment, vehicle computing device 102 1s associ-
ated with or controlled by a cardholder making a purchase
using a payment card account and payment processing
system 100. In the exemplary embodiment, vehicle comput-
ing device 102 1s a component of a vehicle (e.g., vehicle 50)
such as an on-board computing device. In other embodi-
ments, vehicle computing device 102 1s a computing device
communicatively coupled to a vehicle such as a smart
phone, laptop, desktop, tablet, wearable device, and/or any
other computing device capable of interconnecting to the
Internet. Vehicle computing device 102 1s interconnected to
the Internet through many interfaces including a network,
such as a LAN or a WAN, dial-in-connections, cable
modems, wireless modems, and special high-speed ISDN
lines. Vehicle computing device 102 1s configured to com-
municate with POS terminal 104 using various outputs
including, for example, Bluetooth communication, radio
frequency communication, near field communication, net-
work-based communication, and the like.

In the example embodiment, one of client systems 108
may be associated with an acquirer, a cardholder, or a
customer; while another one of client systems 108 may be
associated with an 1ssuer; POS terminal 104 may be asso-
ciated with a merchant; vehicle computing device 102 may
be associated with a cardholder or a customer:; and server
system 106 may be associated with a payment network or an
interchange network (e.g., network 28, shown i FIG. 1).

In the example embodiment, server system 106 may be
associated with a payment network, and may be referred to
as a payment processor computing device. Server system
106 may be used for processing transaction data. In addition,
at least one of client systems 108 may include a computer
system associated with an issuer of a transaction card.
Accordingly, server system 106 and client systems 108 may
be utilized to process transaction data relating to purchases
made by a cardholder utilizing a transaction card that 1s
processed by the payment network and 1ssued by the asso-
ciated i1ssuer. Another client system 108 may be associated
with a user or a cardholder seecking to register access
information or process a transaction with at least one of the
payment network, the issuer, the POS terminal 104, or the
merchant computer.

The embodiments 1llustrated and described herein as well
as embodiments not specifically described herein but within
the scope of aspects of the mvention constitute exemplary
means for performing an electronic transaction, and more
particularly, constitute exemplary means for performing an
clectronic transaction using vehicle computing device 102.
For example, server system 106, POS terminal 104, client
system 108, vehicle computing device 102, or any other
similar computing device, programmed with computer-ex-
ecutable instructions to execute processes and techniques
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with a processor as described herein, constitutes exemplary
means for enabling a cardholder to execute an electronic
transaction with a merchant.

FIG. 3 1s an example configuration of a user computing,
device 200 operated by a user 201 for use 1n the payment
processing system 100 (shown in FIG. 2). User computing
device 200 may include, but 1s not limited to, client systems
108, point-oif-service (POS) terminal 104, and vehicle com-
puting device 102 (all shown 1n FIG. 2).

User computing device 200 includes a processor 205 for
executing instructions. In some embodiments, executable
instructions are stored 1n a memory area 210. Processor 205
may include one or more processing units (€.g., in a multi-
core configuration) for executing mstructions. Memory area
210 1s any device allowing information such as executable
instructions and/or other data to be stored and retrieved.
Memory area 210 may include one or more computer
readable media.

User computing device 200 also includes at least one
media output component 215 for presenting information to
user 201. Media output component 215 1s any component
capable of conveying information to user 201. For example,
media output component 215 includes an output adapter
such as a video adapter and/or an audio adapter. The output
adapter 1s operatively coupled to processor 205 and opera-
tively couplable to an output device such as a display device
(e.g., a liqud crystal display (LCD), organic light emitting,
diode (OLED) display, cathode ray tube (CRT), or “elec-
tronic ink™ display) or an audio output device (e.g., a speaker
or headphones). Stored in memory area 210 are, for
example, computer readable instructions for providing a
user interface to user 201 via media output component 2135,

Additionally, user computing device 200 includes an
mput device 220 for recerving mput from user 201. For
example, user 201 may use mput device 220 to enter account
identifiers, vehicle identifiers, and/or biometric identifiers.
Input device 220 may include, for example, a keyboard, a
pointing device, a mouse, a stylus, a touch sensitive panel
(e.g., a touch pad or a touch screen), a gyroscope, an
accelerometer, a position detector, an audio mput device, a
fingerprint reader/scanner, a palm print reader/scanner, a 1ris
reader/scanner, a retina reader/scanner, a profile scanner, and
the like. A single component, such as a touch screen, may
function as both an output device of media output compo-
nent 215 and mput device 220. In other embodiments, input
device 220 may be commutatively coupled to user comput-
ing device 200 and located at a remote position. For
example, vehicle computing device 102 may be coupled to
input device 220 that includes a fingerprint reader/scanner
positioned on a steering wheel. In another example, vehicle
computing device 102 may be coupled to mput device 220
that includes a retina reader/scanner positioned on a rear
VIEW MmIrTor.

User computing device 200 may also include a commu-
nication interface 225, which 1s communicatively couplable
to a remote device such as server system 106 (shown 1n FIG.
2) and/or POS terminal 104. Communication interface 225
may 1include, for example, a wired or wireless network
adapter or a wireless data transceiver for use with a mobile
phone network (e.g., Global System for Mobile communi-
cations (GSM), 3G, 4G or Bluetooth) or other mobile data
network (e.g., Worldwide Interoperability for Microwave
Access (WIMAX)).

Stored 1n memory area 210 are, for example, computer
readable instructions for providing a user interface to user
201 via media output component 215 and, optionally, recerv-
ing and processing mput from input device 220. A user
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interface may include, among other possibilities, a web
browser and client application. Web browsers enable card-
holders, such as user 201, to display and interact with media
and other information typically embedded on a web page or
a website from server system 106. A client application
allows user 201 to interact with a server application from
server system 106.

In general during a transaction, the cardholder as user 201
drives and/or directs a vehicle including user computing
device 200, such as vehicle computing device 102, to the
merchant’s location. To purchase the merchant’s products
and/or services, user 201 connects (e.g., directly or over the
payment network) vehicle computing device 102 to the
merchant’s user computing device 200, such as through PO
terminal 104, and 1nitiates the electronic transaction. To
initiate the transaction, user 201 nputs via mput device 220
a biometric sample at the beginning of the transaction.
Vehicle computing device 102 generates a transaction secure
token including a biometric i1dentifier of the biometric
sample and/or the biometric sample itsell and transmits the
transaction secure token to POS terminal 104 from vehicle
computing device 102.

More specifically, user 201 initiates the transaction by
iputting a biometric mput into vehicle computing device
102; vehicle computing device 102 compares the biometric
input to a stored biometric sample to verily user 201 (and the
initiator of the transaction) as the actual cardholder 22; 11 the
biometric mput matches the stored biometric sample, then
vehicle computing device 102 generates a transaction secure
token for the transaction and transmits 1t to POS terminal
104; POS terminal 104 then generates a payment authori-
zation request message for the transaction that includes the
transaction secure token along with other transaction data
for sending to payment processor computing device 106
(shown 1n FIG. 2) for further processing described below.

FIG. 4 1s an example configuration of a server computing,
device 275, such as server system 106 and/or database server
112, for use in payment processing system 100 (all shown 1n
FIG. 2). Server computing device 275 includes a processor
280 for executing 1nstructions. Instructions may be stored 1n
a memory area 285, for example. Processor 280 may include
one or more processing units (€.g., 1n a multi-core configu-

ration) for executing instructions. The instructions may be
executed within a variety of different operating systems on
server computing device 275, such as UNIX, LINUX,
Microsoit Windows®, etc. It should also be appreciated that
upon 1nitiation of a computer-based method, various nstruc-
tions may be executed during initialization. Some operations
may be required in order to perform one or more processes
described herein, while other operations may be more gen-
eral and/or specific to a particular programming language
(e.g., C, C#, C++, Java, or other suitable programming,
languages).

Processor 280 1s operatively coupled to a communication
interface 290 such that server computing device 275 is
capable of communicating with a remote device such as user
computing device 200 (shown 1n FIG. 3) or another server
computing device 275. For example, communication inter-
face 290 may receive requests from client systems 108,
point-of-service (POS) terminal 104, and/or vehicle com-
puting device 102 via the Internet, as illustrated in FIG. 2.
Communication mnterface 290 may include, for example, a
transceiver, a transmitter, a receiver, and Ethernet commu-
nication interface, an RS-485/EIA-485 communication
interface, a GPM communications interface, a program-
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mable logic controller, an RS-322 communication interface,
and/or any other communication interface device and/or
component.

Processor 280 may also be operatively coupled to a
storage device 270. Storage device 270 1s any computer-
operated hardware suitable for storing and/or retrieving data.
In some embodiments, storage device 270 1s integrated 1n
server computing device 275. For example, server comput-
ing device 275 may include one or more hard disk drives as
storage device 270. In other embodiments, storage device
2770 1s external to server computing device 275 and may be
accessed by a plurality of server computing devices 275. For
example, storage device 270 may include multiple storage
units such as hard disks or solid state disks 1n a redundant
array of inexpensive disks (RAID) configuration. Storage
device 270 may include a storage area network (SAN)
and/or a network attached storage (NAS) system.

In some embodiments, processor 280 1s operatively
coupled to storage device 270 via a storage interface 295.
Storage interface 295 1s any component capable of providing
processor 280 with access to storage device 270. Storage
interface 295 may include, for example, an Advanced Tech-
nology Attachment (ATA) adapter, a Serial ATA (SATA)
adapter, a Small Computer System Interface (SCSI) adapter,
a RAID controller, a SAN adapter, a network adapter, and/or
any component providing processor 280 with access to
storage device 270.

Memory area 285 may include, but 1s not limited to,
random access memory (RAM) such as dynamic RAM
(DRAM) or static RAM (SRAM), read-only memory
(ROM), erasable programmable read-only memory
(EPROM), clectrically erasable programmable read-only
memory (EEPROM), and non-volatile RAM (NVRAM).
The above memory types are exemplary only, and are thus
not limiting as to the types of memory usable for storage of
a computer program.

In general, upon receipt of a payment authorization
request message from the merchant, server computing
device 2735 (e.g., payment processor computing device 106)
authenticates the payment authorization request message.
More specifically, the server computing device 275 deter-
mines that a transaction secure token sent with the payment
authorization request message matches a stored registration
secure token corresponding to the cardholder that was
created as part of a registration process.

If the transaction secure token matches the registration
secure token, then server computing device 275 embeds a
matching indicator into the authorization request message,
the matching indicator advising the 1ssuer that the transac-
tion secure token matches the registration secure token, and
thus, the transaction has been initially verified as being
initiated by the authorized cardholder. If, however, the
transaction secure token does not match the registration
secure token, then server computing device 275 may either
(1) embed a “no match™ indicator within the authorization
request message so that the issuer can better determine
whether to decline the transaction for not being 1nitiated by
the verified cardholder, or (2) automatically decline the
transaction on behalf of the 1ssuer. Server computing device
2775 1s also configured to transmit an authorization response
message authorizing the transaction 1f the transaction secure
token matches the registration secure token and the 1ssuer
authorizes the transaction, or declining the transaction 1f the
received secure token does not match the stored secure token
and/or the 1ssuer does not authorize the transaction.

FIG. 5 15 a block diagram of a payment processing system
500 showing data flow among vehicle computing device 102
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(shown 1n FIG. 2), a payment processor 302, and a merchant
processor 504. In the exemplary embodiment, system 500
may be a payment processing system such as system 100
(shown 1n FIG. 2). In some embodiments, payment proces-
sor 502 may be integral to or in communication with an
interchange network, such as interchange network 28
(shown 1n FIG. 1). Vehicle computing device 102 enables a
cardholder to access payment processor 502 and merchant
processor 304 and electronically transact with payment
processor 502 and/or merchant processor 304 to purchase
items/services associated with a merchant. In the exemplary
embodiment, vehicle computing device 102 1s coupled to
and/or integral to a vehicle, such as, but not limited to, an
automobile, a truck, a recreational vehicle, a motorcycle and
a marine vessel.

At the time the cardholder registers with payment pro-
cessor 502, the cardholder inputs a biometric sample that 1s
stored at vehicle computing device 102 or at payment
processor 502. Vehicle computing device 102 uses the
biometric sample, associated with a biometric 1dentifier 512,
along with other data to generate a registration secure token
506 that gets stored at the payment processor 502. More
specifically, vehicle computing device 102 1s configured to
generate registration secure token 306 that includes an
account identifier 508, a vehicle 1dentifier 510, and a bio-
metric 1dentifier 512. Account identifier 508, vehicle 1den-
tifier 510, and biometric 1identifier 512 are all input to vehicle
computing device 102 (e.g., by a cardholder such as card-
holder 22, shown 1n FIG. 1) during the registration process.
Account i1dentifier 508 1s specific to each cardholder and
may include, without limitation, payment card information,
contact information (e.g., an email address and/or a tele-
phone number), a promotion code, billing nformation,
and/or shipping information. Payment card information may
include, for example, a card identifier (e.g., a primary
account number (PAN), a tokenized PAN, a partial account
number, and/or a card name), a security code, and/or an
expiry date. Shipping information may include, for example,
a delivery address and/or delivery instructions. Diflerent
vehicles are assigned unique vehicle identifiers 510 to
associate the transactions to the particular vehicle. Regard-
less of which cardholder and account identifiers 508 are used
to purchase the good and/or service, the purchased item 1s
associated with the wvehicle via vehicle i1dentifier 510.
Vehicle identifier 510 may include, without limitation, a
vehicle identification number (VIN) or any other unique
identifier. Vehicle identifier 510 may be preloaded on the
vehicle computing device or may be input by the cardholder.
Additionally, biometric identifier 512 may be associated
with and/or include a biometric sample such as, without
limitation, a fingerprint image, a voice recording, a retinal
image, facial recognition, palm print image, 1r1s recognition,
and the like, or hashed biometric data where a hashing
function 1s applied to biometric data. Biometric identifier
512 1s unique to the cardholder and difficult to duplicate
and/or forge by an unauthorized user. Biometric identifier
512 1s associated with account i1dentifier 508 and vehicle
identifier 510 and {facilitates secure authorization of trans-
actions initiated using vehicle computing device 102. In
some embodiments, vehicle computing device 102 1s able to
generate registration secure tokens 506 corresponding to
more than one cardholder account. For example, a vehicle
owner may have more than one cardholder account regis-
tered with the system, or more than one cardholder may
drive the vehicle, such as 1n the case of a family using the
vehicle.
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Registration secure token 506 1s unique to the cardholder
and 1s used to authenticate transactions initiated at vehicle
computing device 102. Registration secure token 506 1is
stored 1n vehicle computing device 102, and 1s also trans-
mitted 350 to payment processor 502. Payment processor
502 stores registration secure token 506.

Each time the cardholder imitiates a transaction from
vehicle computing device 102, the cardholder inputs a
biometric input that gets compared to the stored biometric
sample. If 1t matches, vehicle computing device 102 gener-
ates a transaction secure token 514 including the biometric
identifier 512, account identifier 508, and vehicle 1dentifier
510.

Transaction secure token 3514 1s communicated 552 to
merchant processor 304. Merchant processor 504 includes a
merchant computing device 516. In the example embodi-
ment, merchant computing device 516 may be a computing
device such as user computing device 200 (shown in FIG. 3).
Merchant computing device 516 1s a service-provider device
that 1s communicatively coupled to merchant processor 504.
Merchant computing device 316 facilitates communication
552 of transaction data from vehicle computing device 102
to payment processor 302. Specifically, a merchant point-
of-service (POS) device 520 facilitates conducting a pay-
ment transaction and receiving transaction secure token 514,
after the cardholder initiates the payment transaction, from
vehicle computing device 102 via a wireless transmission
such as near field transmission or Bluetooth transmission.
When merchant processor 504 receives transaction data
including transaction secure token 514, merchant computing
device 516 generates a payment authorization request mes-
sage 3522 including transaction secure token 514. Payment
authorization request message 322 1s transmitted to payment
processor 502, specifically to a payment processor comput-
ing device 524, for processing and further transmission to an
1ssuing bank for approval.

Upon receipt of payment authorization request message
522, payment processor computing device 524 authenticates
payment authorization request message 322 by determining
that transaction secure token 514 sent with payment autho-
rization request message 522 matches registration secure
token 506 corresponding to the cardholder that was created
as part of the registration process. If transaction secure token
514 matches registration secure token stored at payment
processor computing device 524, then payment processor
computing device 524 embeds a matching indicator into
authorization request message 522. The matching indicator
advises the 1ssuer that transaction secure token 514 matches
registration secure token 506, and thus, the transaction has
been 1nitially verified as being mitiated by the authorized
cardholder. I, however, transaction secure token 514 does
not match registration secure token 506, then payment
processor computing device 324 1s configured to either (1)
embed a “no match” indicator into authorization request
message 522 so that the 1ssuer can decline the transaction for
not being from the vernified cardholder, or (2) automatically
decline the transaction on behalf of the issuer. Payment
processor computing device 524 1s also configured to trans-
mit to merchant processor 504 an authorization response
message 526 authorizing the transaction, 1f transaction
secure token 514 matches registration secure token 506 and
the 1ssuer approves the transaction.

Payment processor computing device 324 1s used for
processing the merchant transactions. In one embodiment,
payment processor computing device 524 includes an inter-
change computer associated with an interchange network.
Payment authorization response message 526 1s received
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from the 1ssuing bank and transmitted to merchant comput-
ing device 516 by payment processor computing device 524.

In one embodiment, upon receipt of payment authoriza-
tion request message 522, payment processor computing
device 524 authenticates payment authorization request
message 522. More specifically, payment processor com-
puting device 524 determines that transaction secure token
514 included in payment authorization request message 522
matches registration secure token 506 corresponding to the
cardholder. I transaction secure token 514 matches regis-
tration secure token 3506, a confirmation response message
(not shown) indicating that the transaction 1s undergoing
issuer authorization 1s sent to merchant computing device
516. However, i transaction secure token 514 does not
match registration secure token 506, a rejection response
message (not shown) declining the transaction on behalf of
the 1ssuer 1s sent to merchant computing device 516.

In some embodiments, payment processor computing
device 524 further verifies payment authorization request
message 522 by applying at least one verification rule and
determining that payment authorization request message
522 1s a verified message. For example, payment authori-
zation request message 522 1s verified 11 1t 1s determined that
a current location of the cardholder’s vehicle as sent by
vehicle computing device 102 corresponds to a location of
merchant POS device 520 provided by merchant computing,
device 516. If the vehicle location and the merchant location
correspond then payment authorization request message 522
1s verified. However, 1f the vehicle location and the merchant
location do not correspond then payment authorization
request message 522 1s rejected. In another example, pay-
ment authorization request message 522 1s verified 11 1t 1s
determined that a current mileage of the cardholder’s vehicle
as sent by vehicle computing device 102 1s greater than a
previous mileage of the vehicle corresponding to a previous
transaction. If the current mileage of the vehicle 1s greater
than a previous transaction’s mileage then payment autho-
rization request 522 i1s verified. However, if the current
mileage of the vehicle 1s less than a previous transaction’s
mileage then payment authorization request 522 1s rejected.
In other embodiments, payment processor computing
device 524 may receirve coupons from merchants and mer-
chant computing device 516 with prior transaction history to
distribute to the cardholder (specifically, to vehicle comput-
ing device 102) and to be used 1n any future transactions
with the merchant. As such, payment processor computing,
device 524 also facilitates transmitting merchant coupons to
the cardholder and vehicle computing device 102 for use in
future merchant transactions.

FIG. 6 1s a flowchart illustrating an exemplary method
600 for using a vehicle computing device, such as vehicle
computing device 102 (shown 1n FIG. 2), when performing
an electronic transaction in accordance with one embodi-
ment of the present invention. In one embodiment, method
600 may be implemented by system 100 (shown 1n FIG. 2).
In the exemplary embodiment, method 600 relates to the
receiving and transmitting of messages and information
among vehicle computing device 102, merchant computing
device 516, and payment processor computing device 524
(all shown 1n FIG. §). While operations within the method
600 are described below with regard to particular devices
and/or systems, method 600 may be implemented on other
such devices and/or systems by one skilled in the art.

During operation, payment processor computing device
524 receives 602 a registration (or first) secure token from
vehicle computing device 102. The registration secure token
corresponds to a cardholder and includes an account 1den-
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tifier, such as account i1dentifier 508, a vehicle identifier,
such as vehicle identifier 510, and a biometric 1dentifier,
such as biometric 1dentifier 512 (all shown 1n FIG. §). The
registration secure token i1s then stored 604 by payment
processor computing device 524. When the cardholder 1ni-
tiates an electronic transaction with a merchant, payment
processor computing device 524 receives 606 a payment
authorization request message, such as message 522, gen-
erated from merchant computing device 316. The payment
authorization request message includes a transaction (or
second) secure token, such as token 506, received from
vehicle computing device 102 by merchant computing
device 516 when the cardholder inputs the biometric 1den-
tifier and initiates the electronic transaction. The payment
authorization request message 522 1s transmitted from mer-
chant computing device 516 to payment processor comput-
ing device 524 for processing and further transmission to an
1ssuing bank for approval.

Payment processor computing device 524 authenticates
608 the payment authorization request message by deter-
mining that the transaction secure token within the payment
authorization request message matches the stored registra-
tion secure token. If the transaction secure token matches the
stored registration secure token, then payment processor
computing device 524 embeds a matching indicator 1nto the
authorization request message advising the issuer that the
recetved secure token matches the stored secure token, and
thus, the transaction has been mmitially verified as being
iitiated by the authorized cardholder. If, however, the
transaction secure token included within the payment autho-
rization request message does not match the stored secure
token at payment processor computing device 3524, then
payment processor computing device 524 1s configured to
either (1) embed a “no match™ indicator into the authoriza-
tion request message so that the i1ssuer can decline the
transaction for not being a verified cardholder transaction, or
(11) automatically decline the transaction on behalf of the
issuer. If the authorization request message 1s authorized,
then payment processor computing device 524 generates and
transmits 610 a confirmation response, such as payment
authorization response message 3526 (shown in FIG. 5),
authorizing the transaction to merchant computing device
516.

In some embodiments, payment processor computing
device 524 further verifies the payment authorization request
message by applying at least one verification rule and
determining that the payment authorization request message
1s a verified message. While in other embodiments, payment
processor computing device 524 may receive coupons from
merchants and merchant computing device 516 distribute to
the cardholder and to be used 1n any future transactions with
the merchant. As such, the payment processor computing
C
{

levice 524 also facilitates transmitting merchant coupons to
he cardholder and vehicle computing device 102 for use 1n
future merchant transactions.

In some embodiments, one or more messages sent
between the different computer systems, or a portion thereof,
are encrypted by the sending device and decrypted by the
receiving device. For example, the payment authorization
response message may be encrypted by the payment pro-
cessor computing device and decrypted by the merchant
computing device. In one embodiment, the interchange
computer system encrypts an account number (e.g., a PAN)
and/or secure token using a public key assigned to the
merchant, and the merchant computing system decrypts the
account number using a private key corresponding to the
public key. For example, the private key and the public key
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may be assigned to the merchant by the interchange network
for use 1n s1gning documents and/or messages, and may also
be used for encrypting messages transmitted between the
merchant and the interchange network.

While the invention has been described i terms of
various specific embodiments, those skilled 1 the art rec-
ognize that the invention can be practiced with modification
within the spirit and scope of the claims.

Exemplary embodiments of methods, systems, and com-
puter-readable storage media for use 1 1implementing an
clectronic transaction processing system are described
above 1n detail. The methods, systems, and storage media
are not limited to the specific embodiments described herein
but, rather, operations of the methods and/or components of
the system may be utilized independently and separately
from other operations and/or components described herein.
Further, the described operations and/or components may
also be defined 1n, or used in combination with, other
systems, methods, and/or storage media, and are not limited
to practice with only the methods, systems, and storage
media as described herein.

Computer programs (also known as programs, soltware,
software applications, “apps”, or code) include machine
istructions for a programmable processor, and can be
implemented 1 a high-level procedural and/or object-ori-
ented programming language, and/or 1n assembly/machine
language. As used herein, the terms “machine-readable
medium” and “computer-readable medium™ refer to any
computer program product, apparatus and/or device (e.g.,
magnetic discs, optical disks, memory, Programmable Logic
Devices (PLDs)) used to provide machine instructions and/
or data to a programmable processor, including a machine-
readable medium that recerves machine instructions as a
machine-readable signal. The “machine-readable medium”
and “computer-readable medium,” however, do not include
transitory signals. The term “machine-readable signal”
refers to any signal used to provide machine instructions
and/or data to a programmable processor.

As used herein, the terms “card,” “transaction card.”
“financial transaction card,” and “payment card” refer to any
suitable transaction card, such as a credit card, a debit card,
a prepaid card, a charge card, a membership card, a promo-
tional card, a frequent flyer card, an 1dentification card, a gift
card, and/or any other device that may hold payment account
information, such as vehicle computing devices, mobile
phones, Smartphones, personal digital assistants (PDAs),
key fobs, and/or computers. Each type of transaction card
can be used as a method of payment for performing a
transaction. In addition, consumer card account behavior can
include, but 1s not limited to, purchases, management activi-
ties (e.g., balance checking), bill payments, achievement of
targets (meeting account balance goals, paying bills on
time), and/or product registrations (e.g., mobile application
downloads). The term “transaction card” or “payment card”
can also refer to a bank account associated with a user or
cardholder that 1s 1ssued by an 1ssuing bank whether or not
a physical card 1s provided to the cardholder by the 1ssuing
bank.

For example, one or more computer-readable storage
media may include computer-executable 1nstructions
embodied thereon for regulating account-on-file mnforma-
tion. In this example, the computing device may include a
memory device and a processor in communication with the
memory device, and when executed by said processor, the
computer-executable instructions may cause the processor to
perform a method, such as the methods described and
illustrated 1n the examples of FIG. 6.
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As used herein, a processor may include any program-
mable system including systems using micro-controllers,
reduced 1nstruction set circuits (RISC), application specific
integrated circuits (ASICs), logic circuits, and any other
circuit or processor capable of executing the functions
described herein. The above examples are example only, and
are thus not intended to limit 1n any way the definition and/or
meaning of the term “processor.”

As used herein, the terms “‘software’ and “firmware’ are

interchangeable, and include any computer program stored
in memory lfor execution by a processor, including RAM

memory, ROM memory, EPROM memory, EEPROM
memory, and non-volatile RAM (NVRAM) memory. The
above memory types are example only, and are thus not
limiting as to the types of memory usable for storage of a
computer program.

Although the present invention i1s described in connection
with an exemplary electronic transaction processing system
environment, embodiments of the imvention are operational
with numerous other general purpose or special purpose
clectronic transaction processing system environments or
configurations. The electronic transaction processing system
environment 1s not intended to suggest any limitation as to
the scope of use or functionality of any aspect of the
invention. Moreover, the electronic transaction processing
system environment should not be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment. Examples of well-known electronic transac-
tion processing systems, environments, and/or configura-
tions that may be suitable for use with the embodiments
described herein include, but are not limited to, embedded
computing devices, personal computers, server computers,
hand-held or laptop devices, multiprocessor systems, micro-
processor-based systems, set top boxes, programmable con-
sumer electronics, mobile telephones, network PCs, mini-
computers, mainirame computers, distributed computing
environments that include any of the above systems or
devices, and the like.

The order of execution or performance of the operations
in the embodiments 1llustrated and described herein 1s not
essential, unless otherwise specified. That 1s, the operations
may be performed 1n any order, unless otherwise specified,
and embodiments may include additional or fewer opera-
tions than those disclosed herein. For example, it 1s con-
templated that executing or performing a particular opera-
tion belfore, contemporancously with, or after another
operation 1s within the scope of the described embodiments.

Although specific features of various embodiments of the
invention may be shown in some drawings and not 1n others,
this 1s for convenience only. In accordance with the prin-
ciples of the mvention, any feature of a drawing may be
referenced and/or claimed 1n combination with any feature
ol any other drawing.

This written description uses examples to disclose the
invention, mcluding the best mode, and also to enable any
person skilled 1n the art to practice the invention, including
making and using any devices or systems and performing
any 1ncorporated processes. The patentable scope of the
invention 1s defined by the claims, and may include other
examples that occur to those skilled in the art. These other
examples are intended to be within the scope of the claims
if they have structural elements that do not difler from the
literal language of the claims, or 1f they include equivalent
structural elements with nsubstantial differences from the
literal language of the claims.
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What 1s claimed 1s:

1. A payment processor computing device for performing
an electronic transaction initiated by a vehicle mncluding a
vehicle computing device, said payment processor comput-
ing device comprising one or more Processors 1 cominu-
nication with one or more memory devices, said payment
processor computing device communicatively coupled to
the vehicle computing device and to at least one merchant
point-of-sale (POS) device, said payment processor com-
puting device configured to:

receive a registration secure token from a vehicle com-

puting device, the registration secure token being

unmque to a combination of a cardholder and the vehicle

associated with the cardholder and created during a

registration process for mmtiating future electronic

transactions, the vehicle computing device coupled to
the vehicle, the registration secure token including:

a tokenized account identifier, the cardholder having an
account associated with the account identifier for use
in processing electronic transactions;

a vehicle i1dentifier unique to the vehicle associated
with the cardholder; and

a biometric 1dentifier associated with the cardholder,
the biometric identifier generated by the vehicle
computing device in response to receiving a first
biometric mput from a biometric mput device con-
nected to the vehicle computing device, wherein the
first biometric 1nput 1s stored 1n a memory device of
the vehicle computing device;

store the registration secure token in the one or more

memory devices;

receive an authorization request message associated with

a payment transaction mitiated by the cardholder using

the vehicle computing device 1n commumication with a

first merchant POS device, the authorization request

message sent by the vehicle computing device to said
payment processor computing device via the first mer-
chant POS device physically proximate to the vehicle
computing device, the authorization request message
including transaction data associated with the payment
transaction and a transaction secure token, wherein the
transaction secure token includes the tokenized account
identifier, the vehicle 1dentifier of the vehicle, and the
biometric 1dentifier, and wherein the transaction secure
token 1s generated by the vehicle computing device in

response to the vehicle computing device receiving a

second biometric input from the biometric mput device,

the second biometric mput substantially matching the
first biometric mnput stored 1n the memory of the vehicle
computing device;

authenticate the authorization request message by match-

ing the transaction secure token to the registration

secure token, the matching including (1) matching a

first portion of the transaction secure token representing

the tokenized account identifier and a second portion of
the transaction secure token representing the vehicle
identifier to a first portion of the registration secure
token representing the tokenized account 1dentifier and
a second portion of the registration secure token rep-
resenting the vehicle identifier to verily the payment
account being used to initiate the payment transaction
via the vehicle computing device 1s associated with the
vehicle associated with the vehicle identifier and that
the vehicle associated with the vehicle identifier 1s in
proximity to the first merchant POS device at the time

the payment transaction 1s mitiated, and (11) matching a

third portion of the transaction secure token represent-
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ing the biometric identifier to a third portion of the
registration secure token representing the biometric
identifier to verily a registered cardholder 1s mitiating
the payment transaction;
embed a matching indicator within the authorization
request message, the matching indicator representing
successiul verification of the payment transaction
based upon successtul matching of the transaction
secure token with the registration secure token; and

transmit the authorization request message with the
embedded matching indicator to an 1ssuer of the
account for further processing, wherein, upon detection
of the embedded matching indicator by the 1ssuer, the
embedded matching indicator 1s configured to indicate
initial verification of the payment transaction has been
performed by the payment processing computer device
and cause expedited 1ssuer authentication and authori-
zation of the payment transaction.

2. The payment processor computing device of claim 1,
wherein said payment processor computing device 1s further
configured to receive the registration secure token 1n
response to the cardholder mputting the account i1dentifier
and the vehicle 1dentifier during the registration process.

3. The payment processor computing device of claim 1,
wherein the first biometric input includes at least one of a
fingerprint 1mage, a voice recording, and a retinal 1image of
the cardholder.

4. The payment processor computing device of claim 1,
wherein said payment processor computing device 1s further
configured to verily the authorization request message by
applying at least one verification rule and determining that
the authorization request message 1s a verified message.

5. The payment processor computing device of claim 4,
wherein the at least one verification rule for determining that
the authorization request message 1s verified includes at least
one of: (1) determining that a current location of the vehicle
corresponds to a location of the first merchant POS device
based on a vehicle location received from the first merchant
POS device 1n the authorization request message; and (11)
determining that a current mileage of the vehicle 1s greater
than a previous mileage of the vehicle when performing a
previous transaction based on a vehicle mileage received
from the first merchant POS device in the authorization
request message.

6. The payment processor computing device of claim 1,
wherein said payment processor computing device 1s further
configured to transmit at least one coupon to the vehicle
computing device based on prior transactions.

7. The payment processor computing device of claim 1,
wherein said payment processor computing device 1s further
configured to receive a plurality of registration secure tokens
from the vehicle computing device, each of the plurality of
registration secure tokens unique to a respective combina-
tion of another cardholder of a plurality of cardholders
linked to the vehicle and the vehicle.

8. The payment processor computing device of claim 1,
wherein the vehicle identifier 1s a vehicle identification
number (VIN) associated with the vehicle by a vehicle
manufacturer.

9. The payment processor computing device of claim 1,
said payment processor computing device further configured
to:

determine that the transaction secure token does not

match the registration secure token;

embed a no-match indicator within the authorization

request message; and
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transmit the authorization request message with the
embedded no-match indicator to an 1ssuer of the
account for further processing, wherein, upon detection
of the embedded no-match indicator by the issuer, the
embedded no-match indicator 1s configured to indicate
initial verification of the payment transaction per-
formed by the payment processing computer device
was unsuccessiul and cause the 1ssuer to (1) imtiate one
or more additional authentication procedures, or (11)
decline the payment transaction.

10. The payment processor computing device of claim 1,
said payment processor computing device further configured
to:

determine that the transaction secure token does not

match the registration secure token;

generate, on behall of the i1ssuer, an authorization

response message including a decline message and a
no-match indicator; and

transmit the authorization response message including the

embedded no-match indicator to the merchant comput-
ing device to terminate the electronic transaction.

11. A computer-implemented method for performing an
clectronic transaction mnitiated by a vehicle including a
vehicle computing device coupled to the vehicle, said
method implemented using a payment processor computing,
device communicatively coupled to the vehicle computing
device and to at least one merchant point-of-sale (POS)
device, the vehicle computing device and the payment
processor computing device each having at least one pro-
cessor and one or more memory devices, said method
comprising;

generating, by the vehicle computing device, a biometric

identifier associated with a cardholder 1n response to
receiving a lirst biometric input from a biometric input
device comnected to the vehicle computing device,
wherein the first biometric mnput 1s stored in the one or
more memory devices of the vehicle computing device;

receiving, by the payment processor computing device, a

registration secure token from the vehicle computing
device, the registration secure token being unique to a
combination of the cardholder the vehicle associated
with the cardholder and created during a registration
process for imtiating future electronic transactions, the
registration secure token including a tokenized account
identifier, a vehicle i1dentifier unique to the vehicle
assoclated with the cardholder, and the biometric 1den-
tifier, the cardholder having an account associated with
the account i1dentifier for use 1n processing electronic
transactions, and the cardholder being associated with
the biometric identifier;

storing, by the payment processor computing device, the

registration secure token 1n the one or more memory
devices:

receiving, by the payment processor computing device, an

authorization request message associated with a pay-
ment transaction initiated by the cardholder using the
vehicle computing device in communication with first
merchant POS device, the authorization request mes-
sage sent by the vehicle computing device to the
payment processor computing device via the first mer-
chant POS device physically proximate to the vehicle
computing device, the authorization request message
including transaction data associated with the payment
transaction and a transaction secure token that includes
the tokenized account 1dentifier, the vehicle 1identifier of
the vehicle, and the biometric 1dentifier, wherein the
transaction secure token 1s generated by the vehicle
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computing device in response to the vehicle computing
device receiving a second biometric input from the
biometric input device, the second biometric input
substantially matching the first biometric mput stored
in the one or more memory devices of the vehicle
computing device;
authenticating, by the payment processor computing
device, the authorization request message by matching
the transaction secure token to the registration secure
token, said matching including (1) matching a first
portion of the transaction secure token representing the
tokenized account identifier and a second portion of the
transaction secure token representing the vehicle 1den-
tifier to a first portion of the registration secure token
representing the tokenmized account identifier and a
second portion of the registration secure token repre-
senting the vehicle identifier to verily the payment
account being used to initiate the payment transaction
via the vehicle computing device 1s associated with the
vehicle associated with the vehicle i1dentifier and that
the vehicle associated with the vehicle 1dentifier 1s 1n
proximity to the first merchant POS device at the time
the payment transaction 1s mnitiated, and (11) matching a
third portion of the transaction secure token represent-
ing the biometric i1dentifier to a third portion of the
registration secure token representing the biometric
identifier to verity a registered cardholder 1s 1nitiating,
the payment transaction;
embedding a matching indicator within the authorization
request message, the matching indicator representing
successiul verification of the payment transaction
based upon successful matching of the transaction
secure token with the registration secure token; and

transmitting the authorization request message with the
embedded matching indicator to an 1ssuer of the
account for further processing, wherein, upon detection
of the embedded matching indicator by the 1ssuer, the
embedded matching indicator 1s configured to indicate
initial verification of the payment transaction has been
performed by the payment processing computer device
and cause expedited 1ssuer authentication and authori-
zation of the payment transaction.

12. The method of claim 11, wherein receiving a regis-
tration secure token further comprises receiving the regis-
tration secure token in response to the cardholder inputting
the account identifier and the vehicle identifier during the
registration process.

13. The method of claim 11, wherein the first biometric
input includes at least one of a fingerprint 1mage, a voice
recording, and a retinal image of the cardholder.

14. The method of claim 11 further comprising verifying
the authorization request message, by the payment processor
computing device, by applying at least one verification rule
and determining that the authorization request message 1s a
verified message.

15. The method of claim 14, wherein the at least one
verification rule for determining that the authorization
request message 1s verified includes at least one of: (1)
determining that a current location of the vehicle corre-
sponds to a location of first merchant POS device based on
a vehicle location recetved from the first merchant POS
device 1n the authorization request message; and (11) deter-
mining that a current mileage of the vehicle 1s greater than
a previous mileage of the vehicle corresponding to a previ-
ous transaction based on a vehicle mileage received from the
first merchant POS device in the authorization request
message.
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16. The method of claim 11 further comprising transmit-
ting at least one coupon from the payment processor com-
puting device to the vehicle computing device based on prior
transactions.

17. The method of claim 11 further comprising receiving
at the payment processor computing device a plurality of
registration secure tokens from the vehicle computing
device, each of the plurality of registration secure tokens
unique to a respective combination of another cardholder of
a plurality of cardholders linked to the vehicle and the
vehicle.

18. A non-transitory computer readable medium that
includes computer executable 1nstructions for performing an
clectronic transaction mnitiated by a vehicle including a
vehicle computing device using a payment processor com-
puting device in communication with a payment network
and the vehicle computing device and to at least one
merchant point-of-sale (POS) device, wherein when
executed by the payment processor computing device, the
computer executable instructions cause the payment proces-
sor computing device to:

receive a registration secure token from a vehicle com-

puting device, the registration secure token being

unique to a combination of a cardholder and the vehicle

associated with the cardholder and created during a

registration process for imtiating future electronic

transactions, the vehicle computing device coupled to
the vehicle, the registration secure token including:

a tokenized account identifier, the cardholder having an
account associated with the account 1dentifier for use
in processing electronic transactions;

a vehicle i1dentifier unique to the vehicle associated
with the cardholder; and

a biometric 1dentifier associated with the cardholder,
the biometric 1dentifier generated by the vehicle
computing device in response to receiving a first
biometric mput from a biometric mput device con-
nected to the vehicle computing device, wherein the
first biometric input 1s stored 1n a memory device of
the vehicle computing device;

store the registration secure token in the one or more

memory devices;

receive an authorization request message associated with

a payment transaction mitiated by the cardholder using

the vehicle computing device 1n communication with a

first merchant POS device, the authorization request

message sent by the vehicle computing device to said
payment processor computing device via the first mer-
chant POS device physically proximate to the vehicle
computing device, the authorization request message
including transaction data associated with the payment
transaction and a transaction secure token, wherein the
transaction secure token includes the tokenized account
identifier, the vehicle 1dentifier of the vehicle, and the
biometric 1dentifier, and wherein the transaction secure
token 1s generated by the vehicle computing device in
response to the vehicle computing device receiving a
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second biometric input from the biometric mput device,
the second biometric input substantially matching the
first biometric input stored 1n the memory of the vehicle
computing device;
authenticate the authorization request message by match-
ing the transaction secure token to the registration
secure token, the matching including (1) matching a
first portion of the transaction secure token representing
the tokenized account identifier and a second portion of
the transaction secure token representing the vehicle
identifier to a first portion of the registration secure
token representing the tokenized account 1dentifier and
a second portion of the registration secure token rep-
resenting the vehicle identifier to verily the payment
account being used to initiate the payment transaction
via the vehicle computing device 1s associated with the
vehicle associated with the vehicle i1dentifier and that
the vehicle associated with the vehicle 1dentifier 1s 1n
proximity to the first merchant POS device at the time
the payment transaction 1s mnitiated, and (11) matching a
third portion of the transaction secure token represent-
ing the biometric identifier to a third portion of the
registration secure token representing the biometric
identifier to verity a registered cardholder 1s 1nitiating
the payment transaction;
embed a matching indicator within the authorization
request message, the matching indicator representing
successiul verification of the payment transaction
based upon successful matching of the transaction
secure token with the registration secure token; and

transmit the authorization request message with the
embedded matching indicator to an 1ssuer of the
account for further processing wherein, upon detection
of the embedded matching indicator by the 1ssuer, the
embedded matching indicator 1s configured to indicate
initial verification of the payment transaction has been
performed by the payment processing computer device
and cause expedited 1ssuer authentication and authori-
zation of the payment transaction.

19. The non-transitory computer readable medium of
claam 18, wherein the computer executable instructions
cause the payment processor computing device to receive
the registration secure token in response to the cardholder
inputting the account identifier and the vehicle identifier
during the registration process.

20. The non-transitory computer readable medium of
claam 18, wherein the computer executable instructions
cause the payment processor computing device to verily the
authorization request message by applying at least one
verification rule and determining that the authorization
request message 1s a verified message.

21. The non-transitory computer readable medium of
claam 18, wherein the computer executable instructions
cause the payment processor computing device to transmit at
least one coupon to the vehicle computing device based on
prior transactions.
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