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1

PRIVACY-PRESERVING TRANSFORMATION
OF CONTINUOUS DATA

FIELD OF THE INVENTION

Various embodiments of the present invention relate gen-
crally to data processing. More specifically, some embodi-
ments of the present invention relate to transforming user
data to preserve privacy without impacting the result of
machine learning tasks using such data.

BACKGROUND OF THE INVENTION

The past few years have seen an explosion 1n the time-
series data generated by wearable devices; sensors deployed
at home, machines, etc. Therefore, handling large volumes
of time-series data has become a growing concern. The
problem 1s additionally challenging because these data
streams are highly dimensional, and the curse of dimension-
ality 1s a well-established obstacle 1n time-series analysis
allecting aspects such as the accuracy, computation time,
storage space, and communication cost of many common
task performed on these data streams.

For one, machine-learning tasks are frequently run on
continuous data streams to extract valuable insights and to
provide useful services. For example, health related wear-
able data can be used for providing personalized health-
related oflerings, data generated by “smart” televisions can
help 1 better program recommendation, targeted advertis-
ing, etc. Since generating advanced and robust machine-
learned models requires combining data from multiple users,
the traiming procedure 1s typically run on the cloud server.
This, however, creates a challenge, as transmitting large
volumes of high-dimensional data continuously to the cloud
1s prohibitively expensive.

One additional challenge 1n this setting 1s that many of
these data streams contain individual user’s sensitive per-
sonal data, e.g., consider streams generated from a heart rate
monitor or activity tracker. Therefore, 1t 1s also needed that
the data analysis framework should be able to protect user’s
personal information. In some scenarios, a need for privacy
may also arise because of legal requirements (such as when
dealing with patient health data as mandated by the HIPAA
law).

Therefore, what 1s needed is the ability to combine data
compression along with privacy, and to provide an eflicient
and lightweight framework that 1s also suitable for wearable
and mobile devices.

SUMMARY OF THE INVENTION

A data processing method receives a set of time-series
user data and also receives a privacy requirement of the
time-series user data. Next, the time-series user data 1s
transformed using the privacy requirement such that the
transforming satisfies differential privacy.

A non-transitory processor-readable medium includes a
program that, when executed by a processor, performs a
method that recetves a set of time-series user data and also
receives a privacy requirement of the time-series user data.
Next, the time-series user data 1s transformed using the
privacy requirement such that the transforming satisfies
differential privacy.

An apparatus that transforms data includes an mnput that
receives a set ol time-series user data and that receives a
privacy requirement of the time-series user data. The appa-
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ratus 1s configured to transform the time-series user data
using the privacy requirement such that the transforming
satisfies differential privacy.

This summary 1s provided merely to produce certain
concepts and not to 1dentily any key or essential features of
the claimed subject matter. Many of the features and
embodiments of the mmvention will be apparent from the
company drawings and from the following detailed descrip-
tion.

BRIEF DESCRIPTION OF TH.

L1l

DRAWINGS

Accompanying drawings show one or more embodi-
ments; however, the accompanying drawings should not be
taken to limit the invention to only the embodiments shown.
Various aspects and advantages will become apparent upon
review of the following detailed description and upon ret-
erence to the drawings 1 which:

FIG. 1 1s a block diagram showing an untrusted server
embodiment.

FIG. 2 1s a block diagram of how a compression param-
cter 1s obtained.

FIG. 3 illustrates an example ol compression using ran-
dom projections.

FIG. 4 1llustrates the Euclidean distance between original
sensor data and between compressed sensor data.

FIG. 5 1s a block diagram showing a trusted server
embodiment.

FIG. 6 illustrates a continuous patient monitoring use
case.

FIG. 7 illustrates a continuous power consumption moni-
toring use case.

FIG. 8 illustrates a continuous data collection for data
analytics and advertising use case.

FIG. 9 illustrates differential privacy.

FIGS. 10A and B illustrate a computer system suitable for
implementing embodiments of the present invention.

DETAILED DESCRIPTION OF TH.
INVENTION

(Ll

One embodiment provides a device and method for pri-
vacy-preserving transformation on continuous data streams
that enables resource eflicient machine learning. In one
embodiment, the raw time series data may first be com-
pressed on the device (mobile, wearable, etc.) before trans-
mission to the cloud. Depending on the setting, whether the
cloud 1s trusted or untrusted, the privacy transformation of
the compressed data takes place either 1n the cloud or on the
device, respectively. In one embodiment, the machine learn-
ing analytics are executed in the cloud on the resulting
compressed plus privacy-transiformed data. One advantage
1s that while the raw data contains visible user information,
the privacy transformation of that raw data renders the
resulting data opaque. In other words, no sensitive user data
may be discerned from the privacy-transformed data. In one
embodiment, the notion of differential privacy 1s used as
privacy definition for privacy transformation which ensures
that the loss of user sensitive information 1s minimal even 1
an adversary gets access to the privacy-transformed data.
Diflerential privacy provides the strongest and most rigorous
privacy guarantee.

One embodiment provides a novel framework enabling
machine learning tasks (such as classification, regression,
clustering etc.) on continuous data streams that achieves
both computational efliciency 1n terms of resources and also
prevents leakage of private information. One embodiment




US 11,106,309 B2

3

uses a lightweight compression scheme based on random
projection that reduces the dimensionality of the data on the
device belore transmission to the cloud. Based on the needs
of the use case, the compression scheme may be optional.
The privacy protection can be applied either on the device or
at the cloud. While simultaneously gaining in computational
elliciency and guaranteeing privacy, various embodiments
ensure that the results of the machine learning analytics
achieve the user/service specified desired level of accuracy.
Embodiments are applicable to diflerent types of data and
are suitable for deployment on mobile devices.

Data 1s continuously generated by modern data sources
such as wearable devices, sensors, etc. One embodiment
deals with a general framework for learning from large
volumes of time-series data streams. The privacy constraint
arises either because of user demand or to satisiy legal
requirements (such as the HIPAA law). The compression
scheme, of one embodiment, which takes place on the
device, may be used 1n many wearable devices, mobile
devices, etc. In one embodiment, a second device (e.g., a
cloud server) 1s allowed to ethiciently collect user data and
to learn (1.e., perform tasks such as regression, classification,
etc.) from the data without violating any individual’s pri-
vacy. One embodiment 1s modular enough, allowing for
controllable frequency of transmission, choice of param-
eters, and use of compression, all based on the needs of the
use case scenario.

There are numerous schemes for data compression. For
example, a naive alternative to embodiments of the present
invention would be to sub-sample the data at the device and
transmit only this sample to the cloud. While such schemes
could also lead to computational resource savings, they
would substantially aflect the performance (accuracy) of the
machine learning algorithms applied on this sampled data.
One embodiment achieves computational savings while
maintaining the performance of the machine learning algo-
rithms by using a clever compression scheme.

Embodiments of the invention include new features such
as: the compression reduces communication cost and leads
to substantial savings 1n resources such as storage space and
processing time; the privacy guarantee ensures that users’
private information are not leaked (based on the guarantees
of differential privacy); the framework enables accurate and
cilicient machine learning analytics; the framework guides
users about how their choice of parameters aflect the per-
formance of the provided services; and, the framework
allows frequency of data transmission to be domain and
service mdependent.

Many improvements are provided, such as: the compres-
s1on scheme 1s based on random projections, which operates
on the first device (wearable device, mobile device, etc.),
and reduces the communication cost and leads to substantial
savings 1n resources such as storage space and processing
time. Further, the privacy transformation may be performed
either on the first device or the second. And, the machine
learning tasks (such as classification, regression, etc.) are
executed on the resulting compressed plus privacy trans-
formed data. By using a series of novel techniques, embodi-
ments of the present imnvention preserve the quality of the
machine learning tasks, while guaranteeing privacy and
gaining 1n eiliciency.

Due to the above features and improvement, embodi-
ments have the following advantages: an embodiment
requires no architectural change of existing applications; an
embodiment 1s scalable and stable for real-world deploy-
ment; an embodiment achieves desirable accuracy which 1s
mathematically provable; the scheme 1s oblivious to the data
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set, meaning that the scheme does not require any prior
knowledge of the data set as mput; an embodiment leads to
substantial reduction 1n resources such as computation time,
storage space, and transmission bandwidth; on the device
side, the compression scheme can be carried out locally by
the participating parties, independent of others; in some
scenarios, the first device can also pass some auxiliary
information to the second device (server) so that the second
device can provide a better service (machine learming ana-
lytics) than a third party that eavesdrops on the data trans-
mitted by the first device; and, parameters used can change
based on the device type (e.g., wearable devices, home
sensors) and different types of information so that even for
the same device, the compression can be diflerent based on
the content.

There are various embodiments of our mvention. Some
embodiments 1nvolve untrusted cloud, and some nvolve
trusted cloud. Correspondingly, the privacy transformation
may happen on the device (for example, untrusted scenario)
or in the cloud (for example, trusted scenario). In one
embodiment, compression can be omitted based on the
service (machine learning analytics) needs. There are also
controllable parameters discussed below.

Untrusted Server Embodiment

FIG. 1 1s a block diagram showing an untrusted server
embodiment 10. In this first embodiment, each user specifies
his or her own personal privacy requirement. Shown 1s a first
device, a mobile device 20, which may be any portable
clectronic device in possession of a user, such as a mobile
telephone, an electronic wristwatch, a wearable device such
as any of the devices worn about the wrist (to monitor a
user’s pulse, etc.) or worn around the chest (to monitor a
user’s heart rate), a pair of glasses that incorporate a camera
or other computer and communications technology, etc. This
device collects via any iternal or external sensor a continu-
ous stream of data concerning information such as the local
environment and/or the user’s body. Device 20 may also be
any suitable electronic device capable of sensing and trans-
mitting data such as the home sensors of FIG. 7 or the home
appliances of FIG. 8.

Also shown 1s a second device, a cloud server 30, which
may be any remote computer server accessible by the mobile
device 20. Communication link 40 is typically any wireless
communication channel by which data from the mobile
device may be transmitted to the remote computer server 30,
although in one embodiment a wired connection may be
used.

The first device 20 can also pass auxiliary information
(such as the user privacy parameter) to the second device 30
(server) so that the second device can provide better service
than a third party that might steal the data transmitted by the
first device.

In step 110, the first device 20 (e.g., a wearable device,
mobile telephone) collects raw data from a user or his or her
environment that is preferably continuous time series data.

Optional Compression Embodiment

Next, in an optional step 114, the first device 20 com-
presses the raw data as described below.

FIG. 2 1s a block diagram of how a compression param-
cter 1s obtained. There can be two user-controllable param-
eters: a) user-desired privacy protection and b) desired
performance levels of the desired service at the second
device. Based on these user-controllable parameters, an
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internal compression parameter, which regulates the amount
ol compression, 1s set automatically by the first device. In
general, 1 higher levels of privacy and accuracy are desired,
then the compression parameter 1s set higher (1.e., less
compression). On the other hand, for a given level of
performance or accuracy desired by the machine learning
analytics on the server computer, a lower level of privacy
desired means that the compression parameter may be set
lower (1.e., more compression of the user data). The con-
trollable parameters can be changed based on the device
type (e.g., wearable devices, home sensors) and diflerent
type of information so that even for the same device, a
compression parameter can be different based on the con-
tent.

In one embodiment, each user of a mobile device 20
preferably provides their own privacy parameter by entering
an indicator on their device (e.g, a number, that smaller
number indicates more privacy desired). In one embodi-
ment, the performance parameter 1s a global parameter
applicable to all mobile devices and 1s preferably provided
by an administrator of the system or by the machine learning,
analytics application 130. In one embodiment, the privacy
parameter may also be a number or value that 1s dictated by
law, 1n which case 1t 1s not mput by a user, but 1s a default
value.

More specifically, in one embodiment, the privacy param-
cter 160 1s a number 1ndicating the desired level of user
privacy, with lower values indicating the desire for stronger
(higher level of) privacy. In one embodiment, performance
parameter 170 1s a number measuring the performance of the
machine learning analytics, with a larger value indicating
better performance or accuracy. In one embodiment, the
compression parameter 180 1s an internal parameter that is,
for example, between 0 and 1, with larger values indicating
lower compression. If the compression parameter 1s 1, then
there 1s no compression of the data; it the compression
parameter 1s 0 then nothing would be sent.

If the compression module 1s enabled, 1n one embodi-
ment, then the compression parameter 1s set to the smallest
value possible (1.e., maximum possible compression) that 1s
achievable with the desired privacy and accuracy guaran-
tees. For example, with desired privacy parameter € and
accuracy parameter o, the compression parameter can be set
as at least the minimum of € and . If compression module
1s not enabled 1n the invention then 1t 1s equivalent to setting
the compression parameter as 1. Because it has been shown
in machine learning on compressed data that the higher the
compression ratio the lower the traiming accuracy rate, 1t
may be desirable to have a lower compression ratio 11 higher
accuracy 1s desired.

As mentioned, compression on the first device 1s optional
and 1s performed on the raw data. In one embodiment, data
compression 1s based on the technique of random projec-
tions, a technique where the original high-dimensional data
1s projected onto a lower-dimensional subspace using some
appropriately chosen random matrix. Other possible com-
pression techniques include sub-sampling based techniques
which 1n general do not provide the desired guarantees of
accuracy for the service provided on the second device.

FIG. 3 illustrates an example of compression using ran-
dom projections.

Shown 1s a graph 210 of sensor data from a first device
over a time interval (212, 214). Graph 220 illustrates the
sensor data after compression which 1s now within the time
interval (216, 218); advantageously, the data format 1is
preserved, 1.e., the shape of the two graphs 1s similar even
though the latter 1s compressed in time.
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IfxeR“ represents a time-series data stream 210 generated
over some time mnterval (212-214), then we compress x by
pre-multiplying it with a random matrix @, where ®eR"*<.
In other words, each element 1n the random matrix @ 1s from
a normal distribution N

The random matrix may be generated in multiple ways.
Note that 11 x 1s d-dimensional, transmitting X to the second
device takes O(d) bits of communication, whereas form <<d,

transmitting ®x to the second device only takes O(m) bits of
communication. Therefore, for each x, the communication
cost reduces by a factor d/m. On mobile devices, reducing
the communication load also leads to other advantages such
as battery power saving. After compression, the data 220 1s
now over interval 216-218.

Random projections are: simple and a computationally
light technmique, leading to communication and memory
savings; have impressive empirical results; and provide
mathematical guarantees of some desirable properties. Thus,
random projections preserve the structure of the data, and
hence can be used to reduce the cost of common machine
learning tasks (such as classification, regression, etc.) per-
ceptibly without aflecting the accuracy. In addition, 1t 1s
believed that random projections work best on continuous
time series data streams.

FIG. 4 illustrates the Euclidean distance between original
sensor data (210, 250) and between compressed sensor data
(220, 260). More concretely, let x, zeR? represent two
time-series data streams (210, 250) generated over some
time 1nterval. Then the random projections of X and z which
1s ®x and ®z, respectively preserves the structure of the
inputs in the following two ways: a) the Euclidean distance
between the compressed data, ®x and ®z, 1s approximately
the same as that between the original data, x and z, and b)
the angle between the compressed data, ®x and ®z, 1s
approximately same as that between the original data, x and
z. The Fuclidean distance between two points 1s the length
of the path connecting them, and the angle between two
vectors refers to the cosine angle. These two properties play
an 1mportant role 1n establishing that compression using
random projections preserves the accuracy of many common
machine learning tasks when using compressed data.

Specific Examples of Transformation

Returning now to FIG. 1, next, in step 118, the data
(compressed or not) 1s transformed. In one embodiment,
depending upon whether the server 1s trusted or untrusted,
the transformation for privacy may take place either on the
server or on the first device, respectively. In either case, the
privacy transiformation satisfies the definition of differential
privacy. The resulting transformed data 1s then used for
machine learning tasks on the electronic device, on the
computer server, or at a server ol a third party.

FIG. 9 1llustrates diflerential privacy. Shown 1s a database
D 704, having elements d1, d2, d3, . . ., dn, and a database
D' 714 which 1s 1dentical to D in all but one entry (in 714,
this is the 3" entry, which is d3 in D and d3' in D"). The
symbols, € and 0, are positive real numbers which represent
user privacy parameters, algorithm Alg 710 1s a randomized
algorithm that takes a dataset as mput. A randomized algo-

rithm Alg 710 1s (e,0)-differentially private 11 for all data-
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bases D, D' that differ on a single element (i.e., the data of
one person), and for all subsets S in the output space of Alg
(1.e., the 1mage of Alg),

Pr[Alg(D)eS]=exp(e)xPr[Alg(D")eS]+0

where the probability Pr[ | 1s taken over the randomness
used by the algorithm. Thus, differential privacy 1s a con-
dition on the release mechanism (i.e., the trusted party
releasing information about the dataset) and not on the
dataset itself. Intuitively, this means that for any two datasets
that are similar, a given differentially private algorithm wall
behave approximately the same on both datasets. The defi-
nition gives a strong guarantee that presence or absence of
an individual will not aflect the final output of the algorithm
significantly.

Table 1 shows exemplary steps for transformation for
privacy with or without compression. The transformation
may happen on either the first device or on the second device
(for example, 11 the second device 1s trusted). If compression
1s enabled then let ® be a random projection matrix, 1f
compression 15 not enabled, then the steps may still be
performed, 1n this case @ 1s set as an 1dentity matrix.

TABLE 1

Privacy transformation with or without compression

Input: A dataset X,, X5, ... , X,, of n datapoints in R?

Output: A dataset X,, X5, ... , X, of compressed (optional) and privacy
transformed data

If compression 1s enabled: Let @ be a random projection matrix

Part a: Generate x4, ... , ¥x, in R™

Part b: Generate X, from ®x, by adding noise drawn from distributions
satisfying differential privacy

If compression 1s not enabled, then the above steps can still be done, in
this case ® is set as an 1dentity matrix

By transforming the raw data during traming a model, a
model 1s constructed 1n which there 1s no discernible original
user data. That 1s, a privacy transformation occurs that
satisfies the concept of differential privacy.

Next, first device transmits the privacy-preserving trans-
formed data to the second device (e.g., an untrusted cloud
server) 1n step 122. Of course, any number of first devices
will transmit privacy-preserving transformed data to a sec-
ond device. Finally, 1n step 130, the second device collects
the data transmitted by all of the first devices and performs
machine learning analytics (such as classification, regres-
s10m, etc.) on the recerved data using the model constructed.

Trusted Server Embodiment

FIG. 5 1s a block diagram showing a trusted server
embodiment. Shown are device 320, server 330, links 340
and 344, link 360 and third parties 350. In this embodiment,
the second device 330 i1s trusted (e.g., a server owned by a
medical provider where devices 320 are associated with
individual patients). The first device 320 and second device
also coordinate on parameters so that quality of the services
provided by the second device to the first device does not
degrade. This embodiment also has all the merits of the
carlier embodiment 1n terms of computational savings.

In this embodiment, the following steps are performed.
The first device (e.g., a wearable device, smartphone, etc.)
collects raw data 1n step 310. In an optional step 314 the first
device compresses the raw data as explained above. In this
embodiment, where the server 1s trusted, a global privacy
requirement 1s first generated 326 on the trusted server and
then transmitted over link 344 to all of the electronic devices
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320. In this fashion, the global privacy requirement becomes
the privacy parameter for all electronic devices 320. Next, in
step 322, the first device transmits the data (compressed or
not) to the second device via link 340. The second device
(e.g., a trusted cloud server) collects the data transmitted by
all the first devices. Next, in step 328, the second device
transforms all of this received data to satisfy the privacy
requirement. The transformation may be performed upon an
individual set of data from a single device 320, or may be
performed upon any accumulation of data from any of a
number of devices.

In step 330, the second device performs machine learning,
analytics (such as classification, regression, clustering, etc.)
on the transformed data. Finally, the results of these analyt-
ics are released to third parties 350 via a link 360.

The outputs produced by machine learning analytics
include classification, regression, or clustering results. They
also could be the parameters that underlie the models used
for classification, regression, or clustering.

Third parties could include other providers and consumers
of similar machine learning services.

In an alternative embodiment, server 330 performs the
privacy preserving data transformation 328, but then the
transformed data will be sent to a third party 350 for the
machine learning analytic tasks to be performed on a com-
puter.

Table 2 focuses on a class of machine learning tasks
which 1s training a classification model from a set of training
data. The exemplary procedure 1s described in the scenario
where the server 1s trusted and compression 1s enabled. IT
compression 1s disabled then the random matrix @ 1s
replaced by an identity matrix.

Let (X,,¥,), . . . X,y ) denote the raw (training) data
generated by n first devices. For example, x,eR“ represents
the heart rate measurement of user 1 over a time nterval and
y. could be an indicator variable for the activity user i1s
undertaking. Training a model can be formalized as an
optimization as follows. For a parameter 0eR?, let F(0,(x,
y.)) be a convex (in the first parameter) loss function that
measure the “fit” of the estimator 0 on a single point (x.,y,).
Given f(*,*) and a closed, convex set ® = R?, the mathemati-
cal problem 1s to minimize X_,” F(0,(x,y,)) over 0e®,
Common choices for f(e,*) include: a) linear regression
captured by setting f(0,(x,y))=(y-{x,0} )*, b) logistic regres-
sion captured by setting f(0,(x,y))=In(1+exp(-y{x,0))), and
¢) support vector machine captured by setting F(0,(X,y))=
hinge(y({x,0) ) with hinge(a)=1-a if a<l and 0 otherwise.

Thus, the interaction between a first device and the second
device 1s given by the following steps. In step 314, each
X, ..., X 15 independently compressed by each first device
into Ox,, . .., ®x,, where PeR™“ is a random projection
matrix. In step 322, the compressed data (Px,,y,), . . . ,
(Ox, .y, ) from n {first devices 1s transmitted to the second
device. So instead of the original data, the second device
gets access to only (Px,.y,), ... (PX, .y, ). The second device
collects the transmitted data from all the first devices. In
steps 328 and 329, the second device trains a classification
(for example) model using (®x,.y,), . .. (Px,,y, ). In Table
2, we present a high-level example of the last step. The 1dea
is to minimize the loss function f(e,*) in the compressed
domain (step a) (subject to a differential privacy constraint)
and then do a “lifting” operation to an estimator 0e® (Part
b). The above approach constructs a model, whose training
accuracy 1s comparable to the training on the raw data
(X,,¥;), . .., (X,,y,). In other words, transformation of the
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raw data may occur during training of the model. Specifi-
cally, transformation occurs during Part a. Part b 1s where the
model 1s constructed.

TABLE 2

Tramning classification (or regression) models on compressed
data with privacy transformation on the second device.

Input: A dataset of (®x, v¢),.., (PX,,, v,,) of n datapoints

Output: An estimate 0 of argming = o 2, { (0, (X;, v;)) for a convex
(1in the first parameter) loss function { (=,*)

Part a: Minimize the following problem subject to differential privacy
constraint (privacy transformation takes place here)
B} = argming ¢ gpo -1 1 (PO, (PxX; ¥,))

Part b: © = argming||8||g such that 0 = O where |1°/lg denotes the
Minkowski norm

Use Cases

Below, we provide exemplary use cases that demonstrate
the practical use of embodiments of the invention.
FIG. 6 1illustrates a continuous patient monitoring use

case. The first device (410, 420, 430) (wearable, health

sensor) transmits at regular intervals a highly compressed
data stream 450 corresponding to health indicators such as
heart rate, blood glucose, etc., to the second device 440. The
second device 440 includes a software module 460 that
includes the privacy transformation step and trained user
models. This compressed and transformed data 1s used by
the second device 440 (e.g., server at a medical provider) to
continuously update user models that can be used to track
individuals for any health anomalies. Machine learning
analytics may then be performed on received transformed
user data using one of the trained user models. While the
second device 1s a trusted server in this example, the
transformation of the data at the second device ensures that

all mandated privacy requirements with respect to storage,
usage, and sharing of the health data are met. The first device
and second device can also coordinate on the parameters so
that quality of the services provided by the second device to
the first device does not degrade. The sensors on the first
device that collect data include any health or fitness sensor
which operate by recording various user measurements at
periodic intervals.

FI1G. 7 illustrates a continuous power consumption moni-
toring use case. Any number of sensors 1n a household are
first devices 510-530. A second device 540 (e.g., computer
server of a utility company) monitors power consumption of
cach household at regular intervals by getting data from the
smart sensors. The sensor data 1s compressed and trans-
tormed on each first device, belore being sent over link 550.
Software module 570 monitors consumption and adjusts
rates. Shown also 1s a user interface 560. Machine learning,
analytics may then be performed on received transformed
data from the sensors. The consumption demands can be
used to adjust the generation or to adjust time-based elec-
tricity rates without leaking any household’s consumption
behavior (e.g., whether a family 1s out of town). The
compressed data transmission leads to substantial computa-
tional savings. The first device can also pass auxiliary
information (such as the privacy parameter) to the second
device (server) so that the second device can provide better
service than a third party that steals/eavesdrops the data
transmitted by the first device. The sensors on the first device
that collect data include any power or smart meter sensor
that takes periodic readings of the energy consumption at a
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home. Having access to the privacy parameter of the first
device helps the second device to verily 1f desired accuracy

levels have been met.

In this use case, the first device transmits at regular
intervals (domain/service dependent) a highly compressed
data stream 1indicating the power consumption (obtained
from smart sensors) of each household. Private transforma-
tion at the first devices ensures that there 1s no leakage of any
household’s consumption behavior (e.g., whether a family 1s
out of town).

FIG. 8 illustrates a continuous data collection for data
analytics and advertising use case. A second device 640
(e.g., analytical data server) collects at regular intervals
different statistics (e.g., different audience measurements,
voice commands, network measurements) from so called
“smart” televisions 610-630 (1Vs) without learning users’
sensitive demographic information. The statistical data from
cach device 1s transformed at each device, thus creating
transformed data. The transformed data 1s then transmitted
over link 650. With the collected statistics and models, the
second device performs various data minming or other
machine learning tasks and then disseminates them to third
parties 680 for advertising purposes (for example). Software
module 670 performs the analytics and also shown 1s a user
interface 660. Again, the first and second device may
coordinate by sharing parameters to achieve better results.

Computer System Embodiment

FIGS. 10A and 10B illustrate a computer system 900
suitable for implementing embodiments of the present
invention. FIG. 10A shows one possible physical form of the
computer system. Of course, the computer system may have
many physical forms including an integrated circut, a
printed circuit board, a small handheld device (such as a
mobile telephone or PDA), a personal computer or a super
computer. Computer system 900 includes a monitor 902, a
display 904, a housing 906, a disk drive 908, a keyboard 910
and a mouse 912. Disk 914 1s a computer-readable medium
used to transier data to and from computer system 900.

FIG. 10B 1s an example of a block diagram for computer
system 900. Attached to system bus 920 are a wide variety
of subsystems. Processor(s) 922 (also referred to as central
processing units, or CPUs) are coupled to storage devices
including memory 924. Memory 924 includes random
access memory (RAM) and read-only memory (ROM). As
1s well known 1n the art, ROM acts to transfer data and
instructions uni-directionally to the CPU, and RAM 1s used
typically to transter data and instructions in a bi-directional
manner. Both of these types ol memories may include any
suitable of the computer-readable media described below. A
fixed disk 926 1s also coupled bi-directionally to CPU 922;
it provides additional data storage capacity and may also
include any of the computer-readable media described
below. Fixed disk 926 may be used to store programs, data
and the like and 1s typically a secondary mass storage
medium (such as a hard disk, a solid-state drive, a hybnd
drive, flash memory, etc.) that can be slower than primary
storage but persists data. It will be appreciated that the
information retained within fixed disk 926, may, 1n appro-
priate cases, be incorporated 1n standard fashion as virtual
memory 1n memory 924. Removable disk 914 may take the
form of any of the computer-readable media described
below.

CPU 922 1s also coupled to a variety of input/output
devices such as display 904, keyboard 910, mouse 912 and
speakers 930. In general, an input/output device may be any
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of: video displays, track balls, mice, keyboards, micro-
phones, touch-sensitive displays, transducer card readers,
magnetic or paper tape readers, tablets, styluses, voice or
handwriting recognizers, biometrics readers, or other com-
puters. CPU 922 optionally may be coupled to another
computer or telecommunications network using network
interface 940. With such a network interface, it 1s contem-
plated that the CPU might receive information from the
network, or might output information to the network in the
course of performing the above-described method steps.
Furthermore, method embodiments of the present invention
may execute solely upon CPU 922 or may execute over a
network such as the Internet in conjunction with a remote
CPU that shares a portion of the processing.

In addition, embodiments of the present invention further
relate to computer storage products with a computer-read-
able medium that have computer code thereon for perform-
ing various computer-implemented operations. The media
and computer code may be those specially designed and
constructed for the purposes of the present invention, or they
may be of the kind well known and available to those having
skill in the computer software arts. Examples of computer-
readable media include, but are not limited to: magnetic
media such as hard disks, floppy disks, and magnetic tape;
optical media such as CD-ROMs and holographic devices;
magneto-optical media such as floptical disks; and hardware
devices that are specially configured to store and execute
program code, such as application-specific integrated cir-
cuits (ASICs), programmable logic devices (PLDs) and
ROM and RAM devices. Examples of computer code
include machine code, such as produced by a compiler, and
files containing higher-level code that are executed by a
computer using an interpreter.

Although the foregoing invention has been described 1n
some detail for purposes of clarity of understanding, 1t will
be apparent that certain changes and modifications may be
practiced within the scope of the appended claims. There-
fore, the described embodiments should be taken as illus-
trative and not restrictive, and the invention should not be
limited to the details given herein but should be defined by
the following claims and their full scope of equivalents.

We claim:
1. A data processing method of an apparatus, the method
comprising;
transmitting, by the apparatus to an electronic device, a
performance parameter associated with a machine
learning analytics task;
obtaining, {from the electronic device by the apparatus, a
set of time-series user data that 1s compressed, wherein:
the set of time-series user data 1s compressed using a
compression parameter that 1s determined based on
(1) the performance parameter based on a level of
accuracy for the machine learning analytics task and
(1) a privacy parameter based on an imnput from a user
associated with the set of time-series user data, and
the set of time-series user data 1s compressed based on
a reduction of a quantity of dimensions of the set of
time-series user data according to a matrix, wherein
cach element 1n the matrix 1s from a normal distri-
bution;
transforming, by the apparatus, the compressed set of
time-series user data as a function of the privacy
parameter for differential privacy when the compressed
set of time-series user data was not previously trans-
formed by the electronic device;
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performing, by the apparatus, the machine learning ana-
lytics task on the transformed set of time-series user
data;
providing, by the apparatus to the user associated with the
set of time-series user data, a service based on an output
of the machine learning analytics task; and

coordinating, by the apparatus, with the electronic device,
the performance parameter, the privacy parameter, and
the compression parameter, so that a quality of the
service does not degrade and a level of privacy and the
level of accuracy are maintained.

2. The method as recited 1n claim 1, wherein:

the set of time-series user data 1s obtained from one or

more sensors of the electronic device, and

the set ol time-series user data 1s compressed on the

electronic device.

3. The method as recited in claim 1, wherein the set of
time-series user data 1s compressed using random projec-
tions.

4. The method as recited 1in claim 1, wherein a Fuclidean
distance between a first time series and a second time series
of the set of time-series user data 1s preserved.

5. The method as recited in claim 3, wherein the set of
time-series user data 1s compressed as a function of a higher
value of the privacy parameter.

6. The method as recited 1n claim 1, wherein when the set
ol time-series user data represents health data, the service
indicates health anomalies associated with the user and
when the set of time-series user data represents power
consumption, a generation of electricity or a time-based
clectricity rates associated with the power consumption 1s
adjusted.

7. A non-transitory computer-readable medium compris-
ing a program that, when executed by a processor of an
apparatus, 1s configured to cause the processor to:

transmit, by the apparatus to an electronic device, a

performance parameter associated with a machine
learning analytics task;

obtain, from the electronic device by the apparatus, a set

of time-series user data that 1s compressed, wherein:

the set of time-series user data 1s compressed using a
compression parameter that 1s determined based on
(1) the performance parameter based on a level of
accuracy for the machine learning analytics task and
(1) a privacy parameter based on an mput from a user
assoclated with the set of time-series user data,
wherein the set of time-series user data 1s com-
pressed using the compression parameter, and

the set of time-series user data 1s compressed based on
a reduction of a quantity of dimensions of the set of
time-series user data according to a matrix, wherein
cach element in the matrix 1s from a normal distri-
bution;

transform, by the apparatus, the compressed set of
time-series user data as a function of the privacy
parameter for differential privacy when the com-
pressed set of time-series user data was not previ-
ously transformed by the electronic device;

perform, by the apparatus, the machine learning ana-
lytics task on the transformed set of time-series user
data;

provide, by the apparatus to the user associated with the
set of time-series user data, a service based on an
output of the machine learning analytics task; and

coordinate, by the apparatus, with the electronic device,
the performance parameter, the privacy parameter,
and the compression parameter, so that a quality of
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the service does not degrade and a level of privacy
and the level of accuracy are maintained.

8. The non-transitory computer-readable medium as
recited 1n claim 7, wherein:

the set of time-series user data 1s obtained from one or
more sensors of the electronic device, and

the set of time-series user data 1s compressed and trans-
formed on the electronic device.

9. The non-transitory computer-readable medium as
recited 1n claim 7, wherein the set of time-series user data 1s
compressed using random projections.

10. The non-transitory computer-readable medium as
recited 1n claim 7, wherein a Euclidean distance between a
first time series and a second time series of the set of
time-series user data 1s preserved.

11. The non-transitory computer-readable medium as
recited 1n claim 9, wherein the set of time-series user data 1s
compressed as a function of a higher value of the privacy
parameter.

12. The non-transitory computer-readable medium as
recited 1n claim 7, wherein when the set of time-series user
data represents health data, the service indicates health
anomalies associated with the user and when the set of
time-series user data represents power consumption, a gen-
eration of electricity or a time-based electricity rates asso-
ciated with the power consumption 1s adjusted.

13. An apparatus for transforming data, said apparatus
comprising;

a transmitter configured to transmit, to an electronic
device, a performance parameter associated with a
machine learning analytics task;

a receiver configured to obtain a set of time-series user
data that 1s compressed, wherein:
the set of time-series user data 1s compressed using a

compression parameter that 1s determined based on
(1) the performance parameter based on a level of
accuracy for the machine learning analytics task and
(1) a privacy parameter based on an mput from a user
assoclated with the set of time-series user data, and
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the set of time-series user data 1s compressed based on
a reduction of a quantity of dimensions of the set of
time-series user data according to a matrix;
a memory configured to store the set of time-series user
data; and
a processor configured to:
transiorm the compressed set of time-series user data as
a Tunction of the privacy parameter for differential
privacy when the compressed set of time-series user
data was not previously transformed by the elec-
tronic device, wherein each element in the matrix 1s
from a normal distribution,

perform the machine learning analytics task on the
transformed set of time-series user data,

provide, to the user associated with the set of time-
series user data, a service based on an output of the
machine learming analytics task, and

coordinate, by the apparatus, with the electronic device,
the performance parameter, the privacy parameter,
and the compression parameter, so that a quality of
the service does not degrade and a level of privacy
and the level of accuracy are maintained.

14. The apparatus as recited 1n claim 13, wherein:
the set of time-series user data 1s obtained from one or

more sensors of the electronic device, and

the set of time-series user data 1s compressed on the

clectronic device.

15. The apparatus as recited 1n claim 13, wherein the set
of time-series user data 1s compressed using random pro-
jections.

16. The apparatus as recited imn claim 13, a Euclidean
distance between a first time series and a second time series
of the set of time-series user data 1s preserved.

17. The apparatus as recited 1n claim 13, wherein when
the set of time-series user data represents health data, the
service indicates health anomalies associated with the user
and when the set of time-series user data represents power
consumption, a generation of electricity or a time-based
clectricity rates associated with the power consumption 1s
adjusted.
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