12 United States Patent

Cattone

US011093905B2

US 11,093,905 B2
Aug. 17, 2021

(10) Patent No.:
45) Date of Patent:

(54) SYSTEMS AND METHODS TO UTILIZE AN
ELECTRONIC GARAGE SHELFK

(71)
(72)

(73)

(%)

(21)
(22)

(63)

(1)

(52)

(58)

(56)

Applicant: eBay Inc., San Jose, CA (US)

Inventor: Jeremy Leigh Cattone, Tigard, OR
(US)

Assignee: eBay Inc., San Jose, CA (US)

Notice: Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35
U.S.C. 154(b) by 240 days.

Appl. No.: 14/588,246

Filed: Dec. 31, 2014

Prior Publication Data

US 2016/0189114 Al Jun. 30, 2016

Int. CI.

G06Q 10700 (2012.01)

G060 10/08 (2012.01)

U.S. CL

CPC ........... G060 1020 (2013.01); GO6QO 10/087
(2013.01)

Field of Classification Search

P e G06Q 10/20

See application file for complete search history.

0,526,335 Bl

6,999,990 B1*

7,725,353 B2 *

References Cited

U.S. PATENT DOCUMENTS

2/2003 Treyz et al.
6,809,292 B2* 10/2004 Spear ................... B23K 9/1062
219/125.1
2/2006 Sullivan ................. G06Q 30/02
709/205
5/2010 Nuno ...........cceeeene, G06Q 10/06
705/26.7

MOBILE
DEVICE

r———————————-

PART
106

SENSOR
108

MOBILE [N

DEVICE /!
112 /;

NETWORK
110
(E.G., NFC)

7,904,219 Bl 3/2011 Lowrey et al.

8,370,464 B1* 2/2013 Chitithan ............... GO6F 17/246
709/220

8,560,161 B1 10/2013 Kator et al.

8,589,204 B2* 11/2013 Yanase ................. G06Q 10/063
705/7.21

8,648,700 B2* 2/2014 Gilbert ................ B60R 16/0234

340/425.5
8,798,852 Bl 8/2014 Chen et al.
9,183,280 B2 11/2015 Achuthan et al.
(Continued)

OTHER PUBLICATIONS

“Car Repair Estimate Calculator”, Autobytel, [Online]. Retrieved
from the Internet: <URL: http://www.autobytel.com/mygarage/car-
repalr-estimate-calculator>, (accessed Oct. 4, 2014), 2 pgs.

(Continued)

Primary Examiner — Allen C Chein
(74) Attorney, Agent, or Firm — FIG. 1 Patents

(57) ABSTRACT

Systems and methods to utilize an electronic garage shelf are
described. The system includes an electronic garage shelf
which may be a metaphor for a shell in a garage that 1s used
to store parts for a vehicle. For example, the electronic
garage shell may store a token part that signifies a part or
smart component such as an o1l filter on a garage shelf 1n the
user’s garage. Further, the metaphor for a shelf 1n the garage
may be expanded to include a virtual part to signify a part
or smart component the user wants to acquire. Accordingly,
the system may include garage shell information comprised
of virtual part information and token part information where
the virtual part information may store virtual parts signifying
parts that are desirable for acquisition and the token part
information may store token parts signifying parts that are in
the possession of the user.
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SYSTEMS AND METHODS TO UTILIZE AN
ELECTRONIC GARAGE SHELFK

TECHNICAL FIELD

This disclosure relates to computing and data processing,
systems. More particularly, systems and methods to utilize
an electronic garage shelfl are described.

RELATED

Vehicle repair involves 1dentifying parts that have failed,
utilizing procedures or employing services to make a repair
and economizing the costs that are often incurred to 1mple-
ment these activities. Today, most vehicle owners wait for a
part to fail before considering the above described activities.

A portion of the disclosure of this patent document
contains material that 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Oflice patent
files or records, but otherwise reserves all copyright rights
whatsoever. The following notice applies to the software and
data as described below and 1n the drawings that form a part

of this document: Copyright eBay, Inc. 2014, All Rights
Reserved.

BRIEF DESCRIPTION OF DRAWINGS

Various ones of the appended drawings merely 1llustrate
example embodiments of the present invention and cannot
be considered as limiting 1ts scope.

FIG. 1 1llustrates a system to utilize smart components,
according to an embodiment;

FIG. 2 illustrates a mobile device, according to an
embodiment;

FIG. 3 A 1llustrates monitor information, according to an
embodiment;

FIG. 3B illustrates vehicle information, according to an
embodiment;

FIG. 3C illustrates part description imnformation, accord-
ing to an embodiment;

FIG. 4A illustrates a maintenance message, according to
an embodiment;

FIG. 4B 1llustrates a synchronization message, according
to an embodiment;

FI1G. 5 illustrates a network-based marketplace, according
to an embodiment;

FIG. 6A illustrates an 1tems table, according to an
embodiment;

FI1G. 6B 1llustrates a listing, according to an embodiment;

FIG. 7A illustrates a user table, according to an embodi-
ment;

FIG. 7B 1illustrates user profile information, according to
an embodiment;

FIG. 7C 1illustrates user information, according to an
embodiment;

FIG. 7D illustrates maintenance information, according to
an embodiment;

FI1G. 7E 1llustrates part maintenance information, accord-
ing to an embodiment;

FIG. 7F 1illustrates smart component processing informa-
tion, according to an embodiment;

FI1G. 7G 1llustrates a method to utilize a smart component,
according to an embodiment;

FI1G. 7TH 1llustrates a method to utilize a smart component,
according to an embodiment;
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FIG. 71 illustrates a user intertace, according to an
embodiment;

FIG. 7] 1llustrates user interface, according to an embodi-
ment,

FIG. 7K illustrates user interface, according to an embodi-
ment;

FIG. 8 A 1llustrates a system to utilize an electronic garage
shelf, according to an embodiment;

FIG. 8B illustrates a network-based marketplace, accord-
ing to an embodiment;

FIG. 8C 1llustrates a user table, according to an embodi-
ment,

FIG. 8D illustrates garage shelf commands, according to
an embodiment;

FIG. 8E 1illustrates virtual part information, according to
an embodiment;

FIG. 8F illustrates a virtual part, according to an embodi-
ment,

FIG. 8G illustrates token part information, according to an
embodiment;

FIG. 8H 1llustrates a token part, according to an embodi-
ment;

FIG. 81 1llustrates a method to process commands, accord-

ing to an embodiment;

FIG. 8] illustrates a method to alert a creation of a virtual
part, according to an embodiment;

FIG. 8K 1illustrates a method to process virtual parts,
according to an embodiment;

FIG. 8L illustrates a method to process token parts,
according to an embodiment;

FIG. 8M illustrates a method to utilize an electronic
garage shell, according to an embodiment;

FIG. 8N 1illustrates a user interface, according to an
embodiment;

FIG. 9A 1llustrates a system for multi-signal fault analy-
s1s, according to an embodiment;

FIG. 9B 1illustrates a test protocol, according to an
embodiment;

FIG. 9C illustrates a network-based marketplace, accord-
ing to an embodiment;

FIG. 9D 1illustrates user profile information, according to
an embodiment;

FIG. 9E 1llustrates a fault analysis repository, according to
an embodiment;

FIG. 9F illustrates user fault analysis information, accord-
ing to an embodiment;

FIG. 9FF 1llustrates user test request information, accord-
ing to an embodiment;

FIG. 9G illustrates system fault analysis information,
according to an embodiment;

FIG. 9GG 1illustrates system test request information,
according to an embodiment;

FIG. 9H 1llustrates test design information, according to
an embodiment;

FIG. 91 illustrates multi-signal information, according to
an embodiment;

FIG. 9] 1llustrates correlation information, according to an
embodiment;

FIG. 9K 1illustrates a signal message, according to an
embodiment;

FIG. 9L 1illustrates a signal message, according to an
embodiment;

FIG. 9M 1illustrates a method to process a test request,
according to an embodiment;

FIG. 9N 1illustrates a method for multi-signal fault auto-
mated analysis, according to an embodiment;
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FIG. 90 1illustrates a method to i1dentify test design
information, according to an embodiment;

FI1G. 9P illustrates a method to 1dentity signal processing,
according to an embodiment;

FIG. 9Q illustrates a method to analyze multi-signal
information, according to an embodiment;

FIGS. 9R-9S illustrate user interfaces, according to an
embodiment;

FIG. 10A 1llustrates a system for an e-commerce enabled
digital whiteboard, according to an embodiment;

FIG. 10B illustrates a context panel, according to an
embodiment;

FIG. 10C 1llustrates a shopping cart panel, according to an
embodiment;

FIG. 10D illustrates a metadata panel, according to an
embodiment;

FIG. 10E
embodiment;

FIG. 10F 1llustrates a tool panel, according to an embodi-
ment;

FIG. 10G 1llustrates a dialogue panel, according to an
embodiment;

FIG. 10H 1illustrates a participant panel, according to an
embodiment;

FIG. 101 illustrates a network-based marketplace, accord-
ing to an embodiment;

FI1G. 1017 illustrates user profile information, according to
an embodiment;

FIG. 10K 1illustrates context directory information,
according to an embodiment;

FIG. 10L illustrates a context, according to an embodi-
ment;

FIG. 10M 1illustrates request information, according to an
embodiment;

FIG. 10N 1llustrates a session, according to an embodi-
ment;

FIG. 100 illustrates a request, according to an embodi-
ment;

FIG. 10P illustrates response information, according to an
embodiment;

FIG. 10Q illustrates feature element information, accord-
ing to an embodiment.

FIG. 10R illustrates a method, according to an embodi-
ment, to add a context:;

FIG. 108 illustrates a method, according to an embodi-
ment, to attach a context;

FIG. 10T illustrates a method, according to an embodi-
ment, to recerve and process a request;

FIG. 10U 1illustrates a method, according to an embodi-
ment, to process a request based on a context;

FIG. 11 1s a block diagram illustrating an example
embodiment of a high-level client-server-based network
architecture;

FIG. 12 1s a block diagram illustrating an example
embodiment of a publication system:;

FIG. 13 1s a block diagram illustrating tables that are
utilized by the publication system, according to an embodi-
ment; and

FIG. 14 1s a block diagram of a machine 1n an example
form of a computing system within which a set of instruc-
tions for causing the machine to perform any one or more of
the methodologies discussed herein may be executed.

illustrates a search panel, according to an

DETAILED DESCRIPTION

The description that follows includes systems, methods,
techniques, instruction sequences, and computing machine
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4

program products that embody 1illustrative embodiments of
the present invention. In the following description, for
purposes ol explanation, numerous specific details are set
forth 1n order to provide an understanding of an embodiment
of the inventive subject matter. It will be evident, however,
to those skilled 1n the art that embodiments of the inventive
subject matter may be practiced without these specific
details. In general, well-known 1nstruction instances, proto-
cols, structures, and techmiques have not been shown 1n
detail.

Systems and Methods to Utilize Smart Components

FIG. 1 illustrates a system 100, according to an embodi-
ment, utilizing smart components 102. The system 100 may
include a vehicle 104 that includes smart components 102
that are grouped 1nto sub-systems 103 (e.g., chassis, engine,
suspension, etc.). While the vehicle 104 i1s illustrated as an
automobile, 1t will be appreciated that trucks, all-terrain
vehicles, jeeps, aircrait, water-born vessels, space vessels,
and the like may embody the illustrated vehicle 104. Each
smart component 102 may include a part 106 and a sensor
108. Broadly, the smart component 102 may utilize the
sensor 108 to sense the part 106 to receive information (e.g.,
a sense of the part) that 1s utilized by the smart component
102 to generate characterization information and communi-
cate the characterization information (e.g., percentage wear)
over a network 110 (e.g., nearfield communication (NFC))
to a mobile device 112 (e.g., smart phone, Apple 1Phone,
etc.) that, 1n turn, communicates a maintenance message that
includes the characterization information over a network 116
(e.g., cellular, WiF1, Internet, telephone, etc., combinations
thereol) to a network-based marketplace 118 that, in turn,
stores the characterization information and other informa-
tion and processes the characterization information to 1niti-
ate electronic commerce activity. Merely for example, a
smart component 102 1n a Ford Mustang may include a
sensor 108 for a brake pad that senses wear (e.g., ninety
percent) for the brake-pad, the smart component 102 to
generate the characterization information based on the sens-
ing of the sensor and to communicate the characterization
information over the network 110 (e.g., NFC) to an 1Phone
that, 1n turn, communicates the maintenance message over a
network 116 (e.g., cellular and Internet) to a network-based
marketplace 118 that, in turn, stores the characterization
information 1n an electronic garage for the Ford Mustang 1n
the user profile associated with the 1Phone, i1dentifies a
service level for the brake-pad, and generates a triggering
cvent that 1s processed to imtiate electronic commerce
activity. For example, the network-based marketplace 118
may 1dentily one or more sets of processing rules based on
the triggering event, and execute the one or more sets of
processing rules to mitiate electronic commerce and other
related activities. In one embodiment, one set of processing
rules may 1dentity the location of the iPhone that originated
the maintenance message to initiate electronic commerce
activity. For example, if the location of the 1Phone 1is
identified to be 1n the vicinity of a brake shop, the network-
based marketplace 118 may respond to the maintenance
message by generating and sending a user interface to the
1Phone that provides an estimated time for the brake shop to
install the brake pad.

The smart components 102, network 110, mobile device
112, network 116, and network-based marketplace 118 are
turther described. Each smart component 102 may include a
sensor 108 that senses an associated part 106. The smart
component 102 may generate characterization information
based on the sensing of the part 106 and communicate the
characterization information that characterizes the current
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state of the part 106. For example, the characterization
information may include performance information, percent-
age wear information, state information or the like. In
accordance with one embodiment, the smart component 102
illustrated on the lower left of FIG. 1 1s illustrated as
including a part 106 that 1s adapted to receive a sensor 108
and the smart component 102 to its immediate right is
manufactured to include the sensor 108. For example, the
smart component 102 on the left includes a sensor 108 that
1s aflixed to the part 106 as a subsequent assembly rather
than being designed and manufactured as such (e.g., factory
embedded). Smart components 102 may be manufactured
and adapted for brake systems, filters, suspension systems,
belts, bulbs sparks, batteries, tire walls, etc. Merely for
example, smart components 102 for the brake system may
sense and communicate characterization information for
pads and rotors. Smart components 102 for filters may sense
and communicate characterization information for o1l filters,
tuel filters and air filters. Smart components 102 for a
suspension system may sense and communicate character-
ization information for springs, leafs and shocks. Sensors
108 may sense and report information that characterizes
different aspects of the part 106. For example, a sensor 108
may characterize acceleration, separation, deformation,
impact/shock, water/moisture, temperature, pressure, tlmd
flow, fluid levels or any other quantifiable natural phenom-
ena. In the case of separation, a gap may be sensed between
paired sensors 108 and characterized by one or both of the
sensors 108. In the case of deformation, damage may be
sensed on a part 106 1n a package before the package 1s
opened. Further in the case of deformation, one or more
sensors 108 may sense and characterize vibration, bend,
flex, strain, and weight.

The network 110 may be embodied as a wireless network,
near Irequency network (NFC), radio frequency network
(e.g., RFID)) or some other type of network capable of
supporting communication between a smart component 102
and the mobile device 112. The mobile device 112 may
include a smart phone such as an 1Phone, Nokia, or Black-
Berry. Further, the mobile device 112 may utilize the
Android mobile operating system to provide services
described in this document. It will be appreciated by one
having ordinary skill in the art that the Android mobile
operating system 1s gaining public acceptance as an auto-
motive operating system. The mobile device 112 may further
include software in the form of an operating system (e.g.,
open or proprictary) and one or more applications (e.g.,
apps) that may be uploaded to the mobile device 112 to
provide one or more functions that are described 1n this
document. The network 116 may include a wireless network,
near Irequency network (NFC), radio frequency network
(RFID), LAN, WAN, Internet, telephone, or any other type
of network capable of supporting communication between
the mobile device 112 and the network-based marketplace
118. In another embodiment, the mobile device 112 may
include any paired device, such as Google Glass, a smart-
watch, etc.

The network-based marketplace 118 may be an electronic
marketplace for purchasing and selling items and services
such as eBay of San Jose, Calif., “The Worlds Online
Marketplace.” The items sold or purchased on the network-
based marketplace 118 may include the parts 106, the
vehicle 104, and other 1tems and services related to the parts
106 and vehicle 104. The network-based marketplace 118
supports electronic commerce services (e.g., search, browse,
merchandise, expert services, etc.) to facilitate the replace-
ment and repair of the parts 106 for the vehicle 104, as 1s
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described 1n this document. The client machine 120 may
include a mobile device 112, desktop computer, laptop
computer or any other device from which a user (e.g., buyer,
seller, etc.) may access and utilize the services of the
network-based marketplace 118.

FIG. 2 illustrates a mobile device 112, according to an
embodiment. The mobile device 112 may include a main-
tenance application 200, application resources 202, database
204 and a wireless reader 206. The maintenance application
200 may include a communication module 208, a mainte-
nance module 210, and other apps (not shown) that may be
loaded onto the mobile device 112. The communication
module 208 may receive and communicate information. For
example, the communication module 208 may receive com-
mands from the operator of the mobile device 112 and
information that originates from outside of the mobile
device 112. The commands from the user may include a
“system part scan” command to scan for smart components
102 1n a vehicle 104 in the immediate vicinity of the mobile
device 112, a “sub-system part scan” command to scan for
smart components 102 1n a sub-system (e.g., engine, chassis,
brakes, etc.) of the vehicle 104, a “configure alerts” com-
mand to configure an alert that notifies the user of mobile
device 112 (e.g., responsive to thresholds being exceeded),
and other commands. For example, the user of the mobile
device 112 may configure an audible, haptic or visual alert
on the mobile device 112 responsive to an i1dentification of
a threshold being exceeded. In addition, mobile device 112
may be associated with a user profile on the network-based
marketplace 118, and alerts may be configured to be com-
municated to any devices associated with the user profile
such as the client machine 120, as described 1n this docu-
ment. In addition, the communication module 208 may
receive characterization information from smart components
102. For example, the characterization information may
include performance information, a percentage wear, state
information or the like, as previously described. The main-
tenance module 210 may process the commands and the
characterization information received via the communica-
tion module 208. For example, the maintenance module 210
may update the database 204 with configuration iforma-
tion, cause the communication module 208 to send a com-
mand to the network-based marketplace 118 (as shown 1n
FIG. 1), or timestamp characterization information that was
reported by a smart component 102 with the current time
betfore storing the characterization information 1n the data-
base 204 and causing the communication module 208 to
send a maintenance message to the network-based market-
place 118. The application resources 202 may include static
bulk data definitions and other static content (e.g., bitmaps,
layout definitions, user interface strings, animation instruc-
tions, etc.) that may be utilized by the maintenance appli-
cation 200.

The database 204 may include monitor information 212,
forwarding information 214, and user information 216. The
monitor information 212 may store characterization infor-
mation received from smart components 102 and metadata
related to the characterization information. The forwarding
information 214 may store information that describes other
systems or network-entities that are utilized for processing
related to smart components 102. For example, the forward-
ing information 214 may include one or more entries that
correspond to one or more entries of user profile information
on the network-based marketplace 118. For example, the
forwarding information 214 may be utilized to 1dentily other
user profile information based on a vehicle 104 (e.g., via
vehicle 1dentification number (VIN), possibly 1mn combina-
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tion with a shared ‘family’ or °‘sharing’ code). The user
information 216 may include information related to the user
associated with the mobile device 112 including a user
name, a user telephone number, and password for authen-
tication by the network-based marketplace 118. Further, the
user information 216 may include a user 1dentifier 218 that
uniquely 1dentifies the user on the network-based market-
place 118. The wireless reader 206 may be attached to the
mobile device 112 to recerve the characterization informa-
tion from the smart components 102.

FI1G. 3A 1llustrates monitor information 212, according to
an embodiment. The monitor information 212 may store
information for vehicles 104. For example, a first entry of
vehicle information 300 may store information for a Ford
Mustang and a second entry of vehicle information 300 may
store information for a Chevrolet Camaro. In one embodi-
ment, an entry ol vehicle mnformation 300 may be automati-
cally stored in the monitor information 212 responsive to
receiving characterization information from a particular
vehicle 104 for the first time. According to one embodiment,
the vehicle information 300 may be stored 1n a provisional
state until association with a particular vehicle 104 has been
corroborated through repeated recognition over time and
location, possibly 1n conjunction with other already-associ-
ated or reliably-coincidental signals.

FIG. 3B illustrates vehicle information 300, according to
an embodiment. The vehicle information 300 may store
information for a vehicle 104. The vehicle information 300
may include vehicle identification information 302 that
identifies a vehicle 104 and one or more entries of part
description information 304 that describes part(s) 106 1n the
vehicle 104. The vehicle identification information 302 may
include a vehicle identification number (VIN), make, model,
and year for the vehicle 104. Each entry of part description
information 304 corresponds to a part 106. In one embodi-
ment, an entry ol part description mnformation 304 may be
automatically stored 1n the vehicle information 300 respon-
s1ve to recelving characterization information for a part 106
for the first time from the vehicle 104.

FIG. 3C 1illustrates part description information 304,
according to an embodiment. The part description informa-
tion 304 may include a part identifier 306, a part type
identifier 308, part log information 310, maintenance history
information 316, service level information 318, and original
equipment manufacturer (OEM) authentic information 320.
The part 1dentifier 306 may include an alphanumeric 1den-
tifier or some other 1dentifier that uniquely 1dentifies the part
106. In accordance with one embodiment, the part identifier
306 may include a range of part identifiers 306. The part
identifier 306 may be assigned by a manufacturer or the
network-based marketplace 118. The part identifier 306 may
include a standard product identifier (e.g., Universal Product
Code (UPC), Electronic Product Code (EPC), etc.). The part
type 1dentifier 308 may 1dentily a part type (e.g., hose, filter,
bulb, belt, etc.). A particular part type identifier 308 may be
associated with one or more part identifiers 306. The part log
information 310 may include one or more entries of char-
acterization information 312 for the part 106. Each entry of
characterization information 312 may be associated with a
timestamp 314 that 1s generated by the mobile device 112
and stored with the corresponding characterization informa-
tion 312 that 1s recerved from a smart component 102. In one
embodiment, the part log information 310 may be embodied
as a circular bufler with a size that i1s configurable. The
characterization information 312 was previously described.
The timestamp 314 may include the current time as identi-
fied by the mobile device 112 responsive to the mobile
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device 112 receiving the characterization information 312.
In one embodiment, the mobile device 112 may receive
characterization information 312 for a part 106 that signals
a replacement of the part.

Responsive to receiving the characterization information
312, the mobile device 112 may purge an entry of part
description mformation 304 for the part 106 that 1s being
replaced from the vehicle mformation 300 and create an
entry of part description information 304 in the vehicle
information 300 for the part 106 that 1s new. The mainte-
nance history information 316 may store a history for the
part type 1dentifier 308 and survive a replacement operation
in conjunction with the part type 1dentifier 308. The main-
tenance history mformation 316 may associate each replace-
ment of the part 106 with a timestamp 314 that includes a
date and time of replacement, an odometer reading sampled
at the time of replacement, a percentage wear of the part 106
replaced (e.g., 80% wear), the manufacturer of the part 106,
the part 1dentifier 306 and other information.

The service level information 318 may store the current
service level for the part 106. In one embodiment, four
service levels may be defined including “OK.” “SUG-
GEST,” “WARN”, and “RFPLACE” 1n accordance with
thresholds, as described later in this document. The first
level, “OK.,” may be utilized to indicate no thresholds have
been exceeded. The second level, “SUGGEST,” may be
utilized to indicate at least one threshold was exceeded
causing the sending of an alert to the user that includes a
suggestion. For example, the network-based marketplace
118 may send an alert to the user including a suggestion to
repair or purchase a part 106. The third level. “WARN,” may
be utilized to indicate at least one threshold was exceeded
causing the network-based marketplace 118 to send an alert
to the user including a suggestion to repair or purchase a part
106 and a warming. For example, the alert may suggest to the
user to repair or purchase a part 106 and warn the user that
the current part 106 1s in need of repair. The fourth level,
“REPLACE,” may be utilized to indicate at least one thresh-
old was exceeded causing the sending of an alert to the user
that includes a suggestion to repair or purchase a part 106
and an urgent warning. For example, the alert may suggest
to the user to repair or purchase a part 106 urgently warn the
user that the part 106 may fail because a likelihood of failure
has exceeded a threshold (e.g., fifty-percent).

The OEM authentic information 320 may include a flag
that 1s asserted to signily the part 106 1s manufactured by an
original equipment manufacturer (OEM) and not asserted to
indicate otherwise (e.g., knockofl—authentication failed).
For example, the OEM authentic information 320 may be
updated based on characterization mformation 312 that 1s
received from a smart component 102, the characterization
information 312 including results from a test that i1s per-
tformed on the part 106 while it 1s 1n place 1n the vehicle 104.
In one embodiment, the test may generate characterization
information 312 that includes a part identifier 306 that, 1n
turn, 1s compared with OEM tracking information stored at
the network-based marketplace 118 to identify whether the
part 106 1n the smart component 102 was manufactured by
any one ol multiple manufacturers. According to one
embodiment, the mobile device 112 may perform the com-
parison. According to one embodiment, the mobile device
112 or the network-based marketplace 118 may i1dentily
(indirectly or otherwise) a certifiable cryptographic public
key that 1s used to decrypt parts of the characterization
information 312 (e.g., dynamic) where identification of
characterization information 312 that 1s not encrypted or
cannot be decrypted based on the public key causes the
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mobile device 112 and/or network-based marketplace 118 to
not assert the OEM authentic information 320 (e.g., the part
106 1s fake because the fraudulent manufacturer does not
possess the corresponding private key to encrypt the part
type 1dentifier 308 in the characterization information).

FI1G. 4 A illustrates a maintenance message 400, according
to an embodiment. The maintenance message 400 may be
communicated by the mobile device 112 to the network-
based marketplace 118. The maintenance message 400 may
be sent by the mobile device 112 to the network-based
marketplace 118 responsive to the mobile device 112 receiv-
ing characterization information 312 from a smart compo-
nent 102. The maintenance message 400 may include the
user 1dentifier 218, vehicle i1dentification information 302,
part 1identifier 306, part type 1dentifier 308, characterization
information 312, and a timestamp 314, all as previously
described. In other embodiments, the maintenance message
400 may include multiple entries of characterization infor-
mation 312 respectively paired with timestamps 314.

FIG. 4B illustrates a synchronization message 402,
according to an embodiment. The synchronization message
402 may be utilized by the mobile device 112 to synchronize
the network-based marketplace 118 with the mobile device
112 in accordance with the information included in the
synchronization message 402. The synchronization message
402 may include the user identifier 218, the vehicle 1denti-
fication information 302, and part description information
304, all as previously described. The synchronization mes-
sage 402 may be utilized to synchronize the network-based
marketplace 118 with the mobile device 112 with regard to
a part 106. In other embodiments, the synchronization
message 402 may include multiple entries of part description
information 304 to synchronize the network-based market-
place 118 with the mobile device 112 with regard to a
vehicle 104.

FIG. § illustrates the network-based marketplace 118,
according to an embodiment. The network-based market-
place 118 may include smart component modules 500 and a
database 204. The smart component modules 500 may
receive and process communications from the mobile device
112 and the network-based marketplace 118. The commu-
nications from the mobile device 112 may include the
previously described maintenance message 400 and syn-
chronization message 402. The communications from the
network-based marketplace 118 may include triggering
cvents that are generated by the network-based marketplace
118. The smart component modules 5300 may include a
receiving module 502, a processing module 504, and a smart
component engine 5035. The receiving module 502 may
receive the communications and the processing module 504
may process the communications. In some instances, the
processing module 504 may further generate a triggering,
event based on the communication and communicate the
triggering event to the smart component engine 505 for
turther processing although other processes may generate
and communicate a triggering event to the smart component
engine 505. The database 204 may include an items table
506, a user table 508, original equipment manufacturing
(OEM) tracking information 510, maintenance imnformation
512, and smart component processing information 514. The
items table 506 may include multiple entries of listings with
cach listing describing an 1tem (e.g., part 106 or service) that
1s being oflered for sale and/or for auction on the network-
based marketplace 118. The user table 508 may include
multiple entries of user profile information where each entry
of user profile information may be utilized to describe a user
(e.g., buyer, seller, both) on the network-based marketplace
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118. The OEM tracking information 510 may be utilized by
the network-based marketplace 118 to perform a validation
on a part 106 to identity whether 1t 1s authentically supplied
by a manufacturer. For example, the mobile device 112 may
be used to scan a part identifier 306 and/or part type
identifier 308 for a part 106 prior to installation in the
vehicle 104 to authenticate whether the part 106 1s supplied
by a particular manufacturer. The maintenance information
512 may be utilized to i1dentity and execute a maintenance
policy responsive to identifying characterization informa-
tion 312 or a time derivative of one or more entries of
characterization information 312 as exceeding or dropping
below a threshold. For example, traversing a threshold may
cause an 1implementation of a maintenance policy by com-
municating one or more triggering events to the smart
component engine 305. The smart component processing
information 514 may be utilized to define triggering events
that are received by the smart component engine 505, define
processing rules that are executed by the smart component
engine 505 responsive to recerving a triggering event, and
define associations between the triggering events and the
processing rules.

FIG. 6A illustrates the items table 506, according to an
embodiment. The items table 506 may include entries of
listings 600 that are published by sellers on the network-
based marketplace 118.

FIG. 6B illustrates the listing 600, according to an
embodiment. The listing 600 may describe an 1tem that 1s
offered for sale on the network-based marketplace 118. The
listing 600 may include a ftitle 602, a part identifier 306
(optional), a part type 1dentifier 308 (optional), a description
604, an 1image 606 of the item (e.g., part 106) that may be
uploaded by the seller, a price 608 to purchase the 1tem that
may be configured by the seller, a bid 610 (e.g., the current
highest bid for the item), one or more categories 612 which
may be navigated to locate and view the listing 600. The title
602 may brietly describe the item and the description 604
may further describe the item. The title 602 and the descrip-
tion 604 may be received from the seller. The part identifier
306 may include a component/part identifier that identifies
the part 106. The part identifier 306 may be assigned by a
manufacturer. The part identifier 306 may include a global
trade number (GTIN), a unmiversal product code (UPC), a
manufacture part number (MPN) or some other standard
product 1dentifier that 1dentifies the item being described.

FIG. 7A 1illustrates a user table 700, according to an
embodiment. The user table 700 may include multiple
entries of user profile mmformation 702 that respectively
correspond to a user who utilizes the network-based mar-
ketplace 118 to buy and/or sell items (e.g., smart compo-
nents 102, parts 106, sensors 108, etc.).

FIG. 7B illustrates the user profile information 702,
according to an embodiment. The user profile information
702 may include user information 216, user preference
information 704, and garage information 706. The user
information 216 may store the name, address, telephone
number, and other information, as described 1n FIG. 7C. The
user preference information 704 may store thresholds, val-
ues, and other preferences manually configured by the user
or automatically configured based on behaviors or actions of
the user. For example, the user preference information 704
may store preferences for a particular brand of parts 106 that
were 1dentified based on user behavior including purchases,
search queries, browsing values and the like that implicated
the brand of a part 106. The garage imnformation 706 may
store vehicle mformation 300 for vehicles 104 that are
associated with the user. An entry of vehicle information 300
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may be created or generated responsive to a manual con-
figuration by the user. In addition, an entry of vehicle
information 300 may be automatically created or generated
responsive to receipt of a maintenance message 400 or
synchronization message 402 based on the content of the
respective message.

FI1G. 7C illustrates the user information 216, according to
an embodiment. The user imformation 216 may include
information that describes the user, as mentioned above,
such as a user 1dentifier 218 and expert information 220. The
user 1identifier 218 may uniquely identify the user from other
users on the network-based marketplace 118. The expert
information 220 may include one or more part type 1denti-
fiers 308, one or more sub-system identifiers 708, and
vehicle identification information 302 that may identity one
or more vehicles 104. For example, the expert information
220 may 1nclude an expertise level indicating the user has an
ability to provide “expert” or “qualified” advice for a
particular part 106, 1n a particular sub-system 103, 1n a
particular vehicle 104, or some combination thereof. For
example, the expertise level may indicate the user i1s a
general expert who 1s qualified to provide advice for Fords
by 1ncluding vehicle identification information 302 that
identifies Ford while specitying neither a part type 1dentifier
308 nor a sub-system 1dentifier 708. Further for example, the
expertise level may indicate the user 1s an expert for a
specific type of hoses, 1n an engine sub-system for Fords.

FIG. 7D 1illustrates maintenance information 512, accord-
ing to an embodiment. The maintenance mformation 512
may be used to facilitate the maintenance of parts 106 on
vehicles 104. The maintenance information 512 may include
one or more entries of part maintenance information 710 that
define thresholds and maintenance policies for a particular
part(s) 106.

FIG. 7E illustrates part maintenance information 710,
according to an embodiment. The part maintenance infor-
mation 710 may include vehicle i1dentification information
302 that identifies a vehicle 104, the part type 1dentifier 308
that identifies a type of a part 106 and part policy informa-
tion 711. In some embodiments, the part maintenance infor-
mation 710 may further include a part identifier 306. The
part policy imnformation 711 may include threshold informa-
tion 712 that includes a threshold 1n association with main-
tenance policy information 714 that defines maintenance for
the associated threshold. For example, the part log informa-
tion 310 (FIG. 3C) for a smart component 102 may be
processed to 1dentily a computed value as exceeding thresh-
old information 712 of 73% (e.g., Level 1) to cause the
associated maintenance policy information 714 to be imple-
mented. In one embodiment, the maintenance policy infor-
mation 714 may include a triggering event that 1s commu-
nicated to the smart component engine 305 for processing
(e.g., communicate alerts to mobile device 112). The part
policy mformation 711 may include multiple levels of
threshold information 712 paired with maintenance policy
information 714 (e.g., “LEVEL 1,” “LEVEL 2,” “LEVEL
3”). For example, the levels may be graduated based on the
level of wear (e.g., 75%—“SUGGEST,” 85%—“WARN,”
95%— “REPLACE”).

FIG. 7F 1llustrates smart component processing informa-
tion 720, according to an embodiment. The smart compo-
nent processing information 720 may include triggering
event information 722 that defines triggering events, pro-
cessing rules information 724 that includes sets of process-
ing rules, and association iformation 726 to associate each
triggering event to one or more sets of processing rules. The
smart component processing information 720 may be uti-
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lized by the smart component engine 305 to associate a
triggering event with one or more sets of processing rules
based on the association information 726, load the one or
more sets ol processing rules into the smart component
engine 305 and execute the one or more sets of processing
rules.

Maintenance Message Triggering Event

The triggering event information 722 may include a
maintenance message triggering event. The maintenance
message triggering event may be communicated by the
processing module 504 to the smart component engine 503
responsive to receipt of the maintenance message 400 at the
network-based marketplace 118. Recall that the mobile
device 112 may receive characterization information 312
from a smart component 102 (e.g., part 106 and sensor 108),
the mobile device 112, 1n turn, communicating a mainte-
nance message 400, including the characterization informa-
tion 312, to the network-based marketplace 118 including
the processing module 504 that, 1n turn, processes the
maintenance message 400 to communicate the maintenance
message triggering event to the smart component engine
505. For example, the processing module 504 may process
the maintenance message 400 for the part 106 (e.g., engine
hose) to 1dentily a new service level (e.g., “REPLACE,”
“WARN,” “SUGGEST”) 1n the service level information
318 for the part 106. Further, the association information
726 may be utilized by the smart component engine 505 to
associate the maintenance message triggering event with
sub-system scan rules, and install time processing rules,
according to one embodiment. According to another
embodiment, additional or fewer sets ol processing rules
may be associated with the maintenance message triggering,
event. The sub-system processing rules may be executed by
the smart component engine 505 to identify a service level
(e.g., “REPLACE,” “WARN,” “SUGGEST”) other than
“OK” 1n the service level mnformation 318 for the part 106.
If a service level other than “OK” is identified then the
sub-system processing rules may further be executed to
identify a sub-system that includes the part 106, and com-
municate a message to the mobile device 112 that causes the
mobile device 112 to scan all of the smart components 102
in the 1dentified sub-system. For example, an engine hose 1n
an engine that 1s 1dentified with a service level other than
“OK” may be 1dentified by the smart component engine 505
that causes a message to be communicated to the mobile
device 112 that causes the mobile device 112 to scan all the
parts 106 in the identified engine sub-system. In one
embodiment, related sub-systems may be scanned respon-
sive to 1dentification of a service level other than “OK” for
a part 106. In one embodiment, the scan of the sub-system
1s not performed 1f the engine-sub system or the entire
vehicle 104 was scanned 1n a predetermined period of time
(e.g., five minutes) prior to receipt of the maintenance
message 400 by the network-based marketplace 118. In one
embodiment the period of time may be configured. In
another embodiment, a part scan, sub-system part scan, or
vehicle part scan may optionally or automatically be delayed
to enable the car to warm up, or otherwise reach a stable
operating condition.

The install time processing rules may be utilized by the
smart component engine 505 to 1identity a service level (e.g.,
“REPLACE,” “WARN,” “SUGGEST"”") other than “OK” 1n
the service level information 318 for the part 106. If a
service level other than “OK” 1s 1dentified the sub-system
processing rules may further be executed to generate an
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